1 METHOD FOR CHECKI NG OF VI DEO ENCODER AND DECODER STATE | NTEGRITY 5 FI ELD.
OF TECHNOLOGY AND BACKGROUND OF THE | NVENTI ON The present invention rel ates
to the field of predictive video coding, particularly to ensuring a proper
mat ch between encoder and decoder states. 10 Mdst current video conpression
al gorithns require keeping state informati on between the decodi ng of
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Corruption of the decoder state can occur due to erroneous transmission of the bit stream.
At the decoder, while most transport stacks contain indication of possible bit stream

20 corruption, it is unclear in which data structure the corruption occurs (if at all possible to
determine that corruption occurred). For example, damaged slice data can lead to a
corrupted reference picture used for future prediction, and a damaged or lost in-band
parameter set transmission can lead to a lost or damaged parameter set, that may be
referenced later.

25
Before this invention, no mechanism was known which allowed an encoder to inform a
decoder about its internal state, in a lightweight manner. Also, previously no mechanism
was known that allowed a decoder to inform an encoder about its internal state, without
inferring a corruption (or non-corruption). In other words, no means existed by which a

30  decoder can (for example periodically) inform an encoder about its state without having
performed error detection and explicitly sending information that poéitively or negatively

informs the encoder about corruption.




5 NEWPRED reference picture feedback nessages (see for exanple US 6,621, 868
and Kimata, H., et al, "Study on Adaptive Reference Picture Sel ection
Codi ng Schene for the NEWPRED Recei ver-Oriented Mbile Visual

Communi cation,” | EEE d obal Tel econmuni cations Conference, Nov. 8-12, 1998.
(8 pages), ITUT Rec. H 263 Annex 10 N): The decoder can inform an encoder
about the known corruption or known non-corruption of a reference picture
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words, the burden of error detection lies at the decoder, not at the encoder.

Packet loss back channel signaling (e.g. ARQ): These techniques signal back the non-
arrival of a packet in order to trigger re-sending. This is information wherein the state of a
receiver ("packets X, y, z are lost") is conveyed. However, this is not a “state” in the sense

20  of avideo decoder state that pertains over data entities other than packets.

Full Intra Request, picture loss indication, slice loss indication, and similar video-related
mechanisms indicating corruption: These are available in many different standards, e.g. in
the “"Extended RTP Profile for RTCP-based Feedback (RTP/AVPF)” Internet Draft

25  (AVPF, please see http:// http://www.ietf.org/internet-drafts/draft-ietf-avt-rtcp-feedback-
11.txt), or in the ITU-T Rec. H.245. All these require the error detection to be performed at
the decoder.

It is the object of the present invention to provide means for validating a proper match
30  between encoder and decoder states. In the present invention error detection is enabled to
be handled by the message receiver, in contrast to the above identified prior art requiring

the error detection to be performed at the message sender. Furthermore state of the art




3 feedback nmessages infer corruption non-corruption, whereas nessages
according to the invention are "neutral". SUMVARY OF THE | NVENTI ON 5 The
i nvention provides nmeans to cal cul ate checksuminformation in a video
encoder, a signal to convey the checksurnpinformation fromthe video encoder
to a video decoder, neans to check the integrity of the state information
in the vi déedismkodessageandfenegnptibnos hgmadrrigtons tvatread mésrgmtaccording to He
vi deo decoder to the video encoder. 10 According to one aspect of the
present i nVARRIYAY W%Wﬁgd for verifying a match between states of a first
vi deo procesmRfa Bk s RGERToN deo processor is provided. One of said first
and second video processors Is a video encoder utilizing predictive video
encodi ng and the other one of said first and second video processors is a
vi deo d coqﬁr.ca abl e of reproducing a decoded yi deo sequence from an
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t he seconds'@fl%}ége %ﬁ‘tﬁé‘gg’%aruopd’%it%‘f’} ¢G decqiat e thsradrorance&rsai d i ndi cation has
been generated for. This nethod according to the invention enables to match
the states of video encoders and decoders, in order to perform appropriate
error handhicogdipgde edengeci of thapeesadt ihvemtisniagacthod fozlvatifdnos notdhelbetween
25corruption of .the epncoded bit stream According to an exenplary .
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second i ndi cat& ons. . ) Lo
reproducing a decoded video sequence from an encoded bit stream generated by said video

15  encoder. The method comprises
- generating, at said first video processor, a first indication of one or more
properties of a first state of said first video processor; and
- transmitting a message comprising said indication to said second video
processor.
20
The message also comprises additional information enabling the second video processor to
identify which properties said indication has been generated for. This method according to
the invention enables to match the states of video encoders and decoders, in order to
perform appropriate error handling procedures in case of transmission-related or other

25  corruption of the encoded bit stream.

According to an exemplary embodiment the method further comprises
- generating, at said second video processor, a second indication of said
properties of a second state of said second video processor; and
30 - verifying if said first and second states of said first and second video

processors match, by comparing said first and second indications.




4 According to an exenplary enbodi ment the nmethod further conprises
performng error handling procedures in case said states do not natch.
According to an exenplary enbodi nent said indication conprises a checksum
and 5wherein said generating step conpriges: calculating said checksum It
wi |l be necessary to sonehow standardi ze this calculation, in order to
ensur e t haAcending tr si ebenndey smbodimedi the etetintd fmﬁhdorompais&l [ n]t eroge[)abl e. 10
According to an exenpl ary. enbodj nent sai d checksumis cal cul ate y at

| east ong al gori t hmrgpqr’gﬁ‘?”cnﬁ@rr& WRE%HWF@FP@WW teipy do petangigh ve OR
(XOR), Cyclic Redundancy Code (CRC), Secure Hash Al gorithm (SHAl, defined
in US National Institute of Standards and Technol ogy (NI ST). FIPS

Publ i cat i oAccbBding Secan extiaplryStmbddindn( Ski) indMasiond Bidhprisar a bssags, Ringest 5
(MD5, %efi ned in TETF REC 1321). 15 According to an exenpl ary enbodi nent
the indi catPBRRSBIdFPRUNGHCRHIBRIEES:copy of said properties of said first

state according to ing nethod fromthe group conpri sing
Bi nary, Base 16, Bagéggcbf&?@égﬁ?%%ﬂ 3548) and Abstract Syntax Notation 1

(ASN. 1, sde Willbel nBssssarX.t63oneh@® shalarditen¢his @alenlagugnipl erdyr esrkasdirereindt sai d
properties of said first state conprise at |east one fromthe group

conpri si ng":nc%\‘%?ﬁa}@eémﬁf’rétﬁiﬂ%d Feabesndersge Migrppesgbleact j ve Sequence Par anet er
Sets (SPS); 25Picture Paranmeter Sets (PPS) with index x;

10 According to an exemplary embodiment said checksum is calculated by at least one
| algorithm from the group comprising Binary Copy, Exclusive OR (XOR), Cyclic
Redundancy Code (CRC), Secure Hash Algorithm (SHAI1, defined in US National
Institute of Standards and Technology (NIST). FIPS Publication 180: Secure Hash
Standard (SHS). May 1993), or Message Digest 5 (MDS5, defined in IETF RFC 1321).
15
According to an exemplary embodiment the indication comprises an encoded copy of said
properties of said first state according to at least one encoding method from the group
comprising Binary, Basel6, Base64 (see IETF RFC 3548) and Abstract Syntax Notation 1
(ASN.1, see ITU-T Rec. X.680).
20
According to an exemplary embodiment said properties of said first state comprise at least
one from the group comprising:
- active Picture Parameter Sets (PPS);
- active Sequence Parameter Sets (SPS);
25 - Picture Parameter Sets (PPS) with index x;
- Sequence Parameter Sets (SPS) with index x;
- Picture Parameter Sets (PPS) with index x and referred Sequence Parameter
Sets (SPS);
- all Picture Parameter Sets (PPS);
30 - all Sequence Parameter Sets (SPS);
- most recent reference picture in the Decoded Picture Buffer (DPB);
- all reference pictures in the Decoded Picture Buffer (DPB) used for




Sequence Paraneter Sets (SPS) with index x; Picture Paraneter Sets (PPS)
with index x and referred Sequence Paraneter Sets (SPS); all Picture
Paraneter Sets (PPS); 30all Sequence Paraneter Sets (SPS); nobst recent
reference picture in the Decoded PicturesBuffer (DPB); all reference
pictures in the Decoded Picture Buffer (DPB) used for 5 prediction; all
ref erence pictures irpredetiddecoded Picture Buffer (DPB). According to an

exenpl ary enbodi nent said first videog processqr is_said video encoder 5and
sai d second vi déo pr SCEEEEHCP ng‘ﬁf’%m\ﬂ?eg]éﬁcogé‘igﬁgp? Bﬂ%ﬁqﬁﬁﬂg to an

exenpl ary enbodi nent said nessage is transmtted inside of said bit stream
and may be a Suppl enental Enhancenent Information (SEI) nessage. 10

Accordi ng t#candieg éoph axgmplahodinbehnestaiadt] fisss valgpe frscessons mit tvédtosmpadeat el y
fromsaid bit, stream. and sai d nessage .may al so conprise synchronization

i nf or mat) onPAGAIASEEUH AHTgOss Y ??6‘?‘&‘&?‘? ﬁ‘?‘ﬁ"d%r:g. a checksum with the

poi nt of generation of said indication. That is, such a nessage sent in an
out - of - band fashion has to be synchronized with the bit streamin sone
manner. 15 Acwodidg g ancexampéace rpibadimeatisadi messages Bi darfsinitéed inside ofpraot by sor
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10 According to an exemplary embodiment said message is transmitted separately from said
bit stream, and said message may also comprise synchronization information for
associating said indication, e.g. a checkéum, with the point of generation of said
indication. That is, such a message sent in an out-of-band fashion has to be synchronized
with the bit stream in some manner.

15
According to an exemplary embodiment said first video processor is said video decoder

and said second video processor is said video encoder.

According to an exemplary embodiment said message is transmitted using at least one
20  protocol from the group comprising Real-Time Control Protocol (RTCP, see IETF RFC
3550), ITU-T Rec. H.225 and ITU-T Rec. H.245.

According to an exemplary embodiment said message also comprises synchronization
information for associating said indication, e.g. a checksum, with the point of generation

25  of said indication.

According to another aspect of the invention a computer readable medium is provided,
comprising code sections stored thereon, for instructing a processor to perform the steps
of:
30 - generating, at a first video processor, a first indication of one or more
properties of a first state of said first video processor; and

- transmitting a message comprising said indication to a second video




According to an exenplary enbodi nent said nessage is transmtted using at
| east one 20 protocol fromthe group conprising Real-Time Control Protocol
(RTCP, see | ETF RFC 3550), ITUT Rec. H. 225 and | TU- T Rec. H. 245.
According to an exenplary enbodi nent said nessage al so conprises

synchroni zation information for associating said indication, e.g. a
checksum w th the peoiatessof. generation 250f said indication. According to
anot her aspect of the invention a conputer readable nediumis provided,
conprising code sections stored thereon, for instructing a processor to
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states of said first and secon i deo processQrs tch, by, conparing said
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first and second i ndPESPSERaE DX COBPHMSH seeembindicalions: of t he
invention a systemfor verifying a match between states of a first video
processor and a second video processor is provided, wherein one of said
first afd decodihgioded apotheresperofils: mveitibace systadéor vwerifying ampth betivetdi ve
s Vi deo BB SRETIELBAB BRSFSPLBIGUtEP Y 4o BEBaBe 1 GBBIEbGUEHGE onf B an
encoded bi &3t fiRREHGCREERT S5heBY processors is a video encoder utilizing predictive video
encoding and the other one of said first and second video processors is a video decoder
capable of reproducing a decoded video sequence from an encoded bit stream generated by
15  said video encoder. In the system, the first video processor comprises
- a component for generating a first indication of one or more properties of a
first state of said first video processor; and
- a component for transmitting a message comprising said indication to said
second video processor;
20 and the second video processor comprises
- a component for generating a second indication of said properties of a
second state of said second video processor; and
- a component for verifying if said first and second states of said first and
second video processors match, by comparing said first and second

25 indications.

In an exemplary embodiment the second video processor further comprises
- acomponent for performing error handling procedures in case said states do not
match.
30




15said video encoder. In the system the first video processor conprises a
conponent for generating a first indication of one or nore properties of a
first state of said first video processor; and a conmponent for transmtting
a nmessage conprising said indication to-said second video processor; 20 and
t he second video processor conprises a conponent for generating a second

i ndi cat i on BRIEERESCRIPTIONQF B DfavaiNeecond st ate of said second video
processor; and a conponent for verifying if said first and second
states of said first and second vi deo processors nmatch, by conparing said

first and sgeopdyvided AL FEHHE i ad e Ia?%ﬁ%h&@ﬁlﬁ%oﬁlugﬁﬁin the ﬁﬁ&ﬁ@@'of’ I deo

processor further conprises - a conponent for performng error hand I ng
pr ocedur es thapreswstingenttbns frathesiraigingsot mat ch. 7 BRI EF DESCRI PTI ON OF THE,
DRAW NGS The drawi ngs are provided in an exenplary manner only, for
iI'lustrating the principles of the present invention. In the drawi ngs 5

Fig. 1 illys rlaﬁlﬁﬁtrétegé?l‘%\ﬂ&lﬁ ﬁ‘mﬂ{ §Ble£§erﬂgo$ﬂ dﬁmant g?&{thefm&m and

i nventive nethod; and ustr tes an e syst ém of the
present invention.

Fig. 2 illustrates an embodiment of the system of the present invention.
DETAILED DESCRIPTION OF THE INVENTION

10
The main differentiation between messages according to this invention and prior art
feedback messages lies in two aspects:
a) Conventional feedback messages infer corruption or non-corruption, whereas messages
according to the invention are "neutral"; and

15  b)in order to generate prior art messages, the error detection has always to be performed
by the message sender, whereas in the present invention the error detection is handled by

the message receiver.

In the following detailed description, we use terminology used in conjunction with the
20 ITU-T Rec. H.264 video compression standard. However, it should be obvious to a person
skilled in the art that the present invéntion will work equivalently with other standardized
and non-standardized video compression algorithms that utilize any form of predictive

coding. Thus the invention is not limited to the use of H.264.

25 Infig. 1 a flow diagram of steps of an exemplary embodiment are illustrated. After start
the first video processor calculates a checksum, according to one of different algorithms
which shall be mentioned later on, of a state of the first video processor in step 102. There
are a number of possible properties which are useful in this case, which shall be mentioned
also later on.

30
In step 104 the first video processor transmits a message comprising the calculated

checksum to a second video processor. The second video processor can now decide, in




DETAI LED DESCRI PTI ON OF THE | NVENTI ON 10 The main differentiati on between
nmessages according to this invention and prior art feedback nessages |ies
in two aspects: a) Conventional feedback nessages infer corruption or
non-corruption, whereas nessages accordighg to the invention are "neutral”;
and 15 b) in order to generate prior art nessages, the error detection has
al ways to Iseppdbf ifdlmwhnWotig&ormlwngagerdmﬁs, demet parforimartyherqprcbending. In

i nvention the rror get ectl i s handled by the nessage receiver. In the
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the 20 ITU T Rec. H 264 video conpression standard. However, it should be
obvious to a person skilled in the art that the present i nventi on will work
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in step 102. There are a nunber of possible properties which are useful in
this case, which shall be nentioned also |ater on. 30 8 step 106, if he
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In case this is so the process begi ns again. is deci that
rressagéOShﬁJlrthebectunmk1ezleded6mepeﬂm);rth¢;mm®tartad agemond video 5 pr ocessor
cal cul ates a checksum (step 108) over the sane property as the first video
processor. It will be necessary to ensure that both video processors do use
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10f urt her amt boperfanredduistepd 1¢sWpn IH2first video prooewesisi svidtaet@denaaward
transmission of the checksum information), for example a prior art feedback message can
15  be send, a request for re-sending a reference picture or the like. When the first video
processor is a video decoder (reverse transmission of the checksum information) the video
encoder as receiver of the checksum can refrain from using known-as-corrupt state
information in the decoder, e.g. by not using certain known-as-corrupt reference pictures
for prediction.

20

Now two exemplary use cases for utilizing the present invention shall be presented:

Use case 1: The video sender wants to facilitate error detection in video receiver. Video
sender creates checksums over its state information at a given time, and sends the state
25 information as an H.264 SEI message to the receiver. The receiver can react to this
message by calculating identical checksums over its state, and, if the two checksums don’t
match, performing an appropriate procedure (which could mean e.g. sending a prior art
feedback message such as a Reference Picture Selection request, Full Intra Request, or
similar. See for example ITU-T Rec. 245 for these prior art feedback messages).
30
Use case 2: The video decoder wants to check its integrity of state on its own initiative

(e.g. because it considers corruption possible but has no sure knowledge of it). The video




However, in case the checksuns do not match, the appropriate error handling
procedures can be perfornmed in step 114. Wen the first video processor is
a video encoder (forward transm ssion of the checksuminformation), for
exanple a prior art feedback nessage can, 15 be send, a request for
re-sending a reference picture or the like. Wien the first video processor
is a video d:tecdnﬂegane(ratewerch&ldsnxanmﬂ theiparts of it$ Hletecilne\(ahslImchedl@ andténdm fhis he

vi deo encod as r celve of. the. checksu refr usin
known- as- cd %%Witﬁftmlﬁﬁwfeﬁwwnttﬂ &4 %‘R:I%‘?CO =3 ew eﬁ&fﬂc‘?f‘ﬁ fgpcks

certain k”%tﬁ"e? tﬁ@aéoue&r srs%atts SR Erabd. B 45 Sfierb Q8 nbh @&1 Fr iR on. %911&\'% {80

exenpl ary use cases for utilizing the present 1nvention shall bé presented:
Use case 1:entbderindes isewbieh dwntwudtareftheiprollahecxists and dmneeaatcmcmrdmglydeo
recei ver \{JJ sender creates checksuns over its state information at a
gi ven tiome, POsHaledearHens ¢SSt e 25 information as an H 264 SEI nessage to

the recei VerDur&_{SéethE %&ﬁh Procefof fafifrd gfcgués *e‘fraﬁﬁﬁ ﬁ-gﬁ Yer 1‘%’&1@&' ©frence

i denti cal checksuns ove | ts state, don't match,
per f or m ng @ctusep rad prei (after rpeeption uf the Chdukelm o axémmge:ogup‘saimhh degoderpr i or

art feedback ssage such as_a Reference Pi cture Sel ec n reque Ful |
Intra Reques$en5% Reramqtey setsgbat @rsrlm@%mwmt é BN ffor el SR or

art feedbagk IBSSagEs Bﬂrpa:f’%ﬁetg g%gﬁgﬁienggﬁi{ €So ugﬁggma .over the parts

of its state it wants to I'S che 6ngvvithtirring
i nf or meitli on- Whet hargw ipaeto of izo hate. ard verrupteld Gwerst ogte), retfesiakBEshidge tHeerontptiete
there is no need for

decoder's state is accurate. cti . 1 f po,
the video cHieHEMahgnSt th Qﬁﬁ‘i"{ﬂﬁ%bjé?l%ihngs%”r%%‘? tgr %Wﬂraéblp@?ﬂe@%% Decodtd’ can
react accorlgéfféglll)?‘mnﬁgﬁ‘f{j'f% gl €actions conprise: - During the coding
process of ture pict refra| ning fromreferencing those reference

pictures that are (after reception of the checksun) known as bei ng corrupt
at the decaqder; - di ng_paranmeter sets that are known tq be cor,

t
and/ or ref er¥Sﬁ|1hﬂla¥1rh§rﬁels‘€f@ldeh%Y A GIRFABRALOHS 21 BRGOd Rt topaf ?1e‘iansfé°cléta?enth? he
codi ng yar 0%‘?1%? afdihy i REGIY(GRe case 17).

For the sake of simplicity fixed parameter sets and only a single reference picture are
assumed in this part of the description. In this case, most of the state of the H.264 decoder
that can be corrupted by bit stream errors lies in the reference picture.

20

Parts of the codec state not related to single reference picture shall be discussed later on.

According to this aspect of the invention, the encoder first calculates a checksum over the
reference picture's YUV (color space) data. The precise algorithm for this calculation
25 needs to be standardized, as both encoder and decoder need to implement equivalent
operations to arrive at identical results. A simple way to implement the checksum would
be to use a 16 bit CRC, and mandate that the CRC be calculated over the 8 least significant

bits of the samples of the Y, U, V color planes, in scan order, respectively.

30 However, many other forms of calculation are also possible. For example, more advanced
checksums such as SHA1, MD5, or other frequently used integrity checkers can be

employed. It is also possible to modify the order of the samples. As mentioned, what




10 - When large parts of the state are corrupted (worst case),
re-establishing the conplete state information at the decoder by sendi ng
all paraneter sets and an | ndependent Decoder Refresh Point (IDR) Picture.
First, it shall be described how a nessg@e froman encoder to a decoder can
facilitate the 15error handling in the decoder ("use case 1"). For the sake
of si npl i cimstteks wabbt bathaerebéer astétdsccahdhml aycomusdmyghderstafdargarcleaméquivatest ar e
assurmed in this rt of th gescrl In this case, nost of the state of
the H. 264 dg}pﬁﬁ%ﬁ%qﬂﬂgp PSR agianby bit streamerrors lies in the
reference picture. 20 Parts of the codec state not related to single
reference picture shall be discussed |later on. According to this aspect of
t he i nvent i@ue thdheheehmodssreafdutaded, dtdb convatted indo alam‘tﬂbﬁmpm\%mta&dme(ergebi@awnce

icture' uv cIo ce ta,. Th reci se al gorith
LT bl o5 ompase) 6r Bt rBe  EA PRGN TstPie St 60 S s dorm dd ot JaEr 8o oo
to i npl ement LAMIWWE ﬁﬁtméb@é‘éeaéahod?s% beDsef bVt vahd, 'tﬂﬁ% '&ﬁéxdé B Wit Stread), §§r npl e

way to inplenent thé checksum would be to use a 16 CRC, and nandate

t hat t he CROlibbmgcesml apreirace prosacol. H@ndBetapgde foxi eglna}ipl‘(ommte piotacobfvoukiebs ampl es
of the Y, | or pl anes, i C o) , re ectively. 30 Ho

other f of m B Snits enten (e AR BFGokEPhi dh Bl cass it Rnoneimivaiba
checksunms Speh, ASwd R bR stRBHRT bl it |heHSSEL nftsegt tote GREEIAE S
can be enpl oyqu?é I" |swa Y0) pos%%u'lg1 e a rrgﬁllfy t he order %%Et he sanples. As
ment i orléd, aynrahromwormsirmlmtls t hat both encoder and decoder have a common
under st andi ng and an equi val ent inplenentation of the checksum cal cul ati on.
Once the checksumis calculated, it is converted into a suitable

represent at"ﬂf%fbaf’tgr %e ﬁi 1ycode§th13§;ﬁ@£@n@ arRAR 8 oﬁt Fhbn "ﬂ@d@o@@@r@cél%soché he
bit stream e. ormo SEI' nessage. Alternatively, the nessage
can al so be:hscéasumo(tﬁftonothebSBH mekingt arsqutmﬂbsnd:lmemhse alndtthstcoéadrpwbyewttwhm zi ng

an appropriate protocol.. e exanpl e _for .an r ot,ocol woul d be
an RTCP geﬁgevse%ewe Ry g’néc“éﬂs%et)ls CrRRere v Riee i 480 thek
synchr qgi zgyd Qﬁe%?tﬁﬁ aQEiWd Bedif\® & AGRsBh leaRlulB4 Brofl s ro%ﬁJ L& ncdBR AursE!

nmessages are use
buffer. If the two checksums match, the decoder knows for sure that its reference picture,

at the time starting with decoding the picture in question, is not corrupted.

If the checksum test fails, however, it may react accordingly, e.g. by sending a prior art
20  feedback message indicating the reference picture corruption (e.g. in the form of a Full
Intra Request message) to the encoder, and not decode the bit stream at all. There are many
advantages of this mechanism: the integrity check can take place while the bit stream of
the new picture is still being received - leading to an early sending of a prior art feedback
message. And, as mentioned, in some environments corruption could not be detected at all
25  from the bit stream and/or transport environment, whereas this is possible with the present

invention.
The in-band SEI message (or an equivalent out-of-band message) can be sent as frequently
as the encoder desires, thereby allowing for a tuning of the tradeoff between error

30  detection capability and bandwidth overhead.

Now it shall be described how a message from a decoder to the encoder can facilitate an




10synchroni zation is inplicit. Thereafter, the encoder codes the picture
and sends it on. \Wen the decoder receives the checksum (fromthe SET
nmessage or out-of-band neans) and the coded picture, it can choose to
ignore the checksum e.g. when it is cyc]e-starving. However, it can also
check 15 the checksum recei ved agai nst a checksum cal cul ated fromits own
reference ppptapriatehehdtion. oflthe bheodemwpesphiestlestontie sltecHt tht Rizcolize gote kaooms f or
sure that ifs refer”?nce picture, at the tine starting with decoding the
picture in QU€$E¥oN)- is not corrupted. If the checksumtest fails, however,
it my react accordingly, e.g. by sending a prior art 20 feedback nessage
indicating the reference picture corruption (e.g. in the formof a Full

| ntra Requeli shesiage) istagsunie] anodier the pacneedr sete acdfixddpenditiat shlyessingld
all. There are many advantages of this nmechanism the integrity check can
take pl ace WIEIIES PIBIGISUsed.r eam of the new picture is still being received
- leading to an early sending of a prior art feedback nessage. And, as
mentioned, in sonme environnents corruption could not be detected at all 25

from the biAccatdigat talzdspect bf thirSpRdntionNdit desvdendalcuidiey éleckfiins olva thodsaa bl e
with the present invention. _ The in-band SEI nessage (aqr .an equi val ent
out - of - bandPfHissisiegace pighugas dispissedsatiove e flequeatly thHe clplaidey is gedprmsd s

t hereby al | ow nj : r : yon
capabi 11 1y a0 ke UM <0l Ry AR, i BRUPRR AL, iR hREIET

respondiove deerinhied $ ahenaids bhexte@abptetocbBiE.g. KNOMigce(vet SpotidaRrls) see the For
sinplicity it is assuned again that the paraneter sets are fixed, and that
only a si nghsussiarBrlEAERIE 862MecticsOpertre chpeksimiingenemiedhithe despdertserds i he
i nvention, el.cal S ] ence
pi cture as tél Plgec%lgggeg’ g%%@%ﬁ %@\Eﬂﬁ ’?%tg g%ﬁfqﬁyﬁ{i%%a%{gé% goglsg?{l gﬁ&‘s’%@ﬂ“ﬁ fgréed IS
up to the derCRiesceiver Gepodfst €6 BVEF RAU GE50.eSaec oditi@e prototolsefay Gihereuay s,
in variable intervals ) ) ) .
support synchronization with the video sender (e.g. RTCP in the form of the timestamp);
15  in other environments, the message may need to contain an identification of the point of

generation of the picture over which the checksum was generated.

The encoder, once having received the message, may choose to ignore it. However, it
could also try to check the integrity of its local reference picture utilizing the received
20  checksum. It is to be noted that this process may require the encoder to calculate
checksums for all pictures that it sends during the round trip delay time of the picture (and

back channel) transmission.

When the encoder identifies that the reference picture at the decoder is uncorrupted, it can
25 continue its normal operation, which usually consists of coding and sending only
predictively coded pictures. If the encoder identifies that the decoder's reference picture is

corrupt, it also can react accordingly, 1.e. by sending an intra coded picture.

Other properties of a state are highly dependent on the codec technology employed. Again
30 using H.264 as an example, at least the following categories of state information can be

identified:




10 determ ned by the needs of external protocols (e.g. RTCP receiver report
intervals, see the discussion in | ETF RFC 3550), etc. Once the checksumis
generated, the decoder sends it to the encoder, using an appropriate
protocol. One exanple for such a protoc?% woul d be RTCP receiver reports,
see | ETF RFC 3550. Sone of these protocols may inherently support

synchr oni za&tartetid selk; 4dde vi deo sender (e.g. RTCP in the formof the

ti mestanp); 15 in other environments, the nmessage may need to contain an

i dent i fi cat(B¥fiRie) refeeenpopigturestsagidiferadteson of the picture over which the
checksum was generated. The encoder, once having received the nessage, may
choose to ignore it. However, it could also try to check the integrity of

its local raifelegg@ll Pk Gtibfiediséiskédi ng the received 20 checksum It is to be
noted that this process nmay require the encoder to cal cul ate checksuns for

all pi cPures that it sends during the round trip delay tinme of the picture

(and back ) nspi.ssion. Wen the encader i.dentifies_t.hat .the

ot erence prebLiiodbd A BosaRpet L8 chnRpllF SR upling B oors BEudifie o MRes
nor mal opertgdn @nsinglslide BomathkYsleoMsicsd Blook/blRRli dagh, 3NJ6H ealiRg (N Fictive”
predictively coded (gl ctures. If the encoder identifies that the decoder's

ref erence predcnpeaRsPiche ppremetar tobsqvaidable when sheecdacdiling|siartsi but dagy not

dependent SRR B0 EENRUERE 18 dutreni Bt sEe A Se TR RS a Bl Y
exanpl ¢0 atmdcB@fimé Hpb@ink MY MELoEB! GRBOK bRS1sEH] SiRE rrdiirefid@nd@bnsan be
identified: 12 Paraneter sets; and (nultiple) reference pictures sanple

values. All these shall be briefly discussed. 5 H 264 introduces with its
parameter sef

t the d |.i f dat Wal h
Crnale of i as'a SRR Herufecrioaty’ PRulk FarbRie SshdePs Sl Se bt el
"active" saguesPs). Both MeGidiEEinPAIMREEToch R ETIRVCE AR WhERhSitE Bo#gRPdi NY
starts, but does not include any nechanisnms to integrity check the

par aret er d$esdexingTinderatatipr  toathdérenesn fie a¢tiviee ERSN psdresagu gifter comgins higdexing
| nt egr llg Y % oﬁ%at%gxeab%ate {h%l rei"a':t]edd3 5p§! f‘pg’spgagngerov%olgrdgiet-i Seveial KB - under certain
conditions. To allow for complexity scalability, according to the invention, checksums can
be generated over
- active PPS(s) — H.264 (2005) allows only a single active PPS, but future extensions of
H.264 may allow more than one,
20 - active SPS(s) — H.264 (2005) allows only a single active SPS, but future extensions of
H.264 may allow more than one,
- active PPS(s) and active SPS(s) (thereby covering all parameter sets relevant for the
decoding of the current picture - the perhaps most common use case),
- PPS with index x,
25 - SPS with index x,
- PPS with index x and the SPS(s) that is referenced in the PPS with index x,
- all PPS,
- all SPS, and
- all PPS and SPS.
30
H.264, in its 2005 version, does not contain initialization information for parameter sets.

In other words, the value of an individual parameter in a parameter set is undefined before




Two types of paraneter sets exist: Picture Parameter Sets (PPS) and
Sequence Paraneter Sets (SPS). Both are stored in nunbered |ocations. The
slice header of each slice contains indexing information to reference the
active PPS, and each PPS contains indexjng 15 infornation about the related
SPS. PPS' s can grow |l arge - several KB - under certain conditions. To allow
for conpl exbeing tsmainétzdl fisy , Thaebeckdisngatonldtion algovidnh ifomparahetek setsmhaLnbde
generated over - active, PPS(s) -H 264 (2005) allows only a single active
PPS, but fEHERIRIASINBHEORSIY iptoGacatay Qe RowFIRisseluting i tgruier ol paramgters, e

SPS(s) - Hig ?ﬁl Eﬁ%g%ﬁked;ﬁ% PR Witk tﬁé Ogllug 785! bﬂee{ ?(ggn%gé%@{ ﬁ%djn%@gossible

ext ensi ons o ma ow norée than one, - ac ctive
SPS(s) (thenébyvionyfr iangrsahlskiiad dniticekt. Tht precik dedgd of the infbeingds deblevgnof
the current, picture - the perhaps nost conmon use case),. - PPS with index
X, 25 - 55p§0rvd1% HvERay aglong apeasodpranddgerder utiligedhe s ) that is

referenced in the PPS with index x, - all PPS, - all SPS, and - all PPS and
SPS. 30 13 being transmtted first. The abecksum cal cul ati on al gorithm for
par anet er deH2Mabuttabsdoi@ sdasioldee dideo coalpeestioh Stapdapesdcy as H.P6A%hAInexOne
possi bl e Sﬁ\LUti nis toinfer_ all ﬁararreters in an uninitialized paraneter

set with tHReoVal 8 ZBre & NEEG Y i ondplresy BB BECQdeertie Vet cetlsdbus
for a perseR siickh Rdal Pintd Gindi Prif1e PARTS SRoMRS ! Hlke Hhad B t:EhLE Rl

i rrel evant
10  can be employed. The reference picture in use is indicated by what could be called the

"temporal" component of a three-dimensional motion vector. Depending on the standard,
this vector component may be part of the picture, slice, or macro block syntactical layers.

H.264 also allows bi-prediction from two reference pictures.

15 When multiple reference pictures are allowed, obviously an integrity check over all, or a
subset, of these reference pictures can be helpful. The most common cases are explicitly
mentioned here, although a person skilled in the art is aware of other cases that are equally

valid for certain applications.

20 According to this invention, the following cases are primarily considered as useful:
- most recent reference picture in the Decoded Picture Buffer (DPB); this is in most cases
(unless being moved by an H.264 Memory Management Control Operation MMCO
command) the previously decoded picture where the corruption is most likely,
- all reference pictures in the DPB used for prediction; primarily useful for the encoder-to-
25  decoder direction of the method of the invention; the checksum is calculated over all
reference pictures used for prediction of the picture being encoded,

- all reference pictures in the DPB.

H.264 in its 2005 version contains support for color spaces other than YUV 4:2:0. One
30  possible mechanism for generating a checksum for the YUV 4:2:0 color space has already
been introduced above. A person skilled in the art is capable of designing checksum

algorithms for other color spaces as well. The design of these checksum algorithms is in




5for the invention, as |long as encoder and decoder utilize the sane design.
In H 264, but also in sone ol der video conpression standards such as H. 263
when Annex N or U are in use or MPEG 4 Part 2 (please see | SO | EC 14496-2)
wi th enabl ed "Advanced Real -Tinme Sinplg Profile" (ARTS profile), nore than
one reference picture 10 can be enpl oyed. The reference picture in use is

i ndi cat ed bytinotpdé ireclenagt ier thisl ineehtiong al lepay alcodeosmodenteroitilze the same

t hr ee- di nensi onal notion vector. Depending on the standard, this vector
conponent rd®yigBe part of the picture, slice, or macro bl ock syntactica

| ayers. H. 264 also allows bi-prediction fromtwo reference pictures. 15
When nultiple reference pictures are allowed, obviously an integrity check
over all, OFiga2sddpsdd andmidiasent! f eeenGtnPioftte §Fesednidvential. (A uirst Fideo nost
common cases are explicitly nentioned here, although a person skilled in
the art 5 s RIORESEOTo} combuses vas@BPeNeAt 4alioe sepwiating a st igdication ef pag gr more
appl i cations, of di te this. | i t f ] ar

o mar 1y capesir s e pEidd i SIS BhocaRpr, F  oDinpBNSRE GAR SR
Decoded Pi chersgaeBL E@hpdiiBaid indidatibs td B s6dal veddaFodedsth 69 Thebdtondoides by
an H. 264 Menory Managenment Control Operation MMCO command) the previously
decoded pi cuagessarht? ecoptpsisesofr epRPOIN $ Ry generqtispya secefld indigatipn nefe said

pictures in_the,.DPB.used for. prediction: .pr.iparil seful f .
bncoder -t o PR o errotipBofl o cRenerHEE Pt I 2 sb s g for
checksum i syegififg fabRidieVaId s8édnd' itey ENGRI MisCind REoniSaEded ProcEsd intdtdt) By of
the picture being encoded, - all reference pictures in the DPB. H 264 in
its 2005 vewogiperingsmd Sishendsgepad indigtiorsol or spaces ot her than YWV 4:2:0.
One 30 possi bl e nechani smfor generating a checksumfor the YUV 4:2:0 col or
space has already been introduced above. A person skilled in the art is
capabl e of 1desifGihdi0cbREMEMMR | dBFtioh AINBorhPnedt REHrHQd, BPPeLBro@ig VRior -

The design of these checksumalgorithns is in
handling procedures in case the states do not match.

—

15




14 principle irrelevant for this invention, as |ong as encoder and decoder
utilize the sanme design. Fig. 2 depicts an enbodi nent of the system of the
present invention. A first video 5 processor 2 conprises a conmponent 4 for
generating a first indication of one or nore properties of a first state of
said first video processor, and a conpenent 6 for transmtting a nessage 14
conprising said indication to a second video processor 12. The second vi deo
processor 12 conprises a conponent 8 for generating a second indication of
said properties of a second state ofClH{l8l second vi deo processor, and a
conponent 10 for 10 verifying if said first and second states of said first
and secWhet ivsidimed st ocessors match, by conparing said first and second
indications. In a further enbodi ment an additional conponent is provided,
for perf amiatRg Bmpdinghgunetatifdatd iR ORES BiScdsidr,GarR idRBtichlRbRSordpré10t  mat ch.

15 15 &Bﬁbélrh@, s\‘mi%%e b§m(9rje%d§§rc}|e§ a%éo iagedtvﬁthqqﬁ??tqtecoqgg?d‘ firsd ilo Pl%@&?&',at ing, at a

first video.processor, a first i1ndication of one or nore ﬁpogert|es, said
one or ST E eGP 148 EoraR e ot BEICRPE Fe erqnp dEeQprRress b d MOKEYANPEE i deo
pr ocess¥rd fof feipatinieg wheghea theeis agiatcl beieersseiddirs atiate qf prid Bratiidsa Progesserssé ond
vi deo precwdsbite ofsad eecomiideaprooesstyewimgein sadifirbtorded etoeessormeing asapritdvbwitht her e
i's a mednelf Hatsrpboderitdizihg predictst alieo coddd fhd bivides daebale oPiE@eESBfrodutd a
second Sieb®d9les HglerREFGHIn YALER B DESR SR said WShElilleSRbsshi beilg Vi deo
pr ocess Q. BEL NG IR IR 3LGH witd D 00 O a Ml o gncoder Uti T zing predi ctive
vi deo encoding and a vicdes "detoder® Ent'f YireE 6 r epr oduce a decoded vi deo
sequence from an encoded bit stream and said second vi deo processor being
associ at &tk mithed eflseinot, mdserepfsaid fiest indidepn eoropidey a dackstrhang wdereindeédoder . 2.
The netdanetatirdg saibl @irstindicatioh esriprlesSaic@atiniglssit chadikbu@at i on conpri ses a checksum
and wherein said generating said first indication conprises calculating
sai d Crf?lgsrﬁmoc{gf'claﬂ_nhg wrﬁg;[en\osdld%l]:ecg lu%linga?culawa%r gtl IQas?c?f{e%I grh]t%Fn Forla Ircs)u
cal cul ated by at |east one arqor %n]?ron1a gYoup conmprisin cﬁ?n%rﬁ)COpy,
Excl usi EPEEE R Coppyglisive RER(RHAHEY Redbagncreds (OG0 chres HasE HEATBY i ¢ hm
( SHAL) ,(Shvig ddggesePigess b (MDFIVMDS) . 4. The nethod of claim 1, wherein said
i ndi cation conprises an encoded copy of said one or nore properties
associ af ek Withéd Flafth 1, Wheleinshid irlicAGMAbRAbAGs bPerRbddd@BS/of HXEorRF RENY et hod
froma F%D%HFAS ?ﬁg@a’éﬂ,ﬂ% B &85 te @&%&%g%o ag)n%%‘?@ée MG AR Aoy @%6’1? Notati on
1. 5. e method according to clal me, erern sal & propefile of said
first SPRPEMENAIY Bxeth B?%%‘%ﬁ”"@ﬁg@tr%maé”@tﬁwﬂ‘pl'corrpri sing: active Picture
Paranet er Sets; active Sequence Paraneter Sets; Picture Paranmeter Sets with
i ndex ; THéeopiknicecdrdingtoetaan 1, Shesindaidipropedex odsaid Arst ttate@oRprisareibat oset S Wit h
i ndex froWerb®f @mpAGnSEAVEAGBrePaFATREr 6&ts; F0a ise@lehcafdniét® sBapamt er Set s;
all Segy Hm%fer?&E @[{ﬂn@é x5§éq§eanP§+Bm£t%P§e@§wihﬁ&@é& rﬁ&tér@'PgréWé?rgé?s @‘Pfu gsgoded
Picture Bufter,; all rererence prctures 1n e Decoded Picture u_Per used
for  pr B BB SedsheeFlamet rterml By Papraer Rt Al HEL BRI S MBI 1 e

recent reference picture in the Decoded Picture Buffer; all reference pictures in the Decoded Picture

Buffer used for prediction; and all reference pictures in the Decoded Picture Buffer.

6. The method according to claim 1, wherein said first video processor is said video encoder and said
second video processor is said video decoder.

7. The method according to claim 6, wherein said message is transmitted inside of said bit stream.

8. The method according to claim 7, wherein said message is a Supplemental Enhancement Information
message.

9. The method according to claim 6, wherein said message is transmitted separately from said bit
stream.




6. The method according to claim1l, wherein said first video processor is
sai d video encoder and said second video processor is said video decoder.

7. The nethod according to claim®6, wherein said nessage is transmtted
inside of said bit stream 8. The method according to claim?7, wherein
said nessage is a Suppl enental Enhanceasent |nformation nmessage. 9. The

nmet hod according to claim6, wherein said nessage is transmtted separately
fromsaid bit stream 16 10. The nmethod of claim9, wherein said nmessage
al so colbfhieseethaddl eliroh whareingpid MessegarbroicomPseT sYadseten ipfgradica farndi cat i on
wi t h t hesqating saofinditier ith e paht o géndratindofcaitlirelivationl1. The net hod accordi ng
to claiml1, wherein said first video processor is said video decoder and

sai d Seﬁ‘?% n\{étﬁcﬁpacwr&ﬁget%%mm i,%/h%%in aid iﬁ%?gd@dﬂlﬁgéé?{or is salq?vide-m@cda@it znagqaid

accordi ng to.dc aimi1l Wge.r el n S‘ZI nessage Is transmtted using at |east
one pr ot o¥YIV e B EYbSHR VESHEP & ng Real - Time Control Protocol, H. 225 and
H 245. 13. The nethod according to claim 12, wherein said nessage al so
conpr i sBsTheymthadowdording torlainnflo whereinowid essages sioaisaitied gsisgdtdeastride o@tdcon wi t h
t he poifidm @Erogetreipatin®ReabTims @bklrd Pdtoedlf H.225 and BL45A net hod conpri si ng:
receiving, froma first video processor at a second video processor, a
nessagelfﬂrgpmrelt%dr}a co%]ln It%%la%n% %ﬁergi]:wsqg%e%g e & oRb seryF\clh%sni afiGh d one or
nore propert]es Being assoc at e WEH A Trrst ostate of 'sal d first video
process'8 ,'mfij\é?ﬂé"r" éiSPﬂ%',”gé”l‘d wdicajios with s R?I“él@ftfeb‘?"é%‘ﬁéar‘q indicadligiond i ndi cati on
of another one or nore properties said another one or nore properties being
associ atded metHol ca@n@RiBEeceding] feon04 firStliiddo PELEAE) av b k2Oonddsid20 BB EKsOr, Amdssage

det er m RhRAsIRLENELLSNELRe biimdte PRbENeDElidGRBr fRIhrbier Rl bsih@dsocRteds@ind fir st
vi deo Pfﬂ?c%%?eso rs?igﬁrgti\ﬁo%lo%roscg%grngengagﬁgg atos]éid%géoqd ga‘a’&oogggcelléoﬂ%?ec@}%ﬁé% Eopy
corrparlarr%g sai Irst indication an ai'd second 1 ndication, . . e met hod
of cl ai J#PHET Oe G MREPIRSHISS FAT HIPHFE PR MOFRPTRPS 1S bRUAATPYRICDYBLEEEMYs i n
case saitale sfisaidl seconrbvigrstprorassen and degermining whethsoihetsfis tmatichbetweengpid figst fiagai d
second dfedid firat viden peoegpsn ade Saidisecdraiciasaistisaid satonhddesiprocsaorbygempara saidffirsai d
second ihdiGkiehidQRid GQBRd ihgiesiosal cul ating said checksum 17. The met hod of
claim 16, wherein said checksumis calculated by at | east one al gorithm

froma grqup conprisin i pary Copy, cl usive cl i c Redundapcy Code,
Secur o PR RCR ¢ iR e e TN o e ST TR
conpri Slofgt ®etge sections stored thereon, for causing an apparatus to
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being for use in conparing said first state of the first video processor to
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perform receiving, froma first video processor at a second video
processor, a nessage conprising an indication of one or nore properties,

said o or nore praperties being associated wiith a first state of said
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19. A computer readable, comprising code sections stored thereon, for causing an apparatus to perform:
receiving, from a first video processor at a second video processor, a message comprising an indication
of one or more properties, said one or more properties being associated with a first state of said first
video processor; generating, at said second video processor, a second indication of another one or more
properties said another one or more properties being associated with second state of said second video
processor; and determining whether there is a match between said first state of said first video




17 processor and said second state of said second video processor, by
conparing said first indication and said second indication. 20. A system
conprising: a first video processor configured to: generate a first

i ndi cation of one or nore properties, said one or nore properties being
associated wth a first state of the fi7rst video processor; transmt a
nmessage conprising the first indication to a second video processor; and

t he second vi deo processor, wherein the second video processor is
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video processor; and determine whether there is a match between said first state of said first video

processor and said second state of said second video processor by comparing said first indication and

said second indication.

21. The system according to claim 20, wherein said second video processor is further configured to
perform error handling procedures in case said first state and said second state do not match.




