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INTERFACE· SYSTEM FOR INTEGRATED MON-ITORING AND. MANAGEMENT 
OF NETWORK DEVICES IN A TELECOMMUNICATIONS NETWORK 

The present invention relates to 
telecommunications networks and, more particularly, to a 
graphical user interface {GUI) system for integrated 
monitoring and management of network devices in a 
telecommunications network. 

Telecommunication networks, such as telephone 
networks, include a number of different components. 
Typically, telecommunication networks include network 
devices that are interconnected by links that facilitate 
communications. Examples of network devices are digital· 
cross connects (DXCs), multiplexing equipment, line 
termination·equipment, computer systems, and fiber 
transmission systems. A "link," as generally used 
herein, is a physical connection between the network 
devices that carry network traffic. A single link may 
include multiple trunks which are logical channels of 
communication. 

Monitoring and managing telecommunications 
networks using prior art systems is difficult due to the' 
mixture of different types of systems and interfaces 
involved. For example, a restoration system that 
restores traffic in a telecommunications network aftera 
failure must be able to communicate with each of the· 
different types of restoration devices. These 
restoration systems require human intervention in which 
many restoration functions are performed by restoration 
management staff. These restoration functions include 
monitoring the network, analyzing network problems, 
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configuring network devices and communications links, 

managing restor9-tJon systems, and mam~·al control of 
network devices· (e.g.,· restoration devices) used in 

particular to restore the network to a normal operational 

condition. 
Prior art restoration systems enable users to 

perform some of the.restoration functions from a single 

computer terminal. A computer terminal is well lcnown in 
the art and includes a display screen and an input 
device, such as a keyboard. However, in the prior art, 
restoration management (RM) staff must use many different 
Rl4 systems, which entails accessing the various RM 
systems with different interfaces displayed on display 

screens of one or more RM terminals. In addition to 
different interfaces, including graphical user interfaces 
(GUis), RM· staff must u.se more than one RM terminal, or 
log· on to more than one RM system with the same RM 
terminal. The RM·systems, employing RM terminals for 
different tasks such as pre-planned management and real-
time dynamic restoration, differ from one another, which 

forces a user to remember a wide assortment of keystroke 

commands and multiple meanings for function keys because 
of inconsistent commands and function key definitions· 
among the RM systems. Often times, the commands and 
function keys are cryptic and hard to remember. Due to 

the lack of integration of the RM systems and RM 
terminals, no universal set of commands are applicable, 

so additional effort is needed in learning multiple 
··commands for. the multiple systems for the same or similar 

30 function. As a result, additional .training, review and 

operational. time. is needed and additional costs are 
incurred to use the many interfaces involved and to 
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perform the multiple log-on tasks or use tli.e multiple RM 

terminals required with the prior art systems. 

The present invention overcomes the limitations 

of the prior art, and provides additional benefits by 

providing a universal graphical interface for monitoring 

or managing a network. The graphical interface.is 

windows-based and provides control features that greatly 

reduce any need for keyed commands, while greatly 

increasing ease in learning and using the systems 

involved. A consistent graphical user interface over all 

systems involved provides additional benefits, such as 

removing the requirement for multiple commands to perform 

similar functions. The present invention thus reduces 

the amount of time required to learn and perform the same 
monitoring or management tasks. 

The present invention is directed to a 

graphical user interface system for integrated monitoring 

or management of network devices or resources in a 

network. An aspect of the invention is in a 
telecommunications network having telecommunications 

network devices where each telecommunications network 

device has a device-specific communication format for 

communications via the telecommunications network. A 

telecommunications network monitoring or management 

system has a processor configured to execute 

telecommunications monitoring or management processes and 

an internal communications process. The processor is 

configured to access the telecommunications network and 

data networks for process communications. Device 

interface processes are configured to execute on the 

processor. Each device interface process is configured 
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to communicate with one of the teleco~unications network 

devices and with a graphical server process of the 

~ele.communications network monitoring or management 

_processes. The device_ interface proc~sses are configured 

to translate colt1ltlunications between a communications 

format of the graphical server process and a d_evice­

specific communications format of one of the 

telecommunications network devices. The graphical server 

process is contigured to communicate with the 

telecommunications network devices via the device 

interface processes and other of the telecommunications 

network monitoring or management processes. Graphical 

interface processes are configured to communicate with a 

graphi,cal server process and with user terminals via a 
' -

data network wher~in communications are exchanged between 

the user terminals and the telecommunications network 

monitoring or management processes and between the user 

terminals and the telecommunications network devices. 

In accordance with a further aspect of the 

invention, the. teleco~unications network monitoring or 

manag~ment processes comprise telecommunications network 

analysis, restoration, or maintenance processes. The 

communications exchanged between the user terminals and 

the· telecommunications monitoring or management'processes. 

and between the user terminals and the telecommunications 

devices include data and commands. The communications 

exchanged between the user terminals and the 

telecommunications network monitoring or management 

processes and between the.user terminals and the 

30 telecommunications devices include audit commands, and in 

response to the audit commands, status information on·the 
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telecommunications network, including telecommunications 

network link status and the network device·status. 

In accordance with another aspect of the 

invention, the user terminals are configured to display a 

graphical user interface with a main window configured to 

integrate a plurality of windows used in monitoring or 

managing the telecommunications network. The graphical 

user interface has control options comprising file, 

control, restoration, restoral sets, devices, or reports. 

The graphical user interface is configured to integrate 

access to all telecommunications network monitoring or 

management options and status indicators under a main 

graphical user interface window.· The graphical user 

interface has graphical objects indicating status of the 

telecommunications network. 

Figure 1 is a block diagram of a generalized 

network topology of an embodiment of the present 

invention. 
Figure 2 is a block diagram of· det.ails of the 

depicted embodiment of the present invention of Figure 1. 

Figure 3 is a block diagram of the internal 

communications process of the server of Figure 2. 

Figure 4 is a block diagram showing data flows 

of components of the server of Figure 2. 

Figure 5 is a block diagram showing data flows 

of processes of a GUI component of Figure 4. 

Figure 6 is a block diagram showing data flows 

of processes of a Data Management component of Figure 4. 

Figure 7 is a block diagram showing data flows 

of processes of a RTR Management component of Figure 4. 
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Figure 8 is a block diagram showing data flows 

of processes of a Fault Analysis componen~ of Figure 4. 

Figure 9 is a block diagram showing data flows 

of processes of a Restoration Control component of Figure 

4. 
Figure 10 is a block diagram showing data flows 

of processes of a Network Control component of Figure 4. 

Figure 11 is a representation of the Main 

window of the GUI of a depicted embodiment shown in 

Figure 2. 
Figure 12 shows a File pull,.;down menu of a File 

menu selection of Figure 11. 

Figure 13 shows a Control pull-down menu of a 

Control menu selection of· Figure 11. 

Figure 14 shows a Restoration pull-down menu of 

a Restorat.ion menu selection ~f Figure 11. 

Figure 15 shows. a Restoral Sets pull-down menu 

of a Restorai Sets menu selection of Figure 11. 

Figure 16 shows a Devices pull-down menu of a 

Devices menu selection of .Figure.11. 

Figure 17 shows a Reports pull-down menu of a 

Reports menu selection of Figure 11. 

A system interface, and in particular, an 

apparatus and corresponding method for a graphical user 

interface (GUI) system for monitoring and managing 

network devices and resources in a network is described 

in de.tail below. In the following description, numerous 

specific details are provided, such as specific 

processes, restoration functions, specific component 

architectures, applications in a teleconununications 

network, etc., to provide a thorough understanding of 
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embodiments of the invention. One skilled in the 

relevant art, however, will recognize that the invention 

~an .b.e practiced without one or more of the specific 

details, or with other processes, architectures, 

hardware, etc. In other instances, well known structures 

or operations are not shown or described in detail to 

avoid obscuring the description of the embodiments. 

"Monitoring and managing" network devices, such 

as devices in a telecommunications network, typically 

includes monitoring the network, analyzing network 

problems, configuring network devices and communication, 

links, managing restoration systems, maintaining the 

telecommunications network, manually controlling network .. 

devices, generating restoration, maintenance, and 

operational plans, among other network analysis, 

restoration and particular maintenance and operations 

functions. The depicted embodiment is described in 

particular terms related to restoration of a 

telecommunications system. However, the present 

invention is not restricted to only restoration systems, 

but includes all other functions to be performed in a 

telecommunications monitoring and management environment. 

Figure 1 shows a network topology, in block 

diagram format, of a generalized embodiment of the 

present invention. The block diagram of Figure 1 shows 

how operational elements involved are related regarding 

general network communications. A generalized GUI syste.m 

110 includes a Monitoring and Management Server 120 (also 

ref erred to generally as a processor) and GUI terminals 

130a, 130b and 130c. The GUI terminals 130a, 130b and 

130c and external systems 140 communicate with the 

Monitoring and Management Server 120 over a computer 
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network 150 (also. referreq to g.eI?-erally as. a. data 
network). In the depicted embodiment,· the_ Monitoring and 
Management Server 120 performs. restoration functions and 
hosts a restoration system referred to as a Real-Time 
Restoration (RTR) system •. · . A GUI to the RTR system is 
displayed on the display screens of GUI terminals 130a, 
130b and 130c. Typically, a user selects options which 
are displayed on the GUI of.a displayscreen of a GUI 
terminal 130. The user selects the options by using a 
computer input device, such as a trackball, mouse, or 
other input d,evice known in the art. ·Therefore, the 
depicted embodiment provides. a system and method in which 
all user options are integrated under a unified, and 
easy-to-use ~ser interface for monitoring and managing 

. 15 . telecommunications networks 170. 
In the depicted embodiment, the GUI terminals 

130a, 130b anO. 130c are referred. ,to as Restoration 
:t-{anagement: (RM) terminals. Th.e RM terminals are 
typically embodied as workstation terminals such as DEC 

20 Alpha worketat.i.ons and are. connected to the Monitoring 
and Management Serverl20 hosted on a DEC Alpha server 
via DECNet mes·saging. over the computer network 150. The .· 
computer network 150 is preferably a local area network 

25 

30 

(LAN) or wide. area network . (WAN) .. · The block diagram 
format of Figure 1 is not intended to limit the 
particular network topology to any certain type. For 
example, the ~ornputer network 150 could have a topology 
of bus, ring, star, or any other type or combination. 

The external system 140 represents external 
systems that are connected to the computer network 150. 
The number of external systems is not limited to the on:e 
external system 140 shown, but can include numerous other 
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external systems. The external systems feed data to the 
Monitoring and Management Server 120. In the depicted 
embodiment, the RTR system on the Monitoring and 
Management Server 120 receives data from external systems 
via the computer network 150. This data can include 
topology data and network fault analysis data. The 
external·· systems can also collect data from the 
Monitoring and Management Server 120 such as network 
alarm data. 

The Monitoring and Management Server 120 
receives conunands from the GUI terminals 130a, 130b and 
130c over the computer network 150. In response to. these 
commands, the Monitoring and Management Server 120 sends 
control signals to telecommunications devices 160a-160e· 
via telecommunications links 165. A telecommunications 
network 170 includes the telecommunications devices 160a-
160e and the telecommunications links 165. The 
telecommunications network 170 is not limited by the 
block diagram format of Figure 1, but can have a network 
topology of any sort found in the telecommunications art. 
Telecommunications devices 160a-160e are any device found 
in a telecommunications network. In general, the 
telecornmunications devices and resources have device· 
specific communication formats for communicating over the 
telecommunications network. In the depicted embodiment, 
these devices include restoration devices used for 
restoration of the telecommunications network 170. An 
exemplary restoration device is a digital cross-connect 
(DXC), which switches circuits based on external 
conunands. A DXC 3/3, for example, has ports that support 
DS-3 trunks and switches traffic among these DS-3 ports. 
A restoration network typically includes several of these 
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devices as part of the DS-3 transmission network, placed 

in:between network switches. In the d~picted embodiment, 

the teleconununicat.ions .network 170 uses X. 25 protocols 

with Tl links. 
5 Figure 2 illustrates the internal process 

architecture of a Monitoring and Manage~ent Server 120 

hosting the RTR system referred to as an RTR server 210. 

The GUI System 110 in the depicted embodiment is an RTR 

GUI System 212 and is described further below. The 

10 Network Provisioning Systems are particular systems 

hosted on one of the external systems 140. In the 

depicted embodiment, the external system 140 is a 

Topology Replication Server (TRS} . 22.0. The Network 

Provisioning Systems on the TRS 200 prqvides network 

15 topology data via computer network 150 to a Real-Time 

Topology Database 222 hosted on the RTR Server 210. The 

GUI terminals·130 in the depicted embodiment are 
restoration ma11agem,ent. (.RM) t:;erminals 224 (also generally 

referred to as user terminals}. The RM terminals 224 

20 communicate via the .computer netw<;>rk 150 to one or more 

GUI Client 226 processes (also known as graphical 

interface processes) on .the RTR Server.210. 

Communications.include sending and re~eiving data, 

commands such as audit commanqs to QUE:!rY status of links 

25 and network.devices and configure network devices, and 

. unsolicited alarms. In the depicted embodiment, . the GUI 

is an X-Windows application. GUI Clients 226 on the RTR 

Server 210 transmit GUI windows to an RM.terminal 224 

over.the computer network 150. Preferably, there is one 

30 GUI Client 226 for each RM terminal 224. The GUT Clients 

226 provide an integrated GUI display to the RM terminals 

224. As a result, the depicted embodiment provides a 
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consistent easy-to-use interface for monitoring and 
managing functions of telecommunication networks 170. 

The GUI display is described further below. Users, via 
n.M terminals 224, provide respective GUI Clients 226 with 

commands and data. In the depicted embodiment, the 

telecommunication devices 160 are network restoration .. 
devices 228 and communicate via an X.25 link 230 with 
Network Interface Front-End (NIFTE} processes 232 

(generally known as device interface processes} running 

on the RTR Server 210 described further below. 
As part of the depicted embodiment, a single 

GUI Server 234 running on the RTR Server 210 provides an. 
interface between all GUI Clients 226 and each process 
running on the RTR Server 210. Upon receiving user data 
and commands from an RM terminal 224, a GUI Client 226 

sends the data and commands along with user registrations 

and deregistrations to the GUI Server 234. The GUI 

Server 234 performs most of the intelligent processing to 
enable GUI functions. In addition, the GUI Clients 226 

write event messages to client logs for system 
diagnostics and send text-based reports to local 
printers. Like all RTR processes, the GUI Clients 226 

and GUI Server 234 read in system logicals at start-_up to 

initialize run-time parameters. System logicals include 

a~ Execution State, a Readiness Mode and other modes of 
the RTR Server 210. The RTR Server 210 also hosts other 
processes related to restoration. The RTR GUI System 212 
in the depicted embodiment comprises a single GUI Server 

process 234 on the RTR Server 210, one or more GUI Client 
Processes 226 on the RTR Server 210, one or more RM 
terminals 224 and various process interfaces between the 

GUI Server 234 and other processes on the RTR Server 210. 
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The key restoration processes are shown in Figure 2 and 
are described as.follows: 

Alth()Ugh the depicted embodiment uses one RTR 
Server 210 to host all the processes, this does not limit 

the invention. In another embodiment, more than one RTR 

Server 210 shares the processing load so that the 

processes are distributed among: more than one RTR Server 
210. Also, in the depicted embodiment of the present 
invention, duplicate RTR Servers 210 are used as.backup 
devices to _the operational RTR Server 210. Distributing 
processing load among more than one.server and using 

duplicate servers.as backup devices are well known in the 
art. 

A. Plan Manager process 236 and Pre-Plan Files 
Database 238 allow users of the RTR Server 210 to perform 
pre-planned network restorationin addition .to real-time 
restprati.on .. Restoration pre~plans are stored in the 
Pre-Plan Files .Database 238 .. , The Plan Manager process 
236 is responsible .for· generating, maintaining, and 

retrieving pre-pla_ns for implementation. 
A RTR .Database 222 includes all network. 

topology for the external Network Provisioning Systems, 

hosted on the TRS .220. 'l'he:RTR Database 222 is populated 
with periodic data feeds from .external systems, including 

·25 . all topology data. These data are then filtered to 

30 

populate a Real-Time Network Device Database (RTNDD)240. 
The RTNDD 240 is implemented in global shared 

memory of the RTR Server 210. .. The RTNDD 240 provides 
real-time data on the current configuration and topology 
of the restoration network. The RTNDD 240 includes a 
memory-resident database accessible to process~s hosted 
by the RTR Server 210 (RTR processes) for data reading 
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and is accessible to some RTR processes for real-time 
data updates. A Trunk/Action Database 242 stores log 
files for actions that have been dispatched and trunks 
that are impacted by an outage. An Action·Log in the 
Trunk/Action Database 242 includes actions that have been 
dispatched to restoration devices along with the results 
of each action. Actions are typically cross~connect or 
disconnect commands. The GUI Server 234· reads the Action 
Log and transmits the actions to be displayed on the GUI 
of the RM terminals 224 via the GUI clients 226. A Trunk 
Log includes trunks that have been identified as impacted 
by an outage. The GUI Server 234 reads the Trunk Log and 
sends this information via the GUI clients 236 to the RM 
terminals·224 to be displayed on the GUis of the RM 
terminals, 224. 

A Control Manager process 244 serves as an 
interface to external systems. The Control Manager 244 
receives commands from the external systems, distributes 
these commands to the appropriate internal processes, and 
ensures responses are returned when needed. It also 
maintains system logicals, which are run-time·parameters 
of the RTR Server 210. The GUI Server 234 sends all 
state and mode changes and requests for status to the 
Control Manager process 244. 

A Fault Analysis process 246 reads in alarm 
data from external systems along with network topology 
data from.the RTNDD 240 and the RTR Database. The Fault 
Arialysis process 246 employs inference engines to analyze 
these data to detect network outages. When an outage is 
detected, it sends an outage announcement to the GUI 
Server 234 and other RTR processes. The Control Manager 
process 244 changes the status of the processes from 
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normal to alert. when it receives an.outage.announcement 
from the Fault ¥alysis process 246 .. 

A Restoration Coordinator pi;qcess 248 serves as 
the main interf c;i.ce for all processes h~ving a Restoration 
Control function. The Restoration Coprdinator 248 

receives commands from other RTR prom:~~ses including 
commands from external systems via the Control Manager 
244 and distributes the commands to RTR processes having 
a Restoration Control function .. Distribution of commands 
to other processes often requires.a.specific timing and 
sequence which the Restoration Coordinator process 248 

controls. The Restoration Coordinator process 248 

includes other :Processes that perform.· real· time 
restoration. These processes are a Break Isolator, A 
Dynamic Route Generator, and an Action Dispatcher 
process. 

As· explained more fully below, .the RTR GUI 
System 212 enables· a user to control many restoration 
functions by the user interacting with a single GUI. The 
GUI may have different display .windows displayed on the 
display screen of the RM terminal 224, .but all the 
display windows·are integrated under a common main· 
display window. Importantly, the display windows are also 
controlled similarly to allow for ease of operation.. The 
restoration functions include sending manual restoration 
commands to restoration devices 228. The GUI Server 234 

sends all the restoration commands to the Restoration 
Coor4inator process 248 and receives back confirmatibns. 
The confirmations are used to display status to the user 
on the GUI displayed on the display screens of the RM 
terminals 224 via the GUI Clients 226 and the computer 
network 150. 
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A Verification Manager process 250 per.forms 
;· .... ·;.' i:·:. ;.'{"·;\, . 

routines to v~ri.fy the current topolt3goy of the 
restoration network and·to update the network topology 
data- -in ·the RTNDD 240. The Verification Manager process 
250 generally requires no human intervention. However, 
the GUI system liO does provide a control interface to 
the Verification Manager process 250 so that users can 
initiate an audit of spare capacity in the restoration 
network. 

A Report Manager process 252 processes various 
data from the RTNDD 240, RTR Database 222, and RTR Server 
210 system logs to provide reports on restoration 
operations. The GUI System 110 provides an integrated 
GUI.displayed on the RM terminals 224 to access the 
Report Manager process 252. A user can then request 
reports and view reports on-line by using a GUI on an·RM 
terminal 234. 

A Network Control Coordinator (NCC) process 254 
and Network Interface Front-End (NIFTE) processes 232 
provide necessary interfaces between the GUI Server 234, 
with its particular communication format, and the 
restoration devices 228 with their device-specific 
communication formats. An individual NIFTE process 232 
provides communications and control interfaces for each 
restoration device 228 to the RTR Server 210. There is 
one NIFTE process 232 for each restoration device 228. 
The GUI server 234 interfaces with the NCC process 254, 
where the NCC process 254 distributes GUI messages to the 
appropriate NIFTE process 232. 

Processes on the RTR Server 210 can communicate 
with each other via an internal communication process. 
In the depicted embodiment, the internal communication 
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process uses .messages passed among internal mailboxes. 
As shown in Figure 3, RTR process 310 passes messages to 
other processes such as the GUI .server-234 via a Server 
Mailbox 312. In turn, the GUI Server 234 passes messages 

5 to the RTR process 310 via an ;RTR Process mailbox 314. 
Messages are se~t from the GUI Server 234 to GUI Client 
Processes 226a, 226b and 226c via Client Mailboxes 318a, 
318b, and 318c, respectively •. The GUI clients 226a, 
226b, and 226c can send messages to the GUI Server 234 

10 via the Server Mailbox 312. The GUI- Server 210 either 
broadcasts messages to all GUI .Clients 226 currently 
registered or to individual GUI clients 226. The RTR 
Processes send messages to the GUI Server 234, which then 
broadcasts the message to all GUI Clients currently 

15 

20 

registered and .listed on a broadcast list in the GUI 
Server-234 .. When: a GUI Client,226 has an·update 
notification, the notification:is sent to the GUI Server 
and.the GUI Server.234 will broadcast the update to each 
of the other GUI Clients or .·to an RTR: process depending 
on the destination of: the update.. As a result, each GUI 

. Client process 226 ·only· needs to have the mailbox address 
of ·the GUI Server process 234 and be registered with the 
GUI Server process 234. 

When a GUI Client 226 process is initiated, it 
25 registers with the GUI Server 234 via the GUI Server 

mailbox 312. The GUI Client 226 passes a return address 
of the GUI Client mailbox 318 to the GUI Server 234 as 
part of the registration message. The GUI server 234 
then connects to the GUI client mailbox 318 which allows 

30 the GUI client 226 to receive broadcast messages from the 
GUI Server 234. If a user of a GUI Client 226 requests 
to exit a GUI client 226, the GUI Client 226 sends a 
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deregistration message to the GUI Server 234 to be 
removed frqm the broadcast list of the GUI Server 234. 
In the rare event of an abnormal termination of an GUI 1 s 
Client, the GUI Server 234 sends.out a periodic hello 
message to each GUI Client 226. If the GUI Client 226 
does not answer within a specified time or number of 
hello messages, the GUI Server 234 will automatically 
remove the GUI Client 226 from the broadcast list. In a 
similar manner, if a GUI Client 226 does not receive a 

10 hello message from the GUI Server 234 within a specified 

15 

20 

25 

time, then the- GUI Client 226 will re-register with the 
GUI Server 234. 

Figure 4 shows a data flow diagram for the 
processes on the RTR Server 210. For ease of 
illustration, some processes are grouped into higher · 
level components. For instance, the GUI Server process 
234 and GUI Client processes 226 are grouped into GUI 
component 41 O . The GUI component 41 O is shown at · a more 
detailed level in Figure 5 where both external and 
internal data flows are depicted. 

Figure 4, and the data flow diagrams of Figure 
5 through 10, are generally self-explanatory to those 
skilled in the relevant art. These data flow diagrams 
identify various data types and the appropriate routing 
to and from other processes for such data, as shown in 
Figures 4 through 10. To avoid obscuring other important 
aspects of the invention, only summary descriptions of 
such Figures are provided herein. For more thorough 
understanding, those skilled in the relevant art are 

30 directed to the Figu·res themselves. 
A Data Management component 412 of Figure 4 

includes the RTR Database 222 and the RTNDD 240 processes 
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of the RTR Server .210 shown in Figure 2~ The Data 
Management component 412 also includes a Data Manager 
process 610, a .create RTNDD process 612, and a Report 
Management process 614 as shown in Figure 6. The Report 
Management process 614 includes the Report Manager 
process 252 shown in Figure 2. 

A RTR Management component 414 of Figure 4 
includes the·control Manager process 244 of the RTR 
Server process· 210 shown in Figure 2. The RTR Management 
component 414 also includes an Update Manager process 
710, a Data Server process 712 and a.Fail-Over Processing 
process714, as shown in Figure 7. 

A Fault Analysis component 416of Figure 4 
includes.the Fault Analysis process 246 of the RTR Server 
of Figure 2 •. The. Fault Analysis component 416 also 
includes an Alann:Collector process 810, a State Server 
process 812., a Database Server·· process 814, and an Outage 

. Database Server process 816, as shown in Figure 8. ·· 
A Restoration Control component 418 of Figure 4 

20 includes the Restoration.coordinator· process 248 of the 

25 

30 

.· RTR Server 210·.·. of Figure 2. The Restoration Control 
Component 418 of.Figure 4also includes a Break Isolator 
process 910, a Plan Manager process 912, a Route 
Generator process 914 and an Action Dispatcher process 
916 as shown in Figure 9. 

A·Network Control component 420 of Figure 4 
includes the NCC process 254 and the NIFTE process 256 of 
the RTR Server 210 of Figure 2. ·The Network Control" 
component 420 also includ~s an Interactive Device Control 
System (IDCS) Gateway Interface process 1010 as shown in 
Figure 10. The Verification Management process 250 is 
shown along with a monitoring process 422 in Figure 4. 
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The RTR GUI system 212 allows a user at the RM 
Terminal 224 to manage and monitor restoration of a 
telecommunications network in a manner that is easy to 
learn and perform compared to prior art systems. The 
following functions are included in the management and 
monitoring processes of restoration. 

The RTR GUI system 212 allows a user to 
configure the RTR Server 210 interfaces and links with 
restoration devices 228. A user can configure the 
parameters of the RTR server's interfaces with each 
restoration device 228. These include the parameters 
that the NIFTE processes 232 read at start-up as well as 
run-time parameters. The parameters include,. but are not 
limited to, link status, link auditing intervals, and 
message bundling, which are well known in the art. A 
user can· designate one telecommunications channel as 
primary and another telecommunications channel as back 
up. Each X.25 link comprises four channels. Each 
channel handles either audit conunands, connect/disconnect 
commands, administration commands, or-unsolicited alarms. 
These channels can be configured through the RTR GUI 
system 212 by a user stationed at an RM terminal 224. 

With the RTR GUI System 212 a user can 
configure X.25 switches to add, delete, or modify 
addresses for restoration devices. A user can also 
change X.25 packet routing and re-home devices to other 
sites having additional RTR Servers 210 or switches. 

With the RTR GUI system 212 a user stationed at 
the RM Terminal 234 can turn X.25 links to a restoration 
device 228 on or off. For example, a user can take one 
or both.X.25 links out of service for maintenance. This 
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With,~heRTR GUI ~ystem 212:a· user can control 
the restoration. devices 228 ~~r:i:ually during a restoration 
process. A use;- can aisc:> i:'ero\.1,te ·.traffic from a 
telecommunicaticms dev~c:e in order to P.erform maintenance 
activities. Th~s can be either done in real-time with 
direct interaction wit:P, the q~vices in.an RTR Native 
Mode, or can be pre-planned. 

The .RTR GUI ~ysitem 212 provicies real-time 
displays of the status and health of ~ traffic-bearing 
te1e·communications network. A user stationed at the RM 
Terminal 224 can receive alerts regarding any detected 
outages as well as identification or impacted 
telecommunications trunks. The RTR GUI' ··system 212 also 
enables a user t:6 monltor restoration·devices .. The 
monitoring can be done both on·a device level, where the 
device is represented as· a·. singie functional component, 
and on the port, ieve1; where ·each port of a device is 
monitored. By monitoring ports~ .a usercan effectively 
rnoni tor trunks between devicef:1 ~· 

The RTR GUI.sys.tern 212also enables a user to 
monitor the X~-25 links arid ·switches between a RTR Server 
210 and the restoration devices. ·22a. A user can monitor 
in real-time the statusi of each link as weli as the 
traffic exchanged between an RTR Server 210 and 
restoration devices.22~. A user cari also perform audits 

· on restoration devices .228 and on X.25 links. 
With the RTR GUI system 212 a user can 

e~f iciently and effectively manage restoration plans that 
have specific designated tasks, all with a unified GUI. 
This can be done for pre-planned restoration arid to 
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control the ri~~:toration network for ifo!H::ntenance 
activities. A Restoral Set includes Custom Restoral Sets 
described further below and Failure Spans. A Failure 
Span is a segment of the transmission network that can be 
restored with a single restoral route in a pre-plan. The 
user can create, delete, or modify Restoral Sets. A user 
can also create, delete, or modify pre-plans and 
implement the pre-plans. A user can initiate the pre­
plan generation process in general or for certain 
Restoral Sets in jeopardy. A user can also monitor the 
status of pre-plans and approved pre-plans that have been 
generated. 

The RTR GUI system 212 also enables a user to 
efficiently and effectively monitor and manage RTR 
processes and the overall RTR System by manipulating 
various parameters, all with a unified GUI. For example, 
A Dynamic Route Generator (DRG) mode of an RTR System can 
be enabled or disabled. When enable, the RTR System 
operates in a real-time restoration mode. When disabled, 
the RTR System operates in a pre-plan mode. A user can 
also manage RTR processes by creating, deleting, or 
modifying Restoral Sets. 

The RTR GUI system 212 enables a user to 
perform the management and monitoring functions as 
described above through a single GUI ·to a single GUI 
system while stationed at an RM Terminal 224 in the 
depicted embodiment of the invention. The resulting· 
consistent interface assists the user in controlling and 
performing the many functions involved without resorting 
to the cumbersome commands and controls of the prior art 
systems. The functions themselves are performed by RTR 
internal processes. 
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As shown in Fi11urE! 11, a Main window 1100 of 
the GUI, as di~played Qn the. d:i,~play ~~reen of an RM. 
terminal 224, .cpmprise~ a serie.s of p0.11-down· menus 1110, 
a series of status butto;ns 1130, and ~nAnnounceinents 

5 section 1150. ~he pul:!. ~¢1.own m~nus 11+0 include File 
1112, Control .. 111.4, Re~toration .1116, ;-I{estoral Sets 1118, 
Devices 1120,· ~~ports 1122, a,~(i Help il24. The series of 
status buttonsll.30 include EJJ:ecution·State 1132, DRG 
State 1134, R~adiness Mode 1136,. Current Mode 1138, Link 

lO Status 1140, Un~pproved Pre-,Plans 1142, Plan· Generator 
1144 ~ and Alarm 1146 • .. 

The pull-doW11 menus 1110 provide users with 
easy access to most of _the ~TR·syste:m functions. From 
themairi GUI window 1100 a user can select a 11 File 11 

15 option 1112. · Selecting,.the "file" option 1112 allows the 
user to access-the File! menu ~200 as shown in Figure 12. 
The first opti()n of the File menu 1200 is a· 11Refresh 11 

option 1212. The 11 Ref~esh11 option 12:).;2"forces an update 

20 
to a list dis~layed intlie Ma~n GUI window 1100. A 
"Print" option. 1214, when selected, causes the currently . . 

displayed annou~cements in· th~ Announc;::ements section 1150 
of the Main GUI window 1100 to be printed. An "Exit" 
option 1216, wh~n selected, causes the RM terminal 224 
running the_par~icular Main GUI window 1100 to cease 

25 communications·with the GUI Client process 226 serving 
the particular RM terminal 224 and to exit the GUI 
program executing on the RM terminal 2?4. 

A "Control" option 114 of the Main GUI window 
1100, when selected, allows a user to access the Control 

30 menu 1·300 as shown in }?igure 13. A "Change Password" 
option 1312, when selected, allows a user to change.a 
password used to access various RTR system functions. A 
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"Disable I/O"X~°t>tion 1314, when seled~ted, allows a user 
to mute an audible aiarrn signal. A "Maintenance Mode" 
option 1316 I. when selected,. allows a user to access 
maintenance functions. These maintenance functions are 
added to other restoration functions. Once added, the 
maintenance functions stay enabled until the user exits 
from the RTR System by selecting the "Exit" option 1216. 

A 11Restoration 11 option 1116 of the Main GUI 
window 1100 of Figure 11, when selected, allows a user to 
access the Restoration menu 1400 as shown in Figure 14. 
A "Display Action Log" option 1412, when selected, 
displays a log which shows successful and unsuccessful 
disconnect and connect commands sent to restoration 
devices 228. A "Display Impacted Trunk Log" optipn 1414, 
when selected, allows a user to display a log comprising 
information regarding trunk lines impacted by problems 
with the telecommunications.network 170. A "Verify Path" 
option 1416, when selected, allows a user to verify 
traffic on any specified route, not just a trunk of a 
restoration set/path. A ''Real Time Exclusions 11 option 
1418, when selected, allows a user to input trunk start 
and end points of trunks to be excluded from a 
restoration task. The Dynamic Route Generator referenced . 
above does not generate routes using any trunks input 
from the Real Time Exclusions option 1418. A "Repair 
Events" option 1420, when selected, allows a user to 
track the status of repair events. This option allows a 
user to enter a time stamp and a comment detailing the 
repair event. The user can enter a time stamp and a 
comment detailing the repair event. After the repair 
event is completed the user can delete the event. 
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A 11 Re~.toral ~et.s 11 option 11:18 of the Main GUI 
window 1100 of figure 11, whep. selected, allows a user to 
access the Restoral menu 1500 as shown in Figure 15. A 

' ' :' . 

"Show Restoral. Set List." option 1512, when. selected, 
allows a user to view a list of a Restoral Sets in a 
lower portion of the M~iil GUI window 1100. A "Set 
Jeopardy" option 1514, ·w:P..en selected, allows a user to 
identify a problem in the network, and then search for 
and identify restoral sets to isolate areas for 
monitoring. A "Find Restoral S~ts ... option 1516, when 
selected, allows a user to sea:+ch for r~storal sets based 
on specific·identificat:ion. A "Create Custom Restoral 
Set" option 1518, when selected, all<;>ws a user to add 

.. specified systern.s and trunks to a new restoral set. A 
15 user can either .create a custom Restoral Set through a 

pre•population .. option or a copy option ... ·The pre­
population option allows a user to spec;ify portions of a 
telecommunications network to be included in a custom 

.20 

25 

30 

·. Restoral Set by either specifying telecommunications 
nodes on stations, or ·by identifying equipment 
specifications of telecommunicati<ons network devices 228. 

·. . : ' 

Telecommunications devices and trunks that are associated 
with the specified.items are included iri the Custom 
Restoral Set. For instance, if two telecommunications 
stations are specified, the Custom Restoral Set al.so 
includes any trunks that extenq between the two stations. 
The copy option allows a user to copy portions of Failure 
Spans such as trunks or telecommunications .network 
devices to be included in a Custom Re·storal Set. A 
"Delete custom Restoral Set" option 1520, when.selected, 
allows a user to delete a Custom Restoral .Set from the 
system. 
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Th~ /!Devices" option 1120 ~~, the Main GUI 
' "!! •: ~-h·~· ll· ·. 

window 1100 cif Figure 11, when selected., allows a user to 
access the Device menu 1600 as shown in Figure 16. The 
Device menu allows a user to select various maintenance 
functions, including configuration control of the NIFTE 
processes 232 and the X.25 links and switches. Execution 
of these maintenance functions causes the GUI Server 
process 234 to send cormnands to the NCC process 254 
represented by a "GUI to NC Cind" data flow shown in 
Figure 4. Updates made by a GUI server process 234 are · 
sent to the RTNDD process 240 as represented by "GUI Data 
Change Trigger to Data Management" data flow shown in 
Figure 4. A Link Status option 1612, when selected, 
opens a window that shows real-time status of all network 
DXC links. 

A "Native Mode" option.1614, when. selected, 
allows a user to interact directly with a restoration 
device 228 using device commands via a NIFTE process 232 
designated for the restoration device 228. This option· 
essentially opens a direct interface to the NIFTE process 
232 for the selected restoration device 228. 

The "Trace" option 1616, when selected, allows 
a user to monitor X.25 traffic for a selected link 
between a selected NIFTE process 232. When this option 
is selected, a trace window is displayed in the GUI 
interface on the RM Terminal 224. The X .. 25 messages for 
the selected link are shown on the trace window as 
provided by the NIFTE process 232. The "Trace" option 
1616 is for troubleshooting when a device is not 
responding properly to a user's conunands. The trace 
window shows all traffic being sent by the user to the 
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device, and being sent to the. us.er from the device as 
captured by the selected NIFTE proces·s 232. 

The "Audit" option 1618, when selected, allows 
a user to initiate an audit on one or more restoration 

5 .. devices 228. The RTR Server 210. automatically performs 

10 

l5 

audits on a scheduled pasis. The "Audit" option 1618, 
when selected, allows users to perform audits independent 

~ . . . . 

from any audit Schedules. An audit window is displayed 
on a GUI interf_ace on the RM Terminal 224 showing the 
message log that results from the audit. The NIFTE 
processes 232 for the selected devices performs the audit 
and provides the messages that are shown in the audit 
log. Results of the audit are written. by the NIFTE 
processes 232. to the RTNDD 24·0. 

The "Start/Stop" option 1620, when selected, 
allows a. user t:.o start or stop selected NIFTE process 
232. This can be used for maintenance tasks. The 
"Performanceu option 1"622, when· selected, provides 

. current and historical performance data on NIFTE 
· 20 processes 232. 

25 

30 

The 11·Link ·Management11 option 1624, when 
selected, allows a user to enable or disable selected 
X.25 links to a restoration device 222. The GUI Server 
232 sends messages to the NCC. process 254 to start or 
stop an NIFTE process 232 for a particular link. 

The "Device Data 11 option 1626, when selected, 
allows a user to browse the RTNDD 240. A Device Data 
window is displayed which has split windows. A top 
window shows overall restoration device 228 data and a 
bottom window shows port-specific dat~ for the 
restoration device 228. The "Configure Run-Time 11 option 
1628, when selected, allows a user to configure 
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parameters of: .... ~ selected NIFTE proce..~s 232 while the 
NIFTE process:: 132 is running. The .. ·~~nfigure Device" 
option 1630 and "Configure Switch" option 1632, when 
·selected, allow a user to configure parameters for a DXC 

5 device and RTR switch, respectively, to be read by 
selected NIFTE processes 232 upon start up of the 
selected NIFTE process 232. With these configure 
options, the GUI Server 234 sends updates directly to the 
selected NIFTE process 232 via the NCC process 254. 

10 The "Maintain Notification" option 1634, when 

15 

20 

25 

30 

selected, allows the user to determine whether the GUI 
Server 234 is registered to receive notifications from 
other processes on the RTR Server 210. 

The 11 Reports 11 option 1122 of the Main GUI 
window 1100 of Figure 11 when selected allows a user to 
access a Reports menu 1700 as shown in Figure 17. The 
"RTR Status" option 1712, when selected, allows a user to 
display a log of status messages. The "RTR Users" option 
1714, when selected, allows a user to display a list of 
users currently logged on to the RTR system. The 
"Circuit Status" option 1716, when selected, allows a 
user to che~k the status of trunks according to circuit 
identification. The "Generate PMR/IOR 11 option 1718, when 
selected, allows a user to create a post-mortem report or 
an initial outage report. The "Annotate PMR 11 option 
1720, when selected, allows a user to add comments and 
time stamps to the post-mortem report. These comments 
and time stamps indicate when an outage was restored arid 
normalized. The "Maintenance List" option 1722, when 
selected, allows a user to display trunks that are 
currently undergoing maintenance. The "Failed Capacity" 
option 1724, when selected, allows a user to display 
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network capacity that was unJ,Isable. The "Self--Monitor 
Report 11 option 1726, wh~n se;i.ected, allows a user to 
gather tailored extracti:J frpm the post-mortem and initial 
outage reports. 

The ·11Help" option 1124 of the Main GUI window 
1100 .. of Figure 11, when -selec:ted, allows a suer to access 
a Help menu 1800 shown in Figu;-e 18. The "Overview" 
option 1812, when sel~cted, c;'lisplays a general 
description of the RT~ system running_on the RTR Server 

. JO 210. The "This Window" option 1814, when selected, 

15 

-_displays help text specific a current window being 
displayed. 

Ref erring back to Figure 11, - in .add,i ti on -to the 
pull down menus 1110 of the Main window 1100, the series 
of- status buttons-allow a user to further control and 
access information. The Execution State button 1132 of 
the Main window 1100 of .J?igure 11 shows the current 
Execution State .of the RTR Server 210 in communication 
with-the RM terminal 224 displaying the Execution State 

20. button 1132. The Execution State of an RTR Server can be 
11 primary 11 or Hback up." At any one time, one server is 
primary and any other servers are back.- up. The current 

··.Execution State is maintained ·by 'the Control Manager 
process 244. The GUI Server process 234 retrieves an 

25 Execution State with a command/response message exchange 
with the Control Manager process 244 .. From the Main 
window 1100 of the GUI interface on the RM Terminal 224, 

_ a user who has :authorization through password valida"tion 
can select the Execution State button· 1132 to change the 

30 Execution Sta,te of the RTR Server 210 in communication 
with the RM Terminal 224. By selecting the Execution 
State button 11~2, a user can initiate a process fail-
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over.in either.direction between the primary and ba:ck up 
. ·: ·: : !'.- ·~ . : f . . .{' : 

RTR servers.· · In this event, the GUI s·erver process 234 
sends a message to the Control Manager process 244. The 
Control Manager process 244 performs a fail-over and 
changes the Execution State of the present RTR Server. 
The Control Manager process 244 also sends messages to 
the Control Manager processes of other RTR Servers to 
change Execution States and notifies each internal RTR 
component of the change in Execution Sate by sending a: 
message to each internal RTR component. 

A Dynamic Route Generation (DRG) State is 
enabled when the DRG algorithm in the Route Generator 
process 914 is enable to perform real-time restoration:. 
It is disabled when pre-planned restoration is in place. 
The DRG State button 1134 of the Main windowllOO of 
Figure 11 displays-the current state of the DRG 
algorithm. A user authorized through password 
verification can change the DRG State of the present RTR 
Server 210 by selecting the DRG State button 1134. Upon 
selection of the DRG State status button, the GUI Server. 
process 210 sends a message to the Control Manager 
process 244. In turn, the Control Manager process 244 · 
sends a change DRG State message to the Restoration 
Control component 418. The control Manager process 244 
also sends out notifications to each impacted process. 

A Readiness Mode is 11 normal 11 during ·nominal 
operation and 11 alert 11 if an outage has been detected. A 
change_ in Readiness Mode is provided to the GUI Server 
process 210 by the Control Manager process 244 in 
response to an outage announcement sent by the Fault 
Analysis process 246. A user authorized through password 
verification can manually change the Readiness Mode by 
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selecting ·the Readiness Mode button 1136· of the Main 
window 1100 of Figure 11. The GUI Server process 210 
the~_ sends a message to the ·ccmtrol Manager process 244. 
The control Manager process 244 in turn sends a change 
Readiness Mode message to all· internal.RTR processes to 
change the modE2fromnorrnal to ·alert,· ()r vice versa. A 
Current Mode Status button 1138 of the Main Window 1100 
of Figure 11 displays the current mode of the RTR 
processes. The current :modes include demonstration and 

10 · operational status. 

15 

20 

25 

A Link Status button 1140 of the Main window 
1100 of Figure 11 displays the status of X.25 links to 
the restora:tiondevices 228. The Link Status button 1140 
indicates Status by the color of the button· and a number 
displayed on the butto~. If any restoration device 228 
is· in a state in which ;both of its· two· links are not 
functioning, the Link Status .button ·1140 will be red and 
the number of such restoration devices.228 will be 

·. displayed on the button. If.· the Link Status button 1140 
is not red, then the button will be yellow if any 
restoration device 228 is ·in a state in· which just one of 
its two 1 inks· is not fO.nctiontpg and the number of such 
restoration devices 228 will be· displayed on the button. 
If the Link Status button 1140 is not red or yellow, then 
the button will be green, indicating that all links of 
the telecommunications network are functioning. The GUI 
Client process 226 obtains link status directly from 
queries to the RTNDD. 

The Unapproved Pre-Plans button 1142 of the 
30 Main window 1100 of Figure 11 shows, when selected, the 

number of pre-plans that have been generated in the 
latest pre-plan generation process run, but have not yet 
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been approvec;~ ~: The RTR Server 210 d?e,~ have an auto­
approval method for pre-plans that fhi1 within a 
threshold of change from a previous pre-plan. This 
threshold of change is stated as a percentage of trunks 
that have changed. Pre-plans that do not fall within 
this threshold of change must be manually approved. By 

selecting the Unapproved Pre-plans button 1142, a user 
can open a list of unapproved pre-plans. 

The Plan Generator Status button 1144 indicates 
operational status of a process which is used for 
generating plans. The plan generator status is either 
11 stop 11 and "running." The Alarm Status button 1146 is 
lit when a Restoral Set has been declared "impacted" by 
an outage based on alarm analysis by the Fault Analysis 
process 246. A user of the GUI interface of the RM 
Terminal 224 views and acknowledges alarms by selecting 
the Alarm Status button 1146 through the use of a 
computer input device. 

The Announcement section 1150 in the Main 
window 1100 of the GUI of Figure 11 shows the status of 
Restoral Sets selected by a user by specifying a 
particular view of the window. For example, a user can. 
specify that all Restoral Sets with a status of 
"impacted" will be displayed in the Announcements section 
1150. A user can view all of the network or just a 
subset of the network. If one or more Restoral Sets are 
listed as 11 impacted 11 , the Alarm status button.1146 is 
displayed as lit. The data in the Announcements list are 
obtained directly from the RTNDD process 240 with queries 
based on a user's specification of a view. 

The Announcement section 1150 of the Main GUI 
window 1100 of Figure 11 includes a header showing the 

-31-



5 

W000/17763 PCT/US99/22042 

current number of annm,mcements, which in the case of 
Figure 11, is lQ. For each announcememt, data fields are 
displayed in the Announcements· section._ 1150 of the Main 
GUI window 1100 -of Figure 11. An·. "RS I.;rame" data field 
1152 displays a name assigned to the particular restoral 
set. A "Type" data field 1154 displays-the type of­
restoral set including failure span or custom. A custom 
RS includes a manually .assenibled list of systems and 
trunks, in contrast to a failure span:RS, which includes 

lO . exactly all the systems and trunks within an isolated, 

15 

20 

25 

30 

unique nonbranching.portion of· the network. The RTR 
system treats a fault anywhere along one failure span as 
an outage. 

A 11 State 11 data field1156 displays the state of 
the restoral set including impacted, jeopardy, rerouted, 
maintenance,·ornormal~ . Impacted means that the items so 
marked has .been cla.ssified as. having an outage. Jeopardy 

.. ,is a status assigned by a user tp an .RS to indicate ·that 
.an issue exists.in.the telecommunications network 170 
that may .escalate into an outage situation. For example, 
a train derailment could damage equipment associated with 
a nearby RS, whereby a user would place the RS in a 

.;jeopardy state. Rerouted means t.hat the item so marked 
has its traffic running.on an alternative path because of 
a problem on its primary path. Maintenance is a status 
assigned by a user to an Rs· to indicate that repair or 
maintenance operations are being performed on equipment 
or segments associated with the RS. Normal means that 
the item so marked has. its traffic running on original 
paths and there are no outages present.· .· A 11 Break Spec" 
data field 1158 displays details as to where a break in a 
link has occurr~d. A break can occur, for instance, at a 
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particular stat.ion or between stations... A Status data 
,J '; ·.~ -~~ .. : . : : . 

field 1160· indicates whether status 'is inactive or 
active. An "IMP Sys" data field 1162 displays the number 

. - .. . 
of systems in the particular restoral set that are 
effected by the state displayed in the "State" data field 
1156. This value gets updated every five seconds. An· 
"IMP Trk" data field 1164 displays a number for the 
trunks in this restoral set that have been effected by 
the state as displayed in the "State" data filed 1156. 

This value gets updated every five seconds. An 11 Active 11 

data field· 1166 displays the number of traffic-bearing 
trunks in the restoral set. This failure gets updated 
every five seconds. A "Capacity" data field 1168 
displays the total number of available trunks in the 
restoral set. This failure gets updated every five 
seconds. 

While the invention is used to manage and 
monitor telecommunications systems involving restoration 
functions, the invention can similarly be used for 
managing and monitoring involving other 
telecommunications functions, such as, for example, 
constructing, expanding, dividing, analyzing, and 
upgrading telecommunications systems. Furthermore, the 
invention may be readily applied to a GUI system for · 
monitoring and managing resources in a computer network, 
such as printers, modems, shared software applications, 
etc. 

These and other changes can be made to the 
invention in light of the above-detailed description. In 
general, in the following claims, the terms should not be 
construed to limit the invention to specific embodiments 
disclosed in the specification and the claims, but should 
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be construed to include all ~raphical user interface 
systems that operate under the claims to provide a system 
for monitoring a,nd managing network devices in 
telecommunication networks. Accordingly, the invention 
is not limited by the disclosure, but instead its scope 
is to be determined entirely by the following claims. 
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CLAIMS 
We Claim: 

1. In a telecommunications network having 
telecommunications network devices, each 
telecommunications network device having a device­
specific communication format for communicating via the 
telecommunications network, a telecommunications network 
monitoring or management system comprising: 

a processor conf i~ured to execute 
telecommunications network monitoring or management 
processes, the processor configured to access the 
telecommunications network and data networks for process 
communications1 

a plurality of device interface processes 
configured to execute on the processor, each device 
interface process configured to communicate with one of 
the telecommunications network devices and with a 
graphical server process of the telecommunications 
network monitoring or management processes, the device 
interface processes configured to translate 
communications between a communications format of the 
graphical server process and a device-specific 
communications format of one of the telecommunications· 
network devices, the graphical server process configured 
to communicate with the telecommunications network 
devices via the device interface processes; and 

graphical interface processes configured to 
communicate with the graphical server process via the 
internal communications process and with user terminals 
via the data network wherein communications are exchanged 
between the user terminals and the telecommunications 
network monitoring or management processes and between 
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the user terminals and the teleco:cmnunications.network 
devices. 

2. The telecommunications network monitoring 
or management system of Claim 1 where~n the 
telecommunicaticms network monitoring o,r management 
processes comprise telecommunications :network analysis, 
restoration, or :maintenance processes. 

3. The telecommunications network monitoring 
or management system of Claim 1 wherein the 
·communications exchanged between the u~~r terminals and 
the telecommunications monitoring or management processes 
and between the user terminals and the telecommunications 

15' devices include data and commands. 

4. The telecommunications.network monitoring 
or management system of Claim 1 wherein the 
telecommunications netwo.rk monitoring or management 

20 .. processes inclu<;'ie a networ1t control. coordinator process 
configured to route communications between the graphical :· . . 

25 

30 

server process and the device interface processes. 

5. The telecommunications network monitoring 
or management system of Claim l, including an internal 
communication process comprising electronic messages and 
electronic mailboxes. 

6. The telecommunications network monitoring 
or management system of Claim 1 wherein the 
commun~cations exchanged between the user terminals and 
the telecommunications network monitoring or management 
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processes and between the user terminals and the 
telecommuniccit':lons devices inc1uae u~~61icited alarms 
indicating problems in the telecommunications network. 

7. The telecommunications network monitoring 
or management system of Claim 1, wherein the 
communications exchanged between the user terminals and 
the telecommunications network monitoring or management 
processes and between the user terminals and the 
telecommunications devices include audit commands, and in 
response to the audit commands, include status 
information on the telecommunications network including 
telecommunications network: link status and network device 
status. 

8. The telecommunications network monitoring 
or management system of Claim 1, wherein the 
communications exchanged between the user terminals and 
the telecommunications network monitoring ·or management 
processes and between the user terminals and the 
telecommunications devices include commands to configure 
the telecommunications network devices. 

9. The telecommunications network monitoring 
or management system of Claim 1, wherein the user 
terminals are configured to display a graphical user 
interface with a main window configured to integrate a 
plurality of windows used in monitoring or managing the 
telecommunications network. 

10. A telecommunications monitoring or 
management system for monitoring or managing a 
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telecommunicatiqns network having teleconununications 
network devices:or resources, the system comprising~ 

a plurality o:e interface processes configured 
·to communicate with the telecommunications network 
devices or resources; and 

a graphical user interface system configured to 
provide a unified graphical user interface to conununicate 
with the telecommunications network devices or resources 
via the plurality of ·interface processes for 
telecommunications network analysis, restoration, or 
maintenance. 

11. The telecommunications monitoring or 
management system of Claim 10, wherein the graphical user 
interface system has control options comprising file, 
control, restoration, restoral sets, devices, or reports. 

12. The telecommun:ications monitoring or 
management system' of Claim:10, wherein the graphical user 
interface system is further configured to communicate 
with telecommunications network monitoring or management 
processes. 

13 ... The. telecommunications monitoring or 
management system of Claim 10, wherein the graphical user 
interface system is· configured to·· integrate access to all 
telecommunications network monitoring or management 
options and status indicators under the unified graphical 
user interface. 

14. The telecommunications monitoring or 
management system of Claim 10, wherein each 
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telecommunic;;i.tions network device ha~ different device­
specific comrnuriication formats for chmlnunicating via the 
telecommunications network. 

15. The telecommunications monitoring or 
management system of Claim 10, wherein the 

telecomtnunications network monitoring or management 
processes comprise a control manager process, a fault 
analysis process, a restoration coordinator process, .·a 
verification manager process, a report manager process, a 

network control coordinator process, a trunk action data 
process, a real-time network device database process, 
real-time restoration database process, a pre-plan files 
process, or a plan manager process. 

16. The telecommunications monitoring or 
management system of Claim 10, wherein the 
telecommunications network monitoring or management 
processes comprise processes configured to communicate 
with external processes via a data network. 

17. The telecommunications monitoring or 
management system of Claim 10, wherein the graphical user 
interface system has graphical objects indicating the 
status of the telecommunications network. 

18. The telecommunications monitoring or 
management system of Claim 17, wherein the status of the 
telecommunications network comprises execution state, 
dynamic route generation, readiness mode, link status, 
pre-plan status, or alarm. 
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19. The telecommunications monitoring or 
management system of .Claim 10, wherei:r;i the graphical user 
interface system comprises a graphical,user interface 
server, graphical user interface processes and user 
terminals. 

20. The telecommunica~ions monitoring or 
management system of Claim 19, wherein the user terminals 
are configured to be distributed among computer data 
networks. 

21.• In a telecommunications network having 
telecommunications network devices, each 
telecommunications device having a device-specific 
communication format for. communications via the 
telecommunications network and ·in a data network system, 
a telecommunications· network mon~toring or management 
method comprising:: 

executing.telecommunications network monitoring 
or management processes and an internal communications 
process; 

·communicating between the. telecommunications 
network monitoring or management· processes via the 
internal communications process; .·. 

providing access to t.he telecommunications and 
data networks for the telecommunications network 
monitoring·or management processes; 

translating communications between a 
communications format of a graphical server process and 
device-specific communications formats of each of the 
telecommunications network devices wherein the graphical 
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server process communicates with the telecommunications 
network devi~f~~·; ,,,; ',: · 

communic.ating between the telecommunications 
network monitoring or management processes and the 
graphical server process; and 

communicating between the graphical server 
process and user terminals via the data network wherein 
the user terminals send and receive telecommunications 
network monitoring or management communications to the 
telecommunications network devices and the 
telecominunications network monitoring or management 
processes via the graphical server process. 

22. The telecommunications network monitoring 
or management method of Claim 21, further including: 

integrating a plurality of graphical display 
windows under a main graphical display window wherein all 
graphical display windows are displayed on each of the 
user terminals for monitoring or managing the 
telecommunications network. 

23. The telecommunications network monitoring 
or management method of Claim 21, wherein the 
.telecommunications network monitoring or management 
communications comprise telecommunications network 
analysis, restoration, or maintenance communications. 

24. A telecommunications monitoring or 
management system for monitoring or managing a 
telecommunications network having telecommunications 
network devices, the system comprising: 
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a plurality of device interface processes 
configured to communicate with the telecommunications 
network devices having device-specific communications 
·formats: and 

a graphical user interface system configured to 
provide a unified graphical user interface to communicate 
with the telecommunications network devices via the 
.plurality of device interface processes. 

25. The telecommunications monitoring or 
management system of claim 24 wherein the unified 
graphical user interface is configured to communicate 
telecommunications network analysis, restoration, or 
maintenance communications with the telecommunications 
network devices. 

26. The telecommunicati.ons network monitoring 
or management system of claim·24 wherein.the 

communications :exchanged between the graphical user 
interface and the.telecommunications network devices 
include audit commands, and in response to the audit 
commands., include status information on the 
telecommunications network including telecommunications 
network link status and network device status. 

27. The telecommunications network monitoring 
or management system of claim.24 wherein the 
communications exchanged between the graphical user 
interface and the telecommunications network devices 
include commands to configure the telecommunicati.ons 
network devices. 
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28. A network monitoring or management system 
for monitoring or managing a network having network 

dev~~es or resources, th~ system comprising: 
a plurality of device interface processes 

configured to communicate with the network devices having 

conununications formats~· and 
a graphical user interface system configured to 

provide a unified graphical user interface to communicate 
with the network devices via the plurality of.device 
interface processes. 

29. The network monitoring or management 
system of claim 28 wherein the unified graphical user 
interface is configured to communicate network analysis, 
restoration, or maintenance communications with the 
network devices. 

30. The network monitoring or management 
system of claim 28 wherein the communications exchanged 
between the graphical user interface and the network 
devices include commands to configure the network devices 
or audit commands, and in response to the audit commands, 
the exchanged communications include status information 
on the network including network link status or network·. 
device status. 

31. A telecommunications monitoring or 
management system for monitoring or managing a 
telecommunications network having telecommunications 
network devices, the system comprising: 

a means for integrating user terminals 
distributed on a data network with a process server and 
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telecommunications netwc:>:r:k dev,ices distributed on a 
telecommunications ~etW()rk wh~~ein the user te:r::minals 
provide telecommunica~io~s monitoring or management 
·controls and.options to moni~or or manage the .. .· . . . . ~ . . 

5 telecommunications netiworJ<:: devices; 
a m~ans for'u~ing·g~a~hicai ~isplay objects to 

represent the telecomrm1nications netwo:tk monitoring or 

10 

·.. . ... · ·. :. . . .· 

managing options and cont;rols; 
a means to in~egrate.the graphical display . . . . ~. . . . .. . . 

objects into qraphica~ windows and t9 ;ntegrate the 
graphical windows und~r one main qraph~cal window; and 

a means to c;tisplay the graphical display 
windows inclu(iing the:main graphical window on each user . .. ' . ~ . . . . . 

terminal to be used to monit9::r: or manage the 
15 telecommunications network devi~es. 

32., 'l'he teleco1nmu.nications nionitoring and 
management system o.f clc;irn 3.1 wherein the 
telecommunications ,nef\ol~:I'k rncmi taring · 9r ·. managing options 

20 and controls comprise •. t~lecomrnunicati~~s network 
analysis, restoration, or ma~ntenance options and 
controls. 

25 

30 

33. The telecommunications monitoring and 
management system of ciaim 31 wherein the 
telecommunications network monitoring or managing options 
and control comprise coqimand~ to configure the network 
devices or audit commands, and in response to the audit . . . . . ~ . 

commands, the exchanged communications include status . . . . ' . 

information on the network including network link status 
or network device status. 
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34. A computer· readable medium storing 
computer-exe~utable instructions und~t:: a method, the 
method comprising: 

integrating user terminals dist~ibuted on a 
data network with a process server and telecormnunications· 
network devices or resources distributed on a 
telecommunications network wherein the user terminals 
provide telecormnunications monitoring or management 
controls and options to monitor or manage the 
telecommunications network devices; 

using graphical display objects to represent 
the telecommunications network monitoring or managing 
options and controls; 

integrating the graphical display objects into 
graphical windows and to integrate the graphical windows 
under one main graphical window; and 

displaying the graphical display windows 
including the.main graphical window on each user terminal· 
to be used to monitor or manage the telecormnunications 
network devices. 

35. The computer readable medium of claim 30, 
further including: 

analyzing a telecommunications network; 
restoring a telecommunications network; or 
maintaining a telecommunications network. 

36. The computer readable medium of claim 30, 
further including: 

configuring network devices; or 
auditing network status comprising network link 

status or network device status. 
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