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FIG. 1 

Detect a file access request initiated by an application 
program

Determine a container identifier of a target container to 
which the application program belongs

Search for a container label associated with the container 
identifier

Search for at least one corresponding file defense rule 
according to the container label

Determine, according to the at least one file defense rule, 
whether to perform a defense action on the file access 

request
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Detect a file access request initiated by an application 
program, and determine file information

Determine a container identifier of a target container to 
which the application program belongs

Send the container identifier and the file information to a 
defense program

Determine, according to indication information sent by 
the defense program, whether to perform a defense action 

on the file access request
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FIG. 3 

Obtain a container identifier and file information that are 
sent by a driver program

Search for a container label associated with the container 
identifier

Search for at least one corresponding file defense rule 
according to the container label

Generate indication information according to a matching 
result between the file information and the at least one 

file defense rule
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Provide rule configuration prompt information on a rule 
configuration interface

In response to a user configuration operation, determine a file 
defense rule configured by a user and a container label set for the 

file defense rule

Send the file defense rule and the container label to a defense 
program
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Obtain a file defense rule

Obtain a container label set for the file defense rule

Determine an association relationship between the file defense rule 
and the container label
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