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Another area requiring user interaction is electronic/mobile payment systems which have
been in use for some time, particularly for payments over the Internet. Payments using
mobile telephony devices are in the process of evolving. Various methods of mobile payment
methods are used for payment via SMS or MMS payments using inbuilt RFID. Many have
problems with security and authentication. Quite often, complex systems are involved to
provide security and authentication. Many such systems have not been a success, or even
adopted, due to their inherent complexity and/or cost and/or inconvenience to users.

Summary of the Invention

In a first preferred aspect, there is provided a method for capturing an image using an
apparatus and obtaining information regarding the image, the image containing a tag, the

method comprising:
(a) capturing the image using the apparatus;
(b) sending the captured image to a server;

(¢) the server processing the captured image to locate therein the tag, and from the
tag extracting data;

(d) the server conducting a match search for the extracted data with stored data in its
database;

(e) upon a match being made, the server sending a response message to the

apparatus.



(c) the server processing the captured inmage to |ocate therein the tag, and

fromthe tag extracting data; (d) the server conducting a match search for
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identity 1 nformation regardi ng e user, ity information
conprising at |least the data pertaining to the user; and (d) conparing the
identity information and the data pertaining to the user for authentication
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Authentication may comprise:
@ extracting from a key database a key of the user;

(b) using the key to decrypt the representation and extracting therefrom the data
pertaining to the user;

(c) extracting from an identity database identity information regarding the user, the
identity information comprising at least the data pertaining to the user; and

(d) comparing the identity information and the data pertaining to the user for

authentication of the user.

The method may further comprise sending an authentication message to a financial

institution.

The method may further comprise sending an acknowledgement of authentication.

The image may be captured using at least one of: a mobile telephone with a digital camera, a
mobile camera phone, a telecommunications enabled PDA with a digital camera, a digital
camera able to be connected to a telecommunications enabled computer, a digital camera
able to be connected to a mobile telephone, a telecommunications enabled digital camera,

and a web cam operatively connected to a computer.

The image may be sent by one selected from the group consisting of: MMS, SMS, email,

instant message, and digital data transfer.



The image nmay be captured using at |east one of: a nobile tel ephone with a
digital canmera, a nobile canera phone, a tel ecommunications enabl ed PDA
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obtaining information regarding the image, the image containing a tag, the method

comprising:
(a) receiving from the apparatus the captured image;

(b) processing captured image to locate the tag therein and processing the tag to

extract data therefrom;

(c) conducting a match search for the extracted data with stored data in a database;

and

(d) upon a match being made, sending a response message to the apparatus.

The information obtained regarding the image may be whether a user is authenticated for a
payment transaction, and the captured image containing a representation of encrypted

version of data pertaining to the user.

The method may further comprise:
(a) extracting from a key database of decryption keys a key for the user;

(b) using the key to decrypt the representation to obtain the data pertaining to
the user,;

{c) extracting from an identity database identity information regarding the user,
the identity information comprising at least the data pertaining to the user; and

(d) comparing the data pertaining to the user and the identity information to

authenticate the user.



version of data pertaining to the user. The nethod may further conprise:
(a) extracting froma key database of decryption keys a key for the user;
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pertaining to the user; (c) extracting froman identity database identity
information regarding the user, the identity information conprising at

| east the data pertaining to the user; and (d) conparing the data
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The method may further comprise sending an acknowledgement of authentication.

The apparatus may be selected from the group consisting of: a mobile telephone with built in
digital camera, a digital camera with built-in telecommunications ability, and a digital camera

operatively connected to a telecommunications enabled computer.

The image may be displayed on at least one selected from the group consisting of: television
screen, motion picture screen, billboard, computer monitor, a screen of a laptop, notebook or
tablet computer; a screen of a portable computing device, a personal digital assistant, mobile
or cellular telephone, book, magazine, newspaper, newsletter, and another printed

publication.

The captured image may be part of an advertisement and is sent to the server using a system
selected from the group consisting of: MMS, SMS, email, instant message and to a URL of

the server.

The tag may comprise:

(a) a first section containing a visual guide for identifying a location of the tag in the
captured image; and

(b) a second-section containing the data.



The captured image nmay be part of an advertisenent and is sent to the
server using a systemselected fromthe group consisting of: MVS, SMs,
emai |, i ns¥pande/m3BEISage and to a URL of the server. The Pag/sScaysmoessi se:
(a) a first section containing a visual guide for identifying a |ocation of
the tag in the captured inmage; and (b) a second-section containing the
data. The data may contain an identifier for the tag. The data may al so

encrypted by the server. The visual guide nmay conprise a regular geonetric
shape withg datageaysanfaia ga jsentifiet o7 ved?®e r egul ar geonetric shape. The regul ar

geonetri¢c shape be ircle, the centre of second shape located in the
centre o etdﬁé%ﬁy{%?égpcﬁ%dcgyetﬁ%ﬁ%v%récti on may conprise a border, all data

being within the border, the border being joined to the visual guide by a
link. The tag may further conprise a third section conprising a brand or
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where each col oured section represents a data value. The |ocation of each
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nmessage nmay be CRC encoded to ensure data integrity. The response nessage
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The second section may comprise a border, all data being within the border, the border being

joined to the visual guide by a link.
The tag may further comprise a third section comprising a brand or logo.

The second section may comprise a plurality of coloured sections, where each coloured

section represents a data value.

The location of each coloured section may determine a message and/or processing of the

tag.

The message may be CRC encoded to ensure data integrity.

The response message may comprise at least one selected from the group consisting of:
(a) information regarding a product promoted by the tag;
(b) an offer;
(c) a redemption message;
(d) a prize draw result;
(e) a confirmation of receipt of an order; and

(f) a confirmation of placement of the order.

In a fourth aspect, there is provided a tag comprising:

(a) a first section containing a visual guide for identifying a location of the tag in a

captured image; and



(f) a confirmation of placenent of the order. In a fourth aspect, there is
provided a tag conprising: (a) a first section containing a visual guide
for i dentwbybewgpsasdsocati on of the tag in a captured i mageyr/sandioposas
second-section containing data. The tag may be a financial instrunent for a
paynent transaction, the instrunment conprising a representation conprising
an encrypt ed (b sdcond-gdctiotedoatapmingtdaiani ng to a user. The data pertaining to
the user may al so be conpressed. The data pertaining to the user may
conprise at | east one selected fromthe group consisting of: a nunber of
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group consisting of: credit card, a debit card, a letter of credit, prepaid
card, postpaid card, an account, virtual bank account, P2P paynent

instru ts,., a paynent, receipt nd transfer of funds. In a fifth aspect,
t here irrgﬂ‘ﬁrdﬁﬁipﬁgﬁ'x'ﬁggvg? 83 18 a'é%g?ﬁof?pﬁﬁssﬁ% i mge using an apparatus and
obtaining information regarding the image, the image containing a tag, the
system conprising: (a) the apparatus for capturing the image and sendi ng
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The information obtained regarding the image may be whether a user is
aut henticated for a paynent transaction, the i mage being a representation

formng a part of a financjal instr n t he repr.eseptat.i (of0) i sing an
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for: (i )cardadettdrf ctelie prepmisesard, postpaid card, an account, virtual bank account, P2P

payment instruments, a payment, receipt, and transfer of funds.

In a fifth aspect, there is provided a system for capturing an image using an apparatus and
obtaining information regarding the image, the image containing a tag, the system comprising:

(a) the apparatus for capturing the image and sending the captured image to a
server;

(b) the server being for extracting the tag from the image and processing the tag to
extract therefrom data; conducting a match search for the extracted data with stored
data in its database; and, upon a match being made, sending a response message to

the apparatus.

The information obtained regarding the image may be whether a user is authenticated for a
payment transaction, the image being a representation forming a part of a financial
instrument, the representation comprising an encrypted version of data pertaining to the user.

The server may also be for:
) receiving the image;

(i) decrypting the representation to obtain the data pertaining to the user by
using a key for the user extracted from a key database;

iii) extracting from an identity database identity information regarding the user;

and



(i1) decrypting the representation to obtain the data pertaining to the
user by using a key for the user extracted froma key database; (iii)

ext ract i nyof2o@m3aeasi dentity dat abase identity informati eaTsegenrsdoesgst he
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(PKI') key pair, the encrypted data pertaining to the user including
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instrument, the representation comprising an encrypted version of data pertaining to the user;

processing the authentication data by decrypting the encrypted version of data

pertaining to the user; and

transmitting the decrypted data to a server.

In a sixth aspect, there is provided a method for producing the representation of the tag

according to claim 34, the method comprising:

encrypting the data pertaining to the user with a private key of the Public Key
Infrastructure (PK1) key pair, the encrypted data pertaining to the user including trailing
identification numbers of the financial instrument, an anti-fraud number and expiration date of

the financial instrument; and

converting the encrypted version of data pertaining to the user into a predetermined

number of slots to define the representation.

The anti-fraud number may be a Card Verification Value (CVV) number.
The trailing identification numbers may not be a Bank Identification Number (BIN).
The slots may be arranged in a matrix.

The slots may be circular.



The trailing identification nunbers may not be a Bank Identification Nunber
(BIN. The slots may be arranged in a matrix. The slots may be circular.In
a sevent hwep@niszesshere is provided a conmputer usabl e nmedinsGeeswpesisi ng a
conput er program code that is configured to cause a process or to execute
one or nore functions to performthe nethod as described. Brief Description
of the Dnawseveph dspecstierse istoreyided meompvieisplln megiymisempriginga eAftstest ood and
readi |y fUdrahRb& tR&tCdonfigiredttb baGe.a friRECorab atdoutt @ne Breméete sekciidiedo by way of
non-limtafi on a preferred enbodi nent of the present

i ve ex |l e .
i nvent i Oif! °'t"h§eﬂ‘§§1§$f"f)9738ﬂ%gei ng with reference to the acconpanying
illustrative drawings in which: Figure 1 is a schematic perspective view of
appar at uBri¢f Gleserintion of thedrawidper r ed enbodi nent; Figure 2 is a schematic
overal | i f f ' T is front
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process el nove b desruheddy vayioh aeEmiative SxeReleqnly sprelegpd amegdipent el Bre 5 is a
fl ow chagrbsedf invBrioRr heedsscriphion Rinprwifte Fef@ehce nboitle neebém@enyiag riksegiveon site;
Figure 6,is. a .schematic illustration of an authentication systemfor
aut hent | CAYPSS " W5%er for a payment transaction; Figure 7 is a schematic
| 11 ust r gt5,004@fa éch&néﬁrpmf)e&c&né\k%Péﬁf;ss,%uefform&)@m%g heRirkEahbaimeyst em of
Figure 6, Figure 8 Is a flow chart of the authentication process; Figure 9
are il ysgur@b iseehéthatic 3g&alC@eRP b thé P@cess fof the prefudd smbodiderstect i on; and Figure
10 is an 1llustration of an alternative second section for a tag. Detailed
Descr i ptHigume Bfs flohtevigwsed threequlefemixbidinmesiiadadref erring to Figure 1, an
apparatus 10 for displ atyi ng an image 12 is provided. The apparatus 10 may
be a: bifiguedish lowwhpréoldts erepess pbihg prefarig e@gﬁ?@@?nt athRParScTRI N or, a
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Figure 6 is a schematic illustration of an authentication system for authenticating a user for a

payment transaction;

Figure 7 is a schematic illustration of the server architecture of the authentication system of

Figure 6;
Figure 8 is a flow chart of the authentication process;
Figure 9 are illustrations of tags comprising a first and second section; and

Figure 10 is an illustration of an alternative second section for a tag.

Detailed Description of the preferred Embodiments

Referring to Figure 1, an apparatus 10 for displaying an image 12 is provided. The apparatus
10 may be a: billboard, movie screen, television screen, computer monitor, a screen of a
laptop, notebook or tablet computer, or a screen of a portable device such as, for example a
personal digital assistant (PDA), mobile or cellular telephone, or the like. The image 12 may
be in a book, magazine, newspaper, newsletter, or other printed publication. The image 12
may be of a performer, or a product, or of a brand. The image includes or comprises a tag
14.

Turning to Figures 3(a) to (c) and Figure 9, the tag 14 is constituted by a plurality of sections.
Figures 3(a) to (c) illustrate a first section 26 containing two concentric circles 11, 13 that
define the location of the tag 14 in a given area, even when the image is captured from a
distance and the capturing may include a background; and a second section 28 containing
data. The two concentric circles are a circle with a concentric dot. Figure 9 illustrates that
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personal digital assistant (PDA), nobile or cellular tel ephone, or the
like. The image 12 may be in a book, magazi ne, newspaper, newsletter, or
ot her priwoedogusbdsscati on. The inage 12 nmay be of a per Pom/seroosmnozas
product, or of a brand. The inage includes or conprises a tag 14. Turning
to Figures 3(a) to (c) and Figure 9, the tag 14 is constituted by a
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tag 14 in grv rea, even when the inmage is captured froma di stance and
t he captqsrr?rm;ngrrﬁwnewem&de a background; and a second section 28 containing
data. The two concentric circles are a circle with a concentric dot. Figure
9 illustrates thatrather than a concentric dot 13, any inmage 13 nay be used
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a bl ack hgtreglfr atomditc shapd suchizs, fohexeads, @steqgilatena trianglef # guiaee. régvar can  be

| ocat ed p%%taﬁpr?’ r%]ﬂr%ex%&i‘r\@ég lag heptm f%u@PXcté&gUE% sIGSHIBL T A Gegtitmpe such

as, for 'exa uar e re Iar {ﬁa on,

regul ar Sﬁé@@'@@fﬁ‘*”ﬁé@&?&?”?ﬁeﬂ?}? 8@‘%9‘\'3' 'P iy thiy ”‘SE"E'%'@B‘FI SagR §'E‘)V‘FW?‘¥ A regul ar
shape | sRldes.eTHeadt Wil bé bl thé bttty den®é ofabigdormeinghdpet hus making it the same
when viewed fromall sides. The dot will be at the geonetric centre of the

geonetric shape. The second section 28 may contain other data, and sorre or
all of the data 2 1 be encrypted. The encryption process

per f or meidhe ecendseactasy Zé may TRaal Rther; datas ARE Fame & ! o dﬁay%'@a% bRash of
the i mag@crdpied. Dah@er%rybudsrayro&&srmaytdwpe‘rmrmiadqu ®s@vey PR e Thddbig, in seges of

f
Al 1 or hatsPobn BB ICb b h PHaedd 2 Pl B[S o ol BeRad! T 10, A

expl odedmages oéiapemimagepﬂee@st(élweﬁ)(%Q&Of?ﬁj\ Data 2 1 is contained in the
second section 28 in coloured sections. 00 represents black, 0 1 represents
green, 10 represents red and 11 represents bl ue These col oured sections

gg;;?isgg%?ermg tlo?%'f:ﬁ/ gxg%[ﬁerﬁlﬁtg? ﬁggo sec on 2§3 fgr t%”ﬂ % |ﬁl§§§@{e&|}ﬁ?ﬁotp%ﬁn

) exploded and actual representation (8x8 mm). Data 21 |s contarned m the second section 28
in coloured sections. 00 represents black, 01 represents green, 10 represents red and 11
represents blue. These coloured sections correspond to data values. Although a 4-bit colour
element has been described, it is envisaged that more colours may be used. Also, the
location of the coloured sections on the tag 14 may determine the message of the second
section 28 and processing of the tag 14. The message may be CRC encoded to ensure data
integrity by applying, for example, a CRC-CCITT polynomial.

The tag 14 may have a third section 24 comprising the brand or logo being promoted as

depicted in Figure 3(a).

The second section 28 has a border 19 and all data 21 is contained within the border 19.
First section 26 is joined to second section 28 by a link 23. In this way when first section 24is
detected, a search of its perimeter 25 will find link 23. Link 23 is followed to border 19. Within

border 19 is the data 21.

The image 12 is to be captured by a digital camera 16 that is operatively connected to a
computer 18 able to send the captured image over the Internet to a URL of server, or by
MMS, SMS or email; or by a camera-equipped telephone 20 able to send the captured image

9



| ocation of the coloured sections on the tag 14 nay determ ne the nessage
of the second section 28 and processing of the tag 14. The nessage nay be
CRC encodwd 2v@s/03B@iar e data integrity by applying, for erampsiceoosao@RC- CClTT
pol ynom al . The tag 14 may have a third section 24 conprising the brand or
| ogo being pronoted as depicted in Figure 3(a). The second section 28 has a
bor der 1§ Migloa$MStiartzabypdidital sanpmthal hasc tplecommunigationsonerisle abte topsepdt sect i on

26 is jqiheditding SEef 8. 28 by a link 23. In this way when first
sectlonqg4 |su%e'te§céf)lggs a search of its perineter 25 will find |link 23.

Link 23 is followed to border 19. Wthin border 19 is the data 21. The
image 12 is to be captured by a digital camera 16 that is operatively
connect atlettay B¢ afdigauet 8(b) ESuidilecfot beingepiittadhherensttiat etiFipyragee) éveritahi e

| nt er nety,t fotidn Hﬂuré&f teRFISNR videB! ardsol¥ddp. TRMBgAY of FRUre;3(A)fis ftalile for all
camer a- equi pped tel ephone 20 able to send the captured i mageby MVB or SMS;

or a by PHIP§¥%%al canera that has a tel ecommuni cations nodul e able to send
the captured image by SMS or MVS. The tag 14 of Figure 3(b) is suitable for
being printed whereas that of Figure 3(c) is suitable for nmotion pictures,

tel evi siQiynomd ﬁian?gur@éqﬁjtosé) tﬁéDt'é\é Wa mi{8e tREted 4orQf pdﬁicﬂ!éf &iv&(tl@l)\g camgaigrt, abl e for

al | purposes. hown in Fi to § w4 be G d for a

parti culeé’t?”tei’ﬂ‘%’r"iqt'g'l‘ nd’ ﬁ%‘ﬁé%? wel\ gt o '%ﬁ%@g’on s qe' Y5ed ca@tegt he wel |

known " Ebéstik &eRR{roadcastiogerbaevisipnu Jbeltagurdiings desgiped ebavg. event broadcast over
television. The tag 14 is as described above. As shown in Figures 2 and 4,

the tag 14 is created by creating the image 29 used for third section 24

(30). The data 2_1 to _be inserte JnSCOI’]dSCtIOI’I 28 n (31) by
server 7 shawn inFioweygiendd; th@rﬁ%gr%o'tsé’&e oghly gea 'Bgéil?r'fnﬁg%giﬁofe%r %ﬁe tag 14
i's then séanseatib®d Thekatarxab ed instrted is sedvad sestioe @8 dete(n@agd Sb) byreerver s can be

br oadcasy, (f%j il eﬁBnlre%y gﬁ]cr%&éa ﬁBg}Iéé Mcﬁd’eﬂ%ﬁ STf%nt%g Qh id l*ﬂ@n t‘&%éﬁflbléd"@ﬁ si gnal .

The secon contaln o data s é‘ %r xanpl e, an
i denti f |Céqate|dor“ ﬂ%@eﬂaij"bfﬁd%@)‘) serffiat jsgeatt bg P@Pd‘f?ég/mb SRwg ﬂg( /"Server 22
each ti p@nérissidra®f hé tdisvidnasighaiast  or

The second section 28 may also contain other data such as, for example, an identifier for the
tag 14 (38). The identifier may be changed by server 22 each time the tag 14 is broadcast or
displayed by incrementing or otherwise changing the identifier (36) then re-transmitting or

displaying the tag (37).

The data 21 may be any required data. The identifier for the tag 14 may be changed for each
broadcast of the advertisement containing the tag 14. Therefore, during all or part of an
advertising campaign it is possible to track the effectiveness of the placement and/or the

advertisement by responses from viewers.

The data 21 may include an order identifier so that the tag 14 may be used to initiate a
commercial transaction. If the data 21 contains an order identifier, the server 22 proceeds to

process the order in accordance with known techniques.

The tag 14 identifier may have a limited life, the limit being linked to the proposed length of

the advertising campaign.
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di spl ayed by increnenting or otherw se changing the identifier (36) then
re-transmtting or displaying the tag (37). The data 2 1 nay be any

requi r ed wat2a06/0BB&si dentifier for the tag 14 may be chargedckars/oesah
broadcast of the advertisement containing the tag 14. Therefore, during all
or part of an advertising canpaign it is possible to track the

ef f ect i vEhedata @f ndyalsol aotinedeta fond/specifichastivitly dn this war mhep gondesipgrgses from
VI EVers. Jg:?s%té’é for exRYle] BF bHR Sl HRtad q@%b&%&f a%tt&rht%b f&rf"lﬂatt ag 14

may be used to initiate a comrercial transaction. ? contal ns
an or der 2¢tbniFior p@mple, fdhetag (4 presarsip 3 QWG Or ?’ba‘fi’le%@?%"t %é "6°r"l?e?p
accor danee imadetbeltigemant td dehrengues theldeeret 28)caivsebdbriidrirélated matigrs haluéma limted

life, thg 'nbmnﬁ.tea%&%& rn&s@f %vaemmp{he Qr%@d?cltcﬁ@gtdlﬂe&& %r@@uc@nd\é@cﬂédtm ng

canpalgn I'so contaln specific activity. In

this wayandsedertts englatad: Pfﬁd%ﬁtﬁ grpaRtionat pEpugts, orereaRdipadhl e, an on-1ine search,
the tag 14 becones a matter tag for that activity. For exanple, if the tag
14 appears in a novie or an advertisenent for a novie, upon the imge being

sent 1o kgﬁ%ﬁg Hﬁéur%szz aljicr@ a?fﬂé Y&ebpton efid 'Pnestgglwﬂ dfsgrayécﬁgr?tk@%dﬁl}selr()s

I ncl udi ng, one or novi es Wt sane:
act or (s) 3 #i $heef dp F'%‘f%&u@@r A§ d'Bj’@c?f the fgg 46 is BF‘{aﬂcaSbF"ﬁl 8?'8?’8(:116 ¥Yr oduct s,

pr onot i oR@Ebhde@IUS ised t6 bapttre ¢ adisaye oRedgerl iThl daptufedduagesmay endode, at t he
recept | On %b% oktancgﬁgpejnégfnb%Hq‘lesrgéoﬁ){%gof%grgggel %Qﬁ%BH&ﬂoo as is shown in

Fi gure 2 roa cast d canera 16 or

tel ephone 20 is used to capture (41) an i mage of tag 14. This captured

i mage may be close up, or at a distance depending on the resolution of
canera lﬁhea@dtuteal nma@o@@ea&entiheemamura@dnbm@emoa( dpleeitordethi liternste@Over 22
via a no 0, I 4 M2 2
f ecei veS&?Jne | r,raer\éer( r)%gen‘? tf'r e U ?g;%‘ti) éﬂd%é‘a?% 4{?'1@ % %)f wuﬁnqhéﬁﬁa&g by | ocat i ng
the fi rslocaliogthedirst sertipm 26 Indhe image . It then ioﬁétﬁs the dataed "H@e E 'fze%“f?% tag 14

?Rd dl I E&Wfisrtﬂéi dafeef gﬂ? S T‘h@%el?@rt 2 theh rﬁa%lfﬁeg tﬂ-@g%@@ﬁv\&ltb e dabein igat Chlesd
the mat HGSHFA (B TErbe BpY Budeihe pagago! g ehurerdt e BRI (PP o ¢ e
server 22 n@@hdbsmg mads,stageerVQr 22rrendsed wp$rage (D¢ dxienhane20/amnpuies 18 (46).

The message may contain one or more of: information and/or for audio for

display/reproduction on telephone 20/computer 18; an offer; a redemption message; prize

draw result; confirmation of receipt of an order; confirmation of placement of the order; and so

forth. The message is finally received at the telephone 20/computer 18 (47) and is displayed

and/or reproduced.

Authentication System for a Payment Transaction

Referring to Figure 6, there is shown a financial instrument 50 that is to be used to effect a
financial transaction at a financial institution 60. The financial instrument 50 may be a credit
card (as shown), debit card, letter of credit, prepaid card, postpaid card, an account, virtual
bank account, P2P payment instruments, or other suitable financial instrument. The financial
transaction may be a payment, receipt, transfer of funds, or the like.

The financial instrument 50 contains financial instrument data 51 relating to the owner, holder
or user of the financial instrument 50. For example, and as shown for a credit card the
financial instrument data 51 may be the account number 53 of the credit card, the expiry date
55 of the credit card, and the name 57 of the card holder.
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The message may contain one or nore of: information and/or for audio for
di spl ay/ reproducti on on tel ephone 20/ conputer 18; an offer; a redenption
nmessage; woi2a@/3s@w result; confirmation of recei pt of 20TOGAES;000318
confirmation of placement of the order; and so forth. The nessage is
finally received at the tel ephone 20/conputer 18 (47) and is displayed
and/ or r dpe depneiednstimenidftalsedndusias syepresentaiinn 59 coalpivingan ERelRied Yareen

Referri ngf aaalﬁb@aiﬁ.@g@th& bsdre 'ITh§ rém@é@ataaorf 5mmepla@b bbrb‘éhfpwg&m ﬁ(édd?@t is to
be used to, ef.f tra sa nstitu on 60.

e nareting fend s AR 56 Sna ot BRRESH 8 Br il ARRE e sy & Bl e
letter ofda@ri@ﬂtlfvmg p'r llﬁﬁaintmgéfat’ﬂé Calpld@tdpal fpr exaneble. dre (&h&f@*@ﬁtmawwlﬁ@éhe bank

g_ﬁco ]lcmt dEta%f Bau FeRb c%ﬂ%fdléﬂ%rfée‘ial pﬂatog}w%f tﬁéléatr@l%lé‘erf bu&ﬁ&ﬁdf: Norh?'tﬁ);nr ugent
e | hanc act | ans (0] nas or
T A el AL Rl D R BT F GECLALL oF hRRSEEL T pfdinds, o

rel ati ngseterthhe owner, holder or user of the financial instrunent 50. For
exanpl e, and as shown for a credit card the financial instrument data 5 1
may be the account nunber 53 of the credit card, the expiry date 55 of the
credit card nd the name of the rd ol der. The .fi nancial instrunment 50
o S0 i nofedt s pelialBRbs pf R saCRuin AF Rt bR E e SR dat a
pert ai ni deviced20t iee ingge capiiing deyicee2(kin tapablerof 68pturing aadigial imege thpwabssed. The

data pertRbRine, ra%g*;tg%ah'ﬁl%r a FRBIPEMREpIdhe BB 6EPOA with BRidithtaReiathati1St r ument
data 5 1, or an data i entlfyln pertaining to the card hol der.

For exanffe5ommH C%‘PPFere"a%{‘E‘h GrelPN H%I‘t?&g?“‘(‘?% cgapestegs op Ay famRfert fhat iy g
hol der, tldcammahicgiihet @gatdgal) afweblamc apadatively dednpedtedometar camputdrothais on, t he

addr ess %iecwmu@@gt.gnéﬂgh%w zmo Wztld%p{uﬁ@ ke {ag”ﬁm%s tah@ bRt Bgenf the

card hol
r epr esent@ISPEIRNSY Ragt & forlipac! H§P§?§t'°<§'nthP r'fﬁ?f@ %&ﬁfﬂﬂ@ﬂ@sﬁi@'% &9 Brentrhe i mage
capt ur i n@p dewiee 22 2theisendiamby e @afdnguapdatu fran@fed a6 la MMB mbssage at4nsvsh as, for

exarrpl e, P"]a?S% gl %al n e%nﬁr& in Iqorl%eés% &éﬁer&ggna% %gwped OP@GSV\deﬁh ﬁ'\ di gl tal

canera t econnunlca I ons e Ively connected
to a conmewefﬁolqué@r segding:{he dopgeuth mak <iiec§>ﬁ@d @hﬁ‘ﬁlf@ﬂ"e@flwegf— eaptHriog devigs vel y
connecteggto a conputer that is

The process of encryption and authentication for credit card based tags 59 is described as an
example. Encryption of the tag 59 requires the financial institution 60 or card issuer to sign up
and associate with a Tag Authentication Provider. The Tag Authentication Provider generates
a PKIl key pair (RSA 1024 bytes key length) for the financial institution 60. Tag generation and
encryption software is supplied to financial institution 60 or card issuer. This software is used
to encrypt the credit card number, CVV number 53A, and expiration date of the card with the
Private Key of the PKI key pair which is embedded in the software. The first six digits of the
card number or BIN number for uniquely identifying the financial institution 60 are left
unencrypted in plain text form. The remaining digits of the card number, the CVV number 53A
and expiration date are encrypted. The software converts this encrypted card information into
a 25 slot tag 59. (4 X 25 matrix or 25 circular tags) sixteen for the credit card number; three
for the CVV number 53A; and six for the expiration date. This generated tag 59 is affixed or
embedded onto the credit card.

Authentication for Credit Card Based Tags 59 requires capturing the customer’s credit card
tag 59 when receiving payment confirmation. In one embodiment, the customer sends the
captured Tag 59 to the Tag Authentication Provider via MMS through their camera-enabled
mobile phone 20. The tag 59 is converted into a numerical format by a Tag Authentication
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t el ecommuni cati ons enabled and so forth. Capturing the tag initiates a

nobi | e paynment transaction. As part of the financial transaction, the inmage
14 of thewoepisssssati on 59 is sent to a server 22. Thepsersdong/onwsys be as
digital data transfer, as an MV5 nessage, as an SMS nmessage, as an enmil or
I nstant nmessage, or ot herwi se as required or desired. The nethodol ogy for
sendi ng Proesskoreal ehel Tagiuthahtigatina Peavideh elha dirdl six didits iofrthgetag &Btae HsRY tdevi ce 20.

The pr OCIS%ng he RARS MRk Qﬁlrﬁﬂda@h&mﬂﬁ 66. aﬁﬂe%rrgé%ncﬁ 5§ﬁbl§hc Gy &f esad tags 59

i's descri as an exanpl e, ti ui he financi al
Dot © oo Pais s Hrolia oVRe FORANEY et e et aioR o e ok e
Aut hent i @@tration dateoViindedecryptee iffagnation e sérit dert autrenfagion dethGQQWQrIaQU@s a PKI

key pai rg ( RoA g?sgl%ﬁorpéﬁt GVidea ?sltegﬁ%metv&o% S’iJE'&qEérmé‘Qﬁé %préﬂ?@fé ddunol 60. Tag

generatlon and encryption software I's supplied to financial institution 60
or card cﬂe@gwromﬂﬂﬁ.cgrd@bfnewawéSﬁugr used to encrypt the credit card number, CW
nunmber 53A, and expiration date of the card with the Private Key of the PKI
key pair which is enbedded in the software. The first six digits of the

card nurggy, t@% &Y e{AH e kel &' 22“9%&\‘/@ YedrgHbid éﬂemﬂtst t@%aftéfﬂt?ﬁ@%@tbred

institution are left unencrypted in plain text rge remai nin
di gits dfmagaith & ePrigERPPEIRg inpage” stered h’hﬁBé‘Fa@Sﬁ‘t%ﬂﬁ‘ae Q}P,SFP%‘Q’Q oﬁhedﬁ?a@ear e
encr ypt athtabhbe isSévhhadiddeto GCma Warringinichies withchey péreat 22alfdhée whmonedtimage isnto a 25

slot ta m?)res% d %?nezs Nw%de)é@éregs% G r%@%\@é tattlargﬁ mst!#é%‘%?ﬁ‘lflﬁfoﬂtﬁ?thﬁr edi t

card nu fir ee e expiration date.
Thi s gerdatapss@iningdo &8 usey. éfﬁﬁl'é(t#‘cfdd? aé*ﬁﬁé'ﬂ@fé&‘edﬁ?@ aﬂ%@e(ﬂ“@’&i’qca&%‘r

Aut hentlgéagalsgéatgmerﬁ;@m tstiaiod eBased Tags 59 requires capturing the
custoner's credit card tag 59 when receiving paynent confirmation. In one

enbodi nent, the custoner sends the captured Tag 59 to the Tag
Aut hentlcatlon Provi der via MMS through their_ canera-enabl ed m)bl I e phone
20. The Refgrigmtoj Rigusitles saser RAhes sevRighBPiWes Theseniasiudaa progesgor 71t

Aut hent i gadijel MY RELFIY mﬁée ihgorl a8 nﬁltHrd%EUibhinﬁxakat@ﬁ nfddaNi TdeThe Eh@sémr st six
R e B e e U i L PTIR
decrypt uskefor émphw@mzad!dy datekmsel 74 @ﬁtﬂ@hé(eyst hied Zxy ln@rmetronseatlvamthexm ration
dat e. Tms§r 165 X iRty URbO4sB5 f DsdrSastiiis. Fe LasH ifditidsCétintaattigast the Car d
| ssue data pertaining to the user as encrypted and used for the representation 59. The processor

71 uses an authentication module 72 for authenticating the user by comparing the information

relating to the user and the data pertaining to the user. If there is a sufficient match, there is

authentication, otherwise there is no authentication. An outwards communications module 76

is used to send an authentication code or message to the financial institution 60. The keys of

the users are kept only in the database 24. Each financial instrument 50 will have a unique

key. The unique key is generated randomly at the time of creation of the financial instrument

50 and is used to create the representation 59.

Figure 8 illustrates the process flow of authénticating a payment transaction. Upon the
payment transaction being initiated (31), the image 14 of representation 59 is captured (32)
and send to server 22 (33). At server 22, the representation 59 is decrypted (34) using the
correct user key extracted from keys database 74 and, if necessary, decompressed to obtain
the data pertaining to the user. Authentication then takes place (35) using the information

relating to the user extracted from identity database 75.

The information relating to the user includes at least the data pertaining to the user.
Authentication is performed by comparing the decrypted version of the data pertaining to the

user with the information relating to the user as obtained from the identity database 25. Upon
13



financial institution 60 or Visal/MsterCard network. Subsequently, the
appropriate anount is debited fromthe card by the card issuer. Fromthe
server emso0dm3s@sver 22 receives, decrypts and attenpreTiSG20061006818 he
captured inmage with a corresponding i mage stored in an i nage dat abase (not
shown). The image database is connected to and communi cates with the server
22. |f téashantigtion e dutreglicalion culrpr eeswds it $rat tethe dinare2! BeddiopB8ddds t he
repr esengatd Qhimatblis s 1 FBASer ih). tm&é&tr@h&atlaeprg&fsgtrﬁﬁ bhad (88)ng to the
user. This 1s used to authenticate the user, and the authentication can be
passed to the financial institution 60. Referrlng to Figure 7, the server
22 has several nodul es. These include a processor 71 that receives the data
of the iWhiptthere hasolaeardeserived dsthe dareapingcdeseriptiomprgiemed EMbodimentpobthessor 7 1
al so co mﬂnpiﬁptﬁﬁoﬁ“lttvhll Be Q%E%pﬁg By L §I@ieh & thd %cﬁ&ﬂog@%ﬁd’t ﬁfFéH’ VdiatidtR

necessar user decryption froma 74 0of such
keys, %’ %féfa 'Wo’f‘n‘bﬁt?"ﬁri’frd@f"'ﬁ‘f |°6€gT%ruftf?8 YsBFEE 'P%rﬁ’adng‘? Hgﬁ?l‘“ﬂ? $at abase
75 of usmpamdngnd)mttheasese'ﬁhevanw identities contain at |least the data
pertaining to the user as encrypted and used for the representation 59. The
processor 7 1 uses an authentication nodule 72 for authenticating the user
by conparing the information relating to the user and the data pertaining
to the user. If there is a sufficient match, there is authentication,
otherwi se there is no authentication. An outwards comuni cations nodul e 76
is used to send an authentication code or nessage to the financial
institution 60. The keys of the users are kept only in the database 24.
Each financial instrunment 50 will have a uni que key. The unique key is
generated randomy at the time of creation of the financial instrunment 50
and is used to create the representation 59. Figure 8 illustrates the
process flow of authenticating a paynent transaction. Upon the paynent
transaction being initiated (31), the inage 14 of representation 59 is
captured (32) and send to server 22 (33). At server 22, the representation
59 is decrypted (34) using the correct user key extracted from keys

dat abase 74 and, if necessary, deconpressed to obtain the data pertaining
to the user. Authentication then takes place (35) using the infornmation

14



relating to the user extracted fromidentity database 75. The information
relating to the user includes at |east the data pertaining to the user.

Aut hent i cwDi2006/03364per f or med by conparing the decrypted wersicamsebodihe data
pertaining to the user with the information relating to the user as
obtained fromthe identity database 25. Uponaut hentication, an
authentication code or nessage is sent to the financial institution 60 (36)
and a coHE¢lamsi on is sent to the user (37). The authentication process
then ends (38). Wiilst there has been described in the foregoing
description preferred enbodi nents of the present inyen ion,.]it v%ill be
under st obd byA tTHY08 Ok CRPIRENG N {TPRIS YRNGN SEVr?tHﬁta”*é’Rgﬁ'Wrwng RS or

nmodi f i cakegaaiag ihs imkefeaink Smade cdatainipp atag, themsdthiadebmerisimg:  oper ati on may be made
wi t hout departing fromthe present invention.The Clainms 1. A nethod for
capt uring an (Hmaguringithmimage agipethegrperaiitsd obt ai ni ng i nf or mati on regardi ng
the i nmage, the inmage contai ni_n% a tag, the nmethod conprising: (f) capturing
the i mage usi(@hseEnadppearitresim ?"g‘Pas’gﬁ’Gf’ng the captured inage to a server;
(h) the serve rocessing the.ca red i t er e tag, and
fromthe tag @&&Eas(?fvleﬁﬁm SFLS 1 ‘%E)td'heg '@é%ﬁo%genégg% itﬁegEg’ g"rrgtf{:bﬁqt tggar ch for
the extracted déagextrpetihgdater ed data in its database; 0) upon a match being

made, the server sending a response nessage to the ratu 2. .The net hod
accor di ng to @ Hepever gindrtingamatehisparh %ﬁ&‘?@ﬁtr%da a%g‘@%rsz‘ﬁﬁ‘f%t%ﬂ ®he i mage
i s whet her a usdatabsseput henticated for a paynent transaction, the inmage
being a representation formng a part of a financial instrunent, the
representati dif opempri mitoly baing enrsiey freeseryasrsendng &f regeanse geseageniontiet o t he
user. 3. The nephogygecording to claim2, wherein the data pertaining to
the user is conpressed in the inmage. 4. The method according to claim 2,
wherein the data pertaining to the user is

2. The method according to claim 1, wherein the information obtained regarding the

image is whether a user is authenticated for a payment transaction, the image being a

representation forming a part of a financial instrument, the representation comprising an

encrypted version of data pertaining to the user.

3. The method according to claim 2, wherein the data pertaining to the user is

compressed in the image.

4, The method according to claim 2, wherein the data pertaining to the user is

compressed in the server.

5. The method according to any one of claims 2 to 4, wherein the data pertaining to the
user comprises at least one selected from the group consisting of: a number of the financial
instrument, an expiry date of the financial instrument, the user's name, the user's date of
birth, the user’'s address, and a photograph of the user’s face.

6. The method according to any one of claims 2 to 5, wherein the financial instrument is

selected from the group consisting of: credit card, debit card and letter of credit.

7. The method according to any one of claims 2 to 6, wherein authentication comprises:
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conpressed in the server. 5. The nmethod according to any one of clains 2 to
4, wherein the data pertaining to the user conprises at | east one sel ected
from t he woeuw/messi sting of : a nunber of the financi al pcusGrers®nd31s an
expiry date of the financial instrument, the user's nane, the user's date

of birth, the ser and ,a to raph of the user's face. 6. The
met hod af&or df E?th"(g?rg quéatg?asgla ke}(rghg 3%’5 wherein the financial

instr U”E(B} s a6 o r8é95§plf'$n erH R0 Sha MBr&ing th&bitdm G datadebi t

card and letter o od according to any one of clainms 2
to 6, whear@nnodeth ﬁé’ﬁ‘iri cation corrprl ses (a) extracting from a key database a

key of t user; usin Y re nygnd
extractl&fg t heH'aF 8 r%@"gg‘?n{g% g?%%aaﬁsﬁl'%%'? 'R]Iof"le St a"?&}e érea(@?lct ?ng from
an |dentlderyltsdafpmmglecqndwam eveasnmmmtneawnrn@@ahwwg anthe user the identity
i nformation conprisin | east the data ertalnln to the user; .and (d)
conpari n§) t hecanepafrg tt ‘ﬁ’ﬁ"ﬁftyrrﬁ'lfqrﬁﬁt‘oé’n&”? e odata, RSERPEEniondhe ¥SehdTuser for
aut hent | aatidnachtioh ofttheeuséser . 8. The met hod according to any one of clainms 2
to 7, further conprising sending an authentication nessage to a financi al
institution. 9. The nethod according to any one of clains 2 to 8, further
conpri sing sendi ng an acknow edgenent of authentication. 10. The nethod
accordi ng to Hifymeied aecording tHBa“Z ong of claifpse? & f TLRRericANGESH%SOLRe #ed usi ng
at | eastauivatiefion messali loa finehaephetiteton t h a digital canera, a nobile canera
phone, a tel ecomuni cations enabled PDA with a digital canera, a digital
canera able to be connected to a tel ecomruni cati ons enabl ed corrputer, a
digital canera able to be connected to a nobile tel ephone,

t el econmiini cat eometheh assrinade iy £ne CARBIMS, 2 Hhi fél“'%élﬁ”@ﬁ’r‘ﬁ"l?p%ﬁ“ﬁ'ﬂ"?@@l y
connect egtkhdwi@gemanef &ithenfidatiod.he nmet hod according to any one of clains 2 to
10, wherein the image is sent by one selected fromthe group consisting of:
MVB, SMS, enmil, instant nessage, and digital data

10. The method according to any one of claims 2 to 9, wherein the image is captured
using at least one of: a mobile telephone with a digital camera, a mobile camera phone, a
telecommunications enabled PDA with a digital camera, a digital camera able to be
connected to a telecommunications enabled computer, a digital camera able to be connected
to a mobile telephone, a telecommunications enabled digital camera, and a web cam

operatively connected to a computer.

11. The method according to any one of claims 2 to 10, wherein the image is sent by one
selected from the group consisting of: MMS, SMS, email, instant message, and digital data

transfer.

12. A method for capturing an image using an apparatus and obtaining information
regarding the image, the image containing a tag, the method comprising:

(a) capturing the image using the apparatus;
(b) sending the captured image to a server for enabling the server to:
(iiiy process image to locate therein the tag and to extract data from the tag;

(iv) conduct a match search for the extracted data with stored data in its database;

and

(c) the apparatus receiving a response message from the server,
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transfer. 12. A nmethod for capturing an i mage using an apparatus and
obtaining informati on regarding the inage, the inmage containing a tag, the
met hod cowproai/asgess(a) capturing the image using the appersicaeis/opdsys sendi ng
the captured inmage to a server for enabling the server to: (iii) process
image to |locate therein the tag and to extract data fromthe tag; (iv)
conduct .nmat 8hmethed &in dapipringhen érageagsing ao @pparaius fand tabtaininad ifaamation; t s

dat abas epegé\eﬂg Gr@.ms&e R HRINNE @by 1R @hd SRRPASIK: Tessage from the
server,13. A method for capturing an I mage using an apparatus and obtai ni ng

i nf or mat i on I eQ &Jcdiving frérh eheiapp@atus theeaptorg énaent ai ning a tag, the nethod
conprising: (a) receiving fromthe apparatus the captured i mage; (b)
processi ng caf wrosdssingengetuted inagmtoclocdie thealgg tirrseiviand aredegsingcbe Aanlg t he t ag
to extract dabarabhRtAhérem;(c) conducting a match search for the extracted
data with stored data in a database; and (d) upon a match bei ng nmade,

sendi ng a resEposRIuETRG JagcH seatch forappextaiies dath4vith Bloeeditdinch dutataeeli ng t o
claim13, vvhe n the information obtained regarding the inage is whether a
user is aut henr{l cated for a payment transaction, and the captured inage

containi ng_a @ easRsanied b neafdeega;.emew& Mﬁsre%é;@agaftoﬁ@taap&%g aining to the
user. 15. The nmethod according to clai mf4 further conprising: (a)

extracting froma key database of decryption keys a key for the user; (b)
using the key to decrypt the representation to obtain the data pertaining
to the utker; The) metiod acbidng tbrcim 46, wokeein itheyinfbanation obtaingd medardind titor mat i on

regar di ngg @% \M}%ﬁfer alub& id dRmntidated of Q'bgﬁﬁér@ﬂaﬁs%mh' &ldfe 8iptlré@mhagkhe data
pert ai nlqng to the user; and arlth%tthe data pertaining to the user

and t he @mqgtveprﬁwa[t@q ?f(ﬁqgryéted version o a pertaining to the user.

15. The method according to claim 14, further comprising:
(a) extracting from a key database of decryption keys a key for the user;

(b) using the key to decrypt the representation to obtain the data pertaining to

the user;

(c) extracting from an identity database identity information regarding the user,
the identity information comprising at least the data pertaining to the user; and

(d) comparing the data pertaining to the user and the identity information to

authenticate the user.

16. The method according to claim 15, wherein the representation forms part of a

financial instrument.

17. The method according to claim 15 or 16, wherein the data pertaining to the user is

also compressed.

18. The method according to claim 16 or 17, wherein the data pertaining to the user
comprises at least one selected from the group consisting of: a number of the financial
instrument, an expiry date of the financial instrument, the user's name, the user's date of
birth, the user's address, and a photograph of the user’s face.
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aut henticate the user. 16. The nethod according to claim15, wherein the
representation forns part of a financial instrunent. 17. The nethod
accor di ngvoeo@lssexws 15 or 16, wherein the data pertai ni ngcrsGeins/ouesas i S
al so conpressed. 18. The nethod according to claim 16 or 17, wherein the
data pertaining to the user conprises at |east one selected fromthe group
consi sti tgy of Theamathot exccafiing he ahy nesof tie ¢12ims rignonts, whereix fhierfinadeiale of t he
fi nanci ajnsthpsint it §818dted ﬁr&?ﬁtHé?;ﬁf p BoibRiRy of! HEdIBRY, dSbithake af ledr bf dledif he user’ s
address, and a photograph of the user's face.19. The nethod according to
any one of the clains 16 to 18, wherein the financial instrument is
sel ected fromthe group consisting of: credit card, debit card, and letter
of credi20. 20TheThethedadrodlingde andemegpfictainemis one®, fthel compgsingsanding@n f urt her
conpr i si AfheGRElbNBesRgR Y NERAEA Hslitdfbnessage to a financial institution.
21. The nmethod according to any one of clainms 15 to 20, further conprising
sendi ng an acknow edgenent of authentication. 22. The nmethod according to
any one of claims 1 to 2 1, wherein the apparatus is selected fromthe
group cofsi st Thegmethod accotsiiyigl te anebrepd olaimsa & to 29ufdrther gompdriging sandipa@dra, a
digital SRRRhidignbht PHithdmitdliohel ecommuni cations ability, and a digital
canera operatively connected to a tel ecommuni cati ons enabl ed conputer. 23.
The net hod according to any one of clains 1 to 22, wherein the inmage is
di spl ayed on at |east one selected fromthe group consisting of: television
screen, 2fti othepnethasrascyrding eranyloné ditpteimsl] toctimpberein thecappareius iscseleeteden of a
| aptop, gt ﬁ’l@%%p%fms?iﬁiﬁ{; 8 aGIBMHeRbhorR WitRRN Bigita cRAERAD bigitf eameth i Ng
devi ce, a personal dII%I al assjstant, npbile or cell uyl &r t el ef\%;ﬁ)ne, book,
magazi neVtnRlkatsleromAwyieatians ability. 19 AT CPEANSILTIREETDIP 224, The
met hod aeleamthungpationsangblehengiutec! ai ns 1 to 23, wherein the captured inmage
is part of an advertisenent and is sent to the server using a system
selected fromthe group consisting of: MVS, SM5, email, instant nessage and
to a URL of the server. . . . o

23. The method according to any one of claims 1 to 22, wherein the image is displayed

on at least one selected from the group consisting of: television screen, motion picture

screen, billboard, computer monitor, a screen of a laptop, notebook or tablet computer; a

screen of a portable computing device, a personal digital assistant, mobile or cellular

telephone, book, magazine, newspaper, newsletter, and another printed publication.

24. The method according to any one of claims 1 to 23, wherein the captured image is
part of an advertisement and is sent to the server using a system selected from the group
consisting of: MMS, SMS, email, instant message and to a URL of the server.

25. The method according to any one of claims 1 to 24, wherein the tag comprises:

(a) a first section containing a visual guide for identifying a location of the tag in the

captured image; and

(b) a second-section containing the data.
26. The method according to claim 25, wherein the data contains an identifier for the tag.

27. The method according to claim 25 or 26, wherein the data is also encrypted by the

server.
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25. The nmethod according to any one of clains 1 to 24, wherein the tag
conprises: (a) a first section containing a visual guide for identifying a
| ocati on wb 206v38@g i n the captured i mage; and (b) a seeomdGesiD@NS
containing the data. 26. The nethod according to claim25, wherein the data
contains an identifier for the tag. 27. The method according to claim25 or
26, wher e?8 t hdegaethod goggrding onemypiceef B3imsS toe? evhefdn thEhésuabowidel

accor di NGohPrisddYa edHRIaPigesih@tidBhape With 2 GecoMaedabd withR e Fedlar @éblq&né:onp“ Ses
a regul ar georretrl c shape with a second shape within the regul ar geonetric

shape. 2§ Hhe met hod accor di ng to claim28, wherein the regular geonetric
shape is a circle, the centre of second shape |ocated in the centre of the
circle. 30. The nethod according to any one of clains 25 to 29, wherein the

second semt | OWhG%Hﬁﬁdde%SoraanQf elgim 282 wherdidttRe RRURBH g¥ridkidsHapeiskP&’R! . t he
a link. 3 1. The net hod

bor der ng, 10 t he vi S

accor di nghﬁ fnsgﬁ spapq AFH 'Qg‘e%Smﬂe(ff (f¥%-ag further conprising a third
section conpri SI ng a brand or |logo. 32. The nmethod according to any one of
claims 1, 12 or 13, wherein the response nessage conprises at |east one

sel ect eg 3Br ommb%&rdatubc@amg |t§bh3“6ne0$f cle{naa 2b b 20" Rhdr&iR theeSRbAH B&ttigh Pr oduct
pronot e

draw res P an(e %)a og%eéin%?') (?aﬁ%?? o WBFI"n &"é% qr?)e[r g’? zgﬁ]e{) PHEY Jo"}fﬁgb ("%e) ‘)"%1”3' pri z¢

confi r matguiga by ligd acenent of the order. 33. A tag conprising: (a) a first
section containing a visual guide for identifying a |location of the tag in
a

31. The method according to any one of claims 25 to 30, the tag further comprising a
third section comprising a brand or logo.

32. The method according to any one of claims 1, 12 or 13, wherein the response
message comprises at least one selected from the group consisting of:

(a) information regarding a product promoted by the tag;
(b) an offer;

(c) a redemption message;

(d) a prize draw result;

(e) a confirmation of receipt of an order; and

(f) a confirmation of placement of the order.

33. A tag comprising:

(a) a first section containing a visual guide for identifying a location of the tag in a
captured image; and

(b) a second-section containing data.

34. The tag according to claim 33, wherein the tag is a financial instrument for a payment
transaction, the instrument comprising a representation comprising an encrypted version of
data pertaining to a user.
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captured i mage; and (b) a second-section containing data. 34. The tag
according to claim33, wherein the tag is a financial instrunent for a
payment twens&ni3das, the instrument conprising a represecrsGes/ oar®ri sing
an encrypted version of data pertaining to a user.35. The tag according to
claim 34, wherein the data pertaining to the user is also conpressed. 36.
The tag a@cormhengagt accoldag nto Hleiror 343 Syhewdire thei data fpertalaing ipdhre useniiagioo t he
user conpld it | east one selected fromthe group consisting of: a nunber
of the f| nanma instrunment, an expiry date of the financial instrunent,
the user's nane, the user's date of birth, the user's address, a photograph
of the user's face. 37. The tag according to any one of clainms 34 to 36,
wher ei n 8he f Thatag adcoidimgt toust@imt 34 or d%e vwdeterc thedddta merizihiag de dogp Ue@nsi st i ng

of 1 credidmdridéd at Radleelseletted 1froﬁ1 trt ér@lﬁp Qéns%ﬁr?djbft a rEUanéﬁ'ofi tHedfirfbncigost pai d
card, an_account, virtual bank acc in rurrentd%ge ) paynent,

recei pt , NSIFENG FRPRFY date of fgdina 'W&”‘F%fg”%c%S TlaEe (I 4y S Tt clains
33 to 37b|rtlu\/n|earmer1saduaesd,eum\ombsaohoﬁheasemsf@ﬂ identifier for the tag. 39. The
tag according to any one of clains 33 to 38, wherein the visual guide
conprises a regular geonetric shape with a second shape within the regul ar
georretrlc shape. 40. The ta accordin erein the reqgul ar
geomet ri ¥-sha lgeiag ageopq{ingip &1 YPH%O{“SWE‘?&%‘? géé@@f’?ﬁ’ @ﬁﬁ%’é‘cla E'gf%n:i Kt he
centre ofnetdected fomehe drbup Efdle:stir@gafa@ed]tr@rd]g debit eang, a0laiter of cretlihiprapa®3 t o 40,
wherein e i r ddi n the
bor der, Hﬂ@ @&pg@@aéeﬁﬁeﬁgfﬁe Eﬂtl?)a(ﬁtﬁ ﬁgco\gﬁtsﬁgf pzﬂéngﬂgbﬁﬁ %: ﬁ%awzlzdﬂ The tag
accor di ni§eeiel. 2yrappie” fungt-ai ms 33 to 4 1, further conprising a third
section conprising a brand or |logo. 43. The tag according to any one of
clainms 33 to 42, wherein the second section

38. The tag according to any one of claims 33 to 37, wherein the data also contains an
identifier for the tag.
39. The tag according to any one of claims 33 to 38, wherein the visual guide comprises

a regular geometric shape with a second shape within the regular geometric shape.

40. The tag according to claim 39, wherein the regular geometric shape is a circle, the

centre of second shape located in the centre of the circle.

41, The tag according to any one of claims 33 to 40, wherein the second section
comprises a border, all data being within the border, the border being joined to the visual

guide by a link.

42, The tag according to any one of claims 33 to 41, further comprising a third section

comprising a brand or logo.

43. The tag according to any one of claims 33 to 42, wherein the second section
comprises a plurality of coloured sections, where each coloured section represents a data

value.
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conprises a plurality of coloured sections, where each col oured section
represents a data value.44. The tag according to claim43, wherein the

| ocati on wb 2e@ni33cael our ed section determ nes a nessage a0u/SGrogsroerssi ng of
the tag. 45. The tag according to claim44, wherein the nessage is CRC
encoded to ensure data integrity. 46. A systemfor capturing an inmage using
an appar4tt us Hredtagbé@budingdoi adiror 4@t Wiernein dogaidatiatiap oheadhnegleured Isectionage

cont ai ni&genqingggmgg%egﬁa&%cg%&g{qug. (a) the apparatus for capturing

the image and sending the captured inmage to a server; (b) the server being
for extracting the tag fromthe i mage and processing the tag to extract
therefrom data; conducting a match search for the extracted data with
stored det a iTheithgaaatdagasaaimatddwherpiotheameassaghisiiRthencadateo egauneldalg a
responsgupggsage to t he apparatus. 47. The system according to cl ai m 46,
wherein the 1 nformati on obtained regarding the inmage is whether a user is
aut henticated for a paynent transaction, the inmage being a representation
forming a part of a financial instrunment, the representation conprising an
encr ypt eth. verAisgsteroffod adpturipe ranaimaga gising arheppesaivs add obtaimingsipiorreaticaccor di ng

to clai %égdiﬂmgrirﬁéd%, %Qﬁna@_@rc&ﬁéinihﬁa?a{g?@lefsgﬁém Conprisgel ving the imge; (ii)

decrypting the representation to obtain t data pertaining to the user by

using a key f(@y tHehgppu@tis BXtdpRiingdnd idgedardeyending aha santured iimjgeeidt aact i ng
froman ident| tr\y database identity informati on regarding the user; and (iv)
conparing the'Géntity information regarding the user with the data

pertaining t C{b* g sHRES beﬁn%rforaéﬁraﬂﬂb itlfea’(rait; @Bmhe e ¥RE brocdsding kRe tagits t em
according to clainms 47 of 48, erein the agrpfar %t us i sdel ecji eq fromthe
extract therefrom data; conducting a match search for the extracted data with stored
data in its database; and, upon a match being made, sending a response message to

the apparatus.

47. The system according to claim 46, wherein the information obtained regarding the
image is whether a user is authenticated for a payment transaction, the image being a
representation forming a part of a financial instrument, the representation comprising an

encrypted version of data pertaining to the user.

48. The system according to claim 47, wherein the server is also for:
(i) receiving the image;

(i) decrypting the representation to obtain the data pertaining to the user by

using a key for the user extracted from a key database;

(iii) extracﬁng from an identity database identity information regarding the user,

and

(iv) comparing the identity information regarding the user with the data pertaining

to the user for authentication of the user.

49, The system according to claims 47 or 48, wherein the apparatus is selected from the
group consisting of: a mobile telephone with built in digital camera, a digital camera with built-
in_ telecommunications ability and a digital camera operatively connected to a

telecommunications enabled comptiter.
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group consisting of: a nobile tel ephone with built in digital canmera, a
digital canmera with builtin telecomunications ability and a digital canera
oper ati vevy 2oanmssesed to a tel ecommuni cati ons enabl ed cegopsiceeos®O31The
system according to any one of clains 47 to 49, wherein the captured inmage
is sent to the server using a system selected fromthe group consisting of:
MVB1 SMBH0.emailhe sysieth aagorgingRe any orterad claisrs4T to 49, whergindhesgaptueed imegdisdi ng t o

any one @ént ¢ @k rggrvéﬁusﬁr@ a‘SsystéMﬂga&te@ f;omh&@gauqu.étﬁg%f MMB, SMd, lekigll, sect i on
Contalnln%HﬁgékaéﬁHE%ﬁ for identifying a |ocation of t he tag in the

capt ur ed? €4 second-section containing the data. 52. The
system according to claim51, wherein the data also contains an identifier
for the tag. 53. The system according to claim47, wherein the response

nmessage §ONPI rREsys@in dcBétaihg |y DRé SRRk §7 @50t DiReralh ﬂié@a%&;ﬂﬁ)hﬁsi ng of: (a)
i nformation regardi ng a product pronoted by t he t ag; an offer; (c) a

redenpti on nmegsadiest sédipn @ofsihiag a dsaal guids frtiden(ifying @ leearibn ofrtbd iagrin ok recei pt
of an order; éﬂﬂ“é %mﬁ gﬁgflrnatlon of placenent of the order. 54. The
systenlaccord y one of clainms 47 to 53, wherein the inmage is

di spl ayed on @ﬁaggﬁﬁgﬁg@gng&hggﬁ@ﬂeﬁﬁgn1the group consisting of: television
screen, notion picture screen, billboard, conputer nonitor, a screen of a

Iaptop, not ebook or tablet conputer; a screen of a portable comput i ng
device, a personal digital assistant, nobile or cellular tel ephone, book,
magazi ne$2.newBragyetem aveqding ta @gim Sanwhesgin theaiatamisomostding @b ideptfier tonthe55. The
met hod aggording to claim14, further conprising: performng image
recognition on a captured digital inage to obtain authentication

53. The system according to claim 47, wherein the response message comprises at least
one selected from the group consisting of:

(a) information regarding a product promoted by the fag;
(b) an offer;

(c) a redemption message;

(d) a prize draw result;

(e) a confirmation of receipt of an order; and

(f) a confirmation of placement of the order.

54. The system according to any one of claims 47 to 53, wherein the image is displayed
on at least one selected from the group consisting of: television screen, motion picture
screen, billboard, computer monitor, a screen of a laptop, notebook or tablet computer; a
screen of a portable computing device, a personal digital assistant, mobile or cellular
telephone, book, magazine, hewspaper, newsletter, and another printed publication.

55. The method according to claim 14, further comprising:

performing image recognition on a captured digital image to obtain authentication
data, the captured digital image being a representation forming a part of a financial
instrument, the representation comprising an encrypted version of data pertaining to the user;

processing the authentication data by decrypting the encrypted version of data
pertaining to the user; and
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data, the captured digital imge being a representation formng a part of a
financial instrunment, the representation conprising an encrypted version of
dat a per twonoeg3s@st he user; processing the aut henti cat ipom/sdavos/obys18
decrypting the encrypted version of data pertaining to the user;
andtransmtting the decrypted data to a server. 56. A nethod for producing
t he repr esent &nswmittingfthd deerypted datadoadérmey. t o cl ai m 34, the net hod conpri sing:
encrypting the data pertaining to the user with a private key of the Public
Key Infrastructure (PKI) key pair, the encrypted data pertaining to the
user including trailjng identification nu rs, of the financial Jjnstrunent,
an anti -ﬁeraudgrﬂﬁﬁ?é’r‘!ohgﬁ’d%(ﬂﬁ ¢ FRRSAUAtan g’? ﬁfeh@gchﬁ%[ﬁ'eg A c"’"r'?%t§ ‘r"uér?teant; and
conver t i mgthodhengrisingpt ed versi on of data pertaining to the user into a
predeterm ned nunber of slots to define the representation. 57. The nethod
according to @lcarinsthe detrepeiainingdo et vsef MR RUYAR ey &F ShecBilic WY fi cat i on
Val UF (Q\%aﬂﬁﬂ&&?r(PKﬁ&eyTﬂw, Rt bt peacaitsl ipBaitiy ¢ &ienuded inchiizgetratiinghe (BN
trailing. dentification,nu S t C ifhcatl Nrder (BIN).
59. The 'ﬁ%’g'ﬁ%a&forér&%a'?eéﬁ érh:t]h f['(;n%g%'%i"?sngrg%?ﬁﬁn}rn??% ?h@ﬁ%gﬁg&gﬁrﬁ%&rranged in a
mat ri x. ©efinanpiel instrument: ancor ding to cl ai m 56, wherein the slots are
circular. 6 1. A conputer usable nmedium conprising a conputer program code
that is confi Yo tae engted Vet A dataperiaiging fo gy eb'ﬁ@r%‘?reﬁ%‘?r&m nctions

t 0 per f ofiumbiehef sfoetth defineftheaepresentatioh. cl ai ns 1, 12, 13 or 15.

57. The method according to claim 56, wherein the anti-fraud number is a Card

Verification Value (CVV) number.

58. The method according to claim 56, wherein the trailing identification numbers are not
a Bank Identification Number (BIN).

59. The method according to claim 56, wherein the slots are arranged in a matrix.
60. The method according to claim 56, wherein the slots are circular.
61. A computer usable medium comprising a computer program code that is configured

to cause a process or to execute one or more functions to perform the method of any one of
claims 1, 12, 13 or 15.
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