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"1 Method for securing a two-way conmuni cati-ons .channel __

and device for inplenenting said nethod The present
invention relates to a nethod for protectin
5 communi cati ons channel and a device to m‘ﬂ"'ﬂHmmmmwm

"method. The invention notably allows cammuni cafipes

to be established between al plurality of networks
with different |evels of security. Security st andards
reI at i g%rtto comruni cati ons between networks 10 wt

Yethed Lof Securinga dwowry, FommuRicatio &ﬁ&genemq rievrcegor
constraints with iPelRMertiRgsaid method oy operability
bet ween said networks, but also with required

perfor MRRY S Hegeﬁtqﬁv tr% g@‘& troraa orotf mg@&ﬁﬁrg a two-way

il lustration, I'nterna corpora el
eemmwINicatiens tqirana@leramd gedevce iatimpfenant atheexathorhl The

MOEMESTK, nd@é’dl NAllchat ld;ﬁhfrﬁlﬂﬂtéthﬁrts éosfbé‘téé{té}:ﬂrtsﬂé@t Mfﬂivgenl a
r e ormto e externa

ﬁ@'ﬁ&ﬂft SW'@W'H HE eé(e P"Wor porate networks

comruni catl ng via an internediate public network -

for exargg&mt E‘t@n&é‘rﬁ%ﬁ’@%‘trng th%%ﬁrQnr@é nt%?tween networks

gentr rmation encrypti o ecry
liSiebt Fevad T otk ofiano EPAse. GaBHCI chbsmts with
tmuupemhts rfet \ioteksperadbility obetweendabal aretwenkey Yot ealsat with

t t K,
K%uﬁrgﬁggﬁgﬁﬁée,?%méﬁ?iéﬁm@hhmcorpora e networ

ese recel vi ng Corporate
net wor k BhWay@h ! &Jsrrayorr rit 'n’r%rnabpwpate etk iy authosized
t receiVepoedin deth VoK ars eikteanainhétivork, i tlutUie atrptiesn the

R0t Rttt Ay HeBehah B LRl iRE Sono' iR, 8ma

tran
MOk Tmla mrr@@mpém if fwoecorppegie Netwarks epmaiunicatingvia an

h@eﬁﬂ!ﬁirdté&ﬁrbﬂ@'ne%r@ﬁf ﬂir%xﬁmd@rthe Ihférnélu‘ WishV\fbr é’)‘é:hange
Iow—senltlwté ) ée a (Ia iha o
Ko eRte @GR, o SodrPtdidedintbn Banndr biaced at the

puipubobeachyehthese [cprpasgie mesworksn £viti afdhe nata afe erutrgpted at
treeoGtpuNefi thK tﬂin%ﬁ‘ﬁﬁrh@'&ordor&e rfertﬂmkt 'ﬂ?eée”da% 'B@|ngn@ér.¥‘ﬂ5t5d

o.,the external , In additjon™to
e didire NS0 RarmortE NN G ol Su<hrs et A i ctign agiginating
h‘atr‘a aofdoeponate aratedrkt ds alsatdmeittédser dreatfyptedplfami) o the
SMtE %ﬁ@né‘t\nﬂaﬂfl ing and control data inherent
0

|nt e rraaerrent t he datatransport
pr ot ocolS ”§'3ﬁ an@ &ead HAVArAgY fooPgabler Qﬁéarﬁsfqré’@t%tn thgeuplink
diretion] 8. fromtthe expdrhaknetaoek tdwmedmvmhalrdorgbra&echemsk in

PR YGRRLI R, 0 beE OOk B orflloct oth 1 Liarer
aersifviy levalntileedatadraasren Rrelage Feensrally reqees frangnissions
Bf d&aiih YhaTBoWRIrK direcBbilale. fromTBiRAgRrAalédvbrkto the external
network. In fact, in addition to the useful data which are to be transported (set
of data often referred to as the “user traffic plan”), there are also signaling
and control data, inherent in the management of the data transport by the
protocol, said data having to be transmitted at the same time in the uplink
and the downlink directions. The signaling and control data, which exist
notably for the IP (Internet Protocol) and Ethernet protocols, are for example,
acknowledgements of receipt or priority markers in order to manage a quality
of service during the data transmission sessions. On the other hand, the
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of service during the data transm ssion sessions. On
the other hand, the ~ll~~~~ 1111 LLLET FLEL THDLI
FEErr 1~ ~ *@0002* 2 processing applied to the
data (total encryption) is identical regardl ess of

"their type, which, in a context of devel opment of

mul ti-nmedi a communi cations 2channel s conbi ni ng voi ce,
data or video, becones nore and nore difficult. Al so,
in order to benefit fromcertain basic services such
precegsing tappliéd o tserdatz dtataneryarymtivn,) is tiderticak cagsaleys of

their el W(si i ﬁﬁ@éﬁfé’i@)ﬁf d&%éﬁ'rﬁ{ﬂﬁ rﬁ&ﬁé‘% munications

encr W Se
%rmm'ag vaipeadaig Qfeméeqi@gﬁvm@émcwe énpne icult.

pr ot eCt édsa) et 'vaddt o @@deﬁtffﬁbm Ic@ﬁelfhrﬂﬁikﬂéei‘wl@lelbbuﬁ a%quallty
S W ng at a
o e K
FRIDMUPications ﬁh@erﬁ,eﬂmrvpﬂeév@ gthefwisecauthprizing ébe sngnallng
ARFOH dcntion dEtnbibeataryiniRbd b dMABprataetedSEANbRE @fd the
b %Iesoeﬂw ere For exanpl e, each network nust
Hﬁegﬁ%%gg%; do el FVRE server, a universal tinme server
or any ddrepveryihe atisence of owankiatbwing datato be iexchanged in
é“b‘ﬂot@@l‘éﬁ' ﬂﬁﬁﬁélaﬂ)etm}é% neﬁ%ﬁ&t \Mﬂlu dﬁf%réﬁﬁle@?@rcﬂtée% ity also

nost | cs he status o
P e B HRIGIAR Y SHURBIT NP BEROCKS® denaoRmen ol
Iémrcem;blenéat&nmgtpbrlom@&mouﬂm a Bomairewamplserverf a iusiversal

ﬂlrﬂp‘%éﬁ)eplo? ahg ey ﬁe Sf Qé}@lcet\&’m& %ugl FiGri ?lghv&hb%ential but

I nd |ca |ng a I ch has urre

SRSENHRL IR S pPeIRIioR. Nk%e%vegi Wﬁl%ﬁgf}%i"ﬁﬁfé{lﬁ@ﬁﬁtwﬁ af e public
wétivork d:é:hndtlbéldaﬁmeﬁiibutythl’tﬁJ@hQﬁéfelnd%tlbﬁHec@pfmoﬁe\h@es For

SLG0SE ey REABANE 08 S I o oy Ph o

iggidany d’l’h'@'@m@@%t@cquﬂeéumoﬁh% prgtacted angiwotkpess o simple

malf@srdt@el Ch’#émtth@h”@nmmﬁsﬁc%ﬂ%: hoHRRAGENRIA éa%m be
i C

trol th
isathbd Ry 8 iRlosli notbSy U hénfTk T2 oRREIRG of
Fﬁrotedﬂental n types of dat a. Hovvever this solution
entails Ay %'ﬁémaﬂ\?fe %I@tﬁ)rﬁtcbﬁé%gﬁr in §uﬁ‘r*éh§ nboc&ﬁ?ﬁ Qbes of

teied B o PRdrEeTRs BoiBRRCURSH O™ RASWITGN: Cenig via
theopusie meteoek, fiorothepwovds)gereédting antaziditipeablbbmimunications
ﬁﬁq%?fbr%ﬁw e otflaa@ifl-ﬁ&&é\fgr I Eb8tidH eﬁ%ﬁy l'sky .as an

erls rom si ng
afiacker I‘Soﬁb‘@hﬁose’ﬁlﬁb%% chepgelalg %aa@pelatorr@faﬂ%éo eak from
protestéd netwiosk.a net hod for securing a two-way

comuni “(%é 8&§ct of the invention is to propose means for improving the
interoperability between networks with different levels of security, while
fimiting the risks of compromising sensitive data. For this purpose, the
subject of the invention is a method for securing a two-way communications
channel between at ieast a network N1 and a network N2 with a lower level
of security than N1, characterized in that it comprises at least the foliowing
steps:

- defining one or more types of data authorized to be transmitted from N1

to N2;
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channel between at |east a network N1 and a network N2
wth a lower level of security than N1, characterized
in that it conprises at least the following steps: -
defining one or nore types of data authorized to be

"transmitted fromNL 35 to N2; 3 - for a datum

transmtted fromNL to N2: 3 if the datumis of a type
authorized to be transmtted between N1 and N2,
routing the datumto a first filtering step, otherw se
r oubr aglatue tradamitted fooramNeteciypt i on step, 5 - if the

dat urg {3 UG dr % IPE@ au!tt{cﬁftze{j1 It tbgrtH?\%nﬁlrt&P beﬁ%e%ﬂVNl ik gnd

the context assoc
or no\@ wWwhngsths qth'F‘etosatfb'Si Hkt,erua Eﬁﬁhot @tflﬂ%’lﬁén'to IR@ the
cr eatdeomab an dricigRionadepiuni cat i ons channel, - for a

dat ur‘t{h aJE%LWntlé %:Ltgé ?@h’g%lrgt&ntlg}lhﬂ]%%pe dl ft he dat um i s

aut ho bet ween N1 and
N2, I‘OUPI ﬁ@vméha&pmﬂxt asspciated withthis datunmg st ep,

ot her wi se dppWfindéné bemo@@bHalyéne fikefaBthPHARM f Sidvent the
if the datum.s iltering step: o

conpari ng q?]%t'oé’o?ftaewﬁg%'? C?WE‘“&'A&%'R{‘W%?P'} e cont ext
savieda desurd neinagpittedefrén NG tof N1t eri ng step and bl ocki ng

the qfifHén?détﬁn{lQ%f LQYPE VtrorBES th '%QFh?isslﬁilt‘?éH betQ/een N1 and

ot her a e or
Che. dut iRt ARy It & SoRaE: SR othRRNiFd Fauinage
st ep daiuprio sedeayptith gibmse of syntactic anal ysis of

the da fh%da?ﬁr‘nenqs P&lﬁé&t&ﬁ%%éa&ﬂd'ﬁﬁ&n%&étbp‘ ty of the

format of dat um accor ? ot ocol used for
the traRsRPERIotne eantexiyat e dﬂ&‘t’ﬁr‘ﬂ""’hd“? sopipxt saved
embodi mentduringethiel Fitstriillzgingt step camp Ibicakinga thep lasem oif the

semantic rmégé §¥e E]ﬁ&l“bqstggtt a, said phase checking the

consi stency responses transmtted fromthe

net wor k ONDtReWises a@étwmwmr mare aralygis biters ¢o theedatum.

requests transmtted by the network N1 to the network
di.nen terin

N o o iRy o208 “ERREIE, vl Gnblld 47 edhles o
phase phawdadicasnalysis@f tihe dafe, slaitb phasey chéckitey thecsaidiy of
fHe bhRattRtRe BXRARABESTARG YRR pidiScdl BEYPFIF thY transmission of
this datum.

According to one embodiment, the filtering step comprises a
phase of semantic analysis of the data, said phase checking the consistency
of the responses transmitted from the network N2 to the network N1 in
relation to the requests transmitted by the network N1 to the network N2.

According to one embodiment, the filtering step comprises a
phase of behavioral analysis of the data, said phase evaluating the
probability of harmlessness of the data exchanges between the network N1
and the network N2 with regard to predefined scenarios for interconnection
between these two networks, an interconnection scenario defining, on the
basis of the states of the data transmission protocol controller, expected
durations of transition between these states.
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30 and the network N2 wth regard to predefined
scenarios for interconnection between these two

net wor ks, an interconnection scenario defining, on the
basis of the states of the data transnission protoco

“controller, expected durations of transition between

these states. 4 According 40 one enbodi ment, the
filtering step conprises a phase of retranscription of
a datumformatted by a first protocol to retranslate

it int oPa:cdaiimgntboomtemuodﬁmeat stheofitlenivgotstepolcontpriShe a

Eﬁgélee&ftreﬁénécj? ti r‘i‘\SPQtdaﬂﬂn Ity H@Jtt%@ tﬁ/éjﬁ?é't ?otB&l?éf'é%mHsﬁﬁe

nications ¢ annel etvve n at | eas
‘FW%? q@é‘%/% naiedRy e gecndaigiocRkt work N2 with a Iovver

| evel of security than N1, the device including an

encrypt "[‘H& {Uﬁfégt 6 fﬂ%qn?erﬂ%f\rly B stoqéqdég?gé"{q estéa%hdaeMoc\ﬁay

i ncl udi n
¢QOMUALga p'@amﬁh bgtween at laagt ﬁv‘tﬂﬁﬂ I@etWPH@Nﬂ i arsi als@cond
fitork BI2nWTHkl e logter dévid df cdatyathea Bt the Adevienitiudihg an

éﬁ%t Jﬁemo Lufe nd“?tc}’%&@h:t.’& mgégtﬁ Pe{hettﬁe\ﬁ&eln%fﬁg\’rrygoéﬂt R8st a

e or econ
firstiguéing @nqﬂm@, a pecasit r@up@@ mdrylaaan@ arfétering niaduia, ttlms irst

ezl %d&ﬂé"@ﬁl’@ldﬁzthe%atté‘ﬁécﬁé?s bh?mgﬁﬁé ¥#Bin B HRHERORN1

filt t
s éﬁéﬁé Phigvplih HREhiscord e dltpria ol dhe Secencispting
mbdulacgwdlngt ihesdataepacketsaiorigidatimg ﬁlimm ftind Isemdmrdy network N2
é’ifﬂé"t& tk d8556tidrPHoR0 @Ite‘{?@ﬂﬁe ol %f thd filtering module

non-limting exanmpl e an errln atta
mRigrapEng ﬁhﬁ ’V\ﬁﬁhEH as de}sF@Qﬁ‘ba@V@hows a synopsis
illustrating the steps of transm ssion of a 20 datum

froma f(b thef &%Méhﬂk@ %Bée%‘éin&?t h“P'EIJﬁi(V‘Hog&mﬂ | F]&%rled

| evel securlt an t st net
@e%ﬁ”&'%tPr@M'dﬁétWowaYé&cﬁ)ﬂ@“ﬁ@'ttr@ eXAMpla\ane !recﬁer:rrmg to the
Atteomeldi drwihigs eiatiien:; - Figure 2 shows a synopsis

USRS ARSI Bef PP 1
t he czsumpfp@r@u a érsiinebeerkdn, a Bgcanspnsimerk withravtawerileve! of
oL NOSbARAPRAAY A S hoth MKy Aol flrclob ! thod
deV| C%CGIo %?ﬂsﬁie 'H\ﬁenﬂ‘{g’ﬂgdﬁwawﬂﬂ Tet?ﬁ OBkt hod accor di ng

t 0 -t higigurev2 rahiowss; a syRopRis dlustratirgitheasteps op diagsmission of a
|11 us§digh H&wfe@ﬁ tHé‘esaﬁfe ﬁer?R@SE's‘HBmﬂ%'FQSure?’p but in the
accor O AL irefion, M Abbivmg' & pobteton Mo L Sordidg to th
net wo?RROSIS y applying a p ethod according to the
invention (uplink direction);
- Figure 3 is an example of the architecture of a device implementing
the protection method according to the invention;
- Figure 4 shows a synopsis illustrating the use of a protection device
according to the invention to allow two protected networks to

communicate with one another via an intermediate public network.

For the sake of clarity, elements denoted by the same references
in different figures are the same.
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communi cate with one another via an internediate
public network. For the sake of clarity, elenents
denoted by the sane references in different figures
are the sane. 5 Figure 1 shows a synopsis

“illustrating the steps of transm ssion of a datum from

a first network 111 to a sebond network 112 with a

| oner l'evel of security than the first network, by
appl ying a protection nethod according to the

i nvent i dfigure Fshaws g, syaopsis illuskalingthiegstaps bhiyahsmissivh ef

% 6{ ?ﬁr&ﬂﬁ%\@rfhs%%wggﬁ ‘gf ‘Pfoeé \éﬁg%ri)cy n@ttm{??lyﬁ h ?Qvit'ﬁoéj Wwer level

eheeausty B}ansth@rf'r%cr@twprkt @y 2ppiYinga m@egm@bn@(ﬂxpd geperding
fieeSshwantibA. transmt the datumto one or the ot her of

h 4 i _
rodar e 105tk oaty T phBnpBIE M  hBSHE e 111 s
Eeeiveddy afouting madum 108, whichi guides saididatum 10dreither to an
exaplich sféb Y&W oPfo @nfulwamby§e,§ 10%. trae d&i@&f\g@tﬁaﬁsrﬁh the

SOCI
BoEmTaoTe ft fttheronshere vidgteph TR 0PN ok BY tieyfRlng
medele B0 acedrdingsb the QyrenoSinés datummt @t.cBntypei afrihég datum
rrﬂgg% ?%{ﬁHﬁlheanoP Bﬁahmﬁgg mgn %mys‘@e%te AeEa8fa Whigh
Sosttedwish Hdhy 8 TBeRPAPHASEHST & Sxare the snetagata of
trrea Iﬂpmtvmhelatmgtton@yenﬁdmﬂ the TR (MDsén §ustdm Inkercotariaction”)
FnQﬂjeI Iéhcfmagé ’thé riPté}fdregg(%Whg seﬁ@gfe aﬁ?BF 8RS eréci?ﬂ;q e the

conmuni cat | on ports are associ at ed

GRMABINIGANAN (e H’%‘ﬂs K er@mmeﬁ*dm%q!\erv%ﬂeéermm dheeptep 103,

_ ¢omwwmatth@mnnghﬁmmé 102 andstgurreanedafil Wor Kin¥d, in the

LR ShrBCdaRER 28750 EonHUBIIbE RSt
ﬁﬂwtﬂeﬁaautbwzqdh@r sapwit refgrmnationy viey 8t different communications

en@mewt viaN. thEOIseB@dPhétwoRk I ¢m2|esthe5%ﬁﬁerb)édﬁf‘&sfe§r shd/or
et wor onai nane r |ocated

the ..
SRR P0m0rs 1 FHTE e dBaTot 1 naramemiaidng &, nsiive
mnm’i@nntblereforet tleguigingsyptenaticsneryplio, si nce the data

cont ai nethrl dkahffis, a F&fﬂé%isgerﬂ% fhetfirlenoRBH 961 & adfomain

REe! iE ToalSe o AR sScorapekaei s Skl g itering step

rI 84 candc eotr &s ey ahcwptlors astep 68, sitice etbe addte ontaihedd lirs dthis
(ﬂfésis ﬁ{axer{o"‘t be dYN g}élré(d ?ﬁ @SHQ e TS é?a%‘é’ﬂlé ¥a y be. extended
st nposed on nce e

ral vvor KS CoO r ne
%?h@a't'ﬁﬁ%ﬁ Phé?'é/fC@rse fs %’@é‘?P%sb%’FﬂVl@ﬁ@r (ASOHESE FRSEREEON
Bévives pditeaddrieas] uajversal jﬁmetsimvérevelnoﬂ?éblpﬁap‘értqmg beisBgurity

Bﬁg;trla%{g ?@p?g&g Bﬁi the nERNcirlgg c?ﬁ SRLS %%trfﬁe%iag tRerefore

orize ansm orm |on Vi
pelseen |a'$garsereqiyr1tm mathodowith eenitplied opaeity: dire tevel off opacity

being configured according to the proportion of services authorized to
transmit information via the filtering step 104 and according to the context of
use and the level of associated threats. The opacity is of course maintained
at a high level for the networks which require high levels of protection. The
conventional case of total encryption may furthermore be obtained by not
authorizing any transmission via the filtering step 104, in other words by
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use and the |level of associated threats. The opacity
is of course maiintained at a high level for the

net wor ks which require high levels of protection. The
conventional case of total encryption may furthernore

" be obtained by not authorizing any transm ssion via

the filtering step 104, in ®&ther words by 6 forcing

the routing nodule 102 to guide the received data

systematically to the encryption step 103.

fdecing tthe Ir@ﬂm,g mbeulautdto gaitie dhe trecdiveahdatat sydédratically to
té/i'ﬁ:?_v (23 with different security |evels nust

e acc rrpanl d by protection neasures. 5 In fact, it

i S possi Nﬂ@”ﬁ@'eéﬁw@ﬁtauzﬂ‘% Eatiem i anenit dalachetwgpe agtworks
tan difesent securidelevele musihe aacdfmg@}ﬁ@d B ;ﬁb?é'chd)rﬁméasures

SR S b e AR o R Rnkauorlun i FPAES FlpRless in

@mm ﬁreaé%ﬁ&'ddereor ﬁlmlrarmpptmnumnoea§han@e.lcNeabllxarﬁor a
%qdméeofp@ak eﬁaﬁzka@y el Lﬂdckéﬁtakbheseﬁia@étb@awno@ contain

SORTRA EEirstod “heragia SiGHRsEn o dheue etk may syt in
theparehtiamot A eommgticatienvemdie. Ebdexampleedurirer thedrareiwiesién

égtg \’/?/géﬂ&edaé{: (ﬁsrﬁag@stgt)f ?rqaer%f:rﬁ% %{ Ielt ﬁ&ﬁ thé ‘ﬁgst tn'ef{‘f@‘ork nltﬁra&ﬂ%e
BECp NOEEK) 115 (B ESTURaRE GIOTS rifofERatIPER e Rena
beMHedeeaxfh révpuest msay wehswiole 4 ldodeFahichesamilee exploitédeo

gakgg% kif r\gfo?l;ﬂaf?@r? ke ttﬁe fcﬂt%ag %f p(rlé Ritse PQt(NorFP nIE\Q' "Hr

servi
ﬁme'@sm 0 c@&ﬁcﬂf mrkmarqu059t5|fﬁr E'WePUFQQ*F%@f ganagigg the
quaﬂty oy sefviceain the eoutiigksfrsaitl packets, i atseoraial Sﬁma;ignqﬁ the
(0) d n te a.nj en
RS RLoRASEL a8 PR T bty i Reson
gﬁpmt& r@amla@mnybmtam hitdep cooBnunipafionsebaypeled dat um
101" pr csbeepdiybyr Bei dateineR gtﬁdéd B Ed@gbotion &@E 103 the

BRE90Ra SRuPCIIR obldiq bl AIE SR HILS LSS ihe Ligha

netwarke dript if ding/ datmenqogwdadtthéh@altenng‘ step W4t doketergaes a
F&%”s&na |HﬂeﬂQ§6‘ t&%@&ﬂbpﬁh Qitre Qﬂ?\”ﬁ-’e %rlﬁ%f daf fi‘éé(%il"to

t { t .
resa@eha eaé%&“nwwew@ﬁeimﬁ'el{‘%a{%a AR m?féo”r%“thns
peeksingds durefdrarsy datuemmich. has bebe fitteretpaed cldaeed from
EBQ&S@%Q@IUH ahQﬁa@%ﬁdnln{a%r iy gheSESQmE)QA' tﬁ@?ﬁdégﬁg%f the

K@_ actic an senan anal
g ﬁéHaWoQO&I‘PTEﬁ%I%/§Y'§a?ﬂ?a%%aly5ﬁ1§h@%ea é‘?m@ﬁ@ analysis
pRaséiahtiad Ioghaveiatramalerd plasy. ditfe typel of thieadatam Ishiitially
gg{net i ?jgﬁﬁa%g e‘?g‘@g|n2t§1ah"zgeth?h§{ar¥aﬁte§era Fﬁ?ﬁg§% o-ggﬁe analysis
pPhasRdm tt ed

The syntactic analysis checks that the datum to be transmitted
complies scrupulously with the standards, for example RFC (“Request For
Comments”) documents or the standard of the protocol used, and that no
field is diverted from its object. Notably, anomalies in the field values are
detected. For example, in the case of a DNS (“Domain Name System”)
request, it is appropriate to make sure that the host name to be resolved
complies with the format described by the RFCs 1034 and 1035. In particular,
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30 conplies scrupul ously with the standards, for
exanpl e RFC ("Request For Comments") docunents or the
standard of the protocol used, and that no field is
diverted fromits object. Notably, anomalies in the

"field values are detected. For exanple, in the case

of a DNS ("Domai n Nane Syst&m') request, it is
appropriate to make sure that the host nane to be
resolved 35 conplies with the fornmat described by the
GFEs tHA13ke dnodt A8BB.to lbe @aplvedus apt cdse-gensattivet hat it gy be

!6%? &agﬁpérocé?e rtﬁﬁoflli’e?ﬂrg' &egoﬁofeh?&f qﬁ%}zréééﬁ?mpgbﬁ'ﬂﬂe

or u
90%“ﬁl,ﬁﬁ“ A BFS 1 rﬁ@U%ﬂeelth@rrﬁbupmrﬁasedveﬂ VereCasgee OF
b qroestiniegt ther two inppefer Cias eeduicei thd didfenc @Bgnngls orb)the

@ﬁgﬁ?agbg%s&-&‘e tWO in order to reduce the hidden

onthe 5 typography used. The semantic
anal ysi sTheepemantc analysisapgriormsf a flwretity opfsfunchionheOn the

one hBﬁ@ dit chéckshBe l@%ntrb@er&ﬁfﬁhé Qiokglbleoétafééefop asgivé Qrotocol
prot

@i coriistid o iBe BpRESERrq R St B o e rothelnanc.
tHeeSMWtan}almfaﬁgtscs atet kidden ameanitigidieguisedin agequest or
Q'erégbﬁrfs%dt'\c/ib this \r/%dri‘}é'é.?slploggvéﬁ the V%ﬁﬁ?ﬂgf‘%ﬁ%ﬂ@'ﬂ%nages the
ESHIREEN GRS BRI QP BRIFuL A BPDRSE OHOPeUp i the
st gensitivengedandmetiwerk 1eXsis irs éans rassomatee evithcamattive request
#ddsrhittelt @ro@@ﬁ{e rﬁér%oéér%hﬁg firdtiden@dkaqyl ve request

transmtte nore sensitive first network 111,
Accor di nAQCCP@'B%éOé?ﬁ?oéﬂ}?é’ﬁtme”tn iy ¢gditiopntor gneHingr they the
té@bnwe:orr]a@pomwm @etivee HoDRIS Wisiclan facexarfplepdadXbe

sour Ce achr @Hfgog(r)cl??%ghrggs” %Spg%?orf’%ﬁgqgféghété@d%%rg S8 -
desfinatian i rast)pdra pemantic ﬁ"r@ﬁfﬂﬁ sheglsl {hat dhe Hesrensehatakes
&g, EPOREE tiﬁ@aif§§pon%§n§&redpoﬂdsttbaﬁesbbﬁsé %%B@@%lch are
BRRERR Ent B LSRRGS TANRE oWliblh B § 0108 RPhSn Mame
@y@@ma) meqaat tmssvtéederhy) th@e@tﬁésmetwpdhémﬂ tce@ PINS Iserver

pidssht At W keddnk 'h@t\ﬁorP'\'ﬁﬁefh‘é% is Rfrﬁ’ﬁ%?fe 8ingldfesponse
second, net.wor k ne single res%onse

BN oS PR a5dhe TR Sk T MiEagth s sesponse must

b rcensistent withdhe érapemitedmegtiestbl tbe MNS remtesthid intdrided to

B%t%ﬁlst'ﬁbtré%hﬁ&rﬂ AL nahfe éflhfhgg\lsthé %ﬁlﬁ'aﬁalyefs?%‘%g rhst

taln reso tron, e nane o
iha Eth&wr&ls?%"%e ﬁ%‘@ djg sonsisteptwith the, lausst submitted (if
ﬂ'%SIDGB'tﬂlﬁIdDth&C(EEEdISJ shedPshdtient of the trb@olvaqmt must be

8?@!’11&”%%& é&h@xatn?ﬁg lthgtt(ﬁ'a Iﬁﬁ%‘a?ees éHS cgrrgg[gcgn%gsto

al ne er e
axhass | which (e@n nhiact beagRiitacied obe aisnaecassible yisoadsimpe 1P

routing.

The behavioral analysis is preferably carried out after the
aforementioned syntactic and semantic analysis phases. The behavioral
analysis phase is based on a cognitive process, i.e. a structure which is
intended to give a meaning to an information exchange process. To illustrate
this new approach in the filtering analyses, probable examples of
interconnection scenarios can be used, where each scenario could
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a host which can in fact be contacted, i.e. is
accessible via a sinple IP routing. 30 The behavi oral
analysis is preferably carried out after the

af orementi oned syntactic and semantic anal ysis phases.

" The behavioral analysis phase is based on a cognitive

process, i.e. a structure wlich is intended to give a
nmeani ng to an informati on exchange process. To
illustrate this new approach in the filtering
coredspeed o prpybadteamieed yshgs obh gden protycohtaldg inde account

RGE BAlY ‘Pr?e %%‘&u@ﬁnéw‘sggqec‘(@%ﬁ Q@Ghtréc?%}ﬁgbr%l Cé%:;]ﬁlegtsSof the

correspo redet erm ned usa
%@Wetﬂat'o’ﬂ%k‘i\ ﬁbat!SHFQJ SEERINAatMayo r(ﬂ%ﬁ?‘p!%ebesééfu'éﬁtqhﬁlto
elsguRathe Volumelos datahgarisified @letvﬁ’ée?remesﬂr@f nét@rk 111 and the

Sé’éHﬁHrHe‘i@é&O{‘& fé 5 ﬁg%gri épo%(hoﬁ %k% (w?%gga&rtéﬁ) ]ftim(f P%riod

Ap @nbgm’m@llyd"%v%m efipata maytthge ingicate anptiaaly Similagy, the

ﬁlﬂ@?ﬁlér\%?é wméem@ﬂrsf: Gétaatrﬁﬁ&?ﬁgoﬁffﬂirﬁﬂﬁé U%ﬂﬁeﬂwrk ng1ao
ertaln |

fi%: SRy oqTEaRt 147 e 5 e 207 SRS migsi? Bt 31 BRen, saic

netwerksatan beanalyred 'Ifhuswumg datarexcbangas \da af protocohéf the

frhhsifiorn 8bWRIN, t]dﬂolsfa%s Bhﬁwéﬁﬁa%%l RShWelids id 1f a?\ngbﬁormally

DAL ALIoP S STV AR 86 SXBS R EiopR ot atack Siafn

Bringgeret., if the 10 transition between two states of

the proteggol, contT hga,f cés%hB? A g«ﬂé 'B?'éNs r%'aeéétsort is

| ong durati n conpar e Ig duratio
g(c?&“&P fordhe Seseresd. tolft?r“ eQ §pqeeue$tﬁ SFM%ra&Hg‘@S in
elﬁccmesmnahl;eadmgdb fekiGive e prsalty of doirsin hatr@lsl ¥ven within a

r?/egltl tpeer?‘ogr of '?‘?riegaEBné‘érS& t(ﬂ‘ i Jst%gu?d%ﬁ'f %d for

severa successron | n?endl n 0O Ieso
prarpalei by hig H%l@ﬁmcﬁ arigiess, warerfogendi rﬁqaes/térsyvgn%tltnes in

E@édetﬁgloﬁfvgth R alﬁOBf/%si)NW%thd‘ |H blti%re%aflﬂ thS 8ame DNS host
ntifie S sour,c

WHFR' bobitc, oF LimEXHONEE ynd e et S Bis S giche.
maliious achwnuldither belsuspected sinck Masiwodstatioh shoaldaonmally
FSnhasd reWbiBl NI é’d’cfré@ of 41 @@‘lrﬁeﬁorﬁé‘rénﬂlﬁ&abféedpenod

k‘iuratl on 0 us ac

ST db e o LB REERO. & advised to
defireaparamaterizibte tHreshads|oretihel Fasisldf ehishfibis rcommended

ﬂ)eftr‘lgb‘:é )aIMsa'Tﬁt§rdlf¥@l'gi1€e9§rﬁpfédrelét9ﬁ‘ﬁf 3l bghéﬁdfgf ghalysis

al se
dedicated to DH&A rf@qaaﬁanéPdﬂ?mm'é%%r%ﬁev%onoﬁrqtﬁ%o'
hheving odssidgrineénti bf iah R caddressiddr d dindittdggaseR ! iarigstotally

EQC tz%léffgrr § déhgﬁf(ﬂ?E e??érﬁfggézpfbg éx%n‘gqlgel?v ECMRJD E%erpet
@@ﬁﬁﬁisg Upzendra PH&Foeguest several tlmes per day in order to obtain an
IP address (taking into account, for example, the multiple branches of the

network cable), whereas a server host will submit the request once only, on
the renewal of its lease or on restarting.

If an anomaly is detected, the datum is not transmitted to the
second network 112. Other processing operations are possible on detection
of an anomaly. For example, an alarm may be triggered to prevent data of
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al l owi ng assi gnment of an |IP address for a limted

|l ease), it is totally acceptable for a client host,
identified, for exanple, by its MAC (Ethernet)
address, to send a DHCP request several times per day

"in order to obtain an |P address (taking into

account, for exanple, the n@ltiple branches of the 30
network cable), whereas a server host will submt the
request once only, on the renewal of its |ease or on
thesteame typg. ad theasdatamomeodlyed $n thet endradly ftdme beatguimanssnitted

&?cgveéﬁ &He rﬂett\k&‘istcﬁ difi€rent SERGHVIRES. VEHIK nldh? be Adhfd ,out by

essl ng operatj ons are possi bl e on JECRe S
Rd BQ[H]eyCO pradion Qb the '%W“SI"&Q%'%? be triggered to
prevent Abtabading tda dlfhﬁeﬁiambbth%na,ahé Hittediag gtapl TOXOLArEds

h
40, 7 2B e T e GABDR s 16 HESHIR Sy e
Daptagticanalsisngnd seiaants anp Y%Pb@ﬁ‘rﬂ‘& guration of t he
routi ng Avedtdify 102. orkC Cahiboditheh® ahdli flfeﬁ‘fngntstep 104 also

lﬂm%%%né tc#tgerF rhhécer tlBg & Holr%é (grtr'n%asgg ofo Léflkgé]é Yof

eroned anal
l@fmmaltlen feomn yhe rf@t r@}wodsci 1t Hn, yrsuth;e aa@b oélaamquence of

ﬁ&lﬁ%i@ %fophéﬁﬁpleASWr @589&59 ﬁﬂ%h%mﬁ\d'%fgcol '{ hequests),

ranerSived By hE Bt iaRotor 1L Ronte TauesPoah Seid ssquenge ore

lerfﬁﬁrmumed antHerformathef & diffetent pratocd! withlandldgmis fumctione (for
id 0I8f S"I‘PSr%aHgﬁﬁear@f re:lt%nél%'f’ébe%? PQfSQQ @ﬁ@%&;?to?‘le'?mmate

ession Initlalization Protoco

SRRt t"ga"‘b@t'qnh@nfji'qrst"aﬁ’ett%rir@"i]ﬂ OfSEﬂﬁe re@YRRLs taereby
increaskay tthe siEfficidiiescofaareatinged bidueh abathiunicadtioasfobanmél. of
a different protocol wth anal ogous functions (for
exanpl e, SIP requests are retranslated into H 323
r equest 1948 25w atsynopsis ilivgHatng Hreostaps phitassiaission of

yadatumhaefwfearermatheotsam@enéwmtas shewehy Fidgdrel NCbaash NBe

Snfosley dirselph; £Fe et B AatheR g M Rergq ffior
$t2ge toe ferﬁhngtwqr&m?ﬂ cwhlcb nmt anhlbbemgwrtthée@rtban the
sedomar kg aaﬁl ﬁ@cé/\ﬁro'tébtﬁhgh’étﬁo& ac@&ﬁldgﬁottﬁ@mv@ﬁﬂﬂﬁ' te

di recti mitte

second W%r'ﬁ‘ez%tﬂﬁ st RGEVEREY 4 Lfiligonmoade 27, which
baisesi ittwithbreto sdeuyption $tep 03t diato & tantextebenking biep 204.
appl yi ngs @h@rd%ttt‘?rﬁt be .EEér{BPth@&C rﬁ“ |§9f6roe§(£'rﬁple a datum

nvent i O [ the d I'S r ecei v
et duinec s Glatnet BRtags Sacuehfhaioleesis, e datum
get iy muided & dire 2A@3ryptiontsiep 2030tiEAtie deesktiog is tpepformed

8(%1ectlk/f thteh(?ecf,‘#fﬁt%nd%gﬂn 291 el%%[l%(lﬂé?%n( l‘Ls H%gjgétlorf Qtrep 203 is

t fanspor
Kheﬂﬁfaé"lsﬁlé‘lteqﬂodpﬁé'&?t r‘S@’&‘Bﬁklkﬂ ) protocols, the datum

Conversely, if the datum 201 is not encrypted, it is guided to the
context checking step 204. This step analyses the context of the datum in
terms of the context parameters saved during the filtering step 104
(Figure 1). This involves, for example, checks carried out on the fields
relating to layer 3 of the OSl| model, such as, for example, checking of a
DSCP (“Differentiated Services Code Point”) field which is used for the
management of the quality of service, or the checking of an MTU (“Maximum
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201 is guided to the decryption step 203. If the
decryption is perforned correctly, the decrypted
dat um 201" resulting fromthis decryption step 203 is
then transmtted to the first network 111. Conversely,

"if the datum 201 is not encrypted, it is guided to the

30 context checking step 204. This step anal yses the
context of the datumin termnms of the context
paraneters saved during the filtering step 104
Traingonissian) Unithi size raral aethoprifed MKargte vaddtionks Itcenayi also
AUOlupenbck e Sppicafiod 1y88 (b Fhe DS mbd) fof example
o ndlyzs EmVRatdResosrss ReserhationpBroipeql)siespercarfiesarvaton
tefedstsoor DINS 3equastagie meatcontext e inetsisiontofitts ehe | coBtext
| " i 1, 1 SS1
bl 365750 Mo Al sfopn B, e dm, SR BloBRod 06,
and an giariprae beHEgaerepnFehexaipplei £ rashonss isr receigd from
Pk $don@SletWBreh )2 ditabug aBPleguestOhad Be¥A aranSvitted by the

e BERHLR 57 TERES Bt GEGICPK {2 g FRBIEHE ol BB8H (i,
fhisc eespiopsens hipeked: Hatheovisexil the peanigxius| gonsistent dwith ithe
teleBrdddl dtdRIthet @Ruf0d01 shiakdbittad it® aliieAnglsRGkeds, which
2&8” @nd aln al grm can Ee tc[ltggver ed_. For example, if a
arliss g apalysis pEpgetmEnianeq AOVESeR iUl wor k 112
al t hough no request had been transmtted by the first
t k t k ] t
boen cr atag) 3 Sus SiE MahBIe e rdliRolRg ) Bdce
implementingh s tmethod oaegoedig t toyfheninvaationy The sleyicg 300 is
meett@d(tb,éatwm dataenfid2Afiali ﬁetvhvbﬂﬂsnii tdredatgubdic fridtverkd 8eR. It
. , . Si s [
G0 i g RIS S0k, BB REmBAGR U028 BepRRn
sodHie 205 arfliesng maskia o4 andrisenend [avgng IRodvia RO
accor ?i Mthet taemb@ 30&)\/e¢s¢1§og|iglesi ?éhlﬁrsdewmeel,((ﬁ%i)cbmedcl& to the
i nser wee confi dent.ia WOr and . a :
ATb) Rl . F RecBfif indu, 3004 idpetel Ry publi
neorie 332,12 firgh caitput 3OO @mdra detand3@iputa3sceonpecied to the
B tifiOBetwdrk idherd MrdTediue b and é_f%@ﬁﬁ’r&#tput 300c’

. o
t I 05.. T 300 t
e PR G b6 3 e confident &l net work 311
a secondrhenfirst raoiey newiuiee 80&dcantprisee gruiripiut 3028 and two
gug[g\’)%%?b?%mg, i‘tctéofnﬁ#t 99¥§P%Q§%n?%d% ﬁlﬁiﬁ%ﬁ% Rdba of

C connecte € con ntial netwo

thei deyicsusQitThesesond FRytinarpeRYie S8 cpmPrisgpan input 305a and
twan oetpued30 %D, t30Scpitdlinput Be6adieing3déhnetieel foi thetsecond iinpt

I 01..6¢ i ses an i nput 30la and two outputs
P upescress

I'ts 'nput 301 a being connected to the
first i ndeesmriionrmodule 302 comprises an input 302a connected to

the first output 301b of the first routing module 301, and an output 302b
connected to the third output 300b’ of the device 300. The decryption module
303 comprises an input 303a, connected to the first output 305b of the
second routing module 305, and an output 303b connected to the first output
300b of the device 300. The encryption module 302 and the decryption
module 303 are based on conventional cryptography techniques.
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25 the device 300. The second routing nodul e 305

conprises an input 305a and two out puts 305b, 305c,
its input 305a being connected to the second i nput
300a' of the device 300. The encryption nodul e 302

“conprises an input 302a connected to the first output

301b of the first routing rddul e 301, and an out put
302b 30 connected to the third output 300b' of the
devi ce 300. The decrypti on nodul e 303 conprises an

i nput 308w, filtoing ecddrde 804 chmpfisestwoinppist 3RS BOM ahtiéwo

SRR Sa 0080, (ISt Rptit S04sBEng BeftEd) jo e kecond gypout
fr*%c ehtheylirst wwting meduisgo! alﬁﬁjS@mddeewwﬂbohemmun@cted
aﬂ&eagei:oh_aaﬂmpmmosamfené iseeard RIUYIRG AA6ANE BOELRS it bR ut
3840 BOBgi el RO B AP Ay EOTBNS 6P i Bl P, g g
sem:mdb@utn@t %Qﬁﬂw@&jﬁ@@omrﬁﬁqt%t@é@dnurtb@um 3080 1af tlog demee
goost routing nodule 301, its second input 304b being

Foutt no. Thsifesgauoaiie 30 ' bBYtg, poEbuEn B HpiSERA fiters,
eatinditee ccarrespomrdisgciond typepat daddo obe tdhecked.i Eacl3Ofdter
ﬁﬁ‘ﬂeh‘éﬁts WBP%O?@EHHI?S@%@SQ@ bf‘ﬂwecmfé?lﬁﬁts@éhﬁ 84 (BiBure 1).

(0] devi ce
sy i et {08 Shomie e oL ehHARless dRdissafivare
f:orlnpenesnts Oach tiieé dawm typer kepbeeh idpntiied thy paraheded and
ﬁﬁgﬁﬂgéﬁﬁgafs%of btif‘énﬁseF?fg%#ﬁg P%‘*%EW%E& b JHU to
Iaefchp@‘@d re lpggadnd exacutsdhin 'tﬁflm sl
par anet ef& aRrahhple, stn]f;tweeaie:qﬁ@omtas fnt@ﬂqg blh‘ébkd@l-llmﬂ’
as [ t n
eRRst tmzﬁépé%ngﬁfﬁen%@%gasr P 3, AT e oroBree RSt ptén
ferweétﬁ ysing the B8VPrsetasal hR@SqﬂUQ@I&?S@Ma@UeB[ﬁt@QP' By Also,

taha?ﬁegl A hﬂﬁiu@dé#bﬁ?ité’&ﬁe |§51 dexrameé esuéhhsn %&m@@ﬁﬁe
cl.udes a

PlwIBR” pay st & b TaCaHeq dber 5 MR peoved ffom the
detebesamitbout adaresly @ffesiingythehepaRBNd™ pf theoatber filters. Thus,

(ae&ﬁﬁptérp@eo\)a@ss%wadé @Be.%ftéa @iﬁ@rl bi/ fmeAI éﬁa araréﬁsﬂ%daﬂfér

BBl ic eafsina e e gRibadty Aciorand foa UTarHr yRsdiment,

aanheofiltersf ard empIemdmied ewaVvekkcfronin tineuitd) alatpmbgimenmable

ﬂ)ﬁPBHénthﬂS?&% ieaf fecting the operation of the other
ers. 'Thus ecurit %oval S can be operated

filter Hyorover theRipieciion Hayics, 4P s Ipreferabheingplied in a
conteg)ledt spdce Nod ekdpfd Witldn tiacaffieatialAvtabek 301, i oﬁder to

OhLEnEnlr SEPRE ER] e Shod ikl SRS S0
potential attackers.

Advantageously, the protection device 300 is physically screened,
notably to avoid attacks through auxiliary channels, notabiy via the analysis
of the electrical current consumed by the device and the electromagnetic
radiation emitted by the device.

Figure 4 shows a synopsis illustrating the use of a device
according to the invention to allow two protected networks 401, 402 to
communicate with one another via an intermediate public network 403.
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conmponents, for exanple. 25 Moreover, the protection
device 300 is preferably installed in a controlled
space, for exanple within the confidential network
311, in order to physically protect its second input

" 300a' and its second output 300c against potenti al

attackers. Advant ageously, 1he protection device 300
is physically screened, 30 notably to avoid attacks
t hrough auxiliary channels, notably via the analysis
of the &l @t rdoﬁ:@drateuhéﬁmirk adonsmusdchyiniuntcate witbea ardond

%o%t@ ‘ﬁuvgcﬂ'ﬁ 'T‘f“lesé Q\gb q{ellt\?&ks 'H()Ht %62 bz%nﬁrnﬁnlgg%l vi§ the
5

iccretwark 403 oT'E'I‘? ﬁ@tq @quﬁ?@t |0ﬁvt@ﬁttW@nCQr605at¢ cmtwwéss 401,
pODL s@hgdcmﬁmn&ls Abde &02hése @a:tmmmScfab@ WahbmAfke in

ey (Brfde’ RECIRR RboRabs canmalite IRk frefore
g@@blw@edobepiwaﬂethﬁetvmlcrarpm@te metworks: O 1nd0Robk socating a

ﬁ%&.@mmc@am w2 abb&dur@uelth@ nﬂ/@hﬁ‘@ﬁ lét ﬂwg?out&h%f%bﬁ of
OI‘ at e net wor

i T HEN 21w, (D = o1 ok BieSatlnd, Shiptfbothe data i caiehtaee
netwsriune rencyyptedidéayptedn4t tee 4124, i or fikenedr 4118934125, The
Protd&ibh € dydvidak béc&rﬁﬁﬁge‘c f@r etheesﬁgghiéhe%é}sfo\f‘@erbllbm a

two corporate net\{vo ocat

WBW&EP?@W%@W Aq pe ot %b'k§886r'61|%§a'{% WiRethe Rpgentianal

encrypied ocdrpuunichtiers chafinel! trésn paralles Loimraumiegtidrisatharrel
f

%létthbﬁﬁﬂ Irbgeg?r]]tgcrglegtr 18%% ra)[/]ﬁg )}jgé@f%fn ) c%?é&gfeahgtwork 401,

$02 aad the B}ibi'cb‘e Wark#03The 10 prot ection devi ce

accordi ng the thse iwneeatthentidebfforate ablwdkes 2401, 402 are

g|?%0%%%b@8§ll Qac%ﬂ%nt eoﬁgfgro?écgg% LlhﬂEﬁFu ér{nq %lﬁrgﬁ!:rlys or at

the conven |onaI

thenutieyt of eark cpmosate dletwerinhini 482.ilbgenerallynsidiices to replace

é‘é%rh@rﬁdr%pbtagwﬁh %Ombféahb.e aev.eé %Qcﬂﬁ rr@btb|thé I»he}@ﬁhwenm@ one

orate net
SRR U5 FaBEh BP s B aana Tl 86 OL L e R e an
agstingioptented arghitecidse. connect ed via a conventi onal
protected link including an encryptor at the out put
of each rpor ate network 401, 402, it generally
suf f i ces NEoIPURE AGEOTAAG: o dhe r'wffrawnmm'ﬁpasqﬁ 8t E'é’fﬁ"é\h of
dewamagacdicnlkd)mgeqtmmhm torbeeshared .andhuanpawner amf opérating

?7%\5?5‘&[‘399[8 i rédqu%eﬂn%?éd\}%g by QF%% ﬁ%sg s%i utlo %I controlled

enentation wt
§¥<3WP9§%thr gignaling Haje claetwe%r eetvgrkso V‘t"lﬁ'e diﬁﬂf@ﬁt jaygls of

Seutpity, Seenabiek Ud Yrédtr @ésponsiveness of the networks with higher
levels of security in the event of changes in load or topology of the
surrounding networks.
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advantages. It allows equi pnent to be shared and
manpower and operating procedures to be reduced.
Mor eover, by proposing a solution of controlled 25
exchanges of signaling data between networks with

"different levels of security, it enables a greater

responsi veness of the netwd3ks with higher |evels of
security in the event of changes in | oad or topol ogy
of the surrounding networks. 13 CLAIMS 5 1. A nethod
for securing a two-way conmuni cations channel between
at least a network N1 and a network N2 with a | ower

| evel of security than Q}I}_iAm&aracteri zed in that it
conprises at |least the folTowng steps: - defining one
or nore types of data authorized to be transmtted

i I Ardthodt for M%curdlﬁbt a - w@yd@ir?'ﬂﬁuhkafﬁg thashdl NseivbEn at
aLum | U
t Rehst 2 ebork 191,88 Ayt N R, BiNer vl €8 SRty ghar
f i Nt charagterizasigndiatgt qumsesmtﬁﬁaamﬂyefoﬂ@wmmgepa he

dat gefiriy 8fe SRFTOrOty R Stdita Glfhdrized té Bett%sﬂﬁl‘téﬂnrbﬁl N1
r out to the first' filtering step (104): 15 o saving

t @ Nont ext associated with this datum o applying one
or- foonelaqmaltrpssmitfed ften Nt o Nhe datumto pr event the

creatif i @tus Bidf qe@pé %GYHHF&@@% BBstra‘ﬁE betwefeH 'N @?nd

dat u ran mtte tumis o
aaty&i LBy .”2%3 [U(sn 6%%?%%'.&@%%5*68& )emwwaﬁedrouﬁog
N2, rthetdahgn tdien @atryptivostepg@08yd filtering step (204,

205).; %ﬂ;‘%ﬁ&\‘nﬁg fOl{t%ﬂd e fFereﬁt%ﬁBg?l 3) (! 64{3'9‘3Ir yption

step he second
fil ter| Ry Ssvieg tp ?GQ”tGZb‘B%SOC@t%WﬂBﬁh'ﬁQat% cont ext of

t he dat gmapplying bee @pmoee%ns@sﬁeﬁnen% totthe dhiuf$io prevent the
filtering st |l ocking the datumif the 25

cont exts aﬁf%aetfg’ﬁf;é’r?sg'gﬁ%w°m8‘“&°ﬁ§?w §ranngly| ving one
or- f@bﬁ@aétﬂ’alt@QB@Itfadlff@ﬁé\la’@ Nte datum 2. The

pr Oi-eiﬂﬁeodhtl]’ﬁ# 'BF? aA§pé ladtHBRided fo @bqremsﬂmtt@dwsé%tea N 7 aﬁd
synt a9t fouline e el B A sefatd HidusBp (265, L Shentise
checkionting tre datuindbtaydexfryption step ('2&3)of t he dat um
g?cg{]ii?jisﬂégda%tg% i& AUt & BeUecHsERitditg LtBF (3642P98).Ssi on
o comparing the context of the datum with the context saved in
the first filtering step (104) and blocking the datum if the
contexts are inconsistent,
o otherwise, applying one or more analysis filters to the datum.

2. The protection method as claimed in claim 1, characterized in that the
filtering step (104) comprises a phase of syntactic analysis of the data,
said phase checking the validity of the format of the datum according to
the protocol used for the transmission of this datum.

3. The protection method as claimed in one of the preceding claims,
characterized in that the filtering step (104) comprises a phase of semantic
analysis of the data, said phase checking the consistency of the
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3. The protection nethod as clained in one of the
preceding clainms, characterized in that the filtering
step (104) conprises a phase of semantic 35 analysis
of the data, said phase checking the consistency of

"the 14 responses transnitted fromthe network N2 to

the network N1 in relationto the requests .
transmtted by the network N1 to the network N2. 4.

The protection nethod as clained in one of the
prrespaises taremitted fremcthamatwarkiN2th ihe reaorktNiein relation to

f 't'hE@éblﬁ&téfrgﬁsrﬁﬁt%)by“tﬁgﬂbtﬁ&ﬁ N RS %eﬁilorkwaw oral

anal ysis of the data, said phase evaluating the
probability of harm essness of the data exchanges
beThe eprotelstiometnetiiod W alaimédiein oaewol khé\Zprecéding egaints,
to ] S [,O [ bet
LA FRl e R AR Res 8! BRRR of
delPehaviggal analysie of dhe fiatay sid tmesgtea'ﬁb@t'ag thﬁePrObab'“ty of
Cdﬁﬁrfr@éésﬁéé@of dré i dma dxghamgesd BéavdanathenhSiRiodi N1 and the

P05, 2RSSl 15 bRARRR | SRR o PRl hegion
onketween hleeq@r Mﬂemtwgrla annptercaringctien seenasio deinnmaton the

t hlt@asflé lot Qﬁé 13¢htES AP tﬁé%htrél@é’l’@)'@é?ﬁlea lf&hﬂffeedé’tfa trdrsmission
etr

PRl et B8R diraroab d HAhE DR el e SRR { ca by

a second protocol. 6. A device to establish a two-way

ne mmﬁﬁfcheﬁ‘sm%ﬂ%n%ls @%ﬁrﬂ@@nwabnbeeﬁtthe a?rfebéﬁﬁ Iailms

second net wor ower

of chasgeterigsd Bothahatentiteqng ieRi 841 OMRYISEY anphase of
enetrapscrgtionud @ datgg0Rymattel by defrslypriotano! fockilaesi@®0iB)nto

Chéﬁﬁﬁﬁﬁfdrﬁ%ﬂfb%e/y'%co'nﬁ pq&ge |ses at least a first

routrn a second routing nodul e (305)
and a filtering nodule (304), the first routing

eodldeenc(eaeb)stwuisld langotwgy devhmupiakiehs chanrd batwaed dtnewst

%élfgt'nre?\kor'ﬂﬁmbé e{“&ec%n‘ﬁi}%wga N?%l&%ﬁ\%r |§9€|%?%8Ll§'lty
r oUhlanrl\g‘l rfoeideece mdlwad|engwh@n fradyleEdReard a decryption
Of h\%UUI@t {303) f ér%?h&t@ﬂzé@qﬁﬂﬁatnﬁtdwdﬂs@% £ RS atipstt Rfiting

(50, 301 A SesBrA oA RS 405) e Sieitl Mgdbieeia04).
pr thedirsti rontimge Moot leaB30d ) giiding ihe date pecketth erlplnetumalfrwgl the
cl fisihetwd?k N1 either to the encryption module (302) or to the filtering

module (304), the second routing module (305) guiding the data packets

originating from the second network N2 either to the decryption module

(303) or to the filtering module (304), the filtering module (304)

implementing the protection method as claimed in one of the preceding

claims.



