;e3eDR. 6, Ty vl 1 METHOD AND CONDI TI ONAL ACCESS SYSTEM TO | P SERVI CES
Technical Field The present invention is in the technical field of
sgranbling and access control to I P services. The invention relates nore
particularly to a nethod and a systemforl transmtting/receiving 5
imformation with access control over a network utilizing the IP protocol as
wel | as a device making possible inplenentation of the nethod. This nethod
can be utilized for controlling access to services of audiovisual flow over
| P and data 10 distribution services distributed by satellite over the
Internet. Dri nr Art *159159* A nunber of solutions are currently used for
real i zi ng scranbling and control of access to |IP data. O these sol utions,
we cite the | PSEC standard that makes it possible to transport in a
confidential fashion data in IP datagranms point-to-point. This standard
offers the follow ng services: - confidentiality SP19013 HM 2 -
authentication - integrity. The | PSEC protecti on does not require

nodi fication of the server or the application software installed at the
client |ocation. However, scranbling is generally applied to the entirety
of the traffic between the client and the server and not only to a specific
service. Also, to the extent where t nprises data that do not
require protection, the |PSEC standaM@Mmmmmw mmmﬁused if selective
scranbling is to be done on defi ned servi ¢

METHOD AND CONDITIONAL ACCESS SYSTEM TO IP SERVICES

Technical Field

The present invention is in the technical field of
scrambling and access control to IP services.
The invention relates more particularly to a
method and a system for transmitting/receiving
5 information with access <control over a network
utilizing the IP protocol as well as a device making
possible implementation of the method.
This method can be utilized for controlling access
to services of audiovisual flow over IP and data

10 distribution services distributed by satellite over the

Prior Art *159159%
A number of solutions are currently used for

internet.

realizing scrambling and control of access to IP data.
Of these solutions, we cite the IPSEC standard that
makes it ©possible to transport in a confidential
fashion data in IP datagrams point-to-point. This
standard offers the following services:

- confidentiality
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Anot her drawback of this standard is the fact that it inposes the existence
of ,a return path. Now, in the framework of a point-nulti-point application,
the return path is not necessary; for exanple, transmi ssion by satellite
(multicast). In addition, the exchange ob the keys nakes it possible to
access the contents is done by neans of utilization of public key

al gorithns. Because of this, this standard does not naeke it possible to
determ ne access to the contents of the information in return for having
rights such as those defined for digital television, for exanple (pay per
view, subscription; éu&hengig¢aths are witten to a safe processor. W al so
cite the SSL (Secufeiﬁ%%géﬁt yer) standard that is an encryption nethod
applied to data at the el “of the transport layer. This nethod utilizes
protocol identifi €Tlse ahESPOr prouebedsnf doedi stotnguecsthiineg rdvbl forad teictred dat a
fromthe unprotected data. For exanple,.a hyperte | i nk ,over _the, network
will use thiSOEEFESdSFFWﬂHERﬁ(ﬁ%&O pPﬁéﬁ?F¥$@rS§§%§6f§ HAS %y%qﬁﬁ%%les

HTTPS i nst eadeRE IdhERtThEodat BoR! ORGSOy SSkamislViggt ¢ sORNESddyLpver a
connection to port 443 of the TCP server. Also, if the server receives a

connection toapptied4Zoitthgppenedreny SSt ddrantkiaddico batseennridet i on
and transmts ihe LP dqéa t.0 the client. Thi%tprgg durg makes ié fBﬁ?ible
for the client aRd"t nd" erVé? 5 St | r?é’lﬂ sti%the p ot ecPed” datss $1om t hose
that are not pegieeted. AP ,drapbackhel tditser®t hoHeresi @@ i nttdSfic
dependence on the TCP transport protocol used and thus inposes formatting
of data of thFSVPFdEBEI AdRAt Hhdfat £ 0 BE sEPERBFEd. PTRESEOBI®Rt OFP% he

invention is {psheMAL {63 diaybacks Qfsécf'ei?ris%rle%ﬁ:tiv‘éesféfagﬁglﬁ@ve by

means of a process making it possible to generically scranble I P serVvices

and to controlisatcebs tonehesedséinedesebyimeans of an access control
devi ce such as a chi ard.. A further .ect _of the i,nvention is t.o renove
the constraints cojﬁqﬂgtc—:ﬁ%a W?Hi’f"ﬁ _PFa% 5r tst&néagiaoll_s }r}f%rf%ce‘? Piect of
the inventionjtsithpoReavitthe seiddddy &f 4Prdatien’ padhdl &w,0fid hehe

application using said data, especially in the follow ng service
confi gur at i onframgeprk- t @fpoiat Beivtceylti-point- paPwl isatiicse withet he

CH S ece of BpERLATLARR VO 6L WAl o ol S sep SO o
conprising theyfshtediihgestapitidisty)ansm ssion: SP19013 HM 4

In addition, the exchange of the keys makes it
possible to access the contents is done by means of
utilization of public key algorithms. Because of this,
this standard does not make it possible to determine
access to the contents of the information in return for
having rights such as those defined for digital
television, for example (pay per view, subscription,
etc.) and that are written to a safe processor.

We also cite the 8SL (Secure Socket Layer)
standard that is an encryption method applied to data
at the 1level of the transport layer. This method
utilizes protocol identifiers and port numbers for
distinguishing the protected data from the unprotected
data. For example, a hypertext link over the network

will use this method if the protocol identifier
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- scranbling a first I P datagram - defining a header conprising at |east
one datumidentifying the access control neans; - concatenating this header
with the first 5 encrypted datagramin order to create a data bl ock;
encapsul ating the data block in a secondszl P 10 15 datagram - transmtting
this second | P datagram over the network, and at reception: - extracting
the data bl ock fromthe datagramreceived; - extracting the header; -
descranbling the first datagramif access to the data is authorized; -
delivering the descranbl ed data. According to the invention, the data bl ock
i s encapsul at ¥edigabetDFTpREk dnstradorafi HTTR. t Feei ArEat baetatedidta bl ock
S enoapsul at et AhLoELLYe | JoABLT193LR0LAD ArGATing Lo WG npntdpn, Lhe
scranbling step cONprrses Re=tarrow ng phases: - deti mng the services to
be encrypted thyea trabel sk@vehi.ch zsd,P sbfir cehaddsesse@or resjadRadss Oora an

destination I P address; - saving at_l| east one access caondition qr. at |east
a private keySoRRESFUPRgECo BRI | Abdnt ton AR 1R atBf o SR Lc Afpra i nEP19013
HM S) to this connection and transmits the IP data to the

client. This procedure makes it possible for the client
and the server to distinguish the protected data from
those that are not protected.

One drawback of this method resides in its
dependence on the TCP transport protocol used and thus
imposes formatting of data of this protocol on the data
to be scrambled.

The object of the invention is to remedy these
drawbacks of the prior art described above by means of
a process making it possible to generically scramble IP
services and to control access to these services by
means of an access control device such as a chip card.

A further object of the invention is to remove the
constraints connected with the transport protocol.

A further object of the invention is to provide
scrambling of IP data regardless of the application
using said data, especially in the following service
configurations:

- point-to-point services;

- multi-point service with the existence of a

client-server return path;

- multi-point services without a client-serxrver

return path;

These objects are achieved by means of a method
compriging the following steps:

At transmission:
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- the header (access-control header) noving the information necessary to
the processing by a user term nal of the data transported; and - a sequence
(payl oad) representing the information to be scranbled. According to the

i nvention, the data bl ock observes the fallow ng syntax: CAS DATA UNI T()
Access control -header() p octets Payload q octets According to the

i nvention, the sequence (payl oad) observes the follow ng syntax: payload ()
data bytes n octets padding bytes p octets (p can assune the value 0) The
header conprises in additiaqon a field (EDC) representing a sequence of error
det ection. Accor di hg SR @b i fieiftt of (43Rt i on, in which the data
block s Inserted Lnig@ Hofy PaCkShaephEGRpkothSCLE hBaQi! othd NI

dat agram on transmi ssion DP source por ynanlca y allocate to the
openi ng of the UDPIludenuﬂfyﬂng;uhﬂxaﬁcﬁaa cdﬂﬁrqﬁtmednaﬂon of the UPF

destination port nunber c be done atlc confl ratjon d
eventual |y dedi cat ed ctﬂ? eé'iﬁﬁji’t%ry gthorf %‘?é lﬁgﬁn c;*tﬁ/gtoy a

si gnal i ng sr ot ocol dte sataghbar ﬁﬁ‘dd(rl&l%Ide@§rQiﬂHaQ:re P13 HM
6 According to thls e odi ment of the invention, reception of the |IP/ UDP
datagrams by the fin&ladkient conprises the fol | owing steps: - receiving

the second | P dat agraéHca(Pglﬁ%te%l\ﬂ&g e YDP.packel, vig the Qgég?ﬁgrg%l ously

opened (static or dynam = recovering and descranbl 1 ng
bl ock; - extracting tdeecdwader; - sending the descranbled | P datagramon a
pseudo driver; - extracting the datglfron1the first_destination

- transmitting this second IP datagram over the
10 network, and

at reception:

extracting the data block from the datagram
received;

- extracting the header;

15 - descrambling the first datagram 1f access to the
data is authorized;

- delivering the descrambled data.

According to the invention, the data block 1is
encapsulated in a UDP packet.

According to the invention, the data block is
encapsulated directly in an IP datagram.

According to the invention, the scrambling step
comprises the following phases:

- defining the services to be encrypted by a label
to which an IP source address corresponds or an
destination IP address;

- saving at least one access condition or at least
a private key.

According to the invention the data Dblock

comprises:
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datagram - sending the extracted packet to the destination application.
. According to an alternative in this enbodi nent, reception of the UDP
datagrans by the final client conprises the follow ng steps: - receiving
the second | P datagram - receiving the WDP packet over the open port
(static or dynamc port); - recovering and descranbling the data bl ock; -
extracting the header; - re-transmtting the first |IP datagram over the

| oopback address of the IP stack; - extracting the data of the first

dat agram and sending themto the destination applicatjon. According to the
i nvention, the |P serth®edsddsisnilpregsgsontdicduiegdeny)| ukosiag | phe

According to i L4, 0N serui c tr ] arg,.,dat a
g iHEokHXFEBh neEQQségy tY ﬁespggégééé§ﬂg ?ﬁe é user

transmtted by satellite via an | P networKk. 9013 HM ata are
transnitted overmanal Pofiether #abg &ranaspemteteracdnpri si ng means for

associating a header with the |P saig hegder conprising %%.Ieast one datum
i dentifying the access coMTMEAREans aRAYaRNdi cafPBRESPEABIscr alBfi ng

met hod used. Jheothapssht terbaceeirdinBlelo t he i nvention conprises in
addition: - nmeans for defining the services to be encrypted by a | abel to

whi ch an | P sour cePggaréisgdcoriespbhtls dmvantiprest Fhat i sletaddrieseck-
nmeans for capBB%Eggﬁgtthga§glgg%i? cg§ tggndition or at | east one private
0t is S

key. According € i nvention, i ransmtter conprises an |IP data fl ux
server, a gateway CASpDATAnUNA®W ()P encrypter, an ECM generator, an EMM
generator and a database. Reception of th d? a transmtted over the
network is realized by %CF%EELEEPtESﬂﬁPF§Sﬁ§ #CF Rt ®xtracting the
header of an encrypted gaj,agrgm and nmeans for acfiyatipg at |east one
access condition or at |east one private key. The scranbling system and the
access control in &n IP type network conprises a transmitter and a receiver

oS Jeser bed, soovensTBEaRRiaghl ki SRR 000 W | Bk eoteATEERY,
i ntended to debesevebether 8olillbrgng syntax:
payload () {
data bytes n octets
padding bytes p octets

(p can assume the value 0)

}

The header comprises in addition a field (EDC)
representing a sequence of error detection.

According to one embodiment of the invention, in
which the data block is inserted into a DDP packet,
which is itself inserted into an IP datagram on
transmission, a UDP source port is dynamically
allocated to the opening of the UDP link.

In this embodiment, the attribution of the UPF
destination port number <can be done statically
(configuration data eventually dedicated by a
regulatory authority) or even dynamically by a
signaling protocol between the scrambler and the

descrambler.
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services and capturing conditions of access or private keys. SP19013 HM 8
. According to the invention, the access control neans conprising a chip card
for the transport of the private key. Brief Description of the Figures

O her features and advantages of the invention will become apparent from
the follow ng description, provided as a non-limting exanple, with
reference to the appended figures, wherein: - Figure 1 diagrammatically
represents a data transm ssion/reception systemw th access control
according to the igventi.on; - Figure 2 di,agranmatically. represents the
steps for defini ng”FAETSEPTct bfe 'iti?l% (ﬂ‘l‘b(fgijé‘%%ccg di ﬁBet ot RRERFAORAt i on:

- Figure 3 di agiepradnCadld Yt hePTeTemES dh P fid ey epedi mmd1 o&1senanbdl i ng
according to the invention; - Figure 4 diagranmatically represents a first
recei vi ng nodeonpylisesntde ifivliliewimst Bd¢pP&ccording to the invention; -
Figure 5 diagrammatical ly.repre t cond L.ving node inplenented in
t he met hod accordi ng ¥%c¥ﬁ%l$%v§ﬁ€i%%?bﬁgF?gu?%€%§%¥%grannaticalIy
represents a data scrasbéivgngystea i nUBPPOI packet poiwvita entheonnpatt,
according to the i,nvention. Detail ed Description of the Enbodi nents of the
-.... Ppreviously opemegl (#tptdicGratyR@Es BPGHpr esents a systemin
whi ch several data _prpcessépgngngndr @a0sftihbidngdevhEeedah18didk-M 9 are
interconnected in a local network 2 (LAN, |ocal area network) that is
connected, via the -l néeetnattbegwoh& Beadera plurality of clients 4. The LAN
2 conprises an | P data flow server 6, a gat conprising_an IP

scranbl er . an EOM Ganeraioe 15h¢ ateece nifedof? daEagE B2 nPrePdRant
control nessagmlivedy EMM generator 14 (access nmanagenment nessage DVB,
entitlenent managenent nessage) and a_database 16. The LAN_ 2 i s connected
to a web server 17.- ThstHeetiegyEhel datnli Eapnn§hend orilr adeakiBatésnof the
server applic@gﬁﬁéggﬂflserver, name program scranbling-active) is not
necessarily ont same LAN 2. The I P data delivered by the flow server 6
can be audi ovi sual -sesgndgsgr efei extgachiedpgssksesi drp ofhandastésstipght

regi stered on a chip .card held by the entitled clients 4. These audi ovi sual
services are S$EHE QQTQRIthe | P scranbler integrated n the gateway 8

bef ore being transpddRdi@¥er tbhead NheeBehaBel¥orin 3this embodiment,

reception of the UDP datagrams by the £final client
comprises the following steps:

- recelving the second IP datagram;

- receiving the UDP packet over the open port
(static or dynamic port) ;

- recovering and descrambling the data block;

- extracting the header;

- re-transmitting the first IP datagram over the
loopback address of the IP stack;

- extracting the data of the first datagram and
sending them to the destination application.

According to the invention, the IP services
transmitted are audiovisual flux over IP.

According to the invention, the IP services
transmitted are data transmitted by satellite via an IP

network.
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Each client 4 has equi pment 18 conprising an access control device such as,
_ for exanple, a chip card. The gateway 8 is endowed with a human - machi ne
interface HM programenabling it: - to define the services to scranble; -
to capture the access conditions or the private keys. The services to be
scranbled are identified by a | abel, a source |IP address or an IP
destination address correspondi ng thereto according to which one wants to
scranble the data froma source and/or going to a destination. SP19013 HW
10 As is represented by the tables belqow (Table | and_l1), scranbling of
the data results i® L&ﬂpﬂqahga%etFBQﬁt“ﬂFtéfi SVaTherR e L Vi @@woesé%rh/y(:e)

characteri Zedt‘%n%ﬂﬁt%%‘if Clorysd 1 @00 OedBSt | A1GL 1 Q1 Q%@Eﬁ?(d% H%a&l% ey |s

datagrans and an scranbling Key. The periodicity o renewa
relatively | owiith ttfhe sIBt essidoheatiki ziomprilsé nghigr ceeabt Tadxd edbfuand can

be higher in t ing a card (Table I1). In these latter it
carries the na n%ﬁitﬁgﬁiﬁhﬁcﬁcﬁﬁﬁ% %ﬂgfﬁﬁlmﬁéngeﬁv} éﬂﬂd?ﬁé%catlon
toOri gi nScr anblfi kel |sl@amddEOoweradd Kayser anbl edesti nation) Service p@
format |1 PVXS and/or D TABLE | Label Address toOrigi nControl Accessfilter

and(source or\Wr dC3h@i t i BH3BENaRBPEdesA¢eREIDRY Sertd ce the f olnueBtand/ or
DCA ijIP VX It ! gl chip card, obtaining a control word is
subject to th%opgggg%éion 0 fig ?% preV|oust regi stered on the card. The
signaling linked te theanspferededtindngoftHeheseaanciasss contibel eaysipaed

utilizing the ch|p for restoring the control words in the |IP context
covers in ord® H§EQL|H%/% g&ﬁn@°§%$%l%@@re%9199I§eFRPn dg10r data

di stribution gﬁrqpcggsgghgkgbggahggegQP/IP stack: | PSat (push, file
transfer); - audiovisual distribution services over IP (IP multi-point

flow) utilizing the UBPan® stfagk (eaptupbngt wdtdeoteastr emge or access

audi oconf erengg,, ;aydigvigual qg%%%‘%%%'%rEVate key.

According to the invention, this transmitter
comprises an IP data flux server, a gateway comprising
an IP encrypter, an ECM generator, an EMM generator and
a database.

Reception of the data transmitted over the network
is realized by a <receiver comprising means for
extracting the header of an encrypted datagram and
means for activating at least one access condition or
at least one private key.

The scrambling system and the access control in an
IP type network comprises a transmitter and a receiver
as described above.

The scrambling device and the IP sgervices access
control according to the invention comprises a human -

machine interface intended to define the scrambling
services and capturing conditions of access or private

keys.
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- audi ovi sual consultation services over IP utilizing the UDP/IP stack
(VOD, videoconference pointto-point, telephony over IP); - transactional
services utilizing the TCP/IP stack. Figure 2 diagrammatically represents
the steps for creating a datagram accordisng to the invention. The data to
be-transmtted 20 are initially cut up into packets 21 that can be of

vari abl e | engths. Each packet 21 is then associated with an | P header 22 to
constitute a first | P datagram 23. The transm ssion of the packets 21 over
the | P network is based_on the foll ow,n rinciple; - scranbling of ihe
first | P datagram®3CPEBRI priR odd® dARYSRhOR: _ther | AFEEDR d:fg%tll:f%]tader 24
"access,Contrﬂéaﬂga@%hﬁii%HQQWéﬁkﬁﬁﬁeéérﬁpﬂkﬁpltﬁégefanEBkBQdE Pessi bl e
to provide to the descranbler the elenents occurring in the scranbling
operation. ThpsikehdekeP4 conprises a discrimnator 25 identifying the type
of access control systemused for scranbling the I P datagram 23 and the
control data 27. - concatenation of this header 24 and the | P datagram 23
to forma datgrbkeckedbiripP18013fHVhe f2gurencapsul ating this data bl ock 26
in an UDP datagram The set of these operations is called IP-CAS (IP

condi ti onal accessPthsrenfedtirre® 19 oRidVgr¥eses pPEonthahel piesiet Hpn
structure of g.hea IS AL r i p b eserl hj

different fi e?éggrg%ffce%ngent ?ﬁb’a#%é%?‘%%%; 3:5%%?1 Eﬁggéghgh.%%}%@?%‘ﬁ
conprises: - prbveBdd(leader nbandth)tiegr esemplyy thethotralfdremgich ©d t he
header 24; - a field %ggﬁlgad scranbling-control) indicating the node of
appl i cati on ofPEhaPBE | FAGYFRSt hERESSE™6f scrambling of useful
information. The headefgidd can &SRy G d S Bl | ebdbASdXat & eps esgating an
error detection sequence. According to the invention, if

( payl oad- scr ahbehagigsnondrecepdiont hesyrimier M thaccasseesnt repniealer)
conprises in i1l a_fi descranbl i ng way) stating the node
of descranbli%gg%%a?ﬁ% E%n?égtgggg#gggﬁayload. If the field

(payl oad_descranbl kngFiyre i )diaxrdagiatgd calliynatypvasemt st hdeheateps 24
conprises in addition a field (ECM CA descriptor-flag) indicatjng the
presence of afOFe&&t iAo t PhRUFtUEReSE o%séF‘FB‘E%F‘m( BEAEA 8 cF P pt or)
in the header 24 of thejsgtanbl ed datagram 23, and a field (ECMfl ag)

i ndicating, when its value is equal to 1, the presence of at |east one
field ECM) in the-heRidprref3 tdiegameme etk et agrrre 23ts fa (HOM ©Aved

descri ptor 11 ag o thethecheader, 24 corprieas g Lhelde( N /EM G,

descriptor) i

- Figure 4 diagrammatically represents a first
receiving mode implemented in the method according to
the invention;

- Figure 5 diagrammatically represents a second
receiving mode implemented in the method according to
the invention;

- Figure 6 diagrammatically represents a data
scrambling system in a point-to-point environment

according to the invention.

Detailed Description of the Embodiments of the

Invention
Figure 1 diagrammatically represents a system in

which several data processing and transmitting devices
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13 nunber of blocks (ECM CA descriptor) present in this header 24 of the

. scranbl ed datagram 23. The header 24 al so conprises a field (access-control
header start _sequence) or naking it possible to identify the start of the
header, a field (version nunber) indicationg the current version of the
helader 24, a field (service_ID) indicating the reference of the service
utilized, a field (payload type) indicating the type of data transmtted,
and a field (RUFO reserved for future use. The header 24 conprises in
addition a field (scranbli n%-al or,ithm:]éprﬁ%nfor i ndj cati 28 t he type. of

al gori t hm use@ For BT LR gt ¢the Wt ag dnghverkoré coFPlet i bPF3 el d

(CRC 32) for theadeserasbked usgtul 1dat @aonhéctbg, dappgr ame3 {scSeh&pbl ed

using an algorithmfunctioning in the block node, the header 24
(access_contr bethWez#erd, coimpr pseglunahbifely t iadh: clieanteel4. The LAN 2

ayl oad~addi ng- si stating.th nb of filler bytes_added at the end
(()1? %/he payl o:ig;gmf)kggf)sisel 8nl(l Bpeggggr-ﬂ)owenﬁl?ﬁyefnd tatF ngd2WRER i t8& val ue

is different teaprieiag ahe I esane®lard tdhe Rengdhsfaddie i tigddgation
vector field of the_scranbler; - a field (IVOperator-I1D value) indicting,
when the val uEoBFrPLVERTLAIT - PRI e RRttH)E Liagnadits f @prbrol r B@ssass) t e val ue

of the scranbkggy i@;?terjeq}ajtqﬁti Ofy VegLOkeg ndmfanggtainghg (%%%W‘%is%\y}?g for

future use. The header 24 conprises In addition™a field

descri ptor _f| egriithemeati npnagesrent snemdage )i sarsP1808atkaseld eequehet o 1,
t he presence ﬁk{\]at | east _one cogditi onal .access descri % or (ECM CA
descriptor) i Ahé HeRdEP™ACEedt (8 &crihl R ERT adl ami®8, " i SFHVERUF2)
reserved for figturghdiseat ke header oih &R GuMIdsSescp figld (EGMLA
descriptor version nunber) indicating the version of the block (ECM CA

descriptor). PBPPLERRLtEAndescri ptor {@LBgser¥$r,the headern®ve qwnpgiaes a

field (EMW CA I r) tnadigatin he versi h | ock
descri ptor) aﬁgggﬁ'&ggégb Slgquﬁgl\/kﬂ_sC%o eglgrc%ﬁtsslg%l.l?{ fotn( %&fﬁ_ﬁaa%é E‘J“\%%t he
header 24 conpri se%ha fireldhtE\RIEGMereadliloat thg Ehewnsebererofse KGM iet he

header 24 of tha.scr.anb ed dat agram 23. T, (payl oad descranbli ng way -~
010), the healBP*9M1E8Apri SBEVACER| (PIYLIHY RUES PESERFEACRorCfutife use.

The access copteeksTessqe GRPII/EA on a chip card held by the
entitled clients 4. These audiovisual services are
scrambled by the IP scrambler integrated n the gateway
8 before being transmitted over the internet network 3.

Each client 4 has equipment 18 comprising an
access control device such as, for example, a chip card.

The gateway 8 1is endowed with a human - machine
interface HMI program enabling it:

- to define the gervices to scramble;

- to capture the access conditions or the private

keys.

The services to be scrambled are identified by a
label, a source IP address or an IP destination address
corresponding thereto according to which one wants to
scramble the data from a source and/or going to a

destination.
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- an ECMindex pointer for differentiating a plurality of ECMfor selecting
a particular ECM for descranbling; - an ECMtable table containing the data
of the ECM and the phase changing instructions. By way of exanple, the
access control nmessage has the follow ngiéormat: ECM) ECMindex 8 bits ECM
table() S bits where ECMindex represents the ECM associated with the
descriptor of conditional access, and ECMtable(), represents the structure
of the ECM The ECMtabl e conprises: SP19013 HM 15 - an identification

field (table id) -_a field indicati.ng the |l ength of an E E | engt h
Eov Labl o0) © hes 1R8 torFoRFRGEREHC Ry Bheratlas oY AP TR L S50 o)
0x81 8 bits NOF)USERrhilindCMEl efige h ghd i £8sMDEsUSED 8obibtisnborché = O;

i <N i++) ECMdata bytes 8 bits wherein, table_id represents an 8 bit
field that idédentiéserneft ype serydce cdREMEFe)n (Hatapterized byel d

(descriptor-t Lndicti t tart. qof . it ccess. gde i pior
Eov - 8 1ol Bt erRiERCdd AR Sslpete AR e et O ER
descriptor; -dathyehfls(Ghdysiremstbambepheseéy ng Mk | gertibliedtyl ohe
access control systemutilized; - a pointer (ECM.index). By way of exanple,
the conditi onEPNEWREsSTIetR}IF pkeY (FOMEA28AYELYDIRY RBs thife FBFF8WFng

format: not utilizing the chip card (Table I) and can be higher

in the systems using a card (Table II). In these latter

it carries the name of the control word.

TABLE I
ID Service Address to Origin Scrambling
filter and (source or Key
scramble destination)
Service p @ format IPVX |S and/or D
TABLE I
Label Address to Origin Control Access
filter and (source or Word Conditions

scramble destination)

Service |@ in format |S and/or D CA i

3 IP VX

In the systems using a chip card, obtaining a
control word is subject to the possession of rights
previously registered on the card.

The signaling linked to the implementation of the
access control system utilizing the chip card for
restoring the control words in the IP context covers in

order of priority the following services:

SP19013 HM



ECM CA descriptor() Descriptor-tag = 0x09 8 bits ECM CA descriptor-length 8
bits CA systemID 16 bits ECMindex 8 bits for (i =0; i <N, i++) SP19013
HM 16 private data bytes 8 bits and the algorithmtype identifier
conprises: - a Cl-tag identifier; - a Clitength field indicating the |ength
of -the identifier; - a C value field indicating the value of the Cltag
identifier. The identifier of the type of scranbling algorithmhas the
following format: cl () { Cl-tag = 0x13 8 bits Cl-length = 0x01 8 bits C
value 8 bits The service operator conprises:; - a SO.D-tag identifier of the
bl ock making it possi®iiedtdlakstPrpbeoRnEeFyAEesf Ulid 1&dny &é‘eop@?%?&"
utilized in the,ehi.prs g;§pu SGDdepgihsfdel d indicating the Iength of

said zone; - a SOD value tield indicating the value of the SO D_ tag

identifier. The servizedbpeisual iddstddbuitiicad bgruicesl dvymmesarti 0GPt he

o1 Lonng Yok SR ) elo 8030 T 01n? by 30 BukeR o 400 8
point wvideoconference or audioconference, audiovisual
distribution) ;

- audiovisual consultation services over IP
utilizing the UDP/IP stack (VOD, videoconference point-
to-point, telephony over IP);

- transactional services utilizing the TCP/IP
stack.

Figure 2 diagrammatically represents the steps for
creating a datagram according to the invention. The
data to be transmitted 20 are initially cut up into
packets 21 that can be of variable lengths. Each packet
21 1is then associated with an IP header 22 to
constitute a first IP datagram 23.

The transmission of the packets 21 over the IP
network is based on the following principle:

- scrambling of the first IP datagram 23 (PDU,
protocol data unit);

- definition of a header 24 "access_control header
" known as access control signal making it possible to
provide to the descrambler the elements occurring in
the scrambling operation. This header 24 comprises a
discriminator 25 identifying the type of access control
system used for scrambling the IP datagram 23 and the
control data 27.

- concatenation of this header 24 and the 1IP

datagram 23 to form a data block 26;
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17 SO D val ue represents a field identifying a service zone utilized in the
~chip card. Two scranbling options are proposed: - systematic scranbling of
t he descending flow, - scranbling activated by the web server 17. Figure 4
di agrammatically represents the scranbling activated by the web server 17
(step (c)) on the initiative of the client (step (a) ) . In this case, an
active denon on the web server 17 sends an activation request to the IP
scranmbler (step (b)) on receiving an HTTP request (a) of the client on a
link with the "activate scranbljng” paraneter (key word in the URL
http://c~l P: port/ prodEReaReibl ¥ei panelpkDgrdaha Heder 26bl itAg 88BendPFo is
as follows: 1&a€9§r£h0“’39rver 6 sends | P datagrans 23 in point-to-point or
in nufti-point node. The destination address of the datagrams 23 is that of
the client (point-Thepaat)ohr theee pmhrstridng | ba addlesls TBAGAS poLht )

2) The I P scranbler filter eventual |y the datagr | P, 23, .whose ori gi nal
i oes [ s s haBROR i RBaTS BrCEaR Y ey e Hal LoLRa A trerabteflon by

address of destinathan. Jéhsriil t edeadsud the Ethernetsdsavel oign the
drawi ng of Figure 4. 3) The | P scranbler then concatenates the header 24

(access_cont r 8l 1nesgeted oinheAprPendizgr am d8schabing sthanbfiefifarentep 2,
then send this.fikeld I st.ack ,vi €,S5a estinatlon address as
bR ARG A T fEStAnaren, AddigR

that of the initial da agramq%9 I on agrans™ o
server 6 are nat conmberieept:ed by the I P scranbler. SP19013 HM 18 In order
to realize this scranbling_procedure, the equipnment doing the scranbling

shoul d identify the strAkBling ieadaietlangtBeyEPRFEERREARE 4 t hakal

possible: - "gabbed’ oenkRMplaQiad B4a table on the IP scranbler; -
interrogation by“the I P scranbler of the dedicated web server 17

centralizing the necesséigldnf(paydtdagh;scramjdatiqagoftndie | Pndtcatbhgr by
the web server, 17, ogpl ,UpdaLiag of dhe e amblery ;49ne Yk becane
of scrambling of useful information.
The header 24 can also comprise a field (EDC)

representing an error detection sequence. According to
the invention, if (payload scrambling control =# 00),
the header 24 (access_control_header) comprises in
addition a field (payload_descrambling way) stating the
mode of descrambling of the content of the payload.

If the field (payload descrambling way = xi), xi
being a binary wvalue, the header 24 comprises in
addition a field (ECM_CA descriptor flag) indicating
the presence of at least one conditional access
descriptor (ECM_CA_descriptor) in the header 24 of the
scrambled datagram 23, and a field (ECM_flag)
indicating, when its value is equal to 1, the presence
of at 1least one field ECM() in the header of the
scrambled datagram 23.

If (ECM_CA descriptor_flag # 1), the header 24

comprises a field (Nb_ECM_CA descriptor) indicating the
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user. The evaluation of the UDP/IP tunnel fields on transmi ssion is done
according to the follow ng nechanism - the scranbler generates an IP
datagramwith the following information: the source IP address is the IP
address of the scranbler. This address ig3a public IP address. the
destination IP address is the address of the destination of the initial
datagram the UDP source port is dynamcally allocated to the opening of
the UDP stack. The scranbled UDP flow port is not the sane as the original
UDP flux port in order_to_prevent |ooping problens on the client station.
Two possi bi | i PHBReEx|af 'PéPC§§sié%ﬁ¥n$Au ePREIREST ! nREBIPUDPIPor $RhRinber

cal 1 ed in t heynlohlLowhdoEDELLP5CRASNBILE: aacdybal gsattribution by a
signaling protocol between the scranbler and”the descranbl er. This assunes
SP19013 HM 19 t h&hexi stherckemwf a2tetumisgat h detpebsethe @ i enfiahd t he

server; - configuration val ue, dedi cated a certification_authorit iven
usi ng the foIﬁSafﬁﬁSFEPEg?OE—PﬁggEﬁeﬁﬁaﬁnggq&Fchﬁe poT t s "9 a¥69I023;
- the regi stepgdsPBIES t&) & ddSErf I 0AL 1024140 JO1lbde heblb@rPord sfield

dynami cal | y assigned are those from 49152 to 65535. Procedures on
reception: | P{gassipnt pumbsrack ndiwgdsigiantite ngursentwaieasien ©f nshal | ed

on R cli entuabghion 43V ndgue, eLlwe, MESRcel) TUIES B che

utilization okefbeeheepbadds i n thaw' sedeice utilized, a field
(payload type) indicating the type of data transmitted,
and a field (RUF0) reserved for future use.

The header 24 comprises 1in addition a field
(scrambling algorithm type) for indicating the type of
algorithm used for scrambling the datagram and an error
correction field (CRC_32) for the descrambled wuseful
data.

If the datagram 23 is scrambled using an algorithm
functioning in the block mode, the header 24
(access_control_header) comprises in addition:

- a field (payload padding size) stating the
.number of filler bytes added at the end of the payload;

- a field (IVOperator_ ID_ length) indicating, when
its value is different from zero, the presence and the
length of the initialization wvector field of the
scrambler;

- a field (IVOperator_ ID value) indicting, when
the wvalue of (IVOperator ID length) is different from
zero, the value of the scrambler initialization vector,
and

- a field (RUF1l) reserved for future use.

The header 24 comprises in addition a field

(ECM_CA descriptor_ flag) indicating, when its value is
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1 - Wilization of a pseudo-driver Figure 5 represents this node of use.
The data are 10 received on the interface of the access provider 42 on of
the Internet network 3 (FAI) and migrated via the IP stack 44 of the client
machine to the descranbler 35 awaiting UDP data on the specific |IP-CAS
port. This descranbler 35 recoups the data of the UDP datagramvia 15 the

| P stack, extracts the header <discrimnator access control header> and
descranbl es the origin I P datagram The descranbler 35 provides the IP
datagramto the final client 4 awaiting data over the original 20
destination pegvalsprool3 Hve eEaencs def Bé tkedshi enehiapndi tdarsr am t o

the final cli ocal i , nseudo-dri I must
be devel oped %ﬁé%%gtﬁgsfkqgkggk?Hﬁﬂkﬁﬁgf%%gﬁagﬁﬁgﬂvegﬁigﬁéxg§%¥gﬁg:%gta
fromthe 5 destr aiel escB3mislned pdavadgeamt 268m to £heldP (RUGCk. reskherdd nal
application ig am?iting on its particular port and recoups nornmally the
data in plai ntPExtUEF¥Er U88-encapsul ation of the origin | P datagram by the

| P/ TCPouUDP st ack. td@ Thing 3@ Uti 0fy canhed npl eimit sk Hn ap operatidg
system making it possible to ad a 2nd network driver under the IP stack of

t he machi ne. TEEMr 6at dagcofirthe FArsderhyvarwbg?) and pgeciidetdmiover 4theat the
| evel of the | P _layer is_dong.on.a dr,ess_proper to each 15 network
driver accordyﬁﬁsf ntﬁg FgF|§&Pﬁ5 RE%E&%&%QFSEEEP§EF§VaI of the UDP packet
on the I P_CAS port1f(2)EMBCuperakeipebrt Feagcranhl ed thR datcagieam 2% (3)

passage of the original descranpled IP datagramto the pseudo-driver, 20
(4) recuper at FORPEfSERe Watfd ot t HEMYe§A AgPCERPEOrY bindheakingntthe This

rechani sm makes, Lt oR0Sst blig,d OptSEyPel e dhes Ll 0l Al fatagr ag 22, t hout

nodi fication, rendering the function descra g conpletely independent
of 25 the finkLocki éBMM_[CR deskripsoonl.y the | P stack in UDP/ TCP node on

reception of the data. - ilization,of the R AWnode aof the |00 ck As
is shown in Figure?g,(ﬁﬁg—ég%g ar sreénggﬁ cx %6 fﬁ@mﬁﬁsﬁﬂnﬁwfﬁggg42 and
mgrated via the EBvst aeki¢dtahg RhLlh@ideBehi neMt ent hdedesaiadbl 21 35

awai ti ng SP19013™HM
of the scrambled datagram 23.

If (payload descrambling way # 010), the header 24
comprises a third field (RUF3) reserved for future use.

The access control message comprises:

- an ECM index pointer for differentiating a
plurality of ECM for selecting a particular ECM for
descrambling; '

- an ECM_table table containing the data of the
ECM and the phase changing instructions.

By way of example, the access control message has
the following format: ECM() {

ECM_index 8 bits

ECM_table () 8 bits

}

where ECM index represents the ECM associated with
the descriptor of conditional access, and

ECM_table(), represents the structure of the ECM.

The ECM table comprises:
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21 the UDP data on the specific I P-CAS port. The descranbl er 35 recuperates

~the data of the UDP datagramvia the | P stack 44, extracts the header 24

<di scrim nator - access control header> and descranbles 5 the original IP
dat agram 23. The descranbl er 35 providesighis I P datagram 23 to the final
client awaiting data on the original destination port on UDP or TCP. The IP
datagram 23 is re-transmtted in the FAI/IP 10 stack 42 via the IP stack 44
by passing the I P | oopback to destination |IP address of the nmachine
(127.0.0.0). This re-transm ssion is done in RAWnode because the

re-transmitted data cdhstdenttificatoign ciield ftalpdethdt shoul d not be
nodi fi ed. The | oopba ni; S : P retr S dat a

wi t hout re-transnittﬁ%ggfﬁgﬁ1Eﬁﬁggégég a#%F%r1§%§?% égnéﬁhﬁﬁﬁﬁ iEEEM
particul ar poLéngtH)recovers the data in plain text normally after
de-encapsul ation of the |P ?gtagran1by thﬁ | P/ TCP/ UDP stack. 20 This

sol ution can be i nBF¥nEaPLa (on BRASopEFafPhgO¥yBFeMERMLIENG Spossi bl e
utilization of RAVWARdesBiefhg | P stack 44 in |oopback on the transmtter
side and is done according to the followi ng nechanism (1) arrival of the
UDP packet via thet&PleASdper 0x0256r( 2x8Rleco¥epyt®af the scranbled IP
datagram (3) pass he original descr led | P datagram (wth the
destination IP addﬁggsegg%laced by 127.0.0.%;Q%%sthe pseudo-driver in RAW
node and | oopback, E8@ féngtacovery of the datadpsthe destination port by
the final client 4. SP19013 HM 22 On the client side, this nechani smuses
only the 1P stack ¥8TiHSEBP/ TCP npde on rec®iRi%g the data in order to pass
themto the descrappler;33 8s n<tPan§qL§qion of the data for
re-transmtting themto 5 thé final "application. Figure 7 diagrammtically
represents a data scranBCMndasgsbgtesn a po$ nbit®- poi nt environnent
according to the invention. This systemconprises a user termnal 4, a
service 10 provider 6, an ECM generator 12, a database 16, an offer
presentation serveghbfeinh access conditions editor 66, a RTSP type
audi ovi sual comand gateway 72, an Internet access provider 74. The

foll owing steps detaPlpeid yepresenssess toh st sehaf ckdegtifing a
chip card. ThengripgkpLe GaRaPecRXbendad to ghenphpes of point-to- point
services. Accé€ss starts wth a subscriber authentication phase. This phase
starts just after thea sfibstdi ljdesconpeotstug)t Hadinttameettliae cassripr ofi der

74. 20 During this SGSSiOE, t he regpte user termnal 4, his |IP address,
dynani cal |y a@t GAPE4CBy Ehe25EE88sFPGYAREPT7H#YY the tinme of connection to

the network and the UA (fyriigue (@eer @.@.S)d@écl‘lﬂﬁ_tréérﬂen%@h}?haﬁ@dil.éating
Presentation of the officer The uséer makes a HITP request on an offer

present ati on sBeveéenghh PheansBEMt deAcabteriecei ves a page presenting the
servi ces offeringij1éern@igﬁdamm45ii£§gkéﬁ_£ﬁpht §@%gé§éﬁy¥g§of ggntent.
identifier of the access control system utilized;

- a pointer (ECM_index).

By way of example, the conditional access
descriptor (ECM_CA descriptor) has the following
format:

ECM_CA_descriptor () {

Descriptor tag = 0x09 8 bits

ECM_CA descriptor_length 8 bits
CA_system_ID 16 bits
ECM_index 8 bits
for (i = 0; 1 < N; i++){
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30 Presentation of the page is optional and can be managed directly by the
_ operator. The page then appears SP19013 HM 23 only on demand by the
subscriber, at the tine of reloading rights, for exanple. Phase 2: Program
sel ection 5 Phase 2 presupposes that theijgser has selected a particul ar
service (for exanple, selection of a filmon a VoD service). Two actions
unfold in parallel: - The first at the navigator's destination: phase 10 2;
- The second at the scranbling systemdestination; phase 2'. In this second
phase, the presentation server retransmts the entire URL of the filmto
the terninal in 15 the PFIPaEBsPBR8ePYEBE exanpl&:Pits
http://servl.nane-efthe-film ram; Phase 3: Launching the execution
programof the filmlp ayer 20 The user's navigator activates this program
(in the present exangl éheRedbBlraydm) thpepadsnhngfikri gompeibkielsm par anet er
"name of-the-filmrant.r_The p|ayer.is connected to the URL
http://servl/name-of-%h I#???nlégbﬁléﬁFﬁﬁSP (start, stop, 25 play, rew nd,

forward, etc.) commang sesskAgths ftilked opedah beigeenet henbehmdrl theand
the command gateway 72, redirecting the RSTP request to the nost
appropri ate fR@gnsadfver; the command gateway 72 and the flow server 6 are

eventual Iy combined. 30Phase, 4 FLOW SREYEL SOINEELT O SELOPL3nEM.y

tag identifier.

The identifier of the type of scrambling algorithm
has the following format:

CI(){

CI_tag = 0x13 8 bits

CI_length = 0x01 8 bits

CI_value 8 bits

}

The service operator comprises:

- a SOID tag identifier of the block making it
possible to describe the zone of the service operator
utilized in the chip card;

- a S8S0ID length field indicating the 1length of
said zone;

- a SO0ID value field indicating the value of the
SOID_tag identifier.

The service operator is identified by a field
presenting the following syntax:

SOID()

SOID tag = 0x14 8 bits
SOID length = 0x03 8 bits
SOID wvalue 24 bits

}

where
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24 The RTSP server then opens a TCP session with the concerned server by
~delivering the film (here: servl...). Phase 5: Launching of the broadcast 5
The flow server 6 then transmits the filmin the UDP/IP datagrans to the
scranbling gateway with the address of the server as the source address and
the address of the final client as the destination address. 10 Phase 6:
Scranbling of the program The scranbling gateway, whose poi nt-to-point
filters are activated automatically at the time of detecting the

poi nt-to-point services in the base 16, it can then generically (via
Qorigin) or person8PI)_Y8luei a rarnesside of adtirld ngidenthéYURE t he
downcom ng .da%grvEQQSEOZE Igm%ga' gﬁ eh acaggmeé&a-.m! nt svstem A

poi nt -t 0- poi nf "seSsion can be Ccl oSed by £he scrarnbl i ng session on

ti me-out (non-recerTpd sérapmbkeéhg bpotivAassavecpragdseds or addressee data
for X seconds). The maximum val ue of the point-to-point tinme-out is stated

at the tinme of confi gfiFfRPAHeE RGTAL NG Llet'dhe Weeerd i biRwt . SP19013

HV 25 APPENDI X ceeeqa.fai iRl _deodel ddaaspeass Gy ralheadey
start _aequence heoder _ltngth~Z hits walort_nunbaf 6 bitsservice tp 8

bi t spoyt oad_i ype ' FigBrsi t spbyl osd asmammeitiieg ldont r ok ROFe8Zn4sf ai tthe
{fgglgggrffgfgggggﬁgiggfgktavggaa'Ey e RE YRR 3] IR ) YR 00 3
the initiative of the client (step (a)). In this case,
an active demon on the web server 17 sends an
activation request to the IP scrambler (step (b)) on
receiving an HTTP request (a) of the client on a 1link
with the "activate scrambling" parameter (key word in
the URL http://@IP:port/prog scrambled/name program) .

The scrambling scenario is as follows:

1) The flow server 6 sends IP datagrams 23 in
point-to-point or in multi-point mode. The destination
address of the datagrams 23 1is that of the client
(point-to-point) or even a distribution address (multi-
point) .

2) The IP scrambler filter eventually the
datagrams IP 23, whose original address is that of the
flow server 6 and maintains a scrambling session by
address of destination. This filter acts at the
Ethernet level in the drawing of Figure 4.

3) The IP scrambler then concatenates the header
24 (access_control header) to the IP datagram 23 that
is scrambled at step 2, then send this field over a UDP
stack via the same destination address as that of the
initial datagram.

4) The destination datagrams of the flow server 6

are not intercepted by the IP scrambler.
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payf ood- deecranbfing war$ btfs ctiar_poyl ood CRC323 bits~
LVoperator 10 1ingth32 hit: Waperofor tD value fNoperntor_ 1D |l eng~ Rt JF f~
bits g bitslflpcvio:d _desctonblir,~_wey;00f )j 2 bxaEC~1_CA, ; descri pt ot
flop ~~1~ C~1 _dascrtptor_tiagt bit i:0 —élapl bitRUF 2If (eC~l

CA descript~ tiog-=t.)~ 5 bthHb"ECIi CA:"esortptor ~li bit ECIN CA

di sart pfor_version_nunbar for (ia~;i<~;t+f~~s 8 bitsC~ C~descrlptor~ iif
(EC~1_CA descrfptor _ficg=;j)~ ~M CA de: griptor_wersion nunber8 bits_

W1 _CA desariptorj~(EC~i_ flog=ctJ~E~ iar (tx0;i;i++)$ tittsec~t~y | 4E

In order to realize this scrambling procedure, the
equipment doing the scrambling should identify the
scrambling parameters. Several options are thus
possible:

- "cabled" information in a table on the IP
scrambler;

- interrogation by the IP scrambler of the
dedicated web server 17 centralizing the necessary
information;

- updating of the IP scrambler by the web server
17;

- local wupdating of the scrambler, done by the
user.

The evaluation of the UDP/IP tunnel fields on
transmission is done according to the following
mechanism:

- the scrambler generates an IP datagram with the

following information:

¢ the source IP address is the IP address of the

scrambler. This address is a public IP address.

e the destination IP address is the address of the

destination of the initial datagram.

e the UDP source port is dynamically allocated to

the opening of the UDP stack.

The scrambled UDP flow port is not the same as the
original UDP flux port in order to prevent 1looping
problems on the client station. Two possibilities exist
for assignment of the destination UDP port number
called in the following UDP IP-CAS port:

- dynamic attribution by a signaling protocol

between the scrambler and the descrambler. This assumes
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| f (payl oad_descranbling woy==Q ty)~RUF 318 bits EaC 8 btfr SP19013 HM 26
CLAIMS 1. A nethod for transmtting information (20) with access control
over a network (3) using an IP type protocol, characterized in that it

conprises the following steps: 5 On tranggission: - scranbling a first
datagram (23); - defining a header (24) conprising at | east one datum
I dentifying the access control neans; - concatenating this header (24) with

the first 10 scranbled datagram (23) in order to create a data bl ock (26);
- encapsul ating the data block (26) in a second |IP datagram( 3 0 ) ; -
transmtting Fﬁ?s SXIESFRCEP Afat AgrEHIE0P LA Ve PR ﬁg?mlw,er&noﬁrsé
reception: - exkragtiag.the data block fromthe datagramreceived; -
extracting the header (24); 20 - descranbling the first datagram (23) if
access to this data icorfindworatzeon valled idedicatddeoyescranil Edcatatan 25 2.

The nmethod accgording to Claim1l, characterized in that the data bl ock (26)
i s encapsul at %HEﬁﬁrgtkﬁDﬁlﬁBk&??ng BhecE8L18Mng -h18k:

- the known ports are the ports from 0 and 1023;

- the registered ports are those from 1024 to
49151;

- the ports dynamically assigned are those from

49152 to 65535.

Procedures on reception: IP-CAS virtual stack

A "descrambling" software 35 is installed on the
client station (Windows, Linux, MacOS, etc.). Two uses
are envisaged: either the utilization of a pseudo-

5 driver 40 or the utilization of the loopback in "raw"

mode.

1 - Utilization of a pseudo-driver

Figure 5 represents this mode of use. The data are

10 received on the interface of the access provider 42 on

of the internet network 3 (FAI) and migrated via the IP

stack 44 of the client machine to the descrambler 35

awaiting UDP data on the specific IP CAS port. This

descrambler 35 recoups the data of the UDP datagram via

15 the IP stack, extracts the header <discriminator -

access_control_ header> and descrambles the origin IP
datagram.

The descrambler 35 provides the IP datagram to the

final «client 4 awaiting data over the original

20 destination port.
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SP19013 HM 27 3. The nethod according to Claim1, characterized in that
. the data block (26) is encapsulated directly in an |IP datagram 5 4. The
nmet hod according to one of Cains 1 to 3, characterized in that the

scranbling step conprises the foll ow ng phases: - defining the services to
be scranbled using a |label to which an I P source address or an |IP 10
destination address corresponds; - capturing at |east one access condition

or at |east one private key. 5. The nethod according to Claim1,
characterized 15 in that the data bl ock (26) conprises: - the header_(24)
(access-contr ol heéﬁe??dﬁﬁvFﬁgFFﬁQSFﬁFOA%ﬁg(i?:Héﬁﬁﬁﬁﬁﬂlq?wtﬁﬁo 43t ng of
the transmttgd;data Qﬁo%aﬁerﬁhﬁa|tﬁ€)?macﬁii%qqenQ§n£paﬁééﬁﬁé—&FP&é§ent'ng

the useful 20 data (20) to be scranbled. 6. The nethod according to one of
t he above cl anatworkak@ctestzbe develapethandetrathleod®P E28)xckobserves the

Payl 0ad q ottets 1 aBigo18° B85 ye T ES neRREs apto Ty 60 ol es,
charact erizeddeBcthableRe3seguangeoiidgkoatlnoksetwes mehetfzelkl.owi ng synt ax:
payl oad () - The final application 1is awaiting on its

particular port and recoups normally the data in plain

text after de-encapsulation of the origin IP datagram

by the IP/TCPouUDP stack.

10 This solution can be implemented on an operating
system making it possible to ad a 2" network driver
under the IP stack of the machine. The routing of the
FAI drivers 42 and pseudo-driver 40 at the level of the
IP layer 1is done on an IP address proper to each

15 network driver according to the following mechanism:

(1) arrival of the UDP packet on the IP _CAS port,

(2) recuperation of the scrambled IP datagram 23,

(3) passage of the original descrambled IP
datagram to the pseudo-driver,

20 (4) recuperation of the data on the destination
port by the client 4.

This mechanism makes it possible to recuperate the
original datagram 23 without modification, rendering
the function of descrambling completely independent of

25 the final client. It wutilizes only the IP stack in
UDP/TCP mode on reception of the data.

2 - Utilization of the RAW mode of the loopback

As is shown in Figure 6, the data are received via
30 the FAI interface 42 and migrated via the IP stack 44

of the client machine to the descrambler 35 awaiting
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5 data bytes n octets padding bytes p octets (p can assune the value 0) }.
10 8. The nethod according to Caim5, characterized in that the header
(24) conprises: - a first field (header-length) representing the total

| ength of this header (24); - a second field (payl oad scranbling-control)
15 indicating the node of application of the scranbling of the information
(20). 9. The nethod according to Claim8, characterized in that the header
(24) conprises in addition a field 20 (EDC) representing an error detection
sequence. 10. The nethod_according to Claim8 charact erized in that, if
(payl oad- scr afBfi ngMPontdafa~ 88), thee HERRR 124) IRRPPI s&@9Titn adtition a

25 (payl oad daégewﬂbnag \é@y)refc 9 ai-0di &3 ﬁ. R tlhe AMde Qipy ﬁ;«; a4l ng of

the information (20 11. Therre hod according to Cl alm 10, acteri zed
in that if 30V@-pay|lda@l défcr asbhchg vdy = eBtyacthe howder héadprconpti ses

i ddi ti i t f P19013 HM 9 di_cat th
Ippegeni:el 81? ZFdFSSEF&b%%nau ?‘g%lﬁ F0r888£§gad geFPproPTCE R ‘?‘%’ B?or)e

in the heagler t634) g idafi elb (REMA4A% | pdi catphag, df&mamé&al Ugsi s

equal to 1, the presence of at |east one ECM) field 5 representing an
access controprﬁ?ﬁsglage thisheIReadetagpan 232 tJhethet othakcorbiemtt o

G aimll, awalting data on the original destination port on UDP

or TCP.
The IP datagram 23 is re-transmitted in the FAI/IP

10 stack 42 via the IP stack 44 by passing the IP loopback
to destination IP address of the machine (127.0.0.0).
This re-transmission is done in RAW mode because the
re-transmitted data constitute a complete IP frame that
should not be modified. The loopback mechanism of the

15 IP stack 44 retraces the data without re-transmitting
them. The descrambler 35 is pending on its particular
port and recovers the data in plain text normally after
de-encapsulation of the IP datagram by the IP/TCP/UDP
stack.

20 This solution can be implemented on an operating
system making possible utilization of RAW mode of the
IP stack 44 in loopback on the transmitter side and ié
done according to the following mechanism:

(1) arrival of the UDP packet via the IP CAS port,

25 (2) recovery of the scrambled IP datagram,

(3) passage of the original descrambled IP
datagram (with the destination IP address replaced by
127.0.0.0) on the pseudo-driver in RAW mode and
loopback,

30 (4) recovery of the data on the destination port

by the final client 4.
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characterized in that if (ECM CA descriptor-flag = 1), 10 the header (24)
_conprises in addition a field (No ECM CA descriptor) indicating the nunber
of blocks (ECM CA descriptor) present in this header (24). 13. The nethod
according to Caim8, characterized 15 igpthat the header (24) conprises in
addition a field (access-control header-start_sequence) nmaking it possible
to identify the start of the header (24), a field (version nunber)

i ndicating the current version of the header (24), a field (service-1D)
indicating the 20 reference of the service used, a binary field

(payl oad-type) indPeathfg dlHentypaide, daha st regEmnisd, vand gnflivelthg RUFO)
reserved for t Se , 14 cqrdi t.Q, i 0 .
characteri zedf%'nggcﬁé# t 4e %ayg)%@glqg%%r ?éesl%l%r?%d%qai gﬂrlléadﬁ%gl g™
(scranbl i ng- abgdetrt hhot ypepsf othemdi tat i mipet heldsyrantflead gas t B used f or
scranbling the datagram 28} and an_error. corrector field (CRC 32) of the
descranbl ed uSEFFMESFLCN3Picpin151a0d 98 155 - tHRRSRYHOR R EBRBI i t o

c ain114,Schafﬁgtg{ﬁggdabglggggigﬁ.the datagram (23) is scranbled using an
al gorithm functioning in block node, the header (24) conprising in
addition: 5 - a fiBlgu¥paylloadddadiragmstieyrliyat iveprdaenambea ofdgtaaldi ng
octets added at_the.end of the information g@%)' - a.field .

(1 VOper at or - | BET &GRS i ndYEEETng, Theh | PSP G POIRE f SHHETFU S er o,
the presence asdotlendOtbeppehinfeadibni tialization vector field of the
scranbler; - a field (IVOperator-ID value) indicating, when the val ue of

(1 VOperator-1D-1 enfth§ FESHEWf EPBRELIFRENAZASEY tigeMidlade %of & Hervice
initializagti f4 el d.,of t | ek, d figl di £ RUR
eserved For Poturachoe 167 TRE m R Hedor dPhg o BAHRE 16"
characteri zedoffiethapresentetilen (2diveonpé4 sesann ekl tdomd i fores d (EMM
CA descriptor-flﬁg% i dicag@g&, when itg.value is eﬁyal to 1, the presence
of at |east a“BbhdftF8nal ssT YRR CRIPEBY L P ERM ERMFESE iSHCEMRY 1’ 4 he
header of theagcintblrdtdatageanptddided fuel d (RUF2) reserved for future

use. 25 17. The nethod according to Caim 12,
The following steps describe a user's access to a

15 VOD service by using a chip card. The principle can be
extended to other types of point-to-point services.
Access starts with a subscriber authentication
phase. This phase starts just after the subscriber
connects to the internet access provider 74.
20 During this session, the remote user terminal 4,
his IP address, dynamically actuated by the access
provider 74 at the time of connection to the network

and the UA (unique address) of the card.

25 Phase 1: Presentation of the officer

The user makes a HTTP request on an offer
presentation sexver 64. The user terminal 4 receives a
page presenting the serxrvices offering in terms of
acquisition of right and in terms of content.

30 Presentation of the page is optional and can be

managed directly by the operator. The page then appears
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characterized in that the header (24) conprises in addition a field (ECM CA
~descriptor version nunber) indicating the version according to the bl ock 30
(ECM CA descriptor). SP19013 HM 31 18. The nethod according to C aim 16,
characterized in that, if (EMM CA descriptor-flag = 1), the header (24)
conprises in addition a field (EWMM CA descriptor version nunber) indicating
the 5 follow ng version of the block (EMM CA descriptor). 19. The nethod
according to Caim1ll, characterized in that, if (ECMflag = 1), the header
(24) conprises in addition a field (NB ECM indicati n% 10 t he nunber of ECM
in the headerop2¥) of tdrRMaRd ay edifat 8§PEFriPer Thatnethed &é®dr dphg to
Cl aim 10, cha d f payl oad descranbling-way = 010),

t he header (2%§§%§§%§ SggBhEP{ Sk ﬁ%ﬁ?% reserved for a future use. 21. The
met hod according to Caim 11, characterlzed in that the access control

message 20 coggriseS' a pointe[ gECNIindex) for differentiating a
plurality of ular ECM for descranbling; - a table
(ECM tabl & contai phaget Be gl A Gfoddie EEaEGMh%n%é&e Rhas @AY,
instructions. 22. The nmethod according to Claim 21, characterized in that

the tabl e (ECBRrabce)asosprivies: (foacnepc@emluef,u setliegt ifdne|af (@ablEmidy; 30 -

a field indicgtbgg %ngkggggh of an ECM (ECM | ength) . SP19013 HM

Two actions unfold in parallel:
- The first at the navigator's destination: phase
10 2;
- The second at the scrambling system destination;
phase 2'.
In this second phase, the presentation server re-
transmits the entire URL of the film to the terminal in

15 the HTTP response (for example: http://servl.name-of-

the-film.ram);

Phase 3: Launching the execution program of the £film

Elaxer

20 The user's navigator activates this program (in

the present example, RealPlayer) by passing it in the
film parameter "name_of_the_film.ram":

The player is connected to the URL
http://servl/name-of-the-film.ram. An RTSP (start, stop,

25 play, rewind, forward, etc.) command session 1is then
opened between the terminal 4 and the command gateway
72, redirecting the RSTP request to the most
appropriate flow server, the command gateway 72 and the
flow server 6 are eventually combined.

30

Phase 4: Flow server connection
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32 23. The nethod according to Claim 17, characterized in that the
condi ti onal access descriptor (ECM CA descriptor) conprises: 5 - a field
(descriptor tag) indicating the start of a conditional access descri ptor
ECM - a field (ECM CA descriptor-lengtihggindicating the length; - a field
(CA-system I D) representing an 10 identifier of the system of access

control used; - a pointer (ECMindex). 24. The nethod according to C aim
14, characterized in that the identifier of the type of 15 encrypting
algorithmconprises; - _an identifier (Cl-tag); - a field (Cl-1ength)

i ndi cating the | en§e® BESPheeryedmt ithesr quansg a@,)TCP gefpéra (wercmaﬁhfe)

i ndi cating the X@'“S fsth 20 |d§ﬁ%53|e£n§C% gé m22h The negf

according to GRe“ot "the ahdve EYa Vehardc g?i ﬁ i nThat e eRV|ce
operator is identified by a field conprising: 25 - an identifier (SO D-tag)

of the block naking it possible to describe the zone of the service
oper at or usedEMMMMI ength) indicating the

| ength of said zon 3 ( al g I of the
i dentifi erSS(SO Dt’gré? Qéﬁyaogﬁqjﬁ% quégﬁé qho?%%c%%%ﬁn\gﬁt 0 aim 2,
char act eri zeduDR/t hatd#ttadEdns ottoc et hor tsd:Samb’J['hatg Calaltywalyl ogated time
opening the UDP link. 5

address of the server as the source address and the

address of the final client as the destination address.

10 Phase 6: Scrambling of the program

The scrambling gateway, whose point-to-point
filters are activated automatically at the time of
detecting the point-to-point services in the base 16,
it can then generically (via @origin) or personally

15 (via @addressee) or according to the URL the downcoming

data.

Phase 7: The closing of a point-to-point system

A point-to-point session can be closed by the

20 scrambling session on time-out (non-receipt of packets
from a source address or addressee data for X seconds).

The maximum value of the point-to-point time-out is
stated at the time of <configuring the general

parameters of the equipment.
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27. The nethod according to Caim?2, characterized in that the attribution
~of the UDP destination port nunber is done dynam cally using a signaling
prot ocol between the scranbler and the descranbler. 10 28. The net hod
according to Caim?2, characterized in that the UDP destination port nunber
is a value assigned by a certification authority. 15 29. The net hod
according to Clains 27 and 28, characterized in that the receipt of the
| P/ UDP datagranms by the final client conprises the follow ng steps: -
receiving the second I P datagram (30); 20 - receiving the UDP packet via

the static or dynam c UDP port previousl ; - recovering and
descranbling the data block (26); - extracting the header (24); - sending
the first descranmbled |IP datagram (23) 25 to a pseudo-driver; - extracting

the data fromthe first da,te@grgmg. a - sending the extracted packet to
t he destination application. Q,Q“s eatiiMstors 34, 30- The net hod according to

G aim28, characterized in thakadiigghecer VI n@r'ﬁf""f'he UDP dat agrRreas by t he
final client conprises the folJealos Agnbet €epS: 5 - receiving the séadand | P
datagram (30); - receiving theswBRlpacket on the static or dynadibis port
previously opened; - recoveri nepyleaddypdescranbl i ng the data bl ock’ﬁ(:EgB); -
extracting the header (24); 10Paylogdeseramblingspinkrsli ng the first | P A-dgt&@ram (26)

over the | oopback address of ‘if pu"gdagzalé; bling__contro  bifs
i _ ~SCromoitng,_con 1=00] LA
sramblng. gt s e
payload_padding_size o iy
paylead-descrambling_way o R
clear..payload_CRC32 - : 3 bits
:z:wﬂ:%’f;.:g.ling_lh | 3§ :ﬁ:
\peviend_descrambling _way=2001 s
Eﬁ:;g:.'gtscrflpfw_f{ag A ' o
=MN_CA_descripto o
B fing =g | b
If -ECM_CA_duur_ipiq"r_fiog==1._ '
Nb_ECN_CA_deseriptar ) 3 .

ECM_CA_deszript T
for (i:'d:i(n;Hf)?r-vmlm'numb’.r 8 bits
: ECN_CA_deseriptor()

if (ECM_CA_dascrtp\‘or_ﬂag==i)! 8 bits

EMM_CA_descriptor versia
Euu_u.duerigfg:(‘)"m""""mb"

] (ECHiggg::{)’
ECM .
far (1=0;i;1++) 8 bits
dar

!

if (payl;%g_,descrumbling_wayzzmo))
3 16 bits

{ 8 bits
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- extracting the data fromthe first datagram (23) in order to send themto
~the destination application. 15 31. The nethod according to one of Clains 1
to 30, characterized in that the IP services transmtted are audi ovi sual
flows over IP. 32. The nethod according $ one of Clains 1 to 30, 20
characterized in that the IP services transmtted are data transmtted by
satellite over the IP network. 33. Atransmtter for scranbled data over an
| P type network capabl e of using the nethod according to 25 one of Clains 1
to 32. 34. The transmitter according to Caim 33, characterized in that it
conpri ses neans for associating the | PCHAIM8ranms (23) with a header (24) 30
conprising at |east one datumidentifying the access SP19013 HM 35
control neans and an indication of the scranbling nethod used. 35. The
transmtter accordiingat me€Chaidnfdd, traotwmriadtiery Zeddmmathiain | t2Compitlses in
addition neans for defining.the services to be scranbled using_a |abel to
which a sourcéclcﬁsé‘dd?%%gr%} £Vt Bndi§orP P é&ccjre‘é%l’&%rraé‘spgﬁds?ype neans

for capturingpabelRadt, one,AGrass i Londiti ORaer 3t | eRfp AN drivate key.
36. The transnitter according to Caim35, characterized in that it
conprises an KERldawintl eweperver (6), a gateway (8) conprising an IP

scranbl er,. 15 an Egll\{l g%g%rati%rs.g%z.), an EMM generator (14) and a dat abase
(16). 37. ‘EA recei ver capaﬁf"e of “reécei ving scranbl ed data according to

Caims 1 to 32. 20-3&cddmbIegivefivocadsiagrdw @xim 37, characterized in
that it conprises neans_for extracting the header (24) of a scranbled bl ock
of data (26) and nearffFRingtpvierdgrat (39astowpiel ateesdtcdiffitt om®r 25

at | east one private %&Y%um Sgd%fetﬁ#ﬂ{%)wﬂg %?&%&f&ntrﬁgnéym emin an
| P type network, characterized In at 1t conprises a transmtter according
to daim33 and a recdnveatdtataooyr thig tledder m(3%2) with the first
10 scrambled datagram (23) in order to create a
data block (26);
- encapsulating the data block (26) in a second IP
datagram (30);
- transmitting this second IP datagram (30) over
15 the network, and
at reception:
- extracting the data block from the datagram
received;
- extracting the header (24);
20 - descrambling the first datagram (23) if access

to this data is authorized;

- delivering the descrambled data.
25 2. The method according to Claim 1, characterized

in that the data block (26) is encapsulated in a UDP
packet.
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SP19013 HM 36 40. A scranbling and access control device for |IP services
~conprising a transmtter according to Claim36, characterized in that it
conprises in addition a human - machine interface for defining the services
to 5 be scranbled and for capturing at |gast one access condition or one
private key. 41. The device according to C aim40, characterized in that
the access control nmeans conprise 10 a nenory card for transmtting the
private key. SP19013 HM

.Ae. Al . Al AF?. AY, . A9F?. AFR. AF, . AFR. AhF?. A&Y, . AY, . A&Y, . Al . Al . A&Y, . A AY. AY?. A
Y, . AF?. Al . Al , . AY, . A HiﬁhzeAmeAhAdYaCAprﬂmg AP’>CARI9LmA1 characterized

3R A3R. A(3R
a]ca]ca]ga]cgfg fhg? ﬁgc EH %Xlﬁ %%%%U?L%e% aéC%Lfﬁgpa%;?LFf%i
snid_Z]ca]ca]aa]ma]dakagkaa]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! J*+278@UV?} xsni d_Z] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]
cal cal 70 g | 1" 21441 SRUOMEERoA( BeLblllgl wakLabVekcalaateal calkoa] call cal of
a]ca]ca]ca]ca]ca]cAa]ca]ca]ca]ca]ca]ca]ca]ca]ca | ca] ca] ca] caJ ca] ca] ca] ca] ca]
cal *X. f.i... FcGAB83060s 22823044 RATT £B=gsenamb@) Gl lB@pxsnm@erpe]¢hbca]ca]c
:}g:}g:}g:}g:ké@%éalcalchgnga]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]c
! KKKKLLDN{ NNNN} TTT.- Udble WNYAY: YRYVYMAisaisdt¥] biCabl-aabtahcakeakcal ca] ca] ca]

]ca]ca]ca]ca]cakca]ca ca] ca] ca] ca] ca] ca] cal ca] ca] ca] ca] ca] caJca] ca] ca! MO
WARY" YcYYbZi zXZPpar EohpedebPagilifi FRNDSRO wisi @rzandi¥] ]]] cal ca] ca] ca] ¢/
a}ca}cab?ﬁ]cahggkgﬁkgghgahgakgghc gkg@h&gk%g]ca]cAa]ca]cAa]ca]ca]ca]ca]ca]c
aljca] ca
oop\ ggqgsr r sssssl t At @pufindugwarmihEsxf paexaxftepke cabdi d4 ¥hcal] ea] cal] ca] ca
fiﬁ:}g:fi;?LﬁZLca caLcaL%QngLck%LQa]ca]c a)J ca] ca] ca] ca] ca] ca] c”a]ca]c”a]ca
XXYYYO6YAY Ty ytyyyyyyyzjzl zqzzzzzzzzz{/ { 9{ { { vpkf [ Uke  ZUni d*"YU] ca] cal] ca] ca
]c aLﬂca]caLﬂca]caLﬂcaLcaLﬂca]caLﬂca]caLﬂca]c
a]caU]ca]caU]ca]caEﬂcﬁ Ga@?éhpda@FG@FdaUBcapcﬁmpémOﬂz{Fb@%ﬁ?@?ﬁﬁgvﬁwGU:KNbo

kf a\
igrga]gaﬁ%%}gg ch %gg}ggbﬁca] kga&g%%%gL%%Lca]ca]ca]ca]ca]ca]ca]ca]
drui >Lr}xsnid ZU] ] e] ﬁnkcnkaa}aea] ga}ca]aea}a@a] eaheab@ahéaheabcabeahga] cajcalc
a]ca]ca]ca]ca ca] ¢cal.ca] ca) ca] ca] ca] ca] ca] cal *8;
‘[ 4p" 0¥?§nFB ZUFFEPEE]B&FE&F@&Fb5FEéPE&F€§Fé§Pb8FC§P€a]ca]ca]ca]ca]c

a]ca]ca]ca]caksahgahﬁekeahsehcsbca]%@k&akgalqa]ca'036
YANQ ' [4p" 0} xsnid_ ZLU]c]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]
ca]ca]ca]ca]ca]ca]caPcanaFnaFcépéxﬁeaﬁdargareaentlng the useful

:J}fFHO % u 0% u ()-1910% u& () -
le% u& ( BE:/)“‘ l%?} % 8%8%2""(")661? X{ z[ 9* OWL0! ~ OF10% u- u& ()
0@6u& () I'D 10% u- u& () '~'10%Mu& ()-16110% u-u& ()-!110%& ()-{a@wlO!
0%&() @%&()I 109 & 10-u 10-u
. The met od according to one of the above claimg,
characterized in that the data block (26) observes the

following syntax:

25 CAS_data_unit () {
Access_control _header() p octets
Payload g octets
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10-us>10% u&' ()- ~OF109%&R& ()- zhepqrswxXMB70w 105 105 105L?10%%& () -!

10965& ()-/! 109B5& ()-/!' 109%B5& ()-/! 109%%5& ()-/su#}[ 9MB70w

| MOYB5&' () - $! NMLO%B5&' () -$! ML0YB58& () -$! mM09B5&' () - $nl0%B& () - $sl s109%& () -

[ “k} [ 9VMB70w 28

' &3Z10%&' () - z! &3Z109%65&' () - z! 8&3Z10WA&' () -z- 1096&' () -! - 10%<5K5&' () - - 109&
)-V~\:0w ! 3M 10%T& ()-!93M 109%&' ()-!3M 10%*& ()-F109%& ()- 105 105

1059?10%& ()-3Ay_=~\:0w ! 39GLO%& ()-# 9GLOY& ()-#!Z9Gl0% - & () -#3

O%J&' 109 &
OO/J&'(%) ()bt otheomTRhed - acoediaTele) CHadmIBoaTRarfchenibzede 28 () - #

10?&200/%5&') (flg%%%ﬂ%@f%ﬁggﬁ éﬁ%g'??@g 9%?8%/%2%?)&% LAY BeP100m5: (

)- 1109%&' () - MsgO%@kE) - M 109658 () - M 109%55& () - M 109658& () - MK92=>y 8- :
payload () {

5 data bytes n octets
padding bytes p octets (p can assume the
value 0)
10 8. The method according to Claim 5, characterized

in that the header (24) comprises:
- a first field (header length) representing the
total length of this header (24);
- a second field (payload_scrambling control)
15 indicating the mode of application of the scrambling of

the information (20).

9. The method according to Claim 8, characterized
in that the header (24) comprises in addition a field

20 (EDC) representing an error detection sequence.

10. The method according to Claim 8, characterized
in that, if (payload scrambling control # 00), the
header (24) comprises in addition a

25 (payload descrambling way) field indicating the mode of

descrambling of the information (20).

11. The method according to Claim 10,
characterized in that if
30 (payload_descrambling way = 001), the header (24)
comprises in addition a field (ECM_CA descriptor_flag)
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105&>1096& ()-!10965& ()- !109%%5& ()- !10965& ()- !'109%& ()- 109%& ()-

~ >?@?dB: 105! 9G10%& ()- ! 9GLOY%& ()- !9GLO%& ()- !9GLO%& ()- Fs10%&' ()- 105
105; "<B

105! LmLO%& () -y! LmlO%&' ()-yLS10%& ()-9nleg& ()-L, 10%& ()-!9GLO%& ()- )p
vVWU3B:

10! LmLO%&' () -y! LM% () -y! LmLO%&' ()-y! LmO%0&' ()-y! Lnml0%& ()-y! LmLO%&' () -
yv( ~\:10!! m09%5& ()-! m0%5& ()-Fs109%& ()- 10 10

10s>109%&' ()-! LmlO%&' () - y§:

| " ##WU3~\ 10! ENRHOSESRI( FheFPREsSESE Of- BE" AEgshsane) corfdddsrald) - | n10965&

- MLOYB5& HUE | F" 8100 ; & 5 105
Lseo100me: () SFF eEBoae Ly S ﬁ%@@% TR (7 FHE TR {124 e100s
55& ()-Z"! &108MB&a( F4iE1HRIEUE & A Z i haleWE5a () wﬁé‘n‘ he6( falGkr g\s 10| | F310%
& ()- 105 1
1og{>10%5&'()quééa695§&' tre; 95666968 OF- PE13GBSE PReZECHO flslé }[9g\ : 10!

' TIO%& () -5 '19 r&s&n@hn 1Qﬁ55ccess control message 1n the
& ()-. '10@6 -.110% : 10% & ()-.z-X . c.d. e f.i.B0JO~ \ 10"10%H& ()-

| &L O%4HHE! () EFIiO%-l& ()

12. The method according to Claim 11,
characterized in that if (ECM_CA descriptor_flag = 1),
10 the header (24) comprises in addition a field
(Nb_ECM_CA_descriptor) indicating the number of blocks
(ECM_CA_descriptor) present in this header (24).

13. The method according to Claim 8, characterized

15 in that the header (24) comprises in addition a field

(access_control_header_ start_sequence) making it

possible to identify the start of the header (24), a

field (version number) indicating the current version

of the header (24), a field (sexrvice ID) indicating the
20 reference of the service used, a binary field

(payload type) indicating the type of data transmitted,

and a field (RUF0) reserved for future use.

14. The method according to Claim 10,

25 characterized in that the header (24) comprises in
addition a field (scrambling algorithm type) for
indicating the type of algorithm used for scrambling
the datagram (23) and an error corrector field (CRC _32)
of the descrambled useful data.
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zero, the value of the initialization vector field of
15 the scrambler, and

- a field (RUF1l) reserved for future use.

16. The method according to Claim 11,
characterized in that the header (24) comprises in
20 addition a field (EMM_CA descriptor_flag) indicating,
when its value is equal to 1, the presence of at least
a conditional access descriptor (ECM_CA_descriptor) in
the header of the scrambled datagram (23), a field
(RUF2) reserved for future use.
25
17. The method according to Claim 12,
characterized in that the header (24) comprises in
addition a field (ECM_CA descriptor version number)
indicating the version according to the block

30 (ECM_CA_descriptor).
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characterized in that, if (ECM flag = 1), the header
(24) comprises in addition a field (NB_ECM) indicating
10 the number of ECM in the header (24) of the scrambled

datagram.

20. The method according to Claim 10,
characterized in that, if
15 (payload _descrambling way = 010), the header (24)

comprises a field (RUF3) reserved for a future use.

21. The method according to Claim 11,

characterized in that the access control message
20 comprises:

- a pointer (ECM_index) for differentiating a
plurality of ECM for selecting a particular ECM for
descrambling;

~ a table (ECM_table) containing the data of the

25 ECM and the phase changing instructions.

22. The method according to Claim 21,
characterized in that the table (ECM table) comprises:
- an identification field (table_id);
30 - a field indicating the length of an ECM
(ECM_length) .

SP19013 HM



39110946 & ()-GhhCiiiiiii|obUd 9l 109%RK"2& ()-10% 10% 10% 9>10%4% & () -
611096 & ()-M @' 10986 & ()-M ~' 1109 & ()-Mjkkl +mm~] <bU4 1} 10%K" & ()-$
|1 109" & () - $S! 109R2K"2& ()-$ X 1092K"2& ()-$

SH109K" & () - $V! 109%&' () - $rmnDoCoPo@RoUo| 8dU4 &l

10986 & () - &102K" 2102K" 2102K" 2- &?1092K"2& ()-$ 6L0! 109" & ()-"$

60L0! 109%K" & ()-"$ ,/109RK"2& () - Uooo; p[ ppp{Z9bU4 1 110WE& ()- X

110984 & () - 1 1093G& ()- , 110W6& ()- 16 110%9)& ()-

&F109%96 & ()-zp9qqqOrrs|[: bud D$4" 10986 & () - @4" 10986 & ()-"

@P4" 10986 & ()- 09$4"10% %W -& ()- @!'10W6 & ()- ;!'10%6 & ()-ssssssssltva
&310%86 &' () - 9Y10%RB& Thelh¥thod 20%orA2HhGHH&C(RimI8710W0 & ()- 7

10986 & ()-1tmt @fulOvqvy|[:vU4  >9$#10%6 & ()- @f! 10984 & (d)-z ,

@' 10984 & () - 2harregogiepdzin §hat) fhwy goppitionad) pgness descriptor

(ECM_CA descriptor) comprises:
5 - a field (descriptor tag) indicating the start of
a conditional access descriptor ECM;
- a field (ECM_CA descriptor length) indicating
the length;
- a field (CA_system ID) representing an
10 identifier of the system of access control used;

- a pointer (ECM index).

24. The method according to Claim 14,
characterized in that the identifier of the type of
15 encrypting algorithm comprises:
- an identifier (CI_tag);
- a field (CI-length) indicating the length of the
identifier (CI_tag);
- a field (CI_value) indicating the value of the

20 identifier (CI-tag).

25. The method according to one of the above
claims, characterized in that the service operator is
identified by a field comprising:

25 - an identifier (SOID tag) of the block making it
possible to describe the zone of the service operator
used in the chip card; _

- a field (SOID_length) indicating the length of
said zone;

30 - a field (SOID_value) indicating the value of the
identifier (SOID tag).
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-~ sending the extracted packet to the destination

application.
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- receiving the UDP packet on the static or
dynamic port previously opened;
- recovering and descrambling the data block (26);
- extracting the header (24);
10 - re-transmitting the first IP datagram (26) over
the loopback address of the stack;
- extracting the data from the first datagram (23)

in order to send them to the destination application.

15 31. The method according to one of Claims 1 to 30,
characterized in that the IP services transmitted are

audiovisual flows over IP.

32. The method according to one of Claims 1 to 30,
20 characterized in that the IP services transmitted are

data transmitted by satellite over the IP network.

33. A transmitter for scrambled data over an IP
type network capable of using the method according to

25 one of Claims 1 to 32.

34. The transmitter according to Claim 33,
characterized in that it comprises means for
associating the IP datagrams (23) with a header (24)

30 comprising at least one datum identifying the access
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5 characterized in that it comprises in addition means
for defining the services to be scrambled using a label
to which a source IP address or a destination IP
address corresponds;

- means for capturing at least one access

10 condition or at least one private key.

36. The transmitter according to Claim 35,
characterized in that it comprises an IP data flow
server (6), a gateway (8) comprising an IP scrambler,

15 an ECM generator (12), an EMM generator (1l4) and a
database (16).

37. A receiver capable of receiving scrambled data
according to Claims 1 to 32.
20
38. The receiver according to Claim 37,
characterized in that it comprises means for extracting
the header (24) of a scrambled block of data (26) and
means for activating at least one access condition or

25 at least one private key.

39. A scrambling and access control system in an
IP type network, characterized in that it comprises a
transmitter according to Claim 33 and a receiver

30 according to Claim 37.
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36

40. A scrambling and access control device for IP
services comprising a transmitter according to Claim 36,
characterized in that it comprises in addition a
human - machine interface for defining the services to

5 Dbe scrambled and for capturing at least one access

condition or one private key.
41. The device according to Claim 40,

characterized in that the access control means comprise

10 a memory card for transmitting the private key.
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