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Lightweight node Full node

S410 Data synchronization request
>

S420 Receive a data synchronization
request transmitted by a lightweight
node, and search for an associated block
corresponding to the lightweight node

S430 Extract the statistical proof
transaction list from the associated
block, and recognize a target index of
the lightweight node in the statistical
proof transaction list; and select
associated transactions associated with
the lightweight node from the multiple
transactions included in the associated
block, and determine an encryption path
set based on the associated transactions

S440 The statistical proof transaction list, the
target index, the associated transactions, and the
encryption path set

S450 Determine validity of the
associated transactions according
to the statistical proof transaction

list, the target index, and the
encryption path set

FIG. 4
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Receive data from an associated block having an association with a lightweight
node, the data including associated transactions associated with the lightweight
node in the associated block, and a statistical proof transaction list, the associated
block including multiple transactions and the statistical proof transaction list, the
multiple transactions having respective transaction visible addresses, the
statistical proof transaction list including multiple statistical proof transactions,
and the statistical proof transactions being obtained by encrypting the transaction
visible addresses of the transactions, and the numbers of the transaction visible
addresses in the associated block

S510

'

S520

Recognize a target index of the lightweight node in the statistical proof
transaction list

v

Obtain an encryption path set based on the associated transactions, the encryption
path set including encryption paths of the associated transactions and an
encryption path of the statistical proof transaction list

S530

!

Determine validity of the associated transactions according to the statistical proof
transaction list, the target index and the encryption path set, the validity
representing accuracy and completeness of the associated transactions

S540

FIG. 5
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Root=hash(N4-+N5)

/\

N4=hash(NO+N1) N5=hash(N2+N3)
NO=hash(x1) Nl1=hash(x2) N2=hash(x3) N3=hash(x4)
Transaction x1 Transaction x2 Transaction x3 Transaction x4
FIG. 6A
1 MACThash(address1+m1)]
2 MAC[hash(address2+m?2)]
3 MAC[hash(address3+m3)]
4 MAC[hash(address4+m4)]
5 MAC[hash(address5+mS5)]
6 MAC[hash(address6+m6)]
MAC[hash(address+m:*-*)]

FIG. 6B
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Receive a data synchronization request transmitted by a lightweight node, and
search for an associated block corresponding to the lightweight node, the

S710

associated block being a block having an association with the lightweight node; the /

associated block including multiple transactions and a statistical proof transaction
list; the multiple transactions have respective transaction visible addresses; and the
statistical proof transaction list including multiple statistical proof transactions, and
the statistical proof transactions being obtained by encrypting the transaction
visible addresses of the transactions, and the numbers of the transaction visible
addresses in the associated block

!

S720

Extract the statistical proof transaction list from the associated block, and recognize _/

a target index of the lightweight node in the statistical proof transaction list

!

Select associated transactions associated with the lightweight node from the

S730

multiple transactions included in the associated block, and determine an encryption /

path set based on the selected associated transactions, the encryption path set
including encryption paths of the associated transactions and an encryption path of
the statistical proof transaction list

!

Transmit the statistical proof transaction list, the target index, the associated

S740

transactions, and the encryption path set to the lightweight node, to cause the /

lightweight node to determine validity of the associated transactions according to
the statistical proof transaction list, the target index and the encryption path set, the
validity representing accuracy and completeness of the associated transactions

FIG. 7

Data communication apparatus

/

Receiving unit Recognizing Obtaining unit Determining
810 unit 820 830 unit 840

FIG. 8
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Data communication apparatus

— Receiving unit 910 Extracting unit 920 Transrr;i;t(i)ng unit
— Processing unit 960 Statistical unit 950 Obtaining unit 940 —
FIG. 9
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