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* BACKGROUND

[003] Networks such as the Internet have become the predominant medium
for the delivery of digital content and media related services. The emergence of
standard web services protocols promises to accelerate this trend, enabling companies
to provide services that can interoperate across multiple software platforms and
support cooperation between business services and consumers via standardized

mechanisms.
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enterprise, and department gateways; and wide area networks. Nor do they

adequately address the need for interoperability based on dynamic orchestration of
both simple and complex services using a variety of service interface bindings (e.g.,
CORBA, WS-I, Java RMI, DCOM, C function invocation, .Net, etc.), thus limiting
the ability to integrate many legacy applications. The advent of widely deployed and
adopted peer-to-peer (P2P) applications and networks further compounds the

challenges of creating interoperable media-related services, due in part to the fact that
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interoperability issues for Internet-facing services, embodiments of NEMO can be

used to address interoperability across multiple network tiers spanning personal and
local area networks; home, enterprise, and department gateways; and wide area
networks. For example, NEMO can provide interoperability in one interconnected
system using cell phones, game platforms, PDAs, PCs, web-based content services,
discovery services, notification services, and update services. Embodiments of
NEMO can further be used to provide dynamic, peer-to-peer orchestration of both

simple and complex services using a variety of local and remote interface bindings
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[011] Most activity in web services has focused on machine-to-machine
interaction with relatively static network configuration and client service interactions.
NEMO is also capable of handling situations in which a person carries parts of their
personal area network (PAN), moves into the proximity of a LAN or another PAN,
and wants to reconfigure service access immediately, as well as connect to many

additional services on a peer basis.
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Preferred embodiments of the present invention can be used to not only permit, but
facilitate, this P2P exposure of service interfaces.

[014] Inthe context of particular applications such as DRM (Digital Rights
Management), embodiments of NEMO can be used to provide a service-oriented
architecture designed to address the deficiencies and limitations of closed,
homogeneous DRM systems. Preferred embodiments can be used to provide
interoperable, secure, media-related commerce and operations for disparate consumer

devices, media formats, and security mechanisms.
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system of dynami cally self-configuring distribution
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any point in a dynamic, multi-tiered network. This capability can be extended to
promote shafing of streams and playlists, making impromptu broadcasts and
narrowcasts easy to discover aﬁd connect to, using many different devices, while
ensuring that rights are respected. Preferred embodiments of NEMO provide an end-

to-end interoperable media distribution system that does not rely on a single set of

standards for media format, rights management, and fulfillment protocols.



enbodi nents di scussed bel ow i ncl ude the foll ow ng:
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Qe Embodi ments of the DRM engine are suitable for

use as reference software, so that code nodul es and
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consumers and service providers without having to wait for or depend on a monolithic
set of end-to-end standards. Policy management can limit the extent to which pirates
can leverage those legitimate services. NEMO allows the network effect to encourage
the evolution of a very rich set of legitimate services providing better value than
pirates can provide.
[020] Some “best practice” techniques common to many of the NEMO
embodiments discussed below include the following:
e Separation of complex device-oriented and service-oriented policies

e Composition of sophisticated services from simpler services

e Dynamic configuration and advertisement of services
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[024] Flexibility. Because of its modular design, preferred embodiments of
the DRM engine can be used in a wide variety of software environments, from
embedded devices to general-purpose PCs.

[025] Open. Embodiments of the DRM engine are suitable for use as
reference software, so that code modules and APIs can be implemented by users in
virtually any programming language and in systems that they control completely, In
one embodiment, the system does not force users to adopt particular content formats

or restrict content encoding.
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[028] Simplified Key Management. In one embodiment, the graph topology
can be reused to simplify the derivation of content protection keys without requiring
cryptographic retargeting. The key derivation method is an optional but powerful
feature of the DRM engine—the system can also, or alternatively, be capable of
integrating with other key management systems.

[029] Separation of Governance, Encryption, and Content. In one
embodiment, the controls that govern content are logically distinct from the
cryptographic information used to enforce the governance. Similarly, the controls and
cryptographic information are logically distinct from content and content formats.
Each of these elements can be delivered separately or in a unified package, thus

allowing a high degree of flexibility in designing a content delivery system.



[043] Fig. 6a illustrates basic interaction between a

servi ce-provi ding system node and a servi ce-consuni ng
waywsemenpde. [044] Fig. 6b is another exanpl ePOf/US2004/018120

i nteraction between a service- providing system node

and a service-consum ng systemq,node. [045] Fig. 7a

illustrates a service access ggi nt involved in a

client-side WSDL interaction. [046] Fig. 7b

i 1T usty Qf’(gs FnRREMEAS o PHE REMOG: evéfd'ﬂé qltsvag)ghbﬂmﬁs and its

client- e native 1nteraction.

S plipbia Sﬁ%t?ax%%é’étn%@d AELEES: BR i I;hvdgisvo%ﬁ th} F framework

ser t 0- pol I'nt I nteraction

ﬁt\f’%}f a%ari eénan%rt re'[a §gpone% n%eagl%ﬁca[%t%%s PR sf]ctmld ?.180 be
I
L%%ﬁfe?"é 693’@343 C e 4@3@44%8&%3@1'&@;@@ ik éﬁﬁ@f%‘us ways,

q -internediary interaction patter 050
1’61? P‘E}gg PHPTOSCSSFS, APRSERITFErYSIGRS: JRYices-dpethey F” ﬁ‘@ble
servij.ce tation layer. [051] Fig. 9a|IIustrates‘
arfngdia, oF a@?mgwagam therae oTh%sev%qi Rﬁ%gva@éw ad 3Avardages pall be
upon external service providers. [052] Fig. 9b
i [Presshted iremormdatail iarthe fqllowinsdataited dsscrivtippand thevgccompanying
collator involved in direct nulti-phase
c smanings whichnBuspiaterbyawey oeaxamptedbe pih@ipled 6f e td&ative body of
PCT/ US2004/ 018120 12 [053] Fig. 9c illustrates a
basark. i ntra-node interaction pattern of a workfl ow
collator. [054] Fig. 9d illustrates a relatively
conplex interaction pattern of a workflow coll ator.
[055] Fig. 10 illustrates the system i ntegration of a
DRM engi ne. [ 056F ) AHEDRAWENGSO I ment  of
the architecture of a DRM engine. [057] Fig. 12a
i 11 ust 183ds BEmtprimenisphide amgntied badycdbforekenll be wiadfly mnderstood
client-

by referring to the following detailed description in conjunction with the

accompanying drawings, wherein like reference numerals designate like structural
elements, and in which:

[032] Fig. 1 illustrates a sample embodiment of the system framework.

[033] Fig. 2a illustrates a conceptual network of system nodes.

[034] Fig. 2b illustrates system nodes in a P2P network.

[035] Fig. 2c illustrates system nodes operating across the Internet.

[036] Fig. 2d illustrates a system gateway node.

[037] Fig. 2e illustrates a system proxy node.

[038] Fig. 2fillustrates a system device adapter node.

[039] Fig. 3 illustrates a conceptual network of DRM devices.

[040] Fig. 4 illustrates a conceptual DRM node authorization graph.



side systemnode. [058] Fig. 12b illustrates a DRM

engine and related elenents within a service-side
waymsemenpde. [059] Fig. 13 illustrates an enbPdi/De2004/018120

of content protection and governance DRM objects.

[060] Fig. 14 illustrates an ?Ebodinent of node and

link DRM objects. [061] Fig. illustrates an

enbodi ment of DRM crypt ographic key elenments. [062]

Fig. 16041 usd rsatiBsudtedagbhicehMabliRf IO ABhitREie of a system

bet ween client and service-providing system nodes.

[Q83d Fig. 17a illustrates a set of notification

processi ng nodes di scovering a node that supports a

notifi j10R: LV & . Fi

11 ust P s T Slal e serpREtnebise pfdtpgs sypportad by the
[065] Fig. 18a illuystrates client-driven service
dF’8%§@P%ﬁ?€§ﬁﬁwﬁ6’FﬁyaﬁW6W%&a requesti ng node nakes a
servic .scovery request .to a targeted servi.ce s

o ovi a1 Tk = s Bra PeSat BetRbRs e BgTpVidiag system
[066] Fig. 18b illustrates a peer registration service
dineEe Rt § SEESFHEPRYMING SXRHFRERCES- r equest i ng node seeks

to register its description with a service providing

node. [[08%] s b ig rothar|eyamplgiod an dHeradtéon babwep service-
servi ce discovery scenario in which an interested
neaevidige eysies nadeand 4§ serwicé-opnsoming sistenyeoden servi ce

avai lability (e.g., the existence of a service within

a ser vi[e45]piog.i7diithgstnated @ servi@G8eskpgint k¥alviel g thicut-eile

the process of establishing trust using a service

biwWieDhgntetdctiomn i nplicitly trusted channel. [069] Fig.
19b illustrates the process of establishing trust

based g6 fﬁ%%eﬁadtfaees RABSAceHRE&E poln® Aillblvel G a tHént-side native
illustrates the process of establishing trust based on

annexphibeit exchange of security credentials.

[047] Fig. 7c illustrates a service access point involved in a service-side
point-to-point interaction pattern.

[048] Fig. 7d illustrates a service access point involved in a service-side
point-to-multiple point interaction pattern.

[049] Fig. 7e illustrates a service access point involved in a service-side
point-to-intermediary interaction pattern.

[050] Fig. 8 illustrates an embodiment of the architecture of the service
adaptation layer.

[051] Fig. 9aillustrates an interaction pattern of a workflow collator relying
upon external service providers.

[052] Fig. 90 illustrates an interaction pattern of a workflow collator

involved in direct multi-phase communications with a client node.



[071] Fig. 20 illustrates policy-nanaged access to a
service. [072] Fig. 21 illustrates a sanple DRM node
w@e@phiisss h menbership and key access |inks. POWB$2004/018120
Fig. 22 illustrates an enbodi nrent of the format of a
DRM VM code nodul e. [074] Fi? 23 illustrates a
system function profile hierarChy. [075] Fig. 24
illustrates DRM nusi c player application scenari os.
DETAl LERs BESGRIST -ﬁhgﬂa{eg E%Sl@llgﬁ; ﬁddqute%ﬁ% b@tte‘n@ﬁf Q&forkﬂow
the i nvent'i ve"body of work is provid bel ow.
ﬁmgfscrlptlon is provided in conjunctlon Mﬁth
severa enbodi ments, it should be understood that the
i nventi b f.
enboa Mot AR Pks Al cbRR hErE i A ofa
alterpativ nodi ficati ons, and WD 2005/ 017654
Péﬁ?&gﬁﬁﬁﬁﬁﬁf%lzo 14 equivalents For exanple, while
sonme e nt re described in the c t of
consungggﬂ i edrates e %’ﬁ@“ﬁ’ﬁfﬁgﬁé’a’ﬁ gﬁé) fe.
skilled in the art will recognize that the disclaosed
syst end02Md FigtlddHustiptes atléﬁ@iofhyﬂ% abths Breduteghrent gd M engine.
application. For exanple, without limtation, these
enbodi BHls Figule ilbistreiesaiDRMzasine ead taleed plsmenig within a client-
the context of enterprise content and applications. In
adtfietsiystam noded e numerous specific details are set
forth in the follow ng description in order to provide
a thor 08l Hgdebshendieng DK Mtdnginenué ndlateé eleortyutsofithin a
wor k, sone enbodi nents naybe practiced wthout sone
orsedfide-gide dyleaendliet ai | s. Moreover, for the purpose of
clarity, certain technical material that is known in
t he ar tfosmHs m@t13hRestratke 96 ehidBdinidht B¢ dnt biot&Stde ra;n& Bovernance
avoi d unnecessarily obscuring the inventive body of
VWOSIKM objec®ONCEPTS 1.1, Wb Services [077] The Wb
SerV|ces Architecture (W5A) is a specific instance of

a Ser \{05@ @;¢ a0y gﬁjstl‘%[eg hh k&t gb&ﬁr?eng Sfdde AR hﬁ%ﬂl\ﬁ objects

itself "a type of distributed system consisting

| oosel 3{0&1‘1 u @1%%2 iG0R%s 3h BYo 3Rl PEF BRAP gr%fc'o graplﬂlc key elements.

agent s '

[062] Fig. 16 illustrates a basic interaction pattern between client and
service-providing system nodes.

[063] Fig. 17aillustrates a set of notification processing nodes discovering a
node that supports a notification handler service.

[064] TFig. 17b illustrates the process of notification delivery.

[065] Fig. 18a illustrates a client-driven service discovery scenario in which
a requesting node makes a service discovery request to a targeted service providing

node.



may provi de a service, request (consune) a service, or

do both. A service can be seen as a well-defined,
w@edok/ocem ai ned set of operations nmanaged by aPCEHUS29D4/018120

acting in a service provider role. The operations are

i nvoked over the network at sqge net wor k- addr essabl e

| ocation, called an endpoi nt sing standard protocols

and data formats. By self-contained, it is nmeant that

the s erw&ge Fi988b ﬂﬂsﬁ%@@@gerqE%ﬁﬁt oh sRRideBsdv@lRcQario in

context anot her servic nconpassi ng
C « « g0
éh ?%eéllﬁgstl % ?el s@?%&:ﬁ?ﬁ? ts 8%5%@ 1!{161?@@? a servg&growdmg
|nclude CORBA, DCOV and J2EE. WBA is attractive
bdChtise it is not tied to a speC|f|c platforn1

progranming J.anguage, a ca rotoc st ack

it T DAL N 36 0Rr17ban Yot Eies B 1aatery penafl in which
convention. WBA uses standard formats, based on

0 &8 RIPEISY N9ET LFPRIXES % %wé%rh% h?ggmla@e%a‘im@% (e.g-, the
promotes | oose coupling and interoperability between
presisicaee of asriviee Witbine sTviegrarayifiporeds)mul ti pl e

standard Internet protocols (notably HTTP), which

facil i t{6¢¥Hs RigdPeylinstateathy pregess ef ¢stabliginng frugt using a service
potentially globally distributed system [079] An
erondingyith e muplictly oustedvhaanelSOA i n t he context of a
"plug-and- play" service bus. The service bus approach
provi dg¢ecdjorFigridbekistrates die pbcese bfiiestabdisliyg trushbasalimay
description, nessaging, and transport standards. The
|ﬁ&g@@%@gﬁm@§ﬁmaay al so incorporate standards for

di scovery, transformation, security, and perhaps

ot hers 07§ Wetl19c TiMsae@h tHel'b?odeQJ bf é%ﬁibﬁslﬁh@{rhit'b@&dcﬁzn an explicit
the ubqu|tous st andar ds |ncorporated into

héng%ggykghgtdg Egbb and scal abl e, and

re provi approprlate foundation for

t
this i@”&?q”@%qw%f’%@%@?n%m ool e "
i de ﬁiﬁ%@s i ol &Pl B e gy L mfetnip and ke

follo definition conmes fromthe Wrld Wde Wb

CSfissr ]e) web Services chhitecture morking

draft & ust 8, .2003 -

web serd7 eEl&%@lgwmra@egab@é@%ﬁnaegth@rfeaw@ef @.Q&%MMcode
i nteroperabl e machine-to-machine interaction over a
néR@ild. It has an interface described

[074] Fig. 23 illustrates a system function profile hierarchy.

[075] Fig. 24 illustrates DRM music player application scenarios.

DETAILED DESCRIPTION

[076] A detailed description of the inventive body of work is provided
below. While this description is provided in conjunction with several embodiments, it
should be understood that the inventive body of work is not limited to any one

embodiment, but instead encompasses numerous alternatives, modifications, and



in a machi ne-p ocessable format (specifically WSDL).

O her systens interact wth the Web service in a
wOorawaeL76pt escri bed by its description using SOAMPF/US2004/018120

messages, typically conveyed using HITP with an XNIL

serialization in con junction th other Web-rel ated

standards. Wile the WBC defi |]1| tion provides a useful

starting point, it shoul d be understood that the term

) \/gﬁ vaRhil §8Pexd i %glelﬁév\%% fg%)gﬁ ﬁ??ﬁéqgsrcnﬁ@dqﬁeche context of

out limtati
Et%gﬁsgﬁg g %{eg%e? g%é]?tentla%d Fc%klg%s X :ﬂg)s% ngllgcjf ﬁ‘v@%ﬁﬁ @g%'&go%mze that
rticular

D et SR Gt ang %é@%&@"’r‘?wléﬁfi%aﬁ%@efgav b gprianign. Tor
(F3PE yREounhon hegieaod R Wt feuAdLy Ehpiridad dpptied

provi der and_a service requester [082] O . course,

ade the copkert efgnisrprase qoatrat W&??éwmﬁplne%@m% WhHe numeggous
provider's concrete inplenentation is sonetines

r sbeqifiedeteids &g settartl i n@rz delloweing defcspiiemyin s do prayideethorough
service). The software that actually inplenents the

f mdensanding oy teonventige bedsvofororpy wwakmbadimetiemay beiptasticed
agent and for the service requester, the requester
agetitout Jdmee pealkaithese detaganMoatoven forithe¢ papose dflvéaragerettain
is referred to as the provider entity or requester
enédhihical mateaipithaxds kadven indhe art haenotthgen tdéssabéd in detail in order to
requester or provider may refer to either the

I esprRGInYEseily biyscOfin@@e hlvent PBRTI 6Tova@R. cont ext .

[083] A web service exists to fulfill a purpose, and

how this is achieved is specified by the nechanics

and seroNCEPTS the particular web service nessage
exchange. The nechanics refers to the precise

machi ne- processabl e technical specifications that

al | ow tlfe me¥eR§ervdseéhange to occur over a networKk.

Wi | e t{BE7] ridheVdeb SsveeeAprhdectarl (WSS isnagecifibimstance of a
semantics mght not be. The semantics refers to the
exJelics Orietited AptHitetture' (SQH) aat SOAIiIRitydibd Byebf dsfributdd system
exi sts, governing the understandi ng and over al

expas ity &n@ose@td@ﬁﬁledtd@epéremgeﬁfe&ar@agenw OMied@ents in an SOA
entities for the web service.

may provide a service, request (consume) a service, or do both. A service can be seen
as a well-defined, self-contained set of operations managed by an agent acting in a
service provider role. The operations are invoked over the network at some network-
addressable location, called an endpoint, using standard protocols and data formats.
By self-contained, it is meant that the service does not depend directly on the state or
context of another service or encompassing application.

[078] Examples of established technologies that sﬁpport the concepts of an

SOA include CORBA, DCOM, and J2EE. WSA is attractive because it is not tied to

a specific platform, programming language, application protocol stack, or data format



[084] Wb services are often nodeled in terns of the
interactions of three roles: (i) Service Provider;

W@ poop/oBws4/i ce Requester; and (iii) Service RegPGL/D§2004/018120
this nodel, a service provider "publishes" the
i nformati on describing its me?sservice to a W
2005/ 017654 PCT/ US2004/018120°17 service registry. A
service requester "finds" this information via sone
d'céﬁ‘%ﬁﬁ@{. W &Q'SMMQQMMSE@%M for FREQVIRY dePflces and
to Ind” to the service provider to utilize the
S . . [
g S e U R R T A
usi ng.t he ssage fornatti at a in nd
¢ Pidiser ind RS R0 oo LBl R Epiatocols rotebly
p ider_in the puhlished service. description. . T
Seft st giralials it S00 berk webon il P Ay
is.called Wb Services Description Language (WSDL).
[ Ognbutedsstente provi der offers access to sone set of
operations for a particular purpose described by a
WSDL s é07A]c dngergeingiirend is tpriey sapPida teeuiexs of 3 npluggnd-
published to a registry by any of a nunber of means so
t ipday” seiosdiugi dhe mylcbgus atipswrsh oravddes for @ghestrafjomefysepaces by
public or private within a specific domain. [086] A

_ sdeveraging dayemption, insssegihgwandgrankirt stasjaotsd She anfsastructue may
search requests by returning a previously published
S eisviin@rplastestaptards for dissevary ceans fogmetsdre sedusity, a0 pevhngs others
that invokes various operations offered by a provider
aes kel Mirdughtieintrivisfecuadtiésdfahdmtigeitous paatdrdethcofotdial into
WEDL obtained froma registry. [087] The service

I @i BASAY, 118 Yle@bieS bxtertidle, R0 GERABIA! dnY (Rre IRy proRidbathb
exist as real software providing a database of

S %f)fﬁiogﬁat@ ?félﬁ{dﬁ@éﬂ o %oﬁ‘s%%@té%%’m%{i%traieﬁ S8vfoe LR thodBl. Bflthis

to"a particular service. er a requester

| . N c o
SR e ARSI ALY RAESALED, s e BN G
dynam t he

Gymem S BERAE e M STt Tat bR o

A FESSEB: B3RS WheP G S hogip oo v

e R R R S B e

identified by sone well-known address or an address

suppl i a8y s@wiee isot sativareates: designed to support interoperable
machine-to-machine inter?zction over a network. It has an interface described
in a machine-processable format (specifically WSDL). Other systems interact
with the Web service in a manner prescribed by its description using SOAP-
messages, typically conveyed using HTTP with an XML serialization in
conjunction with other Web-related standards.

While the W3C definition provides a useful starting point, it should be understood

that the term “web services” is used herein in a broader sense, without limitation, for



WD 2005/ 017654 PCT/ US2004/ 018120 18 [088] The WSDL
servi ce description supports | oose coupling, often a

W@ emsn#les4 t here behi nd an SCA. Wil e ul ti mat el BCHUS2004/018120
service requester will understand the semantics of
the interface of the service i% I's consumng for the
pur pose of achieving sone de§ red result, the service
description isolates a service interface fromspecific

S%&Xﬁ‘lﬂ% Qitﬁg {l&%fls éc@ﬁ%gﬁ#?dsal md{épm réto@ollg éggl ¥vsD , SOAP,

dynam SerVvi es no rvice-orfrénte

)&ﬁ %trf;r an be built on top of rrany possi bl e
ogy gers As currently practiced, web

s ety 5oL RO B L Ly
| | f _ _
agwﬁéﬁg%ﬁ‘gﬁ 2 gﬂ?&f&%s pgog}f@f» agg% ak(gosggng,y Birsient)

over varlous network protocols (e.g., SMIP, FTP,
etrglptionsirtpretweqnipeseraet Pr@lﬂdﬁﬁ’i‘l%dc?u%?mﬁ"? FegURtr- f ri endl y
transport in use. For certain applications, especially
wi t hi n [8%2]i Mifrcanese, achiahwieb gerviges kavsregngetsi 1§1p%ﬁmﬂmﬁaé1@es The
sense depending on requirenments; nevertheless, HITP is
a ppewider’sgfonetterenitplemgntatisn is sonpétiness rpferred by 28 theisérvice (as
today. [091] XM. - a standard for formatting and
acitemgisged frem e@htsemicef.alite safivape that aatwallybopienidnés the
content) of structured information. XML is a
t eitiictionsiégt forsthe petaiced pfovides e pirdededr tgensaha forethe Ssvice
bet ween web services agents. Note that the wuse of XM

daeguesiet, thee@pudshalacbis TagHeRadl bagtaniz Mol Sis\the 8ent is
may not contain any binary data; but it does nean

t haferbdicSasts %bdeeL eBfry LPFRbE LRSS A8 ShpR8pridle. When used by

convent1 ons. services architectures do not

nq&@ﬁ%g&ééy br Ot SERY R ?Heﬁ?ﬁw%@x@?the?ﬁge&%%nﬁﬁrsor agent

serial i to ‘a character stream - y may |

li ized to a binary stream where that
6Bl o Sl zed to a bin

se - ut if XM. is being used, these streans
Wil | M. docu That is,
| evel (ﬁg]hé ngﬁ%rglg lﬁ@jﬁiﬂf gﬁ(‘pum ag@?\(y etgls 1S achieved is
nessa e conduct d usj. n docunent s
Sa0e] P e B raiom o8 P50 HiGia 2] Cbrigs epessae

subset technol ogies that are parti cuI arly inmportant to
m;ﬁ(}hange ‘The mechanics refers to the precise machine-processable technical

specifications that allow the message exchange to occur over a network. While the
mechanics are precisely defined, the semantics might not be. The semantics refers to
the explicit or implicit “contract,” in whatever form it exists, governing the
understanding and overall expectations between the requester and provider entities for
the web service.

[084] Web services are often modeled in terms of the interactions of three
roles: (i) Service Provider; (ii) Service Requester; and (iii) Service Registry. In this

model, a service provider “publishes” the information describing its web service to a



web services are XM. Nanmespaces and XM. Schenma

XM.- Nanespaces are used to resolve namng conflicts
wapesassert specific nmeanings to el enents cont BCTES2004/018120

with XM docunents. XM.-Schema are used to define and

constrain various informati on,,itens contained within

an XM. docunent. Although it i's possible (and

optional) to acconplish these objectives by other

MR&R5oe rESrHSE sBifvicé¥bquesteP* QRAP ks @ nTIPiSh viLMBEscovery
t echni que used today. The XM docunent for mat
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mechani sm for., packagi hg web,_servi ces nessages .for

t ridgRYibhased lengunge wSeda escribe bp iragmation s cailed ﬁ‘é?Pe$emces
its legacy is as a neans of invoking distributed
oBpeseiiondengpageHdSPlekpect it is indeed "sinpler”

than other alternatives; but the recent trend is to

consi dép8BodPservise arovider offarsadcank foessoptegiebelpetasions for a

pur poses that have transcended the original neaning
ofpattivelaa pnipoysdesEiiget] bySOMS Diefdrvies descriptiat; ithie kgrvice description
I i ght wei ght convention for structuring nessages and
priopitdishel forf regisry b anpbdahurabsrtof rieanEscthatSWABervice may be
docunment contains an envelope that is divided into a

heRgeverad dAacEaey mapbt ROME orrividetwitidh b ¥pé&difit Hahain. t he
header is generally used for neta-infornation or

I NSt rughs@NA EQvick A5 3 ﬁ\ﬁir@fﬂ%@ Shdshe sbendlsbeh t
the co(rgt e(ﬂt contlgl ﬁéég?%&ﬁ t0 he 1TV\% 2005/50176554 %uess

rgﬁ?ragé g glle%i]&lgl rﬁl@ 1&&%@%@%5 tp?i S Re&wlhél%aﬁester is

ns o ntlfyl eatur es and rocessin

n %Sﬁ%gre tﬁﬁaﬁgﬂeg Lf%rkﬁglg ofng% 18'155 cfffer?ﬂ}; 9?{10'\7?{& agd“ni\{ﬁg gbat%g
AR asBoN 5P %ﬁ%@%@&i&%ﬂn&ﬁﬂeﬁ%@?ﬁ {‘2 B shes

si ngl e, ete nmessa transacti on bet
re qgest[pgﬁ sgrvllcggﬁ%lgtay gy ﬁga‘bo gg%nceptu y or may in fact exist as

real software providing a database of service descriptions used to query, locate, and

bind to a particular service. But whether a requester actually conducts an active search
for a service or whether a service description is statically or dynamically provided, the
registry is a logically distinct aspect of the web services médel. It is interesting to note
that in a real world implementation, a service registry may be a part of the service
requester platform, the service provider platform, or may reside at another location
entirely identified by some well-known address or an address supplied by some other

mearns.
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wGe@atamesd f or descri bing how to use a web serrCTES2004/018120

From a WSDL perspective, a service is related to a set

of nmessages exchanged betmeeq service requesters and

provi ders. Messages are descri ged in an abstract

manner that can be mapped to specific protocols. The

exchan ﬂ@%ﬂf THRSY gﬁi%ervtl&a&esé ?1%§pmo§§é'}6 flglﬂ{éabftéry a central

is cal an operation. I C set ope att ons

d %flémnee el ln{] §85Xf qle 1@? Iye rsf ge llleau%?ke?%ﬂl%na%rstand the

concrete nmessage

conePat: 03%18’%@ { 53&%’? 5 8%“?&{”&%”%* i frﬁ"‘&% of ftfeving

aps%{g)gr) elggetdlerst ‘T%}J%ﬁ r1%,c?q%%:1 1o|‘rng§s %ttg%g gq{{?g%m{?r ace %Irr{] gpemﬁc
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definitions map to specific WSDL el enents: Types

- cont ai 1889]el4epaswiceopiented peshiedtingican bp Builjosisiap ef many possible

abstract definition of the type of data being sent

Opeshaiplogy lagtersa st ¢uaently peacticqst, iveh sarvicas typectally mdogsate or

on a conbination of input, output, and fault nessages

pantdlypaspects abtiefalbdwigg tecbhiologies:at i ons - an interface

bi ndi ng specification of a concrete protocol and data

format [09Q@r RAMTE nastahdad applivatidy peytodod fdr idse web services

conbi nation of a binding and an actual network

adeh@siications. EAHRAghtw HRRENR /oA B6 8¢b1H el dvar bl h&hRk
21 service a collection of related ports (endpoints)

[ 398bc SR dSiATPCF TR, &OTFRTPAL B Akt WBRBADLS E}re’%ﬂﬂl ﬁfféﬁ&‘ly

defi nes speci fi ¢ bi ndi'ng extensions for SOAP,

Gl 533 REARH %Eam}{f)ﬁﬁcatghy %}?b%allg%ﬁnﬂ ok 1ntranft other network

necessarlly nea gto ort protoco
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[091] XML — a standard for formatting and accessing the content (and
information about the content) of structured information. XML is a text-based
standard for communicating information between web services agents. Note that the
use of XML does not mean that message payloads for web services may not contain
any binary data; but it does mean that this data will be formatted according to XML
coﬁventions. Most web services architectures do not necessarily dictate that messages
and data be serialized to a character stream — they may just as likely be serialized to a
binary stream where that makes sense — but if XML is being used, these streams will
represent XML documents. That is, above the level of the transport mechanism, web

service messaging will often be conducted using XML documents.



However, an interface can be directly bound to HTTP;

alternatively, for exanple, a binding for SOAP can
Wos@s8MBER (via a mailto:// URI). An inpl enment apCDOS2841018120

even define its own wire format and use a custom

bi ndi ng extension. [099] WSDL.,gncour ages

mai ntai nability and reusabiligs by providing support

for an <i rrport> el enent. Using inport, a WBDL docunent

can be rgd & 2§n S XM QibSGREHBbB ik BEE Srel JArtNAY aglyt H@Fﬂ%‘%@many

sense ganlzatlon For “a cohesi've Vi ces
e r p i d
anwe:bnfg’er acedgﬁf]‘l ni n an 8g{r%\ﬁ|ES% %ﬁgnwm{he?ﬁc@@ﬁgme

asethele %Q@&{Q’C@g@b%sam” o SRR it GRS sontained with
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A service inpl ement atl on definition caontaining the

s peeaninlish dlegsq phisctévrg hyiothter meges, firecuss of X9 dy prolsrhly the most
interfaces are not exactly |like Java (or DL, or sone
otchmmartegmameinser today @géWLrﬁoemnamégmatdpsmaﬁm for wgb
Java interface declaration specifies a set of nethods

t Batvioswsruments theatselvesnat dafisadbsetg ¥MIt-Behenst, mubtimosgifreal world
cl ass WD 2005/ 017654 PCT/ US2004/ 018120 22 claimng to

I 'adbesedides o artatib e fracseagebitemstvaniwilhie filrthesdefmed

i npl ement an interface, and each inplenentation can

b énddbirdrei K MIRSEhenite et hod si gnatures (nethod name
and any input or output types) generally must be

i denti ¢ed3] Kaj4p L an XWANBAAYtdAMarkdTEr SRASHBAR Qﬁ’é@ructlons and

enf or ced at conpile time, runtinme, or both.

Wl rh it gl ihy F CEspesiafll FirflaBRd pacRigh 5P 'Er@nénﬁlgﬁo@fb aﬁ'ﬁtﬁéﬁhhng by

abstract class
other receivers. SOAP (Simple Object Access Protocol) is a standard mechanism for

packaging web services messages for transmission between agents. Soinewhat ofa
misnomer, its legacy is as a means of invoking distributed objects and in that respect
it is indeed “simpler” than other alternatives; but the recent trend is to consider SOAP
as an XML-based wire protocol for purposes that have transcended the original
meaning of the acronym.

[094] SOAP defines a relatively lightweight convention for structuring
messages and providing information about content. Each SOAP document contains
an envelope that is divided into a header and a body. Although structurally similar,
the header is generally used for meta-information or instructions for receivers related

to the handling of the content contained in the body.



that alone is not fully useful. Various WSDL

interfaces, or portTypes, of a single web service are
WO ogsouiesy rel ated in the sense that the set OPCT/US2004/018120

operation nanes should be identical - as if the

port Type did, in fact, |nple ﬂt a specific contract

defined sonewhere el se - 0 such elenent actually

exi sts and there is no rrechanl smfor enforcing

portTy f@g ﬁ%g@?ﬁf dlso gfe‘dﬁieggﬁﬁem?gf 1d§ntg§ﬁ%rfgéthﬁés BRATEd pr&essing

i dent i it su - even
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t hensel ves are not conpletely abstract. A web service
mipngasonpeteserp Eluesigand 6 r4rePRHBE 3994 (569  but

di sti nct msssa%es for the various bindings requi red

[ dto Ao wii. oo/ TRI2 00 I/ RE € rsaamlcd-ast2030 030924/ #spapaignes.)-
emergi ng web service and related standards a system
ar chi t ¢e36]r ¢72h—be XML dasyetandaat fof desctibingthes tohee a web
creation of networked interoperable nedia-rel ated
seevicee FrarhatWEDIL pezspeativeas setige of rethtddf torassat of messages
protocols and interfaces across a w de range of
hakewapel Bade&Ddcivias qitsiirs aidprotiddrs. QPesades Atk described in an
environnents. 1.2. Roles [0103] Preferred enbodi nents

ofabithRt RERSE Mat cBY BOnaPPed6 Sffeci - HOBRLR., ThBleREMIhSe of messages
and/or actively support a peer-to-peer environment in

W £ B fRR 64 %n?@ﬁnm&ﬁgﬁé Qe ]p%tzldﬁz Q003 Jsgtoof opdrations

spontaneously offer a’variety o functlonallty by

XRATND iRBIMEE E&n 1)t TR rl:toncl%fe 41I s a%ﬁ protocol

dlscourages VI Wi Ng peers as V|ng a
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onavarlety of factors: its actual inplenentation

f peRipealnet sprelie BIRE) comwriseRetardp@l i ty for supporting a

gi ven set of
[097] These definitions map to specific WSDL elements:

Types container element for type definitions
Message an abstract definition of the type of data being sent
Operation an abstract description of an action based on a

combination of input, output , and fault messages
portType an abstract set of operations — an interface

binding specification of a concrete protocol and data format
for an interface (portType)

port the combination of a binding and an actual network
address — an endpoint



services, admnistrative configuration, information
declaring the service(s) the peer is capable of
wexpesied and | oad and runtine policy on serVvPCEUS2004/018120
interfaces. [0105] An explicit set of roles could be
defi ned based on vari ous diffigent types of services.
Over tinme, as common patterns“0f participation are
determ ned and as new services are introduced, a nore
formal role categorization sch .could b defiped. A
prelimnary set %?m?oles thafcﬁg§uﬁﬁﬁ?%?ﬁ§PW?§8“ ays)
time couwgl wisbudefindsheconghdObintiae nhdthEim@hd evh defifies
relatively sinple role in which no services are

eXPRIEEHindRE exichoRERE SOIAM I TYSEETARIYT, @88 MM TRis, binding
peers. [0107] Authorizer - this role denotes a peer

agibbdichi 38cRsdrl he¥n PR@ine! 191 tﬁﬁgfbtrt profdeh) dird &Y &fuitd Y Sdcific
i f I cc fied

a requesting principal has €SS to a Speci

SRR s Ry ST P S0P Mough s
SR 88 Ry BEREDN bt B g n vy oR)
reasons i ncl

SR Er BTy b PR tognRupbRR: dtematsbe dy example. 2
I k of i bil i .
cpatg on gopsese shioBe TNy hERIRGRE mpleen e even

with a WO 2005/ 017654 PCT/ US2004/018120 24 given

sdefingids ovmn yaredpratiand ysgreaistore PIndinexteasivn; dge to

another peer 'in order to allow_ the peer to interact
with a [@&%]viW%Dbre@W@&eﬁ nRiganebidtpmdgpesebilijebyproviding
identity and establishing an authorized and trusted

c snprext fof en <opeortit ¢lomentt Risingagpest & NESIPle document can be divided
actually delegate to the gateway peer its identity and
alihtowepdnatt ppeey intvoays dgb iriakt eerga b amergenid&ins iRona colesive web
its behalf. Alternatively, the gateway peer nay act as

a séivigek envifodingyit @iritg sofrRrdagiedioff gepafatiof Wetwig@n 2@ GiteFh&
and responses. [0109] O chestrator - in situations

Whigfigition b8d af irhPBmbhthilorPdstRiti t1RIbMbRRg sBpRMicHEI® three
i nvol ves nontrivial coordination of services (possibly

| ek udingis (£43psagt i ons, distributed state managenent,
etc.), It nmay be beyond a peer's capability to

?ﬁ‘rt i Cit pat e. A1Q s%ﬂe%paez&srd? tc%rcurinesnta— ete %(i)0§| rilozd%t iis 0 tsch%{na> and the
e gateway rof &, A DECE Y [ Edusst A Ohriest Tater
to act on its beRAMFPht ARG T feor

mor e A service interface description containing what is considered the reusable
portion

<message>
<portType>
<binding>

A service implementation definition containing the specific service
endpoint

<service>

[0100] WSDL interfaces are not exactly like Java (or IDL, or some other
programming language) interfaces. For example, a Java interface declaration

specifies a set of methods that must match at least a subset of the methods of a class



services. The orchestrating peer may use certain
addi tional MEMO conponents, such as an appropriately
we@onkiogused Wor kfl ow Col Il ator in order to satiBEHUS1964/018120

orchestration requirenents. [0110] G ven the goal of
“providing instant gratificatE?n by satisfying a

request for any nedia, in any“format, from any source,

at any place, at any tine, on any device conplying

W 0 3 " . 1
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enbodi ABHL] dF WHYls ieséRep it didferent pad movs 1k @y actigy abstract class
service _conponents: g) Cont ent_ Aut hori ng, Asserrbajlzy, )

ariept plesr apnatdulberseid e Y arioys WS pindestacegpoD pertl wes.a5 4 single web
PCT/ US2004/ 018120 25 Content Aggregati on and

Disstvidetsae logivabe related s thg pensp thet tetsehefiopseatioh sames sheyld be

4) Consuner El ectronics devices. [0112] Each of these

f odmntitaler s if {heipodllyye Hdsindadtf EmdemnentagpediBoeottmct dafined
security, rights managenent, service discovery, .
Sevmkewhereletseediut ab sadh, clersart attobiy éxete and theyd ie xb tnyechatisin for
ot her service attributes. The first two tiers fit very

I eUfhtifg boit Oyid wmniee | Bach Pt Ty iS @endrally fidnicicth idntigy the type
web services, while the last two tiers fit nore into

WRAbin@h gtk Sipofidl levéh BSHSPNAbT RS Aite dd8E MG Ckeal@aBinding. The
Wth certain services of the hone gateway being at

t I
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vi Tes for CE device ccasl onal appear
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desire to specialize parts
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exanpl e, ,a UDDI director d.di scoyery approach
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servjces,. but for a _nmpre dynam ¢ transient, merging of
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found in UPnP and )

[0102] As will be illustrated below, by leveraging emerging web service and

related standards, a system architecture can be developed that facilitates the creation
of networked interoperable media-related services that utilize a variety of different
protocols and interfaces across a wide range of hardware and software platforms and

operating environments.

1.2. Roles

[0103] Preferred embodiments of the present invention seek to enable,

promote, and/or actively support a peer-to-peer environment in which peers can



Rendezvous may be nore appropriate. Thus, in sone
enbodi nents nultiple discovery standards are

waeowsnmmwaat ed within the framework [0114] Simi PEF/U2004/018120
when rights managenent is applied to nedia
di stribution through mholesabg, aggregat or, and
retail distribution sub-tiers, there can be many
di fferent types of conplex rights and obligations that
NgEchthRol8y XRF £9889y 8P FincAsRGKAS ex9U8EE Sérk128s.  Ofc BRBEHiment
for a hlghyy expressive and coripl’ex ri ghts | anguage,
S o eqege .
P Ak oRBERk, WRHEL PRHS T PiVingp BRL M of capapilics; and
man n C qver for.the
AR Ry B AL P S RREIGS vt e RO BB & one or
nodel that enphasizes fair use rights that are
réWﬁ??W@?y straightforward fromthe consuner's point

of vie er devices, i.n WO 2005/ 017654, . .
pCT] USSR n o HapdBhareQ a?ref%ﬂ%ﬁ’é{w’ﬁn RESF exposes In
want to .interact using the relatively sinple trust
msa@bmagen pithia spegifip PRhavigs datiein At ey gyen propanpa NEMO-
interact with peers across a w de area network using

a cgpldpdinoderay agtiepltipherotesbesedanonviopy ofdpctgest dipaptual
services. At the consuner end, conplexity arises from
atmpleateatition deqjening proading dret faneticmahiyl fabsupposfingeyr gigen set of
devi ces, sone of which are nobile and intermttently

i sewiceecdniniktratpleeontgwetidks infofbaton declashg thetsemwece(s) the peer is
approach to rights nmanagenent, while enabling

erdpdble efskposihg tani betd add rutingdrpoliRlym sesvideaherfagsneous,
supporting a variety of rights managenent servi ces,

i ncl udifoms3 AnvéxpEsit ERJIF rd1B QFulkd BS dEhtR BaslddnSyabibus different
distribution rights and translate them in context,

t gyl @ir¥irdiead ORIHE s MEmbh Jitcind OF FRrddifRRAGk &ermined and
that is orchestrated wwth a sales transaction, or

255 D] O O Ol ot
i ; t f I f .. .
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= t.0- P2P) f ashi . P -to- ti '

oG eq 2 1 he sharing of resources (such as”
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http://ww.intel.com cure/ peer.htm Here, P2P may be
vitR&REST BEPY BEsteivicenpf ofher peers.

[0107] Authorizer - this role denotes a peer acting as a Policy Decision Point
(PDP), determining if a requesting principal has access to a specified resource with a
given set of pre-conditions and post-conditions.

[0108] Gateway - in certain situations a peer may not be able to directly
discover or interact with other service providers, for reasons including: transport
protocol incompatibility, inability to negotiate a trusted context, or lack of the

processing capability to create and process the necessary messages associated with a



nodel allow ng network nodes to symretrically consune

and provide services of all sorts. P2P nessagi ng and
WOk col | ation allow rich services to be PCT/US2004/018120

dynam cally created froma heterogeneous set of nore

primtive services. This enabl,es exam nation of the

possibilities of P2P conputin& when t he shared

resources are services of many different types, even

u i&%l il SN Dhews/ 1Y h%@elbicﬂg% RIS brill g)glmtgéﬂ;ﬂe%f‘ rder to allow

enbodi Ide a ne T ramewor

ments can prov la services
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notificatjion, search, and fjile sharing) to nore )

c Shgielecisiognan its behall. Algatively, the gatevad pegicRay act as a simple
l'i censing, matching, authorization, paynment

t ralay pemt.darwasdigs operatiay reqyasts exhisspsPons of any or

all of these. LOll?] Services can be distributed _
acr oss [Pt -@rehgsemtorc onmitiitions Wherenaigrastion wighla set of service
provi di hg nessage routing and orchestration using a
mgsedaders puopyeandntrivod kédrdinattal disseoiices desssibiybiadlvidmg
greater detail below designed for this franmework.

[ Giah&dctibleg dtrinttel gt nhiyagakenn Gty itthgebd beyoadit ipedr's capability
requests and receiving responses. The format and

pay F@@idipéfe. tAreorcREpuant i9NshetQERAIDI DT BGRS raleC A peer may
preferably defined in a standard XM. schena- based web

S @bdiesardRldstritol R act 8RN BARIL, {iRer¥enind @ PsbvidBBhe or more
enbodi es an extensi ble set of data types enabling the

degRAdeR!t IrRe orﬁﬁ@raﬁﬁnge? :;]15 [yAe Rbrif Eéfciliﬁ&t%atll giﬁgg}bg)%ﬂtponents, such

associ ated interfac I'ngs. Many o

t YR a5 ai)ﬂﬁégv%lfyﬁcég{iglgkd W2 rﬁﬂ&% C%ﬂgto? e?nljagrr tg)r%ﬁ%f? gge &rghestration

suppor nality he sys
S s . the construction of diverse comrunication
pagﬁg%%g?&ranging fromdirect interaction with a

single i ce ovider.. to.a conpl ex aggregation of a
chor eodP i S b AR pioviding PeRnigee Bitioh Sy sqiintgng &
providers. In one enbqdi nent, the framework supports,
t H%quc?é‘;s'ﬁ%& ARRGR 18 FRY fQ5prat, JEqmh gnyesauess Algpnydlagecd any time, on
chor eogr aphy standards (WSCl, BPEL, etc.), and al so
alanypWevice epipplymepyidyanyaagseerblegsieofusegerulen the following informal
conventi ons.

model illustrates how this goal can be achieved using embodiments of the NEMO

framework. It will become apparent from the highest level of the model (without
enumerating every aspect of how NEMO enables all of the media services that one
can imagine) how NEMO enables lower-level services from different tiers in the
model to be assembled into richer end-to-end media services.

[0111] In one embodiment of this model there are four tiers of service

components: 1) Content Authoring, Assembly, and Packaging services, 2) Web-based



[0119] The syntax of nessages associated wth service
invocation are preferably described in a relatively

w0 b@giolless and portabl e manner, as are the cor ePCEHUS2004/018120
types used within the system framework. In one
enbodi nent, this is acconplishged WO 2005/ 017654
PCT/ US2004/ 018120 28 usi ng to provide relatively
sinple ways for referencing semantic descriptions

% egepgigggrngatm AT BEGorS&IViE&ES) bR LlovySBFNES Sand 4)

have one or nore serV|ce bi ndi ngs. I n

;&, rLﬂg@ gicg%g{,]]b o node may i nvoke the interface

e as long as that node's interface '

bi ndi n
as the%?ﬁgﬂgg?l ng ﬁéurdteegs tyg 6%311?5\/& eregong %ngg%r
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sﬁ%ﬂd@bﬁrtmtieoﬁeﬁ & tr@ﬁl’ﬂ@rlale YD\ CRYHCS Wil aéﬁébe’f%ﬂ%f fit more into
r| hts managenent. Interactions between nodes can be

we awigfoal rarmson@lémpalmbvor[c oacziel, withraettain sprvagep of the
type of device (physical or virtual) can be viewed as
p dbeetgateivlay bRiEREE thealsketheteemn the bwo tywes ofhedant Hregver,
aspects of the NEMO framework. Device types include,
f gervepea fiplGE devioes woeld oetattnalin ageae oAy o tHe, tiers.
net wor ked services, and software clients. In a
pr ef er f@d 3¢ Waedile®iia lied iMNEWdesienpedalie\patte of thednework for
typically includes sone or all of the follow ng

| QefiGétcy BB aipiBMentalbs SR g belE@PéRIgH &f @cbnpadsiend-to-
[0123] tive Services APlI- the set of one or nore

S@hY s888ort. NAr ekﬁ‘rﬁpféeé/ USDI difRloSyERR @scolBSS a%pfcﬁacﬁ‘ thay work well

requi renent that NEMO node expose any service
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Rendezvous may be more appropriate. Thus, in some embodiments multiple
discovery standards are accommodated v&ithjn the framework

[0114] Similarly, when rights management is applied to media distribution
through wholesale, aggregator, and retail distribution sub-tiers, there can be many
different types of complex rights and obligations}‘that need to be expressed and
tracked, suggesting the need for a highly expressive and complex rights language,
sophisticated content governance and clearing services, and a global trust model.
However, rights management and content governance for the home gateway and CE
device tiers may entail a different trust model that emphasizes fair use rights that are

relatively straightforward from the consumer’s point of view. Peer devices in a



[0125] Service Adaptation Layer - the |ogical |ayer

t hrough whi ch an exposed subset of an entity's native
W@ 003i0cwss | s accessed using one or nore di SCOVRCHIDE®04/018120

bi ndi ngs described in, e.g., WSDL. [0126] Franmework

Support Library - conponents hgat provi de support

functionality for working witfi"the NEMO Franmewor k

i ncl udi ng support for invoking service interfaces,

TS 08515 P R ek e Sy s ot
O S UL AT Sl s R o
0839050 NSRRI e SE By pconsne
LR S SRR S Pl iy o
AR LT -

for sone or all of the follow ng major basic data

t yihas, anfeffeotae anperach torighipmasegement. grhilsrenablgganddpisadt

in the systemframework. A node may act in nultiple

r clistgbuition) mighh glse hahetofoganepus\supeoring 8 yamety @htghts nzenagement
service provider. Nodes may be inplenented in a

v aeivetey, indludiog servicas thatintegprevergpuessions ef distribotiorcrights and
devi ces, software agents such as nedi a pl ayers, or
vitrahslafe tlsei,\ih centpxtoio idéividuabeonburaa use nighistin 8 @@nedction that is
engines, DRM | icense providers, or content | ockers.

[ Oi2R}trdbey Wik asales Gamatticat, 66pdrhighsaaphesérhiivhed aGiib&ription
virtual or physical device. [0130] User -
e@%@pquékgﬁdthe representation of a client user.

[0I31 ] Request - encapsul ates a request for a service
to a set of targeted Nodes. [0132] Request |nput -
encapsylqt eg Johtar Myddi for a Request. WO 2005/ 017654

PCT/ US2004/ 018120 30 [0133] Response - encapsul ates a
Respons@l 124 duenaembodifnent, emptieadtameverie apnsigggeieslogically
Result - encapsul ates the Results within a Response
asowrictededt ofimods thetpteRet s peer-to-peer (P2P) fashion. Peer-to-peer

computing is often defined as the sharing of resources (such as hard drives and
processing cycles) among computers and other intelligent devices. See
http://www.intel.com/cure/peer.htm. Here, P2P may be viewed as a communication
model allowing network nodes to symmetrically consume and provide services of all
sorts. P2P messaging and workflow collation allow rich services to be dynamically
created from a heterogeneous set of more primitive services. This enables
examinaﬁon of the possibilities of P2P computing when the shared resources are
services of many different types, even using different service bindings.

[0116] Different embodiments can provide a media services framework

enabling stakeholders (e.g., consumers, content providers, device manufacturers, and



[0135] Service - encapsulates the representation of a

set of well-defined functionality exposed or offered
whyooaopioswi der Node. This coul d be, for exanplBCT/US2004/018120

| ow1 evel functionality offered within a device such

as a cell phone (e.g. a voice 7recognition service),

or multi-faceted functionalit% of fered over the

wor |l d-wi de web (e.g. a shopping service). Services

C QuEH ek eGRY RS Wi ofRlah&hyr, & infPRY | &RhddRSalue! fdl tHdb&Rrate in

DRM relat ed services such as client personalization

S EUm RS MRl o Fripies St dtuendt

c ISR Bt TR ealth, a0 e S e BBt ol 1ovel
wFTviosE ek b PERG b aPERg Haviene A0 TRRRR Gon ot faysaction, and

cel l ul ar network providers, web- based retailers and
cdﬁ@@ﬁ%ap@E@ﬂ@@mﬁFﬁ6ﬁa%¥%?dt@Tg??-Service Interface -

a well-defined way of interacting with one or nore .

Ser vi c49117] Genagessan b distribuiag; astpss Pesidamsen enugurcating nodes,
specific way to comunicate with a Service, including

t leeclcppviding wessagmiupng ewscerckestraleen wsing nnsiagapsapwide
Interface. These naybe represented in a variety of
werdrkfiet icoddom@lyscribsdiohgrastet degailAlow sdesighad dorXMs framework.
protocol, RPC based on the WBDL definition, or a

functi ¢olid\Nuclas imeractfoyanakand dervicd i3 tioBeeqtieste aAd e siving
Poi nt (SAP) - encapsul ates the functionality necessary

f aespahdeaViigfoamiNasie phplosdbEtha réoREMiafe rdspyeahésedpes are
Request to a targeted set of Service Providing Nodes,

a@!}eféﬁﬁ | 3efinad 504 stAldaREXPOAN SRS ma Va0 L1vied ﬂesc%tion language
PCT/ US2004/ 018120 31 [ 0140] Werkflow Collator (WEC) -

g éﬁ%{,}W@Lﬁhﬁ‘p&ﬁﬁd@ési a%xfeﬁgi‘aﬁeg ot &a@ge@é&ﬁih?ﬁle%escri tion

n interface allowing a eto age and proces

Ahk Egﬁﬂ)@ﬂ&of&isegﬁgéé ea%i] i?hse?lirh%%de%?a?@cpﬂf'e?ﬁacé Slé@én%?hie\@any of the

C
Servi ce 1 nvocatl ons. rrace provi

o 0 L O B

gm%t@ggli%% %ig %ﬁ!ng gagﬁ%afcp:ggqtu%ﬁ)@%&)g %o s‘%rrutc’ii(g:rllJ l)ta éiverse
communication patterns, ranging from direct interaction with a single service provider
to a complex aggregation of a choreographed set of services from multiple service
providers. In one embodiment, the framework supports the basic mechanisms for
using existing service choreography standards (WSCIL, BPEL, etc.), and also allows
service providers to use their own conventions,

[0119] The syntax of messages associated with service invocation are

pfeferably described in a relatively flexible and portable manner, as are the core data

types used within the system framework. In one embodiment, this is accomplished



managenent (DRM), a typical profile mght include
various DRMrel ated services (described below for

wo b@sholebowi ng set of content protection and gRPUBEUSZNOE8120
obj ects, which represent entities in the system
protect content, associate usgge rules with the
content, and determne if accéSs can be granted when
requested: [0142] Content Reference - encapsul ates the

r %@fn%sxggfg%ttb be\?(ie @laﬁi@él?,rsﬁ[;ﬁtg ;/x%&sé gq'??%/f%fe‘ﬁﬁin QeFarftReSMptions

Item u arererence w everage ot her

st.andar oz des@?%iddf .descri bing content fornat,

| ocat'ion, etc MRef erence - encapsul ates the
[ f a.reference. or ointer to.a ..
doscri S0TR Aorersies fhyffack Y iy S one HetpBisarr g dipes. In such an
0144].. Li nk- i nks .bet : iti . 9., Nodes). ,
[ Gibsingssheids TS dRrkeant sisiiasr af Ghott e BURRBAT thet node’

[014?6#] n&_ent Key - represents_encryption keys used .

t gnte eCrEQC%e 1o RAERR exPreseehing e.go NSk, andpag fongss fhesreguestiag node
or other rules that govern interaction with Content.

[ G2a 8PPeB ke eArventionsapg proseqels agsecaripdivithtlee biadingeHor example,
Control and Content Key objects [0149] Projector -

r éps eederiuppe el basvise buerfisern €ameséing nadrima@y he eaquicedto

obj ects WO 2005/ 017654 PCT/ US2004/ 018120 32 [0150] In
orsgpEmbAdAREHT TPaWeBecuptypkicl e i ncl udes definitions

for some or all of the foll ow ng basic Services: |
[ 0151] [@iR1fhoyryzatvicninterfacs @gy s tortifolled $QEN Sights @nanaged) in a
aut hori ze sone participant to access a Service.

[ Glabdirdized &ishidnGrectly PR VIHOLRPSCtOf €XAE fiabiddhent. Interactions
authoritative or domnating 1influence over sone item

( Befiveen AoMBsIaf bE Wicvedhs @BGIBNbperffond Servi ce
operation), such as the ability to downl oad and

i nstal [op2og Viﬁﬂﬁffanﬂﬁ%@é’ﬁievfé@ﬁﬁﬁg@%gf:@r ‘H%Rélf@a{nl Bk viewed as

interacts wth Sérvices providi unctionality such

a o{e@cﬁﬁy N%N/ﬁﬂ%ﬁ?&éd, ROLBIEYo in%%grﬁ%gt%pe%{g%f e

protection.

framework. Device types include, for example, consumer electronics equipment,
networked services, and software clients. In a preferred embodiment, a NEMO-
enabled device (node) typically includes some or all of the following logical modules
(discussed in greater detail below):

[0123] Native Services API — the set of one or more services that the device
implements. There is no requirement that a NEMO node expose any service directly
or indirectly in the NEMO framework.

[0124] Native Service Implementation — the corresponding set of

implementations for the native services API.



[0153] Message Routing - a Request or Response to

provi de nmessage routing functionality, including the
wW@pRiosio1354 0 have the Service Providi ng Node f opeEDS20041€18120

message or collect and assenbl e, nessages. [0154] Node

Regi stration - a Request or Rggponse to perform

regi stration operations for a Node, thereby allow ng

the Node to be discovered through an Internedi ate

Node. Nedes oa6oM Ve QM8 dical 1 twiREh 1
Responggﬁgikgted topthe g%gcgggrﬁig%é%g§§g¥3%8§56]anexmme

Skg{lﬁsfe{ ?P%ngéhgig{’se gmﬁ%&?l <|Ies ol ac@@s%@@ﬂs‘iﬁ% b §6R6reUiscoverable

elive cation nessages to a gl ven set
SRR VS G csent o Exchange - o
O 3 oS 5 TE RBreg LS o
LY e L

or nmore Nodes. WD 2005/ 017654 PCT/US2004/018120 33
[ GINOE MEFE cnessasrdPrRtingservianachestatin. ¢icand
coordi nation of Services into nmanageabl e,

coarser-grai ned Services, reusable conponents, or ful
appl i cdtd-ondermialogiihere to rul es specified by a

servic j j : « 2
oo ATOPTYA R BRI, DR BRSS i cor

Servi " NN :
ST B8 LSRR 1Ml AL R BT A
c N t conventions and rotocols for ecreatin
PRPeORt SieS RSO DRA I R PESE Ridpbchy Gk Ol form
be en Nodes. In s epbodi nent s,.. NE rust .
VGt i JBe AP EERLEHkO <L 4iR fore, adding new
security specifications_and nechanisps, includin X
wsaggudservicedireswed epsnding exisingnche 2 Qs PR lisrpore
[0161] Upgrade_ - represents a Request or Response
r drefile inclyles defanitiprrgforsomeercali ofithe fallpwipgmaios basgip dgp sypes:
enbodi nent, this service is purely abstract, with
ot her [0128] Node — a representation of a participant in the system framework. A
node may act in multiple roles including that of a service consumer and/or a service
provider. Nodes may be implemented in a variety of forms including consumer
electronic devices, software agents such as media players, or virtual service providers
such as content search engines, DRM license providers, or content lockers.
[0129] Device — encapsulates the representation of a virtual or physical
device.
[0130] User — encapsulates the representation of a client user.
[0131] Request — encapsulates a request for a service to a set of targeted

Nodes.

[0132] Request Input — encapsulates the input for a Request.



profiles providing concrete representations. 1.5.

IllTustrative Interaction Between Nodes [0162] As wil |l
wheoodiossassed i n greater detail bel ow, the basPCT/US2004/018120

| ogi cal interaction between two system nodes, a

service requester and a servigg provider, typically

i ncl udes the foll ow ng sequen of events. Fromthe

perspective of the service requesting node: [0163]

The sern ti A S r
requosto 51 AGRRE" EfthoRRRE: TRESTonS ASEULER IAERURIN
e oVt 990108 AAET XA S HMRS b RebIR i & Rk e associated
i nf.grmatign about di scovered services. The
iﬁ?g}$5%%ﬁﬁ%@ﬂénisn1for servi ce di scovery between

nodes e, just another service that NE node
choosegs{]%ﬁi%ﬁ‘f’%ﬁﬁ?ﬁc?m}@t%ggmﬁeﬁ@%t&tl R 00RO TEEY
34 [0164] Once candi date service providing nodes are

f dumrdionglify cxpofgd 6 PHgred B e prowger s d hisFogldshrafisxgmple,
request to one or nore of the service providing nodes
bdewdeved fmgtigpality pifered srthircadyiieriugl as p oalbshonede. gnevoice
enbodi nent, two nodes that wi sh to conmuni cate

s geapgeltipnwetvice),aa anlottinstediindtiopslitalviffesdd avet thgsraeli-wide web
relationship for the purpose of exchangi ng WSDL
n¥e.gagsmppigrsenx@ipbayiceheyuldeyenegals edrstypoSaipliodtions,
conpatible trust credentials (e.g., X 500

céfidluding DR reldRdise®idee yisch Bictient pefidhalimiiodendiB@esd atquisition.
determning identity, verifying authorization,

est abl i[gt8g)FerviaeRRlcEhan BRlity (€5 a Ndde 20 MRvIcBP@BES exhbf:s
negoti ation of these credentials may be an inplicit

PlsBRE rséﬂ’of@‘er\tigl%. PolenlifiSdrNtEPiodffers LM %sﬁﬁeﬂelescstrfnics

WE- Security if Ws-1 XM. Protocol 1s used, or an

I IVRSE s WEEN phbiR Fﬁh%,ﬂ@?t%\f@ M%@)ﬁ}’?flg P%cpfrlr%éé gateways, as

cases, the negotiation of’‘trust cre
e I Gt ep. on odi-ment .. it. 1S _uUp
£ Pl SRS RES GRER oohE R BPCRUER byl Py, web-
s%fﬁfeidcri ent for i 12r){t e,[rlact i ng Wi.th anot her node, and to
RS AR SRS SPURIIGERSeOASt r ust a gi ven node.
[0166] requesting node cr es the appropriate
VDL T SRS Btes - ook S5 255 65 AR one or more
request ed service.
ervices.
[0138] Service Binding — encapsulates a specific way to communicate with a
Service, including the conventions and protocols used to invoke a Service Interface.
These may be represented in a variety of well-defined ways, such as the WS-I
standard XML protocol, RPC based on the WSDL definition, or a function invocation
from a DLL.
[0139] Service Access Point (SAP) — encapsulates the functionality necessafy

for allowing a Node to make a Service Invocation Request to a targeted set of Service

Providing Nodes, and receive a set of Responses.



[0167] Once the nessages are created, they are

di spatched to the targeted service providing node(s).
wab@spoosnuni cation style of the request may, fBCT/US2004/018120

exanpl e, be synchronous or asynchronous RPC style, or

nmessage-ori ented based on the,service binding.

Di spat chi ng of service reques? and receiving of

responses may be done directly by the device or

throughy WELYLDE ¥ 5 SERGcSOFbGRiBR Meéhanism that

(descri]é??g%$%£% g%%d?dggpgz gbstr%ct%%n aﬁd s

i nter e S. | ' I.CJ

AP Aol Bior RO IR IAE A Roak o Rl el Rk ons of

cer Servi

OB e el TeRvicd ROSAR  TRE RO R T Brovides the
- I DY ISF B ST FAE AT POV B RErSpop G D Mossages

one or nore responses. Depending on the specifics of

t BEsogiatedvith thaSerictSe bi nding and the requesting

node's preferences, the response(s) may be returned in

a vari é& M1 in thgepstex| ofd nasticwdar applicaienfyrizas digital rights
RPC-styl e response or a notification nessage. The _

r ospogesesnt €RRMpua typicel predle mighe instida vda¢es) DRMaselgsedservices

t hrough other internedi ate nodes that may provide a
n(ddseribedfbelel)efonthe fekowing est, oficontenidirogeticn apd, govemtimaegbjects,
trust negotiation, collation and correl ation

f whidh iepsesert entitidsQd G2 sydibm, potpsesdrtarg, avseteaty asdgd atileswith the
the response(s) to ensure it adheres to the

neembhtab@ilddiérifihe FAORRS EmDLhmeeWhed reanektédie service
provi ding node. [0170] Appropriate processing is then

appl i edo tz@? e RO MBS S BRRpRAYEOM refr¥RAtaBBA of a reference or
contents. [0171] Ffromthe perspective of the service

S8 00, RISy LS Pt v
[ ' . nmbodi :
R e R

Tniry o014l e Red? Ct e v el fference or
PP do AABTRESRRES DR, TR WG RSCRE PRSI no i L rmay

constitute support for the service. However, in sone
enbodi hBMH Liikst hjisdetwseneptities (RiZeMode®: may handl e

mul tiple types of requests; and a given service type
may [0145] Content — represents media or other content.

[0146] Content Key — represents encryption keys used to encrypt Content.

[0147] Control — represents usage or other rules that govern interaction with
Content.

[0148] Controller — represent associations between Control and ContentKey
objects

[0149] Projector — represent associations between Content and ContentKey

objects



contain additional attributes that need to be exam ned

before a determ nation can be nmade that the node
waeppo11es4 t he specifically desired functional i PgT/US2004/018120

[0173] In some cases it may be necessary for the

service provider to determne,,if it trusts the

requesting node and to negoti é%e a set of conpatible

trust credentials. In W 2005/ 017654 PCT/ US2004/ 018120

30 one 619 dh BRMmbddifielih 658 pRrISARTIRE al BRIt Sfine or all

r y po

provid termnes trust, an I Cy assocl ated wt

LheassoniGaaestagaan [ | still apply. [0174] The
er €

SEervice provi erm nes and di spatches

aut hori (e} request(s) tq those node .responsi.bl.e

For " aulfam) g EHES b ot FRPGIF de a0 iride R Bapfnt o
determine i f the requesting node has access. In many
sﬁ?ﬁﬁi?gﬁgFmthe aut hori zing node and the service

providing node will be the sanme entity, and the ..

di spat EMIXY Camenapsese daepigessof exciging Ruthrytive ar dominating
request wll be |ocal operations invoked through a

| it Q¥ seme pmdeigneanysitciblept fefurpnt 9& A S§Evige qperation), such
function entry point. [0175] Upon receiving the

aas tsrabdity todowdepbarslanstal a sefeware qpersde.foovsodace typically

aut hori zed, the service provider will fulfill the

r egaests witlf Saraices @ovidprgrfopetioab ity rsesipantsiest nmapsgeagat, policy

m ght be generated. [0176] The response nessage is

r eanbgenkedyamd dontent pretesisnii ce i nterface bi ndi ng and
requesting node's preferences. En route to the

r eques oI Mdeigetivaringe aRgaedToy RBgwasd forpodle flche routing
i nternedi ate noé%s that may provi de necessary or

" valddenagd ﬁﬁ&lu&ﬁg\(ﬂecﬁﬁlity O haRXBEBERIRProNERE MeSlcddSvard the
node m ght’ provi de routing, trust negotiation, or

gg'ljréisél Yor bRt AR dskd Rk nRsdpEOcessi ng node that can

ver the nessage In a way acceptable to the

reques ib llr%] 9\%91@ Re tr%fﬁ[tpg ﬁegl}ileg o;ﬂ%gﬁ%squ ggl%rm relg%)stration

servic a coupon service app upons

h W oit, k f. i '
| OPePiERa0Ps Noat Y Rt ink B oty 33 i Bk e ey am
sanp| e r{bgldl ment of the NEMO system franmework, as
il tﬁ@‘?‘?“ﬁ?% % FIG 1, inplementing a DRM application.

[0178] _As nated above, NEMO nodes may jnteract_ by
maki ng [Q]eSIS[j i’Node Discovery (Query) — a Request or Response related to the

discovery of Nodes.

[0156] Notification — a Request or Response to send or deliver targeted
Notification messages to a given set of Nodes.

[0157] Security Credential Exchange — a Request or Response related to
allowing Nodes to exchange security related information, such as key pairs,
certificates, or the like.

[0158] Service Discovery (Query) — a Request or Response related to the

discovery of Services provided by some set of one or more Nodes.



i nvocation requests and receiving responses. The NEMO
framewor k supports the WO 2005/ 017654

wERADsBE804/ 018120 37 construction of diver seP@ntiS200468120
communi cation patterns ranging froma sinple point to
point interaction with a si nglg service provider to a
conpl ex aggregation of a chorP ogr aphed set of
services fromnultiple service providers. [0179] In
the co i NEMO09085 ahd bk bfServices
one angPﬁggJ 'Sgg‘lgép@éc\}/z%sci’é&%%varl etSy 0 §é,ler v(lﬁfzres £ at, Tnee
t ! e,..lmml ene ic licensi "
qﬁto%gagr[ag?%tl ,ic%ér% it Tg&r S%M{SE%’%% Ipusa l(ér%o%kgl%ntss %g@effgpphcatwns

MISi ¢ ST u can

g M T AR R
LSV B30 ML LT SO MipkeLocker LI IR

such music may be provided to Wb Music Retailer 120,

arfehigh Beisge pte|compesess fér s for further use and

distribution. Entertainnment Home Gateway 130 is the

vehi cl dOBSPIWhe M angermeisi rroyides yeammen setif gesyeations and

ot her content) can be played, for exanple, on a user's

haretopds e cgeating puthofEdSofl thwaicd conidels ¢ infgeactiodfetween Nodes.

on a user's portable playback device (e.g., Portable

MIs iscmPleatpedinfehts) NEMQ Feust Maphgerherd wely,leeoageaxdivp ketend

with Portable Music Player 150 and obtain, via a

W ek @stiag Sedurityespaeitfications @ad neohdnésngs, inchalitd BiS-8dcuRiyghidswS-

Li cense Service 160), a license to purchase

addilicy anl webRES/i®E db@RIndy exi sting songs additional

tinmes, or even add new features to Portable Misic

Pl ayer &5 1\isra8f L WpFRedPq RREResBEF Résﬁ@nse]rzﬁted[t_@ 1&Qving a

NEMO nodes "can interact with one another, and with

ot : il LN v.aryd fa.di

peagetioR gty [pFradt.Jin e Aitaoler MG b ot Netother
| - ' 0Sl.] | east one NEMO node. A

ﬁg?ﬁlﬁggﬁ&é@f%%o%%e? %Il%hfegg%ﬁosn onal area network 210 or

at a renote |ocation 220 accessible via the Internet.

A host, coul f ok I e a server 230, a desktop
PC 240,1'% I ggP%tﬁaf?@Sl?ﬁ?%%cgdn 8%68H3°d§fgi tal assistant
260. W0 PEX) A DdillaipAdif3detlsz @iddled d&aik BeloRdB the basic logical

e

interaction between two system nodes, a service requester and a service provider,
typically includes the following sequence of events. From the perspective of the
service requesting node:

[0163] The service requesting node makes a servicé discovery request to
locate any NEMO-enabled nodes that can provide the necessary service using the
specified service bindings. A node may choose to cache information about discovered
services. The interface/mechanism for service discovery between nodes can be just

another service that a NEMO node chooses to implement.



[0181] A NEMO node is a software agent that can

provi de services to other nodes (such as host 235
w@e@siodionry a 3rd party web service) as wel |l asPCTUsi0e4/018120

ot her nodes' services within the NEMO managed

framewor k. Sone nodes 270 are_tethered to another

host via a dedi cated connunicgﬁion channel, such as

Bl uet ooth. These hosts 240 and 250 are equi pped with

net wor [ - . - .

0 PR itk ¥l di atﬁgl%xél%%‘ Ef-dggél egﬁod'é% Qetouhd! Qhegﬁ%ﬁé&wgng node

to present-a virtua het parti ci patin

n il t ' . i
b AT B G AR
netmork.%lo. hb%es.share the symmetric capability of
exXPdsPRY™C SHd'F fng services; however, each node

gener al es not_offer identjcal sets of services. .
Nodes &Q{ﬁﬁgvf@% FIRROCifgRty PV B0des Biat W%*at|0|°9mau&maéeosecurely with
about the services they erform [0183] If an .

| ipeet plber widkssblishop truﬁecbviaé@ﬁ@hlp & thepiROSe Pl ehangig WSDL
then | ocal NEMO nodes (e.g., wthin personal area
néneserges. 2ign) exgrplea they mayaesetiate  sefe gpapatitie trustergsieatials (e.g.,
nodes 220. Dependi ng on | ocal network configuration
andSYtdrtificatest devicekays, etppthel ke bé vsed|indeliermaming idensity,

nodes (e.g., Internet-capable NEMO hosts 280) to

i nvesfopeadh@izatomEMablidengsa sdeOkShpnid, dtd. | Insbmatoasks) the

FIG 2d, not all NEMO nodes nay be on hosts capable
ofnegetivtion o€ dickagretiértinlsahdiclie dnoiaipdicit phaplehigof tiraatviainterface
renote. A NEMO host 280 can provide a gateway service

t itigdh(evd) WIS-Sueerifyad & SR Pedt6ed] euss @l otia 8ST Abquest between
anot her, such as tethered node 285 or nodes in

P&Ws mmeqloas%m Kthed Eased, otition! Jr Skt @bRGHR may be an
FIG 2e, a node 295 on a tethered device nmay access
o RE S SRR, B MARBRINNGSE i8isBUGARtvep D o detommine
n%iﬁéh é’lje&‘en?iaﬁra?é(%fﬁareﬂf 5P &fﬁgmﬁ{ %ﬁls& ngc?eo an&_ poe ake the
proxy Service creates a Vitea nod%lrunnlng on the
NEMD haost .. . These praxy nodes can be full NEMO peers.

COISI08 Pt e 1 %?é%b’b%%msmo 39 [0186] As
illustr Ln FIG . 2f, a NEMO host nmg i de
edt cat IO IR s iriodB Rt e ppraedts S Neparssbsssase
adapters. A_private comunj cation channel 296 is used
bé]?%%esrﬁ’agﬁlquﬁﬁ/@%ﬁ??‘%@%%pter 297 and tet hered node

298 using aQy )
[0T67] Once the messages are created, they are dispatched to the targeted

service providing node(s). The communication style of the request may, for example,

be synchronous or asynchronous RPC style, or message-oriented based on the service

binding. Dispatching of service requests and receiving of responses may be done

directly by the device or through the NEMO Service Proxy. The service proxy

(described below) provides an abstraction and interface for sending messages to other
1

participants, and may hide certain service binding issues, such as compatible message

formats, transport mechanisms, message routing issues, etc.



suitabl e protocol. Tethered node 298 does not see, nor

is it visible to, other NEMO peer nodes. [0187] W
woeoos/oceasi der exenplary digital rights nanageP@®mnusS2004/018120

(DRM functionality that can be provided by

NEMO- enabl ed devices in certaig enbodi nents, or that

can be used outside the NEI\/Oé ntext. As previously

descri bed, one of the primary goals of a preferred

enbodi NEME g@ﬂ@ﬁ I Syt :

t he de@g{%g%teﬁr Iags]p secé%é;é&l{%ﬁ te}{egp ra lf%eﬁocde il t§bi9£871tece1ve

| L ELE QP el%%%o%ggs. qﬁé \éﬁ(%ﬂggﬁ ea%)egiﬁkg&etﬂe §§’(I}2@e gtﬁg‘rf%ce bilkding

spanni ng bo commrerci al “and consuner-ori ented nétwor

tiers. In dditjon tp servi,ce connecti Vi . .

| AP Pisetussfing BodeD oo asieRe it e a L b fesumedjn g variety of

often.r i re.coordinat genent of usage.rights

o TS BnTEof AP et P C 20 PRI Pt SR i Qgssaee. The

services. NEMO services and the exenpl ary DRM engi ne

ddEPPTT5s B-FIor e SRETe Bl A BAsh HARSToRtergnieaHF gt nodes

interoperability that allows devices based on the

NEvibrRayarevide k npaber of relguant sergican irclyding, o gherouting, trust

perception of a seanl ess rendering and usage

exseotiasing ecolleemanidorteation denctibna elvet er ogeneous DRV

and nedia format infrastructure. [0188] In the context

of a DM & dlhicceduestimg msleivhlidegtsrthe Bdponse(s) @ emByredt adheres to

network of NEMO enabl ed DRM devi ces may i ncl ude

C 0ind mepotipied wustesemanti csdretvddedl it addi thdrserpiae sagéding aodeent

for other DRM devices, as well as consuner PC pl ayer

330 anqo17myngpidriaRproaskiages thph a%ﬂred%a&d oMthe hegsige payload

not only play protected content, but can al so package

Coseeamd doffendel 1 very to portable device 340. WO

2005/ 017654 PCT/ US2004/ 018120 40 [0189] Wthin each

DRM devi e y . g

Funct | Sag 0 Engn RO SRanCo AL LUEP pRRREhe h Tl soquence of

k%xélﬁggipgcla&gzp\%ﬁ% i%@ﬁ'd% %tijoﬁ%\giél? c.), and relies on

t he Ication tor t servi ces which can be

nost ef ivel v. pr.gvi ded t he host uch, as .
toer y oD SR Iertn B St sbealt ShondE " pppbogiment,
i ] | i.scussed.,in greater detail belowy, .in_one ;

BRI AR ST o s A BF R lsorerun i of Rk syevice
(VM designed to deternm ne whether certain actions on

prHPHReINIRS G 2B FRITY PRI Y hicsdrh| 18, thersipplashease.c seyfipe ferface

be i npl enent ed : : L o
may map unambiguously to a given service and the act of binding to and invoking it

may constitute support for the service. However, in some embodiments a single
service interface may handle multiple types of requests; and a given service type may
contain additional attributes that need to be examined before a determination can be
made that the node supports the specifically desired functionality.

[0173] In some cases it may be necessary for the service provider to determine

if it trusts the requesting node and to negotiate a set of compatible trust credentials. In



as a sinple stack-based machine with a mniml set of

instructions. In one enbodinent, it is capable of
w@eekotming | ogi cal and arithmetic cal cul at i onBCT/ES2004/018120

well as querying state information fromthe host

envi ronnent to check paraneter. g such as systemtine,

counter state, and so forth. 191] I n one enbodi nent,

the DRM engine utilizes a graph-based algorithm to

V&b fe%bé@é@iﬂ 95%!5?&195% J %Ih\éﬁl%flth%%fvﬁde%ﬁo IHC @gﬁ{lﬂ’e@lﬁl&@t any

charn ustrates a concep nt  of
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vertex objects. In one enbodinment, a vertex typically,

r é?, felemping 1f§h®§e@pest1@g@@q,c; b@-‘s acggss. h‘g]iné%snuai;ygqq, authorizing
obj ects al so have associated attributes that represent ‘
c dpdapn e spaiceipseviding nade wihg thy same ertity: and the dispatehing and
vertex. [0192] For exanple, FIG 4 shows two users

( Xaoressuae ¢hibs )authowtmewque@ willtbiedoduh operaidons ipmked tireugh a
device), and several entities representing groups

( ghrtyeai glt sérvidehetefacedyindiagiioh, as meirhmctom énttyhgoiptibl i ¢
l'ibrary, subscribers to a particular nusic WO

2005/ 010854 Upch/ress2G06HH8 i thdtizattbh e&ovke; &f the requesting node is
Rl AA- approved devi ces, and devi ces manufactured by a

S peiofired, GRrgeanY) provﬂ@ﬁ\k}llpfulﬂlhﬁfé%c[h%& ar My ﬁxﬁapp@@r&% response
associated with it. [0193] The senantics of the I'inks

rrq,yesya:g@ym Ht&gge@%tédcatl on-speci fic manner. For
|

exanple, rected edge fromthe Mac vertex to the
Knox Vﬁ EE mﬁ's% r%isgi?ég gﬂ%ﬁn%@ﬁsgg gﬁ\f‘ﬁ%eé'erﬁée fPeface
' %ﬂ% n@ &%@@Iﬁesﬁﬂ?ﬁ?c}] éﬁg%{g }%{e o EiloesF{H‘? erqﬁeslﬁng ng(ﬁé/ the

TSRS B bt
T" ,Of vert d d

RO Foic LD e RESBA SPGB Proy P Hing
or relatlons ip. . (direct or. indirect) between two

v 4798t Regatizhon, Bredqhﬂ?’é’rtﬁ RAVEHCAHIONPROGESTAS PP dethpigandeliver the

one vertex to access another vertex.
message in a way acceptable to the requesting node. An example of a “value added”

service is a coupon service that appends coupons to the message if it knows of the

requesting node’s interests.

2. SYSTEM ARCHITECTURE
[0177] Consider a sample embodiment of the NEMO system framework, as

illustrated in FIG. 1, implementing a DRM application.
[0178] As noted above, NEMO nodes may interact by making service

invocation requests and receiving responses. The NEMO framework supports the



[0194] For exanple, because Knox is linked to the

Carey famly and the Carey famly is linked to the
wOL®5017%66+ Vi ce, there is a path between Knox apdr/ukm04/018120

Musi ¢ Service. The Music Service vertex is considered

reachabl e from anot her vertex3 when there is a path

fromthat vertex to the Music Service. This allows a

control to be witten that allows pernission to
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beysieren Musictsitsed in Gensussr Mnsis Imeksen kL O1qap bg eytracigiby Web Music
between Portable Device and R AA Approved. The edges
WReR(I661 0 AeptoRATd 1S 04¢rs 28theld howes siadheie Fniegeiomeht Home
the graph maybe static and built into devices, or
m&3absvayylianiMusinfiomdi ssamer Mdsit fuockegH 16 erayi inelnde rules that
conmuni cating with the host application. [0196] By not

| @pesh g Gadhiohs asded WHidhesuek Musivasayaldprovidisd to Web Miid

engi ne can enable great flexibility. The system can

bR el BY] ah@ sutRBYuedS R @LtHBE EbiSturthéra¥t ahd adiributioal
del egati on- based policy systens to authorized domai ns

amght PRI HoMRBate WS YR K $he 1BAI by WicARBcIEMASE '(553\%11 as
the DRM client can al'so reuse the guthorization 'graph

f ‘i’zideS%H& Ster E’c’?r{?t’%1 £ldndie ﬂi d0RF LY ALy aYRHE me PC (o9, via

eS| gners may chose to owthe exi stence o

O SR B PR
3%10&5%& G SR BB e @m@iﬂr@ﬁfﬁ@ﬂ: Player 150
s e@atnp%ig%c‘g%]? CsrInisrit 63 a%l}%;eg 'lq%ra%g %g@%&lﬁp&c@m Service

160), a license to purchase additional songs or replay existing songs additional times,

or even add new features to Portable Music Player 150 via Software Upgrade Service
170.

[0180] NEMO nodes can interact with one another, and with other devices, in
a variety of different ways. A NEMO host, as illustrated in FIG. 2a, is some type of
machine or device hosting at least one NEMO node. A host may reside within a
personal area network 210 or at a remote location 220 accessible via the Internet. A
host could, for example, be a server 230, a desktop PC 240, a laptop 250, or a

personal digital assistant 260.



el ectroni cs equi pnment, networked services, or software
clients, can potentially be NEMO enabl ed, which neans

wao bat/o11ee4 devi ce' s functionality may be ext endedI/U$2004/018120
such a way as to enable participation in the NEMO
system In one enbodinent, a 3gwc> enabl ed device
(node) is conceptually conprised of certain standard
nodul es, as illustrated in FIG 5a. [0199] Native
Ser vi Cimfﬁﬁ)lA @%Bﬂﬁﬁ%ggoﬁwtaf_ e Q@dani’)%vi f seP1BesAb other
nor e ervices that the device hplenments. There 1's no
r ] t 3 S i
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2005/ 017654 PCT/ .US2004/ 018120 .43 .[02Q0] Seryice
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service interfaces., It _encapsul ates the functionality .
dicas 249 9n<§ 610 e reguiPRgs WItNERRyOrhsRRcE Y iREAvd Sytfieny pikessing
i nvocation request to a targeted set of
s @oVicE - et o vivhal ndorty algeRartipigating NEMO pedes. set of
responses. NEMO-enabl ed nodes may use diverse o
di scovép182] ferilusizaiest inthl6n 2banEMQ@Qnegoean heraofull pskrsyithin the
necessitating the creation of a flexible and
exowher pdreombange neteatk 2H). ARddes Thare Ser syimeetAc casbilPp phiexposing
can be realized in a variety of ways tailored to a
pantl irowokiarg sexéadf hovever) \eachomude enaally degsplot 6ffér identical sets of
framework style. One common generic nodel for its
| REEideadodis mayldvatise i &HeapecifiefBlieried ali e BieWeRdces they
XM. nessages in sonme formand returning XM. nessages.
Opgorrapdel s With nore native interfaces can al so be
supported. [0201] NEMO Servi ce Adaptation Layer 540
[ Spr S ¢01 e8] daPRitdkANonh@NEH is SAAHADHINER 1A, A PRSP Rcal
subset "of an entity"s native servides are accesse

U%\"IEMO%(;% s (€. r@[tﬁp%e&%ﬁ%l%&%eﬁg&hﬁgﬁpggﬁl aldd ac%s%\ﬂ.l%%?\’/ices of

a l'evel tracti‘on above Servi ces
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service directly through the Service Access Point 530

i AEEOPERFRSNE ®Recessary conmuni cation protocols.

[0202] The Service Adaptation Layer 540 provides a
conmon [W] ngﬁrlllgg\faWdcl@ FIG. 2d, not all NEMO nodes may be on hosts

capable of communicating with other hosts, whether local or remote. A NEMO host
280 can provide a gateway service through which one node can invoke the services of
another, such as tethered node 285 or nodes in personal area network 210.

[0185] As illustrated in FIG. 2e, a node 295 on a tethered device may access
the services of other nodes via a gateway, as discussed above. It may also be accessed
by other nodes via a proxy service on another host 290. The proxy service creates a

virtual node running on the NEMO host. These proxy nodes can be full NEMO peers.



provi ders to expose services, process requests and
responses, and orchestrate services in the NEMO

wo e@sw¥esk. It is the |ogical point at which SECTUS®E4/018120
are published, and provides a foundation on which to
i npl enment ot her specific servh e interface bindings.
[0203] In addition to providi % a conmon way of
exposing a service provider's native services to
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witifablgpratscal. fsthseedmege ePhiess nehspeyaids #ivinde fwﬂzfg NEMO
Servi ce Access Point or through sone other native

APEer oded4] Referring back to FIG 5a, Workfl ow

Col | ator 550 provides supporting managenment of

ser vi c €03 Fheyeext gompides exemaplaryrd giged rightsiroanagement (DRM)
provides a common interface allow ng a node to nanage
affichcpipuad iy that cddl cprovidsd by NEMQestblah devicessp oersan embodiments,
nmessages. This interface in turn provides the basic

bor that o Bl weed sutside tior NBRKD cattexts ds\prevdsusihdesugled, one of the
managenent of the nessages associated with those

S @fiMia€e Soalslbif Sprefined abedinaat 68tht WHMOI sypibtemtadbrbys @
node that supports nessage routing functionality as

WehdpodiSthé H@vél%{in@én%ﬂée@h&, R bl NflereMedfid®efiicen media-
nmessages. [0205] In sone enbodi nents, the MEMO

T L ARRIRE K icb S iR LRGP hddons@REL SitikedSHHRPSH tiers. In

services that facrlitate an entity's participation in
t . . Vi . ifi.e . .
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oppa o thaose needed rvice praviders). Typical .
APl tiipah R BSVRRS | MO HeruS ool R oB RO Eneine
DL Forpatting _and Mani pul ation Routines - provide
y\ﬁﬁ%ﬂb% E?ariewanfbs g cem@a}afl% toAIGTE ATtBIPSRRP By Bt allows
WBDL- based service nessages. [0207] Service Cache - _
pidsviresdansed enthedENI: famerark 40 prowidegoasde with the perception of

a seamless rendering and usage experience, even in the face of a heterogeneous DRM

and media format infrastructure.

[0188] In the context of a DRM application, as illustrated in FIG. 3, a network
of NEMO-enabled DRM devices may include content provider/server 310, which
packages content for other DRM devices, as well as consumer PC player 330 and
consumer PC packager/player 320, which can not only play protected céntent, but can

also package content for delivery to portable device 340.



manage a col |l ection of mappi ngs between di scovered

nodes and the services they support. W 2005/017654
weERODsEE804/ 018120 45 [0208] Notificati on Prop€rBES2004/018120

Interface - provides a comon service provider

interface for extending a NEM) node that supports

notification processing to so wel | - defi ned

notification processing engine. [0209] M scell aneous

Suppor :[ 0T SHuAR %Eél{ %SRM 4G ﬁie@RM’éﬁ?iﬂ%%%r%ﬁﬁs sg)emﬁc DRM

gener ati ng- nessage t1nmest
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conmuni_cat i on, on interface invocati ons and

cli ent [@EIQ b’escwe%l be[cb@ﬂqedns givelsF el belppcimsnejaptogiment the

St le - this nodel is particularl ropriate if )
gingrnadxdss ervavbmechiae (VMDIeHEReodierming sther certain

mnll take an extended period of tinme and the client

deetonsen pretacted conterttare Fivmissible nthis QonirelsVM qan dpg dsplemented

wth the expectation that it will be processed in an

asy achnple stask-trased enachine anith s@iniinakset pf mvirgitiogs. nindes.

In this case, the service-providing endpoint may

I @&{bodiandnndi Babpddle oftgedforhingdogisalnal afthppedic calctilations, as well as

nodel, or, if the service-providing node does support

t rqhsrym”gmdﬁb infbimatiohfron@thedstten RoRABE 0 thétk patanet&akich as
a ticket that can be submitted to the given

S% UbsemiY, e¥iAbiflade sb Rordiibsequent reguests to

ermne’if has a response to the client's
reques R .
202001003 DOy et i

gﬁ?t? gél?fyiglgﬁlﬂsg%ts %‘gh’&e%n %%1116% ih S;fﬁgﬂr)[s\%?ue C%Fi%e rﬁ{q:' q 111ustrates a

P Bl oy P 15T E%éa%%'a%‘%s%dcoﬁfpctmeofnodes

r 2 %%81%566 gar?@%%ﬁ %g%}@%ﬁvf%ig i@%’}y? thtehsglstggrc\e/lil %e represented by a
vertex object. Only entities that need to be referenced by link objects, or be the
recipient of cryptographically targeted information, need to have corresponding vertex
objects. In one embodiment, a vertex typically represents a user, a device, or a group.
Vertex objects also have associated attributes that represent certain properties of the
entity associated with the vertex.

[0192] For example, FIG. 4 shows two users (Xan and Knox), two devices

(the Mac and a portable device), and several entities representing groups (members of

the Carey family, members of the public library, subscribers to a particular music



46 providi ng node, then an appropriate error response

is returned. In this enbodinent, it is up to the
w@bkiosnt76s9o determ ne when it will make such foPdDUSIING/018120

requests in attenpting to redeemthe ticket for

responses. [0213] Synchronous [RPM Delivery Style -

the client submts a request é then waits for one

or nore responses to be returned A service-providi ng

%cem%ggﬁ[%g@ﬁéﬁ&s de¥ 021‘3}11'11@9&&3%%%95 EH%E cbinpany).

does not su rt this nbdel. Messagé- Based
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i ce- MO
" 5y e B RURMBrEL th S Kbl eﬁs}? g3y pean

Fromthe client application's pe sp tive of t he
i o Karexiipihe opmer &rthg Masovde § o Byl Library may

architecture that nust bl ock and vvalt for responses,
orndigate thabKpex isiamembey| af th Rublis Iabrasy. dneng émbg@ment the DRM

threadi ng or other platformspecific mechanisns to
medgine Goesnab inopdeerey inergrat dresb baveduting—sfeimplyiasecriainsiihe

the above delivery style nmechanisnms. Al so, none of

t legistenow er winydxeéstenics of petbmwatin the grapbc This graﬂmfe@sjzices can be
i ssues associated with the latency of a given

c eomiidsredin tantichaatial” gragininythat plod edidterse off atpethay relationship
associated with the actual fulfillnment of a request.

Megian bsiiirt@) bél@atn whd verfides n8/Dedatefsoed natesuthbriation for
comuni cati on channel |atency should be addressed in

t Ree YB8S bl aGcdsERARABRAEL ON Oof a conponent such as the
Service Access Point, or within the client's

i pl e ”?019342 irgp e)‘EHn'i gtﬂeb’ausg’ K3ox RelitkieA %o ARTEISy ﬁﬁiifx“and the
[0216] "As noted ove a Service Access Point

| nvo%gti Hiffys ﬁﬁke% to TR ML Sélg)fﬂéeapﬁ?e 5 {h%t\x?&fn and the

can encapsul e ne Iatl on an

igusub%er:rtwcgh Z‘?{Q gfusw n%@r@@% laﬂ'terg(gg g%)ﬁsﬁ{%%@%}ag]%fggﬁ another vertex
P%U%O% Rt B gl SEap oite Ml Very Thisalains Apufol o be
f%&g@gﬁ %@I@ 8&;5 nglssli{glp t/oI aFc)cesS,1 Bgotgcttelz con?etntt]%gs%d gg¥he condlk‘)uon that
the Music Service be reachable from the portable device in which the application that
requests access (e.g., a DRM client host application) is executing.

[0195] For example, a content owner may create a control program to be
interpreted by the Control VM that allows a particular piece of music to be played if
the consuming device is owned by a member of the Public Library and is RIAA-
approved. When the Control VM running on the device evaluates this control

program, the DRM engine determines whether links exist between Portable Device

and Public Library, and between Portable Device and RIAA Approved. The edges



[0217] A SAP can encapsul ate the di scovery of an

initial set of NEMO nodes for nessage routing. For
wex@spl®ws4 a cabl e set-top box may have a dedi CBEBUS2004/018120

connection to the network and nandate that all

messages flow through a speci f&c route and

internmediary. A portable msdig pl ayer in a hone

network may use UPnP discovery to find nultiple nodes
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exchanges NEMO nessages with the service' provider

v &% interface binding; or (ii) Native - where the
SAP may interact wwth the service provider through
sonme na®19%7@ le ongrembasimeanthe LR Mcadient cpnalsgApusglje authorization
internally translate to/from XM. nessages defi ned

elgsaphtfer eonpént piatectioe key derbvativk.. Sy dksignegamaly ehose to allow the
i nteraction between two NEMO peer nodes is illustrated

I rxisteh€e ofbmlinkol absotindioate tieldhaiing of ctam asypthgraphic information.
servi ce-provi di ng node 660 using NEMO service access

P@h Blich(c24¢3) the A0thotipationi gBaphx@fbe &isedRlicBiRE vorttent keys without
protocol s and standards are used both for exposing

S kM GESyRBErapBiC réth folconSithii @8yiRELVi di ng node 660
useg1 its vvegr gervi c%gﬁ]?g;yer 670 Fusi ng, e.g., WBDL and
SOAP- based nessaging) to expose its services to

clzi ent yGPEWREeHIPESTIRE Veb services |ayer 630 of
client node 610 creates and interprets SOAP nessages,
w th help from mapping | ayer 640 (which WO 2005/ 017654
PCT/ US2004/ O8TYEW 48 nmaps SOAP nessages to and from

o R g

B S P

N [ j . [ Fl, 6b. .. .
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G%L&Néjyse{sqg er%é%ﬁ)e ggrgéipation in the NEMO system. In one embodiment, a NEMO-

enabled device (node) is conceptually comprised of certain standard modules, as
illustrated in FIG. 5a.

[0199] Native Services API 510 represents the logical set of one or more
services that the device implements. There is no requirement that a NEMO node
expose any service directly or indirectly. Native Service Implementation 520

represents the corresponding set of implementations for the native services APL



In this exanple, service-providing node 682 includes a
different but interoperable trust managenent | ayer

wa b@s/ociesent 684. I n particul ar, service-proviPCHySW0de18120

682 includes both a trust engine 688 and an

aut hori zation engine 690. In E?is exanpl e, trust

engi ne 688 m ght be generally responsible for

perform ng encryption and decryption of SOAP
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FRSCEL Bty KRR SR SR B Spe M rppasisne o
4 ni i J k- .tran r .
M g O L R D e B
nodel suitabl e encodi n f data .and/or _processin

¢ araices AR, pabin ety Doyl logmofeasiupBar AR e types of
nodel coul d he r.eplaced with another . security_ nodel

t ﬁﬁ’i‘”@dﬁtﬁ’gﬁ‘i n(i}ngq.falpé}tgmonéw th %%fr‘él%%‘ﬁié?au[*%i%’f} 1sgot
Servi ce, Access Poi nt. maybe inplenented in a variety of

f Grepsnt, itsayptidewopibls t¢ Héerpguvitiuthe sy vise direetiy f@mug{niﬂa\e

the formof a shared library) or outside the

b ogrdes AeagspPoinh@d 0clf itenppqrisihe hesesserynsopimunicatipaprotocols.
running in a different process). The exact form of

t he Sel0202¢ The SesiceRbiaptationylayeeitOgirdvidecacotmmon way for service

tailored to the
providers to expose services, process requests and responses, and orchestrate services

in the NEMO framework. It is the logical point at which services are published, and
provides a foundation on which to implement other specific service interface
bindings.

[0203] In addition to providing a common way of exposing a service

provider’s native services to other NEMO-enabled nodes, Service Adaptation Layer



needs of a specific type of platformor client. Froma

client's perspective, use of the Service Access Point
woreapsoereopt i onal , al t hough in general it provi BEBUS2004/018120

significant wutility, as illustrated bel ow [0222] The

Servi ce Access Point may be |?Elenented as a static

conponent supporting only a xed set of service

protocol bindings, or it may be able to support new

bi5@§ gﬁ ?rd:w([@@lﬁﬁlré lac{e%%gﬂlcﬂ ﬁ)tl %e'i“éBin Bfedt MR k¥igdsting

I ce Access Point can aracterized from at
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guest nmessages 740 di.re y and submits themto
SgPV}EéhA meAthr n94 e ich generates and sends
‘one or _nore _response_nessages 750 to client_ 720, where
t hey af@04¢Kefearngbackdg .Fésd Santfokiloeselior 330inspvidesr o
may al so submt (when making requests) explicit
s euneyting maragement ofi saaicegaessagys ead spiice Arohgstepdionn§ rraddes a
delivery of the request. These service bindings nmay
haventvegnterfhtellosdng mnedatamaage ofd magess collrctionaofreqyest and
WD 2005/ 017654 PCT/ US2004/ 018120 50 client 720 can
p eesponsw sessages.e This Sutorfareyin dye padvidasshababid hehlipshledds to
whi ch service bindings are applicable, or it can use
| _Edesrdté seiviodd kgl nidnagenient v thidSndse:ieo Bsesiated [vdd2thse
In another client-side enbodinent, illustrated in FIG

7 Rerviv@s VIKiS 11&81@@%&}35@&1[}1 is Yrﬁ@leﬂﬂeﬁt@@ ‘bg}é O BRL 5i§Hpdrts message
native protocol of client 780. Service Access

P%Lﬁfng7f§190ti8'nhllltyta5 Bl R 1H’t°e§1ﬁ§fﬂ§t§ quBliRg 28l J:cyllaﬁﬁ% WERIEssages.
and that native protocol 770, thefreby enabling

client (G0 10RAE LSRR N TR EML, SXRETh cdfecton of

effect suc ort, native protoc
gﬁblﬂl‘?gﬁ sferxpc?ets Yo f:R: g&t%ﬁaglen‘z tgl & eggarllgmpglt{b% ﬁ%?eclye:t\kfg& Such

ron Fovi
Poi nt 76

- SHgicst b %%clasaﬁieémﬂgf@g STt Bped o7 ﬁwwﬁg%aé%w yrell as the

detern1nes a sui table target service binding

ot eulfiiss wuginwesu%?rmcsﬁ* 2 aaaief‘fé?qﬁumom% %1.1%1& @m&watlons

between a client’ ) )
as opposed to those needed by service providers). Typical supporting services include

the following:

[0206] WSDL Formatting and Manipulation Routines — provide functionality
for the creation and manipulation of WSDL-based service messages.

[0207] Service Cache — provides a common interface allowing a node to
manage a collection of mappings between discovered nodes and the services they

support.



Servi ce Access Point and service-providing

NEMO- enabl ed endpoi nts can be supported. As with the
w@Phiosn17684i de, the interaction patterns can be PEI/U82004018120

and may vary based on a variety of criteria,

i ncluding the nature of the rgguest, t he underlying

communi cation network, and thé-nature of the

application and/or transport protocols associated

with a r : [ Fndi-ngs. 7, : :

rel ati @g%({/ﬁm %?%Z%@?C%?Ogé%\%%g- ﬁr%l‘g&l%nét %crégg?? %eﬁv ice provider

SREAR 2 L) G380 0 P bR ERLESo come

desi servj.ce-providi ng node 712 in a point-to-point
n%%&e%nfgﬁg%éﬁicaﬁgllm‘??ﬁssﬁgg BeEC 7d, Servi ge Accessp
Point 7 injtiate. communicatjon directly wt
(and @63993%9@&#@%0%@ fricens Frlaﬁljlglﬁlﬁlf%/‘i“&e% for

potential service providers 725. This type of

i rEeBeraing wasspat s AMealpBe Shpl enented by rel aying
multiple service bindings fromthe client for use by
Service Access Point_ 721; or a broadcast or nulticast
net wor B-ZoulBasisdNedq Interagtioy, Servi ce Access Point WO
2005/ 0 @ﬁ)g isvdel Eom I

nessagié. ggg%éon pgéﬁgégnpeédg%gﬁﬁ%?%gugﬁmt ngfbHHAO
r £, \/. B 8
e, RO B TS0 8D Sy gy o
fL{éElta ce tabLg [ es) %pge.t%OZ%sL In FIG Jeﬁ S%ﬁvi%e
AdUEEE! PRI BLA P A91ad R esnfumraraionglf I

any targeted service-providi endpoi nt .. I nstead, .
 StersEied g St e RioPBi R R GioHe AP At BV SR isation, t
whi ch rel ays the request, receives any responses, and

r éwnsv%aytlﬂt@%fﬁ‘be‘awoqaa%m ieniaalbadspor nt 731, [ 0230]

Such a 8attern of interaction may be desirable if

Ser vi cd00dd esenabsongus RP§ADelyetnsiplec bis rapddl 19 nantécudasly
support directly any of the service bindings

asppopaeteds thegetip an expecsop that fudfitige dreiequast wilv 86e amextended
can establish a relationship with internedi ate node

7 38riodbf tihe iasd thiel dliemgloepnetovani o waigaTheweljent submits a request with
Alternatively, the client may not be able to discover
orthot:pectati sethdeit euilvba grdcbged &r ati 8gndhirovbiud @Sanher byoay service-
sui tabl e service-providing nodes, but may be willing

t prétidiagmbddse Teds adse, the savitdProvidingeh@oit ths; [@bson@Vsdicating
any suitable service providers. Finally, Service

AGKR 315039 hait support this model, or, if the service-providing node does support this

model, it will return a response that will carry a ticket that can be submitted to the
given service-providing node in subsequent requests to determine if it has a response
to the client’s request.

[0212] In one embodiment, any service-providing endpoint that does support
this model is obligated to cache responses to pending client requests based on an
internal policy. If a client attempts to redeem a ticket associated with such a request

and no response is available, or the response has been thrown away by the service-



731 may want to take advantage of internedi ate node

733 because it supports nore robust collection and
waeeiosationy functionality, which in turn perm t BCHOS®04/018120

flexi ble comunication patterns between Service

Access Point 731 and service ngviders such as

endpoi nt nodes 735. [0231] In"addition to the above

basi c service-side interaction patterns, conbinations

otpr(ﬁ’.‘f&iﬁ% ﬂ@&é %{eﬂ%n%pfb?}%ﬁ%%?fég oﬁ”sgl ]%oug %@Eﬁ@odlment it

e Service cess Poln e Service
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ace
st tie the racterlstlcs of the
c&hﬁﬂﬁ'%%?”% “ﬂ%ﬁ%ﬁ§ & 580854t ed protocol s enployed

by giv nabl e 0|n 2005/ 017

P USSOBAT STaT50708 RTCCBIBET Nl5-2ide o SRR G ot and
Access_P0|nt can be used to encaosula e the laogjc f%w

h &R WHE ToheneRIaes reSPARSCA HID A THERS |S?rﬁ5°ea¥°\f1 Bg NEMO-
rel ated data, such as_ serializing objects to

aspitest engpeint sy sewandindirasing thab H daes gt symport this model.
representation (with a format expressed in WSDL), or

one t hd021ddiédsopgesBartl Defivon 88 objhecdlient submitse rmt@piendlcatmg
format. [0233] In a preferred enbodi nent, the SAP al so

e ticd piswdndt ®Ietadyg myfresponssmianinesiage notification essociatedmeth one
supported application, session, and/or transport
propheeobBits watifieatien kaidling servioy atatficen AwerviddipiBvidgigNgEMO-
SOAP envel oping. [0234] Finally, in sone enbodi nents,

t ReatPaPeritpyint AFRSIPoal tdiRghg tHaoft dops Rotisthpist MBSEEE
integrity and confidentiality, such as support for

est abl i[5 FromThd Jﬂeﬁt SRS fsHRlive, none of the interaction
S|gn|ng/ver|fy|ng data via standards such

t2h 9 MRV R &6t eMr FRG MR @5t m%%&%dmf feSponses, or

f ¥
%TGSS of a servi ce Interface 1s unknown

L e T it
AP
e RO St it I R

s where s VICES an be discovered.  or
[@ﬁﬁ*sqrym mEthaBiEmS %0 ARSI RO VersbHies mtmq%a 6 directy

emyodi nent of a hlgh-l el
address issues associated with the latency of a given communication channel — only

potential latency associated with the actual fulfillment of a request. Mechanisms to
deal with the issues associated with communication channel latency should be
addressed in the specific implementation of a component such as the Service Access

Point, or within the client’s implementation directly.

3.3. Service Access Point
[0216] As noted above, a Service Access Point (SAP) can be used as a

common, reusable API for service invocation. It can encapsulate the negotiation and

use of a transport channel. For example, some transport channels may require SSL



APl description exported by one SAP enbodi nent: [0236]

Servi ceAccessPoint:: Create(Environsnent[]) 4
w@eeogiocwAccessPoint - this is a singleton intePdHUS2004/018120

that returns an initialized instance of a SAP. The SAP

can be initialized based on 22 optional set of

envi ronnent al paraneters. [0237]

Servi ceAccessP(c)int:: 1 nvokeService(Service Reguest

N%‘és%%g%em Bool épip; Aivlﬁfers%h{%echdmr p mlg Mg%ﬁ%goﬁ Feldively

sync rono service | nvocation ed wheére

the ent (US

g CM&%%B%%W@%@%%M fit Jedfasd atall
receiv ness r.esponse.

ece Vo 3 A e R 2 ‘H?':}F U vt AE Gt RO nodes
cllent shoul d Lt for response. Nornmal |y, .fl ag

WP MESSa85 QUG CER SRSy e 6 b%@@.‘ébé‘@ il

associ ated response, or nessages to whi nses
wicPRnagHOR 9 the @P‘@‘d’ﬂb mma%%ﬁferc‘lhﬁ-b%m%$89g% fﬁ)%ﬂlé%@ra specific route
channel (such as via notification). The resultln%rP

masd ijermedipral A@ogieble eyedimpiayar és a hpmggeyarlsmay use UPnP
condition. [0238]

Sdisepovate Gsd Puitmile ngvss that ateatjrectly Rrosssitlei GhieBo olagawet be able,
Desc[J) 4 Boolean - This APl allows the caller to

s pe oiafyychedeetnog rto conveggeidingcthy with otlicoWEMQ mlodesdsy exchanging XML
applied, and to which elenents in a nessage it should
benapyples.eth this@asdh version of the SAP may be used that exposes and uses
Servi ceAccessPoi nt: : Appl yConfi denti ality(Bool ean,

Degfaleltr nddRelimafface id BipgpoARd. al l ows the caller to

speci fy whether confidentiality should be applied and

to whi ¢i @I 6 pbefbitePerBtags, hb trP&ipPOIe I8 Following two
[ 0240] "Servi ceAccessPoi nt: - Set KeyCal 1 back se)

SRy B IRAGE YEbl SRYGE s ot
B
%alg/:%rkuﬁéoﬂtéaﬁ 82%93& QBtap%’ (?% gl\éh%yesd A0 IV§) Wﬂgl,% tﬁ‘? SAP forms

eive contarn
nge lFJtI Irg% Iggst:s'e alél}%ctﬁlre%tcﬁgntgleg RIEMO %gergga{ggse Qvﬁth?he ste¥v1ce

provider via some interface binding; or (ii) Native — where the SAP may interact with
the service provider through some native communication protocol. The SAP may
internally translate to/from XML messages defined elsewhere within the framework.

[0219] A sample interaction between two NEMO peer nodes is illustrated in
FIG. 6a. Client node 610 interacts with service-providing node 660 using NEMO
service access point (SAP) 620. In this example, web service protocols and standards
are used both for exposing .;,ervices and for transport. Service-providing node 660
uses its web services layer 670 (using, e.g., WSDL and SOAP-based messaging) to
expose its services to clients such as node 610. Web services layer 630 of client node

610 creates and interprets SOAP messages, with help from mapping layer 640 (which



client to set up any necessary hooks between itself
and the SAP to allow the SAP to obtain keys
waz®eoimsed with a particular type of trust naPErEsm®N1/018120
operation. In one enbodinent, the interface is based
on cal | backs supporting intega'ty protection through
digital signing and verificatiron, and confidentiality
t hrough encrypti on and decryption I n one enbodi nent,

RSN .y U e gy
oE)Ec'%c%g@llg ﬁgéreé%t() (glﬁf‘c?l denﬁurtelgﬁnﬁ yl(a-§%faé na ur gn%ar%e

propri a utrne

valld ted as [ response MD 2005/ 017654

%%WBT@%E ﬂn§§C§§$b ggg)nessages when using t he
Invoke Vi ce ...) .. . age enent . fai.
ver i 11 SRR AToLsr Ryl g o&'ﬁw%%e@@%ﬁweﬁ Fofffstrated in
InvokeSerV|ce( indicating this ate
e/fdfrefibs Sfﬂmﬁe-mawﬂ@a o F7 heracih it cionigor 2@%115111% SAP 686.
Adapt ati on Layer [0241] As noted above, the Service
Adarseragple.ageicepreviimediode ebhinshidgay diffesent bt ipfegeperable
providers to expose their services, process requests
amoisyeamgamentlayqy dresesdiont @i4. de puticuler, sarvirednevidingmete 682
services in the NEMO framework. It also provides a
f dnmhaides both omustengihe 63hard apethdrizetisreenginetI0ntle tinexmple,
bi ndi ngs can be inplenented. In one enbodi ment, WSDL
I Srugisegirtecs 38anight regeacimlly véspensible fidrgyek peraing enbiyptidiend
system [0242] Such a service description mght, in

addirybsh S ORP ntdstges) dvt 1e@ifPin d ] cetiSestas, &1 R pérforming
particular interface, also inc e a list of one or

MRk B @Fyb?o%?dpﬁ{é opeBAbhE %V}ﬁfe%\(lﬂ@ﬁ&&ﬁrf@tglﬂ@' 690 nlﬁght be
responsi bl e f or author|2|ng access to the service,

Peé Bﬁiﬂ?l*e?%ﬁnélﬁﬂgﬁ%'h& %h% 1Q%siOHs. tlﬁ?hdg%kr Q)%?@esh%m in FIG.

usa e ser description

N ohoCIRA Hodd ééleiﬁﬂﬁ&‘és Ocﬂlsft 81{ i ﬁﬁg%{l{ ot %MﬂhSﬁ?auon engine.

| ng rom oreo ddexeCU | oNn O one
TG, 3%”?%@‘?%%9 gl g%#h} B dabdLof SRRy
T A KT B SRk FRETY qfa

and objects specified in MEMO seryice roflles
p|r%19fﬁ3 ferhedp obmgssagnpEhentigitpycontidentightypn ar the dikph htlt might rely
It also contains a

on service providing node 682 to evaluate and enforce higher order policies governing

the client’s use of, and interaction with, the services and/or content provided by
service providing node 682. It should be appreciated that FIG. 6b is provided for
purposes of illustration and not limitation, and that in other embodiments client node
684 might also include an authorization engine, as might be the case if the client
needed to adhere to a set of obligations related to a specified policy. Thus, it can be
seen that different NEMO peers can contain different parts of the trust management

framework depending on their requirements. FIG. 6b also illustrates that the



mechani sm f or mappi ng service-rel ated nmessages to the

appropriate native service inplenentation. [0244] In
wee@serssdi ment, the NEMO franework does not nBCESM04/018120

how t he Service Adaptation Layer for a given platform

or participant is realized. g situations where a

servi ce-provi di ng node does n ? requi re transl ati on of

its native service protocols - i.e., exposing its

v SBE RN B PoEBlsh PO TR SOReE ABERCT B RN difot o
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46]) Entry. Points - ayer en syl ating the
sé?C\H"gémPﬁ‘f éb%tée%p%%a;ﬂl%@ﬁ%&@cmﬁag B€associ at ed
WSDL bi ndi ngs. Through tHese access_points, other
nodes i[(mi&% Sagicy .A@é@ss Poin @%&Pdﬁ@k@m&?&tﬂa a Vapigty of forms,
coll ect results. 1L10247 Message Processing Lo
| ayedrasgpithin Hetbovosaries 9o aahent dintthe faregfe shargd llg?@éx)efge)utmde
processing, typically containing a nessage punp 825
t izt basinilaress of Hee clisno@etwifogn of amessstigesing sw adiffgre podcess).
XML data bindi ng support 826, and | ow | evel XM
p&ihs exac fickndeft the Seqpice farctstHont ispEoentati8a ¢an pO@481ed to the
Native Services - a |ayer representing the native
seesdsefa spacifid Bipkef platioind ovblicdin Fiven £ Olidie’s pengediige, use of the
servi ce nessages are mapped), including a native
S SeMiiGAck PiBnate GRI0NSE ARRSligRGn Lok & MBiRbAldedd @fiant
3. 5. VbrkfIOMICbﬁfatJ? [0249] FE agprefga?éd el

quﬁg;g@ﬂﬁmuﬁayggg®lom1CDIIator (WFC) helps ful fil
nost “nontrivial MEMO service requests by coordinating

the f l 2?{ é[ﬁg %@ltv‘lz‘ceozic SS P‘cﬁﬂtqﬁ be égé %% Ay sté‘uc component

assocl ta 1 ncl u I ng transi ent "an erne

re ﬁéﬂoﬁ%m?{) 91 gagérg t eog sel 1tc|§ %rotg(io? %m%% %)C | 3n 0 ?}/ gn% tglllﬂe t(g/ support

% een, in th form of transactlon coordi nators
rgﬁﬁlﬁ@f?g%ﬁﬁqﬁn transaction nonitors in

rel ati tabases tq nore generalized nonitors as, .
seen i 382823] teractions mvolving the Sgervwe Access %omt can be csharactenzed

from at least two perspectives — a client-side which the requesting participant uses,
and a service-side which interacts with other NEMO-enabled endpoints (nodes).
[0224] In one client-side embodiment, illustrated in FIG. 7a, Service Access
Point 710 directly éxchanges XML messages with client 720. Client 720 forms
request messages 740 directly and submits them to Service Access Point 710, which
generates and sends one or more response messages 750 to client 720, where they are
collected, parsed and processed. Client 720 may also éubmit (when making requests)
explicit set(s) of service bindings 730 to use in targeting the delivery of the request.

These service bindings may have been obtained in a variety of ways. For example,



M crosoft MIS/ COW. [0250] In one enbodi nent, the

Wor kfl ow Col l ator is a progranmable nechani smthrough
woriosh1WEMO nodes orchestrate the processi ng apdI/us2004/018120
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service invocations. The WFC gcan be tailored toward a

specific NEMO node's charactéristics and

requi renents, and can be designed to support a variety
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service responses in order to create a conposite

s @Fatped 778 faeteby; ynabling ehient 80 B}m@wswl@m e R, syptem. To
servi ce requests and service responses in order to
creélaeteuch swpprshative peatesad 870 (@28 pmbindsias o€ natisieviretecol 770 and
interaction pattern begins with a service request

arthd exengticn enyomemdEMDuUsiquevide any heedadthdorsnaBen v same form to
Adapt ati on Layer. The nessage is handed off to the
WSBtviddeA smgeP RunTo(; haichi genératek by appropriate regaestndd,ifinecessary,
turn be driven by the WWC to fulfill the request and

I etéflings b eSipONS@rget fergi¢ée€bindlge conpl ex scenari os,

the fulfillment of a service request mght require

mul ti plie22%8 THANUS SerdfRd-sideC MR tRAf dffigeBlidd KdtRadd HBlient’s
of mJItl pl € nodes in a coordi nated fashion. The rul es

T YerRELAERS Plnt SAURRLG- %E%Vldl?r?g REMRERHkd dhabbiits can be

systenris service descri I"Tanguage or using ot her

SIS §%118ﬂngzo§zgle AR it

¢ CEgH &%2%%%%§f&%%lﬁaeﬁﬁ%uﬁﬁ%ﬁwﬁvsﬁf%%?%@e?t% o ferlying
Do S S B B 8 PR SRS b ol
services t] at t he node expowgs or it may be

r SpTostatas tReapedisratce Pt t the processing of a

nore free form expression of the service processing
| ogi c. [0227] A relatively simple type of service-side interaction patternis illustrated

in FIG. 7¢, 'in which Service Access Point 711 communicates directly with the
desired service-providing node 712 in a point-to-point manner.

[0228] Turning to FIG. 7d, Service Access Point 721 may initiate
communication directly with (and may receive responses directly from) multiple
potential service providers 725. This type of interaction pattern may be implemented
by relaying multiple service bindings from the client for use by Service Access Point

721; or a broadcast or multicast network could be utilized by Service Access Point
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preferred enbodi nent the WFC architecture i s nodul ar
wa@pas/oewsensi bl e, supporting plug-ins. | n addi PCDOS1004/018120

interpreting service conposition and processing

rules, the WFC may need to de%grn1ne whet her to use

NEMO nessages in the context initiating a service

ful fill ment processing Iifecycle or as input in the
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be service transaction specific,
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node is interested in a notification is extensible,

i ncl udi[62p0] Geaoh & pytidrasEthtasctivalthayals: deswalile pedce Access Point
criteria. [0255] In one enbodinent, illustrated in
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processing of results fromtwo other service
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client node 940. [0256] When NEMO enab ed application

94ayAdt Bk bSiRYo BREAG P ég othBiwisAd fsnfne the g?f@%ﬁf 8‘%\%&%

the“service provided by service provid

C%Htﬁ)tlg § erv1gé' rdv?d1{1% ﬁ@%egw ?r?aéreo% Willj "ti%atg %ﬁo&/ Qntjsfjﬁé‘%dl AL Gode 733

t's own requests f appl=caton

 SEREEHYE e PERILSE 202 A P9t S A o
Ot bR Bt R BESE TS s et s mor
ot her servi.ce-providing nodes in_order to fulfill the

0 ,rp@sh%gllepg%ggit coflating fupriienality, yédchon gurn permits more flexible

communication patterns between Service Access Point 731 and service providers such

i

as endpoint nodes 735.

[0231] In addition to the above basic service-side interaction patterns,
combinations of such patterns or new patterns can be impleménted within the Service
Access Point. Although the Service Access Point is intended to provide a common
interface, its implementation will typically be strongly tied to the characteristics of the
communication models and associated protocols employed by given NEMO-enabled

endpoints.



[0257] Alternatively, a requested service m ght not

require the services of nultiple service-providing
woeaes17ebut m ght instead require nultiple rouPdBUS2004/018120

phases of comuni cation between the service-providing

node and the requesting clien% node. As illustrated

in FIG 9b, when MEMO enabl ed application 942 on

client node 940 initiates a request to invoke the

SRl VLo S0P L7 th BRSO RSSER ABLRY S oyl EE L Bitate the

Col | at urn engages I n mnu

comuni cat i.on 950 w,th. client nqde 940 i.n er.to
£ (Y Fox TR e ot i g Pl Bp @ by O kel Gy as
CDIL%tor %&4 na enerate and send ssages_to client
 SERATETE qjects (R APRRBTIAS TRRTCSAIAIONT, Sp 4o SN TepiGEwdalion
the responses, and.then generate additional nessages. .
( AWgh ﬁé@@w gxprgsparl in Bl esonsihgsnvelapssmyML opsadirhiects
phases of communication, ultimately fulfilling the
orthqjpraner fpedafest from client node 940. [0258] In this
scenari o, Wrkflow Collator 914 is used by service
provi dép2339 1o a prefeesembalikertpde Sddsalsmensdpstptes logic for
service-specific session ID or transaction ID as part
ofcotnnemnation v ane quesiry suppowtkd afpliohtase seskionhand/or transport
operation it is in wth'the client for correct
prpoetesss, 3gch senaddeidvadative pver BT ER esingSDiAPeerwelopingl | ar
mechani sm or techni que could be enployed to process
t hese mod34] phielphiasemedintoaiman, gat S AP nR9Q@ncaps@@RAbgic for
FIG 9c illustrates one enbodinent of a relatively
ba$didinB hikaek iRBarity Whd BorTiREAMILE SuBK 8VihoE fRQdebRGan
bzﬁaeenngr%%IOMI%%FIator 914 an% Nbssaé%b Punp 965 s
(i b , P ti «
S OO & i IR U B o8 XL Signature
P10 sé\?f-%n% ti9h. Weﬁé%eegp\ébﬁi% aﬁgﬂ&e&tasse?\ﬁge ﬁ%Qface is unknown or
generates responses 4.7 enployi ng a storage and
retrieval chani.sm 966. t o .mai ntai n the stat 0 hi
o e B SR EPR RSl SR & i brdGs e nles bl on
Wor kf | ow .Col. | at.0 i s able 005/017654 . . . e
pePEeSRe Aot S Ty sme@\ﬁge lopigifer syhlishipg an initial
requests and responses, which coul d be inplenented
wicPRecon i § @%falélﬁwmaé st DNEMBadaeWherg seyjeersin bpdiscovered
conpl ex processing, however, FIG 9d illustrates a
nodEesolyedhi t ect ure that can both drive or be driven in
perform ng service orchestration. Such functionality
i ncl udée235h dhe ddllayong srancfxample;, npt-End@ngéroeodimguiadtadigh-level
aggregati on of

API description exported by one SAP embodiment:

[0236] ServiceAccessPoint:: Create(Environment[]) = ServiceAccessPoint —
this is a singleton interface that returns an initialized instance of a SAP. The SAP can
be initialized based on an optional set of environmental parameters.

[0237] ServiceAccessPoint::InvokeService(Service Request Message,
Boolean) > Service Response Message — a synchronous service invocation APT is

supported where the client (using WSDL) forms an XML service request message,



responses into a conposite response, and either manual
or automated orchestration of nultiple service

WO e@aesiess and responses in order to create a CROPUSIN€018120
service. [0261] A variety of scenarios can be
supported by the architecturesggurrounding Workflow

- Collator 914 in FIG 9d. For exarrpl e, by having a NEMO
node conbine its functionality with that of an

exhe ratRlves a9 KUD lcagag8 Trdspitise UMEHE AP 2186/ ScdePea Boolean flag
semantics of process orchestration (such as a Business

PrieGesth tg%@ﬁ%%n@t‘“tﬁé Blfent SEduYERa Yordh febtihsé. eN@ﬂmally, the flag
description of the business processes associ ated th

SElYiIHE ek, exlbpt 1ﬁ%ﬁ€léa%§ofﬁ%@&§$§%fﬁﬁﬁd &éoéﬂﬁt@&ﬁe g O Mmessages

Resource pescr i pt1on Framewo engi ne

{5@%gggwogsﬁsyg}gﬁeﬁ@g@ﬁ%c@%sgéchgen%%ylg,cv?Saﬂo@her chanpel (such
nDre rful .services. on top of sinpler ones.
e SOy 3 b R Bine e s Sy BBl i restifihg Beor
| eve e external nessage punp 975 to execute process
dé@E‘Pg?ions via a manual orchestration process 966

e., ane _involving human intervention.

add| ti oA SeeflsﬁAﬁ@eSéﬁozaf WMWWWWW%(M%@ t%t?[]) >
relies on an external coordinator working in

c difjolpse t Brs WP Allew\imoalies de specii sdwtsr gmmty protedtign should be
al so possible to create an architecture where nodul es
mepphs, and togwhick dledientsdn hynessdge it shonkifieenplied. | at or 914
to support an automated form of service coordination
and or ¢ rSetwiced cOGRP oik 0 I Apphaiopfidentiadty (BegjadraDev g e >
of service orchestration patterns, such as those
I Huotma nt Fids ARI BiRELs the dalldBxd/bpeaitd whethey brtfRleatalith shidigd be
mo 2005/ 017654 PCT/ US2004/ 018120 60 web service

Pﬁhfﬂﬂﬁhdaﬁ SAGPSHEL Nt A mBssBEY iV ElitRld BS gifliege, \or kf | ow
ator 914 can be driven directly by a description

d |
and colrheey IS%PVIQJAJC@Q;P@&E SN GHBASE rrea%g%lﬁ%( Sy%@ﬁback

t hat arrlve over tinme. In this scenario

response nessage is pushed to Messa
?Eﬁrpﬁﬂp\é 8'%_’0 aﬁeﬁﬁeyc allbac

when the state nmachi ne associ at d Wi Ive

orchestration processor plug-in (e g BP
EBXM. 983) has determined that it Encr For‘lge affback,

L_0263] Fol I owi ng is an enbodi rre&ﬂpgef i)fc 18 % %jlba"k) >

i gh-1evel API descrlptlon exp " by an embodi ment

OfAsaincl}ll%Q{Qd }/r\?trhléfpgfeg/%us AILIS When a message is sent or received it may contain
objects which require integrity protection or confidentiality . This API allows the
client to set up any necessary hooks between itself and the SAP to allow the SAP to
obtain keys associated with a particular type of trust management operation. In one
embodiment, the interface is based on callbacks supporting integrity protection
through digital signing and verification, and confidentiality through encryption and
decryption. In one embodiment, each of the callbacks is of the form:

KeyCallback(KeyDesc) » Key[]

where KeyDesc is an optional object describing the key(s) required and a list of

appropriate keys is returned. Signatures are validated as part of receiving response



[0264] WorkflowCol lator:: Create(Environment[]) -
Wor kfl owCol  ator -this is a singleton interface that

WO edoanrssan initialized i nstance of a WFC. TheP@WUISma41018120
be initialized based on an optional set of
envi ronment al paraneters. [0265] Workjl owCol | ator::
Store(Key[], XM. Message) 4 BoGlean - this APl allows
the caller to store a service nessage within the WC

Vi i fi: ] :
v st BFEh I e TS RED ) ARk sssseypent
XMerifivetamage KME ntessage A batehonsd frive InedldeService(...) indicating this
retrieve.a set of es..via a set of specified

keAle a“l‘ﬁtélereg‘:‘l“t?i”ﬁsetagﬁéi GEdicaliol o 7| onger cont ai ned

within the WFC. [ 0267]

Vor kJ| duMol |Seroice Aldaplabloddydyiéey[ J, XM. Message) 4 XM

e a0 A ricTod oy e U A Gl iB e S odhmon way

returned nessages are still contained within the WC

[ C268TVI0R P! |KBesGrthelr WrESFS procegsapquesty and gppegatp pgsponses
allows the caller to clear any nessages stored within

t Her sgraces; apbochesiratersertiees im Hej UReWek} dt gleasprpvides a
rigid BPEL orchestration standard, another enbodi nment
cdaneflapen ph tvhachnasher specifio serXive iderdand bondingssian &t iimpleented. In
2005/ 017654 PCT/ US2004/ 018120 61 description - e.g.,

f amezmbodienahy,ASRDE. ia pgddi to descoibe aseanireasingrics withimthesystem.
search. Consider the follow ng description that could

be i nt §0p4Rtdh bysewridkdekrifiok inight, inGalditiinab defmidg howlte bind to
possi bly even replace an entire service given a

S W deideeedit & particglar inkefage ado)inclhdPy Bt of WEObPmsNEMBorization
O chestration Descriptor> <Control Flow> e.g., EXECUTE

SefeiiiceSpréviders fthdt KEM bk réspdi@Shls R huthesizMeGRcBs t&ihg Gervice, a

Service C <Shared State/ Context> e.g., Device State
pointer to a semantic description of the purpose and usage of the service, and a
description of the necessary orchestration for composite services resulting from the
cho;eographed execution of one or more other services.

[0243] In addition to serving as the logical point at which services are
exlposed, the Service Adaptation Layer also preferably encapsulates the concrete
representations of the NEMO data types and objects specified in NEMO service
profiles for platforms that are supported by a given participant. It also contains a
mechanism for mapping service-related messages to the appropriate native service
implementation.

[0244] In one embodiment, the NEMO framework does not mandate how the
Service Adaptation Layer for a given platform or participant is realized. In situations

where a service-providing node does not require translation of its native service

protocols —i.e., exposing its services only to client nodes that can communicate via



<Transactions> e.g., State, Rollback, etc
<Trust/Aut hori zation> Note that Trust not necessarily
W e@smitesve 3. 6. Exenpl ary DRM Engi ne Archi t ecP@¥/8S2004/018120
[0271] In the context of the various enbodi nents of
t he NEMO node architecture dggcribed above, FIG 10
illustrates the integration of~a nodul ar enbodi nent
of a DRM Engi ne 1000 into a NEMO content consunption
d%’a‘t ﬁ%ﬂ ﬂrgt%%gl YinE ARt Eér%gé g&)vll(ilﬁ h&&&%&%@&bn‘tﬁﬁg Service
f'erent devices an envi ronnent s.
t_application 1002 typi caI ly receives a
38%‘%101%% ecgcess a particular piece of content

iﬂéﬁ”?i@?ﬁﬁt erwe%giﬁi %f%‘%%féaﬁgtwﬁ'ﬂw%g@@%ﬁﬁc%’psﬁﬁ%n&%e
Zg‘gllﬂqq‘gﬁgP }?}fetntsst éfp Bl %P#égl)ggge tD(F)el\/lt eﬁgl ‘n’Zt 1000 may

make requests for addltlonal i nformation, and

crypt ofVAohiEErydiofte o d 1esT RespsWeing the seryisg entérfa@@etry points
through well -defined interfaces. For exanple,

e8dP aed aBocaisd WV Ik birskings. Thiopgl é@sqmsss\m@ttmth% A nodes involke
particular link is trusted, or may ask that certain
olsgires, fass paaiaoctypdaé@i.an%ﬂlée%fesum requisite

informati on nay be renpte, in which case host WD

2005/ 0105853 MRGTddeI2004kRE L2 — HRyse¥20i thbesotog®ndsie the logic
request the information from networked services

t Ho1oueRage [mocasing, typicaldssonpaning aikdsdage[fdithp3]2 5GhatelrivEihe
engi ne 1000 has determ ned that a particular operation

| prodReyimg bt Beksagds, doneh @Eé E5XMII Gat@Bithdir@lsuppist 816/ and low level
requi red cryptographic keys to host services 1008

M)mh patsRFgHd dferglidsefhii@supborin@ss. appl i cation 1002,
rel |es on content services 1016 to obtain the desired

cont enfo A NTRAEEEN} ibs - YiSe {;F%g%seﬁt%g"ﬂhﬁén@eos% dceyagmable

then i te the process ia rendering 1

( ?OI%P ayhl%hg%% Egrrésjég?c? Rg L&Dke n{egg gggﬂeziﬁ)%%éf)[ glclu cflgha 1’t1at1(¥e

n on a ScCr

h 012 ded. [0274] Th
vistissS B R0 R S P Pl e 5 027 e
relatively sinple

3.5. ‘Workflow Collator
[0249] In a preferred embodiment, a Workflow Collator (WFC) helps fulfill

most nontrivial NEMO service requests by coordinating the flow of events of a
request, managing any associated data including transient and intermediate results,
and enforcing the rules associated with fulfillment. Examples of this type of
functionality can be seen in the form of transaction coordinators ranging from simple
transaction monitors in relational databases to more generalized monitors as seen in
Microsoft MTS/COM+.

[0250] In one embodiment, the Workflow Collator is a programmable

mechanism through which NEMO nodes orchestrate the processing and fulfillment of



exanpl e of how the DRM engi ne can be used in
applications, but it is only one of many

w@omsiobicsd ti es. For exanple, in other enbodi nePCEUS1004018120
DRM engi ne can be integrated into packaging
applications under the governgnce of relatively
sophi sticated policy managenent systens. Both client
(content consunption) and server (content packagi ng)

i Sn® TROWFORML 8RBk Red foRakdisl biei FRESEMPRddRNS
gs;%%&ﬁ%%g%?ifgr ent types of El)Rl\/ﬁfrgI ated I(S)E%J ects relied

u&ﬁ%ﬂg%sﬁ&qﬁgqg iteRithtsORR: caWibleldeQiBnedioS& ?}ﬁﬁf&ivﬁﬁity’wf

escription of one enbodi men t he
I T
u‘é %éiéﬁ%aﬁ of Eéoggmatg‘:iﬂufeﬁ%ta@ e og#éﬂnﬁf""}
oGy f Sisa RGN %M i GRS A0 e Bﬂ%éﬁdmg
o aégggés%é%{oesié%rr S%%q? £ onaf b wﬁva@p% ) Colection

ot her nodes within, e, e MEMO qr . ot her sgl rP

WS 20067 WQVWfOP@PFQﬁ@GW BIP8?@291g= 69 simplp gpeeaAtpROT service
enbodi nent, control VM 1110 is a virtual nmachine, used
biespomscemtioaltoraprsite fespRIFCERIR manupi grphesiragion of maltiple service
control programs that govern access to content.

Frghentd il sesviee wemmséspiniooder of credfe aicampgsite jepricesnd (iv)
control VM 1110 into the architecture of DRM engi ne
14@6mard onelebtrapnod muliifle tdreich asjueste hudreanvise tfsperses in order to
control VM including details about its instruction
s%atem{pbsiwice_code nmodul es, and interaction with
host environment 1120 via systemcalls 1106. [0277] In

one e h RN asic@eRideGhteMWidd p&tdrs bégifieivith a\eeivice request

smal | -Tootprint virtual machine that is designed to
b attsgm'e 'N%Mfﬁ%fde 'x}rca' RO ndA" 941SicBIAQH Fﬁﬂ'ﬁil N@yer. The message
| anguages. I's based on a stack-oriented |nstruct|on
S
?s lhaFnH%f off %%%ggrf%désga&ef’un@u{hgﬁktgagl o . C : (?111 turn be

oW I ol bl e%%&‘f’set aTE—

TREC SR ﬁmu NCN W
responses and the participation of multiple nodes in a coordinated fashion. The rules
for processing requests may be expressed in the system’s service description language
or using other service orchestration description standards such as BPEL.

[0252] When a message is given to the WFC, the WFC determines the correct
rules for processing this request. Depending upon the implementation of the WFC,
the service description logic may be represented in the form of a fixed state machine |
for a set of services that the node exposes or it may be represented in ways that

support the processing of a more free form expression of the service processing logic.



[0278] Control VM 1100 is suitable as a target for |ow
or high level programm ng | anguages, and supports

wo avgeges such as assenbler, C, and FORTH  CeampiUbm®n4018120
for other |anguages, such as Java or custom | anguages,
could also be inplemented withh relative ease. [0279]
Control VM 1110 is designed to'be hosted within DRM
Engi ne 1100, including host environnment 1120, as

Oppos eﬁo&% #\i/l 1§ b &fibley: RO WRE %ﬁgé&&fe 1é3ﬁlod1h1Qr and

silico ntr runs prograns by executlng

R RO Bt
o éoceeggﬁ%e esg IS Ut\&:ﬁ]%e&ﬂ %eea‘i%getelawﬁg ﬁvlht el {Oe bs¥ ﬁ@%b rgessages in

IHgB‘lf’ gcréﬁ tl%g m_}é:ﬁ{ng %srfg\écev%ﬁl%é%gb%%?%sglg hirrecyc? ggg g%utt 1(r)1 the
004/ 018120 64 [0280] Executiqn_ Mdel [0281]
avmnm@e transactiene sinjons embedinesns I%EMpe@eﬁSﬁgeé @&éude Ds

nodul es 1102 as a stream of byte code | oaded in

neded mjetadaguthaigs psag) to vaake thiese iien o dgiermanagions. uEMO messages

re ister called the programcounter (PC) that is

soearn e gdteaded togneluda ddditipnal iaferetion dut majbe Wwice transaction
executes each instruction, in sequence, until the

ORpSILOR fa¢ititting titei mopeissingnf:massagased, an OP_RET

instruction is encountered with an enpty call stack,

or an dREBftAodisassdris grelterdstatbelosyaciifi¢atidn eérvives ar@slirectly

a relative junp (specified as a byte offset fromthe

C Biipgottedd! waeiond erffbgdimerits @5 thaINENISdyteth. aAl db®Scation represents a
[0282] Menory Mbdel [0283] In one enbodi nent, contro

Vivhdstdde thidsted af BtcédtaENEMD BRI RIMRE YeceBA @ﬁ a dy%nated service
mermry 1104 is separated into a data segnent (D

1ﬁ19ﬁ§ce31%9 PRI ssidgCNotifi -Egt‘?org%z%/ csctﬁg'rgecﬂ(/erlsése@ o?%&eaﬁ ty%es for

contlguous menory space,” starting at address

aI I o@%ﬁuw Tdﬂ ?ﬁd 1‘11% Bh&%lalu¥em 2 ne 1% kﬂX&e i% 1ntFrestﬁd ma

eap nenory o
iljn%ﬁg?étlotlﬁoggxt ns1b1{r3,g1nc E&?é }%e'%g yﬁlga%%% %%%yl\f %vceg{lt-]o%sed criteria.
ﬁéﬁﬁfﬁ%@ 8o ppdEegp YRS e 1 Eﬁéé@”ﬁ%%wic% PAftIding NEMO

ter € program
H]e 9% pI‘OQ/ldeS a service that requires an orchestration process by its Workflow

-

Collator 914 (e.g., the collection and processing of results from two other service
providers) to fulfill a request for that service from client node' 940.

[0256] When NEMO-enabled application 942 on client node 940 initiates a
request to invoke the service provided by service provider 910, Workflow Collator
914 in turn generates messages to initiate its own requests (on behalf of application
942), respectively, to Service Provider “Y” 922 on node 920 and Service Provider “Z”

932 on node 930. Workflow Collator 914 then collates and processes the results from



execution. The data segnent is potentially shared

bet ween several code nodules 1102 concurrently | oaded
whooshere¥ The nenory in the data segnment canP@EUS2004/018120

accessed by nenory-access instructions, which can be

either 32-bit or 8-bit accessesg. 32-bit nenory

accesses are acconplished usi t he bi g-endi an byte

order. No assunptions are nade with regard to

alg . i S :

P e S R B o R Bl Prequest from

mepmry) . 2005/ 017654 PCT/ US2004/ 018120 65 [0284]

Iﬁ%gﬁgkgﬁggginent, the code segnent is a flat,

contig ry. ace tarti.ng at. .address 0. The

code SdlEnr s BRaFTupedid iirvg nden B eGTRs s dpings of

wi thi.n the. heap menory of host application 1130 or

h 6’%‘?‘“ loPPRsTrRIRY Iding g des; @Efs@}gﬁ“éaﬁ{)% Feauie TP Regrnds ggphases

several code npdul es, and all of the code_  nodul es nmay

s cempriBication befeen the servine-nrevdingmode prd the gegugsting client node.

preferably | oaded at a different address), but each

hafss lpgrasghindd e 98 ewhemNEMO-gnabled afipicgianf %2 ! ofieniorode 940

possible for a junp instruction fromone code nodul e

11i0ifiates acequss ta ifviokrp thei sesiidd provided by stevice provaten 81 0,0 dek flow

modul e 1102). [0286] Data Stack [0287] In a preferred

er@rddiordné in tule endeléria ranltipleiphases bf eommiaicstiac®S0 with client

represents 32-bit data cells stored in the data

s egtte 640 inldrder Y fulbilIth@omgingl reduektl Hor ekQopl6] Worldhiw €6llator 914

the stack pointer (SP). After reset, SP points to the

enghyodente: didlsend HRYABE to cBBE Holie 95( @ﬁﬂﬁA@éé@H\@oﬂg%M/),afe@eive

(when data is pushed onto the data stack, the
r gl E%&@@ 188 EosPSitE MR IR )gend e aag%ilagél ﬂf&k%gr%g gefa EQve

stack are interpreted either as -bi't adt sed, or

gy S SPRSLR O R08 ED

g RS Rl SERLR g genenes 2 cell

U (9946 W0 348, SRORE RSB FRTF f  leg povice

O3 R e D e D S 0 B 0B 20 o

Ofpa;t fg)if %he service request) of which phase of the operation it is in with the client for
correct processing. As noted above, a state machine or similar mechanism or
technique could be employed to process these multiple phases of communication 950.

[0259] FIG. 9¢ illustrates one embodiment of a relatively basic interaction,

within service-providing node 960, between Workflow Collator 914 and Message
Pump 965 (within the node’s Service Adaptation Layer, not shown). As noted above,
Workflow Collator 914 processes one or more service requests 962 and generates

responses 964, employing a storage and retrieval mechanism 966 to maintain the state

of this orchestration process. In this simple example, Workflow Collator 914 is able



return address stack is preferably fixed to a maxi num
which will allow a certain nunber of nested calls

wao bas/ocampnot be exceeded. [0290] Instruction SeCT/VE2004/018120
2005/ 017654 PCT/ US2004/ 018120 66 [0291] In one
enbodi nent, control VM 1110 usﬁs arelatively sinple
instruction set. Even with a m ted nunber of
i nstructions; however, it is still possible to

e wglﬁﬁisg?ggﬂf)l@ sEvRS rr?dgfﬁssts The ré.(sgocﬁsﬁéJ i@ cou®d bd Snplemented with

sta except t he PUSH 1 nstruction, none

of. 4:be I ' ave direct operands. Operands are
rgai%ilﬁs'rsgﬁﬁlt ﬁ{eé?etdlg?‘gﬁ%{}ack, and results are pushed onto

t he da k. The VMis a 32- bit VM .

ot r ub0rRMES ol ooty FroPretfie, BrisvihitBi g i g noce

on -bit stack per and r.epresenting either nor

o erbdecute oGy prBATVAOL jo AL PRLR IR Bar e S ordfeabhton. Such
represented usjng a 2s conpl e t bi pary encodi ng. .
[@MIPHQW inql ﬁmﬁsﬂmﬁmﬂﬁ? SOTYISE TSRS, Agetation of
enbodi nent is shown bel ow. OP CODE Nanme Operands .
DESPPTSE TP 2 CPIMPERY IRRRORSNaR, githca magHalios Atlogtadiachestration of
stack Constant (direct) OP DROP Drop Renove top of,

s i iple GFrvidEPeqIgRs idadraspEisps incade te givatsra COMNORIIOREIBRRAP

Swap Swap top two stack elenments OP ADD Add A, B Push

t he suf®2A1] A wartbtyBof skeBirio®Ravbit suppbttedby tha ardhiteeigte wingunding
product of A and B (A*B) OP-SUB Subtract A, B Push

t W€ oudtiflhivel d o N S tinEEE. 9. afat exBnpk; By hGmHh WHMQindde dombine
B Push the division of A by B (A B) OP MDD Mydulo A

B iffaittibnatizg whth tBat(oAUBExtefR] SdcrdiNeigad 70 thaPusiersidiels A%

conpl ement negation of A (-A) OP_CWP Conpare A Push -1

| fseaRE A bMRessOréHestatioh (Buch as a Business Process Language engine
driven by a high level description of the business processes associated with services)
or resource usage semantics (such as a Resource Description Framework engine
which can be driven by the semantic meaning of resources in relationship to each
other), it is possible to create more powerful services on top of simpler ones. Custom
External BPL 972 and/or RDF 973 processors may leverage external message pump
975 to execute process descriptions via a manual orchestration process 966, i.e., one
involving human intervention.

[0262] In addition to relying on a manually driven process that relies on an
external coordinator working in conjunction with a NEMO node’s message pump, it
is also possible to create an architecture where modules may be integrated directly
with Workflow Collator 914 to support an automated form of service coordination

and orchestration 968. For example, for regular types of service orchestration

patterns, such as those represented in BPEL and EBXML and communicated in the



and 1 is a positive OP-AND And A, B Push bit-w se AND

of Aand B (A & B) OP OR O A B Push the bit-wise OR
w@boososmest B (A B) OP_XOR Exclusive Or A B PuBtT/Ukm04/018120

bit-w se eXcl usive OR of Aand B (A AB) OP NOT

Logi cal A Push the | ogical %Etl on of A (1 if Negate

Ais 0, and O if Ais not 0) SHL Shift Left A B

Push A logically shifted left by B bits (A << B)
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z)b%la' rd e a teg%é%&*};%gﬂ Jaégﬁgg@:rtlgﬂ Haiugbit afi ?é%{)bﬁs@ messages
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5%t IOEIROG S 3/ s sL8 gt cp RS 11 Ch glvgh

j u@q@et@tgat;g$§oc:e;sogppgolg (eN% aBtPIEL 989::)1' %%%(Mia&%?has determmed that

Br

it is appropriate.

[0263] Following is an embodiment of a relatively high-level API description
exported by an embodiment of a NEMO Workflow Collator:

[0264] WorkflowCollator::Create(Environment[]) = WorkflowCollator — this
is a singleton interface that returns an initialized instance of a WFC. The WFC can be
initialized based on an optional set of environmental parameters.

[0265] WorkflowCollator::Store(Key[], XML Message) 2 Boolean — this
API allows the caller to store a service message within the WFC via a set of specified
keys.

[0266] WorkflowCollator::RetrieveByKey(Key[], XML Message) > XML
Message[] — this API allows the caller to retrieve a set of messaiges via a set of
specified keys. The returned messages are no longer contained within the WFC.

[0267] WorkflowCollator::PeekByKey(Key[], XML Message) » XML
Message[] — this API allows the caller to retrieve a set of messages via a set of
specified keys. The returned messages are still contained within the WFC.

[0268] WorkflowCollator::Clear() » Boolean — this API allows the caller to
clear any messages stored within the WFC.

[0269] As an alternative to the relatively rigid BPEL orchestration standard,

another embodiment could permit a more ad hoc XML-based orchestration
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w@2e0bi01765401 ue B at address A OP PEEKB Peek ByPET/BSI0£618120

the 8-bit value at address A OP_POKEB Poke Byte A, B
Store the | east significant bi6 s of B at address A
OP_PUSHSP Push Stack Push the“value of SP Pointer
OP_POPSP Pop Stack A Set the value of SP to A Pointer
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i %fimﬁou%%g?fynﬁvsa HEEp Eh g3 R VG, Aoty ieh
4- octet3 in big-endian byte order, followed by a
411888t ype (usual |y octets that correspond to ASC |
val ues of Ietters of the al phabet), followed by the
pay! 0adO9f0l tYESRESmM (si ze- 8 oct et s). WD 2005/017654
PCT/ US2004/ 018120 68 3.7. DRM d i ent - Server
Archi t ect ur éNF@éﬁ)tQWheS@@ﬁ%Pﬁﬁqﬁ@?Pfﬁnd Packagi
[0295] As noted abowtolBRWPCI i ent - si &&..doREY eﬁfﬁ ervice A;
applications (e.g., nedia players) consufErcpiivF Yes then
content (e.g., play a song, display &R, etc.).
DRM servi ce- si de packagi ng applicati ons Elsgferatd ¢
residing on a ser$bnledStté/Ggategdnt ent.g.,([Revice, State
associ ate wi th tk&racadtent>r el evant ega@tataRbllback, etc
di stribution ri gkiTsustuyiprogli@phi ¢ ARysthaeTus) not necessarily
t aragsitieel to DRM clients. ‘

3.6. Exemplary DRM Engine Architecture
[0271] In the context of the various embodiments of the NEMO node

architecture described above, FIG. 10 illustrates the integration of a modular
embodiment of a DRM Engine 1000 into a NEMO content consumptioh device,
thereby facilitating its integration into many different devices and software
environments. ‘

[0272] Host application 1002 typically receives a request to access a particular
piece of content through its user interface 1004. Host application 1002 then sends the
request, along with relevant DRM engine objects (preferably opaque to the host
application), to DRM engine 1000. DRM engine 1000 may make requests for
additional information and cryptographic services to host services module 1008
through well-defined interfaces. For example, DRM engine 1000 may ask host

services 1008 whether a particular link is trusted, or may ask that certain objects be

decrypted. Some of the requisite information may be remote, in which case host



[0296] FIG 12a illustrates one enbodi nent of the main
architectural elenents of a DRMclient. Host

wa@ppbiocamsd on 1200 interfaces with a devi ce usePCT/ESIN4/018120
the owner of a nusic pl ayer) through user interface
1210. The user mght, for gﬁ‘g request access to
protected content and receive tadata along with the
content (e.g., text displaying the name of the arti st
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extract the requested content. Host application al
psaveabPqs W@@bgmdﬂe@etdﬁéctwféeﬁt@@péwoad@ %»B]elé@&on content
format and issues a request to the DRMengine 1220 to
evellvirgs e0tbhe obrain disjdssires! qontent prdkmanggetitase.i Hestservices 1008
(e.g., by running the relevant control progran) to

d mighuﬂmeinwabet the prgpesnofagédomrenderingc BE9 (tlge playing the tedent
content should be granted. [0298] If permission is
grlantgdspeblost, digpidyiingathe oontdR@D andegieh, ett.3@onekmhtédowith
verify required signatures and del egate to crypto

S efypitaresphlA3Hicn) 002 hesieegeher al - pur pose crypt ographi ¢
functions required by DRM engi ne 1220. DRM Engi ne 1220
WO 20050874 tj’ﬁ'iaé s¥dih WRARe4 1R iBdRtedEh FIE. 1€ SPORSINLE simple

for evaluating the DRM objects, confirm ng or denying

p%&ﬁﬂlﬁl%'o‘?ﬁowfngRM exdifl O Hehﬁe&(ﬁﬁ’ai)tphgat{b%§ tout 1t is only one of
application 1200 to decrypt the content 99] Host

S%{a‘ﬁ'y%%Esﬁﬁﬂgs H o‘i’}ékéiﬁé\e %Mtlﬁ?%hx%gdﬂ&%%f Eﬂr %ﬁfc %ﬁ'ﬁelctaﬁbe

data manage as certaln ons
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manages the_ content, relyln on the client'’
pélgesqhgp@m typeHefgRM- rakatethoh edigrelied upon by such apphcatlons will be

discussed below, following a description of one embodiment of the internal

architecture of the DRM engine itself.

[0275] DRM Engine 1100, illustrated in FIG. 11, relies on a virtual machine,
control VM 1110, for internal DRM processing (e.g., executing control programs that
govern access to content) within a broad range of host platforms, utilizing host
environment 1120 (described above, and in greater detail below) to interact with the
node’s host application 1130 and, ultimately, other nodes within, e.g., the NEMO or

other system.
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[0279] Control VM 1110 is designed to be hosted within DRM Engine 1100,

including host environment 1120, as opposed to being run directly on a processor or
in silicon. Control VM 1110 runs programs by executing instructions stored in Code
Modules 1102. Some of these instructions can make calls to functions implemented
outside of the program itself by making one or more System Calls 1106, which are
either implemented by Control VM 1110 itself, or delegated ’go Host Environment

1120.



view). [0304] As noted above, host application 1200
interacts with the user via user interface 1210. It
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content and license are usually stored together, but

c eateds memorvowsids epthatipetywill cavee Emdtapyd @rminate program
execution. The data segment is potentially shared between several code modules
1102 concurrently loaded by the VM. The memory in the data segment can be
accessed by memory-access instructions, which can be either 32-bit or 8-bit accesses.
32-bit memory accesses are accomplished using the big-endian byte order. No

assumptions are made with regard to alignment between the VM-visible memory and

the host-managed memory (host CPU virtual or physical memory).



desirable. A license can apply to nore than one item

of content, and nore than one |icense can apply to
waeseitegl e item of content. [0309] FIG 13 i | PCBUSHDEE18120
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enpodi ment of which is discussed in greater detail
béhotack dtaef erred to as the "key distribution
system " [0312] Control object - Control object 1320
i ncl uddR2IELgrPedct s the control

[0289] In one embodiment, control VM 1110 manages a call stack for making

nested subroutine calls. The values pushed onto this stack cannot be read or written
directly by the memory-access instructions, but are used indirectly by the VM when
executing OP_JSR and OP_RET instructions. For a given VM profile, the size of this
return address stack is preferably fixed to a maximum, which will allow a certain
number of nested calls that cannot be exceeded.

[0290] Instruction Set
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OP_AND And A, B Push bit-wise AND of A and B (A
& B)
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(A|B)

OP_XOR Exclusive Or | A, B Push the bit-wise eXclusive OR of
A and B (A" B)

OP_NOT Logical A Push the logical negation of A (1 if

B Negate Ais 0, and 0 if A is not 0)

OP_SHL Shift Left A, B Push A logically shifted left by B
bits (A << B)

OP_SHR Shift Right A, B Push A logically shifted right by B

bits (A >> B)
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ule Format

[0294] In one embodiment, code modules 1102 are stored in an atom-based

format that is essentially equivalent to the atom structure used in the MPEG-4 file

format. An atom consists of 32 bits, stored as 4-octets in big-endian byte order,

followed by a 4-octet type (usually octets that correspond to ASCII values of letters of

the alphabet), followed by the payload of the atom (size-8 octets).




75 illustrates the DRM objects that represent entities

in the system (e.g., users, devices or groups), as
wawedos/eswss he rel ati onshi ps anong those entiti eBCT/DOB38918120

VWiile FIG 4, discussed above, illustrates a

conceptual enbodi nent of a nqgge or authorization

graph depicting these entities®and their

relationships, FIG 14 illustrates two types of

obj ect hatnyd ' t [ .
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distribution to particular individuals. Yet, the DRM
el@isnassopiaterivish detsonicnisievayasageandslidabytion rights, coiptagyaphic
or explicitly, the semdntics attached to these

olkjers; tete. ) terggted to BPRMiichénts.ndi vi dual s t he song may be
distributed). [0319] In one enbodinent this semantic

cont ext[02963 fRG: @2a tlmsastenonRvhbqaliméntlof tha maidefdhitectural
within the attributes of the node objects thensel ves.

A eliMntpsfaf DRI chidyit.i Fostugpliciess 1 2Q0 inenticef withegevice user (e.g.,
entities and the various roles and identities they

I eRe 89 Adtof atiyBiCplhyer) BXRIBISQAnkeshad] 1100 erhatukéd Righe For
(1401a and 1401b). As discussed above, a |ink 1420
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various types of sermantic relationships. For exanple,
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private key 1405a and public key 1406a of node 1400a,
anbdgbegates certaia yunchiosalityn Hopaxemiple, kesf appldgtion f 20(baey manage
interaction with the file system to extract the requested content. Host application also
preferably recognizes the protected content object format and issues a request to the
DRM engine 1220 to evaluate the DRM objects that make up the license (e.g., by
running the relevant control program) to determine whether permission to access the
protected content should be granted.
[0298] If permission is granted, Host Application 1200 might also need to

verify required signatures and delegate to crypto services 1230 any other general

purpose cryptographic functions required by DRM engine 1220. DRM Engine 1220



1400b) to limt confidential information to authorized
portions of the node. Confidential information

wo a00getm4 at a node will be encrypted with thapCHUOs®04018120
confidentiality protection public key. Optionally, a
content protection asymmetric__key pair (e.g., private
key 1403a and public key 140382 0f " node 1400a, and
private key 1403b and public key 1403b of node 1400b)
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Cont ent Key derivations, as discussed below [0322] In
omg:camhgds ment the link object itself is a signed

object, represented by a directed edge in a graph,

such a$030v] e tif dRRYIIs WA foP8dc8sC Kb bfplfatbn #200 interacts
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is reachable fromnode D (e.g.
(encryption, signature verification, etc.) are handled by crypto services 1230, which

interacts indirectly with DRM engine 1220 via host services 1240, which forwards
requests. Crypto services 1230 can also be used by media rendering engine 1260 to
perform content decryption.

[0302] Turning to the service side, FIG. 12b illustrates an embodiment of the
main architectural elements of an exemplary DRM service-side packaging node. Host
application 1200 interfaces with a content packager (e.g., an owner or distributor of

music content) through user interface 1210. The packager might, for example,



whet her that user is the "owner" of that device), and

only allow the "play" action to be perfornmed if that
w@omndiotiesn is satisfied. To determ ne if node RCT/ES2004/018120

reachabl e, the DRM engine can run a control program

to determ ne whether there exists a set of link

obj ects that can establish a th (e.g., a direct or

i ndirect rel ationship) between node D and node U. As
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ugequest ingluging, iferkexemple managiog intesretiopl with thiejhamiR M packaging
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t imedules to twneh i dsleghtencevtami fonsionelityi fFlooesamyl€3PMpy manage
Al so, in one enbodi nent the policies that govern which
enhietdcdsn odth gesérghcryptolsewigee t23% towncsht therkniehij. dcinay also
can be created, and the lifetinme of |ink objects are
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may | everage the node attributes information. To
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with addi tional constraint ese extension
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coﬁivg)rai nts (e.g., the type of nodes connected by the
link,”

as well as other attributes), can be checked
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That cryptographic data ma¥ for exanple, contain, in
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content protection keys of the "fron node,
can also display information about the packaging process such as the text of the

license issued and, if a failure occurs, the reason for this failure. Some information
needed by host application 1200 may require the use of NEMO Services 1270 (e.g., to
leverage services such as authentication or authorization as well as membership).
[0305] In one embodiment, host application 1200 delegates to media format
services 1255 responsibility for managing all media format operations, such as
transcoding and packaging. General crypto services 1235 is responsible for issuing

and verifying signatures, as well as encrypting and decrypting certain data. The



encrypted with the content protection public key
and/ or the content protection symetric key of the

wo e@5/omese. For exanple, an entity that has beReI/US2004/018120
granted the ability to create Iink objects that |ink
devi ce nodes and user nodes u ?er a certain policy
may check to ensure that it onfy creates |inks between
node objects that have attributes indicating they are
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olpetapplicatien 1R6Y). di st ri bution system shown in FIG 15
| everages that search through WO 2005/ 017654
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are processed by the DRM engine. [0330] Wth nodes and

li nks ¢@308)i Hya Resfeyradrampogdiyent ghe eentent@sil lits digensa atsflogically
links (e.g., froma node Ato a node B ... to a node
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entity access to any content key encrypted wth those
keysirable. A license can apply to more than one item of content, and more than one

license can apply to any single ite1’n of content.

[0309] FIG. 13 illustrates an embodiment of such a license, including the
relationships among the set of objects discussed below. Note that control object 1320
and controller object 1330 are both signed objects in this embodiment, so that the
DRM client engine can verify that the control information comes from a trusted
source prior to providing the host application with permission to access the protected
content. In this embodiment, all of these obj' ects, with the exception of content object

1300, are created by the DRM client engine.



[0331] Node objects that participate in a key
di stribution systemcontain keys as part of their

W@l 2608/017884 i |  ustrated in FIG 15, in one enbodP@EN$2004/018120
each node (1500a, 1500b, and 1500c) has three keys:
[0332] Public Key Kpub[N - ?&s is the public part of
a pair of public/private keys“for the public key
ci pher. In one enbodi nent this key (1505a, 1505b and
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the node information. [0334] Symretric Key Ks[N -

Trensryktey costenisEBd4wiThh packageniehast eppdicptar encyfitstha semdnt in a
bel ow). Because this private key (keys 1525a, 1525b
arfoarmifzispendentanparet,iand manages cooidasol&d 0200, isinglangadhilable
1500c) is confidential, the entity that manages the

nedptosysteas@Enishiger fyatmdite pipher, bichssAES), [ 0335] The
key distribution systemillustrated in FIG 15 can be
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t hough the participating entities wll generally need
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So specifies \ghl ch %ryptosystem%vas use(f to encrypt this key data. This

cryptosystem, an embodiment of which is discussed in greater detail below, is referred
to as the “key distribution system.”

[0312] Control object — Control object 1320 includes and protects the control
program (e.g., control byte code 1324) that represents the rules that govern the use of
the keys used to encrypt and decrypt the content. It also includes ID 1322 so that it
can be bound to the corresponding ContentKey object. As noted above, control object
1320 is signed so that the DRM client engine can verify the validity of the binding
between the ContentKey 1310 and control 1320, as well as the binding between the

ContentKey ID 1312 and the encrypted key data 1314. The validity of control byte



Es(Ks[N], M neans "the nessage M encrypted with the
symmetric key Ks of node N wusing a symmetric key

weephet76sDs(Ks[ N, M neans "t he nessage M decPgpuszbo4/018120
with the symretric key Ks of node N using a symmetric
key ci pher"” [0337] Targeting 3, "Cont ent Key" to a node
means neki ng that key avail abl’d to the entities that
have access to the private keys of that node. In one
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synmetric_key 1515a of node 1500a or, if unavail able
(&34%, Agalsopgterabovs, apnterlist phiestiippO alsp ontionadlysaptains control
key 1525a of node 1500a.

hash 1338, which allows the validity of control object 1320 to be derived without

having to separately verify its signature.

[0314] Symmetric Key Signature — In a preferred embodiment, a symmetric
key signature is the most common type of signature for controller objects 1330. In
one embodiment, this type of signature is implemented by computing a MAC
(Message Authentication Code) of the controller object 1330, keyed with the same

key as the key represented by the ContentKey object 1310.



Simlarly, |ink 1530b, which |inks node 1500b to node

1500c, contains a payload that 1is created by
wepwsypiessrg t he private keys 1515¢ and 1525c OPCTOS®04/018120

1500c with either the symretric key 1515b of node

1500b or, if unavailable, wtph the public key 1525b

of node 1500b. WD 2005/ 017654 $PCT/ US2004/ 018120 82

[0341] When a DRM engi ne processes link objects, it
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of content 1300 and ContentKey 1310. In one embodiment, protector object 1340

contains information not only as to which key was used to encrypt one or more
content items, but also as to which encryption algorithm was employed. In one
embodiment, if content reference 1342 references more than one content object 1300,
ContentKey reference 1344 may still reference only one ContentKey object 1310,
indicating that all of those content items were encrypted using the same encryption

algorithm and the same key.

3.9. DRM Node and Link Objects
[0317] While FIG. 13 illustrates the content protection and governance

objects created by DRM engines to control access to protected content, FIG. 14



keys 1570 in turn to decrypt 1555b the Content Key
object within link 1530b (using private key 1515b for
weeisiocreseri vation i f public binding via publiBCkES2004/018120

1505b was WO 2005/ 017654 PCT/ US2004/ 018120 83 used,

or symmetric key 1525b for sy tric derivation if
symmetric binding via symetric key 1525b was used),
resulting in the final link 1580 in key chain 1550 -
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adnstighicsl bhy/ ofxaticadsge pritems inwelving thesadsiedts oR.g,encitypisga song
standard el enents, additional constraints can be
enaddsdeiating tRtith DBy thal restsiagbts ddftrivutivarnd bidtiedlak@Mividuals.
[0346] In one enbodinent this is acconplished by using

k eyt Uaa DR N $h SRS iR endodRAét d8bs Adt Q?ecify, implicitly or explicitly, the
certificate-encoding process. The inforfation encoded
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Rebfits a8%4HR03 BRS: %&t?&éﬂ?ﬁ g’vl'&%y ﬁ?ﬁrgélﬁls f1e s%%ae}ab%

engine to determ ne has sign
sQﬁgﬁ&h&Dobject was aut horized to be used for that
pur pose. ‘For exanple, a certain key may have a
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profile may include descriptions of these entities and the various roles and identities
they represent, typically expressed using node attributes (1401a and 1401b). As
discussed above, a link 1420 between two nodes 1400a and 1400b could represent
various types of semantic relationships. For example, if one node was a “user” and
the other was a “device,” then link 1420 might represent “ownership.” If the other
node was a “user group” instead of a “device,” then link 1420 might represent
“membership.” Link 1420 might be unidirectional in one scenario and bidirectional

in another (e.g., representing two links between the same two nodes).
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certificate typically is not capable of expressing
WGEamh/owespnstrai nt, as its semantics may be unBOEDS2004/018120

el ements such as |inks and nodes. In one enbodi nent

such specific constraints are_therefore conveyed as

key usage extensions of the bg ic certificate,

i ncluding a "usage category" and a correspondi ng
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speci fi'es objects a k I s aut hori zed

B
e ey R L R
S B B 1 ST

eﬁgjne. The certjficate is considered valid onléﬁif,
t feondidential irdprmeptiop fageetsd alyr nodegul de speypisd sithtbakiode’s
result. [0349] In one enbodinment, the role of a )

c cAsdeatipkty gy ofgetiom nublie key. eOpiionatly, hessitenharajeatign asymmetric
e.g., "true" indicating that the constraint conditions

arkey preir (e.gnprivaté k¢yse403p aod publicrigytl483b ofieded80n @nd private key
nmet. The control program may al so have access to sone

c dAD8x and mibdic kay il 408 bt dfatode A0 Ibe carsbelused im eagimaion with link
deci sion. The avail abl e context information may

depiot wiparthé fistehy pes afCohetitise oderivatinigsystegefod Conhtea tiORM
engine when it requests the verification of the

C @liditithitioa) & difoakse@tR gfbla%_r deefl ewl Wdigknt Réms themselves may be
information in a link object, a DRM engine may verify

t hadtedtbewaf %Bﬁt%ﬁﬁﬁbt&ctﬂfn JyRn&AY kedsh lchsk SR@thetitey 1402a of

object allows that key to be used for that purpose.

VB he EXRAULEREy 1 2b HOOEE Adgdt Program the

environnent of” the DRM engi ne s popul ated with
a5 1 ne QU T ATRRE RO e koA BUMCUIGT (iR 1420
o enebrRp S VR R Bl G T3 G gan e
2GS DE B BE 3 G0 DL aastead Ol SchBEp e ATCh)
ST G v b (e M RDIES ot 57 erorifddR? fo gl 00 and
C%togg ?erfé/relilcsé 1%22 ?orrgocienlqlio&?)t. iLnigk objects can also optionally cont;tin
cryptographic data (e.g., key dérivation info 1426) that enables the link object to be
used for ContentKey derivations, as discussed below.
[0322] In one embodiment the link object itself is a signed object, represented
by a directed edge in a graph, such as in FIG. 4 above. When there exists such a
directed edge from one node (e.g., node X) to another (e.g., node Y), this “path” from

node X to node Y indicates that node Y is “reachable” from node X. The existence of

a path can be used by other DRM objects, e.g., as a condition of performing a



whi ch category of certificates need to be checked.

Paranmeters to the verification programw || be pushed
wo@nios/011ee4 st ack before calling the entry poi ntPCT82004/018120

nunber and types of paraneters passed onto the stack

depends on the category of ceE ificate extension

bei ng eval uated. 4. SYSTEM OPERATI ON 4. 1. Basic Node

I nteraction [0351] Havi ng exam ned various embodi nents

OfpftG1R FLAARbR A c%hﬁ“ | du i tch@é BRRfetmfe Wilkghel M?get node
ot g LR i ch ?1

system inc ment e context o
a
S0 O PR 8 8 BT B B conn
amgne%t NEMO nodes that establish the foundation upon

appl i cation-specific functionality can be

| ayere In.one e di ment, before NEMO n

i nvoke?%{ﬁ%ga YOI BRTALe REE P GIRHET Cipt WERisyS gitomn the
throu process of_|ni t| alization and_authorization

Nod a?trﬂntqnaq fapiepéahictloa a?%&#@.t gorveans s cofept elysot might test
(via requests, registration, notification, etc.), and

t trdethsn £ spriaia nedo Fireprescatng a cersan psrsdercgehablecisam nedgD (c.g.,
by establishing that they are trustworthy and that

t Wé}etfmthaé fiser arthe fetvesrdof thebdarics, qmﬂwi&d@%“p@bi“play’é jction to
[0353] This process is illustrated in FIG 16, which .
oelpierfesnal i &wi conditnineis aatisifiod. Hetlvesmnina ifSerdeil£ & reachable, the
Provider 1600 (in this enbodi ment, with functionality

S IBR¥enigRicwer Purba Saitvl p@ gm0t dbtdrthifdoeiReti&rkberaptlisar set of link
Aut hori zi ng Node 1620) and a Service Requester 1630

( @bgkcts that@hh e§thblAAPATEe. ngfa ERICYbiGasect Nt kRi) bétesn node D
i nteraction need not be rect. Any nunber of

| he ho'saras d¥esdies o+ 3R ohB¥mbdEmeht thé DRNRRL LN ?stlﬂ'ﬁ%re of the

the Service Requester 1630 and the Service Provid

Lo 40, LA S AR RIA180 B i
9rfrd) St ﬂqufcgﬂlé ?@J ?(ﬁ{’n%)%g P%g&%ﬂﬁﬁ%%tﬁ - othlaﬁlotnal au_rllg?&atlon

perspect: 'Ves o ervi ce Reques
and Sgt aees Pr ovi ge Ot [0354] Fromthe
p@FEPEHE rEess o Progc rcﬂ?in 68 Requester 1630, the | ogi cal

fl f n h 6 i.s as
ow o 0324\ﬁn E)Se g gc\)lg{] mentt e enéme verifies IID%W?)_]eCtS before

allowing them to be used to determine the existence of paths in the system node

graph. The validity of a link object at any given time may depend upon the particular
features of the certificate system (discussed below) used to sign link objects. For
example, they may have limited “lifetimes” or be revoked or revalidated from time to
time based on various conditions.

[0325] Also, in one embodiment the policies that govern which entities can
sign link objects, which link objects can be created, and the lifetime of link objects are
not directly handled by the DRM engine. Instead, they may leverage the node

attributes information. To facilitate the task of enforcing certain policies, the system



[ 0355] Service Discovery - In one enbodi nent, Service
Requester 1630 initiates a service discovery request

wa eoobocmse any NEMO enabl ed nodes that provi dePCT/Dg2004/018120
desired service, and obtain infornation regardi ng
whi ch service bindings are gported for accessing
the rel evant service interfac Servi ce Requester
1630 may choose to cache information about discovered

z}é} S§id QQ ‘éh@n??taﬂ&b&@ ertifalte bdiats with additional constramt
| nt er NEMO

ace anlsn1 or Service Discovery between

.'\'%ﬂﬁc?q g tTﬂéEé eﬁ&?sﬁ&h% mald 3 @s&%leato 'é‘@{@ J\@a‘i'lﬂlt‘i Q&%%%ﬁu& &

and expos proc
 SrHERER B oBLFP BibadEhtnd ) 44 B

SerV|c Q rs to relste SrV|

5B Tt e oY e SRTEHES. 606 cheiN R b ink s

serV|§ E o%tdlng Nodes are found, the requesting

NGABSiERd ¥Hbse t o target (dispatch a request to) one
nore of the service-providing Nodes based on a

speC| f i[@320d Ainadly, 1 agicHpodingess the Tk qehfjay gontain cryptographic

of Acceptabl e Trusted Relationship with Service

Prdetai thetrprovid¢sithe nser antholie nedes’ canédnd peoteation Kepekor kein

communi cate in a secure fashion, they nust be able to

estisiibition. Theruagplegrapkicaniaonah ifqzr exempleh tontpiuy jpeddition to

This may include an exchange of conpatible trust

¢ meetadutd, desprivategandXor sPneaid dcohtcnap@sectivn keyssof thd hgmT node,

sone integrity-protected envel ope that nay be used to

deherfypiedaviitobetoitynt pastdétivn publioRyy andiéd tHeél€ontent protection
establishing a secure channel, such as an SSL channe

bag@ehetit €8 dfithd @at B&de. Mexeﬁﬁ‘ﬁlk &Senhfylﬁlht hals'Ee@rPQi%nted the

cases, the exchange and negotiation of thes

c raﬁﬁﬁﬁ td &Ezﬁe WX 803t Baf ﬁﬁﬁ' dggé 1R 9Ad OB illg&:fs v e Pkrtain

be an inplicit property of the service inter

b ?ng}o\,ﬂle% %h%k 138506 Hl%i f }Snfyfcréa@e% 11&&? bty Bgcieg(grbjgcgée ‘Ehiats'have

e |nter ace I S“expose

k d I
ST L R R e
t I tl t tep. NEMO
peﬁvﬁﬁtsé%g?caﬁa%mﬁw"é‘?a% PGS 1 Famonor k- ol i o ng
Nodes to establish trusted channels for

comun i et bl D, P e o the

char ace3273 tArCéxafipld dbsiRh¥ht GF al VA ReQAidtibd e system is
interaction, to determ ne which <credentials aré

S lﬂlﬁlﬁétlﬁteﬁnﬁ FiGr 13. "TIRS B61 Rhcid BerARPihB REy MEMBuNBE SystéR hown

to make
in FIG. 15 is to use link objects to distribute keys in addition to their primary purpose

of establishing relationships between node objects.

[0328] As noted above, a control object may contain a control program that
determines whether a requested operation should be permitted. That control program
may check to determine whether a specific node is reachable via a collection of link

objects. The key distribution system shown in FIG. 15 leverages that search through



deci sion whether it trusts a given Node. In one

enbodi nrent the NEMO franmework | everages existing and
wepmsgimeg st andards, especially in the area of PCT/US2004/018120

security-related data types and protocols. For

exanpl e, in one enbodi nent the7franemork will support

using SAML to describe both cr é’denti al s (evidence)

gi ven by service requestors to service providers when

t NEYo 11BN (%ﬁiﬂkrb\ﬁgé%?s @ 2GfiMeShe dRGIDIRDL ofS kéﬁélﬂﬁ éha%ﬁ% available

as a way of expressing authorization queriées an .

a j ] y . 5 .on of Request

o RRRE b BRRRERERting HERBh ST RRERED °\ode " To30

to cre appropri ate request . nessage(s e

corres 3@2%? ]ﬁﬁ olng e{nﬁ’gdlgjeegﬁ © S‘glqn@é 0] e&i&la%‘ﬁ% h’&ﬁ‘é’ Y Sistrihytion

may be hi dden by the Service Access, Point. As noted

A5 bR 86 SERVT YA L Bste KBy i Ui cHEyPLfpnIeh keys and other

abstraction and interface for interacting with

S drEE &<y Ceswitition ker. Bk apigess creaieier Yee Tade sRAp deplgyment

certain service invocation issues, such as native .

i rostaimgqare grapiosraphicclatpanaylogd tah phewgkey isfjrmetion do be derived

serialization/de- serialization, negotiation of

c ot dhigine ofrbislswaye prasessad by therRR¥benginenechani sms or

nmessage routing issues, etc. [0359] D spatching of

Request[033@n¥ghmbdes anduimks caressakeysitlsis sragagiegey a colldction of

di spatched to the targeted service-providing Node(s) -

e.links (Agd&omtlihdeThe WMdRIS/.Qd debde P Bh/SRMY4hA had 2ddess to

88 communi cation style of the request can be

S ythe privneusy/sagnodh AiUss RResstothepfvate keys of node Z. Having

nmessage-ori ented, based on the service binding and/or

PrRtes eseR 06 phibfe 'k@ﬁs?%s‘ thd entﬁ%r h&deks tol dly@bAkh! G encrypted

Wth a service can be done directly by thé

t rpsosskgR. and  processing of service nmessages or

done through nore native interfaces through the NEMO

i\S/E ; \s/ Ia; 3?1&‘1‘3 ?@c’zdfe{%g:[ &Bﬂl %{Bﬁ%‘g%g@g @ﬁdélyéyggﬂtgg@?o%n%gtem contain keys
SNSRI ARk BOPLY A% e TGS PRI R Bison
00 680 ST s can e returned i m var i ous
e TN M
routed to their targeted Node via other Internediary
NI§#R oy thegmublic kry elpherayin ope pbedimentthiskeydl 2052, 1505b and 1505c,
respectively, in nodes 1500a, 1500b and 1500c) comes with a certificate (discussed
below) so that its credentials can be verified by entities that want to bind confidential
information to it cryptographically.
[0333] Private Key Kpriv[N] — This is the private part of the public/private
key pair. The entity that manages the node is responsible for ensuring that this private

key (keys 1515a, 1515b and 15 150,‘respectively, in nodes 1500a, 1500b and 1500c) is



nunber of services, including: routing, trust

negotiation, collation and correlation functions,
W@e@s5/0M6b4 services in this enbodi ment are " st aPCED82004/018120

NEMO servi ces described, discovered, authorized,

bound to, and interacted with_wthin the sane

consi stent franmework. The Ser\#’mce Access Poi nt may

hi de nessage-| evel abstracti ons fromthe Node. For

e@gpgegre redp tﬁﬂ?eﬂ?ﬁiﬁré %1611@ g iat tﬁlu r{{’\é & i 301%121 afld

seem nvocati on
t f | f { 0361
ey ﬁep%fat%aé%’aﬁ@g'réi &@%&%ﬁgﬁw{?& Shrmnti cs -
' 0. val i dat
|0 oor SR et SRR s RSES wdaGi S SRR dlr

ne otiated trust semantics b en it and the eryice
(@osusssiPaleytle Berguss. tﬂrmrlgatp Y £keyy hpx |92 3bgmd 1525¢,

npl etely encapsul atedwithin the Service Access
Pé@&@pctlwebs pRodes d2@dss | HPbomdNis8dadecedidential, the pntiithay,
any appropriate processing is then applied based on
t eanagesghe hedetis avspeprtlle fordeeping §zgerepay| oad type and
contents. WD 2005/017654 PCT/ US2004/018120 89 [0363]
Fol | owi[ 03 5arThetkay distdmiion aysten miusaried in§IGalS5 ¢dndw ioiplemented
events fromthe perspective of the Service Provider
1 &S di fBa6dt] crijeogaplac Slgprithnis, Delgl therpatticipating Antities will
determ nation is first nmade as to whether the
I @ghi@sll phlecsiab Vgt drSa Sot PPAIphEed d1Bordnfhse THOME ERBIdimbMeat least
NEMO franmework doesn't nandate the style or
9oaB BLisld ey @Phed PR aSREX) 61 b SE{rAGAC KBPSipAS: (s@h as AES) are
entry point to a service. In the sinpl est case,
seﬁ%(};oq,@dl nterface maps unanbi guously to a given
service, and the act of binding to and invoking that

interf i‘@(%Gj %%tfbl%&&lﬁg n§ﬁﬁ&9fe?ﬁg ?J cﬁ@%ﬁﬁaﬁh%' fiftetions:

Fbmeve e case Service

kAR, 916%? e ¢ bl Mo VIR Bl R kAl ofnoce

@ﬁlnﬁéé) 16 B\éc Ied before a determ nati on can be

aekprah I her Q%{?ﬁ“@gg%g%l o s tsrneéeolft & syatpohof
:Ei d’tsé\%g %%Sph@l ationship WIENE g%qrw ce i

Requester - |In sone cases, it nay be necessary for
Servi ce Provider 1600 to determ' ne whether it trusts

RéG(feséd] . ) meers “iis3pessagaMenenpladshittathesygmetric key Ks of node N
C GAVRE 9 SYRIM et kerasipledr” Thi s

Ds(Ks[N], M) means “the message M decrypted with the symmetric key Ks of node N
using a symmetric key cipher”

[0337] Targeting a “ContentKey” to a node means making that key available
to the entities that have access to the private keys of that node. In one embodiment

binding is done by encrypting the key using one or both of the following methods:

Public Binding: Create a ContentKey object that contains Ep(Kpub[N], CK)
Symmetric Binding: Create a ContentKey object that contains Es(Ks[N], CK)



process is explained in detail above. [0366] D spatch
Aut hori zati on Request to Nodes Authorizing Access to

w®eeogiocwsd nt erf ace - Service Providi ng Node 16ROTI/Uk®N4/018120

det er mi nes whet her Requesting Node 1630 is authorized
or entitled to have access to_the service, and, if so,
under what conditions. This y be a deci sion based,
on local information, or on a natively supported

aut hor i
ocal 1 yOREL I S G B aRe E AR b Ry HRB B whenover
aut hari zat.jon r
o i Gits B FRLbRhuORIL PR a%'g%ﬁ%w It rge Sastes on
t.hat ove S its servjces, in

adbetrinpe RO EoRe et R e e 2ol laa%%&q%otbﬁfz%awhe
have access to the requested services,
s iGmAnTiENE0b 96t {0l AR YRBRE 2P takalNGe rlv fhgg cdse, public binding
Provi di ng WO 2005/ 017654 PCT/ US2004/018120. 90 Node .
1620 bopsad, peKpedNg shauldhe pajlableasihisaet eepfideptid information.
di spat ching and processing of the authorizing request
wiKgubpe] wikbesualy be meiloailoble ¢k erfities thnl ghedatol tirghit GasiteytiKeys,
service interface binding such as a C function entry
p @icerimp abiecieb yarger tifi catothet/ein, besnspeeted hi she entichtmrtieside mdhether
itself just a NEMO service, it is possible to have a
f Wpup[N] stindeed tledkeyiofip nedetiiaagandye. trultddto haadle ilerContentKey in
requests can reference identification informtion
angédiarrb wilhtshragagdapoapeticym t h t he NEMO Node
itself, or information associated wth users and/or

devi ceg0338 a6 Alo@tentitibtotHa®e MRESs toltRSEiElbVESS RGR of all reachable

Processi ng Upon Receipt of Authorization Resporse -

UnRBes, [P&R éﬁ'lﬂ&hﬁl&ﬁ 12K BREIsZBhiaf b ¢ gﬁﬁﬁs’eThdt ayloa%allows any

Reques$t i ng Node 1630 1s authorized,” Service rovi

}ggﬁ%ﬂﬁﬁtfh% E@éce%msmg tﬂgﬁﬁﬁ%ﬁ%& Q)'i“ gﬁc'l\]sg‘g:r&g 8&@4”&5' also ;‘ngse access
8 DR 2 g ERRRRS og%%dg [tnet “rﬁ%‘éigg]” b3S AL decrypt any

R I\/Ess spon th t urned based
o?‘?’ﬁeél%ﬁgyeﬁaﬁe egﬁf) ﬁtn(?E ISEF‘WE‘EWG%EQ E pr ef erences

of Req Node 1630, using..one_of

cormunl “F'ré?tHHH%g to G- J i Fin Woﬁpﬁhlﬁlﬁﬂﬂﬂés rededsRQato
or notifi catl on ness Once agai n, as noted above,

r 8qde 3 Wbapentaiape P@éo@gtﬁa‘bé cregied &Y enerypieg the prizpigkerdl515b
Node via other Internediary Node(s) 1625, which may

t [9ads 82 3beef node v PO with either the symmetric key 15152 of node 1500a or, if

unavailable (e.g., due to its confidentiality), with the public key 1525a of node 1500a.
Similarly, link 1530b, which links node 1500b to node 1500c¢, contains a payload that
is created by encrypting the private keys 1515¢ and 1525¢ of node 1500c¢ with either

the symmetric key 1515b of node 1500b or, if unavailable, with the public key 1525b

of node 1500b.



nunber of services, including routing, trust

negotiation, collation and correlation functions,
weet@s/oMesexanpl e of a necessary service provi dedr/bg20841018120

Internmedi ary Node 1625 might be delivery to a

notification processing Node that can deliver the

nmessage in a_manner known t o ®Requesting Node 1630. An

exanpl e of a "value added" service might be, for

exan’ So3A pon SRHBPRDRR] Khae BERe afggr] £5t HPHRAAAS Bayload of
e T S t@%@? Lo PR,
o A L Rt S%qdé*ﬁ FRIsER it

speC|f|caIIy |n|t|ates a request and then either
respopses..or periodically checks for
m@%’% ﬁg%ﬂton ﬁgﬁ? tion of a ticket, some NEMO
5 ? a pure nessaging type of
ni cati on pattern based on the notion of
notlflcatlon The follow ng elenents constitute data

A nRSSAe AR SnfoMmPRRt i Ng this concept of

nqkukqg@tggﬂB!Kpgogﬂ}pnbodlnent [0370] Notification -
a nessage containing a specified type of payl oad

targeted at interested endpoint Nodes. [0371]

NOWhére qR[BIK piN[B) €54 data @mdteelcantuﬁﬁ@g K s[Blah@KpriREB].
whet her a given Node w |l accept a given

notifi qesd4xn r"l“hegﬂ biié H&Rlatieon infBineftRA iSudtBYo toRleY @8 private keys of
i nterests base specific types of identity (e.qg.,

No@ae BDR sHSemd 'I@nv?Bf td anyeéfﬁ@; fhaf BasSeees %h%&t@Y(@gVXf node

servi ce di scovery, , affinity groups (e.g.,
a3% é%@@ﬂteﬁtiﬁ’%@%fﬂt%@?t SRR SR b o e private
t P .
- ARE o fR P a5 vt%iﬁgs@i%tgy ﬁ%atﬁ Egrp Bt SHhmeric
3 tif t Handl S Interf
-%exgtw#eﬁif%pé@?ﬁi e provider interface on which
i f b d. Th
al'so ddGed E@wg"%%ﬁ%%tcﬁlt% By o hadh 88 £1tH SR biaopess (o the
wth the interface as the acceptable ayl oad
Phn

t Ppate kaynelods gt QPiﬂN@tetkﬁ}’ 451 1 andsymanaiig kdyel 2A@) enables the

final destination for the
DRM engine to utilize these private keys 1560 as a “first link” in (and starting point in

generating the rest of) key chain 1550. Scuba keys 1560 are used to decrypt 1555a
the ContentKey object within link 1530a (using private key 1515a for public
derivation if public binding via public key 1505a was used, or symmetric key 1525a
for symmetric derivation if symmetric binding via symmetric key 1525a was used),
resulting in the next link 1570 in key chain 1550 — i.e., the confidential keys of node
1500b (private key 1515b and symmetric key 1525b). The DRM engine uses these
keys 1570 in turn to decryt;t 1555b the ContentKey object within link 1530b (using

private key 1515b for public derivation if public binding via public key 1505b was



notification or an internmedi ary processing endpoint.
[0374] Notification Processor Service - a service that

w0 g00sapmbl e of matching notifications to intePEUSH04/018120
Nodes, delivering the notifications based on sone
pollcy WD 2005/ 017654 PCT/UﬁggO4/018120 92 [0375]
Notification Originator - e that sends out a
notification targeted to a set of interested Nodes

arﬁgé&’ or %g@éﬁéﬁ%@qno“ ?%mﬁ%trﬁ%h%t?cﬁhﬁﬁnﬁ%&ﬁ%&dlﬂ via

|cat|on notitication I nteres

Aggmf eHg CS’aHZ V‘Elg}ﬂ% %3 ﬁl;lt?n(%qlﬁrtﬁé {iaaltf ' 1330 ﬁﬂ?é}pclhgm 1550 -

|ona e no handler servi ce

nt erface ef er.abl ject .t

bR %aﬁ'fi%ﬁwﬁfﬁ%@i B0 s Pk S B e key

nat gﬁcf ace. Thus, even though a given notification may
)Jin terms of interest and accept abl e payl oad, a

Node may refuse to accept. a notificatiaon based on sone

associ &5%4& 1iSkacsy Inpog eﬁ@mh@gﬁnf dhePBH ergipg,gan process links in any

intermedi ary sender or originating source of the

nerder; it say aat bg @3¢ o parfoan alkey dgaptiongt thedinpe piink is processed

notification processing Nodes 1710 discovering 1715 a

Néele., bF@0se thakeyupisbe tigomheodeotfithat dimkiheve hetrydt egen derived). In

service. As part of its service description, node

17120 caesthgrimkesrentembrotd] indabeased argahrwhmssuchmfmnhdtioas

whi ch notification payload types are acceptabl e.

[ ®3ddhhesFdvailabld k. glewhet slihlol pacdekded ¢atvhhshg&tandd & the “to” node).

delivered. Any Node could be the originating source

as well as processor of the notification, and could be

respongitl. e DRV dédtificates Ng the notification to Node

1720, supports the not cation, handl e

servi c%‘*ﬁﬂ oo o ane gbed lwsn&q?éﬂfl&a e@.af?a%e%o check the

notification processing Node; or such functionality
Wn%s g@p@@teg siithecayptagraphiq kgys@gfor(: @mkg}g;@msr@s based on the

source of notification) and Node 1710b (processor of

neligitel slanatuie)creagd with thesokéysr IiNoueergbatimshiomn]tinie errtificate

be responsible for delivery of the notification.

Ndedhfiplogtes om e sppssat, evetagingodxoming inforrhaival tgpically available as

notifications fromforeign notification- originating

l\kstimdarri&}ermemtsag‘roattﬁicmek fsueh ﬁ:somlﬁitylpa]hods names, etc. In addition to
notification-processing engine such as Mcr osof t

Nalidst baaddr@lch@hisi SRBtidNAl SrdRkintsQah BB eRMRIE b liitgaeantial usage
of a certified key.

[0346] In one embodiment this is accomplished by using key-usage extensions
as part of the certificate-encoding process. The information encoded in such
extensions can be used to enable the DRM engine to determine whether the key that
has signed a specific object was authorized to be used for that purpose. For example,
a certain key may have a certificate that allows it to sign only those link objects in
which the link is from a node with a specific attribute, and/or to a node with another

specific attribute.



WD 2005/ 017654 PCT/ US2004/ 018120 93 4.3. Service

Di scovery [0379] In order to use NEMO services, NEMO
wolwes1issd | need to first know about them OnNBCT/US2004/018120

enbodi nent of NEMO supports three dynam c di scovery

mechani snms, illustrated in Fl §§ 18a-c: [0380] dient

Driven - a NEMO Node 1810a (imM'FIG 18a) explicitly

sends out a request to sone set of targeted Nodes

(e.g., t : ' Y e

i or AP R0 SRR ol oK fhe SRIoHle CAL not

targete . ort .

| RREE SO SRR iR B g, B o b B St clements

Provi dinng Node 1820a will. send a response indi.cati

it s 88 B ARy O pieemp G Ut LR obBbTR e fgreor

associ ated. service interface bindings. This . is ope of

{ RETVEYEH 8 KBRBAC PHERNTR Lo 1SE SREHEE e ROl arees

they expose any services. [0381] Node Registration - a

NERISENYd @nd 8 fefespPpding CComsBHNt KIARTFbgi ster its

description, including its supported services, wth )

ot her NB3d Theysteesgtogeryapedficpwbichdynepinbisstspeeyds aythorized

a Node supports this interface 1815b, it is willing to

ade eign. Theepnsizaist frogramotanexpidetidmanmicelcandaions esed anfvostsxt. In

descriptions based on sone policy. These Node

deme einpbilioremt averifidreimt avladihgidked th vedy the vabidityefsush a

the receiving Node or by other Nodes that perform

s eeiti fvated b egquizsd toarrgeisend tige MNogas: sehahtidsatheugiahb@slaluation of

descriptions. As an alternative to P2P registration, a

NoBEk&Oubage alteridt dxptetSioR g dated t6 G DRFYenghiéC Tha%etificate is
UDDI (‘Uni versal Discovery, Description and

| Rbadagtd 9Md Si1pNARE BrechBH St th¥ FrOfranQeALiaty a 38EEETE result.
[ 0382] Event-Based - Nodes (such as Node 1810c in FIG

18c) s f{p%gj 4h ond %b(gdﬁ?@ﬁﬂ, %%O%%%%Oh&léﬂ%lgtp?%é%ggto%gﬁ a

1820c ( are "notification aware evi ously
i S8 AL WOPHERL P SRS Ko
S ol W R AT T, S
SRR B st it Canbe uled fo' 12heh i aon. The avatlable context

information may depend upon the type of decision being made by the DRM engine
when it requests the verification of the certificate. For example, before using the
information in a link object, a DRM engine may verify that the certificate of the key
that signed the object allows that key to be used for that purpose. When executing the
constraint program, the environment of the DRM engine is populated with
information regarding the link’s attributes, as well as the attributes of the nodes
referenced by that link.

[0350] The constraint program embedded in the key usage extension is

encoded, in one embodiment, as a code module (described above). This code module



the 1D of the node associated with the event.

I nterested nodes may then choose to accept and
wEe@sos®s4 he notification. 4.4. Service Aut hor PZHUSZIN4/018120

and the Establishnment of Trust [0383] As noted above,

in one enbodi nent, before a NEg/D Node all ows access

to a requested service, it fifst determ nes whet her,

and under which conditions, the requesting Node is

DRy 6 e I bt o WP e EEBREREL L e
(Sjle‘?é%lgig]g%ﬁ%ggﬁ W?E%\?Qeﬁaf%&#@(ﬁgkggv g%{qas'f Ly %agéanl?eteindicating
Ot S e R oSS B b e B 21 88 caon

permttin access to_a particular. service or, s of
Srearpaani [PepEsfed i e sl BEfOFRH M R BBt The umber and
mandate the specific requirenents, criteria, or .

ddxes o perpBIRichyPasesyl et thsIstagk dergpds an Hiersiatogaryofsttifippte
Nodes in determ ning whether to trust each other.

Trestepsice heimgicduated: vary radically from Node to Node.

I nstead, NEMO provides a standard set of facilities

that allow Nodes to negotiate a nutually acceptable

t st e SYSHEM QRERAXIOM t he deterni nation and

establi shnment of trust between Nodes, NEMO supports

t he exghﬁng%ag%t%%%g@ﬁ (and/or rel ated

i nf or mat’i'on) whi ch can be used for

est abl i[8¥ 1} dlaxintg axsmebdoantvexembddimmbnts p{ite priptiptleaichitectural
credentials may be exchanged using a variety of
dieldnsenendf thoNEMO sydterh Lideinding lrenbbdinhenve inghe ¢diBSbbf DRM
Servi ce-Binding Properties - a nodel where trust

Crappidatioad, Sveddoty tuex A TBMOEPdteMiih byeraorpal ., Bk stdiRnce of
service interface binding. For exanple, if a Node

1996 GiithinFdrd ando3)NIEMIDORRIBs fhab SiaHISE tHeToliitRitibe {hﬁ%rpfvhich

an HTTP Post over SSL, or as a Wb Service tha

r%g fiéa%%n—%pé@ﬁicsﬁﬁwéﬁaﬁg?%bgil dre, then the actual
pr gerti es WO 2005}017 54 PCT/US2004/ 018120 95 of

(L. S0 3y DB, SRS By M SBAton i

et BB PSR B L M o

ﬁmﬁ&%ﬁ% diaslgodveg Sg’s?r%ggeervmn%g ?V?{g ree%lu s%se, ?eg'i:slt%tiorll,grﬁ)tiﬁcation, etc.),
and then obtain authorization to use those services (e.g., by establishing that they are
trustworthy and that they satisfy any relevant service provider policies).

[0353] This process is illustrated in FIG. 16, which outlines a basic
interaction between a Service Provider 1600 (in this embodiment, with functionality
shared between a Service Providing Node 1610 and an Authorizing Node 1620) and a
Service Requester 1630 (e.g., a client consumer of services). Note that this
interaction need not be direct. Any number of Intermediary Nodes 1625 may lie in

the path between the Service Requester 1630 and the Service Provider 1600. The



Requesti ng Node 191 b and a Service Providing Node

1920b, optionally including the credentials as
wa@easiobeses of the nmessages 1915b. For exanpl ePCTHUS1004018120

certificates could be attached to, and flow al ong

wi th, request and response ne%zages, and could be

used for formng a trusted rel®dtionship. [0387]

Explicit Exchange - a nodel where trust credentials

?Ebt%gi(ré ?&g?%g ]%88(6% iv@‘ii@ %Efg‘l"% @éﬁ%ﬁge@l ifl %Fe\éite(f %e%g(r%\éioq‘? are,

b%sgc:l%ssnﬁeo é)rﬁ%% ﬁl g%segctltvgﬁ_'ﬁf]%otfl s 218% s aeicri}%yncta aI i ﬁ%:g ? 83 (Pand Service
ol.ve del, typically requiring a separate

rgy Eﬁ g session in order, to exchange credentials

bet wee uesting Node 1 nd.a Servig

Pr ovi di Tﬂ%‘ﬁﬁ%@ﬂf@%@@@?ﬁ‘éﬂ %‘%ﬁ@gewlqerﬁeew%@é%Pn@P ipgical flow of

itself provides a .mutually acceptable trusted channe

&Weléﬁélllqvtﬁq]tn]gﬁﬂéﬁﬁés wilowpedentials. [0388] In

add| tion to these basic nodels, NEMO can al so support

conbi ndf3 B Sevtica Rissevedt  frepraembadinenchesice Requester 1630

exanpl e, the comuni cati on channel associated with a

s énitiates a serwibesiascov ey résjuestito dpcateyany NI Odertabled motiss thatrprovide
, the exchange of other security-related credentials

noheddired sdrvige, and obkaii argintagios eggardihy whizhatedce bindings are

credentials (which may have sone type of inherent

| BupEricddr atices gl thie AlelatiSdendcd MeTacéD RetiabRegIesRr 1630 may

secure comuni cation channel associated with sone

S @h¥bdz@o bathehhRERatidd dbdu @scolvOd8 Wrvides.NRsBELIABE YBted that the
trust nodel semantics and the processes of

eshRBhécHbdantsidt S%Yce‘fﬁﬁ%v@fyod'é‘t@%' NMICPNB A i Yast élﬂ)ther
sone situations, nutual trust WO 2005/017654

) eqfﬁéﬁ@ﬁﬁﬁ}g&?g %hec%g?g’tgt&ﬁgﬁﬂleﬂﬁﬂﬁz rxggée/en gg% g@&me Discovery

CHRGETRIe50) ol Bl e BB Bl S Ruain,
I i watlcgigb%ar%@@ il Reseee FosbpRenesime

n ad Eﬁ?ﬁ‘% e Bl e Rk OO BETEIGHIRARTvich PRV Nodes

trus ed context before it allows a requestlng Node to
g, theteguetiag Nedg cap ehpope i iprest (dispetchiggequest to) one or

r equest i ng Node
more of the service-providing Nodes based on a specific service binding.

[0357] Negotiation of Acceptable Trusted Relationship with Service Provider
— In one embodiment, before two Nodes can communicate in a secure fashion, they
must be ablé to establish a trusted relationship for this purpose. This may include an
exchange of compatible trust credentials (e.g. X.500 certificates, tokens, etc.) in some
integrity-protected envelope that may be used to determine identity; and/or it may
include establishing a secure channel, such as an SSL channel, based on certificates

both parties trust. In some cases, the exchange and negotiation of these credentials



satisfy a policy associated with that resource. The
pol i cy decision nechanismused for this purpose may
wheoosocmb4 and/ or private. In one enbodi ment, NENMDUS2004/018120
provi des a consistent, flexible nmechanismfor
supporting this functionality.,.[0391] As part of the
service descri pti on, one can si gnate specific NEMO
, Nodes as "authorization" service providers. In one

%grrent S Fgﬂg ?,l{ %Wf ?ieér S\%F‘g%éﬁ)e\rffag g’]ﬁ&:%g'i ngVM‘?uﬂty if the
m%%ﬁ)coﬂghpgd \k/ﬁé'j}} tlhg &t&lf‘aec ¥s é)ﬁ)%ggds és ahwgoege%lge or an

aCCGSS IS servi ce |nt errace
t et d d
AR RBrE B BB PR U e nd

Nodes .for its se acces be allo nly.
fnegﬂ‘%atl&ﬁ qi;%quét fﬁéﬁlﬁa gJe(aarexB %)[./1\% sh3EAls ftp%d%gd(? pr(%ldes a
conblnatlo of r ond |nd|cat| t hat access | s
petdndptdespd nf[eesgg%ﬁaméwm @er%& adssrio pstablishrusied channels for

Requesting Node 2010 exchan nmessages 2015 with a
SEOPRRIELSY; &iihYP ke siven DO eauh@éqdfm g chgra¢tpnigtica of the Node and
request for a particular service. Service Providing

Notethe olzegacteristicslef e wenvios inytnddden tiReigteesctiongo dsksdeine which
2010 is authorized to invoke that service, and thus
exatientjals aveusulfifooi ¢t o1 ioterachies Wcii@emom@QElEM(f) INodheand to make the
aut hori zi ng Nodes 2025 that manage access to the

r efpoBRmechetise iviuses a gined Ndde ginane ienibb i end tHeNEMOaf-drd&work
request to these Nodes 2030. Based on the WO

206%dri)kd 6ol Il d 55780 lBdAds, edp&RTallylif SRORELSS deturity-related
recei ves, Service Providing Node 2020 then either

p rd&fae@ﬁﬁsan@@ﬁotbé‘dlbl I Aér exbBle2 R eCR iRl YALRamework will
response, returns a response indicating that access

V\’aﬁpp&?ﬁ‘él Ai\ﬁ?’%esa_ljﬂ}ésbotﬁ BRaAH] taﬁ%@vﬁéﬁée? glvlﬁ;ﬁ f)%?&@lce

| ows a MO Node to part|C|pate in

p%%%to%'séﬁ%&ﬁ&s GWPRE ke v@anil toofng{)lgg g ?e?\rlce as well 3. using

policy na enent system’ne
AR S eewaé%@@r@ﬁé@ i S
th Yet, f bj | : )
pr ef er L;é?%él e Rsie s{eSHree coLlBars: S fjefs%%@gglg Node
agl{%ghe to sone standard, and be sufficiently
Lo yeae thy BRFonyial et BREapuy) agsrmdmngde thedsyired

service. This operation may be hidden by the Service Access Point. As noted above,
the Service Access Point provides an abstraction and interface for interacting with
service providers in the NEMO framework, and may hide certain service invocation
issues, such as native interfaces to service message mappings, object serialization/de-
serialization, negotiation of compatible message formats, transport mechanisms or
message routing issues, etc.

[0359] Dispatching of Request — Once the request message is created, it is

dispatched to the targeted service-providing Node(s) — e.g., Node 1610. The



can accommodate different types of authorization query
requests in the context of different policy

worwagesent systens. | n one enbodi nent, supporBCIi/BS2004/018120
provided for at |east two authorization formats: (1)
a sinple format providing a ve ﬁy si mpl e envel ope
usi ng sone | east common deno i"Hat or criteria, such as

i nput, a sinple requestor resource | D, and/or
Sy B OO e R e e

aut hori zati e 394 one_enbodj nent .

gt Beeiy P{e 88%4 nﬁl%%n%ﬁa@gws%eﬁm offlgsegpesting

a pr f|ne 5 t .and be a

by dnteriSiing B Fegee B B 485 wircnS Bydhe Gxfifasiqnnd

t he aut horjzing Node. For  other formats

alrPRSPIDG e%@@%%@fﬁfr%éloawhamhdme%@eraniﬂ%faces through the

re onse if it does, not handle or understand the
MOSaricahceassPrBti zat i on" query request.

Exten3| ons may include the ability for Nodes to

negot i 4030 \Rereizivg dgsravse Mestagatss— dfftes dispyrhiog itheaequsst,

query, and for Nodes to query to determ ne which

f dequesting Nods Up po raceirehyneorgnare mespandes i wiphyg Dependimgeon the

provi der Node. WD 2005/ 017654 PCT/ US2004/018120 98

4 speciBasifehdbdAido theerfact bindatg and thOF@Ererides of Requgsting Node

‘the specific NEMO i nstance of a DRM application, FIG

21161 6, the FIBM(Nada bE atuived irexgriots &pks, lihdhdiag an R@CVRyle@esponse

illustrate the interaction anong DRM Nodes, as wel |

asrhbefication |ni’és!;e%ﬁs PisRSted@BBEd, dfucéth 8nd féph@waﬁgae routed to their
scenario in whic portabl e device 2110 i s a content

pltéﬁ’r%@t@@ Noqg"(/iac&héﬁH&rmecﬁﬁ} 'I\Pd?i‘é s%) 1638 RinidIPmb &ehR8Fes provide a

represents this deV| I S the content
e |
Rl HARrAR pbi?l?‘i@ﬁ*é?‘é@%fn bl P ?ﬁéﬂmn Rl dopfation
r ts. t ser . the ontent ,ens aon k
UL - perk B fldé‘% e‘?}ns"ﬁf}’%lﬁ“g S Shaflr NERo B
Npl represents the rso th| i brary,. a p
e R G et PP G ok th Eabot et Yt nfig B same
ACME . r resents. al nanufactured MUSI )
PICHYFEN Worﬂépifég émcet essdougnspfigiepeEsage Texgtebstractions
Karrp i s_the cont ent encr ygt i on key associated with
Hiogn thedVsle. [Fosowgmnle frosi the Nof®'s perseqtivel invecalign ofk Festice
neans that the portable device
may seem like a standard function invocation with a set of simple fixed parameters.
[0361] Validation of Response re Negotiated Trust Semantics — In one
embodiment, Requesting Node 1630 validates the response message to ensure that it
adheres to the negotiated trust semantics between it and the Service Providing Node
1610. This logic typically is completely encapsulated within the Service Access
Point.

[0362] Processing of Message Payload — Finally, any appropriate processing

is then applied based on the (application specific) message payload type and contents.



bel ongs to the user (and has access to the user's
keys). L2 is a link fromNg to Npl, which neans that
W b@soswss4 i s a menber of the Public Library (apdI/osso4/018120
access to its keys). L3 is a link fromN pl to Narap,
whi ch neans that the portabl egglevice is an ACMVE
device (mere membership, as the conpany has no keys).
L4 is a link from Npl to Napl, which is the Node

repres ?’55‘6’3? GoBbWinB 4R the (()thp:rwqfat §fileANLgiBATIRESLSents From the
the groupw de keys is a novie file that

t | abl e t t nmb . K
1 PEEPURE G e Sh f"{%e%i’%ké?% 1B (S 1] (ot shown)

'S the, GouernRaca: |0l oI Ooh O'a Sheleioflion W &%ABYs to

associ nf or on USE or governi ng acc

h ont ent E(a means encr "
eSh O Tissiob e st 0B erigh 78 onﬁé*%ﬁ’a%&r g MG
se f i)lustration, assune that IS desn

Dbl Booeh A R A e SEA R Ay DY ot teaes taterf?fe faps as
| ong as (az t he device bel ongs to soneone 01is
rré’f‘rﬁ%‘i‘y BPInt 192 e I thedmpisFt ¢ase afistyiegintegtace maps
manuf act ured by ACME. [0400] The content Cl js
efioaybigaenshy torR $iran seTvies, end & g5t oighiading o érrdelav@@ng that
wel | as the encrypted content key RK[Cl] = E(Kanp
EfgifacelcohytituteBeaupportHer thebagicepHogiesen armhymﬁ[tmt pase drat a single
be included in the governance bl ock for the content,
GBr€lck intpfd@Tandlee nuidtiftlatypes dfrequmsts; ecthatvaegval savide type
GB[ Cl]. For exanple, both mght be packaged in the
S aotaink laéditional matibuteethich pasddodeysampled hefurt aldeerdmaiiaecan be
received L1 when the user first installed his device
ainiRE abwywWhethérithe Toee RANY sliperts devdpeéificsibedesiel hactbifity.
the user paid his subscription fee to the Public

Li brar 3{0363']‘ RO AR cf ASEWr Ve T %%\Fe‘ljatfo%s%g QA Ser\Vi@eSRequestei
nanufacture e.g., L3 was built |n) 0402] FromlL

I?@ﬁmls%aseg gfg’%g IB% g‘tp e@sa?f ﬁg %?EJBCE ﬁef E61(ﬁ)[f§ GKtetd %‘é whether
N?ﬁ?u g%‘lggcgleg‘;{h I@&Je 1%%&) an‘&%¥ aﬁﬁ %ﬁe& 90@3@.}{3}‘[1 cgﬂﬂfa. This

evi ¢e runs the ru oun

rule can ¢ |s i ndeed an ACME devi ce
( 5’5‘3%“(18 ﬁ@ﬁ’ﬁl)ed gh%t%gﬁ%é’%as to a nenber of the public
la:,] g ' ? LiO%q%i éﬁg&z?qiﬁmt%?ré%g Regiye%t trol{N edeg' %t %ogzgmg Aeccess to

Service Interface — Service Providing Node 1610 then determines whether Requesting .

Node 1630 is authorized or entitled to have access to the service, and, if so, under
what conditions. This may be a decision based on local information, or on a natively
supported authorization decision mechanism. If not supported locally, Service
Providing Node 1610 may dispatch an authorization request(s) to a known NEMO
authorization service provider (e.g., Authorizing Node 1620) that governs its services,
in order to determine if the Requesting Node 1610 is authorized to have access to the

requested services. In many situations, Authorizing Node 1620 and Service Providing



Npl). [0403] The portable device uses LI to conpute

Kg, and then L2 to conpute Kpl from Kg. The portable
wa@leasoe76sd so uses L3 to conpute Kanp. The por t B@i/8S2004/018120

devi ce applies Kpl and Kanp to RKCI ], found in GB

[CI ], and conputes Kc | . Iy then uses Kc 1 to

decrypt and play C | . [0404] \%en Node keys are

symetric keys, as in the previous exanples, the

C (thcﬁ% 1095K %9 Qe éﬂﬁﬁ%tﬁyo il \@iigh @%Qﬁédlfsﬁ’atélﬁlg%lf‘rﬁyﬁoégssing of
the Nodes to which it wshes to WO 2005/ 017

q‘ﬁél é@(ﬁ%{#ﬁeﬁ&%@ with 99 Tochl dg’%r tfo??m‘%fgﬁécﬂﬂfo 1§hﬁ%glﬁ%ewme

creat re resent

ﬁt Vﬁtg Cehbm?ingn 1?(%1 asrlatkC %ng %ﬁ Qnt}mh oint. nce%ggiﬁ 19 e%%g%‘ﬁme this
?ﬁé‘% Fifar "lgt“xfelf‘ e B R qaﬁﬁseﬁﬂavle ﬁ%@ava&fug% distributed

possiblet or ctical to use symretric % .

cdg@lenqn %t@np BraHegusgian &l W‘p%e?ﬂ Giiphisegacion

to which a binding is.needed w thout shared . ]

k f8oe akabutespsseradted with the NEMO) Nede iseliyarndomsagign gssociated
content key to a Node by encrypting the content key

WiV iHL gsges atndkgéﬂl&wscsmqé%wub thegjjodeTo obtain the key

for decryption, the client would have access to the

Node' s [P30Al dessageyProressiglnvke Receipt fduthirdrstiof B49®)sd nUpon
the nost general case, the Nodes used for the rules
aneceiirg Medathoriastanh egponss) mRitGueg inpgdiddenttc 38 ncayipdrized, Service
keys need not be the sane. It is natural to use the

s Arevilladie®) psifoges thb@ecsiasy prosédsiiggo fekifltthorghésp Otherwide, if
between a rule that governs content and the key used

t RegiestnpiNdde,16B0IEs ot ahtBomd, ﬂﬁﬁﬁﬁ@;ﬁ{aye “aufho?i@A%on denied”
systens, sone Nodes may be used for content

prrgstp@ﬁgdIﬁggsggey@ntgg%gn@ﬁt%dnot used for expressing
menber ship conditions, and vice versa, and in sone

si tuat g@i@ Rty ek 097 EMfes e8P rQJpoﬁgquﬁleﬁthuﬂﬁd based on the

used or the I'es ‘and~one tor “content
L.
ecfegh%&a%éf@wﬁaiﬁ@ SR I8 AR LA b ne o
but t cont.ent tected Kpl , ..
Wik Pty el @?e&lf”iﬁﬁmgfnﬁﬁ’? Sylsaenense %yafmﬂ%séﬂon
node Napl 5 whi ch repr(gdf?nts al | E i C Ilbrg)rles
j RSSsAgS)” O again, sgyroted hpYe £cperhap Vahe%@e crrguig oytheir
menber of Napp, but the content encryption k
targeted Node via other Intermedlary Node(s) 1625, which may themselves provide a
number of services, including routing, trust negotiation, collation and correlation
functions, etc. An example of a necessary service provided by an Intermediary Node
1625 might be delivery to a notification processing Node that can deliver the message
in a manner known to Requesting Node 1630. An example of a “value added” service

might be, for example, a coupon service which associates coupons to the response if it

knows of the interests of Requesting Node 1630.



coul d be bound only to Npl. 4.7. Operation of DRM
Virtual Machine (VM [0406] The discussion with
w0 e@pectess o FI G 21 above described the oper at PONUSIHN4/618120
DRM system at a high (Node and Link) |evel, including
the formati on and. WO 2005/ 017324 PCT/ US2004/ 018120
101 enforcenent of content governance policies. FIG
22 depicts an exenplary code nodule 2200 of a DRM
engi ”e'éz.VMNd}?fcajti | ements the formati on and
enforcenent of such content governance policies.
[ 0407] [63H] Asaiatededbonerin sddifion id bash repnickron@escrndsyniehirenous
2200, shown in FIG 22, include: [0408] pkCMAt oin:
THRP Ghikd/dxhmoni2 2t1¢h pastetdsewherp thesnlieht peciéicAlbdiniténtesAi request and
It contains a sequence of sub-atons. [0409] pkDSAtom
ThierpK BSr Ao 2Z3Posen bepariddRall BRdcks foragmpohded throagh
be | oaded into the Data Segnent. The payl oad of the

Atredenpitiod of 2WcREIMRNCINENO 8@ibedimeM@lati®Suppdifd PlreRidsSaging type
Atom The pkCS Atom 2230 contains a nmenory inmage that

C I colfunRAAEH patittPbAseE offfitencHed e ﬁB’ciﬁc%ﬁ@n.pﬁiél[ig%%?lfg elements

the Atomis a raw sequence of octet val ues.

DB A dathnG 1 s 0B g@,{jn%r&{rg thed 30 RGER R
entries. aEacﬁ expgrét%tr co S|§té§ﬁ%é?)tgf§%1rre, 16 A%
eng e ﬁné'i an 8-bit name size, followed by the
characters of the nanme, including a terninating O,

foll -bit int or ti. h t
o1 ) SR SR L Rt
f th f . t.he dat t dinth kCS At .
AR Bl Pela s Bo 21010 L Lhe pkCS Ao

Control._VMis responsi ble for ] oading Code NModules.,

When a (6548 Nasiceeon jﬂﬁ%%déé‘@%%@rﬂﬁ‘%%‘ﬁ’éeﬂé?{@o%‘é@ Node
[ n;PkDS Atom 2220 is |loaded at a nenory address in

t ellpagept selyiva petifiotian. Neldlication injeresio sy ingfude interaghy based on
Loader, and is stored in the DS pseudo-register. The
mgp@;l@c tyipg@@f iderd iyl €dg., Node ID, user 1D, etc.), events (e.g., Node discovery,

service discovery, etc.), affinity groups (e.g., new jazz club contént), or general
categories (e.g., advertisements).

[0372] Notification Payload — the typed contents of a notification. Payload
types may range from simple text messages to more complex objects.

[0373] Notification Handler Service Interface — the type of service provider
interface on which notifications may be received. The service provider also describes
the notification interests associated with the interface, as well as the acceptable }
payload types. A Node supporting this interface may be the final destination for the
notification or an intermediary processing endpoint.

[0374] Notification Processor Service — a service that is capable of matching

notifications to interested Nodes, delivering the notifications based on some policy.
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2230 is | oaded at a nenory address in the Code

w®Eegsenes4 That address is chosen by the VM LoCBEDS20841018120
is stored in the CS pseudo-register. 4.7.2. System
Calls [0413] In one enbodineng Control VM Prograns
can call functions inplenent %1 out si de of their Code
Modul e’ s Code Segnent. This is done through the use
of thegé@s%‘ng c&'t%nr@ﬁ% l{gﬁe dettﬁéft%%é Nuk Qh@ﬂﬂéaﬁon targeted

st ack peci f stem Nunber
ndi ng th t. l
R PP by L LA
gFNbdule (for instance, a library of utility
f fons), directly by the VMin the VMs native

i mpl e format, or, del egated t tern

sof t nﬁ&ﬁ&@‘%“’“@%ﬁn&mﬁﬁéﬂ s et ReRpad are
[0414] In one_enbodjnent, several System Call Nunbers
amecfeighly; afengible. [Ayddignadygh N@Pﬂﬂca@on Papdlersgrvics wtegface is
no-operation call. It just returns (does nothin )
elpsefyrablytsubieciiedbe ymerpuitharizatios proeess angt 9B EMQsT6Fe
SYS DEBUG PRINT = 1: Prints a string of text to a

d éedfaceu tTpus, evel Hiosgle alglves xptification nsayrmyiteh st tgoks of interest and
argunent, specifying the address of the nenory

| acedpiabite gayihdad] mNode tiag refusd totaecapi aadeficasion bagpdtom some
print. [0417] SYS FIND SYSCALL BY NAME = 2: Deterni nes
WagddaRked iherfsdd pilitplrelard e the imanmetlidvy steier Gadittigindtfngisource of
does, the System Call Nunber is returned on the
steekstifRbigiW se the value -1 is returned. This call
expects a single stack argunent, specifying the

addr es§0917]tH1€;. ﬁW@é@{ctL Qgéttdf%etlﬁ@ﬂfoﬁ'p%dé%lﬁg'ﬁo@éél 1710
termnated System Call nanme that is being requested.

N T e
R SR T AU om0
| %181 n[lfecatloﬁ/ payload types are acceptable.

[0378] FIG. 17b depicts how notifications can be delivered. Any Node could
be the originating source as well as processor of the notification, and could be
responsible for delivering the notification to Node 1720, which supports the
notification handler service. Thus, Node 1710a could be the originating notification
processing Node; or such functionality might be split between Node 1710c
(originating source of notification) and Node 1710b (processor of notification). Still
another Node (not shown) might be responsible for delivery of the notification.
Notification processors that choose to handle notifications from foreign notification-
originating Nodes may integrate with a commercial notification-processing engine

such as Microsoft Notification Services in order to improve efficiency.



profiles of the VM. [0419] System Call Nunbers 16384
to 32767 are available for the VMto assign

walywaniesad |y (for exanple, the System Call Nunmb@r/5S2004/018120
returned by SYS FI ND_SYSCALL BYNAME can be al |l ocat ed
dynam cally by the VM and do9 not have to be the sane
nunbers on all VM i npl enentati 8ns). 4.7.4. Standard
System Calls [0420] In one enbodi nent, several

standargd; S 2 A e provided to facilitate

Wit ngﬂswﬁféregwcgrﬁggﬁﬁ‘é%g. Such standard systemcalls

may i ndD3RY I ooder ko tse NS hsenviees; NEBIQ DNodps Wilbneedhe first know
host, a call to deternmine if a node is Reachabl e,

arabootr thethh ©neickdodiBysit efiINEMO suppoett diraddynahdy discovery

dynam cal ly determ ned nunbers (e.g., their System
Cahéchbhisine rillgstratdden FEGS, €828d: by calling the SYS

FI ND_SYSCALL BY NAME System Call with their nane

passed [8380] EienADasERN B INEMONod 8804 fis FIGEE 8 1 liERYsends
Engi ne Interface and Host Application [0421]

Pl st SoOGR oF KR IRLKYAd (9-%523’@ R 36ioRd Wehvice

of the types of interfaces provi

UL A BEMLL Sb1 S0 ORI W B al i NMERRE

at1 on:

B T L L

ki NodsRas %&Lse%g@ rsao%%{i@%eﬁna@%@tr%%w%é%%m
ion, | ect t

BT 1 R A T o O T AU ey e

it encounters certain types of objects in the nedia
f imerg comatondgisrineesithpt Nqdes Wil swPBEIbRgY FEPose any $fEviIERM
subsystem Such objects include content control _
pr ogr art8381] adsdtestsirpionnk eASEME: Moderid 08 (intIEl6. 48H) can register
semantics of those objects is opaque to the Host
Apsl degcatpition, infloding]its Sugpirisd servi@ssnwith other Nodes, such as Service
Cont ent (cont ent Ref erence) 4 Cont ent

Providing Node 1820b. If a Node supports this interface 1815b, it is willing to accept

requests from other Nodes and then cache those descriptions based on some policy.
These Node descriptions are then available directly for use by the receiving Node or
by other Nodes that perform service queries targeted to Nodes that have cached
descriptions. As an alternative to P2P registration, a Node could also utilize a public
registry, such as a UDDI (Universal Discovery, Description and Integration) standard
registry for locating services.

[0382] Event-Based — Nodes (such as Node 1810c in FIG. 18c¢) send out
notifications 1815c¢ to Interested Nodes 1820c¢ (that are “notification aware” and
previously indicated their interest), indicating a change in state (e.g., Node
active/available), or a Node advertises that it supports some specific service. The

notification 1815¢c can contain a full description of the node and its services, or just



The host application calls this function when it needs

tointeract wwth a nultinedia content file. The DRM
wepgsnereset urns a Content object that can be PBPSBUS2004/018120

subsequently for retrieving DRMinfornation about the

content, and interacting mﬁtB such i nformation.

[0425] Content:: GetDrm nfo() ﬁet urns DRM net adat a

about the content that is otherwi se not available in

t o [ t e

hes 118 gﬁtlﬂle ab %@Hgﬁgﬁ&gﬂ thd B, nﬁ%%&%%%pgﬁw&% choose to

Create ctlon%actlo .ACt10 pfi‘cation

calls | S.f tio-fxé,g? it wants to interact wth a
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what type of action the application needs to perform

(e.qg., [Pl ay as | as.an oci ar.a ers,

't ecdskay Perfe Mo ERgRR bl IR E AR ASBRICITRGAE,

t hat c&6383) e nutedibete tio onpembadimeht)befdad a NEMD MNode allows
retrieve the content key. [0427] Action:: GetKeyl nfo(
Relbesito 4 feljossiat depicd, tefirst detRBERS $aethef, @ihd tuR@er which conditions,
decryption subsystemto decrypt the content. [0428]

Aghd féﬂﬁéstiﬁ? RoMOiMRrR R/ 2dcs6 RithRGEL R 00Ol SEkRssichQ®based
Checks whether the DRM subsystem w || authorize the

pey.f e 1:hi . ' ' . r . .

A(;%Eli a&@%@%@ rfcl)'rli 1)?1{6\%)08'@%5 ﬂéégég(e:egiesg&we[ fg’glgégs]&ﬁ and service provider. As
AGL1QN: 5 ' G [ :
R L OO PR S by AL A, Qe
fgﬁ@dﬁhhg%%g ngah ealsrourle&lgi%? thatr}?gdh. %r\a/afs;})% 1Iﬁtgeﬁ Ipﬁlei@ygl{)e'fgr%'permitting

W Hg are*sone” exemnp
descri ption f the type o i.nt erface provided by an
i P PR et At SRS DRwt (ol ent

consu [on). engine: [0431] Host Context:: )

Get Fi FE@%@E ey sevpodingsnt NEMY depsaat randaty the sacgidic

Fi | eSystem obj ect to which the DRM subsystem has
requirements, criteria, or decision-making logic employed by an arbitrary set of

Nodes in determining whether to trust each other. Trust semantics may vary radically
from Node to Node. Instead, NEMO provides a standard set of facilities that allow
Nodes to negotiate a mutually acceptable trusted relationship. In the determination
and establishment of trust between Nodes, NEMO supports the exchange of
credentials (and/or related information) between Nodes, which can be used for
establishing a trusted context. Such trust-related credentials may be exchanged using
a variety of different models, including the following:

[0385] Service-Binding Properties — a model where trust credentials are
exchanged implicitly as part of the service interface binding. For example, if a Node
1920a (in FIG. 19a) exposes a service in the form of an HTTP Post over SSL, or as a

Web Service that requires a WS-Security XML Signature, then the actual properties



excl usi ve access. This virtual FileSystemw Il be used

to store DRMstate information. The data within this
wo-20088ys5€£m i s readabl e and witeable only by PeTESORM18120

subsystem [0432] HostContext:: GetCurrentTi me()

Returns the current date/tinme_as rral ntai nted by the

host system [0433] Host Cont 33 CetldentityO

Returns the unique ID of this host . [ 0434]

R e
M obj ect, but that the DRM

s%@g‘% e?ﬁelﬁtg@ ]lqa%e f'ed as bei ng mnanaged by the host
: 3 Host Cont
Ver I yéﬁﬁér’{fbé%%%&ﬁ%f@m " EHRORSV bt sk erefeptalp e

a digital signature to a dat aob ect. Preferably
>
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to the information found WO 2005/ 017654
PRrauEsping Noge d 92 andypSertics Rrowidisg 610@_113 &HM, optienallpdraluding

Services are resgon3| bl e for rmnag the keys and

k dlje eredantiplsea ety lﬁet@f§hgrr5¢saa€ea/hﬂl bater epaepds, gigitalieastificates
[ 0436] Host Context:: CreateCi pher(cipherT)pe, keylnfo)
CicphidrbeGttecited $0,cand ﬂmq\ealomg)}'véth,t reqirat artddvesORM sebeges; e could
can use to encrypt and decrypt data. A mniml set of
cibeheed foy faming b trugted fedatimnkhipbe defi ned, and for each

a format for describing the key info required by the

ci pher [039] e htiBE Hange | Q4blk] whrb &fist doedanyipl Getpdx@hanged
The G pher object referred to above, used to encrypt

dakalicitlj B4eddh dpVies-provaier drtAal(B15¢he Fﬁ;l[o iy ﬂ];abhws

referred to above, used to decrypt data

HOREGRIY PihformSi ARkBRO8 $heiid taastiRisThRe) £ iYerPh&lfeoBfains.

Creates a Digester object that the DRM subSystem can

USiid g@l?émlw @ %10%?&1%{)?/6(1 H?o%lgl all§3&§u lq%g‘se}f‘rate roundtrip

m ni nmal I gest types w

session in order to exchange credentials between a Requesting Node 1910c and a
Service Providing Node 1920c. The service interface binding itself provides a
mutually acceptable trusted channel for explicit exchange of credentials.

[0388] In addition to these basic models, NEMO can also support
combinations of these different approaches. For example, the communication channel
associated with a semi-trusted service binding may be used to bootstrap the e);change
of other security-related credentials more directly, or exchanging security-related
credentials (which may have some type of inherent integrity) \‘directly and using them
to establish a secure communication channel associated with some service interface
binding.

[0389] As noted above, trust model semantics and the processes of

establishing trust may vary from entity to entity. In some situations, mutual trust



[ 0440] Digester::Update(data) The Di gester object
referred to above, used to conpute the secure hash

WO 00b40])76Bk gester:: CetDi gest() The Di gester obPE&DUS2004/018120
referred to above, used to obtain the secure hash
conmputed by the DRM subsystenk [0442] Followi ng are
sone exenplary high | evel des Plptions of the type of

interface provided by an illustrative DRM
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a Cont @@390@@111 664 ethb@iimei¥ (b ndted atssey; iaakBacaprbidlingdanieein
obj ects in subsequent steps. Having nore than one

C QB4iEBtA td &ﬁ&&ﬁ%@l@e éstablifEn &R BT 8 Aullell 06 8BLIRE itllows a
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created. The fornat paraneter will indicate the

f SYodss 2 aythoriggtiqny rseltVPFéé’éo‘Gé?fé-c sonecengpodimmt ag authorigstipn
atons) [0447] Content:: GetKeys() keys[] This
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needs the keys in order

authorization query requests. Before access is allowed to a service interface, the

targeted service provider diepatches an “Authorization” query request to any
authorizing Nodes for its service, and access will be allowed only if one or more such
Nodes (or a pre-specified combination thereof) respond indicating that access is
permitted. , {
[0392] As illustrated in FIG. 20, a Requesting Node 2010 exchanges
messages 2015 with a Service Providing Node 2020, including an initial request for a
particular service. Service Providing Node 2020 then determines whether Requesting
Node 2010 is authorized to invoke that service, and thus exchanges authorization
messages 2025 with the authorizing Nodes 2025 that manage access to the requested

service, including an initial authorization request to these Nodes 2030. Based on the



to encrypt the content. In one enbodi nent there wll

be one key per content reference. [0448] Foll ow ng
war®@spomses exenpl ary high | evel descriptions of P€TTES109p€18120

of interface provided by an illustrative Host

Application to a DRM (service-si de packagi ng) engine:

[ 0449] HostContext:: GetFil eS\? tem (type) 4 Fil eSystem

Returns a virtual Fil esystem obj ect to which the DRM

S!ﬂ%)sz)éﬁge?gt] mlggébv‘fsxg rgﬁhégo 1 gtre %a%??ﬁ)leﬁ 'eft%éf%lrocesses and returns
WD 2005/ 017654 PCT/ US2004/.01
o B EATRbHR sorkiCe FRPRh SR e R fhat At W
Wit eabl e by the DRM subsystem [0450]
Hglﬁ ntext CetCurrentTi.meO 4 Tine Returns the

current date/ti s_maintainted ost
[0451] | gﬁ? ﬁ th@é‘?ﬂh’é‘r??}"’ﬂ%ﬁ(%%w@eh@?}fg q‘ﬁé)artlmpate in

uni que 1D of this host 0452]

Hdks Todneldelicy Besision rengFRR)r éd(l 3pgpferrest enbrdimerfalNEMO is policy
Sonme DRM obj ects created by the DRM Packa |ng engi ne
winhgnagepent spsténa nevtralsit dees mphingndate kpwen ap igdNasly reaches
the host, will be used to sign the specifi ed obj ect.

[ @eﬁsﬂonﬁaistu@euﬂletization@@ad eCap hath¢iiaioe lignye Y dt.ept nf o)

4 Cipher Creates a Ci pher object that the DRM
Pantkropenbilendt B erefambleskat taotherizationtrequaesd adé cesppses adlaere to
This is used to encrypt the content key data in the

Cabine Rtaliaatd odrjdeset sufff bl ex fenpib Ry to clitg YRk {btkep Aloalllie that they
Ci pher object referred to above, used to encrypt data.

[ R4® adcofinbirke dilefnY BbéAatatholRtidd Qleey re@bbs@@i‘n the context of

referred to above, used to decrypt data. [0456]

Hes RN Ey mafh B RPL B Th 8h983bEAIARE buphoH 18 BRfvRled for at

least two authorization formats: (1) a simple format providing a very simple envelope
using some least common denominator criteria, such as input, a simple requestor ID,
resource ID, and/or action ID, and (2) the standard “Security Assertion Markup
Language” (SAML) format to envelope an authorization query.

[0394] In one embodiment, an authorizing Node must recognize and support
at least a predefined “simple” format and be able to map it to whatever native policy
expression format exists on the authorizing Node. For other formats, the authorizing
Node returns an appropriate error response if it does not handle or understand the
payload of an “Authorization” query request. Extensions may include the ability for
Nodes to negotiate over acceptable formats of an authorization query, and for Nodes
to query to determine which formats are supported by a given authorizing service

provider Node.



Creates a Digester object that the DRM Packagi ng

engi ne can use to conpute a secure hash over sone
wa@l2108/01768457] Di gester:: Update(data) The D geBCEDS2004/018120

object referred to above, used to conput the secure

hash. [0458] Digester:: GEtD%gest() WD 2005/ 017654
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can be [03%] Returnigg ne thetspegfia NERMO indanc8BRYDBRG application, FIG.
Overvi ew [ 0460] Having descri bed the NEMY DRM system

f RO HORM avdanahVérex) Girglh thatrvdn egee &d illosiadte the interaction among
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noted above, a preferred enbodinent of the N
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descri'bing the syntax of requests ar responses
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protocols.f[0462 In one enbodi nent, we define_a

prYfVEamprp fpturgd dysicoRlaysienblemp apnrgsenisdhaficéags ghdayices, and
types and i nterfaces defined in WoDL. NEMO
di@(ﬂil

g fhas¢raend enagpption kefyapsgociated(wikh 8hs gmaep.udes t he
foundati onal set of data types and service nessages
necessa®3p A d.1se p piok frofruNgd rte iNga whikiBve s dleat ihret pertableidemice
patterns and \

belongs to the user (and has access to the user’s keys). 12 is a link from Ng to Npl,
which means that the user is a member of the Public Library (and has access to its
keys). L3 is a link from Nip1l to Namp, which means that the portable device is an
ACME device (mere membership, as the company has no keys). L4 is a link from
Npl to Napl, which is the Node representing all public libraries (and has access to the
groupwide keys).
\

[0398] C1 is a movie file that the Public Library makes available to its

members. Kcl is a key used to encrypt C1. GB[C1] (not shown) is the governance

information for C1 (e.g., rules and associated information used for governing access

to the content). E(a,b) means ‘b’ encrypted with key ‘a’.



infrastructural functionality) from an

application-specific profile, such as a DRM WD
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describes the Digital R ghts Managenent services that

can be realized wth NEMO), B th . of which are

di scussed below. [0463] It w be appreciated that

many of the data types and services defined in these
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one another and may be extended. The difference

bet ween040%) r@FlcP%te%tr@l 2y eﬁPrdPFeldéV ithlp b n SR ii%’“%ﬁ'fam is created,
rel atively subtle one. eneral, profile extensions
deawellag &hermwmdaponteyblé@ [ G Edeany; FéKak Kich)t Bothghe rules

They just extend existing abstract and concrete

t ypemam[apd B[ CF] an E3intluiedsinrthe gevearanex blopk fryhepeaténte
hi erarchy for NEMO and DRM functionality. The main
el@f€ilffs of this profile hierarchy include: [0466]

Core Profile - At the base of this profile hierarchy

i es Cdo401PrTbikipogable d8ce wheivks Ot afieGBPCY]. Hoakranplefboth
NEMO and DRM functionality. This is the profile on

Whihight 18 pacRidlelin fHeGhink §e, dF GecBiBe@ depatdtelyn Q‘ hbl &%alde device
basic set of generic types (di scussed bel t hat

S @53y AYL 1t WEerPRS fer iRt ﬁe&ﬁpew}ﬁkgdme%ﬁ%p%ﬁgmt YRE Portdble
the framework. Many of the types in the Core Pro ile

ard%w%@ ?éc%%& 12Rchep thd ué@:? ﬁgdth% s}ﬁﬁscr@’ﬂgﬁ i th gll%ajP ‘?flﬁrary The

use. Core Profil Ext ensi on

E&%ﬁ&bl%@ﬁc%&e&%ﬂ%%g %&gn X Fas rhgﬁlf%%d %f Lé Sras bu tin).

tensi ons are primary spéecializatio
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Z%-s%al? o 4/0;’%% %@Baﬁléélégég% %ﬂpe(fgg Cee]?q{gl%?e Aelvﬁse_wants to

play C1. The portable device runs the rule found in GB[C1]. The rule can check that
Nip1 is indeed an ACME device (path to Namp) and belongs to a member of the
public library (path to Npl). Thus, the rule returns “yes”, and the ordered list (Namp,
Npl).

[0403] The portable device uses L1 to computé Kg, and then L2 to compute
Kpl from Kg. The portable device also uses L3 to compute Kamp. The portable
device applies Kpl and Kamp to RK[C1], found in GB[C1], and computes Kc1. It
then uses Kc1 to decrypt and play C1.

[0404] When Node keys are symmetric keys, as in the previous examples, the

content packager needs to have access to the keys of the Nodes to which it wishes to



Core Services Profile 2310 definesa set of general
infrastructure services, also discussed below In

wo kios/opresf i | e, the service definitions are abspPCHUS20841018120
will need to be specialized before use. [0469] Core
Services Profil e Extensions éﬁb“ | di ng upon both Core
Profile Extensions 2320 and e Services Profile
2310 are the Core Services Profile Extensions 2330,
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pes .in DRM Profi|le 2340 are abstract _and w ||l need

ocaé% ikis @epsalle suapsigmradicy gk do thedodep iopdoh @ipding is needed
Ext_en3| ons - Building upon DRM Profile 2340 are the
DRWvitigus shared B@’éﬁ@geo?{s tirg sape, (hhipeskageeweord bgd sxeanyent key to a
speci alizations of the types in DRM Profile 2340,
r eNodle hynencrypting o eeméent bey with theatergehNodg O ndisic IBRMTo obtain the
Services Profile - Also building upon DRM Profile 2340
i skeyDMiSeyptionsthe Pliaftiwal@B66,acodss chthd ddaeprivatedteyaia a link
general DRM services (discussed below). In this
priofthdt&Nodehe service definitions are abstract and need
to be specialized before use. [0473] Specific

DRVPr of [iole5]- InfBhi hdkteneiaDehsB aAheINBEM BE@Fdrlte faXdsemaitRodes
2350 and DRM Services Profile 2360 is the Specific DRM

f’r @kl & BApYiin b ibhticBedptiditkd R b FRA DL Fhd e' qpls‘ﬁatural to use

he DRM services defined in M Ser vi ces Pro

a SO | ntroduces some new t ther ex
S5l Bk SIS ol Ay %fegeggam S -
oGaH A e St .
del’?lgl‘g’l ers dlp Iccr)]n tlgr% gr? \%Icé ve?rgg \éggl in some situations, two different graphs
of Nodes can be used, one for the rules and one for content protection. For example, a
rule could say that all members of group Npl can have access to content C1, but the
content key Kc1 may not be protected by Kpl, but may instead by protected by the
node key Kapl of node Napl, which represents all public libraries, not just Npl. Or a

rule could say that you need to be a member of Namp, but the content encryption key

could be bound only to Npl.

4.7.  Operation of DRM Virtual Machine (VM)
[0406] The discussion with respect to FIG. 21 above described the operation

of a DRM system at a high (Node and Link) level, including the formation and



[0475] Peer Discovery - the ability to have peers in

the system di scover one another. [0476] Service
wor®soyesy - the ability to di scover and obt ai PCT/US2004/018120

informati on about services offered by different

peers. [0477] Authorization - bfe ability to determ ne

if a given peer (e.g., a hbdef is authorized to

access a given resource (such as a service). [0478]

l\béﬂféﬂcgtggﬁt% contefrt’ é@v%as e %Jg‘;f]ﬁ:f;ég e%‘ t d%)%t Xr%)}/errﬂjlary code

target nmessages, er a,

1%48&111% %O(%fiapjﬁ : neqs Vl\JI\%d 6’%%1?1[1101?@?% ré%%%,t? W nd en orcement

rnitions cussed

% qystru ts with } IS exanple profile hlerarchy
[ OASH" Baf ﬁBV?9§¥ﬁgﬁlme§erV|ces to obtain the
cr edent obj ect s needed f

D 1 o1 RO ERS B P e Rt AR Gl Maing ot show in FIG.

pl ayer DRM i cense server, etc.) to establish a

zﬁﬁl ' htity in the context of a specific DRM
system [0481] Li censi ng Acquisition - services to

b a1 14608 R HEoms BB ol Culabin 11 0dn ertgp frahGher Moriule

- services to exchange one new DRM | icense format for
andtoherlt crg4i8sh sedmehen afisup-atonser vi ces to obtain
various types of objects that establish nenbership
Wi t hi n [940% rdeExS fnat theddidd AtonV/ 22208 dntadis Zhémory image that can
PCT/ US2004/ 018120 113 [0484] The NEMJ DRM profile
hiterlasdedyintoahe Detadiegaich) €lhe pagload ef thexe ifBRAw s@fiefice of octet
set of Generic Interface Specifications (describing an :
abglueact set of services, conmunication patterns, and
operations), Type Specifications (containing the data

types dehig\eskdsubne TEMICR 2bi 28D .coffdths %%&?Qma%e that can

Speci fi catl ons (mepping" abstract service interface

! QeABRRHTHE 1RICSId Sechiudlh. ", OARRESIof

pr gt ocol s). odi nent%%aﬁg)géﬁespgygfﬁl cljg Se%uence of octet
i noffee form of SerV| ce Definitions and Profile

Scherms is set forth in Appendix C hereto. 6.

ADDI Tl %]@%@% /%-Igl qﬂe%%ﬁ% ﬂo%szmo contains a list of export entries.

Each export entry consists of a name, encoded as an 8-bit name size, followed by the

characters of the name, including a terminating 0, followed by a 32-bit integer
representing the byte offset of the named entry point (this is an offset from the start of
the data stored in the pkCS Atom).
4.7.1. Module Loader
[0412] In one embodiment, the Control VM is responsible for loading Code
Modules. When a Code Module is loaded, the memory image encoded in pkDS Atom
2220 is loaded at a memory address in the Data Segment. That address is chosen by

the VM Loader, and is stored in the DS pseudo-register. The memory image encoded



[0485] FIG 24 illustrates a relatively sinple exanple

of an enbodi nent of NEMO in operation in the context
wW@Roog/ocBRsUMEr USi ng a new nusi c player to pl apCHUS2004/018120

DRMt prot ected song. As shown bel ow, however, even this

sinple exanple illustrates di fferent potenti al

rel ated application scenarios. ‘This exanple

denonstrates the bridging of discovery services -

ugh g \}gﬂps\’ﬁfoﬁﬁhﬁ L P lﬁ%inélg}o aﬂl@es? a5@d RRE ‘S%?nt. That

di scovery as a mechanismto and Iink to a

| AEERaEleBAY AEV Eodchronf S Rore T e 8 PRk ey

Wde Area Network (WAN) services, negotiation of a
trusted contdek®. f®rstegeCulice use, and provisioning of

R AT T e AT
L RN T A

personal i zed. In other words, Player 2400, although it

i Vef glide QParPPaiLningruchiens that(tales a8 hgagsr stagkpperapdignccifying the
bot h NEMO-enabl ed and DRM capabl e, nust first perform
a Jysteso@all Nzmbeotie ogHoOspending drethe ystoar €alb tthet inipdementation can
system [0487] Typically, a NEMO client would include

C dretaaContivd ¥ M ByteeCmdet routind inustiffetesdCode Mb@ERe (baimtuicd a
above, such as a Service Access Point to invoke other
WDib241 f QA [{1yTFdndtiohs G2/ 13184 FO1 irlthd VNaGaiasive Bhple@estation
Trust Managenent Processing to denonstrate that it is

a foimkif @ dicldeBRAYs S exttenaPdofiaRmeailt,Aubh RY Bl o ost
content, as well as a Wb Services |layer to support
semMieBmemvocati ons and the creation and recei pt of
nmessages. As di scussed below, however, not all of

these g %%n@élﬁg%ﬁl%ﬁts QL erdi ‘[@)8%51@]%@”@%1{3@”%‘5 abeSspecified:

participaté in a syétem

nbodi oyl Y incl t.ai

pasi c (R aa O < PortEh s Eh e ol TOH g dgoes
d,13-15 h . M ..cl.i ent [ d

PR PSRnle Gi PrEueTy HhroheE Heatob) cct's and

Conten O AR AR pReP s b el ST S

wel |, as a nedi a rendering engine to play those songs.

Helres callgpediy, ﬁémg@csﬁaclﬂaéw@iﬁng spefakyingbe agdressrafdagymemory

For exanpl e, had Pl ayer 2400 been a nusic player that
wagcagian gontaining the null-terminated string to print.

[0417] SYS _FIND SYSCALL BY NAME = 2: Determines whether the VM
implements a named System Call. Ifit does, the System Call Number is returned on
the stack; otherwise the value -1 is returned. This call expects a single stack
argument, specifying the address of the memory location containing the null-

terminated System Call name that is being requested.



capabl e of playing unprotected content, it m ght not

require the core cryptographic elenents present in
wo@ehwen1msesi ¢ pl ayers. [0489] More specifical | ypCT/nS100€018120

exanpl e shown in FIG 24, Player 2400 is wreless,

supports the UPnP and Bl uet ooi&aprot ocol s, and has a

set of X. 509 certificates it n use to validate

si gnatures and sign nessages. Player 2400 is

NEMO- enabl e [ rocess a limted

nunber of N ‘S?v Igeéal@%gé&égmgﬁwglt does not

cont ai 04l &ilEthSembocbment; ﬁm@orﬁmﬂ VM deserves SystsoatléNumbers 0

constraints. [0490] Pl ayer 2400, however, is able to

paotldz3 feameandaiosy Pestesw Galls @yeem CldisvibitkhatEANye iddpléinémed by all

the user's hone, which includes a NEMO enabl ed,

| pirefileedftheMipct ed, Home Gateway Device 2420 with

Bl uet ooth and a NEMO SAP 2430. The UPnP stacks of

bot h Pliaysy R4CH eAINGbLEMAK3 24203178 ardfaNat¥ FRNEETM to

to support a new service profile type for a

Sk N o o%\ﬁﬁgﬁmﬁ%ﬁﬁgﬁgu SR RAHVO

0 e G AL PO G S ol Syl iy BYGhe Y and o
' rHo@ hﬁleeﬁ b% 3% %{n%%%ﬁ'ﬁ)ers o%ralle%m %merf) %ﬁ% 92400 may

intiate Service reques at eway on
PAN 2410. It locates a NEI\/D gat eway service, and
Gat eway 24206.7.4t SBraslardSysreac€8Bary information to

all ow R r. 2400 to..connect o t hat .servi 0492]
Bl ayer 1545 Te RERemBIIEREL Rivees @%ﬁéwtﬂtﬁaﬁﬁ 4%8&39@ fo
e e and endS|t tothe gate Vi
efsaﬂﬁg{e g eairol Programe. Swrit i gﬂs‘@ilﬁ ataéfdnclwlﬁt call to
PI ayer 2400's device identity. Gat evva 2420, upon

iy 7 Hgerstann Samdie hostesadrtpidpiegning afi a mdeeaﬁﬁ@ﬁhable and/or
fqu|II the request locally, but has the ability to
ditbe ke rSysteneealls peeferablyaiave dynansiealhr detéradmes] nuidvees,(erg; , their
Gat eway 2420 has a policy that all nessages it
r sysieweSalhiyembbecadibgirttaiclsd sy cplli thand thus it rejects
the request and returns an authorization failure
stSAfS_FINDhBYRCIALTY BAS MNAEME! S3dtem Chil prithcRsshaige pavs&d as the
type of request. [0493] Player 2400, upon receiving
t hikgunfiedt)ect i on, notes the reason for the denial of

service and then digitally signs (e.g., as discussed
above in connection with

4.8. Interfaces Between DRM Engine Interface and Host Application
[0421] Following are some exemplary high level descriptions of the types of

interfaces provided by an illustrative DRM (client consumption) engine to a Host
Application:
[0422] SystemName:: CreateSession(hostContextObject) = Session
Creates a session given a Host Application Context. The context object is

used by the DRM engine to make callbacks into the application.



FIG 15) and re-submts the request to Gateway 2420,

whi ch then accepts the nessage. As previously
woresssiooned, Gat eway 2420 cannot fulfill this reqmes1004/018120

| ocally, but can perform service discovery. Gateway

2420 is unaware of the specift di scovery protocols

its SAP 2430 inplenentation s %ﬁorts, and t hus

conposes a general attribute-based service discovery

requestiohps %@ﬁ&h:.‘]‘%c%y)s‘gﬁje gdﬁﬁﬁbﬁééiﬁ desired

personal i zat1on), an I'spat ches t’he request via SAP

2430. ' i . r
nf or mat anpen Soid bo GRBY bRt plitdin YA T R bnter
I nt er net - Based . i str 4 converts t .
Feques o ATaY s hapies R el e gRPRE st dfa g pptonaing o
forma s.th ugry. .UDDI. Reqi stry 2440 = knows of

= s or v i BER Sitraeh Sichapiig B ine e SRz i

and returns the %yery 2005/ 017654 PCT/%§£004/018l20

116 r edufRiershippkensic, Jhgisyriax apbscmantics,ph hosgppiects is opaque
returns an appropr.iate response, with the necessary

servi céo W%éppil?ﬁt@ﬁnati on, in the proper format, to

Gat eway 2420. [0495] Gateway 2420 extracts the

ser vi ca0ha\desréon: | Qe rateniseorienoRafensace) serGudngant

di scovery response and conposes a new request for

Per sonalhehast applicrimadalbnthisfantivintwizn it eepde 4 intaradd ehithl &

of Player 2400. This request is submtted to SAP 2430.

The semmilimegiaohideat filenTlor DRM engifd mwtupay 4 Conteatr gbjédn ehat can be
service interface description of Personalization

Ser vi ceis@#abiequenitnlc réttieribADRM 3forSionCdFILIRE 6adtent, and
with a personalization service that exposes its

Ser Vi centehicOneith sWabinfhvtiee described in WSDL. SAP
2430, adhering to these requirenents, invokes

Per sonqb,jrzz?t@(p,%n%@dyﬂmgﬂnfgéw and receives the
response. [0496] Gateway 2420 then returns the

r espong&nifls BRAY SletaAl ol thE P%Iﬁ%@a([}:lﬁe :I;s oth«g&svi%fﬁgtt %?%lagfe in the

the response to personalize | gin

poi nt, I%@é%et%"a@gforitﬁ ﬁ’l@ow sioned, and can fully

parti ci na vari eety of local and gl obal consuner
orient rvices. .These .can provide full visibility
i nto ai@‘u}j cc\éélge' ‘o afefélﬁf"é’f@c’gofnsl’l’f 8@5? Actighy v enot e
content_services, |.ookup, tching and |icensjng i
Servi cé@? ﬁ;ﬂ%ﬁgﬁﬂlé‘?a{“% ﬁéﬁs th%%k“ﬁ‘r?ﬁflé@eﬂ AloW#Es tnintsgact with a
services, all cooperating in the service of the )
consumérontens objestnThg ardignireperameter spagifiagedra) bioe of aktiopghe
may be necessary to access certain \
application needs to perform (e.g., Play), as well as any associated parameters,
if necessary. The function returns an Action object that can then be used to
perform the action and retrieve the content key.
[0427] Action::GetKeylnfo()
Returns information that is necessary for the decryption subsystem to decrypt

the content.

[0428] Action::Check()



protected content, assum ng the consunmer and Pl ayer

2400 satisfy whatever policies are inposed by the
w@oenwsenespr ovi der. [0497] Thus, a consumer usi PCI/ES2004/018120

personal nedia player at hone can enjoy the

simplicity of a CE device,knq?geverage t he services |

provi ded by both gateway and eer devices. Wen the

consumer travels to another venue, the device can

redi sCQMRELs WhdnhslShe PRI tsﬁj;sgﬁgljﬁ W AuRriSE e fefSrmance of this

avai | abl e at hone, and, new gat eway ©= servi ces,

be | ogi c 10, A While

enj oyi r‘i‘gﬁl‘%ﬁ'%g‘?@?“%@%%%f‘@%?ﬁ@%ﬁ%%@zoom 018120

117 avg] | e at the new venue that are permtted
accordﬁh@ﬁﬁ6&lﬂ@“bgﬁﬁgﬁglpolicies associ ated with

those seryvices. Conversely, the consuner's device can

bt ovi e e g e Stoh, apL grrtes ihaay SoERREIY Tyt e e effects)
[0498] Cearly, %%%Iizin some or_all  of these sane
const r & EReCHgENRY the gals(s) thafgayernsdhispetionagapt at i on

Layers, various standards such as XM., WSDL, SOAP

uDDl , &P430] Folawinesre smme exsralay digh level desdriptiens eftbatype of
within the realmof this DRM nusic player exanple.
Fanrtedearmpededby ge il @ty edileph Aphhsedion v & RIRM dclians caspmption)
SAP, perhaps elimnating the need for Gateway 2420.
UBbginRegi stry 2440 mi ght have been used for other

pur poses, such as locating and/or |icensing nusic

cont ent[043 INH®BoO®itex: n@evyilesS)ein (B eppilléSystinons coul d

be constructed, e.g., involving a I|icensing schene

| MPOSi MEnEAHD RN aUBREYsRfttobiécs td Which tRNDRM kibis§sterh Obs

many different types of audio and video, for a

vari et yox@fliside héREEL MhisGAk@A PIESFt WS BE SsedAb $Rre DRM state
outside of the DRM context, virtually any other

he. NN T o R U o Ly P 1 R B PRt Ab Ry by

consid@ﬁsbﬁgdgﬁgyagﬁyion of NEMO in a busi ness

peer-to-peer environnent. Techniques for business
PP T R BRI R T, o o, % S, oH
E M MR N R N
Cor cadiHee) 75 e¢. GOEn B 0 debate whet her ¢ hese
doc urrerlllte?urinsnthteI?l?]}c{uesﬂi)%t)’ltlﬁﬂlosft.or m represent
[0434] HostContext::ProcessObject(dataObject)
Gives back to the hést services a data object that may have been embedded
inside a DRM object, but that the DRM subsystem has identified as being
managed by the host (e.g., certificates).
[0435] HostContext:: VerifySignature(signaturelnfo)
Checks the validity of a digital signature to a data object. Preferably, the

signatureInfo object contains information equivalent to the information found



true applications, consider that many fornms of these

docunents have well defined and conplex object nodels
wo bas/osress f ormal | y descri bed. Such docunents oPCDURENA/018120

objects mght include, for exanple, state information

that can be inspected and updzggd during the

lifecycle of the object, the lity for multiple

users to work on the objects WD 2005/ 017654

PCT/ US : 3 : 14

4 %?ﬁ&ﬁé&%e rft. PRGN KERGde¥ ﬁrpeﬂagfg;ﬁélg?edfgf aRRRhe the

arbitrary nctionality. In nore co

scenari ' ' L: can be

or ogr arkegt PSR FRRIARSREs P R Pk

full-fl appl i.cations. [ 0500], Just as  wi L
tradi 0 oTCokEe RO hEe RS heh S irhe
objects can al so.bepef]t om source control and

ot oS Cipor OPiRRE Biasine TR P ESleB e 6 g ind deorypt
support docupent nagenment, and pany applications

di r eB#tRy SlBIERA tset'@(s of yPeA Wi Risterabinbe defired gand for each a
However npst of these systens in the context of )

di st format g dpscsibigshekereini reaniiecheythe ckihet fmplementation.
l[imtations, including a centralized approach to

ver si onlO#BH dgehennaipidempl i cit check-in and checkout
nodel s, and inflexible (very weak or very rigid)

coher enlde Qiphérebest tdfeteddp abovegdseddo ehérgpttdatender i ng
applications or formats particularly within the

cont ext[0438]aCiphert iDah@r(dagpl i cation (e.g., a

docunent). [0501] Preferred enbodi nents of NEMO can be

used t oTRAtipEGObidteterrdd thiabatd, AsedRy d%ﬁ?ﬁda@i a P2P
policy architecture that stresses capability discovery

and  f qoaz H&@@&it@m;@fb_azézjigéﬁer?z@gsk&!zﬁpet) Q> g5 diehur €
the creation of an application (e.g., @ “~docunent) in

ri ChefeR%Ii o BEHAVAL 'cgﬁlamﬂet%mesujﬁ%%ﬁ{ S8Re tﬂ:cﬁgpute a secure

policy can be applfed to the objects and to t

stru r pPRILL. [1QR- 5 | Licy
m gh?éSHsogglglo yéjcg%%e‘ggl%lﬁg’ﬁlg%fc’ftd%sﬁgﬁ%%nbge: de%%fﬁiil y
cert ai s ca (fied. » Only object
interfEgggﬂgéﬁﬁ%¥~§?$§ﬂ§§%5or i npl enent ati ons changed.
updat oo BeReriLlig ST 1o BhR eI CHBE I SHateE i hash.
such a A@éomﬁti c nerging of non-conflicting updates,
and apgpizfl tl?lgﬁ“%”f’qfﬂa@?%g before a

The Digester object referred to above, used to obtain the secure hash

éomputed by the DRM subsystem.

[0442] Following are some exemplary high level descriptions of the type of
interface provided by an illustrative DRM (service-side packaging) engine to a Host
Application:

[0443] SystemName:: CreateSession(hostContextObject) = Session

Creates a session given a Host Application Context. The context object is used by

the DRM Packaging engine to make callbacks into the application.



gi ven peer can send any of its updates to other peers.

WO 2005/ 017654 PCT/ US2004/ 018120 119 ™ Policy-based
woeasHisat i on such that all peers can be noti f P€rUS$004/018120

updates if they choose, in order to participate in

di rect synchronization via thf,ﬁn appropriate

nmechani snms. ~ Support updates Qrom different types of

clients based on their capabilities. [0502] I n order

to achi 62{434 S0 JI L@%Me@gﬁ;e zgé’anrényﬁ )I’Jg C’onz‘ent

appllc t|o use eac rtici t ca

Wﬁ“ﬁﬁ?ﬁ%’s‘c% gg 101 \59{% ﬂﬁléesc"rlgﬁ%otd%? o dr at% )5/ %aohﬁgt ob?ect that

e ca use &
enohHb PP el vt R e laaﬁ%eﬂw?ft&pi P ind than one
d t ] f t | t he
ol | EeH G NGB foRHER e, Sy dATeT B B B

enforce_policy rules consistent with their semantics,

and &getheniy atdmdicdoppandie prhene ddgspsrckdar gpmme Huldhat the
interfaces allowed in the creation of the docunment can

be hegppetssucd shoydbsargeied tosthespssona insiyisibleagrown

Service Adaptation Layer, then any peer can
particﬂ@é&iiChmmntwﬁthnbﬁhﬂhﬂMwﬁvrepresent t he docunent
differently. [0503] Consider the case of a system
consTh¢ dmgnif patarhéter eetiiINEMD meadasa ofithe higerse that w@l$ be issued.
built on the NEMO framework for collaboration

I NvoTke stencture piikk be Rdadtand wvild actg@uideline tdidnmxaipll@ensa into
W reless PDA application is running an application

Wri t becdde fdema vhhi ch it uses for processing and
rendering the docunent as text. A different

| pl e Mg D4R | QURHAPOLARMOBRE s (bisH 25 S lrmitimeowns(r) on a

desktop wor kst ati on processes theé sanme docunent using

t he g rRebh 1svg)aﬁlb§ toheh Ao st Al ?gﬁ&tlohhfre’g@i‘t ﬁ%ﬁg e Ob_] ects

wor kstation are able to communicate OI' €

connggaf fhg h \r%%]ﬁ%ﬂ{é&?u%eﬂcrrgﬁedw eﬁ‘l@%{%ﬁ&t pgi’ﬁnq% ill m«%cate the

t he user o user of

5, BN R 8 TS 25 0L PRBL G5BT 1

col |l ab on can di over, .each ot her, thelr current
st at us%%ﬁa wlert- ek e Prerd] Wo 2005/ 017654

PCT/ US2004/ 018120 120
This function is called by the Host Application when it needs the keys in order

to encrypt the content. In one embodiment there will be one key per content

reference.

[0448] Following are some exemplary high level descriptions of the type of
interface provided by an illustrative Host Application to a DRM (service-side

packaging) engine:

[0449] HostContext::GetFileSystem(type) = FileSystem
Returns a virtual FileSystem object to which the DRM subsystem has exclusive

access. This virtual FileSystem would be /used to store DRM state information.



A Each MEMO peer submits for each commttabl e change,

its identity, the change, and the operation (e.g.,
waledoswimmM extension, etc.). * Al changes arePCT/US2004/018120

propagated to each NEMO peer. This is possible because

each NEMO peer can di scover t profile and

capabilities of another peer advertised. At this

poi nt the notifying peer can have the content change

.encp?h@@até Wi } tﬂs?i%%?ﬁ&hﬁﬁ&ﬁd%{ ﬂ%erewuefdnﬁ%rpcgﬂe B}fl the

it is 1ncapable of doing so. ernatively the

accept, f _may represent the change in any formt
it s@i(e{g&]g‘ft{‘%’?%%%h receipt at its interface. ™ Before

accepti h th er verifies,that it is from
an aut I{Q%Ojélg"s%p ?t&"l’?‘ﬁrieﬁ Hfz?;)"siﬂﬁechange i's

appl i ed, based on the docunent pol.ic 0504] As

anot heReEEAR{IeTTERSIHIRe e BlaEeg by L[;hed&s% systea-
"wireless consuner electronics (CE) device that is a
NEMO- e &1 1d d1astcrartqoiy Getieatipa® Hupport s DRM  f or mat

A, but wants to play content in DRM fonnat B. X
annound@surps BediasjuedDiog thig besdder the content as wel | as
a description of its characteristics (e.g., what its

i dent i {0452 S{osiFrantexOSPdrforsnSigmoture(signuarelafoedaal | i ty
profile, paynent nmethods it supports, and/or the

i ke) @SothevidRVsoHjents ¢cresipdby te IDRIVKPdckagimg tigine WHMve to be
peers providing potential solutions. In response to

I ts querugted XTies@viceproviderby theports @4l bd ddedRe sign thecspBeified
provide a | ow quality downl oadabl e versi on of content

in cl egbiechP3 formfor a fee of $2.00. (2) Peer 2 can
provi de high quality pay-per-play streans of content

over a o453 Wﬁt%ﬂ'%re&%ﬁ%r(?g}@?{yﬁ% %ﬂ({)%e@%ﬁ{r 3

can providé a software upd

éf‘iSf’86@83«5%%8@7‘8&%%?%&?%?%&%&5&%8ﬁgi§%§%%%fmw
A o C ' Y . .

one. 1 5 T4FRRat R 1 Befo Sy GECLIRy raZha ) 6"

cont ent 0v'%a éf(;abr. r&urrber one. The request includes an
assertion Foro%& egation that allows Peer 1 to

deduct [&?54 %z{al‘z’eg.%z)a(;gzp}?c?%cge nt
The Cipher object referred to above, used to encrypt data.
[0455] Cipher::Decrypt(data)
The Cipher object referred to above, used to decrypt data.
[0456] HostContext::CreateDigester(digesterType) = Digester
Creates a Digester object that the DRM Packaging engine can use to compute

a secure hash over some data.
[0457] Digester::Update(data)
The Digester object referred to above, used to comput the secure hash.

[0458] Digester::GetDigest()



account via anot her NEMO service. Once X has been

charged, then X is given back in a response from Peer
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framework. WSDL 1.1 and above provides sufficient flexibility to describe and
represent a variety of types of service interface and invocation patterns, and has
sufﬁcient abstraction to accommodate bindings to a variety of different endpoint
Nodes via diverse communication protocols.

[0462] In one embodiment, we define a profile to be a set of thematically
related data types and interfaces defined in WSDL. NEMO distinguishes a “Core”
profile (which includes the foundational set of data types and service messages
necessary to support fundamental NEMO Node interaction patterns and

infrastructural functionality) from an application-specific profile, such as a DRM
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Wip%ﬁle on which all other profiles are based. It includes a basic set of generic types

(discussed below) that serve as the basis for creating more complex types in the
framework. Many of the types in the Core Profile are abstract and will need to be
specialized before use.
[0467] Core Profile Extensions — Immediately above Core Profile 2300 are
4

the Core Profile Extensions 2320, which are the primary specializations of the types

in Core Profile 2300, resulting in concrete representations.
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Services Profile 2310, resulting in concrete representations.

[0470] DRM Profile — Immediately above Core Profile 2300 lies DRM Profile
2340, upon which other DRM-related profiles are based. DRM Profile 2340 includes
a basic set of generic types (discussed below) that serve as the basis for creating more
complex DRM-specific types. Many of the types in DRM Profile 2340 are abstract
and will need to be specialized before use.

[0471] DRM Profile Extensions — Building upon DRM Profile 2340 are the
DRM Profile Extensions 2350, which are the primary specializations of the types in
DRM Profile 2340, resulting in concrete representations.

[0472] DRM Services Profile — Also building upon DRM Profile 2340 is
DRM Services Profile 2360, which defines a set of general DRM services (discussed
below). In this profile, the service definitions are abstract and need to be specialized
before use.

[0473] Specific DRM Profile — Building upon both DRM Profile Extensions
2350 and DRM Services Profile 2360 is the Specific DRM Profile 2370, which is a

further specialization of the DRM services defined in DRM Services Profile 2360.
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[0477] Authorization - the ability to determine if a given peer (e.g., a Node)
is authorized to access a given resource (such as a service).

[0478] Notification - services related to the delivery of targeted messages,
based on specified criteria, to a given set of peers (e.g., Nodes).

[0479] Following are definitions (also discussed above) of some of the main
DRM constructs within this example profile hierarchy:

[0480] Personalization - services to obtain the credentials, policy, and other
objects needed for a DRM-related endpoint (such as a CE device, music player, DRM
license server, etc.) to establish a valid identity in the context of a specific DRM
system.

[0481] Licensing Acquisition - services to obtain new DRM licenses.

[0482] Licensing Translation - services to exchange one new DRM license
format for another.

[0483] Membership - services to obtain various types of objects that

establish membership within some designated domain.
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6. ADDITIONAL APPLICATION SCENARIOS
[0485] FIG. 24 illustrates a relatively simple example of an embodiment of

NEMO in operation in the context of a consumer using a new music player to play a
DRM-protected song. As shown below, however, even this simple example illustrates
many different potential related application scenarios. This example demonstrates the
bridging of discovery services — using universal plug and play (UPnP) based service
discovery as a mechanism to find and link to a UDDI based directory service. It also
details service interactions between Personal Area Network (PAN) and Wide Area
Network (WAN) services, negotiation of a trusted context for service use, and
provisioning of a new device and DRM service.

[0486] Referring to FIG. 24, a consumer, having bought a new music player
2400, desires to play a DRM-protected song. Player 2400 can support this DRM
system, but needs to be personalized. In other words, Player 2400, although it
includes certain elements (not shown) that render it both NEMO-enabled and DRM-
capable, must first perform a personalization process to become part of this system.

[0487] Typically, a NEMO client would include certain basic elements

illustrated in FIGS. 5a and 6 above, such as a Service Access Point to invoke other
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[0488] In some embodiments, client nodes may also include certain basic
DRM-related elements, as illustrated in FIG 12a and 13-15 above, such as a DRM
client engine and cryptographic services (and related objects and cryptographic keys)
to enable processing of protected content, including decrypting protected songs, as
well as a media rendering engine to play those songs. Here, too, some such elements
need not be present. For example, had Player 2400 been a music player that was only
capable of playing unprotected content, it might not require the core cryptographic
elements present in other music players.

[0489] More specifically, in the example shown in FIG. 24, Player 2400 is
wireless, supports the UPnP and Bluetooth protocols, aﬁd has a set of X.509
certificates it can use to validate signatures and sign messages. Player 2400 is
NEMO-enabied in that it can form and process a limited number of NEMO service
messages, but it does not contain a NEMO Service Access Point due to resource
constraints.

[0490] Player 2400, however, is able to participate in a Personal Area
Network (PAN) 2410 in the user’s home, which includes a NEMO-enabled, Internet-
connected, Home Gateway Device 2420 with Bluetooth and a NEMO SAP 2430. The
UPnP stacks of both Player 2400 and Gateway 2420 have been extended to support a

new service profile type for a “NEMO-enabled Gateway” service, discussed below.
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potential service providers. However, Gateway 2420 has a policy that all messages it
receives must be digitally signed, and thus it rejects the request and returns an
authorization failure stating the policy associated with processing this type of request.

[0493] Player 2400, upon receiving this rejection, notes the reason for the
denial of service and then digitally signs (e.g., as discussed above in connection with
FIG. 15) and re-submits the request to Gateway 2420, which then accepts the
message. As previously mentioned, Gateway 2420 cannot fulfill this request locally,
but can perform service discovery. Gateway 2420 is unaware of the specific
discovery protocols its SAP 2430 implementation supports, and thus composes a
general attribute-based service discovery request based on the» type of service desired
(personalization), and dispatches the request via SAP 2430.

[0494] SAP 2430, configured with the necessary information to talk to UDDI
registries, such as Internet-Based UDDI Registry 2440, converts the request into a
native UDDI query of the appropriate form and sends the query. UDDI Registry 2440

knows of a service provider that supports DRM personalization and returns the query
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personalization service that exposes its service through a web service described in
WSDL. SAP 2430, adhering to these requirements, invokes Personalization Service
2450 and receives the response.

[0496] Gateway 2420 then returns the response to Player 2400, which can use
the payload of the response to personalize its DRM engine. At this point, Player 2400
is provisioned, and can fully participate in a variety of local and global consumer
oriented services. These can provide full visibility into and access to a variety of local
and remote content services, lookup, matching and licensing services, and additional
automated provisioning services, all cooperating in the service of the consumer. As
explained above, various decryption keys may be necessary to access certain
protected content, assuming the consumer and Player 2400 satisfy whatever policies
are imposed by the content provider.

[0497] Thus, a consumer using a personal media player at home can enjoy the
simplicity of a CE device, but leverage the services provided by both gateway and
peer devices. When the consumer travels to another venue, the device can rediscover
and use most or all of the services available at home, and, through new gateway

services, be logically connected to the home network, while enjoying the services
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perhaps eliminating the need for Gateway 2420. UDDI Registry 2440 might have
been used for other purposes, such as locating and/or licensing music content.
Moreover, many other DRM applications could be constructed, e.g., involving a
licensing scheme imposing complex usage and distribution policies for many different
types of audio and video, for a variety of different categories of users. Also, outside
of the DRM context, virtually any other service-based applications could be
constructed using the NEMO framework.

[0499] As another example, consider the application of NEMO in a business
peer-to-peer environment. Techniques for business application development and
integration are quickly evolving beyond the limits of traditional tools and software
development lifecycles as practiced in most IT departments. This includes the
development of word processing documents, graphic presentations, and spreadsheets.
While some would debate whether these documents in their simplest form represent
true applications, consider that many forms of these documents have well defined and
complex object models that are formally described. Such documents or other objects

might include, for example, state information that can be inspected and updated

during the lifecycle of the object, the ability for multiple users to work on the objects
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today that support document management, and many applications directly support

some form of document control. However most of these systems in the context of
distributed processing environments exhibit limitations, including a centralized
approach to version management with explicit check-in and checkout models, and
inflexible (very weak or very rigid) coherence policies that are tied to client rendering
applications or formats particularly within the context of a particular application (e.g.,
a document).

[0501] Preferred embodiments of NEMO can be used to address these
limitation by means of a P2P policy architecture that stresses capability discovery and
format negotiation. It is possible to structure the creation of an application (e.g., a
document) in richer ways, providing multiple advantages. Rich policy can be applied
to the objects and to the structure of the application. For example, a policy might
specify some or all of the following:

= Only certain modules can be modified.

" Only object interfaces can be extended or implementations changed.

* Deletions only allowed but not extensions.

® How updates are to be applied, including functionality such as automatic
merging of non-conflicting updates, and application of updates before a

given peer can send any of its updates to other peers.



status []+ nsdic: ServiceMessage - -~--- - 0. of
service + 1.~ -usage nhanespace

WhRaop176dawy. neno- conmruni ty. com’ schemas/ neno/ nseCT/BS184/018120

9/core type extension of nsdlc:Base children Payl oad
status service usage Type Lbeligtributes Nane Xxsd
anyURl optional Default Fixed not ati on descri ption
xsd: string optional elenent

nsdl c: Sepylieedics asefiaaih 8ach Mh@Adr 3¥ts can be notified oft updates if
sdl c: Servi cePayl oad -- | Payload - any nanespace

http:// V\’f%yrbﬁﬁ&ecﬂl%ﬁjtbg)aﬁi@ aR %EI%%J s?ﬁ&ﬂéﬂ%ﬂlc{néﬁ%é%%ost

9/core type nsdic: Servi cePayl o e Use attr

Nane xsd g' 0 Default Fi xed Annotati on
aﬁ‘%ﬁh@c}?ﬁfé hfRghs.

descripti ol string optional el enment .

2 ts glt ﬁ:sls-e "Siﬂ_)l?o%dzaﬁeg %((())?x% &itrf]faé?reélg t}%gsre gpc]:h%%gsl b%'sescf oant {2ir capabilities.

R SO WS ARH P

ézgagﬁrﬁé{?% 3 éalaL nae{mﬁ'g{(ggﬁb ¥ Xe%g léc?rr][ﬁé gécluglnent that is created, a
template can be used that describes the policy, including who is authorized and what
can be done to each part of the document (in addition to the document’s normal
formatting rules). As long as the policy engine used by the NEMO peer can interpret
and enforce policy rules consistent with their semantics, and as long as the operations
supported by the peer interfaces allowed in the creation of the document can be
mapped to a given peer’s environment via the Service Adaptation Layer, then any
peer can participate, but may internally represent the document differently.

[0503] Consider the case of a system consisting of different NEMO peers
using services built on the NEMO framework for collaboration involving a
presentation document. In this example, a wireless PDA application is running an
application written in J a‘}a, which it uses for processing and rendering the document
as text. A different implementation running under Microsoft Windows® on a desktop
workstation processes the same document using the Microsoft Word® format. Both
the PDA and the workstation are able to communicate, for example, by connection
over a local area network, thus enabling the user of the PDA and the user of the
workstation to collaborate on the same document application. In this example:
* NEMO peers involved in the collaboration can discover each other, their

current status, and their capabilities.
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encoding in a form acceptable by the notified peer if it is incapable of doing
~ so. Alternatively the accepting peer may represent the change in any format
it sees fit upon receipt at its interface.
* Before accepting a change the peer verifies that it is from an authorized
NEMO participant.
» The change is applied based on the document policy.

[0504] As another example, consider the case of a portable wireless consumer
electronics (CE) device that is a NEMO-enabled node (X), and that supports DRM
format A, but wants to play content in DRM format B. X announces its desire to
render the content as well as a description of its characteristics (e.g., what its identity
is, what OS it supports, its renewability profile, payment methods it supports, and/or
the like) and waits for responses back from other NEMO peers providing potential
solutions. In response to its query, X receives three responses:

(1) Peer 1 can provide a low quality downloadable version of content in clear
MP3 form for a fee of $2.00.

(2) Peer 2 can provide high quality pay-per-play streams of content over a
secure channel for $0.50 per play.

(3) Peer 3 can provide a software update to X that will permit rendering of

content in DRM format B for a fee of $10.00.
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order to accomplish the necessary software update to X, the following actions could
be executed using the NEMO framework:

® X obtains permission from its wireless service provider (B) that it is allowed
to receive the update.

®  Wireless service provider B directly validates peer three's credentials in
order to establish its identity.

» X downloads from B a mandatory update that allows it to install 3rd party
updates, their is no policy restriction on this, but this scenario is the first
triggering event to cause this action.

» X is charged for the update that peer three provides.

® X downloads the update from peer three.

[0507] In this business process some actions may be able to be carried out

concurrently by the WFC elements, while other activities may need to authorized and

executed in a specific sequence.
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typical gamer must usually manage several game accounts across multiple titles
across multiple gaming networks and interact with game-provider-specific client
applications in order to organize multiple player games and paﬁicipate within the
networks. This is often inconvenient, and discourages online use.

[0510] Embodiments of the NEMO framework can be used to enhance the
online gaming experience by creating an environment that supports a more federated
distributed gaming experience, making transparent to the user and the service provider
the details of specific online game networks. This not only provides a better user
experience, thereby encouraging adoption and use of these services, but can also
reduce the administrative burden on game network providers.

[0511] In order to achieve these benefits, gaming clients can be personalized
with NEMO modules so that they can participate as NEMO peers. Moreover, gaming
networks can be personalized with NEMO modules so that they can expose their
administrative interfaces in standardized ways. Finally, NEMO trust management can
be used to ensure that only authorized peers interact in intended ways.

[0512] For example, assume there are three gaming network providers A, B,

and C, and two users X and Y. User X has an account with A, and User Y has an
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[0513] This simple registration example can be further expanded to deal with
other services that online gaming environments might provide, including, e.g., game
token storage (e.g., in lockers), account payment, and shared state information such as
historical score boards.

[0514] While several examples were presented in the context of enterprise
document management, online gaming, and media content consumption, it will be
appreciated that the NEMO framework and the DRM system described herein can be

used in any suitable context, and are not limited to these specific examples.
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complexType nsdic:Evidence

diagram
nsdlc: Emdence

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core

type extension of nsdic:Base

used by elements  ServicelnterfaceAuthorizationReguest/evidence nsdic:InterfaceBinding/givenEvidence
nsdic:InterfaceBinding/requiredEvidence
complexTypes SAMLAssertionEvidence WSPolicyAssertionEvidence

attributes _Name Type Use_z Default Fixed Annotation
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description xsd:string optional

complexType nsdlc:InterfaceBinding
diagram

]
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diagram
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diagram
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wo 2@50enEVi dence - ~-~- - -wsdl _descri pti on nNaPEFpa2Ne4/018120
ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0
9/ core¥t/ 01 type extension o1rfl _

WebSer vi cel nt er f aceBi ndi ng chi T"l}lr en regquiredEvi dence

gi venEvi dence wsdi description attributes Nanme Type
Use Default Fixed Annotation id xsd:anyUR optional
description xsd:string optional elenent

cowbi8erywe oediaServicebeBsagdi ngWSDL/ wsdl _descri ption

di ageam wsdl _descri ption nanmespace----

htt p: // www. nenp- conmuni ty. com 56F /®eno/ nsdl / 2003/ 0
9/ core/ext/01 type xsd:anyURI: : con‘p X Type

WEPol i cyAssertionEvi dence di agr gm-=--—=- - -

UWEPal i cyAssertl onEvi dence - ~+- *mt";

http://vww nem) “communi ty """" ,erm/ nsdl / 2003/ 0
9/ core/ ext/01 " Tec & Evi dence

ed Annotation id
xsd: anyURl optional descriptiongsd-string optional WO
2005/ 017654 PCT/ US2004/ 018120 14X —donpl exType

W&Pe@dabecWMUVEénQJBPnQJuMFyomgéh@r%/ﬁemo/nsd|/2003/09/core
4hISB§)eI|c Ass dfc%ase icy - -~- -, an+~- _- , 0-00

nsion O

children  payload status service usage

attributes !\lame Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
element nsdlc:ServiceMessage/payload
diagram
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core
type nsdlc:ServicePayload
attributes _Name Type Use_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
element nsdlc:ServiceMessage/status
diagram T T e e e
! nedie:Siatus I
[ status EH{—-— 1+ famy |
DN —) = o
l 0.0 I
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core
type nsdic:Status
attributes _Name Type Uss_e Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
majorCode xsd:anyURI

minorCode xsd:anyURI



namespace
http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
WOL@6H0ET66Kt / 01 type extension of nsdic: Pol i cvPCT/US2004/018120
attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional descripti g#t xsd: string optional
conpl exType X509Certificateld ityl nfo diagram =
X509Certitica#eldentitylnfo - - x509certdata 1
nanespace
htt p: / / www. neno- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0
e@medimstikex3erdteMessagatserdosi on of nsdl c: Node
| deataint yl nfo  chi +dren—x5689%eertdata used by el enent
Cct opus Per sonal, rededenieiReg uest/ijdentity attributes
Nane Type Use faul t EiygdAngotation id xsd:anyUR
opt i onal |d) -0 f opti onal el enent
X509Cer t Qe yl nf o/ 3(%’09ce§rtdata di agram

-x509cer #data Namespace irinate e i

ht t p: / / wwv. nempd communi tyworf-schenmas/ neno/ nsdi / 2003/ 0
9/ corel/ext/01 {fype xsd: @s_e_%_ﬂi_Bi_rl ry conpl exType

Aut hori zation diagramnsdic: Serviceinfo interface
ARTeFRaTel 2R (W nemo-comgpity. GopyRhemap s mp/nsd ZPRREYRAE e

ht t piyde/ viage:seesBInie onmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
9/ cOt&! SMGracdHRSEXt ensi on of nsdlc: Servicelnfo

chi l dren N erf aceTﬁgt ri but eUse Default Fixed Annotation
attributes b ;

id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y

service_type xsd:anyURI required

element nsdic:ServiceMessage/usage

diagram = )

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core

type nsdlc:MessageUsage
enumeration REQUEST
facets enumeration RESPONSE
enumeration  NOTIFICATION

complexType nsdlc:ServicePayload

diagram N
9 (nsdlc:ﬁeruicePa}rlnad E—:}—(—-H—]_:_l- -f\any

namespace hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core

type extension of nsdic:Base

used by element nsdlc:ServiceMessage/payload
complexTypes  AttributeBasedServiceDiscoveryRequest AttributeBasedServiceDiscoveryResponse
OctopuslicenseAcquisitionRequest OctopusLicenseAcquisitionResponse
OctopuslicenseTranslationRequest Octopusl.icenseTranslationResponse
OctopusPersonalizationRequest OctopusPersonalizationResponse
ServicelnterfaceAuthorizationRequest ServicelnterfaceAuthorizationResponse
UDDIBasedServiceDiscoveryRequest UDDIBasedServiceDiscoveryResponse
UPnPPe¢erDiscoveryRequest UPnPPeerDiscoveryResponse
attributes _Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional




used by conpl exType Servi cei nterfaceAut hori zation

attri butes dane Type anyURl Use onal Default Fixed
waeshateson  xsd opt description xsd:string opP¢DN&1004/018120
service-profile xsd:anyURl required service_categor

xsd: anyUR required WO 2005/ %;?54 PCT/ US2004/ 018120

142 vy service_type xsd:anyU equi red conpl exType

Notification diagram- -i nsdlc:Seriicelnfo
interface + Notificationt - - attribute y-r |
namespace

dqmpbwavamlnﬁmus:ommm ty. con’ schemas/ neno/ nsdl / 2003/ 0
9/ ceyel s pn--ef-.nsdl c: Servicel nfo
chi | dren blte attributes Name Type Use

Default Fi xed Annot ation id@wxsd: anyUR opti onal
qgﬁ&gacpt %tPMﬁgno%&ﬁﬁuﬂg co%tt)hergaggémo/n%go%loglg repr ofile

uired service _categor xsd:anyUR

reunyPE‘ed‘e"te oglpegleBase; yhe xsd: anyURl requi r ed
conpliex Ty J ”‘Wée?ﬁ@%@&ﬁiﬁ@ﬁé@? am - -~

attributes ~ Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
majorCode xsd:anyURI
minorCode xsd:anyURI

complexType nsdlc: TargetCriteria

namespace http:/mwww.nemo-community.com/schemas/nemo/nsd|/2003/09/core

type  extension of nsdic:Base

used by complexTypes NodeldentityinfoTargetCriteria SimplePropertyTypeTargetCriteria
SimpleServiceTypeTargetCriteria
attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

simpleType nsdlc:MessageUsage
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core

type restriction of xsd:string
used by element nsdlc:ServiceMessage/usage

. enumeration REQUEST
facets enumeration RESPONSE
enumeration  NOTIFICATION

complexType NodeldentitylnfoTargetCriteria
diagram

[ﬂudeldenﬁtymforarget(:riteria

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type  extension of nsdic:TargetCriteria

children Indentityinfo

attributes !\Iame Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional



nsdl c: Seruicelnfo - interface + PeerDi scouery | ---;-
S A 4 allribute E9 nanespace

Wb aos/od768w. neno- conmuni ty. conf schemas/ neno/ nseCT/RRDI84/018120
9/ corel/ svc type extension of nsdlc: Servicel nfo
children interface attribute %d by conpl exType
UPnPPeer Di scovery attributes me Type Use Default
Fi xed Annotation id xsd:anyURl optional description
xsd:string optional service profile xsd:anyUR
required service_categor xsd:anyURl required

etemevi NaletdeptitylnéeTangepCiReria/mgentiteidfoAND 2005/ 017654
PCiiAda®2 0044-0 143 conpl exType Servi ceD scovery
di agram nsgk-—seruicelnfo I interface + Service

I I T e - t.0o) pespace
T R e e AN
9/ coP®¥ Sipde:Nedeldentitdofe angj on of nsdic: Serviceinfo

chitfoaesen YHt er f ace J@P 1 ri but egjﬁggd by &l exTypd&ed Annotation
Attri but eBasedSer vusaetﬁﬁgscov espylonk)DDI Based
ServiceDi scovery attributes Nanme Type Use Defaul t
Fi )ﬁed Annot ati on )
complexType ReferenceNodeldentitylnfo
diagram = :
9 (Iiﬂferenceﬂudeldentitylnfn E:]—(....._ ][ ]—l“refer&nce I
namespace hitp:/Amww.nemo-community.com/schemas/nemo/nsdi/2003/09/core/ext/01
type  extension of nsdic:Nodeldentitylnfo
children reference
: Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional
element ReferenceNodeldentitylnfo/reference
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01
type xsd:anyURI
complexType SAMLAssertionEvidence
diagram
° (SAMLAssertionEvidence S —e- =} - s
namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01
type extension of nsdic:Evidence
" Name Type Use Defauit Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional
complexType SAMLAssertionPolicy
diagram )
SAMLAszertionPolicy ————— -
(sAMLAssertonPoicy E-(=
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01
type extension of nsdic:Policy
] Name Type Use Default Fixed Annotation
atiributes id xsd:anyURI optional

description xsd:string optional



id xsd:anyURl optional description xsd:string optional
service_profile xsd:anyURl required service_ categor
wos@samstRl required y service_type xsd: anyURPCT/US2004/018120
requi red conpl exType Attri buteBasedServi ceDi scovery
diagramr SeruiceDi scouery jpterface +

Attri but eBasedServi ceD scouery™ | -t--- - 1 --
attribute [+i Ow nanespace

ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0
9/ corel/svc/ext/ 01 type extension of ServiceD scoverv
cmhpléﬂymﬁmmleaxﬂﬂemwlmm ri but e attrl but es Nane Type Use
Debigtshmt F AYURI opti onal
descrlpt ! : drvi ce- Proflle

names acey gﬁal IwwWW lﬁl1o Eo?ngnu ItS%rrgl\s/éhgmesfn%%é/e%ﬁ&?é%cgrf/?xg Ci VO
2005WW91?€5‘4‘°@G¥#€3§M8120 144 conpl exType

At emirddutseBasiedSer vi ceDi scover yRequest diagram - -1 |

n ség,lb&;eSSe vamec ePayl oage Use Default Fixed Annotation
xsd:anyURI optional
descrlptlon xsd:string optional

element Simpleldldentitylnfo/simpleid

diagram =

,,,,, e

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:anyURI

complexType SimpleNamedNode
diagram

(Simpleﬂamedﬂode

namespace  http://mww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01
type extension of nsdic:Node

children  service identityinfo name

atiributes Name Type Use_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
domain xsd:anyURI required

element SimpleNamedNode/name

diagram

namespace  http://mww.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01

type xsd:anyURI



Jtttribut eBasedSer vi ceUi scover.. - ---~ - 'n- |,

..... e A A T e
W(se(mﬁmmsqar ofile ---cmmamama- ser ui cecat ePOT/¥S2004/018120

------------ seruice_type ------------- R

attri bute nanespace

http://ww. nenb-conmuni ty. con?%ﬁcherms/ neno/ nsdl / 2003/ 0

9/ corel/svc/ext/01 type extension of

nsdl c: Servi cePayl oad children service profile service

category service type attribute attributes Nane Type

cbmeleﬁybammpléHrmettyAmpnjtameitmterié d xsd: anyURl opti onal

desegidrpt i on xsd: string optional elepept — — — — —

Attri but eBasedSer vi ceDi scover yReqlﬁé%sﬁ’t@éww ce_pr of| ! e

di agram $ ) ) Sany

http: /| Ww=rremo=conT cord 4cher s/hew,a‘]sdIIZOOB/O

9/ corel svc/ ext / 01 type xsd an

Attri but eBasedServi ceDi scovery

di agram -serui ce_category na :

http://ww. nenb- conmuni ty. coml | /20‘03/ 0

9/ core/svc/ext/01 type xsd:anyt i i

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of nsdic:TargetCriteria

children service profile service service id

attributes Name Type Usc_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element SimplePropertyTypeTargetCriterialservice_profiIe

diagram
Fsersie_profic |

Tt

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01

type xsd:anyURI

element SimplePropertyTypeTargetCriteria/service_

diagram =
service_ [

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:anyURI

element SimplePropertyTypeTargetCriteria/service_id

diagram = ——
service_id |

namespace  http://mww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:anyURI

complexType SimpleSerialNumberNodeldentityinfo
diagram

(SlmpleSerlaIHurnherHudeldentlt E—:]—(—H-—E—rsenalnumber

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of nsdic:Nodeldentitylnfo




di agram s serui ce_type nanespace
http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
WOL@6H0ET6Sy C/ ext / 01
PCT/ US2004/ 018120 145 el enent
Attri but eBasedServi ceD scover quest/attribute
diagraml- - - - - - nsdlc: Se ceAttribute attribute
- -~--- - val ue nanespace osdl 12003 0
ht t p. - conmuni ty. con’ schemas/ neno/ ns
9/ c°§‘?/é'§ SViG 1%59&201 Hype nsdl ¢, Servi ceAptribute _ .
chi'fyfen wal ue attrx&%bMUEIS Naggorkype Use Defaul t Fi xed
Annot at i oleseintigd xsdefrsitdRl  opritiewal descri ption
xsd:string optional type xsd:anyUR conpl exType
' ' ' di agram - |
%ﬁqﬁ;i@ﬁﬁgggﬁ%@féﬁaﬁ @ﬁ%‘ﬁ{%ﬁgéggééﬁl ceU scouer.. -
" .- any seriainumberj|i ., - service + 1 ..CO nanespace

htt p: / / www., meno- conmmuni ty. com’ schemas/ neno/ nsdl / 2003/ 0
gERsPeed Sh}te:{lvewp@@yommuyip.eon@m_ereqq@¢n@hsdb’®03/09/core/ext/01
nsdl gpSexsw:sta@Payl oad chil dren service attributes Nane
Type Use Default Fixed Annotation id xsd:anyUR
optional description xsd:string optional
complexType SimpleServiceTypeTargetCriteria

diagram

(SimpleSeruiceTypeTargetCriteria

PR M W S PSR N

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of nsdlc:TargetCriteria

children service profile service service id

- Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optional

element SimpleServiceTypeTargetCriteria/service_profile

diagram [ -
service_profile |

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:anyURI

element SimpleServiceTypeTargetCriteria/service_

diagram = -
service_ ||

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:anyURI

type xsd: anyURI WO 2005/ 01FGBHYS2004/018120

Annotation

Annotation



el ement Attri buteBasedServi ceD scoveryResponse/ service
diagram- -, nsdic:Servicelnfo interface + service -
W0 2005/017634 . QV - ----------- attri bute [+ namespBCBUS2004/018120
ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0
9/ corel/svc/extl Ol type nsdlc: §‘ﬁla\/i celnfo children
interface attribute attrlbuteg me Type Use Default

Fi xed Annotation id xsd:anyUR optional description
xsd: string optional service-profile xsd:anyURl
required service_categor xsd:anyUR required y WO
emmﬁmmwnmwmmmwwwcam service_type

X s diageny UB—r-eguired  conpl exType

Servi cei nferfaceAut hori zati on di agram ----

Agngelﬂs];%&! Zrﬁ\% nemnkc?ngn&lgitlc):/ com-/gfhemas/nemo/ngdl/2003/09/ re/ext/01
ervi cel ntertaceAut hort zatiton - -"-- - 1 -=-=-cacc--- -

at t r PBUtESEWYRY  y. . ~ nanmespace
ht t p: / / www. neno- communi ty. conf schemas/ neno/ nsdl / 2003/ 0

Cglﬁgg%ﬁ/gagf é?fﬁ’ggéttg%/lﬁFYaEXt ensi on of Authorization

diagram .
g ergﬂerumenﬁrlhuteﬂﬂlue E;l—l:—-ﬂ—jz}—rstrmgualue

¥

Tk

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01

type extension of nsdic:ServiceAttributeValue

children  stringvalue

attributes {\lame Type Usga Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element StringServiceAttributeValue/stringvalue

diagram |z
Fotringralus |

namespace hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:string

complexType WebServicelnterfaceBinding
diagram T e e e

e
I - reqmredEmdence e

(WehSeruicelnterfaceﬂinding E—:I—‘{-'"—jﬂ'

r"-"'—--

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of nsdic:InterfaceBinding

children requiredEvidence givenEvidence

used by complexTypes  WebServicelnterfaceBindingLiteral WebServicelnterfaceBindingWsDL

attributes _Name Type Usg Default Fixed Annctation
id xsd:anyURI optional
description xsd:string optional



attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
wa@eooziocwssPr of i | e xsd: anyURI required servi ce_ PEL/@§mo4/018120
xsd: anyURl required vy service_type xsd:anyURl
requi red conpl exType
Servi cel nterfaceAut hori zati onh@%uest diagram---------
nsdl c: Servi cePayl oad Servi cei nt erfaceAut hori zati onR .
,any serviceinfo evidence nanespace
htt p: / / www. neno- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0
cBihplexBh& Wabsaitvicelhterfaye@indixglatesalon of
nsdkgamSer vi cePayl oad chil dren serviceinfo -evidence— — —
attri butes Name Type Use Def au]IWeh&me@tNm@Eramgon id ]
xsd: anyURl optional description xsd:stri 'FQ{.}QSHEL.&E’A?JI |
el enment ; =
Servi cei ﬁ?’@s#fa@%ﬂﬁﬁﬁ%ﬁ'ﬂdwaﬁee%rqﬁesﬂﬂslerV| cei nf o 0@ |
n
|
|

di agram nsdi c. Seruicel nfo i rface +.. %ﬁghﬁ,,gg,@fo f
S attribute -3+ 0-00 WO 2008017684 2

PCT/ US2004/ 018120 147 nanespage
htt p: // ww. neno- communi ty. coni <”ﬁerra_/’nerrﬁnsdT720"O“370“
9/ corel svc/ext/ 01 —rserume namespsE.-Jf%

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of WebServicelnterfaceBinding

children  requiredEvidence givenEvidence service namespace soap _action service interfacename service interfacew

attributes Name Type Use? Default Fixed Annctation
id xsd:anyURI optional
description xsd:string optional

element WebServicelnterfaceBindingLiteral/service_namespace

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01

type xsd:string

element WebServicelnterfaceBindingLiteral/soap_action
diagram = .
Fsoup_acton |

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01

type xsd:string

element WebServicelnterfaceBindingLiteral/service_interfacename
diagram

Fseruice_interfacename |

namespace  http//mwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:string



type nsdlc:Servicelnfo children interface attribute
attri butes Narne Type Use Default Fixed Annotation id

wos@samssRl  opti onal description xsd:string opP¢DN&1004/018120

service-Profile xsd:anyURl required service_categor

xsd:anyURl required vy serV|cq4bype xsd: anyURI

requi red el enent

Servi cel nterfaceAut hori zati onRequest/ evi dence di agram

evi dence 1. nanespace

htt p: / / www. neno- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0

gfraamt WIeQSGJWBRWe(DfEceBIy@egmmvseﬁmedlemjacatrt ri butes Nane

Ty pesids e f-atH Annotation id xsd:anyUR

opti onal L sd:string optional conplexType
[ R am

AL EEL L SEASRAAG LoBLLN DDA AR 2

-~~'fwer§ﬂ§m§érV|ce|nfo + _ & access_policy

nanespace

/ nsdl / 2003/ 0
S A U e e

nsdP¥Ser vi cePayl oad children BELVICEINT O access
policy attributes Nane Type an %ﬁf iﬁ“ onal.. eta II—.1
Fi xed Annot ati on ;-1 requiredEvidence [

WehSermcelnterfaceBmdmgWS

ri aceuﬁ 9
+HOR—X

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type  extension of WebServiceinterfaceBinding

children requiredEvidence givenEvidence wsdl description

" Name Type Use Default Fixed
attriutes id xsd:anyURI optional
description xsd:string optional

element WebServicelnterfaceBindingWSDL/wsdl_description
diagram

@sdl_description

namespace  hitp://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01

type xsd:anyURI

complexType WSPolicyAssertionEvidence

diagtam N —m—mmm————_—— e .
d [WSPolmryAssertmnEmdenceE-}—L jﬂ- .am ;

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/ext/01
type extension of nsdlc:Evidence

. Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

Annotation

Annotation



xsd description xsd:string optional elenent

Servi cel nterfaceAut hori zati onResponse/ servi cei nfo

waoelc@goarss4s ---1 nsdl c: Servicelnfo interface +HPCT/US2004/018120

serviceinfo 911 1 ce -- . ~ - - attribute + D..oo |

nar nespace

http:IIMMMLnenn-connunity.conﬂgkhenas/nennlnsdl/2003/0

9/ corel/ svc/ext/ 01 type nsdic: Servicelnfo WO

2005/ 017654 PCT/ US2004/ 018120 148 children interface

attribute attributes Nane Type Use Default Fixed

cAmplek Bype WSPolicyAssertiangdlidy opti onal descri ption

XS dagdnt | ng—epti-onral—seryi ce-prof-id-e xsd: anyURl

r equi red (PeEspeypesaraoly G (eanFhngURL Jr equi red  y

servi ce-type xsd:anyUR required eb.erent _
%&ééba%ee | thB:ﬁm%gm%-curgmm%g.ko%n%%er(r?aryr?eem%ggi%&% go?e ex 1—p0|.| cy
I'agram access pol I cy namespace

ht t pP9 wikiRPSIReSrBedlegali#ni t y. cont schemas/ neno/ nsdl / 2003/ 0

9/ soed sVEMext / 01 '¥¥pe _nsdl €%¢Pol i cv aP¥at but es Wadhe
Type Use « fipadal t Fﬁ%ééﬁﬁhnot&ﬁﬂ%n id xsd: anyURI

opti onal

complexType X509Certificateldentitylnfo
diagram

(x509certificateldentityinfo S}~ |=1-" x503certdata ||

namespace  http://mww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of nsdic:Nodeldentityinfo

children  x509certdata
element QctopusPersonalizationRequest/identity

used by
: Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optional

element X509Certificateldentitylnfo/x509¢certdata

diagram = N
 r509certdata

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:baseb4Binary

complexType Authorization
diagram e e e e e ]

f
(Authorizftiur’l‘ Elr-]}—&"_ k-

............

l_ 0. )

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/sve
type  extension of nsdlc:Servicelnfo

children interface attribute

used by complexType  ServicelnterfaceAuthorization
: Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required

service_categor  xsd:anyURI required

Annotation

Annotation

Annotation



description xsd:string optional conplexType
UDDI BasedSer vi ceDi scovery di agram Servi cei fi scouery -
WO 2008etebece + UDDI BasedSer ui ceDi scouery - - - - PET/US2004/018120

attribute]+ O0.on L------- nanespace

http://ww. neno- communi ty. cor{ schemas/ neno/ nsdl / 2003/ 0

9/ corel/svc/extl Ol type extension of ServiceDi scoverv
children interface attribute attributes Nane Type Use
Default ki xed Annotation id xsd:anyUR optional

descri pt PH¥Feb8Y: st KPAYIBpt | oBBIC! service profile

xsd: anyURl required service_categor xsd:anyUR
SR SNotHicafdy | ce_type xsd:anyURl required

com[angype UDDI Based_Service Di scoveryRequest di agram
r--------- || nisebiesSacamceP ayl o[ad

UDDI DasedSer vi celi scoue - 9n 0..00

searchcriteria nanespaee
htt p: //v\(ummamﬁ LA Y. C n'?s/ neno/ nsdl / 2003/ 0
9/ cor e/ SVCFextT 01 T ype;_exi;tt-tgpgg&p 0

nsdl c: Ser vi cePayl [oad k. o |

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc
type  extension of nsdlc:Servicelnfo

children interface atiribute

attributes _Name Type Use_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required

complexType PeerDiscovery

diagram e el |
nedle:Servicelnto

—I-I-I—

(Feerl]iscuuenr :

............

|
|
|
|

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc
type extension of nsdlc:Servicelnfo

children interface attribute

complexType UPnPPeerDiscovery

used by
attributes Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y

service_type xsd:anyURI required



WD 2005/ 017654 PCT/ US2004/ 018120 149 children
searchcriteria attributes Nanme Type Use Default Fixed
wawsateson i d xsd: anyURl optional descri pti oOPCT/US2004/018120
xsd: string optional elenent
UDDI BasedSer vi ceDi scover yReq t/searchcriteria
diagrami------- ~ UDDI tt eyedRefterence tnodel key
searchcriteria keyval ue nanmespace
ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0
9/ corel/ Svc/ ext/ 01 type UDDI KevedRef erence children
cdnmd@ydeeserwewmmqyermttri butes Nanme Type Use Defaul t
Fi agdmAnnot ation i drxsd-anyUR--ept+onral description
xsd: string optional J)WWPT@%Wbe
uDDI BasedSer vi ceDi scover yResPpitseedRagh
nedi c: Se Ib scover yFxes. . .
Oso - 00 nahﬁspacte
ni ty coﬁi{éig{ﬂé" s/ Tem)/ nsdl / 2003/ 0
9/ cor e/ svc/ ext/ 01 type extehsi-oiof.
nsdl c: Servi cePayl oad|chi | dren ser'vfce attributes Name

Type Use Default Fixed Annotation

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc

ot e i e it i

type extension of nsdic:Serviceinfo

children interface attribute
complexTypes  AttributeBasedServiceDiscovery UDDIBasedServiceDiscovery

used by
attributes Naxne Type Ust_a Default Fixed Annotation

id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y

service_type xsd:anyURI required

complexType AttributeBasedServiceDiscovery

diagram e e s
Gervicellizcpuery

(AttrlhuteBasedSermceﬂlscuuem

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01
type extension of ServiceDiscovery

children interface attribute

attributes _Name Type Usg, Defauit Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y

service_type xsd:anyURI required



id xsd:anyURl optional description xsd:string optional

el ement UDDI BasedSer vi ceDi scover yResponse/ servi ce
W(alrz(mgmmm nedl c: Seruicelnfo interface + serRCT/ES2004/018120

-"- - 1 "o0 attribute [r]+ (a..oc namespace

htt p: / / www. neno- conmuni ty. co hemas/ neno/ nsdl / 2003/ 0

9/ corel/svc/ext/ 01 type nsdlc”Servicel nfo WO

2005/ 017654 PCT/ US2004/ 018120 150 children interface

attribute attri butes Nane Type Use Default Fixed

Annotation id xsd:anyUR optional description

carspledype AtrimpeBasadServiseDiscaveryReqliedte xsd: any UR

r egiwramed servi ce_cat egor xsd:l&HyHlerequ—i—red —y— —

servi ce_type xsd: anyUR requi r'egdic:gasvigsFaici pe U |

DDI Keyed ﬁ%ﬁﬁéﬁ@@@er&h@&mm =plmdelkey

UDDI Keye q)

http://wwmv. nenpb-conmuni ty. co chﬁgn_q_siggﬁoﬁ}s_(ﬂ 12003/ 0

9/ corel/ svc/ext/0l type extension of nsdl.c.Base...,

chil dren tnodel key kevval ue r'": service_profile |

namespace  http://www.nemo-community.com/schemas/nemo/nsd!/2003/09/core/svciext/01

type extension of nsdlc:ServicePayload

children service profile service category service type atiribute

altributes !\lame Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element AttributeBasedServiceDiscoveryRequest/service_profile
diagram

il

- gervice J]l'l:lf le

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type xsd:anyURI

element AttributeBasedServiceDiscoveryRequest/service_category
diagram

Fserulce categor},r :

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/svc/ext/01

type xsd:anyURI

element AttributeBasedServiceDiscoveryRequest/service_type

diagram = -
SErce

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type xsd:anyURI



used by el enent
UDDI BasedSer vi ceDi scover vReguest/ searchcriteria

wa@eaosiobsses Name Type Use Default Fi xed Annot ap€DOS2004018120

xsd: anyURl optional description xsd:string optional
el ement U DDI Keyed Reference{fdmodel key diagram
| -t nodel key nanespace

http://ww. nenp- conmuni ty. con’ schemas/ neno/ nsdl / 2003/ 0

9/ corel/svc/ext/0l type xsd:string el enent UDDI Keyed
Ref er ence/ keyval ue di agram k eyvalue e nanespace

elemept: Atfribute BaserSerdenRistoveryBeatestattribmty neno/ nsdl / 2003/ 0

9/ dwree/ svc/ ext/ Of —t -XSﬁL %t—HTg conpl exType
Peer Di scovery
---------- attribute

hitp //vwvw nenmo- conmuni t

at thdhutg.attributes Nane Type Use Default Fixed

Annpot at i QBme Type Use Default Fixed
attributes X ;
id xsd:anyURI optional
description xsd:string optional
type xsd:anyURI

complexType AttributeBasedServiceDiscoveryResponse
diagram

(nttrlhuteBasedSerumenlscuuer

EEETRCTAPASTI E , T P A

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/svc/ext/01

type extension of nsdic:ServicePayload

children service

o Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

element AttributeBasedServiceDiscoveryResponse/service
diagram

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01
type nsdlc:Servicelnfo

children interface attribute

! Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required

y

y. corrT_scherras/ neno/ nsdl / 2003/ 0
9FETFE/ NRZ//W@Wf‘efT‘G'Pm"PVb@m Eskereap{Remel ppdiE P03/ PRee R e v er y WO
200541 HeBdsRECEAHIRRO04/ 018120 151 children interface

Annotation

Annotation

Annotation



id xsd:anyURlI optional description xsd:string optiona
service_profile xsd:anyURl required service_ categor

wos@samstRl required y service_type xsd: anyURPCT/US2004/018120

requi red conpl exType UPnPPeer Di scover yRequest di agram
R , nhsdic: Servi cePai/‘i()oad

UPnPPeer Di scover yRequest - any ;' . newsearch
searchnet hod -search#arge# . -searchdata | nanmespace
ht t p: / / wakwiddeye- corgasyURly . cordus@henmas/ neno/ nsdl / 2003/ 0
9/ corel/svc/ext/01 type extension of

ns alc Servi cePav] oad chil dren newsearch sear chnet hod
ceERPHHParguicelnietiace b ization i put es Name Type Use
Def@f™ Fi xed Annotati on |d‘ ﬂnaQ%URr ~opti ona
description xsd:string optig -n |
UPnPPeer Di scoveryRequest/ne
"T nanes - e
http: /[ viwenenoe e ommin e S st e:masjnem)j nsdi 12003/ 0
9/core/svc/ext/01 type xsd{boolean eﬁ@w#n@ U |Pn

;nqmsearch

PPeer D i scover yRequest / sear ¢ch net hod™
sear chmet hod nanmespace L — —
*H%rlie@paé VRO, ﬂ%%é%{mwéan¥Ch8%%%8)“&%/0&%@2@&91‘ /2003/0

9/ cor e/ svc/ ex
type extension of Authorization

children interface attribute

: Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required

complexType ServicelnterfaceAuthorizationRequest
diagram

namespace  htip://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type extension of nsdlc:ServicePayload

children  serviceinfo evidence

" Name Type Use Default Fixed
tiribut .
atiibutes id xsd:anyURI optional
description xsd:string optional

element ServicelnterfaceAuthorizationRequestlserviceinfo

diagram — e ey
nsdlc Servicelnio

serumemfo

|
|
=lhe
|

Annotation

Annotation



type UPnPPeer Sear chMet hod facets enunerati on M SEARCH
el ement UPnPPeer Di scover yRequest/ searchtarget diagram
WG e@sohteds get WO 2005/ 017654 PCT/ US2004/ 018120PC1/5R2004/018120
nanespace
http://ww. neno- communi ty. conygghemas/ neno/ nsdl / 2003/ 0
9/ corel/svc/ext/ 01 type UPnPPeer SearchTarget facets
enunmeration ALL enuneration ROOTDEVI CE enuneration
m&ws@&TYﬁa/mﬁmrasmnJ,JE,’@.Eﬁ@&@@s/ﬁ&r@mm&g&%ﬁ&c/eﬁ/@ar chdat a
di agr am Sﬁl@Eew.ceﬁ#S "'. nanespace
ht t p:’/7 wwwv. Trerto- conmuni t y. conf schemas/ neno/ nsdi / 2003/ 0
9/ cHifrey sipleassattiivte  t ype xsd: string conpl exType

UPniRReer D(ija@eover yRé@po[]ge di 8¢sr am - - Default - - Fixed Annotation
nedi c: Serg\.ggcﬁ;,@&’ t oadsd str,ngUPnV\é t,m,scoger yResponse - -
;any ' ' senyce_| prqﬁlg_rres:paungl required

ht t p: 1 | Wil FeRBE o MaHH Ry . cofffé®hemas/ neno/ nsdl / 2003/ 0
9/ cor e/ swediextrt 01 xddpperiext ergir@n of
nsdl c: Servi cePayl oad attri but es Narre Type Use Defaul t

i xe |d xsd: an i onal description
g?"‘ﬂ"ﬁ %H? ffjoriz ti'°r?ﬁe8 8"' Peer Sear chMet hod
Pac

emdence

http Il {communi ty. coml schemas/ neno/ nsdl / 2003/ 0
Qhroafaef Shﬁﬁ)/ﬁvﬁmhe{rrﬂ ]:ommumty com/schemas/nemo/nsdl/2003/09/core/sve/ext/01

type nsdlc:Evidence

attributes Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType ServicelnterfaceAuthorizationResponse
diagram

namespace http://www.nemo—community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type extension of nsdlc:ServicePayload

children  serviceinfo access policy

attributes Name Type Usc? Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element ServicelnterfaceAuthorizationResponse/serviceinfo
diagram

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/sve/ext/01

type nsdic:Servicelnfo



type restriction of xsd:string used by el enent
UPnPPeer Di scover vReguest / searchnet hod facets
wenuwsetmsd on M SEARCH si npl eType UPnPPeer Sear chAEU§E04/018120
nanespace
ht t p: / / www. neno- communi ty. con1 chemas/ neno/ nsdl / 2003/ 0
9/ corel/svc/ext/OL type restr ion of xsd:string used
by el ement UPnPPeer Di scover vReguest/ sear cht ar get

fag,}h(;;(;rgh enunEr g%iu%n ALL enunerati on ROOTDEVI CE

enumer at'i, on ;1'1 E VWO 20?@/ 017654 [ pou ed Annotati
PCHPYHR82004/ 018120 » g@umcorm Sexaype CryptoKeyl nfo rotaen
i d ipti - Wa ! i i B
di agram sssreies | T- ngatig, OOr ygpiepkey i nf o 0w
encr ypt €Qervi G E@g&rpags@:anyL_JRl required
http://wsw. neno- conmmuni ty. con? schemas/ neno/ nsdl / 2003/ 0
9/drm t yP&eRE enstBAVYY nsdP¥™Base chil dren encrypted
used by el ements CryptoKeyl nfoPair/privatekey
efohgpisakaydimbaiauiHHRAtionkeYpoNEE/REdRYS GRlidaMEe Type Use
Defiamint Eﬂt ation id xsd:anyUR optional
descri pt | ¥Rt r i ng optional el enent
Crypt oKeyl nfol'encrypt ed di agram encr ;})t ed nanespace
RTtE9e/ .WH%PFB‘9'&°6\W¥1?°T§@%‘BFH€§‘E’PF6'%P§’ Yremerait /1 2003/ 0
9/ dr mme tpqiePolisvd: bool ean
- N T U Default Fixed Annotati
atributes idame xgg;nyURl opst?onal . - roteten
description xsd:string optional
complexType UDDIBasedServiceDiscovery
diagram
e
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01
type extension of ServiceDiscovery
children  interface attribute
attributes il\CI’ame lggz myUR g:ttiaonal Default Fixed Annotation
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
gervice_type xsd:anyURI required

complexType UDDIBasedServiceDiscoveryRequest
diagram [ T e e e e e

(I.II]I]IBasedSeruiceDiscouemReq... ] —w T -fany X |
: o el ‘~T~'.'.E-:Q:,‘f'
0 J
—-«—j’:‘]—-l zearcheriteria ‘
Y e |

1.0
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type extension of nsdlc:ServicePayload



conpl exType CryptoKeyl nfoPair diagram privatekey
Crypt oKeyl nfoPair - -t"- - . . - publickev +
WO 20088 pESL PCT/US2004/018120
http://www. nenmo- conmuni ty. com schemas/ neno/ nsdl / 2003/ 0
9/drm type extension of nsdl gggase children

privatekey publickev used by elements Devi

ceACct opusNode/ cont ent pr ot ect i onkey _
DevhigeAGetaptisdtdode/ secr et prot ecti onkev attri butes
Nasmudy peNatdse Def aule Fi xed Agnot ati onperdud xsd: anyURI Annotation
opt i onal %J%fp Lipti eswamgﬂ st rPP@% lopti onal el ement

Crypt oKeyl nt'o "Pai r pr Vat eke)f’ agr am C e
CryptoKeylnfo --; any ;+. privatekey - -"~- - O .Cc)
esneniRRiBasaiSmsedieoveryRequest/searcheriteria

ht tﬂpxﬁngw neno- conn%ln4~¥+ com-schemas/neno/ nsdl / 2003/ 0
9/drm type Crypt oK Wﬂmhmdmr%&%/ 017654

PCT/ U82004/ 018120 eTicrypted attributes
tion id xsd: anyUR|
al el ement

opt i onal TdeSTrFPtIbh —*xSC Il
Crypt oKeyl nf oPal r/ prl_'. Q.‘Se)[_“ xgt=em | -
Crypt okey info

namespace htp://www.nemo-community.com/schemas/nemo/nsdl/ZO03/09/core/svc/ext/01

type UDDIKevedReference

children  tmodelkey keyvalue

attributes 'Name Type Us§ Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType UDDIBasedServiceDiscoveryResponse
diagram

@IB&S&dSermcemscuueryﬂas

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type  extension of nsdic:ServicePayload

children service

attributes Name Type Usc_e Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element UDDIBasedServiceDiscoveryResponse/service

diagram [~ o — —
’ nadic:Servicelnfo

SBTI.'I!:& = I

namespace http://www.nemo-community.com/schemas/nemo/nsdI/2003/09/core/svc/ext/01

type  nsdic:Servicelnfo



-; any publickeyr - -~+ - O .co encrMd nanmespace

http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
w@raso7664/pe Crypt oKeyl nfo chil dren encrypted PCT/US2004/018120

attri butes Nanme Type Use Default Fi xed Annotation
xsd: anyURl optional descript D%b xsd: string optional
conpl exType DRM nfo di agram Al nfo nanespace

http://ww. nenp- conmuni ty. con’ schemas/ neno/ nsdl / 2003/ 0
epsi on of nsdl c: Base used by el enents

9/ QﬁnEFlm l){tg%ceea?t(t .
Per sonall rm nf %, EI censea‘gjrem nfo Default ed

I\/bar‘f‘??ét?sshlmToken/dr RoRkoR CoOnpli@sType OotOpusDRM T
attribut é‘SSC’fgmme ygggabﬁi[% Def 8RJ<P”P’ Fi xed Annotation

xsd: any UEni@mbkdnakea ésmr pt lohoaxsd: string optional
conpl exTy/Ee Li cense diagram--------- , License - -

- drmi nf &V YPRa  AEARY ace o feaures

htt p://ww. neno- comuni ty. com schemas/ neno/ nsdl / 2003/ 0

cOhplesTyby PEDMKEY 6dRGétBngef nNsdl c: Base children drm nf
us gghrhy con‘pl exType Oct opusLi cense i butes Name
Type Use ARNRQt gl ksd: any URI

opti onal

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01
type extension of nsdlc:Base

children tmodelkey keyvalue

element UDDIBasedServiceDiscoveryRequest/searchcriteria

used by
. Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

element UDDIKeyedReference/tmodelkey

diagram = .
‘tmudelkey

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type xsd:string

element UDDIKeyedReference/keyvalue
diagram

“keyvalue ||

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type xsd:string

complexType UPnPPeerDiscovery

diagram r— —
Pearﬂwmuary

............

|
(UPnPPeer[llscuuery : ———
I

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type extension of PeerDiscovery

id

id

n
~

o

Annctation

Annotation



description xsd:string optional elenent
Li cense/drm nfo diagramdrm nfo nanespace

Wb aos/od768w. neno- conmuni ty. conf schemas/ neno/ nseCT/RRDI84/018120

9/ drm WD 2005/ 017654 PCT/ US2004/ 018120 155 type

DRM nfo attri butes Name Type 15e Def ault Fi xed
Annotation id xsd:anyURI optional description

xsd: string optional conplexType Menbershi pToken

di g@Missfceniibue- Nlenbershi pToken -; drmnfo O .co
narres{pacglame Type | Use Default Fixed
hetBY%/ wiw. nemo- corsmimirly . costeghemas/ neno/ nsdl / 2003/ 0
9/drn1ty§§$§%&lnsiQﬁﬁﬁﬁ“nsdlﬁﬁggse children drminfo
used by Conrliasdy pararbiopus NeliBer shi pToken attribut es
Name Type Use Default Fixed Amngtation id xsd:anyUR
opt i onal BE&EPT pt i EAYLY: st rPWG opti onal el ement
Menber shi pToken/ drm nfo di agram drm nfo nanmespace
chbIEX T RV PR BIDiSdoRBlyReduese ONT schemas/ neno/ nsdl / 2003/ 0
9/ gigrm type DRM nfo attribytes Name Type Use Default

Fi xed Annotation id xsd: anyiRiseoptignal |

(UPnPPeer[liacnueryRequest

L
—{Enewsearch i

T

—{ searchdsta |

searchdata ||

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type  extension of nsdic:ServicePayload

children newsearch searchmethod searchtarget searchdata

: Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

element UPnPPeerDiscoveryRequest/newsearch
diagram

T newsearch |

=
i

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

lype xsd:boolean

element UPnPPeerDiscoveryRequest/searchmethod

diagram =
l'searchmethnd |

s o e vedotaront o« e |

namespace  htip://ww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type UPnPPeerSearchMethod
enumeration M-SEARCH

facets

element UPnPPeerDiscoveryRequest/searchtarget
diagram =

~searchtarget |

| I

Annotation

Annotation



description xsd:string optional conplexType

Personal ity diagram (Personality - - -; drminfo a.co
WO 20088 pESL PCT/US2004/018120

ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0

9/drm type extension of nsdlg,Base children drmnfo

used by conpl exType Octopus Personality attributes

Nane Type Use Default Fixed Annotation id xsd:anyUR

ahtlonaly aese Ee'mQJ:denﬂnit%éﬂ/écﬁénfa&/a@&ﬂ%@fzbo@%re/sv@/L-ﬁ(ﬂe nt

Personality/drmnfo diagramdrmnfo nanmespace

ht t p¥Y%/ MRHEAEFRE=R8%uni t y. com schemas/ neno/ nsdl / 2003/ 0

9/ dieemts t y fETERRA nﬁ%\{&gg\};@ butes Name Type Use Default

Fi xed Annetuatrtion pevicexed: anyURI opti onal descri ption

xsd: string optional WD 2005/017654 PCT/ US2004/ 018120

156 onpl exType LicenseAcqui sition diagram- -r
elﬁ@a?tél_cpgg’g G?rgbﬁ%ﬁY%{yReq'ﬁeﬁt?S@F%Ee%ta+ Li censeAcqui sition -
- ~J9PN ] Fodafehaata | @t tribute 4]+ 0-00

namespace http://iwww.nemo-community.com/schemas/nemo/nsd|/2003/09/core/svc/ext/01

type xsd:string

complexType UPnPPeerDiscoveryResponse
diagram

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type extension of psdlc:ServicePayload

" Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

simpleType UPnPPeerSearchMethod

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/01

type restriction of xsd:string
element UPnPPeerDiscoveryRequest/searchmethod

used by

facels enumeration M-SEARCH

simpleType UPnPPeerSearchTarget

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/core/svc/ext/01

type restriction of xsd:string
element UPnPPeerDiscoveryRequest/searchtarget

used by

enumeration ALL
enumeration ROOTDEVICE
enumeration DEVICETYPE

facets

Annotation



namespace
http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0

wOL@smiBsE type extension of nsdlc: Servi cel nf oPCT/US2004/018120

children interface attribute used by conpl exType

QOct opusLi censeAcgui si tion att{éyutes Nane Type Use
Default Fixed Annotation id Xsd:anyUR optiona
description xsd:string optional service-Profile

xsd: anyURl required service_categor xsd:anyUR
required Y service_type xsd:anyUR required

coopipt Topdl Oryptdleglafs e Tr ansl ati on di agram - -,
nsdgmSer ui cel nfo interfage-+-G- D LicenseTranslation
R N TP atiTCbutg+ U. co nanespace

i Byt comPgthemas/ neno/ nsdl / 2003/ 0

9/drn13v¢*“ﬁyﬁ
children interface attri butte—ts

QHQRUS AR SE TSRl RRerbbd b 65 e Type Use
Default Fixed Annotation id xsd:anyUR optiona

descPiptTBRESIEES 2 ng optional service profile
xsdhidey (9Rrvatedqui red servi ce_cat egor xsd: anyURl

r eq;%ﬁ 5yed elements  CryptoKeyinfoPair/privatekey CryotoKevinfoPair/publickey

: Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

element CryptoKeylnfo/encrypted
diagram =

encrypted

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

type xsd:boolean

complexType CryptoKeylnfoPair

diagram

(Cl'y]]tDHE}ﬂnfOPﬂil' = aay = P TSR A ’

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

type extension of nsdic:Base

children privatekey publickey

Annotation

elements DeviceAOctopusNode/contentprotectionkey DeviceAQctopusNode/secretprotectionkey

used by
atiributes Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element CryptoKeylnfoPair/privatekey
diagram

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

type  CryptoKeyinfo



y service-type xsd:anyUR required WO 2005/ 017654
PCT/ US2004/ 018120 157 conpl exType
wormsAL BN pTokenAcqui si tion di agram nsdi c: Ser uPCEURT004/018120
interface + Menbershi pTokenAcquisition - -"~- - |
-------- attri bute nanespace 4
http://ww. nenb-conmuni ty. corr}sscherms/ neno/ nsdl / 2003/ 0
9/drm svc type extension of nsdlc: Servicelnfo
ch%Aiigi[nene Lgrface attri butg attdri but es Nane Tone Use
aul t xed Annotation id xsd:anyU tional_ .
dedtrisspt ion xsd: st Egg;eargumpt i ok’f&;na. ser viFﬂéeféag rofil an<Gd Annotation
xsd: any UResciriequi r egpdstdngr vi ceortatlegor xsd: anyURI
required vy service_type xsd:anyURlI required

I . . . 5 T
e%@%ﬁﬁé&%ﬁ%ﬁ@ﬁ?@f@ﬂc?ﬁ{ Ie??aclea-lg-r g(renrsonal i zation -

e
e B chptokayiidd T i but e npnespace
http://ww. neno- domuni t y-cori.schenps/ neno/ nsdl / 2003/ 0
9/ drm svc

;"\\'c'm'f N
| publickey ]

! Gttt }
l “encrypted |

' 0.0

namespace hitp://www.nemo-community.com/schemas/nemo/nsd|l/2003/09/drm

type CryptoKeyinfo
children  encrypted

atiributes Name Type Usga Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType DRMInfo

diagram

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/drm

type extension of nsdlc:Base
elements  Personality/drminfo License/drminfo MembershipToken/drminfo

used by complexType OctopusDRMIinfo
attributes Name Type Usga Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType License

diagram (Licen o E]_(_..._:El. -E -_dr;1:|l-nf-ﬂ 1'1

namespace  htip://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm
type  extension of nsdlc:Base

children  drminfo
used by complexType OQctopusLicense

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element License/drminfo

diagram .

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm



type extension of nsdic: Servicelnfo children interface

attri bute used by conpl exType CctopusPersonalization
wa@eaosiobsses Name Type Use Default Fi xed Annot ap€DOS2004018120

xsd: anyURl optional description xsd:string optional

service-Profile xsd:anyURl regured service_categor

xsd:anyURl required vy servic ype xsd: anyURl

requi red WD 2005/ 017654 PCT/ US2004/ 018120 158

el enpnt frippusPersonal i zation di agram

Cet 0 usF’ehrl.ﬁ(pnal | zatj,on nterface + Defailt Eixed
O@f“??ﬁﬁfs Per sonal i zatdi@murl' - dptional- - - - - - - T attribute
0. CO nari‘é%fﬁ%e xsd:string . optional

ht t p: / / www. neno- communi ty. conf schemas/ neno/ nsdl / 2003/ 0

LB SY AGkORMS type Cctopus Personalization
C%?LQ ﬁgn %ﬁ?aelﬁsffgce attribute attributes Name Type Use
De

Ellmrsmnma%jﬂd' dtﬁd\ftany UR opt i onal

..........

xsd: anyURl r eqw red service cat egor xsd: anyURl
rn@ma?ee dhite: /Ww .nemo-community.com/schemas/nemo/nsdl/2003/09/drm

type extension of nsdic:Base

children  drminfo
complexType OctopusMembershipToken

used by
” Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

element MembershipToken/drminfo

diagram )
" [amino |

namespace  http:/Amww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

type DRMInfo

: Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

complexType Personality

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm
type extension of nsdic:Base

children  drminfo
used by complexType QOctopusPersonalit

; Name Type Use Default Fixed
t
attributes id xsd:anyURI optional
description xsd:string optional

element Personality/drminfo

diagram

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

type DRMInfo

attributes Name Type Use Default Fixed Annotation
id

xsd:anyURI optional
description xsd;string optional



servi ce_type xsd:anyUR
Devi ceACct opusNode di agr

waolewsoerst t opusNode ;.
nanespace

htt p: / / www. neno- conmuni ty. co

9/ drnmf svc/extl octopus t
chil dren contentprotecti
attri butes Name Type Use
xsd: anyUR optional desc

corogletTypeL izadeacylifition el e

requi red conpl exType
am cont ent prot eceti onkey +
_,. Secretprotecti oPEBYS2004/018120
qkﬁfhenas/nennlnsdl/2003/0
ype extensi on of QOctopusNode
onkev secr et protectionkey
Def ault Fi xed Annotati on

ription xsd:string optiona
ment

id

Dewmice@ACCt opusNode/ cont ent-pr et-eet -onrkey-di agr am

......... , | crtpato
cont ent

rotee conk
http://

privat ekey publi ckey
i d

~_

Fi xed Annotati on sd

Teyﬁ#ﬁwﬂ@hh

w_nenn- conmyi
tt

priv%tekey + 1
snanespace

= no/ nsdl / 2003/ 0
Je—Crvp | nfloPai r children
i but &Rk jl'yqe Use Defaul t

: anyURF-gpt®onal descri ption

xsd: string optional V@[2905/017654&@CT/w82004/018120

159 el ement Devi ceACct opusNode/ secr et prot ecti onkey
di‘”&@ﬂé’c&m hitp://iwww.gemo-cammunity.com/schemas/nemo/nsdl/2003/09/drm/svc

type extension of nsdlc:Servicelnfo
children interface atiribute
used by complexType QOctopuslicenseAcquisition
attributes Name Type Usge Default Fixed
xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
Y
service_type xsd:;anyURI required
complexType LicenseTranslation
diagram
LicenseT
namespace  http://mww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc
type  extension of nsdlc:Servicelnfo
children  interface attribute
used by complexType OctopuslicenseTranslation
: Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required

Annotation

Annotation



I Crypt aKeyinfoPair privatekey secretprotectionkey -
-F.. pubiickey + nanmespace

Wb aos/od768w. neno- conmuni ty. conf schemas/ neno/ nseCT/RRDI84/018120
9/ drm svc/ ext/ octopus type CrvptoKevl nfoPair children
pri vat ekey publickey attrlbung% Name Type Use Defaul t
Fi xed Annotation id xsd:any opti onal description
xsd: string optional conplexType CctopusDRM nf o
di agram oct opus DRN | nf o nanespace
htt p: / / www. neno- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0
cOnplexTlysey MemktrsbipT okEndcqdisifien ext ensi on of DRM nf o
at tisdbut es Name Type Use Def aut —Fi-xed-Arnetation id
xsd: anyURl opti onal descrlptgmﬂwﬁgdﬂwﬁ?lng opt i ona
conpl exType CctopusLicense d

7ct nnucl Lcense -"~

Li cense
http:// WeTIefs
9/drn¥svcfexffoctopus type -xtensrgnmgﬁngugen e
children drminfo attributes Name Type:ts f aul t
Fi xed Annotation id xsd:anyURl optlonal d%scri tion

xsd: string optional WO 2005/ 017654 PCT/USZOO'T018120

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc

type extension of nsdic:Servicelnfo

children interface attribute

attributes f\lame Type Use; Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required

complexType Personalization

diagram e ey
nzdic:Zerviceinfo

(Persunallzatmn

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc
type extension of nsdlc:Servicelnfo

children  interface attribute
used by complexType  QOctopusPersonalization

attributes Name Type Usga Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y

service_type xsdianyURI required



160 conpl exType Cct opusLi censeAcqui sition diagram -
-, rLicenseAcquisition interface +.

W@RspUBEs censeAcqui sition attribute +$ L----- PCT/US2004/018120
namespace
htt p: / / www. neno- conmuni ty. co hemas/ neno/ nsdl / 2003/ 0

9/ drnf svc/ ext/octopus type extension of

Li censeAcaui sition children interface attribute

attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
ekmeut QetoRrsPbisbralizetioranyURl required service_cat egor
xsdagyURI required Y serwce-type- xsd-aryUR
required conpl exType Octdpustserers@&aifui sifti onRequest

diagram ------ nsdi c: Ser Ji cePal pdQnteftded [
opuslLi ce cgu-siti-onRg - a’ny O . aa
namespacg2ctepus

htt p: / / waw. Nemo- communi ty. com stHaREskIETO/ psdl / 2003/ 0
9/ drm svc/ ext/ oct opus ty]pe ext erisi:afc}ﬁ-tz?;t-!y
nsdl c: Servi cePayl oad attrUQJt_gs“Naﬁejmemdse Def aul t

Fi xed Annotation id xsd:anyUR optional description
XERFeRater irﬁ;y/%fqmeﬁog]munitb@%qh@g@q/w@(nsd|/2003/09/drm/svc/ext/octopus

Cct opus Locoensedediial t i onResponse
children interface attribute
: Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required
complexType DeviceAOctopusNode
diagram p
contentprotectionkey
(I]euic eAOctopusHode E_“_:}_( R s ST
A VDI = - AP = § § A Sﬁcretprutentiﬂnkey
namespace  hitp://iwww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svclextioctopus
type extension of OctopusNode
children contentprotectionkey secretprotectionkey
attributes Name Type Use_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
nodetype xsd:anyURI
element DeviceAOctopusNode/contentprotectionkey
diagram
conteniprotectionkey ]
namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus
type CryptoKeyinfoPair
children  privatekey publickey
attributes Name Type Use Default Fixed Annotation

id xsd:anyURI optional
description xsd:string optional



diagram- - - - - - | nsdic: Serui cePayi oad

Cct opusLi censeAcquisitionRes... - --~-- - 4 any O .ca
WO 20088 pESL PCT/US2004/018120

ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0

9/ drm svc/ ext/ octopus type egégensi on of

nsdl c: Servi cePayl oad attri but Nanme Type Use Default

Fi xed Annotation id xsd:anyUR optional description

xsd: string optional WD 2005/017654 PCT/ US2004/ 018120

161 conpl exType Oct opusLi censeTransl ati on di agram

eleneeiBayideA0stoptis Nute/sentegrbi@ciionkey

OctigaursLi censeTr ansl at i eA -9- —01-att ri-but e~ nanespace

http://ww. nenp- conmuni !t@wn’s@fnﬁiefehenas/ nenof nsdl / 2003/ 0

9/ drm svc/ ext/ oct opus : Ly Gl

Li censeT a&sét,a&bgmn@pl Tt rl but e

Def aul t Frxed— tron—4 wrre fyp enyUR
optional id xsd descrl IPE_LQE_ )(j, str=ng _opf i onal

service-Profile xsd:anyUR required ‘service_categor
XEepsrarey -/ wiwe AT unitycomisqheriag/ @W’W'@W@W@W%mmpus

I equiypee CbrypBEpkoRA Ty pe Oct opusLi censeTr ansl at i onRequest
di @lggt &m privatekey publickey

attributes !\lame Type US(? Default Fixed Annoctation
d xsd:anyURI optional
description xsd:string optional

complexType OctopusDRMInfo
diagram

(Octupus[lRMInfn |

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus

type extension of DRMInfo

attributes Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType OctopusLicense
diagram

(OctupusLmense

namespace hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus
type extension of License
children drminfo
attributes Name Type Use Default Fixed Annotation

id xsd:anyURI optional
description xsd:string optional



I nsdl c: Serui cePayl oad

1(} ctopusLi censeTransl ationReqg... - -"- - an,

WO 20088 pESL PCT/US2004/018120
ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0
9/ drm svc/ ext/ octopus type ei%dansn on of
nsdl c: Servi cePavl oad attri butes Nane Type Use Def aul t
Fi xed Annotation id xsd:anyUR optional description
xsd: string optional conplexType
Oct opusLi censeTransl ati onResponse di agram |

Cﬁ@d?)g'ﬁysﬂﬁvﬁomﬂémaﬁcqmcupus Li censeTr ansl a#i onRes.

- diegtam - any O. nanmespace— — — — — —
htt p: // www. neno- comTunl ty, ib‘ﬁ?'@%"i‘r‘éﬁﬁ%ﬁ"nem/ nqdl / 2003/ 0

9/ drm svc/ ext / oct opus typ ext e (

nsdl c: Se

xsd: string optional WO 200 /017654 QGH,{JS@OO /018120
162 conpl exType Oct opusMember shi pTﬁkﬁﬂ“d‘r ‘agra

------- ,  Menber shi pToken [} et Qp_usl\/brPoershllpToken -
-"+- - drm nfo namesp

RETER2res IR e ﬁeﬁ”é‘iﬁ'm’ﬂith?°f“§?°“€’6’?ﬂe§“e’h9é'f%&°§’f’?ﬁ%ﬂﬁ§9ﬂ°9“2003/ 0
9/ dr mes \eattreixt df desheepeasisitidny pe  ext ensi on of

Megigs.s hivphekeuehi | dren drmnfo attributes Nanme Type

aﬁnb% l{’llau%e Fl Xea MQOt at i onUsel d xsd: %Wl opt |F9<£ha| Annotation
descriptidn xsd: st ksdaguRIpt i Ospédnal
descnptlon xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
Y
service_type xsd:anyURI required

complexType OctopusLicenseAcquisitionRequest
diagram T e e e
I nediciervicePayioad l

LctupusLlcensencqmsmunReq E]—i—(—-*-—)ﬂ- - ;ﬂ:!; o ]

L e A NV UVO PRIV U S

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/drm/svc/ext/octopus

type  extension of nsdic:ServicePayload

attributes Name Type Usg Default Fixed Annotation
id xsd:anyURI} optional
description xsd:string optional

complexType OctopusLicenseAcquisitionResponse
diagram T e e e s
l nsdle:ServiceMavioad ]
(OctupusLlcensencqmsmonnes é—{-{:—--—:E]— .;xr-i;"--\".; {

’Ji

T T e I pE X E]"J“;g |

e s e it e, . oo

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus

type extension of nsdic:ServicePayload

altributes _Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional



conpl exType Cct opusNode di agram ( Cct opusHode
nanespace

Wb aos/od768w. neno- conmuni ty. conf schemas/ neno/ nseCT/RRDI84/018120
9/ drm svc/ ext/octopus type extension of nsdlc:Base
used by el enent Cctopus Persorlwﬁ\ i zation
Response/ personal i tvnode conplexType
Devi ceACct opusNode attributes Name Type Use Defaul t
Fi xed Annotation id xsd:anyURl optional description
xsd: string optional nodetype xsd:anyUR  conpl exType
ceRPIBpYRPOEtopHalicense Triangation - - - - - - - ~ | Personality |
CctiggrsPer sonal ity - --~- 4 =+ -df m-rf-o—+ -Raraspace
htt p: // www. neno- conmmruni ty. %bﬁ?@éﬁ@m&g‘ﬁhem/ ngdl / 2003/ 0

9/ dr m svc/ ext type exte @ierife BErsonal ity
children Nare Def aul t

Fi xed Ann my Ip(j_p_nza_i'"wdesdri ption
xsd: string opt % 54 a@i‘?u{JS@OO /018120
163 conpl exType Oct opusPersonal i zat#o U*g:ragr am
Personalization interfacel+ |_CO"I'IlIl"™" i

rsonalizatiogn - -".-  ------------
%:n‘%eg a(l;éS F:‘ p:/fwww.nemo-community.com/schemas/némo/nsdl/2003/09/drm/sve/extoctopus

type  extension of LicenseTranslation

children interface attribute

attributes _Name Type Usg: Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required

complexType OctopusLicenseTranslationRequest
diagram

namespace http://www.nemo-community.com/schemas/nemo/nsdI/2003/09/drm/svc/ext/octopus

type  extension of nsdlc:ServicePayload

attributes f\lame Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType OctopusLicenseTranslationResponse
diagram e

i b i et e s e

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus
type  extension of nsdlc:ServicePayload
attributes ir:ljame Type Use Defauit Fixed Annotation

xsd:anyURI optional
description xsd:string optional




+]+ attribute ----- G -1 nanespace

http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
wWOL@smIBIL/ ext / oct opus type extension of PCT/US2004/018120

Personal i zation children interface attribute used by

el ement COctopusPersonali zati o 2attri but es Nanme Type

Use Default Fixed Annotation qd xsd: anyURl opti onal

description xsd:string optional service-Profile

xsd: anyURl required service_categor xsd:anyUR

required vy service-type xsd:anyUR required

caopipi Tepel Qaop G ayhesdtdpToda@l | zat | onRequest  di agram

nsebgamSer sri cePayt oad - Ocﬁepuspe%senaLi-za%whonRequest

-~"- - any -~-- - iden#i #y| Hembaredaee
http: // wis s 0epRAaiieno/ nsdl / 2003/ 0
9/ dr m svetextFoctopus—tyPe —ext ensi-on=of ]

nsdi c: Ser vi cePavI oad Chl I dren identify attrilbutes Nane

Type Use Default Fixed Annotation 1d xsd anyUR
OpteEretral it rematinaHnitkeE/sd el rrgo/Rdi2PA3AUdrm/svelpxiarieny

Cct opﬁs%érs.a{h’ﬂmnzaa{smgmaequest /identity diagram- - -

Q9Certificateldentit rinfo identity - -"-

T hildren

- -trXutggC QL data r IT Qamaspac efault 5%1 Annotation

ht3" 5495/ Widw, nemo- cordTEURIY . Cosiaahemas/ heho/ nsdl / 5803/ 0

9/ dr m svégseleton oct opsdiating optional

complexType OctopusNode
diagram

OctopusHode |

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/drm/svc/ext/octopus

type  extension of nsdic:Base
used by element QctopusPersonalizationResponse/personalitynode
complexType DeviceAQctopusNode |
attributes _Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
nodetype xsd:anyURI
complexType OctopusPersonality
diagram T e e e
Qilitrtu:npuslﬂ'nf:rsunalrtjpr | -E-;i};l:ui-r;f; ?: ]
T ) SR o )
0. I -
namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus
type extension of Personality
children  drminfo
attributes Name Type Use Default Fixed Annotation

id xsd:anyURI optional
description xsd:string optional



type X509Certificateldentitvlnfo children x509certdata
attri butes Narne Type Use Default Fixed Annotation id

wos@sanmstRl  opti onal WO 2005/ 017654 PCT/ US2004PC1/83204/018120

164 description xsd:string optional conplexType
CbtopusPersonaIizationResponsEEQiagram ---------

nsdl e: Ser ui cePayl oad CQet opusPersonal i zati onRespon. ..
I - |1 A personal i tynode --
----------- u. ~ namespace

htt p: / / www. neno- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0
c&hplexTlyse Ot toptsRecsomplicmtion ype ext ensi on of
nsdigeinSer vi cePavi oad chi |-d+-en—per senat H-yrode

attri butes Nanme Type Use, DBefaatliettioni xed Annptation id
xsd: anyURl opti onal desctiptio Kaffede! [jNY | OPt i ona

el enent pusPe nall zationRespersetper sonal i t ynode
di agr am 1 ATRSpace
"""""""" niscﬁﬁﬁﬁazﬁﬁnn nsdl / 2003/ 0
9/drnml svc/ ext/octopus type COctopushNade’attri butes
Name Type Use Defaul t Figgguéggggggi8@1_Lg|xsd:anyUQ
optional description xsd:string optiona

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus

type  extension of Personalization

children interface attribute
used by element QctopusPersonalization

" Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_categor  xsd:anyURI required
y
service_type xsd:anyURI required

complexType OctopusPersonalizationRequest
diagram

(Or.'topusPersunalizationRaquest |

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus

type  extension of nsdic:ServicePayload

children  identity

. Name Type Use Default Fixed
atiribut . yp &
o8 id xsd:anyURI optional
description xsd:string optional

element OctopusPersonalizationRequest/identity
diagram e e e e e

[ identity Ell}l-{ ~=e— " x508certdata k l

namespace http://www.nemo-community.com/schemas/nemo/nsdI/2003/091dn'n/svc/ext/octopus

type  X509Certificateldentityinfo

children  x509certdata

" Name T Use Default i
Hribut ! ype u Fixed
attributes id xsd:anyURI optional

Annotation

Annotation

Annotation



nodet ype xsd: anyUR WD 2005/017654 PCT/ US2004/ 018120
165 Profile Schemas Core Profile schema | ocation:

w@200881 188400\ schenma\ nenp- schema- core-01. xsd PCT/US2004/018120

t ar get Nanespace:
ht t p: / / www. neno- communi ty. coni hemas/ neno/ nsdl / 2003/ 0
9/core Elenents Conplex type i npl e types Base Base
MessageUsage Evidence InterfaceBi nding Node

Nodel dentdedeiplionf 0 Raktilgy Ser sptidw@At tri but e
ServiceAttributeVal ue Serviceinfo ServiceMessage

Ser vi cePaxl oad Status TargetCriteria Core Profile
cpRpieyPRRcoRNRREsanglizefipfrpsponse

C. V& ™eno\ schena\ neno- schema-léﬁ&?_- EX NS on- UI.“x‘s”d’“‘

t ar get Narrespace: nsdlizfervice O

ht t p: / | wWiRstonesPersemiiantimRespom.o it sefrerid A aeno/ hsdl / 2003/ 0
l\f odel dent¥HUf |
nfoTargetCriteria ReferenceN ¢deldentityl nfo
SAM_Asserti onEvi dence SAMLASseér t+ i

namespace  http://www.nemo-community.com/schemas/nemo/nsd|/2003/09/drm/svclext/octopus

type extension of nsdlc:ServicePayload

children personalitynode

o Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optional

element OctoiousPersonaIizationResponselpersonalitynode
diagram

personaliynode |

namespace http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svclext/octopus

type OctopusNode

; o Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional

nodetype xsd:anyURI

Annotation

Annotation



Si npl el didentitvlnfo SinpleNanedNode

Si npl ePropertyTypeTargetCriteria Sinple Serial Nunber
woladslodeisei t vi nfo  Sim pl eServi ceTypeTar get Cr i PET/iUS2004/018120

StringServiceAttributeVal ue

WebSer vi cel nt er f aceBi ndi ng

WebSer vi cel nt er f aceBi ndi ngLi t 803

WebSer vi cel nt er f aceBi ndi npWSDL

W5Pol i cyAsserti onEvi dence WSPol i cvAssertionPolicy

X509Certificatel dentitvlnfo WO 2005/ 017654
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| ocati on: il
C. \ ws\ nenp\ schema\ neno- SMM ce-01. xsd

t ar get Nanespace:

http://ww. neno- communi ty. com schemas/ neno/ nsdl / 2003/ 0
9/ cor QayedProfitepl ex types Authorization Notification
Peer Di scovery Service Discovery Core Service Profile
BExtrensiecaian: sc hgmmm«gmmmmorschema-core-m xsd

C:ARERTREMER s c B hERE  XWN B Eop/es enas/pampinediR0BPIENR | on- 0
1. xsd target Nanespace:

hicfeRertsy! VWb 8 B CONMMUNIg V. £Q0T schemas/ neno/ nsdl / 2003/ 0
O/easr e/ s\Eageext / 01 Conplegsxaeliyspes Sinpl e types

Attribut &48285%d Servi ce Di scovery UPnPPeer Sear chMet hod
At tri but dB8EEadN | ceDi scover vReguest

UPnPPeer $8% chTar get
At tri but eBased 3t i ceDi scover vResponse
olicy

ServiceAttribute
ServiceAttributeValue
Servicelnfo
ServiceMessage
ServicePavload
Status

TargetCriteria

Core Profile Extension

schema location: Ci\ws\nemolschema\nemo-schema-core-extension-01.xsd
targetNamespace: http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01
Complex types

NodeldentitylinfoTargetCriteria

ReferenceNodeldentitylnfo
SAMLAssertionEvidence
SAMLAssertionPolicy
Simpleldidentitylnfo
SimpleNamedNode

SimplePropertyTypeTargetCriteria
SimpleSerialNumberNodeldentitylnfo

SimpleServiceTypeTargetCriteria
StringServiceAttributeValue
WebServicelnterfaceBinding
WebServicelnterfaceBindingLiteral

WebServicelnterfaceBindingWSDL
WSPolicyAssertionEvidence
WSPolicyAssertionPolicy
X509Certificateldentitylnfo




Servi cei nterfaceAuthorization Servi cei
nt erf aceAut hori zati on Reg nest Servi

woeosterdsaceAut hori zati on Response UDDI BasedPS8EUS2ma/018120

Di scoverv UDDI BasedSer vi ceDi scover yReguest

UDDI BasedSer vi ceDi scover vRequgé UDDI KevedRef er ence
UPnPPeer Di scoverv UPnPPeer Di'scover yRequest

UPnPPeer Di scover yResponse DRM Profil e schema | ocati on:
C. \ws\ nenp\ schema\ nenp- schema-dr m 01. xsd

hip o) Beepace: m sch / / nsdl / 2003/ 0
http:/ neno n| ty. conf schenmas/ neno/ ns

9/ dfmé%?'g'c?&o el vpt oKeyi nfo Crypt oKeyl nf oPai r
DRM nflo Li cense 2005/ 017654 PCT/ U82004/ 018120 167
METRT RIbET Ok il B BRI Beve
schema | ocati on:
C:. \ws\ nenp\ schenma\ nenp- schenma- dr m ext ensi on- OlL. xsd

t ajogeitNasyespace:
htﬁ—g}f’—ﬁ%%w nemo- conmmuni ty. con’ schemas/ neno/ nsdl / 2003/ 0

o/rdernexdy 01 DRM Service Profile schema | ocati on:

C: Sepiseiseova schenma\ neno- schema- dr m ser vi ce- 01. xsd

t ar get Nanespace:

ht t p: / / wwww. neno- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0
9/drnmfsvc Conpl ex types

Core Service Profile Extension

schema location: C:\ws\nemolschemalnemo-schema-core-service-extension-01.xsd
targetNamespace: http://fwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svciext/01

Complex types Simple types
AttributeBasedServiceDiscovery UPnPPeerSearchMethod
AttributeBasedServiceDiscoveryRequest UPnPPeerSearchTarget
AttributeBasedServiceDiscoveryResponse

ServicelnterfaceAuthorization
ServicelnterfaceAuthorizationRequest
ServicelnterfaceAuthorizationResponse
UDDIBasedServiceDiscovery
UDDIBasedServiceDiscoveryRequest
UDDIBasedServiceDiscoveryResponse
UDDIKeyedReference
UPnPPeerDiscovery
UPnPPeerDiscoveryRequest
UPnPPeerDiscoveryResponse

DRM Profile

schema location: C:\ws\nemo\schema\nemo-schema-drm-01.xsd
targetNamespace: http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

Complex types

CryptoKevyinfo

CryptoKeylnfoPair
DRMinfo

License



Li censeAcqui sition LicenseTransl ation

Menber shi pTokenAcgui sition Personalization Octopus DRM
wenaedsioiesschema | ocati on: PCT/US2004/018120

C. \ ws\ neno\ schema\ neno- schema- dr m ser vi ce- ext ensi on- oc

topus xsd target Nanespace: 67

http://ww. nenb-conmuni ty. con} schemas/ neno/ nsdl / 2003/ 0

9/ drm svc/ exvoct opus El enents Conpl ex types Cctopus

Pereemnmlbickeai i on Devi ceACct opusNode Oct opusDRM nf o
ofespalty i cense COctopus Li censeAcquisition

Cct opusLi censeAcgui si ti onReguest

Cct opusLi censeAcgui si ti onResponse Cct opus

Li censeTransl ati on COctopusLi censeTransl ati onReguest
Cct opusLi censeTransl ati onResponse Ccto p us Me m
bers WPRMProfide ExtemziopusNode Octopus Personality
Cct opus Personalization Cctopus

Petsari@btioz at | gns

Raanoesiema\eiib-©dbehsa-drm-extension-01.xsd
PESHNAFIPFat | BREEEHBRSE RN Y GeEFhempgmmo/nsdli2003/09/drmlext/01
PCT/ US2004/ 018120 168 [0515] Al though the foregoing
has been described in sonme detail for purposes of
clarity, it wll be apparent that certain changes and
nodi fications may be practiced wthin the scope of
t he arEJfBended clainms. It should be noted that there are
M Sary

nmany faa/Rraffl¢s of inplenenting both the
processes and apparatuses of the present
schema location: C:\ws\nemo\schemal\nemo-schema-drm-service-01.xsd
targetNamespace: http://www.nemo-community.com/schemas/nemo/nsdi/2003/09/drm/svc
Complex types

LicenseAcquisition
LicenseTranslation
MembershipTokenAcquisition
Personalization

Octopus DRM Profile
schema location: C:\ws\nemo\schema\nemo-schema-drm-service-extension-octopus.xsd
targetNamespace: http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus
Elements Complex types

OctopusPersonalization DeviceAOctopusNode
OctopusDRMInfo

OctopusLicense
OctopuslicenseAcquisition
OctopusLicenseAcquisitionRequest
OctopusLicenseAcquisitionResponse
OctopuslicenseTranslation
OctopuslLicenseTranslationRequest
OctopuslicenseTranslationResponse
OctopusMembershipToken
OctopusNode

OctopusPersonality

OctopusPersonalization
OctopusPersonalizationRequest

OctopusPersonalizationResponse




i nventions. Accordingly, the present enbodinents are

to be considered as illustrative and not restrictive,
wandsinssinventi ve body of work is not to be | pariuseoos018120

the details given herein, but maybe nodified wthin

the scope and equival ents OLKJ e appended cl ai ns.

[0516] WHAT IS CLAIMED I S: 05/ 017654

PCT/ US2004/ 018120 169 CLAIMS 1. A systemfor

or ChfsSt[éﬁtSﬂ mth%ﬁ fh%% 5lﬁg'hgselgeeg \Qﬁfﬂ(so)%gfﬁ e?aly\fotrpurposes

suf ficient |nter pera to ena ange o

V%k 3{? 1t%%%eta§§£r%ﬁtctl Q[ ef’tgln chgn dels §11t1 Hffec]atlons may be practiced

app i ons em-comnp

S B A e N RO R

en bles net wor K ers.to cess Vi a

dPLEBYLYRBRE At Eﬁﬁg@n‘ﬂ%g ‘P‘?tlg dhe lgr@?%fﬁ%semgﬁpgarréwwfﬁ?epresent

first A service provjder; b. a first service consumner
haeRtons- qucgrtd%géY:\rh%@reae@é sgbodiBleRts artigrbe copsidered gs fllystrative

first service interface exposed by the first service .

p B pefaestrighivs adbihe inveativg betdy dfiwark agnaielbe hpdre to thp details

first service by using that binding; and c. a first

wgtvieh lheweic bt mep be tivdifiedrwittes thesscepe attdesquivefests of the appended
necessary to enable the first service provider to
pelfms.mthe first service for the first service

consuner. 2. The systemof claim1l wherein the first

servi C0JIGOWHAT ISiCLABIERASess to encrypted nedi a

content |ocated on a renote |Internet-based server, and

the first workflow collator includes a first contro
programthat verifies whether the first service

consuner is authorized to access the content and, if

so, locates the content and provides it to the first

service consunmer via the first service adaptation

| ayer. 3. The system of claim1l wherein the first

service interface is specified in



WSDL. WD 2005/ 017654 PCT/ US2004/ 018120 170 4. A

system for orchestrating services provided by network
woeerspl7déshe system conprising: a. a first serPCTAIS2004/018120

provi der having a first service adaptation |ayer that

exposes a first service inter{gfe whi ch enabl es

network peers to access, via first discoverable

binding, a first service offered by the first service

provider; b. a first service consuner having a first

service access point that accesses the first service

i nterface exposed by the fi vice provider,

di scovers the first bindinéﬂ;ééiiSVOKes the first

service by using that binding; c. a first workflow

collator that orchestrates the steps necessary to

enable t ha systemtlosarchystating ssvyidesrprovidpdby netwotkpeets wih

service f Q{fﬁéigﬁ intfe{r&'pgfabﬁﬁg\ld &habfedfie g}(@%ﬂ ea(ﬁclf.aﬂie tﬁrough

second service provrder Vi hg a sécon ervi ce

adapt at i oparticipation ih hiztriexgbaedicatiaecthea dyssen vomprising:

i nterface which enables network peers to access, via

a second di er e bj.ndi a second service

o fored by cni aeRRcPrufc B GRERMCTRIPEBp fayer mat

service prexpaeng fiest e@sie imtedackerhicle enabbg ingtwork pasts f@access,

a directory entrp ith infarmatiop for |ocati nd
accessi ng t & # T%E&fs%cé’re(ﬂlbg%t,’m%ﬁ&r 1§t $RECe P&%ﬁeg g’e‘é%ﬁ first
access poi Nete®ssBdert he directory entry and uses
the information to | ocate and i nvoke the first

service. 5. The system of claim4 wherein the service
registry s 2dUeiseIviGesgneypsy havigg afirghservica acspssmogit Hapt
WO 2005/ 0175 ThdS530QNi0d Bl Bice IddosBd bitHel st service

service provider having a first service adaptation
| ayer that provider, discovers the first binding and invokes the first service by

using that binding; and

c. afirst workflow collator that orchestrates the steps necessary to enable
the first service provider to perform the first service for the first service

consumer.

2. The system of claim 1 wherein the first service provides limited access to
encrypted media content located on a remote Internet-based server, and the
first workflow collator includes a first control program that verifies
whether the first service consumer is authorized to access the content and,
if so, locates the content and provides it to the first service consumer via

the first service adaptation layer.

3. The system of claim 1 wherein the first service interface is specified in
WSDL.



exposes a first service interface which enabl es

network peers to access, via a first discoverable
woiomingss4a first service offered by the firsPCTRISY08018120

provider; b. a first service consunmer having a first

service access point that acgesses the first service

i nterface exposed by the first''service provider,

di scovers the first binding and i nvokes the first

service by using that binding; c. a first workflow

collator that orchestrates the steps necessary to

enable the first service provider to performthe first

servd.ce fAmsystere forf grekdstrgngserdcesqnevided by tetwark paesy, the system

nanageweq%ﬂﬁﬂédticate for certifying the first

service forPacdess only by authorized service

consuners; and e. a control program for providing

i mted accaessa fist sdreicé proyides baving e firsi semgpetadeptatiorsiayer that

managemnent certificaég mherejF {he &i%stlsccg%s ointt

uses the trust “REEGHEHET 0t PIFIEAYEIR SRaRIGT FARPE RYEs t0

first service gogsuiee firardigotdable badigs aghs sbeiddfered by

first service, 7. The system of claim®6 wherein the

trust nanagenéﬁ?ﬁS%FFWFFé%Q%dWé an X. 509 certificate.

8. The systemof claim®6 wherein the trust managenent

certificatebi sy ARt Price 6&istinkt Batig 2 Mt 230t Qdoe8SHoint that

PCT/ US2004/ 018120 172 9. A nmethod for orchestrating .

servi ces pr ovi2&epseythp dirshepicsdutefacs qxposed byrthe fieshpervice

i nteroperabili - gﬂﬁﬂg -

t hr ough parti%?%gg%gﬁa?hﬁ%%gﬁ?ﬁghte %%%PY%?%?%H??Smwweby

t he met hod comgsingthaighinding;exposi ng, froma first

service adaptation |layer of a first service provider,

a first servicesi |

fo | nocess, i ik PECe ks S aRR AT Re: AR

servi ce of f er ezhablg thBrst service provider to perform the first service for the

first service consumer; and

d. asecond service provider having a second service adaptation layer
that exposes a second service interface which enables network
peers to access, via a second discoverable binding, a second service
offered by the second service provider, the second service
providing access to a service registry having a directory entry with

information for locating and accessing the first service,

wherein the first service access point accesses the directory entry and

uses the information to locate and invoke the first service.
5. The system of claim 4 wherein the service registry is a UDDI registry.

6. A system comprising:



first service provider; b. accessing, froma first

servi ce access point of a service consuner, the first
weeoosioassint er f ace exposed by the first servi CBCT/US2004/018120

provi der, discovering the first binding and invoking

the first service by using thgy binding; and c.

orchestrating, using a first workflow collator, the

steps necessary to enable the first service provider

to perform thes filst Sfrviseprovizer honing !ﬂﬁrsft bérdice adgitamticiElayer that

consuner. 10. The nethod of clahgj ﬁﬂgrel the first

servi ce provi ddBosesRiffrefFerydeeduieripee w gshwerkepeers to

content | ocat efdc&s, da b FHREBCHMRIE sfndﬁﬁgss%ﬁ%w%ofﬁm by

the first workflow collator includes a first control

program t hat vibe fifst sgvigReidvédert he first service

consuner is authorized to access the content and, if

so, | ocatespt hescPRt-GRE ccﬁﬁﬁ’m@f &Vﬁl‘%ea'sﬁfsE s cé Q&;e£§ o%o‘iﬁt that

service consumer via the first rvice a

| ayer. 11. Thercpgss¢solie st wmicmmenfﬁmap%edlbe tlfm ﬁst service

service interf

for orchestraﬁ§8§d§29§a§%§th?ﬂﬁkBngﬁggggﬁﬁéﬁbgﬂﬂghgﬁngeby

2005/ 017654 PGEINgSR&MdALE120 173 a. exposing, froma

first service adaptation Iayer of a first service

provi der, a, first, serwice er,f ace, whi

network peef’s tSrSt vggré(\ﬁ Co\}fltgr gua?ﬂpg?str&f é%?/sg?pcfkﬂegessary to

bi ndi ng, a fi r@hbls ema/ﬁxeaeo\ﬁéepredldlayto peferhithiefirss &rvice for the

provi der; ﬁﬁpe33|ng, froma first service access

poi nt of a s erPFCEVIGHOBRERS: the first service
i nterface exposed by the first service provider,

di scoveri ngdt herist iehagenieet Sgtifeie fon veraifiag terirkt destice for
service by using that bindin c. orchestrating,

9.
using a first WRPPB\]OY@@FI}OE{Z@}}Ser‘(lﬁ@c@tséﬁl@fsné@%ssary
to enable the first service provider to performthe

first servige af&)htrbhﬁogram for providing limited access to the first service

using the trust management certificate,

wherein the first access point uses the trust management certificate to

validate the first service consumer for authorized access to the first

service.
7. The system of claim 6 wherein the trust management certificate is an
X.5009 certificate.
8. The system of claim 6 wherein the trust management certificate is an SSL

certificate.



first service consuner; and d. exposing, froma second
adaptation | ayer of a second service provider, a
weeend7aser vi ce i nterface which enabl es net wor RCpES2®4/018120
to access, via a second discoverable binding, a
second service offered by t second service
provi der, the second service FBV|d|ng access to a
service registry having a directory entry wth
i nfog mat i Qo dmid fol chﬁgétﬁﬁng Q&Vﬁ:%@t%%id@@ by lﬁ@t\?\fdrﬁ plers with
service, wherein the tirst service accesS point
accesses 3uifiécietitrintetopespbidity toyenahls tth@@bamg‘?le ivalusrthmatiglon
to | ocate [ hod
of clalh ;iag&aﬁét{b‘ﬁ% Q %ﬁb%téd e\[};ihcgt{%nX tﬁ?eme&l%d CEH%B%%
registry. 14. A nethod conprising: a. exposing, from
a first serekpwsimgl &pmaet fishsdraye adaptatianﬂaiyes bf &ﬁrsv Bareice

provider, a_ fir rV|ce in

network peeP® (?)er 4 r@‘ie%eng?/ nger C? ?’é%ﬁne a 8%9% ggf%eers to
bi ndi ng, a hedesd, vies fitscdisefvkebiobibding Nefirst dei-wite SHEr¢t ¢ the
provi der; V$)20051017654 PCT/ US2004/ 018120 174 b.

accessi ng, PFrOSTYIPIPFMMdLer vi ce access point of a
service consuner, the first service interface exposed

by the fiw. Shc@@sﬁﬂg, ¢onPh ﬂ‘xfdt defice deceOPSint ¥h sekAle Ednstner, the
bi ndi ng and |nvok|ng the first service by using.that

bi ndi ng; c. {5 SNSE AneIiRgg, exagseﬁ@yahﬁ fipsk serviee lalfqveﬁﬁr discovering
col lator, the mEeRRdiAL Qﬁéﬁﬁf)ymé e GRARIRC Wuglhé ﬁfat Rlndmg,
service prOV|der to performthe first servitce e
first servie® consumer; d. certifying the flrst

service, using a trust nanagenent certificate, for

access onl y Ryt Q,rds BRI WbAG1GR E}‘?lle{ rtﬁe s Kessary to
executing a contro ramto provi access

to the firstnabdethg |ﬁ¢s Salswqe;garohéerttp psxtfonmaﬁag'afstesntvme for the first
certificate &ﬁﬂg%eup %he first access point uses the

t rust nanage C&H i cate to validate the first
service consuner for authorized access to the first

servi ce.

10.  The method of claim 9 wherein the first service provides limited access to
encrypted media content located on a remote Internet-based server, and the
first workflow collator includes a first control program that verifies
whether the first service consumer is authorized to access the content and,

if so, locates the content and provides it to the first service consumer via

the first service adaptation layer.

11.  The method of claim 9 wherein the first service interface is specified in
WSDL.

12, A method for orchestrating services, the method comprising:



15. The nmethod of claim 14 wherein the trust

managenent certificate is an X 509 certificate. 16.
wohesmetdsed of claim 14 wherein the trust nmanagem@is004/018120

certificate is an SSL certificate. 17. A nethod for

orchestrating services, the fod conprising: a

accessing, froma first service access point of a

service consunmer, a first service interface exposed

by a first ser é’)&ﬁb‘é‘m@ﬁ?éfﬂi‘i@fmt h8cd ddaplatios By¥ 68 ﬁrst service
interface being operable to enable network peers t

access, via apfovidst, adirsicemaseabiesfaps whichgnalies mettwork peers to

Soob) o on el K, Bl PBEM o SRS R ey

first di scover tblfestiserviieygovidergy c. i nvoking the first
servi ce by using that bi ndi ng, wherein the steps

necessary tq perf rvice are

orchestrated %C;?F%’{Ea P HS?S?IY(? b AREERII g O 2 servdce cpfjgumer,
met hod of cl ai ﬂﬂeﬁst\&hle'ﬁcellﬁtetfh& dxiposdd lgethvﬁm séhvﬂs‘élpﬁﬁ&der
limted access.to enc di a content at ed .on

a renote Inter %Tovﬁﬂg%ﬁy?gfﬁjé‘?r@ inyeking fd} 15t service by using
wor kf | ow col | afngf bih@ligbudes a first control program

that verifies whether the first service consuner is

aut hori zed to access .t he content and, if so, |ocates
the content Can%FCB?Sg\?P%élsmg afgstwrkflpw sollater. jhggeps necessary to

consumer Vi a agpabidthé il 58 pAAARE 38 hQRorhPNE First 3vicR for the
nmet hod conprising: a. exp03|ng, froma first service

adaptation | ayBist grvige ponsymes@ndi ce provider, a first
service interface which enabl es network peers to

access, viaga %lpro%'hg,n \é@&ﬁ‘ﬁlaﬂ é}h@&ﬂﬂ er f fs'eE service

service offere |rst service p oV
receiving ar epmﬁsibr fa@ﬁwnkieselfvucresntesfewa/whmhfenaiﬂemdtwmﬂrtpeers to

r consu and

service acc essac%gésn{qa a secondfdlsrc%%era e\{)ln ing, a secon 'service Offered
by the second service provider, the second service providing access
to a service registry having a directory entry with information for

locating and accessing the first service,

wherein the first service access point accesses the directory entry and

uses the information to locate and invoke the first service.
13. The method of claim 12 wherein the service registry is a UDDI registry.

14. A method comprising:

a. exposing, from a first service adaptation layer of a first service
provider, a first service interface which enables network peers to
access, via a first discoverable binding, a first service offered by the

first service provider;



c. orchestrating, using a first workflow collator, the

steps necessary to enable the first service provider
woaopafaemthe first service for the first SeCvYiuse004/018120

consuner. 20. A nethod conprising: WO 2005/017654

PCT/ US2004/ 018120 176 a. expgsjing, froma first

servi ce adaptation layer of a Tirst service provider,

a first service interface which enabl es network peers

to accesg, Vi gsng%if n‘? b ﬁ?§t SEOVERRE g&%?%fv?%a@e %(&Il{sﬁﬁwr, the

service off &r& st servic
recei vi ng afirggoaest 1ﬂterfa¢ertecpbse|d31y teefiwst smvice pmvédairj distovering

servi ce access i.n of .a fj rst service c nsu
certifying ?ff?eﬁ’gﬁlg{hng 8’?(\1/fn<¥8 ing g furstseryiee H%}H% inding;
certificate, for access only by authorized service

consuner s¢. drehexeting) wihga fisntvotdflopr adiaton the sqepsm‘oéaary to
limted acces s rvice us

t I st
nagenear . BT fhe s seigHpradg i edo P T oL oLifhog the firs

first workflkgwice@bhdtin®;, the steps necessary to
enabl e the first service provider to performthe first
service fé)r the first, service consuner.

certifying the first service, using a trust management certificate, for

access only by authorized service consumers; and

e. executing a control program to provide limited access to the first

service using the trust management certificate,

wherein the first access point uses the trust management certificate to

validate the first service consumer for authorized access to the first service.

15.  The method of claim 14 wherein the trust management certificate is an

X.509 certificate.

16.  The method of claim 14 wherein the trust management certificate is an
SSL certificate.

17. A method for orchestrating services, the method comprising:

a. accessing, from a first service access point of a service consumer, a
first service interface exposed by a first service provider, the first
service interface being operable to enable network peers to access, via
a first discoverable binding, a first service offered by the first service

provider;
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b. discovering the first discoverable binding; and
c. invoking the first service by using that binding,

wherein the steps necessary to perform the first service are orchestrated

using a first workflow collator.

18.  The method of claim 17 wherein the first service provides limited access to
encrypted media content located on a remote Internet-based server, and the
first workflow collator includes a first control program that verifies
whether the first service consumer is authorized to access the content and,
if so, locates the content and provides it to the first service consumer via a

first service adaptation layer.

19. A method comprising:

a. exposing, from a first service adaptation layer of a first service
provider, a first service interface which enables network peers to
access, via a first discoverable binding, a first service offered by the

first service provider;

b. receiving a request for the first service from a first service access point

of a first service consumer; and

c. orchestrating, using a first workflow collator, the steps necessary to
enable the first service provider to perform the first service for the first

service consumer.

20. A method comprising:
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exposing, from a first service adaptation layer of a first service
provider, a first service interface which enables network peers to
access, via a first discoverable binding, a first service offered by the

first service provider;

receiving a request for the first service from a first service access point

of a first service consumer;

certifying the first service, using a trust management certificate, for

access only by authorized service consumers;

executing a control program to provide limited access to the first

service using the trust management certificate; and

orchestrating, using a first workflow collator, the steps necessary to
enable the first service provider to perform the first service for the first

service consumer.,



