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,E‘XTENSI Bl LE EVENT STRUCTURE Field OF The Invention The present invention

relates to E l.d of event managenent systens, in partpgy )Uggmr,&oa 5 user
extensible e e%)"’b&éructure of an event nanagenent system ga ground -

~ I nfor [T’B.tl 0[1 | nf or lITB.tI OR tﬁfhngﬂd@?ﬁoﬁ)lﬂﬂn RepARNPUY #ORF L Om nmai nf rame-onl y
conputing to conpl ex ig str spanni ng acr oss
deskt ops and departnents thr WW&%?@%g{%ﬁéibﬁgﬁt ed conputing

envi ronment s Bfewd)d’EhebIanei‘niohs including the flexibility 10 to sel ect any
nunber of pl al%or nms, dommj ns, tools d. net wor k conf |)gur atj ons. l
distributed e ?P@Fﬁ%’r‘i’f’%‘moﬁ(ﬁ%‘\f}%‘r" thq@?ﬁgvg&mu@ggmqﬂm omis, inPARICR aﬁ‘&)ﬁ exi st

a | ack ofys&QRRAbIBEVIn ¥rdife biUnegtfiaafbehRrhMeaBmS of t war e tools and
pl atforns. For exanple, conventional point products (e.g., the Platinum

DBVi si on _pr oduct nuf actured by Pl atinum technol ogy, inc. of Oak Brook,
I11inoi si%%@dﬁ&ﬂ%ﬁdi rected to a specific function or area of .
expertise suc haf@ﬁna@ioﬁ wchlﬁdl@gy (FDhad &oflal &BASRai IRGHS-Blly REmARHNE eaent job
schedul i ng, or. managi ng dat abase reqrgani zations. Each point pro

provi des highbydstribute ﬁgﬁﬁﬁ?rlsb’%t?maﬁi’tﬂ“’%&:"’r‘iméf dgsk ioﬁ%?%a’a”%’%@%@ | nt erf ace.
On the Otnwormﬁ%ese%gthm&mﬂﬁua U rhnrh S 1ROV i8OYerRIiRYinelg&ing thel Tk BANGL ed
solution, although tool functionality is significantly sacrificed. Further,
mei ntl&i nitmseledhanyommbenef patfesmerdosainarioals ndrasiv otk qonfigiralipnai Thedistributed
conventi %Hé‘x!roxﬂ%h&th&ﬁe‘%gxuﬁata? bQEor{,;%lé!'WB& e *}H@é}%’ a'ua(e# aﬂbﬂh@f gfy anount
of 20 resources noney from organi zati ons. Accor di ngl need exists
for an i netegrtanduptsesisefivire tooby adiptitfagns &of exatipds, cenvientianel mxm@mxhltcisbl e

interfac I f. be
requi rod B eI et E b bk AR Ol 3R i W BEORERIRE, 02
i nvent i odllinsisparegentiraily darmctiedltoeagppad;iﬁdfusytsm@matfeolof mmrttscsuctugs eva@ntien foccurri ng
inp |nt n t | a user
ext o) bR b GORIE R R R AR, B e Bty 2.3
met hod f&acbxoxemodlg;t providvendpesific umabme' andchqlndilsmgndudmatdislmg igte{@men&ve and
a correspon t struct [6,aN 30dterm t her
the_ key oo bihaE Wiing Fape o iRiholib S Endeate SGh Fhc Tl 13 e
keyname domsdionaity fsmgxiﬁqaml)t haerifieds Fﬁrlhsef chaammamg thiehmrmeet dngprisa eh\udmmm

i ncrement | str name to a

post t1on APeRa e seeRirh B R e TR R A i < PR R 2003
WO OWOSQGEQuRGEI'dddSB&I@EbBOITaﬂgmi@nMse corresponding value to a position in
t he val ues fi t he index. | s.exist in the
oys T1erd ar AeyertngB RArHGHs ol TuLTuEr BrlhloR G M B8l bR B o

previ ous |c}bn@'amh’leﬂ1tetﬁab¢m1th an tVent stAalctieshdtintlybe aniqayly dstoudiad ira¢ bardduirtdBy
keynane %E rgplaoing the previously stored value in the values field array
with the B5PP spondi ng val ue. Brief Description O The Draw ngs

Summary Of The Invention
25 An object of the present invention is providing an integrated system for monitoring

events occurring in point products through a common event management system including a user
extensible event structure.
An aspect of the present invention provides a method for extending an event structure
including submitting a keyname and a corresponding value for the event structure and
30  determining whether the keyname exists in a keys field array of the event structure. If the
keyname does not exist in the keys field array, the method includes incrementing an index of the

event structure, adding the keyname to a position in the keys field array based on the index and
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FIG 1 shows an exenpl ary enbodi ment of an enterprise of the prese;itn JUN 2003
i‘nvention including a plurality of nodes. FIG 2 shows. an exenpl ar

enbodi nment ite of integrated point products of the
i nvention. %’@P%\%B shows an exenpl ary enbodi nent of a bIP%rcrE)%gsl{)%ésroam aof an

i event ma t j j npl ary
erbodi nenn P e pom¥Bb ROt AoERERIn o VENEs B0 akey Basdh YIRS e
of the ekemameaioapenst i the keysdrrldirrayhise preizainnclides detemoning FieosBiog hbas an

exenpl ar ] i . I agr. f t I . vent
5 ot r acfureiay SRal e e A ARAR oo BeRE YT KmP SR AN
managene pfrewyslysraf valtean phreesbrs fieldweny with theosgending ealuer pri se (e.g., a
conmput_er network. suc f | ocal area network (LAN) or w de area network
(WAN) ), gﬁ%ﬁ@@%@@eﬁ[—#ﬁw = et or mat i on occurring in the enterprise, and

t akes corpiect fhoevsan ekamsarhasdddiaienpsiad ehrrptiss efihe prpan i emidn iféieding 4 he
event manager,ren% systemrecei ves, for exanple, event nessages from

conpat i bIRYREYA “?Sir%ﬁducts within the enterprise. As shown in FIG 1, the
ent er pri sgG1HGhoWRYn ieRshpl&te ethbBliviea! dtasulé oNRE@satddfdint prfductd 3OtheBicsdht My,
for exanpl e, be connected by a network (not shown). A node is, for exanple,
a physi cdnves8®-such as a personal 25 conputer, server, etc. that runs an
oper afy NG18Y 5 5IRWs ah Rx&b15YARbAmEn SR IBNLrYh of AfevRhER S kerh &Y @{&Ildnp@ﬁ a
node may be a personal ‘conputer having a conpatible point product installed
on it. | rthapregsrempeniiey. enbodi nent of the present invention, the event
managene : : he
ovont s an e e O eSS g b nic e poddh YRR
keepi ng adtnodesof thgehend mapegemeant system af drpresentyingerdioB0 aut omat ed correcti on
of data t | R ' t t
"nvent | orf 155 Sk xSl RR SRR Blake N RO orShoshife B SREF

i ncl utbed stmctaresfitheepré@t) in¥ention.egr at ed t ool s i ncl udi ng conpatible -2 3Q
JUN 2003 5 260. In an exenpl ary enbodi nent of the present invention, the
director 220 runs under 10 the present invention is a structured nessage
cal | ed arDevigdDesdiptionent represents information enterprise. The primary
manageabl e unit _of information util.d.zed by .the .event managenent system of
W0 001 39675 AP GLeITIEER D o B TEed b iPE et SRdTEPe e Glndge
appl i cat i congputetadtabksach asdelokdl aea netweik\(irAQNS) oranide srgshawerk (WENT)paire]a#30,
240, 250, 260 {r% use a set. % %ﬁmmn s%rtvf(ces 210 t(%. sg%eddata rel ating
to eveht sSVER IHOFRRHOBPCPBANE W0 the gierpyse, alictakes CORBENE aCUOBRRC §P aphi cal user
i nt er f ac epredstthnined idspdiGe policiesC A €vidnk ﬁﬂﬁdge&fdehvg&tdemmwtee,rfoxf afamplzypaht bl e

oi nt products 230, 240. 250 W ndows. NT and W ndows 95 .and operates as a
g i ngl epco’ﬂgsé?%s fz"ﬂg'tcog’lpfl%%pﬂgte‘ffga{cg WG NS R RS ﬁ&fhWW’H%291R sour ces

i ncl udi ngerta@pRat10d Ry helude aphoditg bSnaidd 112400, Bﬁ&hicﬁﬁﬁw, forteREmplbét some
significant occyrrence r.to.a,resource in the enterprise, Events are
sent  and BTG TR S AR B 8 G 0UP A Y GO S gEF S99 e
event 25 Bnagten sef¥S R MhathvBdrSopafabing Eydten® XA eRemplRG cRdSHBEndAIbT tHE pgsdt 0cks
of real-tjnme jnformation processing used to nmanage the enterﬁri se. Events

defi ne t hBVERBARME M2y 8F @ RETPNAD FOIRRHYST haKing jacomppiiapain profuchimgialisdiandh and

the for maf dnex¥hpiey ehfbBdigdaNShSpesthntinDentiRi Mk el e fadembia)sshtikgd. The 20
25 manages events on the nodes 110, 120, 130 where the events are generated, minimizing the
movement of data on the network and keeping actions such as evaluation, reporting and
30  automated correction of data close to the source.
In an exemplary embodiment of the present invention as shown in FIG. 2, the event

management system 270 may be included in a suite 200 of integrated tools including compatible
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structure of an event includes, for exanple, predefined fields for3Qh&N 2003
. ffundanment al information necessary for any event record. The predetern ned

fi el'ds fall #O%@?ﬁg\o categories: identifying fields; and ?‘P/Ub@%'f'fsbfy' ng

fields. Ide g fields are fields that takentogether orm’a uni que key
tfor the st mdﬁ*e@ggcawféﬁvxm Yelmbifa g@bmfesttb% M Res, dlégws%mrﬁsybm fields
are fi eI at add additi ona? i'nformation about an event but do not

parti ci paswemh Thedode )3 G R4Q,RE0.APE may UFh & st pepaMmemsgaees 3t 0 b dref t he

pr esent I t er by
dynami cal F‘Mﬁ%é% "%e@ﬁ@% %22;8)\56?% egérgﬁtg hauusrggreg%op’% %?’%ﬂ& ?ﬂ?sgyméﬁh&
respecti \(GUé)/IemMngtrramdnucr&xonal(smﬁmongjuge,r fctrmemaaidbilet}vcnmt pmdum93®/,él4®é5@al rs to

an event cture en a | t uni er defi ned
event Egt hﬁ% #‘n ?MCE‘B V\’/'oe'ﬁ1 c?d%{}’? %7885356“2'“5% ﬁ’e& Ce%razgg I}Stug%oul d not
have beerwindogsST\and & indek %yartchﬂ)eﬂﬂtﬁdehemg‘iemeﬁkofd tedtdows udeksao emwrahd An

exerrpl ary event, structure. accordin an._enbodi t,of h resen

i nvent i onnfewct wighal{pegqurees ”H@'l f’%’f’“@ﬁaﬂ’ﬁ] %mg‘icff%ﬁezﬁ’?%?ng éhs t ypedef
struct PT Jmdghike.nt Ver si on; PT CHART* Node; PT CHART* Cl ass; PT CHAR_T*I nst ance; PT
CHART*Nan~e; | * Everzt structure version |* gg ci;e event |* Event class |*
Ori gi nati ng prBEIH’&'Pa‘iyﬁg‘i“&ﬁ?f‘elelmlt@éﬁ?mﬁ&%”‘“}ZC y $je evgntamanagementsygery o 2003
S5 10 5 3fe %seﬁpm%n\%)xw!tﬁ@ﬁ?eﬁm‘é M RLRBOET_ ﬁH%Pchrepre-EbﬁlBﬁxfdnnatE)hent
ti'me (yyyq%nr mdd hh24m ss) *| PT_CHAR T*CondTi nre; | * Condition time

(~r yvyr r rabpelEama RO SyeurprcedqrTo 2 FAgRt RJbReterPIgse £ Ve T8 SHREE L i ng
agent | S [EAUARL B cbxgg}:atﬁr}wﬁl—nt YJdﬁgtrsN-deﬁvelm mN%%@rsWﬁE%vér@ﬁBQ&%h%t%yﬁé{ﬁm nmgr
runs*| PT EVENT * Event

DI SCRETE.Evepts |awfmegmw«mm@sq§@n§@ng blowe%qf@m@my@@npﬁwer@mm@sd to) x| PT
CHART* * C on

A1 PT CHZ%E’%E%)@E g{}texa:ﬁ?é p%&gg élgglllést?%' lfdr?g ?%@n%§&fr pu‘ohsh%é dhbibik

Vb gPakt * |iRreMaR aFd hedommt &1 wsich !‘heIévmtﬁSHoulsltbefmwnt%lu@isandttmmrmﬁed nlhe

*| l. | ;
s e ol el clighe o plpic T AL e BYRBLBIGIMONIALE) |
speci fi c riepgsearn &ir akﬁy@hl feperlu Fe prefietemninsisiieldsfialk e wed dategpragst sientlfymg
follown *J&EAQQI‘;@?-J nti Xg f;u!:lg\r o '&Erﬁ?ﬂfnﬁ% ﬁ%ltdpgrre défﬁlé t}(a‘ﬂ Eﬂ ggétﬁgr form a unique

nanes*| P ues er key £trip
val ues*| B@@l_mbmmeddishn@@bireahfrcbmagqtharw&u Nowmnfymg fields are fields that add

arcl 7jve cﬁﬁﬁ I i V, g}l—ﬁﬁ tion
id*li inot Rcejag(eja-g%un logoi)outt 911? %}A?P‘ﬁg §'?1 ét a%élf i }sotm(egvgnstegh%mg{ storm
suppr essi mmgcmmsp@mumitthé ;Srekdat mvemrmsallPe!; the eGotl stu:ctﬁfatol he extein@ed by a user
T QUG ikl R e S CBHILARI o i eptct b osaRstee

si | enced*A&brdoighR tHe dddou of kama;lde*paﬁ’s G:chmdvemarm@unefesm atptoim gmdodm@t *| PT

ok to dRErBE¥RR Y dtRE o Oln AP LRRE R, Tl (5 BV oot Bt RARERRER T L

Pl ace2fol desuld astdiatdissen naiqhein défined by ftioy predetomined énlds oOth evdnt.

signature*| PT_CHAR T*TTI d; I* Troubl e .1i cket R T*TTS

Troubl e ticket 5PSPREH LYepHst rﬁ?}l‘éﬁam@fﬁg‘glt?ﬂ@h?m?%’ﬂ‘a’t% geesgy “ivﬁléhoé‘ﬂ%rrpl ary
event ar edefipeEbelsvdTes examPitiintthe Csigasgee, type, 40 condition tine if the
type is no]eﬁ# screteT 2/}{: t time if the type is discrete, all key val ue
pairs |nc’P’ & ts of the keys field array and values field array
(vath the {5 eI d, for exanpl e NunKeys, including a number indicating the
numbei® of ey val ue pai V€SI t hei £ Fé"é’bé‘b’f‘i"(fé"‘f’?’é‘l’d arrays). M1 of the

ot her preé’ f-éﬁéﬂ- Fi el ds*¢4¢ non- |6'eN?1"f8feHﬁ”f| el ds. The event¥ may be

cat egori zEd-CHAB_ B pl ur &Fiassy of tA p@@”ﬁqfi@}fudl ng, for exanple, *fiscrete
events, cOAdFPFABRE and Alvgehse DI/S Qdgisatinggriedichinglagsgent s whi ¢h i ndi cate

t hat sorreﬂﬁ_ﬁﬁ BcEurred *Memer par ¢ Ewgrarame e and are conpl etel™ sel f
contai ned. The occurrence for a discrete -4 ~ ~ JUN 2003 WD 00/ 39Gr75
PCT/ US99/ 31180 3.



event has no state and does not get updated. A failed |ogon attenpt,_for
exanpl e, may i nvoke the generation of a discrete event. Conditions a3@JUN2003
events that JHdisaie the state of something that is persi si@Risoo¥aEs 2
period of tinme and rmay have attributes that are updated. The events -
decl ared py @uproduct argieyned by that EpmpEMe by, senRabhyiss)onl y the
respecti VeTpobaR product*csmuu@date ~/0Coﬁd:@@zrmﬁiyymmdummugyentG

gener at edp@l ot/ POi Nt BrAGCSZe; The CORNGIM S1ePd ddlichifg B3eh: BRGhARANdi /i on
events repyesgpr real 'ﬁkgﬁﬁﬁkHQH abouk NbARw RS REFINEBR hbRIngs ARHROtx/be
changed V\pﬂ’lm]vﬁw n& pe occurrenquLmilgg@wggS@mﬁe\gent An @larmis,

for exanmppg; I7THpET pr dnopr of ot he&Rg 8 ?@% Qi Aveisey condji gurable
policy. Ap?b@ yROrY, theg Bh oul d cleaf e 05 at™ anytinme w t hgut
resol vingp

fition, used |t* t he al arm can rsist
beyond lopzh@HgﬁeTarl ng ang vent upgn ”@s Isutbased shown
in FII% 3 prof H Eirpl ary +5akg [Z’ent of /’ar}?zegg su[)] zon m mﬁ gt e?zg Oe\?];nz he

pr esent I V@%l on | nCl u Fg or COﬂ 110710 rmeve IS
correl at of alarm rE store 340 r{,ag rels
i ¥

E
exenpl ar nt of resent 5)1 event
arcmve \X,E ”ngéﬁ corre Is 330, an nge Eey éﬁ ?{5 Ogiﬂgo arg

/] re 340 is

i ncl nades of, enterprl 5ﬁ

i ncl nt ral .sidte, al | owi 8\?% @ %”%}%g mehd ma;{aged

| ocal | y E rrpl ary di ment o Ffé’ "e%gé %%ff & cg%%n event
d

managemen ”‘if anpl e, g§<’i‘§j’é§r po /nt
products, ghout an e(nt(é’f”ﬁfeleéi@’” vents are rranage on a
node of tf @H h r| se the event's G"€PB&ei ved by an event 28 manager
310 1¥cat &4 on the respgéﬁa\’/@‘ﬁbde THe @raie/ dupifcageresne fay, for exanpl e,
receive all events, nai nt al n the stat égpedfseq’:fpeku@qpyreéem events, /nm ntain
a list of "’éubscrl ti ons Hogfguntout e eve(ntfie'tféo”tq“ié’efab@%’rﬁﬁlte subscl bers.

In an exefipLGf odi m3EMI&Rehe predErEMIQfasiti on, the events an¥f their
state and®he Ilst of sdBé@rTla{S%’i'ons el Beslese Bep Retpgnsadcyon s shown in Fig.
4, th® event mmnager 402 of node a 40Pregiésst he event mmnager 411 of/ 25 node
b 410 al s8GQcei ve eventilensedr mati on / oBvalee fegetlerncditeneddat or 413 /of node
b 410. ThETeGHAR FanagerProducdomende H* Rrayiug ngme of whind61g prpduils t 0™t he
event cor PELGHR_F13 on *hutecddyra0. THE Bweatinueisadelrsiance al so recdives
event inf®ifati on from géicalPaprmduct 41T ooktielbonlperdnssogintedgatayal | y

occuri¥ ng. Event managers 402, 411 mai ithedventf or exanpl e, the event? and
their assBELEHER_Etate AthSringst of éﬁd%]etrehthfwdwsauﬂ@aahtuemm manager may
have a |l ocal nmenory data 30 store, e.gloymafbleaickbersgnamner e st at ef/ul |
events ar €7s€8r8dT The BTa&kboard may*o&okbptickgeidsi stent in a fil e*based

st orage, P8rCHd&oVery of*TTHerusnf or mat't dmowlde ket sepamer at i ons (proceds

i nvocHt i oA RF-EVR¥Tevent manager). The clients subscribing to events are
responsible for -5 3 0 JUN 2003 WD 001 39675 PCT/ US99/ 31180 reestabl i shing
t he respecti velhpudentifyips fieldsobtbe exempireweyanyore aedeonpmep prodig, instenre, typhager .
Accordin . r, | event
o ohi ve ny o LRI fps 1 86 R Mo RV BB Bl bR M e DA B2
manager . iMpladingdlm contentsed terkeys field emyodndtviabxepﬁ@eexmy (ivith ¢lret fieddh foegxampleo
correl at . S t..of

resent | NOERHS el @i Kyt Rl ae binBR SR PYCMIRG B R A <
consodld dadregys). okli;oﬁtybethnapm@'memmlﬂt a’emomsdeomfymlg fieldews/ cat egor i es t hat

cross node bo da es e event stem 0 |nvent|on
s st r ot ur ed- T SygER ey B ettt T EREERY o WGkt B Soige. or BRED T it o | o
ot her f t hmeﬂﬁdﬁ}nﬂhfoﬁu@’m 2235 G Dﬁdd{'b&i@é\leﬁﬁs Ia&rbv?xﬁélﬁﬂii:}f] ﬁﬁfhg&rth?tscblﬁﬂhﬁhgl ows t he :
specification criteria on e contents of the fjelds of the eyvent

Det er mi ni HYUEFAL? e?\f?ﬁtf%'ﬁaéfm]er‘i‘f’ F‘i?schPt?t%y ssironemedy li:?r‘i’i&‘é%%ncﬁg’ﬁ afffiscrete
anal ogi zed, for exanple, to witing a database query that requests records
matching criteria on various fields of tpe record. The request of the
present invention differs froma norrmal data base query in that it is not
solely a request for data already in existence, but an ongoing request for

a collection of events that have yet to occur or exist.
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15 When a subscription is nade for an event such as, for exanpl e, Svent
.dccurring at a poi nt product 415, a subscription request is sent to e QniUNZO(B
manager 411 b 410. The event manager 411 receives ugst and
adds this re‘%@fﬁ‘ ﬁo its list of outstanding requests whi c#%sg e stored,
 for exanml,gy HaE‘n@BQfQ add dﬁ%o@é@?ﬂﬁda’f@an%gﬁﬂed‘} n%h@rﬁ#tsfowé;(a?ﬁ;ﬁ@q{a’?gn\%\(@m S

preV|ousIg stored, for exanple in the respective ackboard, to see if it
mat ches tthegenstptien of 2diserete geant. aCOIEhteqms mtemmgate-m%e the stpigrofegrerting thayy . |

DUD! 1S phl e LEGHERAN nfal meh D AR DR BB, PGk AW

f or war dechy 2froductrarg opord byitbet product. Génsraimiymbyr thptespeativespaatpraiveltan yndaém
DL o AP M5l ERE s BEETAN o MEPRAI, D HRAE LPLiBclny a5 aned 2
request cangition aizantserb;yre%ﬁt xdelthfoeﬁattohebcam becnterptisothat cAnsatbbe chianpged withdus

cancel ed, a i ng an retur ed r dl e
ooyt o rteing e Sheibenra gt e’ e Blert cha Het ool Siatfefes S mER on B cmoe ¢ o
the eventoth@ages baskd éh 4 her é@&i@mble\pehdyeqwe@amg@, tha’hﬁereulﬂmblemnag@m aC an
then match the cancel Le uest to.the ori scrua@tuon and, rermléﬁ
froma prig¥dReMAgoFeselyng the rendzing {hat f3Hg ér 1m§ PRt YYA%H on a

node my € the€ERhrRbIRY chdheusdreMic R aLeH isdhsddhe node. The event manager al so
recei ves and maintains_all requests sent by processes fromits node and

ot her nodes. UpoHovaaErlst 3om exgmplpprembodimeniRf@n evephranrgemsnisyste A an
event )D.hd Bx%sﬁl\’ &R Enticd inchiiePard Hl\énmgx?agml@%%ﬂ %‘éwB@Ib &8/ c3i8@r sanager
determnes | f he event is a condition and SO, t he event manager checks
for exampflem %}lﬁoﬂt% Rffbandja resparee engiierid0j n anﬁéeréwlérrytembaéwsofahe R8st i ng
condi ti onpvddiofOm VER n&%%gé'r Bi (9 @Vé‘l\{ @x%wé §2@§@n9&?x@1a@or@90 da'nEl la ‘?&p&Qe Qxfxglﬁ@ e

eX|st|ng cond|t|on Furth er, archivin is enab d, the event
ar chiVed.350mrainckidedq ae\lrrgﬂdemfdhﬁ erberprissfand the abmegémmer%@mmdndedf%'ronex anmpl e,

the archiyhng SBY aRowigle ;1519] ftochiy @ dat abase such as a flat
file ar ch(?éve SAE@sélp%r age %ﬁﬁtétbrgray g usggy_gfe'oro_cégéh cal endar day. Events may
be witten to Imaeemmiawembwlmhteofmrmntnmnmqnnm @teamana:semmsmwaas
new i ne ed

cvent manherinis e ksl Ak Rin bl Tk Sl RER b B
event ot hlé\rentsrvammmaggmmanm qipime;rprlse whtre theaveityvad reseivnd byrat etsels t he

requ t f r t he
Case% Jn Egyfl%l?cgpeg%gg}% d\'f We%dé‘orﬁerlﬁenﬂéa\%g%ﬁel; ga).lséljﬂ%(’j f?roeggtﬁéllg recél\n:

mat ched azghewsts, méistaimgheigates oﬁtpwe\omdiyragmtyventst, mamtmmehstpndamtsmmmes;tand hat t he
event man r t Fvent. n he present
i nventi onr%?l%c 3%}4"5}%9%33%,&3{} suhcﬁ?er\%mﬁc TR ?:Ilri%?%erc?e etpg(lzsi‘:’tltl n Pl ati num
Pr ovi si onn@anivothSevenisaed theafstucandeheist dféspbsmaptmnsmay besto(e@dMabsar 1998,

Pl ati num techn . N |ch|sh or at eferen nits
15 entirety. ESeg\%X'P P flgr%’ Wenhmanagergwg%r |°§ Hlelﬁlanggg%ﬁ hmna&% ‘Fﬁ of

appl iZat ixmdeé:tttl@ratseyecdme leednt mfast‘ﬁmnoxﬂﬂﬁ}ﬂzﬂlﬁa&&érQE&ﬁéB;toerISeﬂ nodr: lDelmrﬂther 31,

1998 and ent ARATU FCR YNAM C EVE TER

FOUT! N v G 2T L o et e P 08 eYeaisce MR LSt RO anaeP o ANEcr i be
i dent i f yi Tige ®fehtrRinagerf4Ql alsh eecewesné»emqﬁfohﬁmeﬁ @5 paid pﬁtha\mspelwré évefsiagn oOf
20 various f rms of. colﬁparisontggé ii’i aﬂblpeCifl for eargtgf the fields
of an evetftUd W@Fﬂ’&?’?ﬁ’g &)t Da2ges [ s ! BRI OB RRER H‘eﬁéﬂﬁa Ytture. An
event fil4dsesciated stﬂt@ﬁn@%mk@bs&;ﬁ@m EFABh EVERT RSB LG IndBa0e b bc@fmemory data
subex re55| ons that conpare a field of an event with a user speC| %,I ed

val ue9 Eviipre §-84 %E‘P%kba?fé whese staefifkavents a4 gioredy Theblagkboardpmpaybe keptayse in
St r uct ur ekr@Xehiin Lﬁmeaﬁst&%l}or redderf Uf‘t@lé‘fﬁ?&ﬁﬁhorﬁé&ﬁ% RERSAIANpRSceqn event

filter is, for exanple, a phrase conmparing a
invocation of the event manager). The clients subscnbmg to events are responsible for
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25 an event with a value, e.g., node=tisun20. The subexpression
node=pti sun20 neans that the node field of the event nust exactly mgt C#JNWQ-}

string "pti Any of the fields of the event structur used as
t he node fi w&ggmused in the exarrpl e, with the exception Ol;rﬁ%ﬁs’/ﬂﬁseoys field

I
A L T e Sy
exact natMcofduhgi}enhcfsubschhmmslnw MmMalpedmmcmd)rd ﬂ'dae lo?a] everfﬁaﬂhwml@ﬁﬁ V\D

00/ 39G75 .PCT/.US9 ke t her sting for
Dhe o o e mamtaped oy & the STl odiyéd %%ffl&”msaasﬁff@’wm#M?s%&epﬁ%fteﬁ ot
mat ch a niflthe pradenteinvedtion mak@lﬂcﬁ tertdlatEeVeBS)Rine Multiple nddés. Thiag eﬁsnmiryf ilters

may be store ace a fext.string could be stored, r exa in a
confi gur a“t”i“lﬁ’g“ﬁ ?/%‘p‘g%rﬁsez&%mé{eﬁ“l"at‘% U pppagement Sastalatpaqyé@évwwa n?réYFBF C
sour ce Cag@sdiRlal@d to sl dmeRgederit BtaBlomy & G ﬁeivs/cate%one@uﬁt &rb@rnbm@bdmmeso
avai |l abl e on the val ues of key value pairs of t event . in the earlier

exanpl e, t her eg8YEnbEaRagemwentsrstera Of e PRsCHIRYENEAN BSiBRtyrad @oqum USXPRHt | S
the nane jgferdt ﬁl%]ﬁﬁxbi bFevfehtES¥§bft%B§B?hert|H§1 SRRIHR T%ﬁ&ems%bmxu&ﬁ'mepe those

for a certain f system i nstance /usr. [ ter mechani sm for
cor r esporkbsrgipiien ?dl%’s dife speqiBeatiop eE¢ritpraason the chmgntapfthe Bedsofitheeevessoci at ed

val ug AEB xf’i‘lh Qt«é}?fs 6f€intgl%$lq P QHés§@a%@ﬁafo%&%%r@%mﬁl‘ee{%gz of

t he event at vvs a 10 nt na space for t eys

pr edef i ne\drlﬁmgaa @sabese quigy tbaiemuestﬂ' teeordy mtghingsritdr@yonivetiehs[figklse] the régordexanpl e

testing f vl f

eyt of Blo B AMSLRn h KR T EpBA RLE B B PO

i nventi ona refyhest ievém alféally erexisgnee, oot ardcmgomgpaquestdnr a)q:mlleatonroﬁe\sancd’thashawe and

full reg e ion mat ch specified with the operator 15 "like". A

filter éﬂo ogéwq?%iscoul d be node=tisun05. A filter matching all node

vaI uess t hat dehm/u ﬂxbmbtxmmnm‘de [ﬁdirlaﬁutm{r#)uoh(nsl fd»r b:earrnxDajEn bvekoccurring at a
"ptisun[0-9 i S an, exe eve

chmer s Rt Orts! S StaRth i s3SI e B mpensges 11 IB8E p by The sgptan )
> (gr eat amhatidgaindl,] rece{veeths réduadt hnd adds ﬁﬂu&hl)lest td iketist amlmdnzeﬁm@ réqgsth &vhich

P an exoBY &5 YOERIRLFAERE Broney.of B St Tivem e dR e r e BRriES: okens.
product i Opsret‘llbhsh‘sstoxamd'oﬁakemblefm tHeaespd@rive Blackisard, 1P bR IBi0 adhesShd @ qiat anot her
OO SRR LS LRk B B8 1 SRR BTl SIS, R ke,

% oken <k@mn@evem\4¥memv%telwmnﬁl®ymd55&’ﬁ%mﬁe§@b Horckayiare bfsh TPAREN

% oken <kf\£/w\z\%%cﬁl PAREN % eft BOOLEAN % ype <eval p> filter 35 % ype
<eval p> s Thiymaycontinuge yptil the sulreriptias ineanseleds PCT/ US99/ 31180

statenment: Fl LihERetdnhfl@y eMebdviaei oFakEhGchd ithi@iiion NMBscEpRE ad¥iMEd a unique

ID when it is formed. The unique ID and a datagroup from which this request came, uniquely

25  defines the subscription. A subscription is canceled, for example, by calling an API with a
returned request handle from the original subscription. This results in sending a cancel message
to the event manager with the respective request ID. The event manager can then match the
cancel request to the original subscription and remove it from a processing queue of the event
manager.

30 All events published on a node are received by the event manager of the node. The event
manager also receives and maintains all requests sent by processes from its node and other

nodes. Upon receipt of an event, the event manager also assigns an event ID. The event
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FUNC PART SEPARATOR NAME COVPOP NAME NAME COVPOP FUNC PART SEPARATOR %NE 5
~ filter BOO_EAN filter LEFTPAREN filter R GHTPAREN In an exenpl ary JUN 2003
enbodi ment c];gresent invention, the event manager 41lpd %o 180

,|rrpl enent ed as a daenon (e.g., an agent programthat continuously operates
on a UNI X 3flo¥RdetdsheR{fald @l%%t i 8 SOM; €& SarldQr &, e RUer® ¥Rh£P c1RBks hﬁe%ﬁl@r k) .
Upon receiving an event, the event 10 manager 411 determ nes the

di sposi t i ahlagbopiddo determine if Hed qYemtiRAtelse pmexisting chaditien. lBspyyhercp@toReyeRti®
event and, &ch?éonhni%n %?fhe%ﬁhﬁgé@ﬁtﬁ)ha@gﬁﬁjer 1?5‘3h1@fﬁ?rktenqgl@§gﬁ€e\éﬁt]rs al so
writes the event to a local event archl ve 412 ‘and rou event to all
clients thshivedidsenexenplay ehmbodivent ofdopresent inFentiopyangrample; the awhiing Manager
411 p I r r

102, The" BOKF SoRERL chdlh B LBLLAR. G R AAELROLLRMARA: AR
The 1 S ewshtcalandahiaye leeﬂtssn@ry\hcmmmnw@ssmhlweéadhe éayafitts timosanmphm they ent
archive. Subscr.i b@ eganﬁ |dnc u g\}% ‘fe nnt hs r.rel ator. 4I 3 instance that has
an al ar m FUFeS\Th<R fl § 5 &% én At Ahg e (5}} yé’?&ﬁ%ﬂe “a director

cont ai ni ng a r'emwemenambg@mlsoahecm andumtﬁncsu@smsariptxa@ret;meswpd?at gnyeavertivtheabout
t he conte ts |nd§ central, .stora ge such as gata exchange servi [cfe gIaEX)
The event "RBAFEILIFLPIAS if Higiress e@ etﬁ“é’éHPFCB%‘ FFFQB‘E?béI?ﬁﬁVg@ TEIpER ¢ oTVards

appl i gat i gie caérit & the YeqdbhtatO O Be chuerspeh ué’e%@e?&@ﬁsbhcaﬁ&ﬂ&,ls fhieleeéht ahujlaeemaer 31,
1998 and entitled SYSTEM AND MET OR.DYNAM C CORRELATI ON OF EVENTS whi ch
i s her ei nISTRUGIHB8ARTHCHFAUCEF HoEoT @glynltﬁ%leéﬂ%terd&vw thakirci et mpBases or

exanpl e, &jiweMe i the RIgh@kc! BRerR hibstHRidATARSTOent il SVBB &R iREr 413
i npl enents the user-policy specified in an alarmrule, An alarmis a type

of event Mhigh ipdeserbgdan ﬁ’f‘é%’l m.Pd%ttm@rPrpws@&@mqﬁéeng Rgfezgngn Opidgaysesion

condi ti on Qg (O&EbEr 1 ST Platihth® réPnSIBHEMEY) RAIMQOhQEin FRopbAKN UYB¥felenEd MGk t he
presence of a single event, the presence of a certain existing states) when
anot hdf e¢&Hetyoccurs, or the recurrence of a partl cular event within a

fixed time w ngow ffrds Wifdh ar@Bes%l?Jdth TBenbifig %al%ﬁ)l btk Redhey ddEidt RGHSer €NCE

of a particular event wthin a fixed tine en certarn state or

st at es ar 8246661546, TiHed ey Bacombenl, 1824 @‘rdrﬁnﬁéed METHOR ANP HRRARATHRYOBe due
to events cﬁrﬁm I rom
one or rmP;JN er Eﬁgggﬁg%\%@%% arm ﬁg&ﬁg@% lné%rg%%{cefia _geé wi t HT an
aut omat ed itp @ﬁ}iéﬁﬁs@s‘fiﬁ’l@ﬂ@y\tl&mﬂgﬁmf&‘rfat thegventy Qi%/mtmgstamdeliqyomlf@ﬁgmrﬁ 414 to
hand! Qoanya /i SFi S cdifekibht Rl AR bOLoERINSEL Lol he hE & An: LR
correlator 413 2003 001 39675 PCT/ US99/ 31180 can creat®e,

for exanplvelpe amrsanlf memxteadfrﬂmuem srdctyrsy dinggventffiligr isefoe pxpaw] % adivplcamexpagssion
entirel r ts ma
be corrgl gfa gﬁﬁéfﬁr ou %%5518 g?t%oﬁl Je%‘fﬂeﬁfgr&?égggg l{g'?i' uzfrl ?%1&}9%%%{63 %\Gﬁﬂ g
det er m naftfilteus agf for heample isingilar hathe SWOTERE bdawn ai Sﬁmwxed@@rﬁtnmue@ S8ah).be
created tg Pg?gndgrgenmlsﬁbr%xgreg 9‘9‘%’116 %Vgnqtﬁlt%[ 1 S%E‘r xam nllirtsas C%R{ 231%1 3 ﬁ?]d f
significant occurren To'Fe nd: OTHE ude a
descri2pti en emmdwitbg ivelueles rmold eryistie. é\he nmtgxpdaaionrmpe@smrQOmammamhe nce
and a defl b the pon event mBnag

occurrence. eg?g&e FYenh “%8?‘?"3‘# |t%lntg| F &R PYSHIAT | g‘ny 8?“’8@ dég} {r}rlﬁrgven?
events. Antredtae mnrhwl Leemwhbaodiaeﬁa]mdsedfmnheee«amplewmh meem@pubmef tHé keyst or

404. 10 T 414 t.
angi ne. 414 AR YARC DI REHToD ek et A, e shealeni ey TRV G,

exanpl e &aﬂu@glnfs&lddﬁ?(\MSESSI on containing a list of actions connected by

| ogi c errents that is invoked by a triggering alarm generated by the
event 3 tor 4189\l tipl e actions can be defined and be performed in
t he respoﬁé‘@ 8 cy¥hn an exenpl ary enbodi nent of the present invention,

the nmultiple act i sted sequence, or added vvithloicto
nmake eachpﬁc‘?f? gﬁ“’(‘fﬁi’l“%éﬁ‘ﬂ lffb'd'g]ufﬂ%‘r?”«?ﬁé%ﬁ gf a return code of anot ﬁer

action or a specified field sent in the alarm The response policy nay be
created by defining a set of actions ang7gonposing an expression that
references one or nore of these actions in a |ogical sequence. The actions
may be gl obal and called by multiple response policies. In an exenplary
enbodi nent of the present invention, the response engine 414 al so 20 adds
i nformati on about the success of each action to the triggering alarmat the
conpl etion of each step. This may be acconplished, for exanple, by sending
an update alarmevent that updates the event with the sequential nunber of
the step just conpleted, the type of the step (e.g., email/page), and in
the event archive the nane of the action step. This information may be
accessed through a director. 25 In an exenpl ary enbodi nent of the present
_|nvent|on the response englne 414 may |nclude for exanple a first

o o N o o o o o —— r - o o



3 0 JUN 2003 WD 00139675 PCTI US991 31180 414 nmay al so perform a respongg JUN 2003

policy action requiring a call to the operating system such as sending an

emai | nmessage, | king a script, sending a page, witing to a
MR md oS Een

file, or fo the event as a sinple network nanage ocol

i (SNMP) tra . xempl aky i rent resent i.nvention event
structur é( e?fh%ﬁll'gaggs]ysgenkey}sug%' 11: ?rgfl?eg’ gsrr;{f?i]gzgor\cl)lg %ngeq[‘%le gf%j?eyevgc a’ﬁ){a\elﬁﬁgﬁo‘h@ge
ext endabldenebpreaiigethatat n@ysatchildeillenabiref e.gl keydieldrRilefpyenal=sdl. iThe kuefierki el d,

for exanpl e, NunKeys, .that includes .the n er of key val ue paifs contained
1 ¢ he r ROSUL P BB G CORPEE S5t Grex P R BEF B HRHES of a
fl ow di agriumnet nRde H@atdRye, mhetﬁorgatrssurwc@@ (€Y.Shdrd S3dedl & di5rEgrai), e pr esent
invention. In_step 510, a user submts, for examle througtjh a, poi nt

product, an eF&ffringdsdisthivadprle an BigvAREHEY HaluG BRI fisevent 6s ingbp eartiery e
event st reb!%?l'é,ethh‘é RS RS “FeSydRne \WATH anShdddfatedvalue tHAt BheaRRRY AEMecific
enbodi ment of the present invention, extending the event structure through
t he addi tiil®systam.KENe desiredoevisais may oaly sdhossiorarhsriniadile fysemefon imstance/uifough a
function gal A%n bd;

CHART Key By st MR Bl o] S RinE e Ihe RGP e et oo
keynane anthet Mespeeilyntaxas wradl ko distmgaish keysdpm pbertfiedds of thegrventthesaliowsar f ace

(APl ),of & i i il | provide
b enfor e aRk SRIIGARERLysTka BT Rachill RIS ERE L ALOR Bt | PLE
event st rieyfidd[nase]’s Howexanplettaing 3&0he Gllieiuw e key valsdt fepr voobld bdyéorevent AP
w | det eerxn;i“r,]‘%d]i‘g ﬁ%{a%iéqugrﬁre__/%rready exists in the keys field array. In an
exenpl ary“emnbo FHERt - of -t he present invention, the event APl determ nes
whet her 20 a Keymaxenmaiystnbodiyneotethke prgsenhi@ventipn,ithkagnditer wiay mchidber

keynanes al ready stored in_the fi.eld array, for exanpl t hrough a
et 1 on R PRBE! pisbat Fond Rl eel ot Eridlopr e i mspposle?
CHARTSKeyNaete, A ififtes, iforcsthple) doukl ehod 8htisinf05t hefike yaadiihgiall nbodwalucs that he keys
field arm an {aende . nd] atiG1 the position in the array of the keyname

i s det er iPHEY 2 RAUCTHE] PHRL &op to, for exanple, a calling function in an
i ndex varrod®like “pAisaOLH]R”. CTHEEONIBYinR 6 40 eXempRe) 15Dot @rentffider @ndalbdn, a cal ling
function if the keynane is founﬁ, jgr exanpl e, PT SUCCESS, and if the
keyname i9DSHATS FoUEERtF dian &% sonaDe<= BessEhan or egialy R égreatsrthagy, <dlassibam) 7

enbodi mentqual), Fke(npie e Bregdully exprésdidn, likeds @68e mkdkitlvastriaymalds), ¥l eqsodf i el d
array. are tr]e sane size and the key and correspondi ng value wll have the
sanme 2ond&Uah t hei r respective arrays. Accordingly, if the keynane is

| ocated, the qp&hesaEsIskyRebY@Inat &ube’r%r_tegeadmbmoh,awmﬂswing t6XeRY piRdcddn t he
respective 30 position in the values field arrag indicated by th
?r

. . . by tne
respect i VBlep e gvert filter definiondmplemsated usine yeianQthr sampider SABRMET (YRcor B B9
Al ternatinsedy, the correspondi ng value of the input keyname may be provided
to a calling function through a function, for exanple, int -11 3 0 JUN
2003 WO OhrREeBe_MGRESHIENS80 Pt Evet Get KeyVal uePai r (PT EVENT PtEvent, PT
O%AR‘?":’KeX’ﬁES’KF‘éFI%t PT CHAR- T**KeyVal ue). This function wll get the
cor r espon@iokg YRR NAME a respective keyname and provide to the caller the
current COIOKEsHHARR GLBARTor the input key. If the input keynane was not
found i n “stokpn sSkYWPPHROQLEAN APl sets the index to the next avail abl e index
in the kepwken ekeyvarGYMER® val ues field array, for exanple, one greater
t han 3%he ‘prokerrkeraERARATI@Reys. I n step 560, the event APl provides the
i nput  keytolen cheymne IERIPAREY d array in the position indicated by the
i ndex, f dntoksmikdyoyp>tRIGHERAREN N the field NunKeys. In an exenplary
enbodi nerfrle§f BOGEEANesent i nvention, a key may be set through a function
such as i%typPrEvalpit SierkKeyNaneByl ndex( PT EVENT Pt Event, int |ndex, PT
CHAR-3b* Ke9¢type kbvdiprestiemiestys fiel d array already contains a key in the
position %%di cated by the index, the input keyname replaces the previously
stored key. The event APl may al so determ ne whether the respective event,
for exanple, PtEvent and Key are null and Index is |less than one. |If any of
Pt Event and Key are null and Index is |ess than one, the event APl provides
an error nmessage and does not set the key.




15 In step 570, the event APl provides the corresponding val ue of thﬁ Lmut
. keynanme to the values field array in the position indicated by the i g | 2003
for exampl e b hgsoyal ue in the field NunKeys. In an exenpl g Reqskonent of
the present 1 nvention, the corresponding value of the input keynane may be

- set throuyghefent-UNCLERRERUABR: 88 MUREUDIGNSet KeyVal ueByl ndex( PT EVENT

Pt Event, int Index, PT CHART*Val ue).” The event 20 API nay al so determ ne
whet her tfher:r espesive ceowegrdr NAME exanpl e, Pt Event and val ue are null and

I ndex is |ess tharuNC PArGNSERAR RTERMUMBTONMPORSIAME Nul | and Index is

less than 1, the event CSVMPORFUNCO\PARE SHPAATOR Np9dpge and not set the
values In an exenghefyoerpadi fent of the present invention, the function,

extern int PtEvent SetrbRR¥al gl GHTPARENENT, PT CHAR T *, PT CHART *), is
used to create a 25 new key value pair in the event. For exanple, if an

addi tional at g hpesetnpdry Exlﬂﬁocﬁiﬁ@ﬁltof‘ﬂﬁ%rés&ﬁ im2A%orQ fhe@vént hRnSE6 4 EMbPberhi ch
the event pertains, the call PtEvent Set KeﬁVaI uePai r(PtEvent, "FileSystent,
“lusr"), implemsriedar @ dachenl (6 Sadn 2genkeipeia (RS cpriinuoysht onerptesion|ad NISIeRYRT | usr
on a node,gt, d _s?&B&%&ﬁb%ﬁerﬁ@%s%tﬁ@n&\b@rkf% rbc%i\ﬁl?goé?xrév@ﬂ; thEdldnt Ng this
function again with the sane key wll result in updating the value. 30 In
an_exénplraampgentd detepnineghe dispospioaé e evenl.dnlading whethenitdes arradesaceiied i t

Pt Evet Re The %n%ﬂ}\éavli%%ﬂl{e e(zg) -IE s %chaﬁ%ﬁ%&&e’m maitlﬁ%'ér zﬁ%%ﬁ%'v@‘me%k Wt @
user to reverse the action of having added a key valtue pair to an event.
The act i dnanep! bentavdvedld dpg routdszhe evenigo 3IUNliEAGOBat\AbsOii <39 BRS:vent content.

PCT/ US99/ I o) in ad i ; ih.from
their res%%(%:?%n\};elge{?e?é%gmj%@ g%rhéei??Aag%igp&%ng{ﬁ%ﬂgg%gwgo tﬁ?éﬁé?&#ﬁl#ﬁe‘l lgr ray

t han t he anempdedOhaThe event sd¢liive 8@ riryokclalzen posit ticbive sdriiee piozessaf Thespecti ve

arrays are_decreas by.ane, and the index value in thedfiel. for exanpl e,
e R AEE A s A IS S alirhens b b maY ecant

i nvent i oripclhdeearfyleneriticonelest € Ninstaice RiaEhanh GairKeyls sy bsdrib b The dVeEntGndRorl * * * |
int *), for exanple, obtains a list of the additional keys,used to, extend
an event PR L PEHS PO eih T oBlselet Prohel B P e R LRk e o
t he pr esaht conanedihi aGsntrd) Glovde Such 43 @ripAtckdhahgd sgrvicegbaN).sm f or al | ow ng
comuni cat i on Qf eve{\nt S 1Wi tP{;n &hg.e&ﬂ erbgé/i se with di fferﬁ%lé. ver si ons of
event struct ured SBILEPEHERT * Ve MEICB A ISTIORY B P St el EPPHEA ABY P mov e
pr edefoi nedbckét@luaidercf20a4661 Q2 564%; Miledaomd dcémber BEW 908 ehdlentie ASMSTEMAANDe event
structure, fiel S j ault value to be used in the
absence %EQ%&? g&{ ‘#’ﬁgg‘gﬁgr{%oﬁgﬁﬁéﬁwﬁgﬁ %Ji"df ﬁg‘erﬁf”e’%‘ﬂ?orﬁﬁagﬁti on
gac ks g_ rre&sageirﬂmmdw,m@yhm(mdehmemmh e, 8 Ewenit wn%laif sélepe gtoegks&fmtmgaf _se: L
escri bing message structure (. .e.g., the nmessage includes predefine e
names whi ﬁ“‘o‘@&fégf%ésmler{‘?fés Efaneripﬁ“‘tYﬁBeWZ%"s‘g@%a‘FB‘P T"g‘w alapR isf ‘ééfP%ijnarre
i 'S goi NY dventaBatpiélides mdii Mdhtich &IWISsciBers BV LA EnifdansEdnuliol bEdccu¥eics] The St anpi ng
i ncl udese‘fr ovi ding a predefined field name of the event structure, version,

with & versdsramaionatsn ammey Belus the Prswct PE? A& enl HePresree Pt aselid The

nessage Sdxidéink dat(s)whieh Endi@ S0 obYEL B thORchiks SBSpaRftulad e@int AARRIA fle@r s Of
fields (e.qg., d nanmes) with the corresponding fields (e.qg., contents of

fie
the fiel dMaMBRnd IR Hedamyeay b2 tanbingten ahthe Eermase of § PEHGYAT V&t si ons.
The conpaithihlaifixéd BRERANHMWREN deREin@URYr sl Yielprdsentar shal s the message 20
into the nessage structure, for exanple, by searching the nessage for the
fields it needsheteyentypthsl detamined! sreaargupccyrs may be dee oPMentswpthe BAmMGnadgps
i ncl _uﬁﬁ" tfhg kvénX @tm)éleﬁor 419 QJ(PHaBmenE oglsonE G%o%hep A¥des Qé’ﬁ'&lgdﬂﬁ%ahﬂ rAa ter
versions of the event structure than a version currently being populfated or
provi di ngalsp bredssadiatedwmithuan dudomitediesionsegiolity omdisclamdtion atléwing erespomse shigingie
event strpct ur ' cked - 5.1 ess than t urrent event uct.ur e
Coca . St e AR ARREK ok Ricn S Sorts B e A, e T B b The
default could be hard coded or could be determ ned by an al gorithmthat
exam nes the contents of other fields in the event. For exanple, if a new
field was just dividing an old field into a plurality of separate fields,
an algorithmcould be applied to the old fields to come up with suitable
val ues for the new fields. Not renoving predefined fields of an event
structure ensures that a new process such as a 30 point product may
comuni cate with ol der versions of the event nanagenent system other point
products or the director. This is particularly inportant when events are
consolidated or cross node boundaries for any other reason such as event
correlation rules. If conpatibility -13




3 0 JUN 2003 WO 001 39675 PCTI US99/31 | 80 across versions was not préﬁeﬁiN,?ﬂU]
an upgrade of the structure would require all processes on all nodes that

i nt er conmuni si mul t aneously upgrade. The ol der proggss, expect
to be able tvg&lé()%g%;gall the fields it needs to populate its eves\él\gtmg#r ucture.
ASSI gni Ng, P RRY £y é?(laﬁ*pl% gedia 5rdo@lftebeeﬁgﬁ%'f'g?ec@fve@e\yd?“ YR aRbdiRUF ndy NEVer
version process such as a Em nt product that receives a nessage from an

ol der pr see that ean bssputlaee Haﬂoé\heéﬁlavéﬂéﬁon of an event structure when the
field is abse T gx‘?a)ﬁn Lgned, for
exanpl e, baseg(’%nfrt\srr? eﬂf’{;%#efe&gego o}{;%rsﬁ%ﬁglul&s&h%ﬁgﬁge 0 |rre2?15qszt§scrl bed
above ar éefetminationafitheeeventatingt shouldbe aﬂrﬁéyqydeé&m riley eant hegmeaggudo definghvduthd not
embodr meft Ee st E AR TR AR B e ok & b bR B AN o
skilled rmiemgxmludewdtemnordmaogw deschibiogtiiclegegpihiai nepmsensamqmuménct: hed a

i ti defined in th ded cla GI5
cl i mod REEmSOE0Rfestiss ST DRIGRS a8 Dokt o8 HOF e BRAHE an event

St r uct ur eogélatidn is tHa@rdatién Sftonpsr Mmbie evesl Ah hlagh aulk appdedefaird, Br &aRipRspondi ng
val ue for th%rtgv nt strklcture det erm ni ng whet her the keynane exists in a
keys fi eltlfo ¢dEec1erdlievent structure; if the keyname does not exist in
the keys fiel gnafespihse ex{y;rreetrmlaiécngs afes?mgasomfy tTihe r&pemk efdindSlaunQudaaddi ng
the keynanme to a position in the keys tield array based on the index, and
addi ng t RETalHY PERBERTERSn JhG EFRAPSE xaphay Bo & ex3pple.? 1881\‘7%“eﬁE@SSFQ”éJOHtaHlI”rga%/“%as ed
on the i RAgNion@Phnkdted mogﬁmmn{dmxs&m&w b?att eliBY Slafn gédéra?erdrb@xhe
determ ning the position o reV|ous¥store val ue in e valués field
array asS$yeltseEiatgf 413 M'é“wéyﬁmcandwdie é‘tﬁ%’élhﬁ@etf?@eﬂﬂ’émeémPveWkﬁYed

val ue i nf Be eXRIpes ehb&difleIof B prdselt 1&@%1&9”6%199&@%&%%%&}%3 irfa lidedTEt hod
for extending an event structure conprising: al ng a usér to submt a
keyndfre aweacqmlradés%nhliiw tg alje e4ch actignecoptirgent wonyke 1gewpt o @ retumicainef

whet her ture; if
t he keyntaaﬁgth oes not %éilagiéi ?andﬁkﬁxgiéhﬁ'g g:‘ég%qulngg}ngxgﬁhe%égﬁ i ndex
of the edefiningaiseief a¢tons adbhon@oslh@amwmsien that @igrerses orwrorinrore bighdseys fi el d

array ba D { J position
M o val oot Bl GencE he ARG 18 4RI SERANE) REmiRpHTb0nR D00 ot
in the k@y:bcxfess eIhdn axqmglarydmbedlnllemld@etmesemosvdmiom thdf respopseengoedl § alse or ed
val ugyin h . | aci ng
t he gr evi gggﬁnyoq}é‘étg@]e%o ﬁ ﬁ]rcgéygﬁ% tﬁégo | el %CE aliég%/{mgtﬁ ﬁg%(ﬁl’gﬂgloql%}?

cor r esporedéngjepy alhisernay Hebaccomplished, for example, by sending an update alarm event that

updates the event with the sequential number of the step just completed, the type of the step (e.g.,
email/page), and in the event archive the name of the action step. This information may be
accessed through a director.

25 In an exemplary embodiment of the present invention, the response engine 414 may
include, for example, a first process, a second process, and a third process. The first process
subscribes to events sent by an event correlator 413 running on the same node 410 as the
response engine 414. Upon receipt of an alarm that has an associated response policy, the first
process invokes the second process to perform the policy. The first process can invoke multiple

30  instances of the second process depending upon the settings in configuration files associated with
the respective processes. The second process performs an action requiring the sending of events

and calls the third process to perform any other actions. The third process of the response engine
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3 0 .1UN ?0-J3 The nethod of claim1, wherein the incrementing addingy 2003
_determ ning, and replacing are performed dynam cal ly. The nethod of cl a‘m

1, wherein od further includes: providing an errog, eslf t he
keynanme and kkﬁoonigégr?r espondi ng value are null. The nethod ofﬁigal -

. Wher ei N tNa neVassolpb@dich Aeksepiflicy BRio #édisnd 4 @lido a{eroayramg/@smes&mae si ze.

The nmethod of claim1l, wherein the keyname and the_ correspondi gf; val ue have
t he sane ﬁeﬂ‘?ﬂé&awm@gesﬁﬁet’ﬁ%ﬁ@“&"e@ﬁ%f‘i’\S‘é‘%ﬁR%ﬁ@”““ﬁg a‘l‘?‘Fésatﬁétt‘l‘lb Coff claim |,

wher ei n tt’@ﬁvd?@hé‘@n@ ebéht Lmlmbﬁ%iﬂﬂ@mﬁﬁ%\éhﬁhf&oéﬂol?sm ygssage if the | ndex
I's less than one. The nethod of claim wherein if the Keynane does exi st

in the keys filemtexempleyy erckodisnent af the present frveniay, terpyent siscare insludes ekeyst he
keyna 0 ' S ' | ete
(oA s Ly GRS BRI At s Do 2y HSL Ut
i ndex of mtiedeea/%em fert exeroples MumKeysethitieclidssahgmeuniber of keyediue gairetontanpet fre

keynafTE f!1 e RV Iftelé)%raHQ IEIIE‘ES $Fews a]:nl eg(le Bﬂ.l;'rgl’xb&far%gHQOPP O\U%laﬁ{hqfél' aand

del eti ng or r espon romap on |nava ues rray
based on adldmglknyieaiue pmrpm@rearnmtstmcrtmgef d'@\presemnemhabm eIntsyep 8.8, user submitgi bl y
enbodyi ng. a_proqr I nstru onseecutabeb th to perform
nmet hod s?fgb?& tﬁ‘[ Bﬁh? %%nté)ﬁocg‘\?{eﬁ? °5P 1&%?’5?8“%% es%qn é’g V8“F8 ng a user
t 0 sulim trespektbereaene stawwzratodmraﬂeanermh wgnmhumré an alﬁ b;eempwemsctmmemw the
determ ni ng whet her theﬂ(ﬁe%@arre exists in a ke% ? arr of the event
st ruct ur TR IPHBIRE G 8%""1‘?6%‘“’&5&%&*“‘?%‘&‘% adeé&P§° ket V& rRayy may be
inCl’e”Entlhiwen%ﬂteﬁr!dﬁ%(aﬁlfpletthr@ugﬂ/@ﬂxhcﬁdnrddﬂTsUélﬁ‘as iaddi ng the keynane to a
position jn the keéa ield arre}%Tbase on the index, and addlggrthe

cor r esporfdEngedi ey If‘ff adr (B Gl KB NP tEmend, Rin)GI&AR <1 BpxNagter BY_GF4RA*Shluehe

i ndex; ang steh sbhaf 4§\haRRRvERARe Reyhihe bill thB@alke Y@ rhull SdnCbva rag?mcad&i SophaRi ng
the position of a previously stored value in the val ues field array

assoclat gaterips{APROL ﬂwvem@a@asmem O KdhmRiRIEN ientipr yrhBIoN e £A érror
previ ous| yesshgdl6 eibdhb Brocss bhRidnRl Mes vhiuglpdirds tha¥vett bifuctuhE as Sidwasineigli ng

val ue. 530. Otherwise, in step 540 the event API will determine if the keyname already exists in the
keys field array.
In an exemplary embodiment of the present invention, the event API determines whether
20  akeyname exists by checking the input keyname with other keynames already stored in the keys
field array, for example, through a function such as int PtEventFindKeyBylndex(PT_EVENT
PtEvent, PT_CHAR_T*KeyName, int*index). In step 580, if the keyname is found in the keys
field array, an index indicating the position in the array of the keyname is determined and may be
provided to, for example, a calling function in an index variable. A return code may be provided
25 1o, for example, a calling function if the keyname is found, for example, PT_SUCCESS, and if
the keyname is not found, for example, PT_FAIL. Further, in an exemplary embodiment of the
present invention the keys field array and values field array are the same size and the key and
corresponding value will have the same index in their respective arrays. Accordingly, if the
keyname is located, the corresponding value submitted by the user is provided to the respective
30  position in the values field array indicated by the respective index, e.g., replaces the previous
' value as shown in step 590. Alternatively, the corresponding value of the input keyname may be

provided to a calling function through a function, for example, int

-11-



The program storage device of claim~ , wherein if the keynane does @i m

in the keys field array, determning if the user instructed to del et t’ 2003

keyname and the respondi ng value, and if the user |nstr del ete

t he keynarre 8’3§Gﬁé correspondi ng val ue, locating an i ndex o@ggﬁt‘&gvent

+ structur R, Ori froma position
in the k%t%m ¢y d‘!}arra basec[i%gn th%ngtng)Z‘lxéyalngé&?Jg{f’?%gg’t e correspondi ng

val ue f rd]ﬁ.@Hpidsif‘t‘Tléquahe,a Thas {yeetionivell getthe egrrdspandihgonlut fromi ardspgctive] 8

rg;( i: e% A'lzceyn'%lmeAaXQ pﬁﬂfitﬁésto ﬂ@@aﬁeft‘he cd%lént é%}(res;ﬁbc%hjllng%lhe fé‘r'%ie’%‘%tﬁké’.’ A 4Um

d$~ytoj e [\/] cai]tha]rmml]aya]ma]vaal]xcﬂac]tmd]ma]alcat]ﬁ;a]ecwa]tézf]lsa] thajmela} mathesdxtaV] cal

T ] o8] caf PPl E L aayE AP REE Uaphes nap e LA e AR Eh

alc”a] ca %érﬁsal‘he Of WudK¥éyS. In skepeseb, the event API provides the input keyname to the keys

1F cal cal f:é]ﬁ%?*eﬁrﬁ&fle%@%@%% caleal calcal calcavl cal eaVlael g o2l o

In an exem lary embodiment of the present invention, a key may be set through a functxon such

ig]lgg]zgg]%gﬁggqvéaﬁ%%mg%eg } xsni d_gaé@%cg%g]]gg% cal c%rca| caI ca](ca] ca]lca] caj

; E<a33= X%y {Tel G BN AY K5 BRgBLifibrnatehs Blj'ﬁxerldé]c cad pRhaRYa £ ca] ca
] ca] ca] ca]ca] ca] ca] ca] ca] ca ca] ca] ca] cal ca] ca ca] cal ca] calﬁca] caj ca] caJ ca] ca
] ca] cal CuetMesheaPRIveuEkd St ag@ vﬁylmmh@ rheZpWEYLA] ca] cal
R

] ca] ca] c dayars v @d]Ic@ﬂxda?%a]h@a]bma]*@a}/@a]ﬁd’apm]dgba]!ca]qra!]%agcaqddb)]ﬁceqt@at] calc
a] ca] ca] gl gR] cal cal kMminnn” ooplpppqgga\ r swsst t 8u<uDuQul uuuvZvvxxzj z~xsni d_
ZU] ca] ca] calf%a] ca] ca] caV] caV] ca] ca] ca] caV] ca] ca] ca] ca] ca] ca] ca] caV]ca] ca] ca
] ]ca] ]dé] ]ca] ca] dla]te}aﬁf](béi]m]fma‘]}liairtp\zqqssﬂe| qO}'resrf@nqleSMaiQif tzﬁjpkinamt\k]s}'r@a]eda]hca] ca] c
ajcal ca ajcalcalc
a] ca] ca] ggi gfné}%@ Eﬁﬁ%ﬁ@ gﬁ:ﬁfd ?r] f‘l ?&ﬁ%}%f;@&} l%q]'eca %a] caJcalc
a] ca] ca] daind&¢xsarcai ve;]rmdi]rga@bec]lmex]t@a]}ma)]@al]tom]eoac}ma]ccca]rwbm@s:ﬁmb[tﬁﬂlz:bm} X
d Z
T ca] o] copR KA A S N B RO 0% Y . 71] o] ba] ba] ba] ba] ba]
ca] ca] ca]mﬁ]amqedge]lyd@]wybw]ex(ﬁ];cE]/Eblgd‘gl?(z)ez]&cxa]lmrg}icglz}]] G AR 1a)abe). CHleca¢ma) ca
cajc m z 109 9 9
oY) - Aot e S et Beatsnpiare oo Spe . 6o wherenay )

109%&' () -ap@ Wide%ds 1(3$s-than 1. If any of PtEvent and value are null and Index is less than 1, the event

il'g.o/foc(yé_ %IJIO%& é&?)\(x{i rrorzn#e]sg;é% agc} hojt setd%hé Qfalue 10%& () - %" 10%& ( )-L $10%& ()

ddE) | * z#109& (Ix)asémwar(y)emmdlﬂw dfthe ;frés@ﬁ(&n@ml& HORREON; exte®U® () - | F+" 109%&

$bd 1
912)%& () @gYTé?e&g?%Q/q?L%@iﬁ —%@%ﬁcf El %H}“%e 00&TaEHAGod: *))s Yrod 19895 - y
]il.goo/e%g( % )m-‘:w lédb@zﬁﬁe ﬁ););ri )6:1 /g:ﬂt@%in(t) (For exan;;il(e5 }é‘ an add1t109al attribute of the event was ﬂ}é ( J-y" 10
0 X 2#100 0 0 0 0
o () -yr CERESER AT FEMARIE rionl ottt s RPNk bl e

109 () - “IFildSPskent”) “/ust¥NGr exéhpidBivoul® adDa key value axr for the file system /usr on a node
1037109 109& ( 210%&4) | 1109%&' () - Y+F 1 f( - ZKAEYNC ©~ z#109&
¥

L10%&' () °(filtﬁ)f82‘f(‘13ﬂse¢? gy high %W&kzs(fspmeﬂio%h('st s fuplign pgain withepms kayyog:
' 10%& ( hwiMlrddd¥dn (pdaridg @%é8valuk:

30 In an exemplary embodiment of the present invention, a function, extern int
PtEventRemoveKeyValuePair (PT_EVENT, PT_CHAR_T *), for example, allows a user to

reverse the action of having added a key value pair to an event. The action may be reversed by,
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109 -0 0 .0 - (Y- 0
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3! 10%8&" (echfidh Y:&116%mg YbhatBi&Eatior of%Vvénts within the enterprise with different versions of

event structures. Different versions of event structures must not remove predefined fields of an

10  event and if a new field is added to the event structure, the new field must be assigned a default
value to be used in the absence of a value. The event management system of the present
invention packs a message describing how the event structure is depicted into a self-describing
message structure ( €.g., the message includes predefined field names which describe what the
data in the message following the field name is going to be and version stamps the event

15  structure). Version stamping includes providing a predefined field name of the event structure,
version, with a version number of the event structure packed into the message. The message
structure of the present invention includes pairs of descriptors of fields (e.g., field names) with
the corresponding fields (e.g., contents of the field) allowing the messages to be constant across
different versions. The compatibility mechanism of the event structure marshals the message

20 into the message structure, for example, by searching the message for the fields it needs to
complete the message structure. The searching may include, for example, ignoring fields that

! may have been added in later versions of the event structure than a version currently being

populated or providing a default value for fields not found, when the version of the event
structure being unpacked is less than the current event structure (e.g., when the current event

25  structure could have newer fields). The default could be hard coded or could be determined by
an algorithm that examines the contents of other fields in the event. For example, if a new field
was just dividing an old field into a plurality of separate fields, an algorithm could be applied to
the old fields to come up with suitable values for the new fields.

Not removing predefined fields of an event structure ensures that a new process such as a

30 point product may communicate with older versions of the event management system, other

point products or the director. This is particularly important when events are consolidated or

cross node boundaries for any other reason such as event correlation rules. If compatibility
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in the absence of a value allows a newer version process such as a point product that receives a
5 message from an older process, to populate a later version of an event structure when the field is
absent from the incoming message. This value may be assigned, for example, based on the
values of other fields.
The embodiments described above are illustrative examples of the present invention and
it should not be construed that the present invention is limited to these particular embodiments.

10 Various changes and modifications may be effected by one skilled in the art without departing

from the spirit or scope of the invention as defined in the appended claims.
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% ?3 3! 10%&& (sggmi%‘n%g%@%a&l 'and% gog%%%nél)n'g value for the event structure;

determining whether the keyname exists in a keys field array of the event structure;
if the keyname does not exist in the keys field array,
incrementing an index of the event structure,
adding the keyname to a position in the keys field array based on the index, and
adding the corresponding value to a position in a values field array based on the
index; and
if the keyname does exist in the keys field array,

determining the position of a previously stored value in the values field array

associated with the keyname, and

replacing the previously stored value in the values field array with the
corresponding value.

2. A method for extending an event structure comprising:

allowing a user to submit a keyname and a

corresponding value for the event structure;

determining whether the keyname exists in a keys field

array of the event structure;
if the keyname does not exist in the keys field array,
incrementing an index of the event structure,

adding the keyname to a position in the keys

field array based on the index, and

adding the corresponding value to a position in a

values field array based on the index; and
if the keyname does exist in the keys field array,

determining the position of a previously stored
value in the values field array associated with the

keyname, and

replacing the previously stored value in the

values field array with the corresponding value.
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- The method of claim 1, wherein the method

further includes:

providing an error message if the keyname and the

corresponding value are null.

5. The method of claim 1, wherein

the keys field

array and the values field array have the same size.

G. The method of claim 1, wherein
the corresponding value have the same index

respective arrays.

7. The method of claim 1, wherein
further includes providing an error message

less than one.

8. The method of claim 1, wherein

does exist in the keys field array,

determining if the user instructed to d
keyname and the corresponding value, an
instructed to delete the keyname and th

value,
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010068 ()< 023 | A00RLCL 8 100 (k- BIONER (e Kt Wtcc UNOVULAE

F'109&& () - 9% 109&& %1 109@&"
%' uY=vUARe! k@UBR&ME) 45 stored,

deleting the keyname from a position in the keys

field array based on the index, and

deleting the corresponding value from a position

in a values field array based on the index.

9. A program storage device readable by machine,
tangibly embodying a program of instructions executable by
the machine to perform method steps of extending an event
structure, comprising:

allowing a user to submit a keyname and a

corresponding value for the event structure;

determining whether the keyname exists in a keys field

array of the event structure;
if the keyname does not exist in the keys field array,
incrementing an index of the event structure,

adding the keyname to a position in the keys

field array based on the index, and

adding the corresponding value to a position in a

values field array based on the index; and
if the keyname does exist in the keys field array,

determining the position of a previously stored

value in the values field array associated with the
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% 10%8& ()- %) ?3 ! 109%8& ()- 9% 109%R& ()- % 109&& ()- %' '""" (gFvUAF
1)s10% & ()-!10%&R& ()- % ?3 ! 109&&' ()- 98 10%R& ()- % 109%&& ()- 30 JUN 2003
% ((=)))6%|[:VUAF 1210% & ()- 131 10% & ()- |1/ 10% & ()- | .3"10% & () -

| +110% & ()-z( |/10% & ()-6********4yU4F | y3"10%R& ()-g | @10% & () -

1 (10% & ()-Z10'10' 10' | 7ml0% & ()-( 134s!10% & ()-+G,, b--".].|[: VWAF I
11310% & ()-1 1110% & ()-1 | 110% & ()- | 110% & ()-z I M 10% & () -(
ly3"10% & ()-gd néxlnEOkQQh[rgyﬂ‘gchr}bségg/b}g‘ié‘}léuéfgos/"lg‘.’céa YaldgHO% & ()

| 4" 1098& ()-f [3:110% [ “109%& ()-0 1 VUIF | 1&10% & ()-

| F9110% & () - thé#vaﬁ)ﬁl@& @)eltiYETi"MzO%‘@h(‘;thel cc‘m%&p@)@l(ng value.

| FG'10% & () - 2@35&6*6+6, 6- 6| [ NA4F10' 10' 10' | |f 710% & ()-|

| Y1-#10% ' f& ()- | F+"10% & ()-z |1)#10% & ()-( |sF(

10% & ()--6: 6U6W88) 99| [ : NAAF10 110% & ()-1 | YL0% & ()-1 | F10% & () -

| "109 & ()- 1m0% & ()-( 1'10% & ()- 993::*;; E<|[: NAF10 1110% & ()-|
$109%&& () - f|1@ 10% & Thegplrb@riﬁi%s&o@geldjéﬁ%& 6¥- élalmﬂ , wherein

| Y 10% R} -E<<a===X>>| [ NA4F10 | (110% & ()-1 1'10% & ()-1 19%40% & () -

| $&1 109 & (Fbe| KSY09E fPeE 88108, 4B, @%)kgyéof@m{aMMm | &3f

10% & ()-zI 11$10% & ()-1 | LOMLO% & ()- |-s110% & ()-y | +F"10% & () - (

| *"109% & () - Bé*&é%'ﬁ%i\}{éQ%ﬁgﬁMﬁsérl%(@t&;&%ed' Eé éQﬁi/@t& {ne | SF10%" & ()-
| (10%" & ()- 10710' 107 (°1yY7mi0% & () - VUAAE T [110%' & ()-I

| 10%' & ()-| kgyhose' &h(:l) thel cm@/esab@ilmb V$l@%a &h(i)lﬁ(the user

10%’ & ()1 | TV B LT FPidbes e 5 RFTatsland Fhes ‘i‘)‘fffﬁ%&r‘lr ff’ﬁm

F110%' & () -1 vh3ue) 10%' & ()-fl I)y#lO%a & () | |#m 10%" & (
"$10% & ()-( | 10%" & ()- KKKKKKKKLVU4F 13"10% & () - |210%& ()

| (YML0% & ()-10e' 10e' 10e' | 710%" & 3410O vUAF |
II(YI 10% & 8 | 13 9?6%&“?)5@ Fmé%(éf }he|%"eﬁ ﬁ&g%?%‘l’f%ﬁo%b-(

| "109% & () - zO: REPREY gqng VWAEtbrkh! 10%& ()-gl 11z#10% & ()-1 11 110% & ()-
| “y10% & ()- 11z 10% & O)-( I'g 10% & () - ORRj SSSFT{ Z9vU4F YI(lO%) 0& () -

Yl (109% & & () - |xv|(100/&& ()- YI" %0%' a& ()-@IY1" %0%& ()-

1110% & () - gFT[ Ty¥eFerirgTeRerkpynong odron) @ PPsitianud & the %qﬂos 10' 10'
Y710% - TP XY| [ : vU4F

$109% ' |&%) f%%iﬁ gﬁy(i’af&(%Q&}i%og%@g()%?mmlog% & ()-"0

)1 $10%& () -0 | $10% ; & () - 0Y[ 7] AAAAAA| obUAF | ' 10%&' &&' () - F10' 10' 10"
6mLo% & () - ||$1o¢@&e(:}ngothslg%rsapplydiog|ml@% grep-aoposigionz: | [ bUAF

10 8 () | DBV TAARERTY) [ BUART F g %88%&& E

109%& &&' () - IF 0/(10%&&&()- | ""10%& &&' ()-f | F $10%&' &&' (

"109%& &&' ()-z[eefzffgg|[:bDWMF | |, 10% && ()- F) S#10%' o&() f Is&
109%& &&' ()-f 13% 109 && () - I#@lO%&&&()

| F3"#109%&' &&' ()-gh%iiiiii|[NMF10& &10& &10& & | 7109%& &&' () -

114" 109 && ()- |2"109%& && ()- | FF. 3940%& && () -

FF. 39409%0&0& ()-iijj kxkk|[: NAAFL10 |fz#10% & ()- |1L10% & ()- |S10% & () -
1SI110% & ()-f 1,GL0% & ()- |(Y10% & () - 3kMmNnn" 00| [: NA4F10 1110% & () -

| #10% & ()- |"109%&& ()-g | "109%&& ()-g | $10% & () -

| M'10% & () - oplppp\rs|[: NAAF10 )L$10%' 0& ()-z |#'10% & ()-S | "$10% & () -
1> 109% & ()- | 10% & ()- |L!10% & ()-swsstt<uAuBu|[:-410' 1610% & () -

13410% & ()- 12"10% & ()- 16/&10% & ()-y | . 10% & () -
|,9110% & () - BuCuDuQul uuvzvbA410' | 1sy10% & ()- 1 110% & ()- | yY10% & () -
| ML0% & ()- 1'110% & ()-410' 10' Zvvxxzj z | [: A410' |sF'10% & ()-f

| YMB10% & ()- 1s"10% & ()-f 1Y3 $10% & ()- 1s"10% & ()- |&
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"10% & ()- | YF'#10% & ()- |SF'10% & ()-f}~~=|[:-410' | @710% & () -
114G'10% & ()- 12g 10% & ()- 1YYl 10% & ()- |,"10% & () -

| F+& 10% & ()-DbA410' | | "10% & ()- I1LZ10% & ()- | "10% & ()-z 1310% & () -
| (110% & ()-410' 10' S h|[: A410 I#MlO%&()-f I[1F'2'10% & ()- |F
"10% & ()-f 113$10% & ()-y 13$10% ", & ¢)-y 1110% & ()-=q |[: A410' 114
10% & ()- 12'110% & () - ||/$10%&() % "10% & ()-f | F+ “10% & ()-
11)$10% & ()-2vU410 | Z"10% & ()- 13"F10% & ()- |, Z10% & ()-

|1 (mL0% & ()-310' 10' 10' 1S 710% & () - ?| obU410 | @109%& () - 10' 10' 10' |
|,3710% & ()-1 F#10%' & ()-z 1110% & ()- |sFnL0% & ()-13|[:bud10 | |
1099& ()-y 13 1098& ()-1 ILTL09%& ()- | 1 1098& ()- |& 1098& ()-

| 1098& ()-d|[:bU410 | 1&S 1098& ()- |k YL098& ()-1 1Y10% & ()-I

T Y10984& () - g I‘Ylo%&'()-g | 1098& ()-s-Z|[:bUsl0 | |*1090& () -

1 3(1098& ()-1 1940%& ()-1 | 9@10%& ()- |!&LO%WA& ()-
| 91098@& ()-fZ~r|[:bU410 | | @t10%& ()- |810%& ()-1 |y51090& ()-|
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