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5101 A mobile terminal receiving a registration 
instruction and generating a user public key and 
private key according to the registration instruction, 
and when the mobile terminal passes identity 
authentication of a mobile bank server and a bank 
integration front server, the mobile bank server 
sending the user public key to a third-party electronic 
commerce authentication server to perform an 
authentication signature so as to generate a user 
public key certificate, and storing same 
5102 The mobile bank server verifying encrypted user 
transaction information sent by the mobile terminal 
according to the user public key certificate, and after 
the verification is passed, the bank integration front 
server executing a transaction 
5103 The mobile terminal generating an updating 
private key protection parameter after the transaction 
is executed, and sending the updating private key 
protection parameter to the mobile bank server, and 
the mobile terminal receiving an updating success 
result of the mobile bank server, and encrypting and 
storing the user private key according to the updating 
private key protection parameter 
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(57) Abstract: Proposed are a key protection method and system. The method comprises: a mobile terminal receiving a registration 
instruction and generating a user public key and private key according to the registration instruction, and when the mobile terminal 
passes identity authentication of a mobile bank server and a bank integration front server, the mobile bank server sending the user 
public key to a third-party electronic commerce authentication server to perform an authentication signature so as to generate a user 
public key certificate, and storing same; the mobile bank server verifying encrypted user transaction information sent by the mobile 
terminal according to the user public key certificate, and after the verification is passed, the bank integration front server executing a 
transaction; and the mobile terminal generating an updating private key protection parameter after the transaction is executed, and 
sending the updating private key protection parameter to the mobile bank server, and the mobile terminal receiving an updating sue -
cess result of the mobile bank server, and encrypting and storing the user private key according to the updating private key protec -
tion parameter. The present invention can increase the difficulty of an attack, and improve security. 
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