wo 2014/107977 A1 [N AP0 O O OO

(12) EREFEERLYF A HHERRR R

(19) RS >

E B R é
A =
@3) ERARH =

0 00 0 O O
10 BEFEAHS
WO 2014/107977 Al

204578170 (17.07.2014) WwWipO | PCT
61 HEERSHES: 1) EBREE GHHERW, BERE AR ERE
HO4L 29/06 (2006.01) J7): AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR,
@1) ERFEES: PCT/CN2013/084117 CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
22 HprEEH - 2013 £ 9 H 24 H (24.09.2013) GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IS, JP,
e ‘ KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT, LU,
25 HFES: 25 LY, MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,
. ‘ NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA
N 2 , NG, N, NO, NZ, . PA, PE, PG, PH, PL, PT, QA,
@6) ATER: L RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST,
30) P SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ,
2013100094358 2013 £ 1 H 10 H (10.01.2013) CN VC, VN, ZA, ZM, ZW o

a1 HEA. RABAHRAERAT (ropyroN (64 S (RS EIRY, BRI R
CORPORATION) [CN/CN]; 1 EH b ETTHIE X Fi5 #1): ARIPO (BW, GH, GM, KE, LR, LS/:MW, MZ, NA,
#% 38 5 B J& 1810, Beijing 100083 (CN). RW, SD, SL, SZ, TZ, UG, éh\l\’!)»”ZW)» WL (AM, AZ,
e BY, KG, KZ, RU, TJ, TM), Kkl (AL, AT, BE, BG, CH,
72 RN R (LL Dongsheng); F [ 1L 5T i i CY, CZ, DE, DK, EE, ES, FL FR, GB, GR, HR, HU, IE,
X %751 38 5 B JA 1810, Beijing 100083 (CN)o IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT, RO,
- \ . RS, SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM,

74y REN EREFELRERRBEEH (8 » OAPL(

44k ) (TSINGYIHUA INTELLECTUAL PROP-
ERTY LLC); 1 FEl b 5 I [X 75 1 i oK 221
T 5% DML 301 =, Beijing 100084 (CN).

GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

EEERAT:

L b R 5 (R 2088 21 25 (3)-

(34
(34

Title: KEY PROTECTION METHOD AND SYSTEM
RUIBH . AR EN RS

B AENOL R Y, IR ANE 2 R T

FAYRRRY]L VR A il i R R

I 5 SO LR TALEIN, BE

RATIRG 2R P ARTRILER TR T Rk

UENR S AT UES L RAERRHD) T AYIUE [59F
[Ee

}

FEARATIR 55 2R ARAR ] 2470 TR §5 #4300 R
JEOIIE R A e AT AT AR AT
LN WATER AR IR S AT A

8101
J

JSIOZ

k.

8103

RN ERIRTE AL BT 2 06 R D R R bl B8
iR T B O 2 B e RTINS 25
, 13 WeRER) AT IS ds ST ML A TR

25y
IRIBEHOARH] P 55 P AL P A i

1 7 FIG.A

$101 A mobile terminal receiving a registration
instruction and generating a user public key and

private key according to the registration instruction,
and when the mobile terminal passes identity
authentication of a mobile bank server and a bank
integration front server, the mobile bank server
sending the user public key to a third-party electronic
commerce authentication server to perform an
authentication signature so as to generate a user
public key certificate, and storing same

$§102 The mobile bank server verifying encrypted user
transaction information sent by the mobile terminal
according to the user public key certificate, and after
the verification is passed, the bank integration front
server executing a transaction

§103 The mobile terminal generating an updating
private key protection parameter after the transaction
is executed, and sending the updating private key
protection parameter to the mobile bank server, and
the mobile terminal r ing an updating

result of the mobile bank server, and encrypting and
storing the user private key according to the updating
private key protection parameter

(57) Abstract: Proposed are a key protection method and system. The method comprises: a mobile terminal receiving a registration
instruction and generating a user public key and private key according to the registration instruction, and when the mobile terminal
passes identity authentication of a mobile bank server and a bank integration front server, the mobile bank server sending the user
public key to a third-party electronic commerce authentication server to perform an authentication signature so as to generate a user
public key certificate, and storing same; the mobile bank server verifying encrypted user transaction information sent by the mobile
terminal according to the user public key certificate, and atter the verification is passed, the bank integration front server executing a
transaction; and the mobile terminal generating an updating private key protection parameter after the transaction is executed, and
sending the updating private key protection parameter to the mobile bank server, and the mobile terminal receiving an updating suc-
cess result of the mobile bank server, and encrypting and storing the user private key according to the updating private key protec-
tion parameter. The present invention can increase the difficulty of an attack, and improve security.
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