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a user, a service server performs fast risk
identification on the service processing request
based on comparing a trusted user list, a risky
user list, or user behavior profile. If whether the
service processing request is risky can be
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Fala VaYolild

performed; o‘thcrwis;, S203 s performed

Can it be
determined whether the

Yes

service processing request
is risky?

After the fast risk identification is performed, if
whether the service processing request is risky
cannot be determined, select at least one risk
theme from a plurality of predetermined risk
themes based on a service processing type of the
service processing request; select, for each
selected risk theme based on service scenario
information corresponding to the service
processing request, a rule model used for deep
risk identification; and perform the deep risk
identification on the service processing request
based on the selected rule model
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erform comprehensive risk identification

an identification algorithm of a 205
comprehensive riskgdentificationi layer,

where the comprehensive Tisk
identification, the fast risk identification,
and the deep risk identification are
asynchronously performed, a data volume

reqeest psed o — — — — —

$203 $202
No - v

Process the service processing
request based on a result of the
fast risk identification

$204
v -

/ S206

used for the comprehensive risk
identification is greater than a data volume
used for the fast risk identification and a
data volume used for the deep risk

identification, and duration of the

1 1 1 KN

FIG 2

2/3

Update one or more of the following
information based on a result of the
comprehensive risk identification: the
predetermined trusted user list, the
predetermined risky user list, historical
behavior data of the user, or the
predetermined rule model
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Processing module
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