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CLAIMS

‘What is claimed is:

1. A host system comprising a hardware processor and a memory, the Jfardware processor
configured to execute a virtual machine (VM), an event filter/and an introspection
engine, the event filter executing within the VM, the introgfection engine executing
outside of the VM, the hardware processor further configuregd'to:
generate a first exception in response to detecting ayf attempt by a software entity

executing within the VM to access a memory focation in a manner which violates
a Memory access permission;

in response to the first exception, switch from £xecuting the software entity to executing
the event filter; and
in response to a second exception, switcyf from executing the event filter to executing the
introspection engine,
wherein the event filter is configuyd to:
in response to the firgd exception, determine according to an event eligibility
criterion whefther the attempt is eligible for notification to the introspection
engine;

in response f determining whether the attempt is eligible for notification, when

sponse to determining whether the attempt is eligible for notification, when
the attempt is not eligible, prevent the processor from generating the
second exception and instead, cause the processor to resume executing the
software entity,

and wherein the introspection engine is configured to determine whether the attempt is

malicious.
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The host system of claim 1, wherein determining whether the attempt is eligible fi
notification comprises:
determining whether a section of a memory page stores a part of a protected/object,
the section indicated by the memory location;
in response to determining whether the section stores the part of the prglected object,
when the section stores the part of the protected object, gétermine that the
attempt is eligible; and
in response to determining whether the section stores the pagfof the protected object,
when the section does not store the part of the proyfcted object, determine that
the attempt is not eligible.
The host system of claim 2, wherein the megfory page further stores a part of an
unprotected object.
The host system of claim 2, wherein je protected object comprises a page table used
by the hardware processor to

rform memory address translations for the VM.

S. The host system of claim 3, wherein determining whether the attempt is

6. Thy/ host system of claim 3, wherein determining whether the attempt is
igible for notification further comprises determining whether the attempt
comprises an attempt to overwrite a content of an address field of a page table

entry of the page table.

The host system of claim 1, wherein determining whether the attempt is malicious

comprises:
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employing the introspection engine to determine whether the attempt was performed
by a component of an operating system executing within the virtual machi
and
in response, when the attempt was performed by the component of the fperating
system, determining that the attempt is not malicious.
A method of protecting a host system from computer security threg#§, wherein the host
system comprises a hardware processor and a memory, th€ hardware processor
configured to execute a virtual machine (VM), an event ffter, and an introspection
engine, the event filter executing within the VM, the iflrospection engine executing
outside of the VM, the method comprising:
configuring the hardware processor to generate a fiyt exception in response to detecting
an attempt by a software entity executjfg within the VM to access a memory
location in a manner which violates afmemory access permission;
configuring the hardware processor to sitch, in response to the first exception, from
executing the software entity tg/executing the event filter;
configuring the hardware processgh to switch, in response to a second exception, from
executing the event filtgf to executing the introspection engine;
in response to the first excegftion, employing the event filter to determine according to an

event eligibility Lriterion whether the attempt is eligible for notification to the

ttempt is not eligible, preventing the processor from generating the second
exception and instead, causing the processor to resume executing the software
entity; and

in response to the second exception, employing the introspection engine to determine

whether the attempt is malicious.
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The method of claim 8, wherein determining whether the attempt is eligible Aor

notification comprises:

determining whether a section of a memory page stores a part of a protecgd object,
the section indicated by the memory location;

in response to determining whether the section stores the part of thefrotected object,
when the section stores the part of the protected objeclf determine that the
attempt is eligible; and

in response to determining whether the section stores the phrt of the protected object,
when the section does not store the part of the pfotected object, determine that

the attempt is not eligible.

The method of claim 9, wherein the mepfory page further stores a part of an

unprotected object.

The method of claim 9, wherein th€ protected object comprises a page table used by

the hardware processor to pgfform memory address translations for the VM.

12. The method of clfim 11, wherein determining whether the attempt is eligible
for notificatiopf further comprises determining whether the attempt comprises

an attemptAo overwrite a value of a control bit of a page table entry of the

e method of claim 11, wherein determining whether the attempt is eligible
for notification further comprises determining whether the attempt comprises
an attempt to overwrite a content of an address field of a page table entry of

the page table.
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The method of claim 8§, wherein determining whether the attempt is malici

comprises:

employing the introspection engine to determine whether the attempt was p€rformed
by a component of an operating system executing within the virjal machine;
and

in response, when the attempt was performed by the componedt of the operating

system, determining that the attempt is not malicious.

A non-transitory computer-readable medium storing instry€tions which, when executed
by a hardware processor of a host system exposing g/virtual machine, cause the host
system to form an event filter and an introspectigh’ engine, the event filter executing
within the VM, the introspection engine executing outside of the VM, wherein:
the introspection engine is configured to:
configure the hardware processor/lo generate a first exception in response to
detecting an attempt by”a software entity executing within the VM to
access a memory lgdation in a manner which violates a memory access
permission;
configure the hardwgfe processor to switch, in response to the first exception,
from execling the software entity to executing the event filter;
configure the fardware processor to switch, in response to a second exception,
fropf executing the event filter to executing the introspection engine; and
in respofise to the second exception, determine whether the attempt is malicious,
and wherein
the evegffTilter is configured to:
in response to the first exception, determine according to an event eligibility
criterion whether the attempt is eligible for notification to the introspection

engine;
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17.

in response to determining whether the attempt is eligible for notification, when
the attempt is eligible, cause the processor to generate the secofid
exception; and

in response to determining whether the attempt is eligible for notificatypn, when
the attempt is not eligible, prevent the processor from ggfierating the
second exception and instead, cause the processor to resugfe executing the

software entity.

The computer-readable medium of claim 15, wherein determining whether the

attempt is eligible for notification comprises:

determining whether a section of a memory page sigfres a part of a protected object,
the section indicated by the memory locatybn;

in response to determining whether the sectiogf stores the part of the protected object,
when the section stores the part gf the protected object, determine that the
attempt is eligible; and

in response to determining whether fhe section stores the part of the protected object,
when the section does ngy/store the part of the protected object, determine that

the attempt is not eligjble.

The computer-readable/medium of claim 16, wherein the memory page further stores

page Aable used by the hardware processor to perform memory address

slations for the VM.

The computer-readable medium of claim 18, wherein determining whether the

attempt is eligible for notification further comprises determining whether the
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attempt comprises an attempt to overwrite a value of a control bit of a pgle

table entry of the page table.

20. The computer-readable medium of claim 18, wherein determinigg whether the
attempt is eligible for notification further comprises detergning whether the
attempt comprises an attempt to overwrite a content offan address field of a

page table entry of the page table.

The computer-readable medium of claim 15, erein determining whether the

attempt is malicious comprises:

employing the introspection engine to detephine whether the attempt was performed
by a component of an operating/ystem executing within the virtual machine;
and

in response, when the attemptAvas performed by the component of the operating

system, determininghat the attempt is not malicious.
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CLAIMS

1. A host system comprising a hardware processor and a memory, the hardware processor
configured to execute a virtual machine (VM), an event filter, and an introspection engine,
the event filter executing within the VM, the introspection engine executing outside of the
VM, the hardware processor further configured to:

generate an exception in response to detecting an attempt by a software entity
executing within the VM to access a memory location in a manner which violates a memory
access permission; and

in response to the exception, switch from executing the software entity to executing
the event filter;

wherein the event filter is configured to:

in response to the exception, determine whether the memory location currently stores
a part of a page table entry used by the hardware processor to perform memory address
translations for the VM, the part comprising a control bit or a memory address,

in response, when the memory location currently stores the part of the page table
entry, trigger a VM exit event to cause the hardware processor to suspend execution of the
VM and to switch to executing the introspection engine, and

when the memory location does not store the part of the page table entry, cause the
hardware processor to resume executing the software entity without triggering the VM exit
event;

and wherein the introspection engine is configured to determine whether the attempt

is malicious in response to the VM exit event.

2. The host system of claim 1, wherein determining whether the attempt is malicious
comprises:

employing the introspection engine to determine whether the attempt was performed
by a component of an operating system executing within the virtual machine; and

in response, when the attempt was performed by the component of the operating

system, determining that the attempt is not malicious.

3. The host system of claim 1, wherein the introspection engine is further configured, in
preparation for execution of the event filter, to inject the event filter into another software

entity executing within the VM, wherein injecting the event filter comprises writing at least a
27
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part of the event filter to a section of the memory currently allocated for the other software

entity.

4. The host system of claim 3, wherein the other software entity is a driver of an operating

system of the VM.

5. The host system of claim 1, wherein the event filter is further configured to:

assemble a roster of protected memory sections, the roster including, for each
protected memory section, an address of the each protected memory section and an indicator
of a type of asset stored within the each protected memory section; and

determine whether the memory location currently stores the part of the page table

entry according to the roster.

6. A method of protecting a host system from computer security threats, wherein the host
system comprises a hardware processor and a memory, the hardware processor configured to
execute a virtual machine (VM), an event filter, and an introspection engine, the event filter
executing within the VM, the introspection engine executing outside of the VM, the method
comprising:

configuring the hardware processor to generate an exception in response to detecting
an attempt by a software entity executing within the VM to access a memory location in a
manner which violates a memory access permission;

configuring the hardware processor to switch, in response to the first exception, from
executing the software entity to executing the event filter, wherein executing the event filter
comprises:

in response to the exception, determining whether the memory location currently
stores a part of a page table entry used by the hardware processor to perform memory address
translations for the VM, the part comprising a control bit or a memory address,

in response, when the memory location currently stores the part of the page table
entry, triggering a VM exit event to cause the hardware processor to suspend execution of the
VM and to switch to executing the introspection engine, and

when the memory location does not currently store the part of the page table entry,
causing the hardware processor to resume executing the software entity without triggering the

VM exit event; and
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employing the introspection engine to determine whether the attempt is malicious in

response to the VM exit event.

7. The method of claim 6, wherein determining whether the attempt is malicious comprises:
employing the introspection engine to determine whether the attempt was performed
by a component of an operating system executing within the virtual machine; and
in response, when the attempt was performed by the component of the operating

system, determining that the attempt is not malicious.

8. The method of claim 6, further comprising, in preparation for executing the event filter,
employing the introspection engine to inject the event filter into another software entity
executing within the VM, wherein injecting the event filter comprises writing at least a part

of the event filter to a section of the memory currently allocated for the other software entity.

9. The method of claim 8, wherein the other software entity is a driver of an operating system

of the VM.

10. The method of claim 6, wherein the event filter is further configured to:

assemble a roster of protected memory sections, the roster including, for each
protected memory section, an address of the each protected memory section and an indicator
of a type of asset stored within the each protected memory section; and

determine whether the memory location stores the part of the page table entry

according to the roster.

11. A non-transitory computer-readable medium storing instructions which, when executed
by a hardware processor of a host system exposing a virtual machine, cause the host system
to form an event filter and an introspection engine, the event filter executing within the VM,
the introspection engine executing outside of the VM, wherein:

the introspection engine is configured to:

configure the hardware processor to generate an exception in response to detecting an
attempt by a software entity executing within the VM to access a memory location in a
manner which violates a memory access permission,

configure the hardware processor to switch, in response to the exception, from
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executing the software entity to executing the event filter, and

determine whether the attempt is malicious in response to a VM exit event triggered
by the event filter; and
the event filter is configured to:

in response to the exception, determine whether the memory location currently stores
a part of a page table entry used by the hardware processor to perform memory address
translations for the VM, the part comprising a control bit or a memory address,

in response, when the memory location currently stores the part of the page table
entry, trigger the VM exit event to cause the hardware processor to suspend execution of the
VM and to switch to executing the introspection engine, and

when the memory location does not store the part of the page table entry, cause the
hardware processor to resume executing the software entity without triggering the VM exit

event;

12. The computer-readable medium of claim 11, wherein determining whether the attempt is
malicious comprises:

employing the introspection engine to determine whether the attempt was performed
by a component of an operating system executing within the virtual machine; and

in response, when the attempt was performed by the component of the operating

system, determining that the attempt is not malicious.

13. The computer-readable medium of claim 11, wherein the instructions further cause the
host system, in preparation for executing the event filter, to inject the event filter into another
software entity executing within the VM, wherein injecting the event filter comprises writing
at least a part of the event filter to a section of the memory currently allocated for the other

software entity.

14. The computer-readable medium of claim 13, wherein the other software entity is a driver

of an operating system of the VM.

15. The computer-readable medium of claim 11, wherein the event filter is further configured
to:

assemble a roster of protected memory sections, the roster including, for each
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protected memory section, an address of the each protected memory section and an indicator
of a type of asset stored within the each protected memory section; and
determine whether the memory location stores the part of the page table entry

according to the roster.
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