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(57) Abstract

Auxiliary data (315, 414) is carried substantially impercep-
tibly with video transform data in combined transform samples
according to a visibility threshold. The auxiliary data (315, 414)
provides a capability for a copy protect scheme of verification of
television viewing activity. The video transform samples (240)
are extracted from the compressed packetized data stream and nor-
malized if required. The auxiliary data (315, 414) modulates data
carrier sequences such as pseudo-noise (PN) spread spectrum sig-
nals (412, 630) in different spatial frequencies to provide auxiliary
data subband samples (SPDg-SPDn-1), which are in turn combined
with the video transform samples (SSg—SSn-1) in one or more spa-
tial frequencies to provide combined subband samples. The com-
bined transform samples (SS$°0—SS°n-1) are then multiplexed into
the packetized data stream (462). In a decoder (368), the com-
bined transform samples are demodulated to recover the auxiliary
data signal (672).

(54) Title: POST-COMPRESSION HIDDEN DATA TRANSPORT FOR VIDEO
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amount of \{lﬁggmi on that can be carried within a channel opcpy@bs/ffin
bandw dt h.” For “exanpl e, techniques for conpressing digital data to squeeze
nore data within a given bandwi dth or data storage 5 space are wel
known. Conpression refers to reducing the nunber of data bits needed to
encode a source signal so that the source signal may be recovered by a

decoder with acceptable fidelity. For exanple, it is known that 10 t he
human eye is relatively less sensitive to anplitude variations in :
hi gh-frequency conponents of a video signal. Simlarly, the human ear is
relatively less sensitive to anplitude variations in high-frequency
conponents of an audio signal. 15 Accordingly, audio and video data can

be encoded using frequency transformtechni ques which allocate fewer bits

to hi gh-frequency conp B SoMPRE .'%Eﬁﬁwtﬁ 4 Ol gggﬁ&r % data bits
whi ch nust be transmt W re—a—sd$$sfa%#%+y-prcgg¥e-20 .

and sound are still provided. Wth the i nvzB&#9ed use of digital audio and
video content for television, computer graphics, conpact discs, digital
caneras, and the like, it would be desirable to provide hidden data in
digital 25 aughexaRaurinier S ahdrifrfolpunber. of situations. For
exanple, it may be deSirable to enable data ancillary to the audio or video
data to be carried to provide a copy managenent schene whi ch precl udes

The present invention relates to a method and

5 - apparatus for hiding data in an audio or video
signal, and more particularly to a scheme for
providing an imperceptible auxiliary data signal in
a compressed digital audio or video data stream
being comhunicated over existing communicatioh

10 channels. The scheme is characterized as post-
compression hidden data transport (PC-HDT) for
video. A corresponding meﬁhod and apparatus for
recovering thé'hidden data from the audio or video
signal are also disclosed, in addition to a digital

15 data storage medium.

Generally, the capacity of a transmission
channel to carry additional information;is limited
by the bandwidth of the channel. Since the
bandwidth of communication channels is limited by

20 realities of the electromagnetic spectrum, and, for
wireless channels, may be regulated by law, |

techniques have been developed for increasing the



WO 99/09684 PCT/US t he
audio or W‘U%‘”éﬂ;nal from bei ng copi ed w t hout proper aut hg’ré&'i%”éﬁ%l

otherwi.se controls the use of the audio or video program or other
information (e.g., nultinedia) associated with the video signal. 5
Additionally, information identifying the 2ontent of the audio or video
signal, such as the nane, source, sponsor and/or perforners of an audio or
video program and polling information for narket research or comerci al
verification mght also be hidden. The 10 schene shoul d be conpati bl e
W th various storage nmedia, including optical storage nedia such as the
Digital Video Disc (DVvD), Conpact Disc (CD) including CO-ROM and rragnetlc
storage nedi a such as Video Cassette Recorder (VCR) tape. 15

Further, the type of ancillary information carried by the audio or video
signal-should be virtually unlimted. For exanple, it would be advant ageous
to all ow data that is conpletely unrelated to the audio or video signal to

be carried 20 , transn1tt|ng stock price data or "electronic
coupons” with aa[p ﬁ Q 5%1.}1 ﬁ{lﬂﬂ% et Qaplieqdatianih the audio
or vi'deo signal sh ? l e to Qﬁ% elt efﬂg H% du ate% carrpér an

unnodul at ed carr?%ﬁn%%lgo BlB&W?n ngveicHt nat FOR ©Xamplegf bot h.
" techniques for compressing digital data to squeeze

s more data within a given bandwidth or data storage
5 space are well known.

' Cdmpression refers to reducing the number of
data bits needed to encode a source signal so that
the source signal may be recovered by a decoder with
acceptable fidelity. For example, it is known that

10 the human eye iswéélaéively less sensitive to
-amplitude wvariations in high-frequency components of

-a video signal. Similarly, the human ear is
“relatively less sensitive to amplitude variations in
high—frequency components of an audio signal.

15 Accordingly, audio and video data can be encoded
using frequency transform techniques which allocate
fewer bits to high-frequency components. In this
manner, the total number of data bits which must be
transmitted is reduced, while a satisfactory picture

20 and sound are still provided.

With the increased use of digital audio and
video content for television, computer graphics,
compact discs, digital cameras, and the like, it
would be desirable to provide hidden data in digital

25 audio and video signals in a number of situations.
For example, it may be desirable to enable data
ancillary to the audio or video data to be carried
to provide a copy management scheme which precludes



It would f e desirable for the auxiliary i nformation PeThRosnsi111
subStantLJP ?aﬁﬁ%grceptibly WD 99/ 09684

PCT/ US98/ 15111 4 transported concurrently with a primary audi o or video
signal. In one such technique, the bandw dth of the audio or video channel
remains as is, and additional information i$ packed with the audio aqr 5
video information such that it can be retrieved without significantly
degrading the quality of the primary audio or video signal. The schene
shoul d be conpatible with audio or video decoders which do not have the
capability to 10 retrieve the auxiliary information as well as with
speci al decoders which can retrieve the auxiliary information.
Additionally, video decoders may have the capability to subtract the

suppl emental information fromthe video data prior to 15 transform ng
the video data to the pixel domain in order to recover the video data with
essentially no degradation in quality. The schene should be conpatible with
existing digital video data comrunication schenes, where a 20 "~ video

signal is digitizethe spaiicaldly tidesisigrd]l fropr bedag coydest witlout
predefined frame Lorpab. ANhdLEhE{8RSbE §0nbRwl s Hti¥ s ife SELEM™

shoul d
of the audio or video program or other information

(e.g., multimedia) associated with the video signal.

5 Additionally, information identifying the content of
the audio or video sigmnal, such as the name, source,
sponsor and/or performers of an audio or video
program, and polling information for market research
or commercial verification might also be hidden. The

10 scheme should be compatible with various storage
media, including optical storage media such as the
Digital Video Disc (DVD), Compact Disc (CD)
including CD-ROM, and magnetic storage media such as
Video Cassette Recorder (VCR) tape.

15 Further, the type of ancillary information
carried by the audio or video signal should be
virtually unlimited. For example, it would be
advantageous to allow data that is completely
unrelated to the audio or video signal to be carried

20 (e.g., transmitting stock price data or "electronic

- coupons" with a movie). Moreover, the scheme used

- to hide data in the audio or video signal should be
able to_hide either a modulated carrier, an
unmodulated carrier (e.g., pilot), or a combination

25  of both. |

It would further be desirable for the auxiliary
information to be substantially imperceptibly



thus all ow hi dden data to be enbedded in the conpr essed transforn1sangles

wi t hout rS¥PY%EBsful| 25 deconpressi on of . the signal.
shoul d provide a nethod for hiding auxiliary data in a digital audlo or
vi deo data stream which is communi cat ed over existing W) 99/ 09684

PCT/ US98/ 15111 5. communi cation paths as a pge-existing bitstream w thout
substantially altering the quality of the audio or video signal, or®
interfering with other data in the bitstream 5 In particular, the
schenme should allow the provision of auxiliary data in respective subbands
(e.g., spatial frequencies) of a digital conpressed video data stream or

I n respective subbands of a digital conpressed audi o data stream
Simlarly, 10 t he schene should allow recovery of the auxiliary data
fromthe conpressed digital audio or video signal. Finally, the schene
shoul d provi de spectral shaping of the auxiliary signal to enhance its
conceal nent. 15 The present invention relates to a nethod and
apparatus for transporting and recovering information hidden in a digital

audio or video S'é@@%spgrkeg o%d%f%éﬂ?%"é%Eﬁ’é”B&‘%éE&-audlo or
video signal. 1In one such technlque, the bandwidth
of the audio or video channel remains as is, and
additional information is packed with the audio or
5 video information such that it can be retrieved
without significarntly degrading the quality of the
primary audio or video signal.
The scheme should be compatible with audio or
video decoders which do not have the capability to
10 retrieve the auxiliary information as well as with
w'special decoders which can retrieve the auxiliary
information. Additionally, video decoders may have
the capability to subtract the supplemental
information from the video data prior to
15 transforming the video data to the pixel domain in
order to recover the video data with essentially no
degradation in quality. '
The scheme should be compatible with existing
digital video data communication schemes, where a
20 video signal is digitized, spatially transformed,
compressed, packed in a predefined frame format, and
then transmitted in a bitstream. The scheme should
thus allow hidden data to be embedded in the
compressed transform samples without requiring full
25 decompression of the signal.
The scheme should provide a method for hiding
auxiliary data in a digital audio or video data —
stream which is communicated over existing



advant age§¥) mm 99/ 09684 PCT/US98/15111
PCT/ US98/ 1 ??g 6 SUMVARY OF THE | NVENTI ON I n accordance with the present

invention, a method and apparatus are provided for hiding auxiliary
information in a conpressed digital audio 5 or video signal which is
transmtted over a conmuni cation channel in™a pre-existing bitstream

w thout requiring full deconpression of the audio or video data in order to
enbed the auxiliary data.- Furthernore, by enbedding the same auxiliary data
10 into different subbands of the audio or video data, advant'ageous
signal-to-noise ratio (SNR) characteristics result. Spectral shaping of the
auxiliary data signal can be provided to enhance its conceal nent. 15

A nethod for providing auxiliary data subband sanples in a digital video
data streamincludes the step of providing a plurality of video transform
sanples fromthe data stream Each transform sanple is associated with a -
spatial frequency. Pixel data 20 may be spatially transfornmed using the
Di screte Cosine Transform (DCT) or other transformto provide the video

t ransf or m sanpl escomminiara: sobspacbat & aeprecesd Strimy tihet slaream, ream A

data carrier without substantially altering-the quality of the
audio or video signal, or interfering with other
data in the bitstream.

5 In particular, the scheme should allow the

provision of auxiliary data in respective subbands
(e.g., spatial frequencies) of a digital compressed
video data stream, or in respective subbands of a
digital compressed audio data stream. Similarly,

10 the scheme should allow recovery of the auxiliary
data from the compressed digital audio or video
signal. Finally, the scheme should provide spectral
shaping of thé aﬁxiiiary signal to enhance its
concealment. | :

15 The present invention relates to a method and
apparatus for transporting and recovering
information hidden in a digital audio or video
signal having the aforementioned and other
advaptages.



sequence such as a Mary spread Spectrun1signal 25 (where errgQQ or
ot her whi ORYPWE4 si gnal is nodul ated by an auxiliary data splca:ﬁ“%?”fl m

provi de the auxiliary data subband sanples. The auxiliary data subband

WD 99/ 09684 PCT/ US98/ 15111 7 sanpl es
are conbined with correspondi ng video transférm sanples to produce conbi ned
transform sanples in which the auxiliary data subband sanples are carried
substantially inperceptibly (e.g., 5 invisibly). That is, pixel data
recovered fromthe conbined transform sanples will have an inage- quality
that is substantially the sane as pixel data recovered fromthe video
transf orm sanpl es. The presence of the auxiliary data subband sanples wl|
10 not reduce image quality for the average viewer. The conbi ned
transform sanpl es are provided for transport in the digital video data
stream In alternate enbodi nents, nultiple |layers of auxiliary data subband
sanpl es are encoded in the 15 digital video data stream Each |ayer
can have a uni que correspondi ng pseudo-noi se (PN) sequence, or the sane PN

sequence may be used by shiftinggstiMARE! oF WHEDTNUENTION the | ayers.
Furt hernore, subband sanples fromdifferent auxiliary signals can 20 be
enbedded in respective different spati al

In accordance with the present invention, a
method and apparatus are provided for hiding
auxiliary information in a compressed digital audio

5 or video signal which is transmitted over a
communication channel in a pre-existing bitstream
without requiring full decompression of the audio or
video data in order to embed the auxiliary data.
Furthermore, by embedding the same auxiliary data

10 ~° into different subbands of the audio or video data,

~~ advantageous signal-to-noise ratio (SNR)
characteristics result. Spectral shaping of the
auxiliary data signal can be provided to enhance its
concealment.

15 A method for providing auxiliary data subband
samples in a digital video data stream includes the
step of providing a plurality of video transform
samples from the data stream. Each transform sample
is associated with a spatial frequency. Pixel data

20 may be spatially transformed using the Discrete
Cosine Transform (DCT) or other transform to provide
the video transform samples which are subsequently
recovered from the data stream. A data carrier
sequence such as a M-ary spread spectrum signal

25 (where M22) or other white noise signal is modulated
by an auxiliary data signal to provide the auxiliary
data subband samples. The auxiliary data subband



f requenci egyd. 684’ ONE signai per frequency), the sanme spati FcribRHSNGY
(e.g., nore than one signal per frequency), or conbinations thereof 1n the

digital video data stream The data carrier 25 sequence may conprise a
spread spectrum PN sequence, a "sparse"” PN sgquence, a "sanple tw ddle"
sequence, or a "bit tw ddle" sequence. Wen the video transform sanp|es
have a WO 99/ 09684 PCT/ US98/ 15111
8 nonuni form power spectrum the nmethod includes the further steps of
normal i zing the video transform sanples to provide an approxi mately uniform
power spectrumthereof. The conbined transform sanples 5 are
de-nornal i zed subsequent to the normalizing step to restore the nonuniform
power. spectrum of the video transform sanples, and to spectrally shape the
auxiliary data subband sanples in the conbined transform sanpl es accordi ng
to the nonuniform power 10 spectrum The data carrier sequence nmay be
nodul ated by different auxiliary data signals to allow conbi ned transform
sanples in which respective auxiliary data subband sanpl es corresponding to
the different 15 samples|azeycdabanedgwilth arermespording Thafiebs, each

combi ned transfor p,SApLS-HBYaGBIEYS 20 BPIdA Yedlfhed transtorm
samples in which the auxiliary data subband samples
are carried substantially imperceptibly (e.g.,

5 invisiblY). ‘That is, pixel data recovered from the
combined transform samples will have an image
quality that is substantiaily the same as pixel data
recovered from the video transform samples. The
presenceﬂof'thé auxiiiary data subband samples will

10 not reduce image quality for the average viewer.
The combined transform samples are provided for
transport in the digital video data stream.

In alternate embodiments, multiple layers of
auxiliary data subband samples are encoded in the

15 digital wvideo data stream. Each layer can have a
unique corresponding pseudo-noise (PN) sequence, or
the same PN sequence may be used by shifting the
relative position of the layers. Furthermore,
subband samples from different auxiliary signals can

20 be embedded in respective different spatial
frequencies (e.g., one signal per frequency), the
same spatial frequency (e.g., more than one signal
‘per frequency), or combinations thereof in the
digital wvideo data stream. The data carrier

25 sequence may comprise a spread spectrum PN sequence,

N a "sparse" PN sequence, a "sample twiddle" sequence,
or a "bit twiddle" sequence.

When the video transform samples have a



subband sanple froma different auxiliary data signal. Upon demopdul ati on
such conbi&pm?c?m?%ﬁ‘fsform sanpl es can be tracked independent |y RCI/WS9835EL t he .
20 respective auxiliary data signals. Alternatively, the conbined
transform sanples can carry auxiliary data subband sanples froma single
auxiliary data signal such that serial denmodtlation of the combined
transform sanpl es of a 25 single image results in serial recovery of
the auxiliary data subband sanples fromthe single auxiliary data signal.
In another alternative, auxiliary data subband WO 99/ 09684 .

PCT/ US98/ 15111 9 sanples froma plurality of auxiliary data signals are
carried in a single spatial frequency. This allows a tinme-multiplexing
scheme wherein, for exanple, tenporally successive first, second and 5
third conbined transformsanples froma single spatial frequency include
auxiliary data subband sanples fromfirst, second and third auxiliary data
signals, respectively. Bits are allocated to quantize the conbined 10
subband sanpl es according to a visibility threshold so that the auxiliary

data subband sanpheguildoAe SUSE 28hL 8L Him!, MRRECGRVHUSE 1 S uEaMpL s the
further steps of normalizing the video transform
samples to provide an approximately uniform power
spectrum thereof. The combined transform samples
5 are de-normalized subsequent to the normalizing step
to restore the nonuniform power spectrum of the
video transform samples, and to_spéctrally shape the
auxiliary data subband samples in the combined
transform samples according to the nonuniform power
10 = spectrum. '
- The data carrier sequence may be modulated by
different auxiliary data signals to allow combined
" transform samples in which respective auxiliary data
subband samples corresponding to the different
15 auxiliary data signals are carried. That is, each
combined transform éamplé may carry an auxiliary data
subband sample from a different auxiliary data
signal. Ubon demodulation, such combined transform
samples can be tracked independently to recover the
- 20 respective auxiliary data signals.
Alternatively, the combined transform samples
can carry auxiliary data subband samples from a
single auxiliary data signal such that serial
demodulation of the combined transform samples of a
25 single image results in serial recovery of the
auxiliary data subband samples from the single
auxiliary data signal.
In another alternative, auxiliary data subband



vi si bi | i twoobvoesslabl d may provi de a m ni num signal to noi se PEriuso¥isiihe

vi deo transform sanples relative 15 to the auxiliary data subband
sanpl es whi ch shoul d be mai ntai ned. The video transform sanpl es nmay
conprise spatially transformed pixel data fgroman intra coded i mage and/or
a differentially coded i mage. For 20 differentially encoded inmages, the
bit rate of the auxiliary data may be reduced relative to intra coded
i-mages due to the reduced nunber of bits allocated to code the differenti al
signals. Simlarly, a nethod is presented for recovering 25 auxi liary
dat a subband sanpl es representative of an auxiliary data signal froma
conpressed digital video data stream The auxiliary data subband sanpl es
are provided by nodulating a first data carrier sequence WO 99/ 09684
PCT/ US98/ 15111 10 by the auxiliary data signal. The auxiliary data subband
sanples are carried wwth video transform sanples in conbined transform -
sanples in the data stream 5 .Conbi ned transform sanpl es are

recovered fromthe data stream and a_ recovery data carrier sequence-
correspondi ng t oSEMBLES; SEOMaRAPAUFRLAEY s RfuBHKE i Ty 87t 819RAd Sconbi ned
transform sanpl earar earried in a single spatial frequency. This

allows a time-multiplexing scheme wherein, for
example, temporally successive first, second and

5 third combined transform samples from a single
spatial frequency include auxiliary data subband
samples from first, second and third auxiliary data
signals, respectively.

Bits are allocated to quantize the combined

10 subband samples according to a visibility threshold
so that the auxiliary data subband samples will be
substantially imperceptible. For example, the
visibility threshold may provide a minimum signal to
noise ratio of the video transform samples relative

- 15 to the auxiliary data subband samples which should be
maintained.

The video transform samples may comprise
spatially transformed pixel data from an intra coded
image and/or a differentially coded image. For

20 differentially encoded images, the bit rate of the
auxiliary data may be reduced relative to intra coded
images due to the reduced number of bits allocated to
code the differential signals. _

Similarly, a method is presented for recovering

25 auxiliary data subband samples representative of an
auxiliary data signal from a compressed digital video
data stream. The auxiliary data subband samples are
provided by modulating a first data car}ier sequence



rocessed using the recovery data carrier sequence to 10 recover. t he
guxi liary Wé?t‘%g%gf?dband sanpi es. The processing may include PRYUSPRERIL
dermodul ating (e.g., mxing) the recovered conbi ned transform sanples using
the recovery data carrier sequence to recover the auxiliary data subband
sanpl es, and 15 integrating the recover&8 auxiliary dat a subband _
sanpl es to provide despread auxiliary data subband sanples. Despreading is
achi eved by the conbination of mixing and integrating. The despread '
auxiliary data subband sanples are summed across sel ected 20 -spati al
frequencies to recover the auxiliary data signal. Wen the video transform
sanpl es have a nonuni form power spectrum the conbined transform sanpl es
are normalized to provide an approxinately 25 uni f orm power spectrum
for the video transformsanples in the conbined transform sanples. The
recovery data carrier sequence may be filtered over a plurality of spatial
frequenci es of WO 99/ 09684 o
PCT/ US98/ 15111 11 the video transform sanples, in which case the auxiliary

data subband sanpbgs they absiddaiiedats aighanal i fheOhusPdihd|, faggquenci es.
Correspondi ng enc%%b%%n%h%a%%ﬁgglg ea% %&?ggswith video transform
samples in combined transform samples in the data
stream.

5 Combined transform samples are recovered from
the data stream, and a recovery data carrier sequence
corrésponding to the first data carrier sequence is
provided. The combined transform samples are
processed using the recovery data carrier sequence to

10 recover the auxiliary data subband samples. The
processing may include the steps of demodulating
(e.g., mixing) the recovered combined transform
samples using the recovery data carrier sequence to
recover the auxiliary data subband samples, and
15 integrating the recovered éuxiliary data subband
samples to provide despread auxiliary data subband
samples. Despreading is achieved by the combination
of mixing and integrating. The despread auxiliary
data subband samples are summed across selected
20 spatial frequencies to recover the auxiliary data
signal. .
When the video transform samples have a
'nonuniform power spectrum, the combined transform
samples are normalized to provide an approximately
25 uniform power spectrum for the video transform
samples in the combined transform samples.
The recovery data carrier sequence may be...
filtered over a plurality of spatial frequencies of



ar egﬁgggog} gpcl osed. Furthernore, a conpressed digital defrasséasiage
nedla S scl osed which includes storage neans for storing conbi ned

transform sanpl es i ncluding video transform sanpl es which represent a video
signal, and 10 - auxiliary data subband saggles whi ch represent an
auxiliary data signal. The auxiliary data s and sanpl es are provi ded by
nodul ating a data carrier sequence by the auxiliary data signal over at

| east one spatial frequency corresponding to the video 15 transform
sanples. The auxiliary data subband sanples are carried substantially

I nperceptibly in the video signal, and are spectrally shaped according to
the video transform sanples. The storage nedia further includes nmeans for

al |l owi ng the recovery of 20 the auxiliary data signal fromthe

auxi liary data subband sanples. . WD 99/09684

PCT/ US98/ 15111 12 BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a block

di agram of a conventional psycho-visual video encoder; FIG 2 is a
diagrammatic illustration of the 5 conventional franme formatting of a
subband coded di gith& widéeo txtagrsfiornnatanplede i ovhikeld cessé hehe nput to the

post - conpr essi on nggﬁ é%?iaéégﬂgﬂﬁﬁénd samples may be carried in a
plurality of spatial frequencies.

Corresponding encoding and decoding apparatus

5 are also disclosed.

Furthermore, a compressed digital data storage
media is disclosed which includes storage means for
storing combined transform samples including video
transform sémples which represent a video signal, and

10 auxiliary data subband éamples which represent an
auxiliary data signal. The auxiliary data subband
samples are provided by modulating a data carrier
sequence by the aukiliary data signal over at least
one spatial frequency corresponding to the video

15 transform samples. The auxiliary data subband
samples are carried substantially imperceptibly in
the video signal, and are spectrally shaped according
to the video transform samples. The storage media
further includes means for allowing the recovery of

20 the auxiliary data signal from the auxiliary data
subband samples. ' '



systemin-acc ce with the present invention; FIG 3a is Lagram
o? a firstéﬁ&émgaﬂrepresentative application of the post-congFgégﬁéﬁﬂhfdden
data transport encoder for video in accordance with the present invention,;
FIG 3b is a block diagram of a second representative application of the
post - conpressi on 15 hi dden data transpoitg decoder for video in
accordance with the present invention. FIG 4 is a block diagram of 'a

post - conpr essi on hidden data transport system encoder in accordance with

t he present invention; 20 FIG 5 is a block diagram of an

al ternate enbodi nent of a post-conpression hidden data transport system
encoder in accordance with the present invention; FIG 6 is a block diagram
of a post-conpression 25 hi dden data transport system decoder in
accordance with the present invention; FIG 7 is a block diagram of another
alternate WD 99/ 09684

PCT/ US9/ 15111 13 enbodi nent of a post-conpression hidden data transport
system encoder in accordance with the present invention; and FIG 8 is a

bl ock di agram of an al t er naBRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a conventional
psycho-visual video encoder;
FIG. 2 is a diagrammatic illustration of the
5 conventional frame formatting of a subband coded
. digital video signal that may be provided as the
input to the post-dompression hidden data transport
system in accordance with the present invention;
FIG. 3a is a block diagram of a first

10 representative application of the post-compression
hidden data transport encoder for video in
accordance with the present invention;

FIG. 3b is a block diagram of a second
representative application of the post-compression

15 hidden data transport decoder for video in
accordance with the present invention.

FIG. 4 is a block diagram of a post-compression
‘hidden data transport system encoder in accordance
with the present invention;

20 - FIG. 5 is a block diagram of an alternate
embodiment of a post-compression hidden data
'transport system encoder in accordance with the
present invention;

FIG. 6 is a block diagfam of a post-compression

25 hidden data transport system decoder in accordance
with the present invention;

FIG. 7 is a block diagram of another alternate



5 enbagpwegbese’ a post-conpression hidden data transportps'mjsgmsiepoder
in accordance with the present invention. WO 99/ 09684

PCT/ US98/ 15111 14 DETAI LED DESCRI PTI ON OF THE | NVENTI ON The present
invention relates to a nethod and apparatusifgor providing an inperceptible
subband coded auxiliary data signal .in a conpressed digital 5 vi.deo
data stream bei ng comuni cated over existing channels. The phrase "subband
coded" includes both filter bank based coding, such as Quadrature Mrror
Filters (QW) and pyram d codi ng, and transform codi ng such as the Discrete
Fourier Transform 10 Di screte Cosine Transform Karhunen-Loeve
Transform Wal sh Hadamard Transform wavelet transform as well as other
known spatial transforns. The term "transform coded" refers specifically to
data which is spatially transforned, e.g., over two (or nore) 15

di rensions. The present invention is conpatible with existing nodern video
conpr essi on algorithns which rely on sonme form of spatial transform coding
techni que includin qr exanple, the MPEG 2 video 20 standard of the
Mbvi ng Picture Ex %Pﬂg qg RPEQ@OSHRgerPERE sipEcLddah #atR di gi t al

vi deo data can betransport system encoder in accordance with the
present invention; and
FIG. 8 is a block diagram of an alternate
5 embodiment of a post-compression hidden data
transport system decoder in accordance with the
present invention.



transmtted with other digital data (e.g., audio, closed caption t-a
stock pri C@Q”éqsfﬁs“the l.ike) in a packetized transport st rean&ﬁﬁf’@ﬁ%%‘n

transmtted 25 via satellite or terrestrial nethods to an individual's
hone or to the headend of a cable television distribution system

Alternatively, the WD 99/ 09684 14

PCT/ US98/ 15111 15 transport stream can be provided |locally from an éncoded
source nedia, such as a digital video disc (DVD), conpact disc (CD) or
digital video cassette (DVC). 5 Due to the nethod of representing
visual information in inmaging systens, there is an inherent redundancy in a
conventional image representation. A digital representation of a picture is

achi eved by recording the intensity or brightness (e.g.,

10 | um nance)

of a scene at each sanpling point (e.g., pixel), where a two-dinensiona

array of pixels represents a picture. Al though each pi xel

value is

represented as an anplitude or voltage in an imaging system hunan visual
perception is nore attuned to 15 the structured relationship between

the pixels rather than theppfgei. 86 BREURIPTTON G it

TON One net hod

of exploring this relationship between pixels Is to nodel visual perception

with a

The present invention relates to a method and

apparatus for providing an imperceptible subband

coded auxiliary data signal in a compressed digital

5 video data stream being communicated over existing

channels. The phrase "subband coded" includes both

filter bank based coding, such as Quadrature Mirror

Filters (QMF) and pyramid coding, and transform
coding such as the Discrete Fourier Transform,

10 ~ _Discrete_Cosine'Transform, Karhunen-Loeve Transform,

15

20

25

‘Walsh Hadamard Transform, wavelet transform, as well

as other known spatial transforms. The term
ntransform coded" refers specifically to data which
is spatially transformed, e.g., over two (br more)
dimensions. ' '

The present invention is compatible with
existing modern video compression algorithms which
rely on some form of spatial transform coding
technique inciuding, for example, the MPEG-2 video
standard of the Moving Picture Experts Group (MPEG) .

~ Under the MPEG-2 standard, digital video data can be

transmitted with other digital data (e.g., audio,
closed caption data, stock prices, and the like) in
a packetized transport stream which is transmitted
via satellite or terrestrial methods to an
individual's home or to the headend of a cable
television distribution system. Alternatively, the



bank- of fiyyoomeéss a spectrum anal yzer. This 20 f r equencpCuase8ms111
representation’'is reasonable since a |lowpass filtered picture sinply |ooks

alittle blurry conpared to the full bandw dth picture, and still conveys
nost of the visually inportant information ?ﬁ.the human viewer. This is
true for 25 both still images, such as ose conformng to the Joint

Bi -level I'maging Goup (JBIG and Joint Photographic Experts G oup (JPEQ
standards promnul gated by the International Standards WO 99/ 09684

PCT/ US98/ 15111 16 Organi zation (1SO, and noving images, such as those
conformng to the MPEG 1 or MPEG 2 standards. The term "vi deo" as used
herein refers to both still imges and noving i mages. A noving i mge, of 5
course, is conprised of a series of still inages. Each inage (such as a
16x16 pi xel macrobl ock) nmay be coded i ndependently of the other inmages
(e.g., intra coded) or differentially coded with respect to another inmage,
such as froma preceding 10 or subsequent frane. Once in the frequency
domai n, sone of the redundancies in the pixel-by-pixel representation of an
i mage can be take&kTERARAXycSHYeamneanybei provddess d agadshy i feomoanoi se

introduced in thedycded source media, such as a digital video disc
(DVD), compact disc (CD) or digital video cassette
(DVC) .

5 ' Due to the method of representing visual
information in imaging systems, there is an inherent
redundancy in a . conventional image representation.

A digital representation of a picture is achieved by
recording the intensity or brightness (e.g.,

10 luminance) of a scene at each sampling point (e.g.,
pixel), where a two-dimensional array of pixels
represents a picture. Although each pixel value is
represented as an amplitude or voltage in an imaging
system, human visual perception is more attuned to

15 the structured relationship between the pixels
rather than the precise values of individual pixels.

One method of exploring this relationship
between pixels is to model visual perception with a
bank of filters or a spectrum analyzer. This

20 frequency domain representation is reasonable since
a low-pass filtered picture simply looks a little
blurry compared to the full bandwidth picture,'and
still conveys most of the visually important
information to the human viewer. This is true for

25 both still images, such as those conforming to the

' Joint Bi-level Imaging Group (JBIG) and Joint
Photographic Experts Group (JPEG) standards
promulgated by the International Standards



15 spatial frequency conponents of the picture. |In addition. visual
per-cept i gﬁ”ﬁ)gwﬁfﬁ&ri thmc in that the required fidelity or _s?‘@T(éEFW’élHoi se
ratio (SNR) at each frequency is sonewhat constant over a w de range of
intensity values at a given frequency. 20 Thus, once the signal to

noi se rati o exceeds a certain threshold, th&énoise is no | onger visible.
See, e.g., "Spatial Frequency Masking in Vision: Critical Bands and "Spread
of Masking", by Stromeyer and Jul esz, Journal of the Optical Society of 25
America, vol. 62, Cct. 1972. The required SNR is typically approxi mately
30 dB, and is referred to herein as a "visibility threshold.”™ A weighted
noi se power SNR of 26-52 dB, which has been used as WO 99/ 09684 .
PCT/ US98/ 15111 17 a visibility threshold for analog television signhals with
wi de band (e.g., random) noise, may also be suitable. CGenerally, a
satisfactory SNR can be determ ned through experinmentation. The visibility
5 threshol d can be exploited in image conpression standards when
guanti zing a video image. Psycho-vi sual nodels of human visual perception,

. R . . . .
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conforming to the MPEG-1 or MPEG-2 standards. The
term "video" as used herein refers to both still
images and moving.images. A moving image, of
5 course, is comprised of a series of still images.
Each image (such as a 16x16 pixel macroblock)
may be coded independently of the other images
(e.g., intra coded) or differentially coded with
respect to another image, such as from a preceding
10 or subsequent frame. '
- Once in the frequency domain, some of the
* redundancies in the pixel-by-pixel representation of
an image'can be taken advantage of since vision is
‘less sensitive to noise introduced in the high
15 spatial frequency components of the picture. In
addition, visual perception is. logarithmic in that
the required fidelity or signal to noise ratio (SNR)
at each frequency is somewhat constant over a wide
range of intensity values at a given frequency.
20 Thus, once the signal to noise ratio exceeds a
certain threshold, the noise is no longer visible.
See, e.g., "Spatial Frequency Masking in Vision:
Critical Bands and Spread of Masking", by Stromeyer
and Julesz, Journal of the Optical Society of

25 America, vol. 62, Oct. 1972. The required SNR is
typically approximately 30 dB, and is referred to
— herein as a "visibility threshold." A weighted

noise power SNR of 26-52 4B, which has been used as



NY, 1995) woledidegs the visibility threshold of a stinulus as poeusegmstinde
of the stinmulus at which it becones just visible or just invisible. The
stinmulus discussed herein refers to an image regi on 15 i n which
auxiliary data is present, as will be descrjbed nore fully below. At the
threshold, the probability of detection by & human viewer is 50% Vari.ous
factors affect the visibility threshold, including the average background
| um nance | evel 20 agai nst which the stinulus is presented, supra-

t hreshol d | um nance changes in tinme and space, and spatial shape and
tenporal variations of the stinulus. Qher variables include the size of
the inmage (e.g., television screen), the viewng 25 di stance, anbi ent
light levels, and the viewer's visual acuity. A satisfactory inmage quality
is provided for nost viewers using 6 MHz of bandw dth for anal og WO
99/ 09684 PCT/ US98/ 15111 18 vi deo
such as that conforming to the NTSC (National Tel evision Standards

Comm ttee) standard. A correspondi ng conpressed digital imge can be
transmtted at aaarksibidity threstigdd Lappanglog telemisdernigignpeks

:ggggﬂé : bng[]govu%&itm%aepbaaasq%.@.qh-%i&&m ' 88158, C¥iay A1 JJTHY)

suitable. Generally, a satisfactory SNR can be

determined through experimentation. The visibility

5 threshold can be exploited in image compression
standards when quantizing a video image.

Psycho-visual models of human visual

perception, such as diecuseed in'"Digital Pictures,
Representation and Compression (2nd ed.)," by A.N.

10 Netravali and B. G.: Haskell (Plenum Press, New York,
NY, 1995), define the visibility threshold of a
stimulus as the magnitudé of the stimulus at which
it becomes just visible or just invisible. The
stimulus discussed herein refers to an image region

15 in which auxiliary data is present, as will be
described more fully below. At the threshold, the
probability of detection by a human viewer is 50%.
Various factors affect the visibility threshold,
including the average background luminance level

20 against which the stimulus is presented, supra-
threshold luminance changes in time and space, and
spatial shape and temporal variations of the
stimulus. Other variables include the size of the
image (e.g., television screen), the viewing

25 distance, ambient light levels, and the viewer's
visual acuity. |

A satisfactory image quality is provided for

most viewers using 6 MHz of bandwidth for analog



ATSC (Advanced Télevision Standards Committee) can transmt a 30 Mz
bandwi dt h WPP28%884gnal at 20 Mops using digital conpressi on. PEAYSEERSIL

digital signals, 10 the picture is transforned into the frequency
domai n by a spatial transformsuch as the DCT before analysis and
conpressi on takes place. Frequency domain ak@lysis for video is not as
robust and precise as that for audio since the 15 frequency dependent
maski ng phenonena for video is not well understood. The range over which
the signal is perceived to be stationary is nmuch shorter for visual
perception than for auditory perception. Accordingly, a shorter transform
size is used, such 20 as an 8 point DCT (in each dinension) for nost
vi deo conpression schemes, as conpared to up to a 256 point Fast Fourier
Transform (FFT) in audio conpression schemes. Al so, the phase information
IS much nore sensitive with video than with audio, so 25 processi ng
must be very localized for video, e.g., within several pixels in each
direction. Mrreover, filtering operations should be .isotropic since there

is no "spatial diveaébopakht s wi[ét }écﬁﬁﬁbnﬁﬂé@kﬁoAthM't%/COg@ﬁ?Oid?r}]al
. : . ar.l e
Fggﬁg?ﬁﬁggSi}é ;3gé$§3€g&%%”é%&ﬂ%aédé“%é&hf@tég) stgndardx g

A corresponding compressed digital image can be
transmitted at a data rate of less than 5 Mbps
5 (Million bits per second). Moreover, newly proposed
high-definition television (HDTV) systems by the
ATSC (Advanced Television Standards Committee). can
transmit a 30 MHz bandwidth video signal at 20 Mbps
using digital compression. 1In both digital signals,
10 the picture is transformed into the frequency domain
- by a spatial transform such as the DCT before
% analysis and compression takes place.
Frequency domain analysis for video is not
as robust and precise as that for audio since the
15 frequency dependent masking phénomena for video is
not well understood. The range over which the
signal is perceived.to be stationary is much shorter
for visual perception than for auditory perception.
Accordingly, a shorter transform size is used, such
20 as an 8 point DCT (in each dimension) for most video
compression schemes, as compared to up to a 256
point Fast Fourier Transform (FFT) in audio
'compression schemes. Also, the phase information is
much more sensitive with video than with audio, so
25 processing must be very localized for video, e.g.,
within several pixels in each direction. Moreover,
filtering operations ghould be isotropic since there
is no "spatial directionality" with video, unlike



for codi ngwgu ?ssi"'d video digital data. In particular, subbpetasegnsdiis a
formof spectra wavef orm codi ng that is comobn anong nodern audio
data conpressi on schenes, but can be also be used with other data
waveforms. Generally, an anal og maveforn1re$§esenting.data can be coded to
the digital domain using a variety 10 t echni ques, including t.enporal
wavef orm codi ng such as pul se code nodul ation (PCM and differential pulse
code nodul ation (DPCM, nodel -based source coding, and spectral waveform
codi ng. Spectral waveform coding enconpasses adaptive transform 15 _
codi ng and subband coding. As used herein, the term "subband coding” is
meant to include both filter bank based coding and transform coding. The
two net hodol ogi es are simlar since, in either case, data corresponding to
predefined frequency bands or 20 spatial frequencies of a waveformis
coded. Wth adaptive transform codi ng, the waveformis sanpled and divi ded
into frames with a predeterm ned nunber of data sanples. The data in each
frame is transforned into the spectral donmain using the DCT 25 or ot her
transform and thehec8dsectidiarh df |time binkabdsdoed coding, the anal og signa

Is filtered into a numgek 3t diyf BENEYaPRYIEeBhniHRRA d5%e AW {INFBL 0Nl 10
each subband 1s for coding audio .and video digital data. 1In
particular, subband coding is a form of spectral
s waveform coding that is common among modern audio
data compression schemes, but can be also be used
with other data waveforms. _

Generally, an anaiog waveform representing data

can be coded to the digital domain using a variety
10 of techniques, including temporal waveform coding
 such as pulse code modulation (PCM) and differential
pulse code modulation (DPCM), model-based source
coding, and spectral waveform coding. Spectral
waveform coding encompasses adaptive transform
15 coding and subband coding. As used herein, the term
"subband coding".is meant to include both filter
bank based coding and transform coding. The two
methodologies are similar'since, in either case,
_ data corresponding to predefined frequency bands or
20 spatial frequencies of a waveform is coded.

With adaptive transform coding, the waveform is
sampled and divided into frames with a predetermined
number of data samples. The data in each frame is
transformed into the spectral domain using the DCT

25 or other transform, and then coded.

With filter bank based coding, the analog
signal is filtered into a number of frequency bands
or subbands, and the signal in each subband is



WO 99/ 09684 PCT/ US98/ 1 1 20 o
separately 5“?@8@% For exanple, in speech. encoding, the subgé%@§m¥Fﬁlbften
si zed narrower at | ower frequencies since quantization noise is nore

noti ceabl e at | ower frequencies, and nore encoding 5 bits are allocated
to the | ower frequency subbands than the h28her frequency subbands Spectral
envel ope (i.e., power spectrun) information can be obtained from an audi o
or video signal by neasuring the anount of signal energy in 10 each

subband, where the signal power is proportional to the square of -the signa
anplitude. This information can be used to nornalize the subband sanpl es
prior to encoding, for exanple, by scaling the sanples by a nmaxi num
anplitude val ue such that 15 all normalized sanpl es have a val ue

bet ween zero and one. The scale factors can be transmtted along with the
encoded data sanples to allow reconstruction of the signal at a receiver,
Additionally, the spectral envel ope infornmation 20 can be used

advant ageously in allocating bits to encode the data in each subband. For

exanpl e, since t@@pﬁﬂaﬁgl feﬁ@5§Q@tuabb¥ behfpakl, e iR0iskeddh @ subband is

proportional to the s hat subband, uantlzatlon noi se in
subband frequencﬁ&?qg?gL g&@$§?&§e?§ehp ken § EHEHYLRI R be

nmore tol erabl e, aWWekuﬁréqﬂEme$eérQﬁheac&u&hhb&ﬁ@iomamdﬁbéﬂisxmﬁﬁ@ f ewer
bits. Moreover, %o‘¥%£ggﬁe at fower frequencies, and more encoding
5 bits are allocated to the lower frequency subbands
than the higher frequency subbands
Spectral envelope (i.e., power spectrum)
information can be obtained from an audio or video
" signal by measuring the amount of signal energy in
10 each subband, where the signal power is proportional
to the square of the. signal amplitude. This
“~information can be used to normalize the subband
" samples prior to encoding, for example, by scaling
the samples by a maximum amplitude value such that
15 all normalized samples have a value between zero and
one. The scale factors can be transmitted along
with the encoded data samples to allow
reconstruction of the signal at a receiver.
Additionally, the spectral envelope information
20 can be used advantageously in allocating bits to
encode the data in . each subband. For example, since
the amount of perceptually tolerable noise in a
subband is proportional to the signal energy in that
subband, quantization noise in subband frequencies
25 with relatively higher signal energy will be more
tolerable, 'and data samples from such subbands can
be allocated fewer bits. Moreover, a subband with a
signal energy which is significantly higher than a

i



si gnal eneiyodpviegdT i1-s significantly. hi gher than a WO 99/ GRfxdsos/1st11
PCT/ US98/ 15111 21 nei ghboring subband may tend to "drown out" the .
nei ghbori ng subband. Thus, additional quantization noise in the neighboring
subband may not be'perceptibIeL and fewer bits can be allocated for 5
codi ng the weaker subband. [In many nodern audi o encoders, three or four
bits are typically allocated per data sanple. For a video transform
sanples, up to eight to ten bits my be used. Bit allocation data can be
transmtted along with the encoded data 10 sanples to allow inverse
quanti zation of the signal at a receiver. FIG 1 is a block diagramof a
conventional psycho-visual video encoder. A psycho-visual encoder, shown
generally at 100, can be used to 15 provide a video transform sanples
in a conpressed digital signal to the post-conpression hidden data _
transport encoder of the present invention as discussed in connection wth
FIGs. 4, 5 and 7. First, digital video data is received by the encoder 20
‘via term nal 105. The dlgltal video signal is cormmunicated via line 115 to
a DCT function 120eighdporing isubbssltmay pepdhtovi"doewmmidi” td0e The DCT

function 120 neighboring subband. Thus, additional quantization
noise in the neighboring subband may not be
perceptible, and fewer bits can be allocated for
5 coding the weaker subband. In many modern audio
encoders, three or four bits are typically allocated
per data sample. For a video transform samples, up
to eight to ten bits may be used. Bit allocation
data can be tramnsmitted along with the encoded data
10 samples to allow inverse quantization of the signal
at a receiver. _ |
FIG. 1 is a block diagram of a conventional
psycho-visual video encoder. A psycho-visual
encoder, shown generally at 100, can be used to
15 provide a video transform samples in a compressed
digital signal to the post-compression hidden data
transport encoder of the present invention'as
discussed in connection with FIGs. 4, 5 and 7.
First, digital video data is received by the encoder
20 via terminal 105.
The digital video signal is communicated via
line 115 to a DCT function 120, and via line 155 to
a psycho-visual model 160. The DCT function 120
performs a time domain to frequency domain mapping
25 - of the video signal. For example, an 8x8 DCT may be
used to provide video transform samples in sixty-
four different spatial frequencies. Bach 8x8 block
of source image samples is essentially a sixty-four



erforns a tine domain to frequency domai n mappi ng 25 of the video

gi gnal . FYO Y0684 ¢ an 8x8 DCT nay be used to provide vi de®CI/G§8A8HL,
sanples in sixty- four different spatial frequencies. Each 8x8 bl ock of
source imge sanples is essentially a sixty-four WO 99/ 09684 _
PCT/ US98/ 15111 22 point discrete signal wheh is a function of two spati al
di mensi ons. The DCT function 120 deconposes the signal into sixty-four
orthogonal basis signals, each of which contains one of sixty-four unique 5
spatial frequencies which describe the spectrumof the video signal. The
coefficient values output fromthe DCT function 120 indicate the relative
anount of the two-dinensional spatial frequencies contained in the input

vi deo signal. 10 The coefficient with zero frequency in both
dimensions is the DC coefficient, while the remaining coefficients are AC
coefficients. Typically, sanple values will vary slowy from pixel to pixe
across an inmage so that the signal energy 15 -w || be concentrated in
the | ower spatial frequencies, and many of the higher spatial frequencies

i e 20 arppgile PlsdElle GRER WRILY: 1 Hno A of 8" 1N
spatial frequencifes w | ave zero-or neaf Zefo energy:
spatial dimensions. The DCT function 120 decomposes
- the signal into sixty-four orthogonal basis signals,
each of which contains one of sixty-four unique
5  spatial frequencies which describe the spectrum of
the video signal. The coefficient values output
from the DCT function 120 indicate the relative
amount of the two-dimensional spatial frequencies
contained in the input video signal. -
10 _ The coefficient with zero frequency in both
" dimensions is the DC coefficient, while the
“* remaining coefficients are AC coefficients.
Typically, sample values will vary slowly from pixel
to pixel across-an image so that the signal energy
15 will be concentrated in the lower spatial
frequencies, and many of the higher spatial
frequencies will have an amplitude of zero, or near
zero. In fact, about 75% of the spatial frequencies
will have zero or near zero energy.
20 The video transform éamples are scanned in a
zigzag pattern, row by row, or other known manner by
a serializer 112 to provide a serial (e.g., one-
dimensional) data stream of N transform samples to a
normalization function 130 via line 125. Each
25 output of the DCT function 120 faithfully represents
the part of the video signal that falls within a
- particular spatial frequency.—-
The psycho-visual model 160 calculates a



20 wo 6968 deo transform sanples are scanned in a zi gpeg/uUsdsASID,
row by row, or other known nmanner by a serializer 112 to provide a serial

(e.g., one- dinensional) data streamof N transform sanples to a
normal i zati on function 130 via |ine 125. Eagh 25 out put of the DCT
function 120 faithfully represents the part of the vi-deo signal that. falls
within a particular spatial frequency. The psycho-vi sual nodel 160

cal cul ates a WO 99/ 09684 _

PCT/ US98/ 15111 23 signal -to-mask ratio (SMR) which is used in subsequent
bit allocation and quantization. The SMR is indicative of the noise |evel
in each spatial frequency that woul d be barely perceptible to the 5
average person, and is proportional to the video signal energy in the
spatial frequency. The psycho- visual nodel 160 may al so account for a
maski ng phenonena between spatial frequencies, where a spatial frequency -
with significantly higher energy 10 will tend to "drown out" a

nei ghbori ng spatial frequency. Accordingly, the SMR of the neighboring
spatial frequencpigradlitervask satho HEMR) wiskchnbs beefli Asl y quanti zed.

The nor mal | 2at ] Obufinahide 180: 203N 6Eat 101 kit quadit 998k 18! | M dhin the

video transforms
is 1nd1cat1ve of the noise level in each spatial

frequency that would be barely perceptible to the

5 average person, and is proportibnal to the video
signal energy in the spatial frequency. The psycho-
visual model 160 may also account for a masking
phenomena between spatial frequencies, where a
spatial frequency with significantly higher energy

10 will tend to "drown out" a neighboring spatiall
frequency. Accordingly, the SMR of the neighboring
spatial frequency will increase such that it need
not be finely quantized.

The normalization function 130 analyzes the

15 ‘signal amplitude of the video transform samples in
each spatial frequency to determine a scale factor
for each spatial frequency. The scale factor, which
is based on the maximum of the absolute values of
the video transform samples, is then used to

20 normalize the transform samples. The scale factors
are ultimately provided with the encoded digital
video signal so that full reconstruction of the
video signal can occur at a receiver.

The scale factors, which represent the dynamic

25 range of the spectral envelope for each spatial
frequency, are encoded separately from the transform
samples. Because of the limits of human visual

perception, this allows the transform samples to be



each spatial freg%fncy to determne a scale factor for each ?8?&;8QE§
frequency. WEh¥ e factor, which is based on the maxi mum o 8 Bute
val ues of the video transform sanples, is then used to 20 normal i ze t he
transform sanples. The scale factors are ultimately provided with the

encoded digital video signal so that full 2&construction of the video
signal can occur at a receiver. The scale factors, which represent the

dynam c 25 range of the spectral envelope for each spatial frequency,
are encoded separately fromthe transform sanples. Because of the lints
of huran vi sual perception, this allows the transform sanples to be WO
99/ 09684 ' PCT/ US98/ 15111 24 quanti zed

relatively coarsely with fewer bits than the haseband waveform sanpl es. The
spectral envel ope information (scaling factors) can al so be coded
relatively coarsely and do not have to be 5 updated as often as the
transformsanples. This results in a significant bit rate reduction (i.e
conpression). The nornalized transform sanples are provided along with the
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he baseban waveform samples. The spectral
envelope information (scaling factors) can also be
coded relatively coarsely and do not have to be
5 updated as often as the transform samples. This
results in a significant bit rate reduction (i.e.,
compression) .
The normalized transform samples are provided
along with the scale factors to a bit allocation and
10 quantlzatlon function 140 via line 135. The SMR
“from the psycho-visual model 160 is provided to the
~bit allocation and quantization function 140 via
line 165. The bit allocation and quantization
function 140 determines the number of bits which
15 will be used to represent the quantized transform
samples. Bit allocation must be sufficient so that
quantization noise does not exceed the SMR, but not
so great that a maximum encoding bit rate threshold
is exceeded.
20 Typically, roughly 75% of the transform samples
from a macroblock are zero or are quantized to zero.
For the non-zero transform samples, up to eight or
ten bits can be allocated per sample. For example,
when up to eight bits are allocated to a luminance
25 (Y) data sample, the sample is quantized to one of
2°=256 quantization levels. Up to eight bits may
- also be allocated to each of the chrominance
components U and V. For studio quality



bit all ocqlyebesiay auantization function 140 via line 165. TgerRjsbgnsin’

al l ocation and quantization function 140 determ nes the nunber of bits

whi ch 15 will be used to represent the quantized transform sanples. Bit
al l ocation nmust be sufficient so that quan E;ation noi se does not exceed
the SMR, but not so great that a maxi num encoding bit rate threshold is
exceeded. 20 Typi cal ly, roughly 75% of the transform sanples from
a macrobl ock are zero or are quantized to zero. For the non-zero transform
sanples, up to eight or ten bits can be allocated per sanple. For exanple,
when up to eight bits are allocated to a | um nance 25 (Y) data sanple,
the sanple is quantized to one of 2[err]=256 quantization levels. Up to-
eight bits may al so be allocated to each of the chrom nance conponents U
and V. For studio quality WO 99/ 09684 .

PCT/ US98/ 15111 25 applications, up to ten bits.my be allocated per pixel
conponent. A four-bit code corresponding to the bit allocation in each
spatial frequency is determned, and ultimtely transmtted along with 5

t he encoded transipp¥icatioBanplps tioo tan dvitiswexy doguablogatednpefr t he
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the bit allocation in each spatial frequency is

determined, and ultimately transmitted along with

5 the encoded transform data samples to allow inverse
gquantization of the signal.at a receiver. An -
average bit allocation over the macroblock of about
0.5 to 1.0 bits per subband (e.g., spatial
frequency) may be realized.

10 The sixty-four quantized data samples are
provided to a bitstream formatting and encoder
function 150 via line 145. Here, the transform
samples, scale factors, and bit allocation codes are
encoded in packets or frames of data. Each

15 transform sample can be encoded using conventional
modulation techniques such as PCM. Additional
compression techniques including Huffman coding may
also be employed to represent the quantized samples.
In particular, run length coding of strings of zero

20 transform samples can be performed. The encoded
compressed digital data stream is output from the
psycho-visual encoder 100 via line 170.

' FIG. 2 is a diagrammatic illustration of the
conventional frame formatting of a subband coded

25 digital video signal that may be provided as the
input to the post-compression hidden data transport
system in accordance with the present invention.
The format shown in FIG. 2 is only one possible



0.5 to 1. QNI 99685 " subband (e.g., spatial frequency) nmay bep&fghigifathy 10
The sixty- QB% quanti zed data sanples are provided to a bitstream

formatting and encoder function 150 via |line 145. Here, the transform

sanpl es, scale factors, and bit aIIocationzgpdes are encoded in packets or
frames of data. Each 15 transform sanpl®® can be encoded using |
conventional nodul ation techni ques such as PCM Additional conpression

t echni ques includi ng Huffman coding may al so be enpl oyed to represent the
quanti zed sanples. In particular, run length coding of strings of zero 20
transform sanpl es can be perfornmed. The encoded conpressed digital data
streamis output fromthe psycho-visual encoder 100 via line 170. FIG 2 is
a diagrammatic illustration of the conventional frane formatting of a
subband coded 25 digital video signal that may be provided as the input
to the post-conpression hidden data transport systemin accordance with the
present invention. The format shown in FIG 2 is only one possible WO
99/ 09684 - PCT/ US98/ 15111 26 exanpl e
of various formtesxanple cofil vabiopsofiosedts thate axanpllee dpsousded, each

of the sixty-foursSRald abxhfEIUCATEeRsEUY, APy Mle % {LAPSEQLD
spatial frequencies'contains_one video transform
data sample. Accordingly, each frame will contain
5 up to sixty-four video transform samples.

The frame 250 includes a header portion 210
which identifies the beginning of the frame and may
have other information such as a sequence number,
synchronization data, and sample rate data. The

10 frame 250 also includes a bit allocation code
- portion 220 which indicates the starting position of
i the data and how many bits are used. The frame 250
further includes a scale factor portion 230 which
indicates the dymamic range of the subband samples,
15 and, a subband (e.g., transform) data'sample portion
240. In alternative schemes, video data from more
than one channel may be carried in a single frame.

FPIG. 3a is a block diagram of a first
representative application of the post—compfession

20 . ~hidden data transport encoder for video in
accordance with the present invention. A
demultiplexer (not shown) separates digital video
and other digital signals from a multiplexed
bitstream. The compressed digitized video data

25 stream is then provided to the PC-HDT encoder 310

' via input terminal 300 and line 305. The PC-HDT
encoder 310 also receives auxiliary data which is to
be embedded in the video signal via line 315. a



dat a sarrp_hg m;j—i ngly, each frame will contain 5 up tEcrusdssiaur
video tra ?8 npl es. The frame 250 includes a header portion 210 which

identifies the beginning of the frane and may have ot her information such
as a sequence nunber, synchroni zation data, _and sanple rate data. The 10
frame 250 also includes a bit allocation cdde portion 220 which indicates
the starting position of the data and how many bits are used. The frane
250 further includes a scale factor portion 230 which indicates the dynamc
range of the subband sanples, 15 and, a subband (e.g., transforn) data
sanpl e portion 240. In alternative schenes, video data fromnore than one
channel may be carried in a single frane. FIG 3a is a block diagramof a
first representative application of the post-conpression 20 hi dden dat a
transport encoder for video in accordance with the present invention. A
denul ti pl exer (not shown) separates digital video and other digital signals
froma nmultiplexed bitstream The conpressed digitized video data 25
streamis then provided to the PC HDT encoder 310 via input term nal 300

and line 305. ThecBohiREderder Fehrdsant boei sekidiaick dayadatdbandh is
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via line 320 to a multiplexer 325. Other digital
data {e.g., audio, computer software) is shown being
5 provided via input terminal 330 and line 335 to the
multiplexer 325,- where the video and other digital
data signals are multiplexed into a single multi-
channel data stream at. line 340. The PC-HDT encoder
310 can delay the digital video signal relative to
10 the other digital data signal. This can be
accounted for by using conventionalftechniques, such
as synchronization means included with the
multiplexer 325. _
Furthermore, although only one video and one
15 other digital data signal are shown, several
channels may be provided concurrently. Forx example,
the multiplexed signal at line 340 may include
several programs including both video and.
accompanying audio and/or data (e.g., for alternate
.20 language viewers and teletext for the hearing
impaired), video-only programming, and various data-
only programming (e.g., stock price data, weather
data) . _
The multiplexed digital data stream is provided
25 via line 340 to a video recording device 345, where
the data is written to source media 355 such as a
CD, DVD, or DVC. The source medium 355 may be a
master copy that is used, in turn, to record to



27 combi neg, % representing auxiliary data subband sanpl @rynshsisfigo
data subband sanples is provided via |ine 320 to a nultiplexer 325. O her
digital data (e.g., audio, conmputer software) is shown being 5 provi ded
via input termnat 330 and line 335 to theégyltiplexer 325, -where the video
and other digital data signals are multipléXed into a single mlti- channel
data stream at |ine 340. The PC HDT encoder 310 can delay the digital video
signal relative to 10 the other digital data signal. This can be
accounted for by using conventional techniques, such as synchronization
means i ncluded with the multiplexer 325. Furthernore, although only one

vi deo and one 15 other digital data signal are shown, several channels
‘may be provided concurrently. For exanple, the nultiplexed signal at line
340 may include several prograns including both video and acconpanyi ng
audi o and/or data (e.g., for alternate 20 | anguage viewers and tel etext
for the hearing inpaired), video-only programming, and various data- only
programmng (e.g., stock price data, weather data). The multiplexed digital
data streamis prabheiednedia fovi witlespredd tdistwilieoiorcor di ng devi ce

345, where the data isF |t§§n o aSBY b %(%“‘3‘? Lghséaéo dCD DVD, or

DVC. The source nedlum a nms 'S USé in turn, to
record to representatlve appllcatlon o the post- compre351on

hidden data transport decoder for video in
5 accordance with the present invention. The source
media 355 including the digitized video signal with
hidden auxiliary data is provided to a read device
360, which way include, for example, a DVD player.
The read device 360 reads the storage medium 355 and
10 outputs a digital data stream to a demultiplexer 364
~:via line 362. The demultiplexer 364 separates the
- .video data stream with hidden auxiiiary data from
the audio or other digital data, and may include
synchronization means to account for the delay in
15 the video signal caused by the PC-HDT decoder 368.
“The video data is provided via line 366 to the PC-
HDT decoder 368 of the present invention, and to a
copy management function 380 via bypass line 370.
At the PC-HDT decoder 368, the auxiliary data
20 is retrieved from the video data stream, and
provided to the copy management function 380 via
line 372. The other data is provided to the copy
management or control function 380 via line 374.
The copy management function 380 uses the auxiliary
25 data to determine whether a copy may be made of the
digital signals from the source media 355. If so,
the video signal wégg_yidden auxiliary data is
provided to a video recording device 386 via line
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media for wdespread distribution. FIG 3b is a block diagramof a second-

representative application of the post-conpression hidden data transport
decoder for video in 5 accordance with %he present invention. The
source nmedia 355 including the digitized vP eo signal with hidden auxiliary
data is provided to a read device 360, which may include, for exanple, a
DVD pl ayer. The read device 360 reads the storage medi um 355 and 10

outputs a digital data streamto a demultiplexer 364 via |line 362. The
denul ti pl exer 364 separates the video data streamw th hidden auxiliary
data fromthe audio or other digital data, and may include synchronization
means to account for the delay in .15 t he video signal caused by the

PC- HDT decoder 368. The video data is provided via line 366 to the PC HDT
decoder 368 of the present invention, and to a copy managenent function 380
via bypass |line 370. At the PC- HDT decoder 368, the auxiliary data 20

is retrieved fromthe video data stream and provided to the copy
managenent functB38R,38ndvithd iotthesy2dafhesdghal dst pricvigieditedthe t he

copy management fec 9&& g dféb‘icéé 588014 21hbNg8d 4 Alew WY pRQ2TEMEN

function 380 uses e au
medlum 390 encoded with the digital data from the

master source medium 355 is provided via line 388
5 from the recording device 386.

Note that the new source media 390 is also
encoded with the hidden auxiliary data. Therefore,
the new source media 390 will also be subject to the
copy management function 380 of the decoder. In

10 this, way, the'distributor can control whether the
original source media can be duplicated. : For
instance, a distributor may provide auxlllary data
that can be used to prevent copying of the source
media in order to protect proprietary information.

15 Alternatively, the distributor may provide auxiliary
data that allows copying of source media such as
promotional or demonstration material that is
designed to enCQurage a consumer to purchase
additional protected source media.

20 An additional representative application of the
present invention is with a broadcast signal such as
a television signal provided via a satellite or
cable communication path. For example, a digital
audio soundtrack may be provided which accompanies a

25 television program such as a movie or other special.
event. The multiplexed digital signal, or transport
data stream, which can comprise several hundred
channels of digital information, is received by an



25 dat 09§84’ M ne whether a copy nay be nmade of the djgj Lgnal s
fromthe sg'ﬁ;r%e nedia 355. If so, the video signal with hi ddg%k}z(i%b(sllﬁlgirqy
data is provided to a video recording device 386 via line WO 99/ 09684
PCT/ US98/ 15111 29 382, and the other data Signal is provided to the
recording device 386 via line 384. A new s Brece medi um 390 encoded with the
digital data fromthe master source nmedium 355 is provided via |ine 388 5
fromthe recording device 386. Note that the new source nedia 390 is also.
encoded with the hidden auxiliary data. Therefore, the new source nedia 390
will also be subject to the copy nanagenent function 380 of the decoder. In
10 this, way, the distributor can control whether the original source
medi a can be duplicated. For instance, a distributor may provide auxiliary
data that can be used to prevent copying of the source nedia in order to
protect proprietary information. 15 Al ternatively, the distributor may
provide auxiliary data that allows copying of source nedia such as
pronotional or dermonstration nmaterial that is designed to encourage a
consuner to purchaskE vadtial obal hps cheme edigoar Déreedi Bro2@dcast An

addi tional repregglati 48 apRhs L) PR 0} "6ia a cable communication
path or the like.
The present invention can be employed to
5 provide copy protection of these digital programming
services by precluding the individual from recording
the digital data on a device such as a DVD or DVC
which is equipped with the PC-HDT decoder.
Specifically, the PC-HDT encoder of the present
10 invention can be used to eﬁcode hidden auxiliary
2 data in the video portion of the transport data
.stream. Moreover, .the hidden auxiliary data may be
- embedded prior to broadcast or at some intermediate
point, and does not interfere with other data

15 carried in the data stream. For example, a cable
headend operator may receive digital programming via
satellite, and embed the received signal with the
hidden auxiliary data prior to distribution via the
cable network.

20 When the combined digital video and auxiliary
data signal is received by an individual along with
other accompanying data, the data is decoded and
unscrambled by a setétop'box which communicates with
a user's television and high-fidelity stereo system.

25 Such set-top devices are typically provided by the
cable television operator or DBS service provider as
part of a service agreement. The set-top box
decompresses and decodes the video signal and



present i RyeWwboeyss’ S W th a broadcast signal such as a tel evipgarsesisial
provided via a satellite or cable comunication path. For exanple, a

di gital audi o soundtrack nay be provided whi ch acconpanies a 25

tel evi si on program such as a novie or othe%%special event. The nultipl exed
digital signal, or transport data stréam I ch can conprise several.
hundred channels of digital information, is received by an WO 99/ 09684
PCT/ US98/ 15111 30 individual in his home via a Direct Broadcast Satellite
(DBS) systemor via a cable conmunication path or the Iike. The present

I nvention can be enployed to 5 provi de copy protection of these digital
programm ng services by precluding the individual fromrecording the
digital data on a device such as a DVD or DVC which is equipped with the
PC- HDT decoder. Specifically, the PC-HDT encoder of the present 10

I nvention can be used to encode hidden auxiliary data in the video portion
of the transport data stream Mboreover, the hidden auxiliary data may be
enbedded prior to broadcast or at sone internediate point, and does not
interfere with cabdsocdatt®d faudio catatadornotherdstignsal.carf ampr andnpl e,

a cabl e headend ppSLRNedPWK&RESE Chdl h8bPEOIIYPENhY £hd viewing
enjoyment. Since the auxiliary data signal is
invisible relative to the normal video, the

5 'auxiliary data signal will not be detected by the
viewer. ' '

However, the auxiliary data signal remains
embedded in the video signal. The auxiliary data
signal can be used with appropriate circuitry, for

10 example, to prevent the user from copying the signal
on a recording device that is equipped with the PC-
HDT decoder of the present invention.
Alternatively, even if an individual records the
signal on a conventional recording device such as a

15 magnetic tape recorder, the auxiliary data signal .
remains embedded, and thus acts as an identification
mark that can be used to verify the authenticity of
any subsequent copy. This is helpful in thwarting
"pirates® who duplicate and distribute programming

20 without authorization.

Furthermore, in a point-to-point distribution
system, wherein video data is transmitted separately
to individuals, the auxiliary data signal can
represent a unique identification number, such as an

25 order number or customer number. This information
may allow the identification of an individual pirate
from a subsequent illicit copy of the audio signal.

FIG. 4 is a block diagram of a post-compression



satellite ed the received signal with the hidden auxidy a
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prior to gﬁs lon via the cable network. 20 When t I ned
digital video and auxiliary data signal is received by an individual along
wi th ot her acconpanying data, the data is _decoded and unscranbled by a
set-top box which comunicates with a useP% television and high-fidelity
stereo system 25 - Such set-top devices are typically provided by the
cabl e tel evision operator or DBS service provider as part of a service
agreenent. The set-top box deconpresses and decodes the video signal and

WD 99/ 09684 PCT/ US98/ 15111 31

associ ated audi o, data or other signal, if any, and reproduces themfor the
user's listening and view ng enjoynent. Since the auxiliary data signal is
invisible relative to the normal video, the 5 auxi liary data signal

will not be detected by the viewer. However, the auxiliary data signal
remai ns enbedded in the video signal. The auxiliary data signal can be used
Wi th appropriate circuitry, for 10 exanple, to prevent the user from

copyi ng the signalddén adaeaotdangpeey qed-MIT) Ssskenpescsaéh she P~ HDT

decoder of thel§é§§¥ aﬁggegakﬁnthe present invention. The encoder
is suitable for encoding auxiliary data in both
audio and video signals. The PC-HDT embeds

5 imperceptible auxiliary data in a subband-encoded
compressed digital audio or video signal without the
need to fully deéompress the signal. A pre-existing
digital bitstream including compressed digital audio
or video data is received by the encoder at terminal
10 - 400, and provided to a demultiplexer and unpack

- (e.g., unpacketize) function 405 via line 403.

The demultiplexer and unpack function 405

'demultiplexes frames or packets of digital audio or
video data from the remainder of the signal. The

15 various portions of the audio or video frame are
also unpacked. For instance, referring to FIG. 2,
the bit allocation data 220 is unpacked from the
frame 250 and provided to an inverse quantizer 404
via line 401. The audio or video subband samples

20 240 are unpacked and provided to the inverse
quantizer 404 via line 402.

. Commonly, when the audio or video subband
samples are normalized before entering the
bitstream, the subband samples are encoded as a

25 decimal number with a mantissa and exponent portion,
wherein the mantissa represents the audio subband
data samples, and the exponent represents the
scaling factors (e.g., spectral envelope



Al t er nat i Wgb\peso8sgan i f an individual records the signal on apcwrusesisianal
recordi ng device such as a 15 magneti c tape recorder, the auxiliary
data signal renmins enbedded, and thus acts as an identification mark that
can be used to verify the authenticity of gy subsequent copy. This is

hel pful in thwarting "pirates” who duplicate and distribute progranm ng 20
W t hout authorization. Furthernore, in a point-to-point distribution
system wherein video data is transmtted separately to individuals, the
auxiliary data signal can represent a unique identification nunber, such as

an 25 order nunber or custoner nunber. This information may allom1the
I dentification of an individual pirate froma subsequent illicit copy of
the audio signal. FIG 4 is a block diagram of a post-conpression WO
99/ 09684 PCT/ US98/ 15111 32 hi dden

data transport (PC- HDT) system encoder 310 in accordance with the present:
I nvention. The encoder is suitable for encoding auxiliary data in both
audi o and vi deo signals. The PC-HDT enbeds 5 | mperceptible aUX|I|ary
data in a subbandnemedd aronmfes seacki gibhandudi dnoithiisdeaeg greBli t hout

the need to full ypdeqaptiant I4e hENGhobAnE Bafl e Bl Bd Proridiqean

I ncl udi ng conpressed_digital audio
to the inverse quantizer 404 via line 402.

_ The inverse quantizer 404 performs different

S functions depending on the format of the packetized
data stream. For example, the subband samples
typically comprise binary data which may be in . a
sign and magnitude representation, or in a two's
complement representation. The subband samples are

10 converted to a two's complement representation if
not already provided as such.

Furthermore, in the video example discussed in
connection with FIG. 1, data samples from sixty-four
subbands (e.g., spatial frequencies) are provided.

15 - Accordingly, lines 402 and 406, designated with the
letter "N", each represent N=64 separate
communication lines. _

The subbands of audio or video data samples
after inverse quantization are communicated to lines

20 406 which are also illustrated as individual lines
sM,, SM,, SM,,..., SM,,. The designation "SM"
indicates that the mantissa of the subband samples
is being provided. A normalizer 408 is optionally
provided in the event that the subband samples are

25 not already normalized. The normalizer 408 computes
the average energy over a small number of samples
and divides each individual sample by the square

. root of the average energy, to provide a uniform



or video qugwgﬁ&geceived by the encoder at terminal 10 ﬁ@ﬁms§9ﬁ26% _
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provided to & mul ti pl exer and unpack (e.g., unpacketize) function

| ine 403. The demul ti pl exer and unpack function 405 demultipl exes frames or
packets of digital audio or video data fromthe remai nder of the signal .
The 15 various portions of the audio of4video frane are al so unpacked.
For instance, referring to FIG 2, the bit allocation data 220 i s unpacked
fromthe frame 250 and proovided to an inverse quantizer 404 via line 401.
The audi o or video subband sanpl es 20 240 are unpacked and provided to
the i nverse quantizer 404 via |line 402. Commonly, when the audi o or video
subband sanples are nornalized before entering the bitstream the subband
sanpl es are encoded as a 25 - decimal nunber with a manti ssa and exponent
portion, wherein the manti ssa represents the audi o subband data sanpl es,
and the exponent represents the scaling factors (e.g., spectral envel ope.
WO 99/ 09684 PCT/ US98/ 15111 33
information) for each subband. In this case, only the mantissa of the
subband sanpl es pes¢hegEayardatposbeallyveudbatidant i zer 404 via line 402.
The i nverse quantlzerﬁg¥% {ééﬁngugigfgge%%deo subband samples are

provided on the N lines designated by SS,, SS,,

8S,,..., 8Sy,. The normalized subband samples are
5 then combined with auxiliary data subband samples
SPD,, SPD,, SPD,,..., SPD,, at combiners 446, 444,

442, and 440, respectively. The combiners may
comprise, for example, adders. Specifically, SS, is
combined with SPD, at combiner 446, SS, is combined
10 with SPD, at combiner 444, SS, is combined with SPD,
2+ at combiner 442, and SS,, is combined with SPD,, at
.~ combiner 440. The remaining audio or video subband
- samples and auxiliary data subband samples (not
separately shown) are combined in a similar wmanner.
15 The auxiliary data subband samples SPD,, SPD,,
SPD,, ..., SPD,, can be spread spectrum signals which
are generated from a subband filtered pseudo-noise
(PN) sequence and from an auxiliary data waveform.
In particular, a PN sequence is provided to a
20 subband filter bank 410 via line 412. The PN
sequence may be binary or M-ary with M>2, or
virtually any sequence which approximates a white
noise signal. Furthermore, the PN sequence can
include multiple discrete values or continuous
25 values. The subband filter bank corresponds to the
subband filter bank used to filter the digital wvideo
e.g., DCT function 120 shown in FIG. 1. The

auxiliary data signal is provided via line 414 to a



5 f ungyd 99)gessePENdi Ng on the format of the packetlzed dam-mmsmmm For
exanpl e, ‘the subband sanpl es typically conpri se binary data which may be in
a sign and magnitude representation, or in a tw's conpl enent
representation. The subband sanples are 10 converted to a two's

conpl ement representation if not already provided as such. Furthernere, in
the video exanpl e discussed in connection with FIG 1, data sanples from

si xty-four subbands (e.g., spatial frequencies) are provided. 15
Accordingly, lines 402 and 406, designated with the letter "N', each
represent N=64 separate conmuni cation |lines. The subbands of audio or video
data sanples after inverse quantization are conmunicated to |ines 20

406 which are also illustrated as individual Tines SMerr], SMerr],
SMerr],..., SMerr]. The designation "SM indicates that the manti ssa of
t he subband sanples is being provided. A normalizer 408 is optionally
provided in the event that the subband sanples are 25 not al ready

normal i zed. The normalizer 408 conputes the average enerﬁécover a_snal
nunber of sanpl ezomwventiionEl farwarddevikoralcoraqsteiay (HECk eBFeALEOt of

t he average ener t i ni.f.or 9/ dundant.
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data bits in the auxiliary data stream for
downstream error recovery.

5 Note that the data rate of the auxiliary data
subband samples is significantly slower than that of
the audio or videoc subband samples. With video, for

. example, an analog NTSC format television signal can
be digitized into VGA resolution pictures which are

10 - 480x640 pixels, and Which are transmitted at
approximately 30 frames/second. Therefore, each
frame has 480 x 640=307,200 samples (e.g., pixels).:
Then, assuming a visibility threshold of 30 dB and a
desired auxiliary signal gain of 10 dB, a processing

15 . gain G, of 40 dB is necessary. The processing gain
in dB is related to the spread rate by the equation
10 log,,(spread rate)=Gp (dB). Thus, each auxiliary
data bit must be spread over 10,000 pixels (e.g.,

. video transform samples) to achieve G,=40 dB,

20 thefeby resulting in 307,200/10,000=30.7 auxiliary
data bits per frame, or 30.7 bits/frame x 30
frames/sec.=921 bps. Further, assuming a rate R =
1/2 FEC encoder is used, the auxiliary data bit rate
that can be accommodated is roughly 921/2 bps=460

25 bps.

| The FEC-encoded auxiliary data signal is
provided via lines 418 and 422 to a plurality of
modulators 430, 432, 434 and 436, which modulate the



power spe ross all subbands. Nornmalized audio or vid Q?ﬁ
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sanpl es a ed on the N lines designated by SS[err],

SS[err], ..., SS[err]. The normalized subband sanples are 5 t hen
conblned with auxiliary data subband sanples SPDjerr], SPQjerr],
SPD{err],..., SPD{err] at combiners 446, 438, 442, and 440, respectjvely.
The conbiners may conprise, for exanple, adders SpeC|f|caIIy, SS[err] is
conbined with SPDjerr] at conbiner 446, SS[err] is conbined 10 W th

SPD err] at conbiner 444, SS[err] is conbined with SPDjerr] at conbi ner
442, and SS[err] is combined with SPD{err] at conbiner 440. The remaining
audi o or video subband sanpl es and auxiliary data subband sanpl es (not
separately shown) are conbined in a simlar manner. 15 ~ The

auxi liary data subband sanples SPDerr], SPD{err], SPDjerr],..., SPDerr]
can be spread spectrum signals which are generated froma subband filtered
pseudo- noi se (PN) sequence and froman auxiliary data waveform In
particular, a PN sequence is provided to a 20 subband filter bank 410

vi a Iilnle 412.  TigadN éa\el\:lhgwﬁfesﬁnbahd BamdlysosPl)} asy, Wigs), I\/I>2,, ®P,.,
virtual |y any sequence c PL QX tes ite e Si
Furthernore, the 1N BRI ﬁ &Ea é’bgﬁa'g’?r ﬁaé&?r)aef ues or
conti nuous 25 sequenﬁes ShB,sunnandSEILter basknpgrrnsspadslvelyhe

subband filter X aUXI#Q%ftﬁé %u&gilg. |hgkay%%% Vla}%§g'éunct|on 129 :

shomn I'n FI G 1 a signaf I's provi ne 414 to a
5 A power control signal is optlonally provided

via line 419 to modulator 420 to adjust the power of
the auxiliary data signal carried on line 418. The
power control signal ensures that the auxiliary data
signal is.below the noise quantization floor of the
10 audio or video subband samples, and can account for
... possible nonlinearities in the subsequent quantizer
+7 454 near zero so that the auxiliary 51gna1 is
adequately quantized. For example, the power
control may maintain a signal-to-quantization noise

15 energy ratio (SNR) of 30, or a power ratio of 1,000.
' ' The modulated auxiliary data spread spectrum
signals SPD,, SPD,, SPD,,..., SPD,, and the audio or

video subband samples SS,, SS,, SS,,..., SS,, combine
to produce combined samples SS',, SS',, SS',,...,
20 SS'y.,, respectively, in which the auxiliary data
subband samples are carried substantially
imperceptibly (e.g., invisibly) in the video case.
Generally, an increasing amount of distortion will
be present when the data rate of the auxiliary
25 signal is increased.
The combined samples are provided to an
optional de-normalizer 450, which performs
- operations that are inverse to those of the
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conventlonaP ?ormard error correctlon (FEC) encoder 416, which, while not

requi red, provides redundant data bits in the auxiliary data stream f or
downstream error recovery. 5 hbteé%?at the data rate of the

auxi liary data subband sanples is signific ly sl ower than that of the
audi o or video subband sanples. Wth video, for exanple, an anal og NTSC
format television signal can be digitized into VGA resol ution pictures

whi ch are 10 480x640 pixels, and which are transmtted at approxi mately
30 franmes/second. Therefore, each frame has 480 x 640=307, 200 sanpl es
(e.g., pixels).- Then, assumng a visibility threshold of 30 dB and a
desired auxiliary signal gain of 10 dB, a processing 15 gain Jerr] of
40 dB is necessary. The processing gainin dBis related to the spread
rate by the equation 10 log[err](spread rate)=G (dB). Thus, each auxiliary
data bit nust be spread over 10,000 pixels (e.g., video transform sanpl es)
to achieve (err]=40 dB, 20 t hereby resulting in 307,200/ 10, 000=30.7
auxiliary data mncrmniltennnosomns@radrtEdfremEoreBﬁhérpmae&sec =921 bps.

e Thtm bSOk oE LR SRS 48, Paafuebit sl i ot 2
the combined samples. Moreover, the de-normalizer
450 may retrieve normalization data (scaling
5 factors) obtained from the normalizer 408 and stored
temporarily in a memory (not shown) . 1
Note that, in accordance with the present
invention, the de-normalizer 450 spectrally shapes
the auxiliary data subband samples in the combined
10 samples Ss',, SS',, SS8',,..., S8S',, according to the
power spectrum of the audio or video data. This
spectral shaping advantageously enhances the
. concealment of the auxiliary data.
In the event that the audio or video subband
15 samples are already normalized when received at
terminal 400, the auxiliary data will be spectrally
shaped according to the power spectrum of the audio
or video data when the combined signal is
decompressed and demodulated to baseband. In either
20 case, then, de-normalized combined subband samples
SMt*,, SM',, sM',,..., SM',, are provided via lines
452 to quantizer'454. Quantizer 454 gquantizes the
combined samples using bit allocation data provided
via lines 407 and 459 to provide quantized data at
25 line 456. The quantized data, the unpacked
compression parameters provided on line 407, and the
control data on line 458 are packed into a new
frame. Alternately, the same frame can be provided



The %ﬁé&gﬁed auxi | | ary data signal is provided via lgci96sogA8i@and 422 to
uralTty

a pl of nodul ators 430, 432, 434 and 436, which nodul ate the WO
99/ 09684 : PCT/ US98/ 15111 36 data
carrier subband sanmples SP[err], SP[eérr], SP[err],..., SP[err] to provide

the auxiliary data subband sanple seqﬁ%nces SPDjerr], SPD[err], SPOerr],
., SPDjerr], respectively, which carry the auxiliary data subband
sanples. 5 -A power control signal is optionally provided via |ine
419 to nodul ator 420 to adjust the power of the auxiliary data signal
carried on line 418. The power control signal ensures that the auxiliary
data signal is below the noise quantization floor of the 10 audi o or
vi deo subband sanpl es,- and can -account for possible nonlinearities in the
subsequent quantizer 454 near zero so that the auxiliary signal is
adequately quantized. For exanple, the power control may nmaintain a
signal -to-quanti zation noi se 15 energy ratio (SNR) of 30, or a power
ratio of 1,000. The nodul ated auxiliary data spread spectrum signals
SPD err], SkEtér thhe SRiAetized. dat&Pbhstehdand tdmestitiep @rnewdeo subband

conbi ned sadpele 53 Taf 1 orEeBi para LacTioRe e klibig, PLT ™
respecti vel gynachngnichat henadatsi and d¢xcaisubieshohd&anmgy esheck carri ed
SUbStantialubRC) bits. The new frame is provided via line 462
5 for transmission to a decoder. The PC-HDT encoder
disclosed therefore is fully compatible with
existing packet formats and protocols.

Alternatively,'subband samples representing

different auxiliary data signals can be carried in

10 different subbands. The data samples in the

' - different subbands can be generated using the same

PN sequence, a time-shifted version of the same PN
sequence, different PN sequences, or any combination
thereof. Moreover, samples from more than one

15 auxiliary data signal can be carried in any of the
subbands. This technique, known as "layering," can
be accomplished by carrying auxiliary data subband
samples which were generated using a time-shifted
version of the same PN sequence, different PN

20 sequences or any combination thereof.

Furthermore, it is not required that all
subbands carry auxiliary data subband samples. For
example, it may be desirable to combine selected
ones of the subband filtered PN sequences SP,, SP,,

25 SP,,..., SP,, directly with corresponding ones of
the audioc or video subband samples SS,, SS,, SS,, ...,
SS,., to produce the combined samples SS',, SS',,
Ss',,..., SS8';;. In this manner, the selected




i mper cept i Qlotaoigdesh - 1 NVisibly) in the video case. General |y pcusgsasiasi ng
anount of distortion will be present when the data rate of the auxiliary 25
signal is increased. The conbi ned sanples are provided to an opti onal
de-normal i zer 450, which perforns operathmgbthat are inverse to those of

t he WO 99/ 09684 PCT/ US98/ 15111 37
normal i zer 408 in order to restore the power spectrum of the audio or video
subband sanpl es in the conbined sanpl es. Mreover, the de-normalizer 450
may retrieve normalization data (scaling 5 factors) obtained fromthe
normal i zer 408 and stored tenporarily in a nmenory (not shown). Note that,

I n accordance with the present invention, the de-normalizer 450 spectrally
shapes the auxiliary data subband sanples in the conbined 10 sanpl es
SS'[err], SS[err] SS[err], ..., SS[err] according to the power spectrum
of the audio or video data. This spectral shapi ng advant ageously enhances
the conceal nent of the auxiliary data. In the event that the audio or video
subband 15 sanpl es are already nornalized when received at term nal

400, the auxili argublaandwEll teresh@EN rsdduensdapegpassesdmoduilatiion foymer

spectrum of the QHﬂéoauxiliary data signal. This may be
advantageous, for example, in providing a reference
signal or other information to a decoder.

5 Moreover, since the PN period is finite and the
characteristics of the subband filter bank 410 are
known, the subband filtered PN sequences SP,, SP,,
SP,,..., SP,, can be pre-computed and stored in a
lookup table. And, when the PC-HDT encoder adds

10 known data repeatedly, the auxiliary data subband
samples SPD,, SPD,, SPD,,..., SPD,, can also be pre-
computed and stored. In this manner, implementation -
of the PC-HDT encoder of the present invention can
be simplified and computational requirements

15 reduced. . '

- FIG. 5 is a block diagram of an alternate
embodiment of the post-compression hidden data
transport system encoder in accordance with the
present invention. The encoder is suitable for

20 encoding auxiliéry data in both audio and video
signals. Elements of FIG. 5 correspond to like-
numbered elements of FIG. 4, unless stated
otherwise. In this embodiment, the subband samples
8S,, SS,, SS,,..., SS,, provided via lines 406 have

25 nonuniform power spectrums. Accordingly, in order
to shape the auxiliary data subband samples SPD,,
SPD,, SPD,,..., SPD,, to the spectrum of the audio or
video subband samples, the audio or video subband



~or video data when the conbined signal is deconpressed and denodul ated to
baseband. WO 99684 er 20 case, then, de-nornalized conbi it
sanples SM[err], SM[err], SM[err]..., SM[err] are provided via |lines
452 to quantizer .454. Quantizer 454 quantizes the conbi ned sanpl es using
bit allocation data provided via |ines 4074@nd 459 to provide quanti zed

data at 25 line 456. The quantized data, the unpacked conpression
parameters provided on |line 407, and the control data on line 458 are
packed into a new franme. Alternately, the sane frame can be provi ded WO
99/ 09684 PCT/ US98/ 15111 38 wth the

quanti zed data instead of creating a new frane. The control data incl udes,
for exanple, synchronization data and cyclic redundancy check (CRC) bits.
The new frame is provided via line 462 5 for transmi ssion to a decoder.
The PC-HDT encoder disclosed therefore is fully conpatible with existing
packet formats and protocols. Alternatively, subband sanples representing
different auxiliary data signals can be carried in 10 di fferent

subbands.  The d3Lapsa@plaas igkdvitadh ({6 ShhpatARRIRC UG NG St od

usi ng the sanme PN sequence, Versi oh of the same Sequence,
di fferent PN seqdEREE3, 4@5.af2 ot haandné3l via lines 409, 411, 413

and 415, respectively.
The SPCs determine power modulation signals (P)
5 based on the desired signal-to-noise ratio (SNR) of
the auxiliary data subband samples to the audio or
video data subband samples in each subband, and the
square root of the average of the square of the
amplitude-SS(i) of each of the M audio or video
10 subband samples. That is, for each subband j,

P = SNR.\/—’- S SS(i)?
M 5
The power modulation signals are provided to
modulators 433, 435, 437 and 439 via lines 417, 419,
421 and 423, respectively. At the modulators 433,
435, 437 and 439, the power of the auxiliary data
15 subband samples SPD,, SPD,, SPD,,..., SPD,, is
adjusted, thereby resulting in power-adjusted
auxiliary data subband samples SPP,, SPP,, SPP,,...,
SPP,.,. The power-adjusted auxiliary data subband
samples, which are spectrally shapéd according to
20 the audio or video subband samples, are then
combined with the audioc or video subband samples
SS,) Ss,, S8S8,,...., SS,, at combiners (e.g., adders)
446, 444, 442 and 440, respectively, to provide the
combined samples Ss'y,, Ss',, SS',,..., SS',,. The
- 25 quantized data, the unpacked compression parameters



t her eof . -sanples fromnore than one 15 . auxili apey ghsippnal
can be caggéggﬁﬁ%4any of the subbands. This techni que, known as "?ayering,"

can be acconplished by carrying auxiliary data subband sanpl es which were
generated using a time-shifted version of the sanme PN sequence, different
PN 20 sequences or any comnbi nation thef®of. Furthernore, it is not
required that all subbands carry auxiliary data subband sanpl es. For
exanple, it nay be desirable to conbine sel ected ones of the subband

filtered PN sequences SP[err], SP[err], 25 SP[err],..., SP[efr]
directly with correspondi ng ones of the audio or video subband sanpl es
SS[err], SS[err], SS[err], ... SS[err] to produce the conbi ned sanpl es
SS'[err], SS[err], SS[err] ... , SS'[err]. In this manner, the selected
WD 99/ 09684 - PCT/ US98/ 15111 39

subband filtered PN sequence bypasses nodul ati on by the auxiliary data
signal. This nay be advantageous, for exanple, in providing a reference
signal or other information to a decoder. 5 Mor eover, since the PN

period is finitepgadidiRl GHrBier46y) canaf thbecoublhand dddd &n beike 410 are
known; the subba

?gsfi .t ered.P squenc.es v?P err%, %wdvﬁg{,ﬁ% C
SP[err] can be prafcomsuRaf P el PR¥aLFBBRup . , t he
PC-HDT encoder alldme 462 for transmission to a decoder.
' In fact, the embodiment of FIG. 5 can result in
5 significant computational savings when the audio or
video subband samples are not normalized. This can
be seen by noting that normalization and -de-
normalization of the audio or video subband samples
requires a total of 2N operations, while power-

10 adjustment via the subband power control requires
only N operations (where N=number of subbands).
Computations are thus reduced by 50% when the SPCs

. of .-FIG. 5 are employed. _
FIG. 6 is a block diagram of the post-

15 compression hidden data transport system decoder in
accordance with the present invention. The decoder
is suitable for recovering auxiliafy data from both
audio and video signals. The compressed digital
packetized stream is received at input terminal 600

20 of the decoder 368 and provided to an unpack and
demultiplex function 604 via line 602. An inverse
quantizer 610 receives the subband samples via lines
608 and the bit allocation data via line 606.
Inverse quantized subband samples SM',, SM',,

25 SM',,..., SM',., are provided via lines 612. If

| these subband samples are not already normalized,
they are normalized at a normalizer 614 to_provide
an approximately uniform power spectrum across all



16 knbmnldata.repeatedly, the auxiliary data subband sa err],
SPD[err], VPPP/A83%  SpDerr] can also be pre- conputed ?réﬁ@?@(‘g&" I'n

this manner, inplenmentation of the PC-HDT encoder of the present invention
can be sinplified and conputational requirenents 15 reduced. FIG 5 is
a bl ock diagram of an alternate enbodi nent42f the post-conpression hidden
data transport system encoder in accordance with the present invention. The
encoder is suitable for 20 encodi ng auxiliary data in both audio and
video signals. Elenents of FIG 5 correspond to |ike- nunbered el enents of
FIG 4, unless stated otherwise. In this enbodinent, the subband sanpl es
SS[err], SS[err], SS[err], ..., SS[err] provided via |lines 406 have 25
nonuni f orm power spectruns. Accordingly, in order to shape the auxiliary
dat a subband sanples SPDjerr], SPDerr], SPD[err],..., SPD[err] to the
spectrum of the audio or video subband sanpl es, the audio or video subband
WO 99/ 09684 PCT/ US98/ 15111 40
sanpl es are provided to subband power controllers (SPCs) 425, 427, 429 and
41 via lines 40%uubbhqdils aAGd SScafﬁpngus%ymBhsr%P SBELAT i POwer

nodul ati on S|gnals ased on t esired Signal-to-noise ratio
(SNR) of ata stream, the subband samples can be re-

scaled (e.g., normallzed) at the quantizer 610.
If the audio or video subband samples in the
5 combined subband samples SM',, SM',, SM',,..., SM',,
are already normalized, the normalizer 614 is not

required. The normalized subband samples SS,, SS,,

SS;,...+, S8y, are combined with recovery data
carrier sequences sp,, SpP,, SP,, ..., SP,, at
10 demodulators (e.g., mixers) 620, 622, 624 and 626,
i respectively.
The sequences SP,, SP,, SP,,..., SP,, in this

embodiment are spread spectrum carrier signals
generated from a subband filtered pseudo-noise (PN)

15 sequence corresponding to the PN sequencé used at
the PC-HDT encoder. The PN sequence is provided via
line 630 to a subband filter bank 640, which
corresponds to the subband filter bank of the
encoder. The filtered PN sequences SP,, SP,,

20 SP,,..., SPy,, are provided to the demodulators 620,
622, 624 and 626, respectively. As with the PC-HDT
encoder, these sequences can be pre-computed and
stored in a lookup table at the decoder to reduce
computational requirements.

25 Samples SSP,, SSP,, S8P,, ..., SSP,, formed from
the product of the filtered PN sequences and the
combined subband samples are provided to integrators--—
650, 652, 654 and 656, respectively. By integrating



t he auxil igb¥e/gedsd  Subband sanples to the audio or video dat pcabdpsndin
sanpl es in each subband, and the square root of the average of the square
of the anplitude SS(i) of each of the Maudio or video 10 subband
sanples. That is, for each subband j, [err]. The power nodul ati on signals
are provided to nmodul ators 433, 435, 437 ai® 439 via lines 417, 419, 421
and 423, respectively. At the nodul ators 433, 435, 437 and 439, the power
of the auxiliary data 15 subband sanples SPDjerr], SP[err], SPDerr],
..., SPD[err] is adjusted, thereby resulting in power-adjusted auxiliary
data subband sanples SPP[err], SPP[err], SPP[err],..., SPP[err]. The
power - adj usted auxiliary data subband sanples, which are spectrally shaped
according to 20 t he audi o or video subband sanples, are then conbi ned
with the audio or video subband sanples SS[err], SS[err], SS[err],...,
SS[err] at conmbiners (e.g., adders) 446, 444, 442 and 440, respectively, to

provi-de the conbi ned sanplies -SS', SS [err], SS[err] . . . , SS[err].
The 25 quantized data, the unpacked conpression paraneters w
99/ 09684 the data in each of the subband®@T&598/ tbhtkchikiifeVi ded
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subband is achieved. Essentially, despreading is
achieved by the combination of mixing and

5 integrating.' The number of samples L for the
integration should be selected such that L x N
(i.e., processing gain) is greater than the SNR of

the PN sequence to the audio or video subband
samples before integrating SSP,, SSP,, SSP,,...,
10 SSPy.,. _
The despread éuxiliary data samples SC,, SC
SC,, ..., SC,, are provided to a summer 660 and
sunmed across the N subbands to recover the encoded

17

auxiliary data samples at line 662. Moreover, the
15 SNR of the PN sequence to the or video or audio
subband samples after despreading can be increased
by increasing the number of subbands N, since the
SNR is proportional to the square root of N. An FEC
decoder 670 decodes the auxiliary data samples of
20 line 662 and corrects channel errors, thereby
providing decoded auxiliary data at line 672.
The decoded auxiliary data can then be
used in a variety of applications. For example, the
auxiliary data can be provided to a copy management
25 device to control the reproduction of the audio,
video and associated data signals.
The_aforementioned recovery and despread
process is modified slightly when auxiliary data



‘I'n fact, the e iment of FIG 5 can result in 5 signi g .
conputatidﬂ%?wggggngs when the audi o or video subband sanplégﬁiﬁ%mﬂgyu
normal i zed. This can be seen by noting that normalizati on and de-
normal i zati on of .the audi o or video subband sanples requires a total of 2N
operations, while power- 10 adj ust ment 44i a t he subband power control
requires only N operations (where N=nunber of subbands). Conputations are
t hus reduced by 50% when the SPCs of FIG 5 are enployed. FIG 6 is a block
di agram of the post- 15 conpression hidden data transport system
decoder in accordance with the present invention. The decoder is suitable
for -recovering auxiliary data fromboth audio and video signals. The
conpressed digital packetized streamis received at input term nal 600 20
of the decoder 368 and provided to an unpack and denultipl ex function 604
via line 602. An inverse quantizer 610 receives the subband sanples via .
lines 608 and the bit allocation data via |ine 606. |Inverse quantized
subband sanples SMJ[err], SM[err], 25 SMerr], ..., SMerr] are

provided via |inequkdend simblege rrokPand et difl 10ty 8L {§RMs are

normal i zed, they are npornplized at .a normalizer 614 to proovide an_,
approxi mat el y unifriteduwiR SPecHifhezents subhands \(9n gk sauxiliary
PCT/ US98/ 15111 data subband samples from more than one auxiliary

signal is carried in one subband. Both partial and
5 fully overlapping situations are also possible,
along with various combinations of the above cases.
Generally, however,-the PC-HDT decoder provides
operations which are inverse to those of the PC-HDT
encoder. . For instance, if auxiliary data subband
10 samples corresponding to different auxiliary signals
- are carried in the combined subbands samples, then
the integration must be modified from the embodiment
of FIG. 6 such that only common auxiliary data
samples are summed together. Similarly, if
15 auxiliary data subband samples are encoded using
different PN sequences, time-shifted versions of the
. same PN sequence, or any combination thereof, the

subband filtered PN sequences SP,, SP,, SP,,..., SP,,
must be generated using a corresponding PN sequence.
20 Alternatively, the FEC decoder 670 may be

replaced by a threshold device that detects the
energy in the auxiliary signal of line 662, and
compares that energy to a suitable threshold. Thus,
the decoder can determine whether an auxiliary

25 signal is present without having to perform FEC
decoding. Moreover, to increase detection accuracy,
the decoder can examine a sequence of auxiliary data
values before declaring a detection. Detection can



42 subbandgyobdpdebe Scal e factors 230 are provided .in the datgefissEgt he
subband sanpl &€s can be re- scaled (e.g., normalized) at the quantizer %10-

I f the audio or video subband sanples in the 5 conbi ned subband sanpl es
SM[err], SM[err], SMJ[err], ..., SM [err] are already normalized, the
normal i zer 614 is not required. The normali 2d subband sanples SS[err],
SS[err], SS[err], . . ., SS[err] are conbined with recovery data carrier
sequences SP[err], SP[err], SP[err],..., SP[err] at 10 denodul at ors
(e.g., mxers) 620, 622, 624 and 626, respectively. The sequences SP[err],
SP[err], SP[err],..., SPNerr] in this enbodinent are spread spectrum

carrier signals generated froma subband filtered pseudo-noise (PN) 15
sequence corresponding to the PN sequence used at the PC-HDT encoder. The
PN sequence is provided via line 630 to a subband filter bank 640, which
corresponds to the subband filter bank of the encoder. The filtered PN
sequences SP[err], SP[err], 20 SP[err], ., SP[err] are provided to
t he denodul ators 620, 622, 624 and 626, respectively. As with the PC HDT

encoder, these sepeematiian bgchliraeeduticd thied eridudsk iwsés | Qoknpghiabl e
at the decoder to_requce c nPuéﬁéionaL rLequir nts. 25 Sanpl es
SSP[err], SSP[errPF%%§B?brf%,... ) §§§E&F f fromthe product of the
filtered PN sequences &dflitionahbinedcsulilsdtd caamfi eshereoppoessded to
integrators 650, G3%;pft A081858r (93RS Y1 Y tkedl dMH S aEhPEnization
5 with the subband filtered PN sequences SP,, SP,,
SP,,..., SP,, can be enhanced and simplified if the
PN generator used to generete the PN sequence is
locked in a predetermined pattern to the audio or
video bitstream. That is, since many modern audio
10 and video compressors utilize a frame structure
. wherein each frame of bits represents a fixed number
..of audio or wvideo Samples, there are a fixed number
of frames in a given time period. Thus, by choosing
a repetition period for the filtered PN sequences
15 that is an integer multiple of the audio or video
data frame period, the number of PN sequence
hypotheses required to demodulate the auxiliary
signal is reduced. For example, if the PN sequence
period has a duration of 4096 samples and the frame

20 period has a duration of 256 samples, then only 4096
/ 256 = 16 hypotheses have to be tested for each

subband. _
' In yet another alternate embodiment of the PC-
HDT decoder of FIG. 6, which may be used in

25 conjunction with the PC-HDT encoder of FIG. 5, where
the recovered auxiliary data subband samples have a
nonuniform power spectrum, it may be desirable to
normalize the power spectrum across all the subbands



WO 99/ 09684 PCT/ US98/ 15111 43. t he
data in eWAIMIBRe subbands over L consecutive sanples, desPFEASPHISIE (ne
auxiliary signal in each subband is achieved. Essentially, despreading is
achi eved by the conbination of m xing and 5 i ntegrating. The nunber of
sanples L for the integration should be sélagcted such that L x N (i.e.,
processing gain) is greater than the SNR of the PN sequence to the dudio or
vi deo subband sanpl es before integrating SSP[err], SSP[err], SSP[err],...,
10 SSP[err]. The despread auxiliary data sanples SClerr], SCierr],
SClerr], ..., SCerr] are provided to a summer 660 and summed across the N
subbands to recover the encoded auxiliary data sanples at |ine 662.

Mor eover, the 15 SNR of the PN sequence to the or video or audio
subband sanpl es after despreading can be increased by increasing the nunber
of subbands N, since the SNR is proportional to the square root of N An_
FEC decoder 670 decodes the auxiliary data sanples of 20 line 662 and
corrects channel errors, thereby providing decoded auxiliary data at |ine

ST cecoted HMLANLAB! ByR80h080 SR SROER Bhe. cop,
nmanagenent carried prior to integration. This can be
accomplished by adjusting the power of the subband
filtered PN sequences SP,, SP,, SP,,..., SP,, using
5 controllers similar to the SPCs 425, 427, 429 and
431 of FIG. 5.

FIG. 7 is a block diagram of another alternate
embodiment of a post-compression hidden data
transport system encoder in accordance with the

10 present invention. The decoder is suitable for
recovering auxiliary data from both audio and video
signals. Elements of FIG. 7 correspond to like-
numbered elements of FIG. 4, unless stated
otherwise. In this embodiment, the combined subband

15 samples SS,, SS,, SS8,,..., SS,, provided via lines
406 have uniform power spectrums. However, instead
of providing subband filtered spread spectrum PN
sequences, which are generated from a pseudo-
randomly varying sequence of values with magnitude

20 +1 or -1, the sequences SP,, SP,, SP,,..., SP,, are
provided as "sparse" PN sequences.

_ With a sparse PN sequence, a pseudo-random
sequence is generated which comprises mostly zeros,
but with values of +1 and -1, for example, randomly

25 interspersed. The sparse PN sequence is added at
specific locations known to the PC-HDT encoder and
decoder. A sparse PN sequence results in a lower
data rate since the processing gain G, is reduced in



25 d '?gfog&ugontrol the reproduction of the audio, Vi degyvshsnsiii
e%n a

associ at a signals. The aforenentioned recovery .and despread process
is nmodified slightly when auxiliary data- WO 99/ 09684

PCT/ US98/ 15111 44 subband sanples fromdifferent auxiliary signals are
carried in the different subbands, or whe#?m»dliary dat a subband sanpl es
fromnore than one auxiliary signal is carried in one subband. Both parti al
and 5 fully overlapping situations are al so possible, along with '
various conbinations of the above cases. Generally, however, the PC HDT
decoder provides operations which are inverse to those of the PC HDT
encoder. For instance, if auxiliary data subband 10 sanpl es
corresponding to different auxiliary signals are carried in the conbined
subbands sanples, then the integration nust be nodified fromthe enbodi nent
of FIG 6 such that only common auxiliary data sanples are sumred toget her
Smlarly, if 15 auxiliary data subband sanpl es are encoded using

di fferent PN sequences, tine-shifted versions of the sane PN sequence, .or
any comnbi nati on plrepept iohheos thkeardrditdgerecctbrengac ne aohRzad |

et ], SoLer laampr ey bk, BBl SIS UAeE, B RafipaRE s P

one value in ten which is non-zero, the processing
gain G, is reduced by a factor of ten relative to a

5 regular PN séquence. However, advantageously,
degradation of the audio or video subband samples
and implementation complexity is also reduced.
Moreover, even though a lower data rate results,
this may be acceptable in certain situations, such

10 as when the presence or absence of the auxiliary
data itself is the only concern.

In accordance with this embodiment of the

present invention, sparse PN sequence generators
715, 710, 705 and 700 are provided. Corresponding

15 sparse PN sequences SP,, SP,, SP,,..., SP,, are
coupled to a plurality of modulators 430, 432, 434
and 436, respectively. The modulators modulate the

sparse PN sequencés sp,, Sp,, SP,,..., SP,, to
provide the auxiliary data subband samples SPD,,
20 SPD,, SPD,,..., SPD,,, respectively. The auxiliary

data subband sawmples are then combined with the
audio or video subband samples SS,, SS,, SS,,..
SS,., at combiners 446, 444, 442 and 440,
) respectively, to provide the combined samples SS',,
25 . 8s',, 8S8',,..., 8S'y,. The combined samples are then

0.‘

- quantized, packed, and multiplexed into the new
frame.

In alternative embodiments, sparse PN



replaced by a threshol d device that detects the energy int

si gnal \x 0B  and conpares that energy to a suitable Pﬁ?@bﬁ%&iﬁ{%hus
t he decoder can determ ne whether an auxiliary 25 signal is present

wi t hout having to perform FEC decoding. Mreover, to increase detection

accuracy, the decoder can exam ne a sequenceét®f aUX|I|ary data val ues
before declaring a detection. Detection can WO 99/ 09684

PCT/ US98/ 15111 45 be further facilitated if the encoder

uses a unique

pattern for the auxiliary data. Additionally, acquisition of the conpressed

digital audio or video bitstream and synchroni zation 5

with the subband

filtered PN sequences SP[err], SP[err], SP[err], ..., SP[err] can be
enhanced and sinplified if the PN generator used to generate the PN
sequence is |locked in a predeterm ned pattern to the audio or video
bitstream That is, since many nodern audio 10 and vi deo conpressors.
utilize a frame structure wherein each frame of bits represents a fixed
nunber of audio or video sanples, there are a fixed nunber of frames in a

given time period. gé_ﬁé’éatBZfst@QS' MOH RRtArd oM HepkPdotabihle filtered
PN sequences 15 ﬂh%ﬁ@ I S an |ntegﬁk mul tiple of the audio or video data

FeBt BRaTE&u

frame period, the

@equences, the same sparse PN

sequence, time-shifted versions of the same sparse

PN sequence, or any combination thereof. Similarly,
5 selected ones of the modulators 430, 432, 434 and
436 may be bypassed such that some of the signals

SpPD,, SPD,, SPD,,..., SPD,, do not carry auxiliary

data.

In yet another embodiment of the present
10 invention, both spread spectrum PN sequences and
- sparse PN sequences may be employed for carrying the
auxiliary data subband samples. Spread spectrum PN
sequences and sparse PN sequences may be employed
concurrently or in a time-alternating manner in the

15 = same or different subbands. As an example, a first

sequence of auxiliary data subband samples may be

carried in a first subband by a spread spectrum PN
sequence, while a second sequence of auxiliary data
subband samples may be carried in a second subband

20 - by a sparse PN sequence.

Or, analogous to the layering scheme discussed
previously, first and second auxiliary data subband
‘sample sequences may be carried in the same subband
by a spread spectrum PN sequence and a sparse PN

25 sequence, respectively. Furthermore,

in a time-

division scheme, a given sequence of auxiliary data
subband samples are first carried in a given subband
by a spread spectrum PN sequence, and then {in the



hypot heses o £6l 'sw to denpdul ate the auxiliary signal is reqi¢aodsoshiein
exanpl e, i?m§§%@ sequence period has a duration of 4096 sanples and the

frame 20 period has a duration of 256 samnples, then only 4096 / 256 =
16 hypot heses have to be tested for each subband. In yet another alternate
enbodi ment of the PC- HDT decoder of FIG 6,43hich may be used in 25
conjunction with the PG HDT encoder of FIG 5, where the recovered
auxiliary data subband sanpl es have a nonuni form power spectrum it may be
desirable to normalize the power spectrum across all the subbands WO
99/ 09684 PCT/ US98/ 15111 46 in which
~the auxiliary data subband sanples are carried prior to integration. This
can be acconplished by adjusting the power of the subband filtered PN
sequences SP[err], SP[err], SP[err],..., SP[err] using 5 controllers
simlar to the SPCs 425, 427, 429 and 431 of FIG 5. FIG 7 is a block

di agram of ‘anot her alternate enbodi nent of a post-conpression hidden data
transport system encoder in accordance with the 10 present invention.

The decoder is suijiaheestibbabd)ovss iaGivdd i BN Ysdghentepmahdal koca e and

video signals. E egpnls,0tellC of ¥R i! b8 auxitliary data
subband samples can be carried by a spread spectrum
PN sequence in a first subband, then in a second

S subband (by the same spread spectrum PN sequence),

and so forth. 'Moreover; the same sequence, time-
shifted versions of the same sequence, different
sequences, or any combination thereof may be used in
the various time segments.

10 Further still, the PC-HDT encoder may include
decision means for switching between spread spectrum
and sparse PN sequences. For example, it may be
desirable to use sparse PN sequences when embedding
auxiliary data in a quiet high-fidelity musical

15 passage where distortion should be minimized, while
spread spectrum PN sequences can be used for voice-
only programs such as news reports where absolute
fidelity is less important. In the case of video,
it may be desirable to use sparse PN sequences when

20 embedding auxiliary data in a pay per view movie,
while spread spectrum PN sequences can be used for
network broadcasts, cartoons or video games.

' In yet another embodiment of the present
invention, a "sample twiddling" sequence is _

25 generated in cooperation with the sparse PN sequence

' discussed above. Specifically, audio or video
subband samples from the transport data stream are
pseudo-randomly selected. For example, assume four



nunber ed of FIG 4, unless stated otherw se. In thig~erhadiopnt,
the'conbiﬁgﬁggﬂ%ﬁﬁnd 15 sanples SS[err], SS[err], SS[err??fﬁgggﬂégaeﬁr]
provi ded via |lines 406 have uni form power spectruns. However, instead of
provi di ng subband filtered spread spectrum PN sequences, which are
generated froma pseudo- randonly varying sé@fuence of val ues with magnitude
20 +1 or -1, the sequences SP[err], SP[err], SP[err], ., SP[err] are
provi ded as "sparse" PN sequences. Wth a sparse PN sequence, a
pseudo-random sequence i s generated which conprises nostly zeros; but with
values of +1 and -1, for exanple, randomy 25 I nterspersed. The sparse
PN sequence is added at specific |ocations known to the PC-HDT encoder and
decoder. A sparse PN sequence results in a |lower data rate since the
processing gain Jerr] is reduced in WO 99/ 09684

PCT/ US98/ 15111 47 proportion to the average occurrence of non-zero sanples.
For exanple, if the .sparse PN sequence has one value in ten which is
non-.zero, the processing gain Gerr] is reduced by a factor of ten relative

toas5  regul arpfPsseguenees coriaCientAdyRiE BDeRUaTYE, udear adat i on of
e oy oo RN AR BbatR, AL L) ORI Lt o
0101 in binary). Then, the current sparse PN
sequence value, which is independently generated, is
S added to the supband sample to create a new data
carrier sequence. _ _

- For example, if the current sparse PN sequence
value is "-1", the modified subband sample will be
5-1=4 (0100 in binary). If the current sparse PN

10 sequenée value is "+1", the modified subband sample
will be 5+1=6 (0110 in binary). Furthermore, if the
current sparse PN sequence value is "0", the
modified subband sample will be unchanged.

Moreover, when four bits are allocated, the subband

15 sample is constraiﬁed to take on values between "+7"

and "-8" (e.g., between 0111 and 1000 in binary).
Thus, if the current subband sample has a value "+7"
and the current sparse PN sequénce has a value "+1",
the subband sample will not change. In the manner
20 discussed previously, a sample twiddle sequence is
generated and used to carry the auxiliary data
. subband samples. Moreover, with sample twiddling,
the required inverse quantization steps are
significantly reduced since there is no need to
25 apply scale factors or an inverse quantization
equation to the subband samples. The only
requirement is that the-subband samples be in a
two's complement representation.



this may Qfog%/ﬁ&%'abl e in certain situations, such 10 aspmgg)ggnlln

presence o sence of the auxiliary data itself is the only concern.
accordance with this enmbodi nent of the present invention, sparse PN
sequence generators 715, 710, 705 and 700 are provided. Correspondi ng 15

sparse PN sequences SP[err], SP[err], SP[erFF;..., SP[err] are coupled to a
plurality of nodul ators 430, 432, 434 and 436, respectively. The nodul ators
nodul ate the sparse PN sequences SP[err], SPlerr], SP[err],..., SP[err] to
provi de the auxiliary data subband sanples SPD[err], 20 SPO err],
SPOjerr],..., SPDferr], respectively. The auxiliary data subband sanpl es
are then conbined with the audi o or video subband sanples SS[err], SS[err],
SS[err],... SS[err] at conbiners 446, 444, 442 and 440, respectively, to
provi de the conbi ned sanples SS [err], 25. SS' [err], SS[err], ...,
SS'[err]. The conbined sanples are then quantized, packed, and nulti pl exed
into the new frane. In alternative enbodi nents, sparse PN WO 99/ 09684

PCT/ US98/ 15111 48 generators 700; 705, 710 and 715 may provide different
sparse PN sequences, t/en ss®13pan6ehBY eatiodiceent | 6B-6hef pedseatsi ons of

the same sparse PN Selense; £ vAT¢ eQTHATUA" d88i8%%e L hbat Y rea
in cooperation with the sparse PN sequence discussed
above. An audio or video subband sample from the
5 transport data stream is pseudo-randomly selected.
For example, assume again that four bits (in two's
complement notation) are used to represent a subband
sample with value "+5" (e.g., 0101 in binary).
Then, the current status of the sparse PN sequence
10 is added to the least significant bit (LSB) of the
binary representation of the subband sample. _
For instance, the least significant bit of the
subband sample "0101"™ is "1". If the current sparse
- PN sequence value is "-1", the LSB of the modified
15 subband sample is flipped to 1-1=0. If the current
sparse PN sequence value is "+1", the modified
subband sample will be unchanged since the LSB can
only take on values of zero or one. Furthermore, if
the LSB of the selected audio or video subband
20 sample is "0", and the corresponding sparse PN
sequence value has value "1", then the LSB of the
sample is flipped to "1". If LSB=1 and the
.corresponding sparse PN sequence value has value
"-1", then the LSB is flipped to "0". In other
25 cases, including when the sparse PN sequence has
value "0", the LSB of the subband sample is
unchanged. The resulting bit twiddling sequence is
modulated by the auxiliary data subband samples in



5 sel ected ones of the nodul atars 430, 432, 434 and 436PE?XE€§9 ypassed
such t hat W84t he signals SPD{err], SPDerr], SPDerr],..., err] do
not carry auxiliary data. In yet another enbodi nent of the present 10

i nvention, both spread spectrum PN sequences and sparse PN sequences may be
enpl oyed for carrying the auxiliary data suband sanpl es. Spread spectrum
PN sequences and sparse PN sequences may be enployed concurrently or in a
time-alternating nmanner in the 15 sanme or different subbands. As an
exanple, a first sequence of auxiliary data subband sanples nmay be carried
in a first subband by a spread spectrum PN sequence, while a second
sequence of auxiliary data subband sanples may be carried in a second
subband 20 by a sparse PN sequence. O, analogous to the layering
schenme di scussed previously, first and second auxiliary data subband sanpl e
sequences may be carried in the sane subband by a spread spectrum PN
sequence and a sparse PN 25 sequence, respectively. Furthernore, in a
time- division schene, a given sequence of auxiliary data subband sanpl es

are first carriedthe magheen gilstiRized)predPoestly speNbLeovEN, sedeanedt and
ng?ugbg/agill 43E@ggﬁ %%%ﬁ the required inverse quantization steps
can be eliminated since there is no need to provide
the subband sample in a two's complement format, or
5 to apply scale factors or an inverse quantization
equation to the subband samples.. This
advantageously reduces implementation compléiity.

Furthermore, sample twiddling and bit twiddling
way be used in conjunction with the spread spectrum

10 PN sequence and sparse PN sequence in the variations
and combinations discussed herein.

‘FPIG. 8 is a block diagram of an alternate
embodiment of a post-compression hidden data
transport system decoder in accordance with the

15 present invention. The decoder is suitable for
recovering auxiliary data f£rom both audio and video
signals. This decoder can be used in conjunction
with the encoder of FIG. 7. Elements of FIG. 8
correspond to like-numbered elements of FIG. 6,

20 unless stated otherwise. . In this embodiment, the
combined samples SS',, SSs',, S8',,..., S88',, on lines
612 include auxiliary data subband samples which
were carried using sparse PN sequences.

Accordingly, the same sparse PN sequences which were

25 - used by the encoder must be used by the decoder. Of

' course, if sample twiddling or bit twiddling
sequences were used to carry the auxiliary data
subband samples, corresponding demodulation



same subbgpfdefikss sPparse PN sequence, and so forth. Alternapelmsosasiiy st
sequence of aUX|?Lary dat a subband sanpl es can be carried by a spread
spectrum PN sequence in a first subband, then in a second 5 subband ( by
t he sane spread spectrum PN sequence), and q forth. Moreover, the sane
sequence, tine- shifted versions of the sanE~sequence, different sequences,
or any conbination thereof may be used in the various tinme segnents. 10
Further still, the PC HDT encoder may include decision nmeans for swtching
bet ween spread spectrum and sparse PN sequences. For exanple, it may be
desirabl e to use sparse PN sequences when enbedding auxiliary data in a
qui et high-fidelity nusical 15 passage where distortion should be

m nim zed, while spread spectrum PN sequences can be used for voice- only
prograns such as news reports where absolute fidelity is less inportant. In
the case of video, it may be desirable to use sparse PN sequences when 20
enbeddi ng auxiliary data in a pay per view novie, while spread spectrum PN
sequences can be used for network broadcasts, cartoons or video ganmes. 1n
yet anot her enbodsegmenied rereresguiredvént ithe dedodempl e tw ddl i ng"

sequence is 25 gen t | by C at.L.o | se S e
di scussed above. Speci?#%gﬁﬁ@,ﬂ%uﬁgﬁﬁégEéi%g#%géaég%fééﬁﬂﬂégﬁ#r§§$t§é8
transport data st B@8mpaavisie wparaadBN pegmienstest SHhor S¥xanfPg, . assune

four SP,, respectively. The sparse PN sequences SP,, SP,,
5 SP,, ..., SP,, are used to demodulate the combined
subband samples SSs',, SS',, SS',,..., 88',, at
demodulators 620, 622, 624 and 626, respectively, to
provide the auxiliary data subband samples SSP,,
SSP,, SSP,,..., SSP,,. The auxiliary data samples
10 = are then despread by integrators 650, 652, 654 and
656, summed at summer 660; and provided to an FEC
decoder 670 as discussed previously.
It should now be appreciated that the invention
provides substantially inaudible or imperceptible
15 auxiliary data subband samples in a pre-existing
subband coded digital audio or video data stream,
respectively. The auxiliary data subband samples
are associated with spatial frequencies of video
transform samples even though the auxiliary data
20 itself may not have any spatial element. The terms
video subband sample and video transform sample have
been used interchangeably. Audio or video subband
samples are retrieved from compressed, digitized
audio or video data in a packetized stream and
25 normalized, if necessary, prior to combination with
auxiliary data subband samples. The auxiliary data
subband samples are provided via subband filtered PN
sequences, sparse PN sequences, sample twiddle



WO 99/09684 | | PCT/ usgs%glé% bits
in tw's éﬁﬂﬁP@ﬁ@ﬁt notation are used to represent a subband Th
value "+5" (e.g., 0101 in binary). Then, the current sparse PN sequence

val ue, which is independently generated, is 5 added to the subband
sanple to create a new data carrier sequenc®4 For exanple, if the current
sparse PN sequence value is "-1", the nodified subband sanple will be 5-1=4
(0100 in binary). If the current sparse PN 10 sequence value is "+1",

the nodified subband sanple will be 5+1=6 (0110 in binary). Furthernore, if
the current sparse PN sequence value is "0", the nodified subband sanpl e

w Il be unchanged. Moreover, when four bits are allocated, the subband 15
sanple is constrained to take on val ues between "+7" and "-8" (e.g.,

bet ween 0111 and 1000 in binary). Thus, if the current subband sanple has a
val ue "+7" and the current sparse PN sequence has a value "+1", the )
subband sanple will not change. In the manner 20 di scussed previously,

a sanple twi ddl e sequence is generated and used to carry the auxiliary data

subband sanpl es. MyRRfles M s lawh ddloi g, r [ '
guanti zation steps_dare m%sn'i f%%aﬁ???{:?ég%%d S&%@é{%«a‘r gé%ls&ﬁ%)%%geg{@gs 25
apply scale factoF?QﬁeQ§rirN@?@@VﬁGanﬁpiaﬁﬂépOf the audio or video

subbands must carry the auxiliary data.
Combined subband samples which include the
5 _  auxiliary data subband samples are de-normalized, if
necessary, prior to recombination with the
packetiZed Stream as a new frame or as part of a
pre-existing frame. The auxiliary data subband
samples are spectrally shaped to the audio or video
10 either during de-normalization, or during recovery
to baseband of the digital audio or video data.
Although the invention has been described in
connection with various specific embodiments, it
will be appreciated by those skilled in the art that
15 numerous adaptations and modifications may be made
thereto without departing from the spirit and scope
of the invention as set forth in the claims.



equation toolbgoggybband samples. The only requirenment is thapctAvsssispiand
sanples be In a tw's conplenent representation. WO 99/ 09684

PCT/ US98/ 15111 51 In still another enbodi nent of the present invention, a
"bit twi ddling" sequence is generated in c Qeration with the sparse PN
sequence di scussed above. An audio or video Subband sanple fromthe.5
transport data streamis pseudo-randomy sel ected. For exanple, assune

again that four bits (in tw's conpl enent notation) are used—to—represent a
subband sanple with value "+5" (e.g., 0101 in binary). rent
status of the sparse PN sequence 10 I s added to.th*’ ﬂﬂﬂu ﬂm u t
bit (LSB) of the binary representation of the subband sanpke.. ce,
the |l east significant bit of the subband sanple "0101" is "1". |If the
current sparse PN sequence value is "-1", the LSB of the nodified 15
subband sanple is flipped to 1-1=0. If the current sparse PN sequence
value is "+1", the nodified subband sanple wll be unchanged since the LSB
can only take on values of zero or,one. Furthernore, if the LSB of the
sel ected audi o or Wpp¥edss @heiReS0L8:  sanple is "0", and the corresponding
sparse PN sequence value has value "1", then the LSB of the
1. A method for providing auxiliary data
subband samples in a compressed digital video data
stream, comprising the steps of: -
providing a plurality of video transform samples
from said data stream;
providing a data carrier sequence;
modulating said data carrier sequence by an
auxiliary data signal to provide said auxiliary data
subband samples; _
combining said auxiliary data subband samples
with corresponding video transform samples to produce
combined transfo:m samples in which said auxiliary
data subband samples are carried substantially
imperceptibly; and .
providing said combined transform samples for
transport in said digital video data stream.

2. The method of claim 1, wherein said video
transform samples have a nonuniform power spectrum,
comprising the further steps of:

' normalizing said video transform samples to
provide an approximately uniform power spectrum
thereof; and



sample is_flipped to "1". If LSB=1 and the corresponding s - '
segﬁence M??Z&ﬁ ‘value "-1", then the LSBis flipped to " W?Sﬁ“gfﬂer 25
cases, including when the sparse PN sequence has value "0", the LSB of the
subband sanple is unchanged. The resulting bit tw ddling sequence is

modul ated by the auxiliary data subband sanpfes in WO 99/ 09684

PCT/ US98/ 15111 52 the manner di scussed previously. Mreover, with bit
twiddling, the required inverse quantization steps can be elimnated since
there is no need to provide the subband sanple in a two's conpl enent

format, or 5 to apply scale factors or an inverse quantization equation
to the subband sanples. This advantageously reduces inplenentation
conplexity. Furthernore, sanple twiddling and bit tw ddling may be used’in
conjunction with the spread spectrum 10 PN sequence and sparse PN
sequence in the variations and conbi nations di scussed herein. FIG 8 is a
bl ock di agram of an alternate enbodi nent of a post-conpression hidden data
transport system decoder in accor.dance with the 15 present invention.

The decoder is suitabl gefQbri8C2Y LAl Nga 2 EbIBI Yedat Paht PIHROLInaHGE0 and
vi deo signals. This decoder can be_used 1 n_conjunction
subsequent to said normalizing step to restore said
nonuniform power spectrum of said video transform
samples, and to spectrally shape said auxiliary data
subband samples in said combined transform samples

according to said nonuniform power spectrum.

3. The method of claim 1,'wherein said video
transform samples have a nonuniform power spectrum,
comprising the further step of:

spectrally shaping said auxiliary data subband
samples according to said nonuniform power spectrum.

4, The method of claim 1, comprising the
further steps of: _ '

packetizing said combined transform samples; and

multiplexing the packetized combined transform
‘samples into a packetized transport stream.

5. The method of claim 1, wherein said data
carrier sequence is modulated by different auxiliary
data signals,'thereby allowing combined transform
samples in which respective auxiliary data subband
samples corresponding to said different auxiliary
data signals are carried.

T« ¢ L M s =



W th the e f* FIG. 7. Elements of FIG 8 correspond to red
%%?&56 re B

elements o unl ess stated otherwwse. In this ment ,

t he conbi ned sanples SS'[err], SS'[err], SS[err],..., SS'[err] on i nes
612 i nclude auxiliary data subband sanpl es which were carried using sparse
PN sequences. Accordingly, the sane sparsesﬁN sequences which were 25

used by the encoder nust be used by the decoder. O course, if sanple
twiddling or bit twi ddling sequences were used to carry the aUX|I|ary dat a
subband sanpl es, correspondi ng denodul ati on WO 99/ 09684

PCT/ US98/ 15111 53 sequences are required in the decoder. Sparse PN sequence
generators 815, 810, 805 and 800 provide sparse PN sequences SP[err],

SP[err], SP[err],..., SP[err] respectively. The sparse PN sequences
SP[err], SP[err], 5 SP[err],..., SP[err] are used to denodul ate the
conbi ned subband sanples SS [err], SS [err], SS[err], .. ., SS[err] at .
denodul ators 620, 622, 624 and 626, respectively, to provide the auxiliary
dat a subband sanples SSP[err], SSP[err], SSP[err],..., SSP[err]. The

ggzi i grxéSgat a sanpl esg 10 The g%%cﬁm;bﬂeémﬁﬁdl bywl'u@f@ma%mtﬂﬁ&ﬁ%?g&
an at n an [ OVi ecoder as
di scussed previ gﬁgff‘ ‘?Dtig %%I%a%%?%eﬁg%r%cﬁ’ﬁ‘f%%l%t S hvERY on

data signals are carried in a spatial frequency of

said video transform samples.

7. The method of claim 1, comprising the
further steps of: _' .

inverse quantizing said video transform samples;

quantizing said combined transform samples
subsequent to said inverse quantizing step;

- . allocating bits for said inverse quantizing

step; and

allocating bits for said quantizing step
according to a visibility threshold.

8. The method of claim 1, wherein said data
carrier sequence comprises at least one of:

(a) a pseudo-noise (PN) sequence provided over
at least one spatial frequency of said wvideo |
transform samples; ' _

(b) different PN transform sequences provided
over one spatial frequency of said video transform
-samples;

(c) time-shifted versions of the same PN
transform sequence provided over one spatial
frequency of said video transform samples;

L



pfovides subst anti al ly inaudible or inperceptible 15 aux;
subband séﬂﬁ%ﬁb&% a pre-existing subband coded digital audi%é%€%§yg@gpdata

stream respectively. The auxiliary data subband sanpl es are associ at ed
with spatial frequencies of video transform sanples even though the
auxiliary data 20 itself may not have &% spatial elenent. The terns
vi deo subband sanpl e and vi deo transform sanpl e have been used '

i nt erchangeably. Audi o or video subband sanples are retrieved from
conpressed, digitized audio or video data in a packetized stream and 25
normal i zed, if necessary, prior to conbination with auxiliary data subband
sanpl es. The auxiliary data subband sanples are provided via subband
filtered PN sequences, sparse PN sequences, sanple tw ddle WO 99/ 09684
PCT/ US98/ 15111 54 sequences, or bit tw ddl e sequences, or conbinations

t hereof . Moreover, not all of the audio or video subbands nmust carry the.
auxiliary data. Conbi ned subband sanpl es which include the 5 auxiliary
data subband sanpl es are de-normalized, if necessary, prior to

reconbi nation with the(apckespiedestiesaydsnde NEHOVIAER SFePatdddasi a
pre-existing frane. The aﬂ%%léar dat a sybbaqf_gﬁﬁgles are(%ggctrally

shaped to the aud?®®oFPIF requency or sai o transt
' samples;

(e} different sparse PN sequences provided over
one spatial frequency of said video transform
samples;

(f) time-shifted versions of the same sparse PN
sequence provided over one spatial frequency of said
video transform samples; ' '

(g) a sample twiddling sequence provided over at
least one spatial frequency of said video transform

- samples; _

(h) different sample twiddling sequences
provided over one spatial frequency of said wvideo
transform samples; .

(i) time-shifted versions of the same sample
twiddling sequence provided over one spatial
frequency of said video.transform samples;

(j) a bit twiddling sequence provided over at
least one spatial frequency of said video tramnsform

- samples; ' .

(k) different bit twiddling sequences provided
over one spatial frequency of said video transform
samples; and

(1) time-shifted versions of the same bit
twiddling sequence provided over one spatial
frequency of said video transform samples.

* < L M S *



eJGg |ng de-normal i zati on, or dur| ng recovery t opdPrgsdapaeh10f
the dlgltéﬁ,g

I'o or video data. Although t he i nvention has been descri bed

in connection with various specific enbodinents, it will be appreciated by .
those skilled in the art that 15 nune;ggs adaptations and nodifications
may be made thereto without departing fronTthe spirit and scope of the

invention as set forth in the clains. WD 99/ 09684
PCT/ US98/ 15111 55 What is claimed is: 1. A nmethod for providing auxiliary
dat a subband sanples in a conpressed digital video data stream conprising
the steps of: providing a plurality of video transform sanples from said
data stream providing a data carrier sequence; nodul ating said data
carrier sequence by an auxiliary data signal- to provide said auxiliary data
subband sanpl es; conbining said auxiliary data subband sanples with
correspondi ng video transform sanples to produce conbi ned transform sanples
in which said auxiliary data subband sanples are carried substantially
i nperceptibly; and providing said conbined transform sanples for

9. The method of claim 1, comprising the

further step of:

combining said data carrier sequence with said
video transform samples to produce combined transform
samples in which said data carrier sequence is |
carried substantially imperceptibly.

_ 10. The method of claim 1, wherein said data
carrier sequence is filtered over a plurality of
spatial frequencies of said video transform samples.

11. The method of claim 1 wherein said
| auxiliary data subband samples are carried in a
Fplurality of spatial frequencies of said combined
transform samples.

- 12. The method of claim 1, wherein said video
transform samples comprise spatially transformed
pixel data from at least one of an intra coded image
and a differentially coded image.

R
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transport in said digital video data stream 2. The nethod . '
wherei n s%’ﬂ’?/?%fg‘b transf orm sanpl es have.a nonuni form pome?‘;%—‘ggg%%%%l
conprising the further steps of: nornmalizing said video transform sanpl es
to provide an approxi mately uniform power spectrumthereof; and WO

99/ 09684 - 0 PCT/ US98/ 15111 56
de-nornmal i zi ng said conbi ned transform sanpl es subsequent to said
normal i zing step to restore said nonuni form power spectrum of said video
transform sanples, and to spectrally shape said auxiliary data subband
sanples in said conbi ned transform sanples according to said nonuniform
power spectrum 3. The nmethod of claim1l, wherein said video transform
sanpl es have a nonuni form power spectrum conprising the further step of:
spectrally shaping said auxiliary data subband sanples according to said
nonuni f orm power spectrum 4. The met hod of claim1, conprising the
further steps of: packetizing said conbined transform sanpl es; and

mul t'i pl exi ng the packetized conbi ned transform sanples into a packetized

transport stream 5. iRe ¥ hthdd Eox Pebowdidigy ausdldaigt data
subband samples representative of an auxiliary data
signal from a compressed digital video data stream,
said auxiliary data subband samples being provided by
modulating a first data carrier sequence by said
auxiliary data signal, said auxiliary data subband
samples being carried with video transform samples in
combined transform samples in said data stream,
comprising the steps of: _ :
recovering said combined transform samples from
said data stream; _
providing a recovery data carrier sequence
corresponding to said first data carrier sequence;
and '
processing said combined transform samples using
said recovery data carrier sequence to recover said
- auxiliary data subband samples from said recovered
combined transform samples.

14. The method of claim 13, wherein said
recovery data carrier sequence comprises at least one
of:

. (a) a pseudo-noise (PN) sequence provided over
at least one spatial frequency of said video
transform samples;

(b) different PN transform sequences provided
over one spatial frequency of said video transform
samples;

l{ll/l{lllllllll I
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carrier seaﬁﬁﬁﬁﬁﬁ's nodul ated by different auxiliary data si geshssesasaleby
all ow ng conbined transform sanples in which respective auxiliary data

subband sanpl es corresponding to said different auxiliary data signals are
carried. WO 09/ 09684 6
PCT/ US98/ 15111 57 6. The nethod of claim1, Wher ei n auxiliary data subband
sanples froma plurality of auxiliary data signals are carried in a spati al
frequency of said video transform sanples. 7. The nethod of claim1,
conprising the further steps of: inverse quantizing said video transform
sanpl es; quantizing said conbi ned transform sanpl es subsequent to said
I nverse quantizing step; allocating bits for said inverse quanti zing step;
and allocating bits for said quantizing step according to a visibility
threshold. 8. The nmethod of claim1l, wherein said data carrier sequence
conprises at |least one of: (a) a pseudo-noise (PN) sequence provided over
at | east one spatial frequency of said video transform sanples; (b)
different PN transform sequences provided

(c) time-shifted versions of the same PN

transform sequence provided over one spatial
frequency of said video transform samples;

(d) a sparse'PN sequeﬁce provided over at least
one spatial frequency of said video transform
samples;

(e) different sparse PN sequences provided over
one spatial frquency of said video transform
samples; .

(f) time-shifted versions of the same sparse PN
sequence provided over one spatial frequency of said
video transform samples;

(g) a sample twiddling sequence provided over at
least one spatial frequency of said video transform
samples;

(h) different sample twiddling sequences
provided over one spatial frequency of said video

. transform samples;

(i) time-shifted versions of the same sample
twiddling sequence provided over one spatial
frequency of said video transform samples;

(j) a bit twiddling sequence provided over at
‘least one spatial frequency of said video transform
samples;

(k) different bit twiddling sequences provided
over one spatial frequency of said video transform
samples; and

I
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oVer one s aiial-frequency of said video transform sanples; (c .
ti me-shi ft%@”@\’ﬁ‘ons of the sanme PN transform sequence provﬁ’ﬁ%ﬂ’%%?“bne

spati al frequency of said video transform sanples; WO 99/ 09684
PCT/ US98/ 15111 58 (d) a sparse PN sequence provided over at |east one
spatial frequency of said video transform s&2ples; (e) different sparse PN’
sequences provi ded over aone spatial frequency of said video transform
sanples; (f) time-shifted versions of the sanme sparse PN sequence provided
over one spatial frequency of said video transform sanples; (g) a sanple
tw ddl i ng sequence provided over at | east one spatial frequency of said
video transform sanples; (h) different sanple tw ddling sequences provided
over one spatial frequency of said video transform sanples; (i)
time-shifted versions of the sane sanple tw ddling sequence provi ded over
one spatial frequency of said video transformsanples; (j) a bit tw ddling
sequence provi ded over at

(1) time-shifted versions of the same bit
twiddling sequence provided over one spatial
frequency of said video transform samples.

15. The method of. claim 13, wherein said
processing step comprises the steps of:

demodulating said recovered combined transform
samples using said recovery data carrier sequence to
recover said auxiliary data subband samples; and

integrating said recovered auxiliary data
subband samples to provide despread auxiliary data
subband samples.

16. The method of claim 15, comprising the
further step'of:

summing said despread auxiliary. data subband
samples across selected spatial frequencies thereof
to recover said auxiliary data signal.

17. The method of claim 13, wherein said video
transform samples have a nonuniform power spectrum,
comprising the further step of:

normalizing said combined transform samples to
provide an approximately uniform power spectrum for
said video transform samples in said combined
transform samples.
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| east. one 3 baddddks f requency of said video transform sanpl es;pdighsshdsifir ent
bit twi ddl'ing.sequences provi ded over one spatial frequency of said video

transform sanples; and (1) time-shifted versions of the same bit twi ddling.
sequence provi ded over one spati al frequengg of said video transform
sanpl es. WO 99/ 09684 : .
PCT/ US98/ 15111 59 9. The nmethod of claim1, conprising the further step
of : conbining said data carrier sequence with said video transform sanpl es
to produce conbined transform sanples in which said data carrier’ sequence
Is carried substantially inperceptibly. 10. The nethod of claim1, wherein
said data carrier sequence js filtered over a plurality of spati al
frequenci es of said video transform sanples. 11. The nethod of claim1
wherein said auxiliary data subband sanples are carried in a plurality of
spatial. frequencies of said conbined transform sanples. 12. The method of
claim1, wherein said video transform sanples conprise spatially
transforned pixel data fromat |east one of an intra coded i mage

18. The method of claim 13, comprising the

further step of: _

noxrmalizing said cowbined transform samples to
provide an approximately uniform power spectrum for
said auxiliary data subband samples.

19. The method of claim 13, comprising the
further step of:
. inverse quantizing said combined transform
~samples; and :
_allocatihg bits for said inverse quantizing
step.

20. The method of claim 13, wherein said
recovery data carrier sequence is filtered over a
plurality of spatial frequenCies of said video
transform samples.

21. The method of claim 13 wherein said
auxiliary data subband samples are carried in a
plurality of spatial frequencies of said combined
transform samples.

22. The method of claim 13, wherein said video
transfoinlsamples compfise spatially transformed
pixel data from at least one of an intra coded image
and a differentially coded image.
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and a diff y coded |nage WO 99/ 09684
PCT/ US9/ 15 H%%%&g A nethod for recovering auxiliary data g&ﬁﬂgﬁﬁ"§%ﬁples

representative of an auxiliary data signal froma conpressed digital video
data stream said auxiliary data subband sanpl es bei ng provi ded by

nodul ating a first data carrier sequence byé64aid auxiliary data signal,
said auxiliary data subband sanples being carried with video transform
sanples in conbined transform sanples in said data stream conprising the
steps of: recovering said conbined transform sanples fromsaid data stream
providing a recovery data carrier sequence corresponding to said first data
carrier sequence; and processing said conbined transform sanples using said
recovery data carrier sequence to recover said auxiliary data subband
sanpl es fromsaid recovered conbined transform sanples. 14. The nethod of
claim 13, wherein said recovery data carrier sequence conprises at |east
one of: (a) a pseudo-noi se (PN) sequence provided over at |east one spati al
frequency of said video

23. The method of claim 13, wherein auxiliary
data subband samples corresponding to different
auxiliary data signals are carried in said combined
transform samples of said digital video data stream,
comprising the further step of:

processing said combined transform samples using
different recovery data carrier sequences.

24. - An encoder for providing auxiliary data
subband samples in a' compressed digital video data
" stream, comprising: _

an input terminal for receiving said digital
video data stream and providing a plurality of wvideo
transform samples;

a data carrier generator for providing a data
carrier sequence; _

a modulator for modulating said data carrier
sequence by an auxiliary data s1gna1 to provide said
auxiliary data subband samples;

a combiner coupled to said modulator for
combining said auxiliary data subband samples with
corresponding video transform samples to produce
combined transform samples in which said auxiliary
data subband samples are carried substantially
imperceptibly; and

" an output terminal coupled to said combiner for
providing said combined transform samples for
transport in said digital wvideo data stream.
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transfornwgmﬁa- (b) different PN transform sequences provpgeaisog/gsiipne -
spatial frequency of said video transform sanpl es; WO 99/ 09684

PCT/ US98/ 15111 61 (c) time-shifted versions of the same PN transform
sequence provided over one spatial frequengg of said video transform
sanples; (d) a sparse PN sequence provided over at |east one spati al.
frequency of said video transform sanples; (e) different sparse PN
sequences provided over one spatial frequency of said video transform
sanples; (f) tine-shifted versions of the sane sparse PN sequence provided
over one spatjial frequency of said video transform sanples; (g) a sanple
tw ddl i ng sequence provided over at |east one spatial frequency of said
video transform sanples; (h) different sanple tw ddling sequences provided
over one spatial frequency of said video transform sanples; (i)

time-shifted versions of the sanme sanple tw ddling sequence provi ded over
one spati al

25. The encoder of claim 24, wherein said video
transform samples have a nonuniform power spectrum,
further comprising:

a normalizer for normalizing said wvideo
transform samples to provide an approximately uniform
power spectrum thereof; and

a de-normalizer for de-normalizing said combined
transform samples subsequent to said normalizing step
to restore said nonuniform power spectrum of said
video transform sample, and to spectrally shape said
auxiliary data subband samples in said combined
transform samples according to said nonuniform power
spectrum.

26. The encoder of claim 24, wherein said video
transform samples have a nonuniform power spectrum,
further comprising:

means for spectrally shaping said auxiliary data
subband samples acéording to said nonuniform power
spectrum.

27. The encoder of claim 24, further
comprising:

a packetizer for packetizing said combined
transform samples; and
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frequency of- said video transformsanples; (j) a bit twddlin uence
provi ded oYO99496838cast one spatial frequency of said video tlpgﬂ' gL
samples; (k) different bit tw ddling sequences provided over one spati al
frequency of said video transform sanples; and WO 99/ 09684
PCT/ US98/ 15111 62 (1) time-shifted version$éf the sanme bit tw ddling
sequence provided over one spatial frequency of said video transform
sanpl es. 15. The nethod of claim 13, wherein said processing step conprises
the steps of: denodul ating said recovered combined transform sanples using
said recovery data carrier sequence to recover said auxiliary data subband
sanples; and integrating said recovered auxiliary data subband sanples to
provi de despread auxiliary data subband sanples. 16. The nmethod of claim
15, conprising the further step of: summ ng said despread auxiliary data
subband sanpl es across sel ected spatial frequencies thereof to recover said
auxiliary data signal. 17. The nmet hod of claim 13, wherein said video

a multiplexer for multiplexing the packetized
combined transform samples into a packetized
transport stream.

28. The encoder of claim 24, wherein said data
carrier sequence is modulated by different auxiliary
data signals, thereby allowing combined transform
samples in which respective auxiliary data subband
samples corresponding to said different auxiliary
data signals are carried.

29. The encoder of claim 24, wherein auxiliary
data subband sampies from a plurality of auxiliary
data signals are carried in one associated spatial
frequency of said combined transform samples.

30. The encoder of claim 24, further
comprising: o

an inverse quantizer for inverse quéntizing said
video transform samples;

a quantizer for quantizing said combined .
transform samples; and

bit allocation means coupled to said inverse
quantizer and said quantizer for allocating bits for
said inverse quantizing step, and for allocating bits
for said quantizing step according to a visibility

.—threshold.
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transform /Bosgrave a nonuni form power spectrum conpri si NgefASodiisiihner
step of: normalizing said conbi ned transform sanples to provide an

approxi mately uniform power spectrumfor said video transform sanples in
sai d conbi ned transform sanpl es. WO 99/ 09684 :

PCT/ US98/ 15111 63 18. The nethod of claim I3, conprising the further, step
of : normalizing said conbined transform sanples to provide an approxi mately
uni form power spectrumfor said auxiliary data subband sanples. 19. The

met hod of claim 13, conprising the further step of: inverse quantizing said
conbi ned transform sanpl es; and allocating bits for said inverse quantizing
step. 20. The nethod of claim 13, wherein said recovery data carrier
sequence is filtered over a plurality of spatial frequencies of said video
transform sanples. 21. The nmethod of claim 13 wherein said auxiliary data
subband sanples are carried in a plurality of spatial frequencies of said
conbi ned

31. The encoder of claim 24, wherein said data
' carrier sequence comprises at least one of:

(a) a pseudo-noise (PN) sequence provided over
at least one spatial frequency of said video
transform samples;

(b) different PN transform sequences provided
over one spatial frequency of said video transform
samples;

(c) time-shifted versions of the same PN
transform sequence provided over one spatial
frequency of said video transform samples;

(d) a sparse PN sequence provided over at least
one spatial frequency of said video transform
samples;

(e) different sparse PN sequences provided over
one spatial frequency of said video transform
samples;

(f) time-shifted versions of the same sparse PN

sequence provided over one spatial frequency of said
video transform samples; _

(g) a sample twiddling sequence provided over at
least one spatial frequency of said video transform
samples;

(h) different samp1e twidd1ing sequences
provided over one spatial frequency of said video
transform samples;
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transform sanples. 22. The nmethod of claim 13, wherein said_vid oﬁéna sform
sanpl es cHPIVYE84patially transformed pixel data fromat | ggg‘{l?%' S an
intra coded inage and a differentially coded inage. WO 99/ 09684

PCT/ US98/ 15111 64 23. The nethod of claim 13, wherein auxiliary data
subband sanpl es corresponding to different6&uxiliary data signals are
carried in said conbined transform sanples of said digital video data
stream conprising the further step of: processing said conbined transform
sanples using different recovery data carrier sequences. 24. An-encoder for
provi ding auxiliary data subband sanples in a conpressed digital video data
stream conprising: an input termnal for receiving said digital video data
stream and providing a plurality of video transformsanples; a data carrier
generator for providing a data carrier sequence; a nodul ator for nodul ating
said data carrier sequence by an auxiliary data signal to provide said
auxiliary data subband sanples; a conbi ner coupled to said nodul ator for

(i) time-shifted versions of the same sample
twiddling sequence provided over one .spatial
frequency of said video transform samples;

(j) a bit twiddling sequence provided over at
least one spatial frequency of said video transform
samples;

(k) different bit twiddling sequences provided
over one spatial frequency of said video transform
samples; and

(1) time-shifted verSi¢ns of the same bit

= twiddling sequence provided over one spatial
.. frequency of said video transform samples.

32. The encoder of claim 24, further
comprising: |

means for combining said data carrier sequence
with said video transform samples to produce combined
transform samples in which said data carrier sequence
is carried substantially imperceptibly.

33. The encoder of claim 24, wherein said data
‘carrier sequence is filtered over a plurality of
spatial frequencies of said video transform samples.

34. The encoder of claim 24, wherein said
auxiliary data subband samples are carried in a
plurality of spatial frequencies of said_cowmbined
transform samples.
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conbi ni ng %g?/@#ﬁl iary data subband sanples with corresponoiitgﬂug 1

transform sanples to produce conbi ned transform sanples in whi s%|
auxi liary data subband sanples are carried substantially inperceptibly; and
an output term nal coupled to said conbiner for providing said conbined
transform sanples for transport in said digﬁ?al video data stream | WD
99/ 09684 PCT/ US98/ 15111 65 25. The
encoder of claim 24, wherein said video transform sanples have a nonuni form
power spectrum further conprising: a nornalizer for normalizing said video
transform sanples to provide an approxi mately uniform power spectrum
thereof; and a de-normalizer for de-normalizing said conbined transform
sanpl es subsequent to said normalizing step to restore said nonuniform
power spectrum of said video transform sanple, and to-spectrally shape said
auxiliary data subband sanples in said conbined transform sanpl es accordi.ng
to said nonuniform power spectrum 26. The encoder of claim 24, wherein
said video transform sanpl es have a nonuni form power spectrum further
conpri si ng: :
35. The encoder of claim 24, wherein said video
transform samples comprise spatially transformed
pixel data from at least one of an intra coded image

and a differentially coded image...

36. A decoder for recovering auxiliary data
subband samples representative of an auxiliary data
signal from a compressed digital video data stream,

- said auxiliary data subband samples being provided by
modulating a first data carrier sequence by said
auxiliary data signal, said auxiliary data subband
samples being carried with video transform samples in
combined transform samples in said compressed digital
data stream, comprising:

means for recovering said combined transform
samples from said data stream;

means for providing a recovery data carrier
sequence corresponding to said first data carrier
sequence; and

means for processing said combined transform
samples using said recovery data carrier sequence to
‘recover said auxiliary data subband samples from said
recovered combined transform samples.

37. The decoder of claim 36, wherein said
recovery data carrier sequence comprises at least one

of : /
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means for ectral 'y shaping said auxiliary data subband sa di ng
to said no¥ gﬁ DY, power spectrum 27. The encoder of clai r%ﬁ%%g{e‘

conprising: a packetizer for packetizing said conbined transform sanpl es;
and WD 99/ 09684 : PCT/ US98/ 15111 66
a nul tiplexer for multiplexing the packeti Z8d conbi ned transform sanpl es
into a packetized transport stream 28. The encoder of claim 24, wherein
said data carrier sequence is nodul ated by different auxiliary data
signals, thereby allow ng combi ned transform sanples in which respective
auxiliary data subband sanples corresponding to said different auxiliary
data signals are carried. 29. The encoder of claim 24, wherein auxiliary
data subband sanples froma plurality of auxiliary data signals are carried
I n one associ ated spatial frequency of said conbined transform sanples. 30.
The encoder of claim24, further conprising: an inverse quantizer for

I nverse quanti zing said video transform sanpl es;

(a) a pseudo-noise (PN) segquence provided over
"at least one spatial frequency of said video
transform samples;

(b) different PN transform sequences provided
over one spatial'fréqﬁency of said video transform
sémples;. _

(c) time-shifted versions of the same PN
transform sequence provided 6ver one spatial
frequency. of said video transform samples;

(d) a sparse PN sequence provided over at least

~ one spatial frequency of said video transform
samples; '

(e) different sparse PN sequences provided over
one spatial frequency of said video transform
samples; | -

(f) time-shifted versions of the same sparse PN
sequence provided over one spatial frequency of said
video transform samples;

(g) a sample twiddling sequence provided over at
least one spatial frequency of said video transform
samples;

. (h) different sample twiddling sequences
provided over one spatial frequency of said video
transform samples; ‘

(i) time-shifted versions of the same sample
twiddling sequence provided over one spatial
frequency of said video transform samples;
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a quanti zgfo ddpjeegdant i zi ng said conbined transform sanpl es; BOEIbES111
al | ocati on neans coupled to said inverse quantizer and said quantizer for
allocating bits for said inverse quantizing step, and for allocating bits-
for said quantizing step according to a vi§5bility t hreshol d. WO
99/ 09684 ' PCT/ US98/ 15111 67 31. The
encoder of claim 24, wherein said data carrier sequence conprises at |east
one of: (a) a pseudo-noise (PN) sequence provided over at |east one spati al
frequency of said video transform sanples; (b) different PN transform
sequences provided over one spatial frequency of said video transform
sanples; (c) tine-shifted versions of the sane PN transform sequence
provi ded over one spatial frequency of said video transform sanples; (d) a
sparse PN sequence provided over at |east one spatial frequency of said
video transform sanples; (e) different sparse PN sequences provi ded over .
one spatial frequency of said video transform sanples;
(7) a bit twiddling sequence provided over at
least one spatial frequency of said video transform
samples;
(k) different bit twiddling sequences provided
over one spatial frequency of said video transform
samples; and
(1) time-shifted wversions of the same bit
twiddling sequence provided over one spatial

frequency of said video transform samples.

38. The decoder of claim 36, wherein said means
for processing comprises:

means for'demodulating said recovered combined
transform samples using said recovery data carrier
sequence to recover said auxiliary data subband
samples; and .

means for integrating said recovered auxiliary
data subband samples to provide despread auxiliary
data subband sawmples.

39. The decoder of claim 38, further
comprising:
' means for summing said despread auxiliary data
subband samples across selected spatial frequencies
. thereof to recover said auxiliary data signal.
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(f) tinme-shifted versions of the same sparse PN sequence provided over one
spatial f™Qa¥MW$4of said video transform samples; (g) a sanBFBUSIIL ng
sequence provi ded over at .| east one spatial frequency of said video _
transform sanples; (h) different sanple tw ddling sequences provi ded over
one spatial frequency of said video transfaem sanpl es; WD 99/ 09684

PCT/ US98/ 15111 68 (i) tine-shifted versions of the sane sanple tw ddling
sequence provi ded over one spatial frequency of said video transform
sanples; (j) a bit tw ddling sequence provided over at |east one.-spati al
frequency of said video transform sanples; (k) different bit tw ddling
sequences provi ded over one spatial frequency of said video transform
sanples; and (1) tine-shifted versions of the sanme bit tw ddling sequence
provi ded over one spatial frequency of said video transform sanples. 32.
The encoder of claim 24, further conprising: neans for conbining said data
carrier sequence -

40. The decoder of claim 36, wherein said video
transform samples have a nonuniform power spectrum,
further comprising:

‘a normalizer for normalizing said video
transform samples in said combined subband samples to
provide an approximately uniform power spectrum for
said video transform samples

41. -The deéoder,of claim 36, further
comprising: ' - '
w a normalizer for normélizing said combined
- transform samples to provide an approximately uniform
power spectrum for said auxiliary data subband
samples.

42. The decoder of claim 36, further
comprising: '

an inverse quantizer for inverse quantizing said
combined transform samples; and

means for allocating bits for said inverse
quantizing.

43. The decoder of claim 36, wherein auxiliary
data subband samples corresponding to different
auxiliary data signals are carried in said combined
transform samples of said digital video data stream;
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with said ¥}§§ ansform sanpl es to produce conbined transf g Eﬁ
whi ch sai d"& rrier sequence is carried substantially |npercept| y.

33. The encoder of claim?24, wherein said data carrier sequence is filtered
over a plurality of spatial frequencies of said video transform sanples.

34. The encoder of claim 24, wherein said alkiliary data subband sanpl es
are carried in a plurality of spatial frequencies of said conbined

transf orm sanpl es. WO 99/ 09684

PCT/ US98/ 15111 69 35. The encoder of claim 24, wherein said video transform
sanpl es conprise spatially transfornmed pixel data fromat |east one of an
intra coded i mage and a differentially coded i mage. 36. A decoder for
recovering auxiliary data subband sanples representative of an auxiliary
data signal froma conpressed digital video data stream said auxiliary
dat a subband sanpl es bei ng provided by nodulating a first data carrier
sequence by said auxiliary data signal, said auxiliary data subband sanpl es
being carried with video transform sanples in conbined transform sanples in

said conpressed di gitasailatfeshsctdt $POBESSiNG prEeasSsé®rsapgovering said
conbi ned transform
combined transform samples using different recovery

data carrier sequences.

44. The decoder of claim 36, wherein said
recovery data carrier sequence is filtered over a
plurality of spatial frequencies of said video
transform samples. | '

45. The decoder of claim 36, wherein said
auxiliary data subband samples are carried in a
plurality of spatial frequencies of said combined
transform samples.

46. The decoder of claim 36, wherein said video
transform samples comprise spatially transformed
pixel data from at least one of an intra coded image
and a differentially coded image.

47. A compressed digital data storage media,
comprising:
(i) storage means for storing combined transform
- samples including video transform samples which
represent a video signal, and auxiliary data subband
samples which represent an auxiliary data signal;
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sanples fromsaid data stream neans for providing a recovery data carrier
sequence cWO9RBBdi ng to said first data carrier sequence; § GA/USRERLY o
processi ng said conbined transform sanpl es using said recovery data carrier
sequence to recover said auxiliary data subband sanples fromsaid recovered
conbi ned transforn1sanp|es 37. The decoder74of claim 36, wherein said
recovery data carrier sequence conprises at |east one of: WO 99/ 09684
PCT/ US98/ 15111 70 (a) a pseudo-noi se (PN) sequence provided over at | east
one spatial frequency of said video transform sanples; (b) different PN
transf orm sequences provi ded over one spatial frequency of said video
transform sanples; (c) tinme-shifted versions of the sane PN transform
sequence provi ded over one spatial frequency of said video transform
sanples; (d) a sparse PN sequence provided over at |east one spati al
frequency of said video transform sanples; (e) different sparse PN
sequences provi ded over

said auxiliary data subband samples being
provided by modulating a data carrier sequence by
said auxiliary data signal over at least one spatial
frequency corresponding to said video transform
samples; ' -

said auxiliary data subband samples being
carried substantially imperceptibly in said video
signal;

said. aux111ary data signal being spectrally
shaped according to said video signal; and

(ii) means for allowing the recovery of said

- auxiliary data signal from said auxiliary data

subband samples. |

48. The storage media of claim 47, wherein
auxiliary data subband samples corresponding to
different auxiliary data signals are carried in said
combined transform samples.- '

49. The storage media of claim 47, wherein
auxiliary data subband samples corresponding to
- different auxiliary data signals are carried in an
associated spatial frequency of said video transform
samples.

50. The storage media of claim 47, wherein
said data carrier sequence comprises at least one of:
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one spatiq%,ofgglag&g_ﬂcy of said video transform sanples; (f) tp&gusbsisier
versi.ons of the same sparse PN sequence provided over one spatial frequency
of said video transform sanples; (g) a sanple tw ddling sequence provided
over at |east one spatial frequency of saidE i deo transform sanples; (h)
different sanple tw ddling sequences provid over one spatial frequency of
said video transform sanples; (i) tinme-shifted versions of the sane sanple
tw ddl i ng sequence provided over one spatial frequency .of said video

transf orm sanpl es; WO 99/ 09684 '

PCT/ US98/ 15111 71 (j) a bit tw ddling sequence provided over at |east one
spatial frequency of said video transform sanples; (k) different bit

tw ddl i ng sequences provi ded over one spatial frequency of said video
transform sanples; and (1) time-shifted versions of the sanme bit tw ddling
sequence provi ded over one spatial frequency of said video transform
sanpl es.  38. The decoder of claim 36, wherein said neans

(a) a pseudo-noise (PN) sequence provided over
at least one spatial frequency of said video
transform samples;-_

(b) difierent'PN transform Séquences provided
over one spatial frequency of said video transform
samples; '

(c) time-shifted versions of the same PN
transform sequence provided over one spatial
frequency. of said video transform samples; .

(d) a sparse PN sequence provided over at least
one spatial frequency of said video transform
samples; |

(e) differen;'sparse PN sequences provided over
one spatial frequency of said video transform
samples;

(£) time-shifted versions of the same sparse PN
sequence provided over one spatial frequency of said
video transform samples;

(g) a sample twiddling sequence provided over at
least one spatial frequency of said video transform
samples;

{h) different sample twiddling sequences
‘provided over one spatial frequency of said video
transform samples;

(i) time-shifted versions of the same sample
twiddling sequence provided over one spatial
frequency of said video transform samples;
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for processing conprises: neans for denodul ating said recovered conbi ned
transf ormW R84.si ng sai d recovery data carrier sequence ROVPEWARH sai d
auxiliary data subband sanples; and neans for integrating said recovered
auxiliary data subband sanples to provide despread auxiliary data subband
sanples. 39. The decoder of claim 38, furtl¥ conprising: nmeans for summ ng
sai d despread auxiliary data subband sanpl es across sel ected spati al
frequenci es thereof to recover said auxiliary data signal. WO 99/ 09684
PCT/ US98/ 15111 72 40. The decoder of claim 36, wherein said video transform
sanpl es have a nonuni form power spectrum further conprising: a normalizer
for normalizing said video transform sanples in said conbi ned subband
sanples to provide an approxi mately uni form power spectrumfor said video
transform sanpl es 41. The decoder of claim 36, further conprising: a
normal i zer for normalizing said conbi ned transform sanples to provide an
approxi mately uniform

(i) a bit twiddling sequence provided over at
least one spatial frequency of said video transform
samples;

(k) different bit twiddiing sequences provided
over one spatial frequency of said video transform
samples; and

(1) time-shifted versions of the same bit
twiddling sequence provided over one spatial
frequency .of said video transform samples.

51. The storage media of claim 47, wherein
said data carrier sequence is filtered over a
plurality of épatial frequencies of said video
transform samples.

852. The storage media of claim 47, wherein
said auxiliary data subband samples are carried in a
plurality of spatial frequencies of said combined
transform samples.

53. . The storage media of claim 47, wherein said
yideo transform samples comprise spatially
transformed pixel data from at least one of an intra
coded image and a differentially coded image.
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power speg*,&gg%g;&ﬁai d auxiliary data subband sanples. 42. Heqgeaadan of
cl aim 36, er conprising: an inverse quantizer for inverse quanti zi ng

sai d conbi ned transform sanpl es; and neans for allocating bits for said

I nverse quantizing. 43. The decoder of claim 36, wherein auxiliary data
subband sanpl es corresponding to di fferehf Jauxil i ary data signals are
carried in said conbined transform sanples of said digital video data
stream and WO 99/ 09684

PCT/ US98/ 15111 73 sai d mmeans for processing processes said conbined
transform sanpl es usi ng',ﬂali_jf rent recovery data carrier sequences. 44. The
decoder of claim 36, wh¢} et §isai d recovery data carrier sequence is
filtered over a plural |§/E) s@ti al frequencies of said video transform -
sanpl es. 45. The decode%a | &m 36, wherein said auxiliary data subband
sanples are carried in 8p| urEality of spatial frequencies of said conbined
t ransf orm sanpl es.
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46. The decoder of claim 36, wherein said video transforn1s?¥§%@%Hé rise
spatially“@?%%@ﬁ%ﬁned pi xel data fromat | east one of an in I mage
and a differentially coded i mge. 47. A conpressed digital data storage
medi a, conprising: (i) storage neans for storing conbined transform sanpl es
I ncl udi ng video transform sanpl es which eresent a video signal, and
auxiliary data subband sanpl es which rep ent an auxiliary data signal;

WO 99/ 09684 ' PCT/ US98/ 15111 74 said
auxi liary data subband sanpl es bei ng provided by nodul ating a data carrier
sequence by said auxiliary data signal over at |east one spatialgafrequency
corresponding to said video transform sanples; said auxiliary dqﬂp subband
sanpl es being carried substantially inperc&tibly in said video
said auxiliary data signal being spectrallyysfaped gccor di
signal; and (ii) nmeans for allow ng the rec ry offsaid
signal fromsaid auxiliary data subband sanpl g¢s. 4Lu The |

claim47, wherein w0
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auxi | i ary (dabaesggpband sanples corresponding to different augeriRbansdat a
signals are carried in said conbined transform sanpl es. 49. The storage
medi a of claim47, wherein auxiliary data subband sanpl es corresponding to
different auxiliary data signals are carried in an associ ated spati al _
frequency of said video transform sanples. 50. The storage nedia of claim

47, wherein said data carrier sequence conprises at |east one of: WO
99/ 09684 7 PCT/ US98/ 15111 75 (a) a
pseudo- noi se (PN) sequence provi ded over g’t/ | east one spatial freéequency of

said video transform sanples; (b) different PN transform sequences provided
over one spatial frequency of said video transform sanples; (c)
time-shifted versions of the same PN transform sequence provided over one
spatial frequency of said video transform sanples; (d) a sparse PN sequence
provi ded over at |east one spati al frm cy a said video transform

sanples; (e) diffghent sparse PN sequ «pr &vi ded ‘over fye spati al-
frequency of sai dwgi deo transform \
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sanpl'es; (f) tinme-shifted versions of the sane sparse PN se | ded
over one ¥APY684 requency of said video transform sanples; W@@gﬁél e
tw ddl i ng sequence provided over at |east one spatial frequency of said
vi deo transform sanples; (h) different sanple tw ddling sequences provided
over one spatial frequency of said video transformsanples; (i) )
time-shifted versions of the sanme sanple tw ddling sequence provi ded over
one spatial frequency of .said video traa ‘Zor m sanpl es; WO 99/ 09684

PCT/ US98/ 15111 76 (j) a bit twiddling s z ence provided over at ‘1east one
spatial frequency of said video transform sanples; (k) different bit

tw ddl i ng sequences provi ded over one spatial frequency of said video
transform sanples; and (1) time-shifted versions of the sane bit tw ddling
sequence provi ded over one spatial frequency of said video transform
sanples. 51. The storage nedia of clalm47, erein said data carrier
sequence is fi|t4%6ed over a ?lrb, gﬂ
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plurality j o frequencies of said video transform sang 11 e
st orage ne |§E@?&%Iain147, wherein said auxiliary data subbangﬁggﬁgﬁ%s are

carried in a plurality of spatial frequencies of said conbined transform
sanpl es. 53. The stor-age nedia of claim47, wherein said video transform
sanpl es conprise spatially transforned pixel data fromat |east one of an
intra coded image and a differentially coded inmage.
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