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conmuni cation, and nore specifically to techniques for
dynam cally configuring Internet Protocol (IP) for a
term nal equi pnent attached to a wireless device. I1I.
Background [0002] IP is a protocol that supports
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configuration may include, for example, an IP address for the terminal equipment, an IP
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address of a router to which the terminal equipment may send IP packets for forwarding
to other hosts, and so on. The procedure for obtaining IP configuration is described in a
document RFC 2131, entitled “Dynamic Host Configuration Protocol,” which is
publicly available.

[0004] A terminal equipment may be attached or coupled to a wireless device (e.g.,
a cellular phone) to obtain IP commectivity via a wireless network (e.g., a cellular
communication network). As used herein, IP connectivity refers to the ability to
transmit and receive IP packets. The wireless network may support IP packet
transmission but may not directly support DHCP, which is often the case for many
wireless networks currently deployed. In this case, the terminal equipment would not
be able to communicate with a DHCP server in the wireless network to obtain

configuration information needed for IP.



configuration information needed for |IP.[0005] There

is therefore a need in the art for techniques to
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equi pnent coupled to a wireless device that is in
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[0007] The wireless device thereafter acts as both the router and DHCP server and

supports IP connectivity for the terminal equipment. The wireless device receives IP
backets from the terminal equipment, performs IP packet filtering on the received IP
packets to detect for IP packets intended for the DHCP server (which are called
“DHCP” packets), processes DHCP packets at the wireless device, and forwards all
other IP packets toward the wireless network. The wireless device also receives IP
packets from the wireless network and forwards these IP packets toward the terminal

equipment. The processing by the wireless device allows the terminal equipment to



ot her I P packets toward the wirel ess network. The
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the term nal equi prment. The processing by the wrel ess

device allows the term nal eqéipnent tooperate in the
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comprising: a controller operable to determine a host IP address, a router IP address,
and a subnet mask, the subnet mask being used to determine a subnet to which the host
IP address belongs, the host IP address being an IP address assigned to the terminal
equipment and used to send IP packets to the terminal equipment, and the router IP
address being an IP address used by the terminal equipment to send IP packets outside

of the subnet; and provide the host IP address, the router IP address, and the subnet



and a subnet mask, the subnet mask being used to
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necessarily to be construed as preferred or

advant ageous over other enbodi ments or designs. [0021]

FIG 1 shows a depDBTAILEDOESCRIETION rel ess

devi ce 120 communicates with a wireless network 130 to
400281 n | Phe svond Ceremplpryanig weadihsrein Jppegan “serving as an example,

instance, or illustration.” Any embodiment or design described herein as “exemplary”

is not necessarily to be construed as preferred or advantageous over other embodiments
or designs.

[0021] FIG. 1 shows a deployment 100 in which a wireless device 120
communicates with a wireless network 130 to obtain IP connectivity and various other
services. Wireless device 120 may be a cellular phone, a modem card, or some other
wireless communication unit or device. Wireless device 120 may also be referred to as
a mobile station (MS), a user equipment (UE), a user terminal, or some other
terminology.

[0022] Wireless network 130 includes a base station 142, a packet data entity 144,

and an IP gateway 150. Base station 142 provides over-the-air communication with



services. Wreless device 120 may be a cellul ar phone,
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referred to as a nobile statign (M5), a user equi pnment

(UE), a user termnal, or some ot her term nol ogy.
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interface and General Packet Radio Service (GPRS) or Enhanced Data rates for Global
Evolution (EDGE) for the packet data network. In a UMTS network, packet data entity
144 is referred to as a Serving GPRS Support Node (SGSN), and IP gateway 150 is
referred to as a Gateway GPRS Support Node (GGSN). Wireless network 130 may also

be a wireless local area network (WLAN) that provides communication coverage for a

limited geographic area. For example, wireless network 130 may be (1) an IEEE
802.11 network that implements an IEEE 802.11 standard (e.g., 802.11a, b, g, and so
on) or (2) a Bluetooth personal area network (BT-PAN) that employs Bluetooth wireless

technology. In general, wireless network 130 may be a wireless wide area network



interface and General Packet Radio Service (GPRS) or
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equipment 110 and remote host 170 via wireless device 120, radio network 140, and IP

gateway 150.

[0028]  The link layer between terminal equipment 110 and wireless device 120 may
be Ethernet or some other protocol. In general, terminal equipment 110 and wireless
device 120 may communicate over any LAN-type environment and may use any link
layer protocol such as, for example, token ring, token bus, and so on, as described in the
IEEE 802 family of standards. For clarity, the following description assumes that
terminal equipment 110 and wireless device 120 communicate via IP over Ethernet,

which is described in IEEE 802.3. The link layer between wireless device 120 and



protocol at the transport layer. TCP and UDP, which

are well known in the art, typically operate on top of
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For Ethernet at t e link layer, data_is sent
uniquely identify these hosts at the network layer. Terminal equlpment 110 can send

data specifically to remote host 170 by using the IP address of the remote host, and vice
versa.

[0031] An IP address for a node contains 32 bits and is often expressed as:
W.X.Y.Z, where W, X, Y, and Z are each an 8-bit value. The IP address may also be
expressed as: <Subnet Addr> <Node Addr>, where Node Addr is the address of the node
within a sub-network (or simply, a subnet), and Subnet Addr is the address of the
subnet. The Subnet Addr and Node Addr collectively contain 32 bits, but each address
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[(PO3BE sUitfefhiagh). AHINITER 1kdHthBBNbRE nRE tdIRREniMhE Wheéther a given

network interface card emul ator (N C-Em) 112 that

Sigpivation hpg to wdichpthe: BlGdim davitss kg ©ngdatpey lqsated s ihamagoutside of
the subnet. If the destination host is located within the subnet, then the NIC-Em sends
IP packets directly to this host using the IP address and MAC address of the host. If the

destination host is located outside of the subnet, then the NIC-Em determines the MAC

address of the router for this host and then sends IP packets to this host via the router
using the MAC address of the router.

[0034] For a LAN, the NIC-Em typically obtains IP configuration via a DHCP
server. However, as noted above, many wireless networks (e.g., CDMA and GPRS
networks) do not directly support DHCP. Thus, if terminal equipment 110 is coupled to
wireless device 120 and wireless network 130 does not directly support DHCP, then

another mechanism is needed to dynamically configure IP for the terminal equipment.



to obtain IP configuration whenever it is connected to

a data network or whenever a data session is initiated
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car nam c | P configuration
11112s wdi(lti thetreedifoh rdqyl agerend adddtisatitei apgntds ownlJPI@ﬁdress as the
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the wireless device for use in a data session, the gateway IP address, and a subnet mask.

The wireless device may also obtain none, one, or any combination of these items from
the wireless network. The wireless device may obtain IP configuration from the
wireless network, for example, in response to receiving a DHCP message from the
terminal equipment, upon receiving an indication (e.g., from a wireless user at the
terminal equipment) to initiate a data session, and so on.

[0038] The wireless device then determines a host IP address, a router IP address, a

server IP address, and a subnet mask (block 412). The host IP address may be the



gateway | P address) may not have been provided by the

W reless network or even if the gateway |IP address is
wmoeioehorss ed on the same subnet as the host | Pradusmes022936
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hos ﬁgd%?&%ress may be thedynanic | P address assigned

by t heerirr €l eSIpRaiwes & 4 DHOPSsev ok 8Yi6sIS isdR¥d B¢ theliB@ninal
hosip !«pre@éir € %qiBcit ﬁpseﬁemmﬁ Rleesqgésess that is

'FIHIII‘D Al rolpcc Aoy o
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duri ng actlvatl on or VI a sorre ot her mechani sm The

TR GRE lcléfg d@%ﬁ GRs s fs Reubh& ek ewabnt %a@@gfaﬁfeﬁ from the wireless

provi ess network. The router
adtivork.s Thayomd:rsIB eiddreas; skiReniadsisesss dndtsubhet mpdsk anayshs obtained as
dev e oofs (i.e., fakes), if the gateway |P address
aBgle
¥ ned fromthe wirel ess network or not in

tb@sﬁubﬁ?ﬁe %ele@? dBeist (Adﬁngdéir @8 SOHTPescsRITY een! ﬂférforms a DHCP
addr €ss is P address of the DHCP server and

$ransrction M@thaidm rte@gnalmmp@nellt Kacting ag e PHGR gientlp Via this DHCP
%r%%ga% 18:(? Sth%nvgflrélgsesl crieV1ceeS§folv?&es 8 Sthe -E’é]l%lﬁallequlpment (1) the host IP
address that the terminal equipment will use as its own IP address (if one is needed), (2)
the router IP address that the terminal equipment will use to send IP packets, (3) the
server IP address, which is the IP address of the DHCP server and is used by the
terminal equipment to send DHCP messages, and (4) the subnet mask for the subnet in
which the host IP address belongs (block 420). The wireless device may also provide
other configuration information to the terminal equipment as part of the DHCP

transaction, as described below.



The wirel ess device al so spoofs a subnet mask, if none
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drsenippd in Byrthep defeilhpleys. (Thettpanipalhequipmpent (Ussy the IP addresses and
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address as the destination IP address (block 450). The wireless device encapsulates

these received IP packets in Ethernet frames and forwards the Ethernet frames to the
terminal equipment (block 452).

[0043] FIG. 5 shows a flow diagram of a process 412a for determining the router IP
address and the subnet mask. The wireless device may perform process 412a for block
412 in FIG. 4. Initially, the wireless device determines whether a subnet mask was
obtained from the wireless network (which is called the “actual” subnet mask) (block

512). If the actual subnet mask was obtained, then the wireless device uses this subnet
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[0046] The subnet address for the subnet to which the host IP address belongs can

be determined from the host IP address and the subnet mask. However, the wireless
device may or may not receive the subnet mask from the wireless network. If the
wireless network provides the subnet mask, which is typically not the case, then the
wireless device can simply use this subnet mask to determine the subnet address.
Otherwise, the wireless device spoofs a subnet mask, if the actual subnet mask was not

obtained from the wireless network.
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spoofed subnet mask results in more IP addresses falling in the subnet. For the example
above, the spoofed subnet mask covers a 16-bit node address range of 0 through 65,535
while the actual subnet mask covers a 10-bit node address range of 0 through 1023. The
larger spoofed subnet mask results in the wireless device having to proxy for more IP
addresses for ARP, as described below, but is not detrimental to the dynamic IP
configuration techniques described herein.

[0049] FIG. 6 shows a flow diagram of a process 520a to determine the smallest
possible spoofed subnet mask for a given host IP address, in accordance with one

implementation of the second embodiment. Process 520a may also be used for block
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subnet mask. The wireless device may then form a spoofed IP address as <Subnet
Addr> <0>. 1If the spoofed IP address is the same as the host IP address, then the
wireless device may form another spoofed IP address as <Subnet Addr> <1>. In any
case, the wireless device obtains two valid IP addresses (for the host IP address and the

router IP address) in the subnet defined by the (actual or spoofed) subnet mask.
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Spoofed IP address = 129.46.217.48 = 10000001.00101110.11011001.00100000

Example 3:
Host IP address = 129.46.217.32 = 10000001.00101110.11011001.00100000

Subnet mask = 255.255.255.252=11111111.11111111.11111111.11111100
Subnet address = 10000001.00101110.11011001.0010000

Node address = 00

Spoofed IP address = 129.46.217.33 = 10000001.00101110.11011001.00100001
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tshgichlBPadsBmeé o the watlass devive dolR) a private IP address that is spoofed by
the wireless device. The wireless device, acting as a DHCP server, then responds by

sending to the terminal equipment a DHCPOFFER message (block 716), which

contains the following:

e Host IP address — set to the static or dynamic IP address assigned to the wireless
device.

e Router IP address — set to either the gateway IP address or the spoofed IP
address obtained as described above.

e Server IP address — set to the router IP address.

e Subnet mask — set to either the actual subnet mask obtained from the wireless

network or the spoofed subnet mask.

[0057] In a LAN environment, multiple DHCP servers may receive the
DHCPDISCOVER message broadcast by the terminal equipment, and the terminal
equipment may receive multiple DHCPOFFER messages from these DHCP servers.
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rs.Jhe term eq ment  wou e
5B YR ESHTRB TP oo BHERTERE. 3¢ B0 S5 EAN 208 cxchanges
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cimply; DHQP patets) intensled for the DHCP server. These DHCP packets may be

detected based on (1) the server IP address in the Destination Address field of the IP
header and (2) the UDP port number in the Destination Port field of the UDP header.

The DHCP packets are passed up the protocol stack for processing by a DHCP server
engine within the wireless device. For all other IP packets received from the terminal
equipment with the router IP address in the Destination Address field, the wireless
device forwards these IP packets to the wireless network. Thus, even if the wireless
device spoofs an IP address that happens to be another node’s IP address, this node
would still receive all IP packets (except for the DHCP packets) destined for this IP

address. Since a terminal equipment attached to a wireless device normally does not
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receive IP packets with the queried IP address would then respond by sending to the
NIC-Em an Ethernet frame for an ARP reply. This ARP reply includes the MAC
address of the device that sent the reply and that can receive IP packets with the queried
IP address. The NIC-Em receives the ARP reply, extracts the MAC address from the
ARP reply, and stores the MAC address in the ARP table for future use. If the NIC-Em
desires to send data to an IP address outside of the subnet, the NIC-Em first sends the
data to the router on the subnet. In order to send the data via Ethernet, the NIC-Em
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hIgE afdh?esé\“ dnde"hb RARHGES HePica s %ﬁhg @he foudd¥E IF e Witeless device

ARP request. This ARP request includes the |P address
frencivehi @h ARB m@ead dhows sthe stepeinaly eswingrant ({oni die IMAC  address

T DI E R

Waddesk e foatep AP Chddyess etheh fige tvireleoe dbVite Em/ema proxy for this IP
Et hernet frame for an ARP reply. This ARP re
addeerdens! ke SR BOARRSEDIT cankainia he o ekt d§tﬁ}ﬁt st C address.

I h
L
eddrtesset svithire tHéXubaetdo abs wiretuss tbvce\Rbhicle p:ﬁeyt foEWEdds all IP packets
stores the MAC address in the P table for future

§3eept fhose frs LD forihgadraless neyatlend data to an 1P
?ﬁﬁeg ZSS BYhS Bl ddvite iS WhiiRtind Sy h&rdEmidal E&&l}gﬁt@ﬁ‘t@‘ér IP (e.g.,

ata to the router on the subnet In order to send
tvirea diiveet ednacdionesucktas at HEBNuCRS?233&d4 232 ntenfiCeadnit es on), then
of the router. If the C- Em does, not naeanARP
éhtr? 911%196 PRI (5L pIES) (hesams 200 PRATFHRY SPEESRD, gy, the subnet

BoBRBy it wirbRsd &vact bR theQlirdl8 deidt @sin fd@elQBtaEIIB packets
the C address of the router whi ch can route

tfmnkehfstenmntah equiipment z@ésemhnntmmat@oeﬁttwe@sthefeoﬁ’ssqckets If the

h
aylgeﬁ%sé glie%fz%m i eetwgg %1% ul??le (atgtfrjxlgﬂratgr]rlgéhqt%%png%?ss ﬁfrﬁﬁgtlﬁle%ﬁlls_lpl C‘E‘or IP (e.g.,
3ia AVEERE-862.€5 fctivk 6€a Elﬁ@oﬁﬁm grenah@wirsless deviad keeps track

| P
of all IP addresses assigned to hosts on the subnet. The wireless device would only

proxy for IP addresses that have not been assigned to any host on the subnet and would
only send ARP replies for ARP requests for unassigned IP addresses.

[0065]  The wireless device may also send an ARP request to the terminal equipment
to obtain the MAC address of the terminal equipment.

[0066] As shown in FIG. 4, the wireless device performs various functions so that
the terminal equipment can operate in the normal manner as if in a LAN environment.

The terminal equipment need not be aware that IP configuration is being obtained via a



addresses in the sane subnet as the term nal

equi pnent, except for |IP addresses that have been
w@a®enmMIsd t o ot her hosts on the subnet. |f theP@l/U81085622936

devi ce receives an ARP request fromthe term nal

equi pment for the MAC address?®orresponding to the

router | P address, then the wirel ess device sends an

ARRlase pletwarkint Zheiwigeledsedaniceebmoss they DEICR spker and provides the

ddress, since the wireless device is of ] t
FOMRET oot Vi o8 GRDROEbEdess BBIRSWER Hlfugtomer P
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r@gﬁipﬁﬁnp@ endaBSadpeiR iR dies QR laYDHEP Mestese. ( Fheexample, if the

uter and the term nal 'equ[tgmant on the subnet being .
sysidse devige ihin eomminisatiaevith @ CRNA maavark.r thee ghe wireless device

devi .C receive all .l P . t ' . .
o i hesh gt dprip PRAFEbFint BRRde] tehiefifision with the
[CISMAL Setwbik. t TR WireRks€ 8oviete Nis6 acts Sis QURPRY o)l MUbddredses on the

term nal equi pnents _si mul taneousl%éfor IP (e.g., via X
snbnetErd gesponds oo ARST redBests st (vt B8 RPNl cquipRsnts Hihe wireless

\Me{figla gg'rg/a?ugvlkggltcﬁgt? 8)?%1}24{1&&(%‘%&?&1 {Pﬁletgnvﬁéeilregﬁ@ nt and destination

assi gne s on the“su sS devi ce
\Wostk And Bhly ipfeeoeptsf amd préteastd e ymelsets hadndod Ve tho DHER server. The

assigned to any. host gn the subnet  and would._only send .
Argelgss pevace ffaﬁh%R@%%%tFéﬁ%?t RS giretyef pﬁo}f1 the terminal
RfnERACT dr¥fnls BREmW £EhQTS tlAUERI B ae send an

request to the termnal equi pment to ain the
PE573ddr EBG. 8fshbive 4 black ndibgrequoi herminal [eq0p6ien\d 16 remdnwireless

in Fl 4, the wrel ess I.C erfor vagi
clitice Tafs Tomimlianae 0 RS FERICE A1 b memopy 812, and
NGBS O MR onfRNae 1@ et tbrohd) pfoce i fOH the NeBhinal df\Epment and
term nal equi pnent need not be aware that | P

Fonttiar glineets ithmopesatinei ofapbusinmitsawighia thevierainal equipmersr KController

SR L0 SAPRIEN B, By on s .7
GRfthing Protkssail fossefd and FeevoIP phékety]dh@ss onr Mnsory it 812 stores

address, server |IP address, and subnet mask). As part
Programidode en gataresed by optpller 810. NIC-Em 112 provides an interface to

wireless device 120 and may perform processing for IP and Ethernet. NIC-Em 112 may

be implemented with software (e.g., by controller 810) or hardware.

[0068] Wireless device 120 includes a wireless modem for communication with
wireless network 130, a controller 840, a memory 842, and a communication (Comm)
unit 844. On the transmit path of the wireless modem, data and signaling to be sent by
the wireless device are processed (e.g., formatted, encoded, and interleaved) by an

encoder 822 and further processed (e.g., modulated, spread/channelized, and scrambled)



equi pnent, the w rel ess device acting as the DHCP

server may al so provide to the term nal equi pnment
wW@riveno4ss aneters that the term nal equi prent PEHUSZES/022936

for exchanging data with the network. Sone exanpl es of

such paraneters include Donmi4l Name Server (DNS) |P

addresses, default Domain Nanme, other Nanme Server |P
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PP ke A5t SRk e rd B BoFETHE, SFEDMA or UMTS

bk 4rb esceivea by mitens Sdﬁl,rﬂon@dRhtomgh tdup]lémerrﬁ34Pam pooided to a
(PPP) u@%otlatlon wWitht eCDI\/Anet\gok The reles§
ERevivee YR)S3s Begsi vk yinftor3 8apquaftons dgige Lliess: gpplifies, and

?@&ue%gg ?8%@&1@6&@%99%%@1%@ S@Bﬁ ahﬁgfé&;ﬁlféée Qigifirs tﬁ’é’cdﬂaﬁmned signal

equi ess or war ds
paokis ds Cdaﬁmﬂsd Aetiomeduldtie (Demodn826 ppccsses fe. ga nig:scrambles

d%&é&?@%@&%éﬁ@ 3pm9§1ﬂ %ﬂé& & C@E %gm\%q%é%lgs?decoder 828
?lrﬁ’\gi ofcgé'sE;h Ig | t@éiﬁfbﬂéfv@%xﬁ RoaRY tlfe%@fﬂb@lsrts eBiaittdbcoded data.

e ter hal equi pment and ori gi hates Et her net
f[(i()ﬂ?iss tEncober 823, mhodilater) §2pndemodu] o6 $26, Fnd, dgoderofed may be

?Fggiegu%h‘rfg %—f@&ﬁ%{llgfoecés&na{] ?r%efh i{gﬁg&#ﬂogm??gce@élﬁf actordance

ﬁﬁth@bvh&[es@ﬁb@hncﬂo%ﬁ!@g  YWaABM A2 661N EO05oT dirdless network 130.
Control |l er 810 perforns Frocessn ng for the termn

dO70p e nCoriradler (HdP ndirecti hecensration gh eV FEHs oW“WaY’%@BsWHeleSS
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F0S | 4 @idi OandshayvinplemEdt@he DH(Rescvar rfmpthe desaniedP tconfiguration
send and receive IP packets and so . nor it

shows ok 165 7p MRRER W 2AHICRIPE apLeade ﬁyy?aﬁ%tt&%i#’?%?omﬂef 840
%éﬁ) otk %Eg@a %ﬁmﬁ’ LAY igde SHréRad i intd6Re ko téﬂln‘ir?all %g&ipment 110 and

vice may perform processing for
Eﬁdﬁeﬂbtmplﬂbc@sﬂng ﬂ)IZPamleﬂsmetrpl emented with software

aivthas T fkniue deipbe Mot 1ol el B and for
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and a communi cation (Comm unit 844,
tconjusctian with tvadbus Wirelgss nétwotksnoldess warglass a%vorks may implement

signalin b ent b thevvl
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¥ERNZ02.11, Bluetooth, and so on. These techmques may also be used for other

existing and future wireless network technologies.

[0072] The techniques described herein méy be implemented by various means. For
example, these techniques may be implemented in hardware, software, or a combination
thereof, For a hardware implementation, the processing units used to perform the
dynamic IP configuration and to support IP connectivity may be implemented within
one or more application specific integrated circtits (ASICs), digital signal processors
(DSPs), digital signal processing devices (DSPDs), programmable logic devices
(PLDs), field programmable gate arrays (FPGAs), processors, controllers, micro-



encoder 822 and further processed (e.g., nodul ated,

spread/ channel i zed, and scranbl ed) by a nodul at or (Md)
w@2enot76ht ai n a stream of data chips. A transPCT/U82005/022936

unit (TMIR) 832 then conditions (e.g., converts to

anal og, filters, anplifies, ard frequency upconverts)

the data chip streamto generate an uplink signal,

wienollérs, mouemrdcedskorsugtheracldetpingx anity HysigRd tangbrform the functions
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equi pnent 110 and may perform processing for | P and
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i ca @géﬂ@d) I¥ and for supporting IP
connectivity for an attached term nal equi pnent may be
used in conjunction with various wrel ess networks.
These wirel ess networks may i npl enment various w rel ess
technol ogi es such as the 3GPP2 and 3GPP famlies of
technol ogi es, | EEE 802. 11, Bluetooth, and so on. These
techni ques may al so be used for other existing and
future wirel ess network technol ogies. [0072] The
t echni ques descri bed herein nmay be inpl enmented by
vari ous neans. For exanple, these techni ques nmay be
i npl enented in hardware, software, or a conbination
thereof. For a hardware inplenentation, the processing
units used to performthe




dynam c | P configuration and to support IP

connectivity may be inplenented within one or nore
wa@ppbioeass on specific integrated circuits (ASIES)/PS2005/022936

di gital signal processors (DSPs), digital signa

processi ng devi ces (DSPDs), p?%grannable | ogi ¢ devi ces

(PLDs), field programmabl e gate arrays (FPGAs),

processors, controllers, mcrocontrollers,

m croprocessors, other el eCHAIMS units designed to

performthe functions described herein, or a

conbi nation thereof. [0073] For a software
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iaddrestebeing an [[Bordresypesighedvirdhis teraypali qapmmensng giged to send IP
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and t R idne B BRai i, Reaprrad Adremnahipeabitt hask to the
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the spirit or scope of the invention. Thus, the

psektmnthe itevondmel ieguipinenitotexchange dpadketsbe limited to the

enbodi nents shown herein but is to be accorded the

W dest scope consistent with the principles and novel
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I S:CLAIMS 1. A nethod of providing |nternet Protoco

(1 P) aessivarg pvIR gackelirom the teinpanl caympmbdcoupl ed to

i ot SUSRRARENISTE ol BN, 107 " ot 1 p

address, a router |P address, and a subnet mask, the

subnet mask being used . to determ ne.g subnet to which
the hdst | Fhgastadoficiaignl, durthes SOMBEINE'p addr ess bei ng

an | P addy ﬁPgPﬁE@bEi?éiegs%e 1 LB RketSfih BIEBYst " Sddress as a

used to se packets to the term nal equi pnent, and
tdegination B addPesapaidess bei ng an | P address used by the

term nal egui t to.sepnd | P.pgckets to nodes outside
of thgo@@ﬁ‘ﬂggﬁ{%ﬁd’aﬁlf%\?ﬁ@’leﬁmﬁageﬂwpef% addr ess, the

router | P address, and the subnet mask to the

pod

4. The method of claim 1, further comprising:
obtaining IP configuration from the wireless network, and wherein the host IP
address, the router IP address, and the subnet mask are determined using the IP

configuration obtained from the wireless network.

5. The method of claim 4, wherein the IP configuration obtained from the

- wireless network includes an IP address dynamically assigned to the wireless device by

the wireless network, and wherein the host IP address is set to the dynamically assigned
IP address.



term nal equi pnment, wherein the host | P address,
router | P address, and subnet nmask are used by the

W@ eoal0eIs3 equi prent to exchange | P packets. 2.pdmnes2005/022936
met hod of claim11, further conprising: receiving an IP
packet fromthe term nal equizgﬁ‘ent; and forwarding the
JP packet to the wireless network. 3. The nethod of
clai mbl, fTh¢ methabopriagn ig:whesapithe gstf Poaddrpss is an IP address
wi rel ess .network an IP packet with the host |IP address
E\tétl%‘uéfﬁilg‘?%%gﬁwgelg%‘%&c& and forwarding the IP
packet to the term nal equipnent. 4. The nethod of

claim1, further conprising: obtaining IP ) .
conf i gur at Thanfetine efrelaiw #.ewbersingibe B cRIL giFatioabtaingd from the

L1 oSk bl RURhESH: shlRc paYL er 1P address, and the

are ermned using the I P configuration
obtained fromthe wireless network. 5. The nethod of

claim4, wherein the | P confjguratiqn obfained from
the wir el edhe mathas & ¢laa howhergi PIBCTBP-E%‘émtmn obtained from the

dyR 'ﬁ&woéi@g@@gg@gagﬁﬁg@eddmeg | ess device by the

W reless n erein the host | P address is
set to the dynam cally assigned |IP address.6. The

met hod of aim1l, erein_the host_ | P addre IS an

| P addr ess%a‘? a{’él?t%‘éql Yg‘\} dag dné’ghef‘?intth‘é host gf e%?l'e&%vﬁ’r?efouter Ip
e | Rl @b Mhd Hemif3] eqibi@tt dal #Dynami

g%%rg%bhgg@?%%bﬁﬁ%ﬂv%ﬁ gilreglgrgw%et wor kK i ncl udegﬁ)i?he subnet ynamie

HeskCofigufdtonirotooe] (PHE@ai m 4, wherein the IP

configuration obtained fromthe wrel ess network
i ncludes the router IP address. 9. The nmethod of claim

1, whepei nThhamdastoflicRimdy iegdtr cémprisiagtt er | P addr ess,
and the subnet mask are provided to the term nal

equi pitaviding & servoy AR idrepp ot thedamiglr eauirspenty he serer [P address
DHCP) . -] ai f : i.si na:

GPUERA BredBe IHCY lrSbBIhd W  itpomeiad o

equi pnent, the server |P address being an | P address

for a DHCP server inplenented by the wirgle devi ce.

11. TAE netlhs gle&odcqr%lqafmll@,, reinthg spyer ﬁ’eq,cfﬂg?ss fgset % the router

dEfss is set to the router

12.  The method of claim 10, further comprising:

receiving an IP packet from the terminal equipment;

determining whether the IP packet is intended for the DHCP server; and
processing the IP packet at the wireless device if the IP packet is intended for the

DHCP server.

13.  The method of claim 12, further comprising:
sending a DHCP response back to the terminal equipment if the IP packet is

intended for the DHCP server.

14.  The method of claim 1, further comprising:



| P address. 12. The nethod of claim 10, further

conprising: receiving an | P packet fromthe term nal
weouwsjoosss ; det ermi ni ng whet her the | P packet PGI/US2005/022936

i ntended for the DHCP server; and processing the IP

packet at the wirel ess devicedf the | P packet is

i ntended for the DHCP server. 13. The nethod of claim

12, f proviing oohptansinag eqls'pmdmtragDetnm'H@ﬂame§mﬂs@l‘ﬁ%)dP address, a

the. t | gket ded .
e OB Gapy 8 S g RRTHOI GRois i PP, faximu
f}“@ﬁi&hﬁt%ﬁg@mrgylo@ar&gnibﬁmhbﬁ tHegdol nal equi pmrent a

ITB.I n Nanme Server (DNS) |IP address, a default Donain
an ot her Nane Server IP address an Interface

NE‘X' Y TSRS e T bt on thereof

obt ai obtathiy gagasesy P aﬁdﬁs@iﬁmf rthenvtitedessi netberks the gateway IP

networ k, the _gateway |P address be| n an iﬁ acl(dre S .
pdsiresgrboins Faloidyesadeien B saerey 195018 cRtle P peskefs BF the wircless
%t@v%l@saﬁ ghetwork; and setting the router IP address to

e gdteway | P address if the gateway | P address
bel ongatingtheheutsnifeadtnérsao thesgatéveayhiPsaddrdes aitle gatsway & address
The met hod of claim conprising: formng a

HloBgsy thes ad aﬁzjg%“etbo {)ﬁq%‘{ﬁlé ®fost | P address and
the subnet mask, the spoofed |IP address being an IP

address that is nade up and belongs to the subnet; and
setti i@ t h@he methed afplaamdy; &wther eomprésisgioof ed | P

addre 17. Th cl.ai
spoof zcz}n}n%g a a%c}ozgcgﬁ; c?cg%lsr‘,tr)g%edt onn?g% %8 t\fll?er d n? %%Fthe sanet mask,
esipobRAFTVHdasss bdifig ah® dEEROcthadls mhad Up dnd belohpeto the subnet;

conprising: determ ning the subnet mask based on the
gt | P address. 19. The method of claim 18, wherein

the Sgapﬁé@gglgtefﬁ’fd # &%tsgédf@&]ﬁia&@% possi bl e for

t he hos Fess an r covers at least two IP
addr esses ot her

17.  The method of claim 16, wherein the spoofed IP address is formed to be
different than the host IP address.

18.  The method of claim 1, further comprising:

determining the subnet mask based on the host IP address.

19.  The method of claim 18, wherein the subnet mask is a smallest subnet
mask possible for the host IP address and further covers at least two IP addresses other

than a broadcast address.
20.  The method of claim 18, further comprising:
determining a class to which the host IP address belongs, and wherein the subnet

mask is determined based on the class of the host IP address.

21.  The method of claim 1, further comprising:



than a broadcast address. 20. The nmethod of claim18,

further conprising: determning a class to which the
whowb/005addr ess bel ongs, and wherei n t he subneCT/DeK5/022936

is determ ned based on the class of the host IP

address. 21. The nethod of clZm1, further

conprising:receiving fromthe term nal equi pnment an

Addr eweﬁa@ﬁuml the tmmloaqmpqmp)an réAedflresstRgsohutign RAretocol (ARP)

addr s of _a he subnet.; d sending to

fgest dy rrﬂnr%ada{fa? ?ﬂ AR 0 st #h a vedia

Acces gerfdat fotthe tdyiinal %qaipﬁi%‘ﬁt o ARTereply efithssMigia Aecess Control
a MAC address corresponding to the | P address of the

ﬁﬂd&)mddmsa afhibe swiselets. dovice Fhe Metheddesss &pﬁpsﬂomshng to the IP
t her. ..o A r ving fromthe term nal

3 e%gr?gﬁl%e% X’Z’# r%tshses&ﬁl?é& ution Protocol (ARP) request

for the router I P address, wherein the ARP request is

sent by the term nal equipnment when the termn nal

equi pAant  iThe Bisthedial cland . fpthes eRBPESRE o node out si de

of th t 4 {ocol (ARP
an ARFoEE o o R ol T iogo! (ARP)
efqubdtefonitheresar e vildressa svirerdidGha dtRR gequest isesgub i thg terminal
to the router | P address. 23. The of. claim .
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request for the host |IP address, the router IP
address, and the subnet mask. 25. The nethod of claim
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devi CQeceiving from the terminal equipment an ARP reply with a Media Access
Control (MAC) address of the terminal equipment.

24.  The method of claim 1, further comprising:
triggering the terminal equipment to request for the host IP address, the router IP

address, and the subnet mask.

25.  The method of claim 24, wherein the terminal equipment is triggered to
request for the host IP address, the router IP address, and the subnet mask by spoofing a
disconnection and a reconnection of a communication link between the terminal

equipment and the wireless device.

26. A method of providing Internet Protocol (IP) connectivity for a terminal

equipment coupled to a device that is in communication with a network, comprising:



26. A nethod of providing Internet Protocol (IP)

connectivity for a termnal equi pnent coupled to a
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conprising:determning a host | P address, which is an
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a router 3Rh3dARSS of 1afn 265 WhBRIN fRSKsminlCedilRGIt is coupled to
mask being used to determ ne a subnet to which the
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| P address assigned to the term nal equi pnent and used

to send I P packets to the term nal equi pment, and the
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29.  The wireless device of claim 28, further comprising a communication
unit operable to:
receive from the terminal equipment a first IP packet;
forward the first IP packet for transmission to the wireless network;
receive from the wireless network a second IP packet with the host IP
address as a destination IP address for the second IP packet; and

forward the second IP packet to the terminal equipment.



operable to act as a Dynami c Host Configuration

Prot ocol (DHCP) server and provide the host IP
w@dwseess3the router | P address, and the subnePCTESI00%/G22936

the term nal equipment via DHCP, wherein the

comuni cation unit is further?®perable to receive from
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device o | aim 28, wherein the controller is further

apsedsd fer the DHGRSIVEE- from the terminal equi pnent an

Address Resol ution Protocol (ARP) request for the

router | P address, wherein the ARP request is sent by

t he t 8t.mi n&he egirelpssedevivhef ¢lhim 128 mvimeatinethei pordredler is further

inte ds to send I P packets to a node outside of the
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(ARP) request for the router IP address, wherein the ARP request is sent by the terminal
equipment when the terminal equipment intends to send IP packets to a node outside of
the subset; and

send to the terminal equipment an ARP reply with a Media Access
Control (MAC) address for the router IP address.

33.  The wireless device of claim 28 and operable to communicate with the

terminal equipment via JP over Ethernet.

34.  The wireless device of claim 28 and coupled to the terminal equipment

via a wireline connection.

35.  The wireless device of claim 28 and coupled to the terminal equipment

via a wireless connection.



38. The wirel ess device of claim 28, wherein the
wireless network is an | EEE 802. 11 network. 39. The
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network is an Bl uetooth personal area network

(BT-PAN). 40. An apparatus op@?abl e to provide

I nternet Protocol (IP) connectivity for a term nal )
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equl pnent, and wherein the host |IP address, router IP

address, and subnet nmask are used by the term nal
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cl ai m240, f twgpﬂﬁsgﬁﬁvﬂ?% Bﬁﬁ.al 2hsVRgrn, B gl PR etk is an
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forwarding the first IP packet to the wreless
networ k; neans for receiving fromthe wrel ess network
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subnet mask are used by the terminal equipment to exchange IP packets.

41.  The apparatus of claim 40, further comprising:

means for receiving from the terminal equipment a first IP packet;

means for forwarding the first IP packet to the wireless network;

means for receiving from the wireless network a second IP packet with the host
IP address as a destination IP address for the second IP packet; and

means for forwarding the second IP packet to the terminal equipment.

42.  The apparatus of claim 40, further comprising:



server; and neans for processing the third IP packet
at the wireless device if the third I P packet is
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45.  The apparatus of claim 40, further comprising:

means for receiving from the terminal equipment an Address Resolution
Protocol (ARP) request for the router IP address, wherein the ARP request is sent by the
terminal equipment when the terminal equipment intends to send IP packets to a node
outside of the subset; and

means for sending to the terminal equipment an ARP reply with a Media Access
Control (MAC) address for the router IP address.

46. A processor readable media for storing instructions operable in a wireless
device to:

determine a host IP address, a router IP address, and a subnet mask, the subnet
mask being used to determine a subnet to which the host IP address belongs, the host IP
address being an IP address assigned to the terminal equipment and used to send IP

packets to a terminal equipment coupled to the wireless device, and the router IP



is in comunication; receive fromthe wrel ess network
a second | P packet with the host I P address as a

waele@bioness on | P address for the second | P packetT/usaeds/022936

forward the second I P packet to the term nal
equi pnent . 31

address being an IP address used by the terminal equipment to send IP packets outside
of the subnet; and

provide the host IP address, the router IP address, and the subnet mask to the
terminal equipment, and wherein the host IP address, router IP address, and subnet mask

are used by the terminal equipment to exchange IP packets.

47.  The processor readable media of claim 46, and further for storing
instructions operable in a device to:

receive from the terminal equipment a first IP packet;

forward the first IP packet to a wireless network with which the wireless device
is in communication;

receive from the wireless network a second IP packet with the host IP address as
a destination IP address for the second IP packet; and

forward the second IP packet to the terminal equipment.



