; ?7@\Be3ed| tt ut xx4{6| Td|t NETWORK | NTERFACE MANAGEMENT SYSTEM AND METHOD
THEREOF BACKGROUND OF THE I NVENTION 1. Field of the Invention [1] The
present'invention relates to a network interface managenent system and

met hod thereof, for granting a unique code corresponding to a target, for
exanple an Internet site, interfaced with each piece of network equi pnent

w thin each network equi pnment systemto interface information and for
changing interface status information of each piece of network equi prment
automati cal | NETWORK INPERFACE MANAGEMENT SYSTEM aN® METHO®S THEREOFer f ace
information of a predeterm ned piece of network equipnment. 2. Background of
the Related Art [2] Conventional pieces of conputer network equi pnent are
interfaced and fixed in hardware so that any one of them cannot be taken
out or noved. [3] Sinple RaGAROVNIHOK VEMIYENVP) is for managi ng
net wor k equi pnent renotely and nmanages desired ports using object indexes
grant ed t d.eaclFigdrdf thyIrivieatisal ves in order to di stinguish each port of the
net wor k equi pnent renotely. [4] Network nmanagenent is based on giving and

taki ng predet eni nedhi BEREATBL QRORGLMBE D R nPRRAD Hter2RE rRthaBARAH: system and
Predeterm ned information or a resource to be managed is called an object

and a coll .0bj ect.s | I e | pf o h O
Base(M B) enge REEH Tor phGRRCERug el b i Bad B A0 Fler HeC IRt
configurat.ion of .pieces of network equipnent and their statuses  using {he
SV, (6] SRR i B N GRARE TGP KA ub et S0 ERHETENe VeRigh HSs FEREH B,
a kind of database that exhibits the status of each piece of network
equi pment ,CIEEPRaRA SYStR thiBtSHRER infampafionsand foy shasgingdgterfacessiatheindormatien of
i nformation, supervise the status of each piece of network equi pnent and
change setdatimgiEcobf nétenrk ¢qujpriftraraefoamaicallyhsingehevgraktederodgcfthrre arashgngehat
t he network managenent

of interface information of a predetermined piece of network equipment.

2. Background of the Related Art

[2]1  Conventional pieces of computer network equipment are interfaced and fixed
in hardware so that any one of them cannot be taken out ot moved.

[3]  Simple Network Management Protocol(SNMP) is for managing network
equipment remotely and manages desired ports using object indexes granted to each port by
themselves in order to distinguish each port of the network equipment remotely.

[4]  Netwotk management is based on giving and taking predetermined
information between a manager and an agent. Predetermined information or a resource to be

managed is called an object and a collected body of the objects is called a Management

Information Base(MIB).
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system obt ai ns predeterm ned values from M Bs provi ded by each piece of
net wor k equi pnment, nanely managenent targets including a workstation, a
primter,! a file server, a hub, a router or a swi tching neans. Then, the
net wor k managenent system grasps a status of the correspondi ng network
equi pnment or changes the obtained values. [8] Fig. 1 illustrates a
configuration of a conventional network interface nmanagenent system [9J
Referring to Fig. 1, the conventional network interface managenent system

conpri ses a networ [ system.110 twor k _managenent system 120
f or managi ng {’]at uz\ Wwﬁmﬂ%wn&ﬁ]{m@g%@%w ffﬁgg‘ﬂfgg [ l?ié’l’eces ot
interface 130. [10] The npetwork equipnent system 110 conpri ses pieces of
net wor k eftﬁ'i‘f"ﬁ‘flfefﬁl!llplllei‘,ta‘lci@eaﬁéﬁnisfsu%ﬁ&ldm%g%h& 114 and 116 that store
information and statuses of resources to be nanaged between a nanager and
an agent. [ 11][{6]The Ench perk ofracmgekreqiipmyst exppi2dgabaPNMR bapdiel MHY adgedt s
121, 122 and 123 that polls the MBs 112, 114 and 116 to read status

i nf or mat | gdaefbae®h AHEGE tAE stmeis of each PIBENR derPElt doiythent 1sh, thdtldBe aBglokl S
and a database server 125 that updates status infornmation into the one read

fromthe rggggg,qgn@%a@ﬁﬁm}% }eadﬂ‘ég g%@lgs i;lﬁoinﬁ'agn,s ?Exﬁj&gttﬂg stafi%r Ja&‘lg%ie-gp%f user

interface requests a stat each piece o networ k equi pnment 111,

113 and 115 to the dartab(fl e _server 1§§%and provides the result to a user.
(13] The TORVSTAMERA" A RC Pt A ranagenent system will be descri bed

below with reference tqg Fig. 1. [14] The newtwork managenment systen( NVbB)
120 grasps a danfi aﬁiﬁfﬁquéng&nﬁe%fpéf RANGEETRGNS TREANMORR BGuUNPWErt Mmapagesent 10
using the SNWP. (15] Pieces of the network equi prment 111, 113 and 115,
suppor t i mysteine oBiditsZpredetonminkd evabas hfrbdnBMIBR, providlednioy tidh peecki ofd nefwork
dat abase for indicating a status of pieces of the network equi pnent 111,

113 and IgtRipnidi@Ynabr@B0mhazemeBd thpets ihQhdih @ wriBSaubh2a phidtdr,anfle dkber Hhub,
supervi se the statuses of thenselves. If pieces of the network equi prment

111, 113 @Mte]rjcﬁ_assk@ﬂeﬂﬁl% nﬂ?gBT}MnB&{?ne%&kltﬁana%%irﬁ%&%{%ﬁ%ﬁggﬁga %ﬁtﬁé( stem

120 can manage pi eces of net wor k equi pnent : 115. Each
pi ece of the netmrktv%grl‘x(le%rrent %11 113 t%n%bélh:LS i.n_the network

cotrésponding ne uipment o1 thanges the ined values.

[8] Fig. 1 illustrates a configuration of a conventional network interface
management system.

[9] Referring to Fig. 1, the conventional netwotk interface management system
comprises a network equipment system 110, a network management system 120 for
managing status of the network equipment system 110 and a user interface 130.

[10] The network equipment system 110 comprises pieces of network equipment
111, 113 and 115 and MIBs 112, 114 and 116 that store information and statuses of
resources to be managed between a manager and an agent.

[11]  The network management system 120 comprises polling agents 121, 122 and

123 that polls the MIBs 112, 114 and 116 to read status information of each piece of



equi pnment system 110 exhibits granted port nanes of itself or granted nanes
of sites connected to itself externally for a user, and collects
informat on internally by using object indexes of pieces of the network
equi prent 111, 113 and 115. [17] More specifically, each piece of the
networ k equi prent 111, 113 and 115 conprises a plurality of nodules M

t hrough MB where each nodul e has the predeterm ned nunber of ports and each
port is connected to a predeternmned site. -3 r [18] Each M B 112, 114
and 116 is reqgistered h n S f identifying each piecge of the network
equipnent“%ﬁ?ﬁ‘figpﬁﬁﬂtﬁig,1 Jﬂpe?g%ﬁpgnﬁﬁ%é¢§% ﬁﬁ&ng%FéﬁH PHRGr Py of
| ine speed, etc., and stores the registered interface information for

itsel f. [PéropaEpainatheene repbiraey e pPrllisgageiehil. 122 ashiBvingistaret de same.

equi pnent. [20] The interface information is also registered to the

dat abase ser vdi2j125hef uteheinreefavo rid0memqagesranstagy o radi2 Gidcor ofotige otk
managenent. [21] After registration, each piece of the equipnent 111, 113

and 115 s{ffififedtnt €/ f18GRd1NE & ARId2RBaR N elved 829 aRCHBldb NG e lr@ut Whidsérzat i on
status and operation status of predeterm ned targets connected to the

and 125 pol | 18 e 3t sty e hoal oL SRR TPINLE ke T

and storegéhe C Ilggted iﬁte{face information to the database server 125.
[23] The YaPUBALLCEENESC 185 st ores the col lected interface information
separately for each piece of the equi pnent/each interface and perforns

net wor k managdidint Thgarstveerkeanagemeniapdera@iMe) 1 Hbgrneps retecsgwatag ape fatus or
each port by conparing the registered interface information with the

col | ect edofathe nbworke aqlippeetogstamh tRaesaguhoSeMP. [ 24] The net wor k managenent
system 120 finds the sane index anong the collected information with a

uni que one t hatseadiecBbl R nédiRrieaghipARAt 118s:13aRd UBdalHHrife s KMEce
information regi'stered in the database server 125 with the collected one of
the f Oundcd.n%&% -eacHiTMIB 112, 114 and 116, a kind of database for indicating a status of pieces of

the network equipment 111, 113 and 115. They read information from the MIBs 112, 114

and 116 to supervise the statuses of themselves. If pieces of the network equipment 111, 113

and 115 support SNMP, MIB I, MIB II, the network management system 120 can manage

pieces of the network equipment 111, 113 and 115.

[16] Each piece of the netwotk equipment 111, 113 and 115 in the network
equipment system 110 exhibits granted port names of itself or granted names of sites
connected to itself externally for a user, and collects information internally by using object
indexes of pieces of the network equipment 111, 113 and 115,

[17]  More specifically, each piece of the network equipment 111, 113 and 115

comptises a plurality of modules M1 through M9 whete each module has the predetermined

number of ports and each port is connected to a predetermined site.



[25J If a piece of equi pmrent needi ng managenent is newy registered, site
names, nanely, port nanes and object indexes are matched one-to-one to be
register%d [ 26J When a user queries a predeterm ned key val ue, the user
interface 130 gets corresponding interface information fromthe database
server 125 and displays the same on a graphic user interface screen. [27J
Each piece of the equi pnent 111, 113 and 115 all ows nodul e or port changes.
Accordi ngly, the indexes are reallocated orderly when a nodul e is added or

he networ k. mihgemant MOEfz ot ERGE eantib G PARE: Frilrhlitenfalecdach

pi ece of the equipnent. 111, 113 and 115 frog e MBs 112, 114 gnd 116 and
t hen st or@isthe psteetkequipmeat 155 1Agad ¢ 3 !aedesiﬂ%&fxeab%ra igdesies gad amiAy

target can be changed manually through the user interface 130. [29J
Ref er ri ngoftlmeRpged, 2tc., ang stodcstthee regiseededsinteefacé mformetioplfer itBIE conpany New
Jersey branch office, is connected to a predeterm ned port, whose index is

6, of the netvogk &méiam@d},tthAn&Ea&brkwpraﬁtieebmviktema%ﬁpmeﬁnsystem 160
queries current line utility of ABC conpany New Jer sey anch office to the

t Kk i t it
Cor r espond ng 2 ¢ A RseRAEROARIDE AR R ATRI U tad lUe Tl 1 1Y
forgoing, the.interface informtion was nana usi ng a predeterm ned
key, namePS§TVEH PAFBLFRSYHE T mPﬁi conventional art. |f

nodul es and ports are added/changed/dropped in a piece of equipnent, the
index for eacH?2lls Afterpisgistrytions earh queseeef teongepment 131, tHerad| 4 5astpresbl em
that the indexes should be changed again according to a predeterm ned
target. [Bfdrfake gsforBaton dnditielfl asorditge to ndesilemtibefstates andl apletagiont ftgusredul es
and ports of the equipnent A are changed. [32] When 4 nodul es are nounted

on the egm@&eﬂmmnéﬂ ARgktScoRaEdtsd B Be Mk FiRE 0PtheB} 1MRUIUI46andt 116. | Ndexes are
al l ocated sequentially froma port of a first nodule in use. No index is

al l ocated to rgo”Th%f m'I:lﬁ lﬁg ts 13812565841 %3 E@?ﬂf’e‘l‘&ﬁfi’{rﬁ 1%1%{19?16 t%‘?@flect

conmpany New J ey br i'ce I's connect to an i ndéx 1

i R R R e e T e
renoved. Eﬂf nDduIe Bis replaced with one as shown. Index positions are
[23] The database server 125 stores the collected intetface information separately
for each piece of the equipment/each interface and petforms network management such as
fault management ot performance management for each port by comparing the registered
interface information with the collected one for each piece of the equipment.
[24] The network management system 120 finds the same index among the
collected information with a unique one that each port of the equipment has, and updates the
interface information registered in the database server 125 with the collected one of the

found index.



changed in the nodule C and D according to port adds/drops. Each |ine speed
of the interfaces connected to the two sites is also changed. [34] Before

t he' equi pment change, information of ABC conpany New Jersey branch office
is registered to the network nanagenent systemto be read at index 10 of

t he equi pnment A. Thus line status of ABC conpany New Jersey branch office
is read with reference to the index 10 of the equi pnment A [35] After the
equi pnent change, each allocated index is changed due to index

real | ocati on. t 1S C : ' ' dto
an i ndex 5 of Prp AbduARQIERIRRRA: MENSE LA IR b HER:RLIBRAERRE | O
an index 10 qf t he nndulg g. aGa T 36% | f the changip i nforpation is not
updat ed, PHRIHAWRIHARD GBIFEHAISNS PP ERISOTHE-HIRYC fEgiYt e Ehe modul e A
in order to read a network status of the registered ABC conpany New Jersey
branch of fi ce.[26ons¥hereatusst qedsiss neprafieteinzined et valhe thetuaesr intestage 130 @ESEFG
conpany LA branch office, which is very difference fromthe desired one.
[3~1 To saruspdddisg ptabice mfotnhioadroime bid dnaashedrvaariRS and dgplarnthe Syaé 6l
probes the changed i ndexes and updates them one by one manually. That is,

in order %@pmgggxﬁ@@ﬂgggﬁggg_status of ABC conpany New Jersey branch
of fice, the user should change the index of the corresponding site

regi stered to t WOF nt in romthe inde 0. [ 3sl
o 5 shows dd Tox st eissr SR ARSETR et T AT a4 T2 b TP P S shiiech nad
net wor k nagenment systfem [39] If ul es. and ports of 6 each piece qf

equi pmnﬁ&?‘gg‘%‘é{n‘&@é‘}‘}?‘ﬁ%ﬂ%é‘i ?“ﬁe‘gg‘gﬁr@é%ﬁ‘? aé’%il“&rff é‘gcfeldso’ff%ﬁa‘?eﬁt"@a? thee
informati on of each piece of the equi pnent as predeterm ned key val ues and
recei ves @ther offe obin @es pdddelpnkesf ppetts or Et hernet nodul es/ ports, etc.
correspondi ng the key values fromeach MB. [40] If the user requests
predet er mi ned [R8ly Vileupthe vieBydrkenansgimenttBtdnac) readls thhiisteifhddnforaetsrefosor k
managenent system provi des the user interface information corresponding to

the key valHgselWs BEkhlighéndi 1 @190hd AN frdift bhe TBsUILI 114 AL M Nh HRE
interface information, ‘corrects the index val ues of the

stores the same. Then, an index value connected to a predetermined target can be changed
manually through the user interface 130.

[29] Referring to Fig. 2, a predetermined site, for example ABC company New
Jetsey branch office, is connected to a predetermined pott, whose index is 6, of the network
equipment A 150. Now the network management system 160 queries curtent line udlity of
ABC company New Jersey branch office to the network equipment A 150. Then the network
equipment A 150 gives the utility corresponding to the index 6 and stored in the MIB back.

[30] As the forgoing, the interface information was managed by using a
predetermined key, namely an index for network management in the conventional art. If

modules and ports are added/changed/dropped in a piece of equipment, the index for each



interface informati on connected to a predeterm ned site manual |y through
the user interface. _7_ [42] When nodul e adds/repl acenents or port

adds/ changes are occurred in a piece of equipnent, heat' operation is

| oaded in a process of investigating and correcting indexes. Al so, accuracy
of the collected data becones |owered until the correction is conpleted.
[43] In an aspect of the SNWP |imt and in the conventional network
managenent system when entire or a part of pieces of equipnment are

troubl ed I r F oLt f s of
the.equi pran SPEBREEE BheJRRHE el LR SORF g e M BNNELANDOHAREL® P
net wor kK managenent systemor every docunent on a line status that is
necessary%¥%ﬁMﬁ@%FEV%€§Fg%V?§HW§H¥Q$%n be lost. Additionally, docunent
continuity before and after the Line noves can al so be disconnected. [44]
Net wor ks of | dPHe ddgst & andpkillaytrasoindarisdfers dad niretheappdiles apryessolsiieh” as
change, new establishnment, cancel, etc., so that there are hundreds of port
i ndex chaaggsnert4bireThengefiore, the network managenent becones a | arge
probl em after devel opnment of a piece of flexible equi pment because data

accuracy becongg| | avgELS il RE: MBGRXd GRangesuishest A ahe 8GR)::0¢d edsiadbral |y
intime of the interface adds/drops/changes. RY OF THE | NVENTI ON [ 46]

An obj ect I nv.enti i.S I . t e [ or

i sadvant Son e ARIL BIEBEER i al Bl sttty 3B3h o 03 BEE KE RIGRICHRGEO T
_0_ [47) (Accofdingly, one object of the present invention is to solve the
f oregoi n nﬂPbﬁP@W?“%f%ﬁﬂBVFﬂﬁﬂgmﬁ'netmnrk i nterface autonmari c management
system for granting one or nore uni gue codes to a predeterm ned site
interfaced w tlB3leadi¢i¢seabe cgpipmancebngee dliprampanio Neyl Jestw braacheffigelst he
interface informati on of each piece of the equipment based on the granted
codes. [ 4&nnécted ean ghierd? ofinddule Bred EMG torupatyi Ioh btancprodfidede canmreetedan k
interface

an index 3 of module A. The equipment change is accomplished as desctibed below. The

module A is removed. The module B is replaced with one as shown. Index positions are
changed in the module C and D according to port adds/drops. Fach line speed of the
interfaces connected to the two sites is also changed.

[34] Before the equipment change, information of ABC company New Jersey
branch office is registered to the network management system to be read at index 10 of the
equipment A. Thus line status of ABC company New Jersey branch office is read with
reference to the index 10 of the equipment A.

[35] After the equipment change, each allocated index is changed due to index
reallocation. That is, ABC company New Jersey branch office is connected to an index 3 of
the module C and EFG company LA branch office is connected to an index 10 of the

module D.



aut omati ¢ managenent system for distinguishing interface information of
each piece of equi pnent based on the granted codes, which is a conbination
of formalized regulation with nulti-step sub-codes in order to distinguish
predeterm ned sites by use of the codes. [49) Another object of the
invention to provide a network interface automati c nmanagenent system for
reading all of the interface information of pieces of target equi pnent by
adopting a code granted to a predetermned site as a primary key. [50) The
f oregoi ng and her..gbj ect s and advantages are yealized b rovi di ng. an
apparatus for naéfﬂﬁJﬁﬁ?ﬁﬂfﬁg%qﬁ¥§@é%goﬁHﬁ%?%%ﬁ@%ﬁ?“@@ﬁ%ﬁggﬁﬁﬁ?tégﬁg?mork
equi pnent system having information that can identify a site connected to
one or noieads the érdexddoighe gapdleph dr erdsr therddrietegil rrane! dsdesistereddiBlg one
or nore managenent information bases that store the interface information;
and a net wonkanyraYrag fareayt braydt efficé. dlompeduendy thd eesnbinagenmenhe hefvorkrsthiusof
bases of each piece of the network equi pnent within the network equi pnent

system t oEBG! dogglan} DA briah& bfic€ wHIEDK By dffere@dRirhith@désitt@bA@L | On that can
identify each site as primary information to conpare the prinmary

information w akf e I e 1 ' [ he
interface inf c;ﬁlat iLIg)n?O%r &gsgfgﬁkgﬁlég}ée of 't %‘M%L»? %%&lig%a%%ﬁ%g% )I;SF@T}DP&CE
Accordi ng,to,anot,her aspect qf the invepntion, an ratus fory nmana

notwor kLSRR PGS AR PBRELHERRORCIY F9¢ BBt Se 81 Piist agan 871 or
polling interface informati on of each piece of network equi pnent from
nmanagenentetvakoytaras poABbasspasy Neackstsey brach pifidsethgesciohruldphppgeehe ingex
every predetermined time or in real-tine;, an autonati c managenent nodul e

f or conf i ofrilegcasirapyelngsitadgstaéd thehd neteotlacenagdroemelystem mead froromht he
pol ling agents, correcting or managing the interface information; and a
dat abase jpgexvey. for storing registration information for each piece of the
net wor k equi pnent or each interface managed by the autonmatic nanagenent
nodul e and pr Qi di S i i r i At -
According to gér?%t hg?g' gssg‘%gts 'lg]f‘e ;({"ﬁ@%io\rgﬂ\?geﬁf é%%nﬁbﬂégglﬁttgéng%}ﬁg *rgg%x[é%%%?al
nodul e conpri ses: a managenent target equipnent |ist portion for managi ng
interfacéggﬁgﬁﬁggyggng?ﬁsS%%ﬁe managenent portion for enabling infornmation
mat ched with each code to be inputted and di splayed; an automatic
managenent endfle fbmadyles adinaytsi off Behrpiace pf glquipment are changed, the network

management system calls for interface information of each piece of the equipment as
predetermined key wvalues and receives the one of setial modules/ports or Ethernet
modules/ports, etc., corresponding the key values from each MIB.

[40]  If the user requests predetermined key values via the uset interface, at this time,
the network management system provides the user interface information corresponding to
the key values but entirely different one.

[41]  The user, receiving the interface information, corrects the index values of the

interface information connected to a predetermined site manually through the user interface.



each piece of the network equi pnment at every predetermned tine or in

real -time using the managenent target |list and conparing the collected
information with the registration information to manage network interface
information automatically; and an interface nanagenent display portion for
di splaying a log of corrected information and intervention by an
admnistrator, if necessary, as a web page. -10 [ 53] According to anot her
aspect of the invention, a nethod for nanagi ng network interface

i nformation, ¢ rises ste of: (a ranti ng cod indicating sites
connected to h ivﬁ}?eé]r Péoég’?eo?é%%é#aﬁ?@ﬁ‘gs of Rt @ﬁ%%&%ﬁ% AEnOTEHEFd i a
generating a nanagenent target equipnent list; (b) collecting interface

i nf or mat i BECT BF cEERMeni Beavy gperaiien b digedk i 4 irpsrsh of (Viesisg AnSpReh FEOEG0r k
Management Protocol to generate a table at every predetermned tine or in
real -ti nmeindéxcp. diseg kicagacyf dbé ecllistehelbs bicanrs bedes! fiotil thee comddtestied
interface information of the table; and (d) conparing informtion

regi st er eghrhle@dnet work nanagenment systemw th the collected tabl e using
the granted codes and correcting changes of the registered information.

[54] Accordingu$0 gpg qgéecgépﬁm%.tSWPtlﬁigt g&g&“&&%nve%ﬁ‘ézé%ﬁe%kin‘} ARG TeNt

for the network GQUIphE nprises t -steps of: ectlnd1
information from each piece of_ the automatic mna nt .t arget ,equi pnent

sel ect ed H9Hh REREATEIT A B PEPIGERGT STEPPRE FABCEDA? P JFHEF e G RS
codes among the collected information to the adm ni strator, deleting the
abnor nal lsdeenngcing torepesionetraststfithe equnmer| #g rapedato; B oteseqaipmest an
interface of each piece of the network equi pnent to decide if the codes are
necessar ystamticnoslietted iy thheeohebkezhageselttsysttm dthevead doninsdnt anor Jinc saar i ng
the collected table with the registered information and correcting the

regi st er eghat i QEBalyORs [Sdlly d8GbHIHAENk fca Hel 106t. 1A de@dHARY, €dbcamcHE €6hn ity

del eting unregistered codes froma site code list. [55) According to

anot her %ﬁﬁ&tangfaf&p&eihﬂg%vieg’&n ﬁ%qr@ezja]?gng&rtec{mnagi ng network interface

i nformation, conprises the steps o inputting interface information
connected or t

be .connect to ap Jj.nterface of each piece of networ
caui prent; ( b)Hin; OGS sy 158 B OB vRtsoP Rt By e eSS Tibes
descriptiaon; (c) registering the inputted information to a,
change, new establishment, cancel, etc., so that there are hundreds of port index changes.
[45] Therefore, the network management becomes a large problem after
development of a piece of flexible equipment because data accuracy becomes lowered and

the index changes should be corrected manually in tme of the interface

adds/drops/changes.

SUMMARY OF THE INVENTION

[46] An object of the invention is to solve at least the above problems and/or

disadvantages and to provide at least the advantages described hereinafter.



net wor k managenent system and (d) changing the interface information using
codes of the inputted or registered information. [5~] According to another
aspect of the invention, a nethod for managi ng network interface

i nformation, conprises the steps of: (a) inputting a hostname to each piece
of network equi pment; (b) inputting interface information including a code
of corresponding site to one or nore interfaces of each piece of the

net wor k equi pnent; (c) generating an automati c managenent |ist to register
the list to a pgtwark nagenent, .syst ceivin urrent K
cqui prent  §nt dF ut 15O ST FPEep el L FREON% BOFF il tliite g
the received information with the one registered to the netwrk managenent
syst em usPRGEBRLTROHGINE BSFRH ST BT FBHIEETEH, SRR 196 BFORRE RGE at

| est one of a group of change of the interface information, addition of a
new i nt ertac@ranthiqiel eadeorte armedasyrndnest ity iirtgrfaced ewith ngach friess plmagearent
picture [5~] According to the present invention, by granting a uni que code
for i dentdduipmghtao pokdteted manage tetifteefataidédaatibo odracinpreed af theodquepmtdnt

pi ece of network equipnment to an interface description and performng

net wor kK neRagselorAled B§yRasi s of the granted code, data accuracy is

al ways guaranteed W thout correction of registration information of the

net wor kK manag nt ,system,.[5s ditianall .registratjon procedure.of the
net wor k rranagjggnt A s"é?feén?l?’%& %)fnt%éjer PAEN, FEhuQR ggsprgyldghgr{geggor%f ingerfage

pi ece of network equi pment become sinple.. -12 [ 5~]. When noving a line to
the ot her®ysePaitsr maawmﬁﬁéﬁfs,temh@redsﬁtglg@ahlaatlaterfgcenatfoxra%@.n thetds Bleee dat a
continuity can be nmintained and operational manpower for high quality
manage mentquiinsent basediva the gtrnead. cddegwhiddis ricombinatidy @b feryedizedbispeatian wilnd
features of the invention will be set forth mpart in the description which
fol | ows amdltmtgasub-asided mbedan®e dpipguieinpredecitimsé sitarbynge of theradys. skill in
the art upon exam nation of the followng or nay be | earned from practice

of the inventigg). HhHedrbi cﬂﬁéo’%_cﬁnﬁte%v&ﬁ'bﬁ%sp&fvi&eh@ rleRYSRTih QPR YuBfhatic
realized and attained as particularly pointed out in the appended cl ai ns.

BRI EF DES P T W N 6l e invent.ion.wll described.in
Got ot | T ElERt Sheed o RAGN MR b T AC BRYERNER e Blekes (S BFEEhIniiRe

nunerals refer to Iié<e el epent's \gnerej n. . _
y adopting a code granted to a predetermined site as a primary key.

[50] The foregoing and other objects and advantages are realized by providing an
apparatus for managing network interface information, comprising: a netwotk equipment
system having information that can identify a site connected to one or mote intetfaces of
each piece of network equipment and including one or more management information bases
that store the interface information; and a network management system for polling the
management information bases of each piece of the network equipment within the network
equipment system to collect the interface information, adopting information that can identify

each site as primary information to compare the primary information with already registered



[62] Fig. 1 illustrates a configuration for a conventional network

i nterface managenent system [63] Fig. 2 illustrates an exanple of the
conventional network interface managenent; [64] Fig. 3 illustrates an
exanpl e of managing interface information before/after a network equi pnent
change; [65] Fig. 4 illustrates changed network interface information of
Fig. 3; -13 [G& Fig. 5illustrates a conceptual diagramfor the
conventional network managenent; [G7/J Fig. Gillustrates an network
interface_automatic jranagenent, system accordin 0 an,enbodi t of t
oresent 1 ROCREIGN. “ebao e ey e MePfts: BEORSER . ki RroRReE il RemlcHe
network interface automati c managenent according to an enbodi nent of the
present i%AMEHP§HBN; [PJ Fig. 8 illustrates a status that a code is granted
to each piece of the network equipnment; [70J Fig.9 illustrates a table of

i nterface i nfdbhat iAsnofdorg eachotheeaspeof ohehevombengouii prepparafud 1fdr Enapagihd
illustrates a status of code abnornmality check according to the present

i nvent i oNgetivéadintdrfice Infoirhdtst fadastally, udaipreat pylliapapgas foepsink ntareee f ace
i nformation by the network nanagenment system according to the present

i nventi ong, rdhddofi®-cadt? Eie_u: %?tnre%&-ﬁ_&fu InRQk 390k Man@blRER L for MBRRI SRR f
before/after the network interface in

rmati on change according to an
enbodi nment ﬁf t he present ipvention: [74J Fig., 13 illustrates a £ anged
e e g

status of FRePFHL 8F £ SR r MRS At cOFHi REElTRIng dDe 78y °
illustrates a |list of pieces of automatic nanagenent target network
equi prentautenpatic margemenigmodule ifpy ¢pnfirmingschangas or 3ddy pf epipteglgerinfermagenent
according to the present
read from the polling agents, correcting or managing the interface information; and a
database server for storing registration information for each piece of the network equipment
or each interface managed by the automatic management module and providing user
interface with the stored information
[52] According to another aspect of the invention, the automatic management
module comprises: a management target equipment list portion for managing interface
changes; a site code management portion for enabling information matched with each code
to be inputted and displayed; an automatic management engine for collecting information of
each piece of the network equipment at every predetermined time or in real-time using the
management target list and comparing the collected information with the registration
information to manage network interface information automatically; and an interface

management display portion for displaying a log of cotrected information and intervention

by an administrator, if necessary, as a web page.

-10-



invention [77] Fig. 16 illustrates a managenent status of an automatic
managenent engine; [78] Fig. 17 illustrates an autonatic interface
managenent display; [79] Fig. 18 illustrates a status for notifying a | og
generation to the admnistrator; [80] Fig. 19 is a flow chart for network
interface automati c managenent nethod according to an enbodi nent of the
present invention; [81] Fig. 20 is a flow chart of an autonatic nanagenent
engi ne according to the present invention. DETAI LED DESCRI PTI ON OF
PREFERRED EMBGEX MENTSo {6l to G tHePhdioud &QHQﬁ{v%hﬁﬁf} a%aﬁéq Fgr'tﬂiﬂlagfn% neRdERENt
a network interface managenent system and nethod thereof accordifg to a
preferred enpodinent of the i.nvention referencge to,.the acconpanyin

G ot ngs TR ETGHISoR FBPIRS GEEPA ol GATHE BH 0 R A4E e PP AR R rent
system of network interface according to an enbodi nent of the present

i nvent i orcach gaterfmes ef epdhgprEg of @,etw%g equinsrant i 20d racnagEng Bt megage@sniofarget
network interface conprises a network equi pnment system 210, a network
manage nmendquipsére s 26 ticctiaguserfadenhérrfraden 23Ceach plece of 8] néetlverknejuypondat
equi pnent system 210 includes MBs 212, 214 and 216 to which a code is

grant ed f@kodgdesitipfeyNegvRRMarbéBedtMAHRLY 1o FaRhitC dbIC of ERSPpRdSctAingach
description of interface information of each piece of network equi pnent

211, 213 a6].. 3 t 0
por odi carly ofar i 6 EatRlids ARRAREARDbFMELAL: S0uRAUEA DS
equi pnent, .conpares .the collected information with the registered one on
Che. bast SPGHTRBHEOF HIEGRHEARBND T CBIT LTS oEage e TR o abee
interface information automatically. [87) The user interface 230 queries

t he i nt eryaiee Withotheneqlisered ralle cuisigethei grantedi ¢aslss tagdt ¢nsreqirgushrogstrrdg@erent
system 220 and di spl ays the queries and answers. [88] Here, the network
managenentegistestdanfaz@@ticonpri ses pol ling agents 221, 222 and 223 that polls
each MB periodically or at a tine to get the interface information of each

pi ece of the gsji PrRQbsduBtoAUNBHER bakSechBN BRSRPAHHORDHHel Rriifid Makagemkestor he
information collected by the polling agents 221, 222 and 223 into a table

and conmpagi @tk etqﬂff)kr?eny\’ic&gpﬁgg the sub-steps of: collecting information from each piece

of the automatic management target equipment selected by an administrator to generate the
table; notifying abnormal codes among the collected information to the admunistrator,
deleting the abnormal codes from the collected table, checking opetation statuses of an
interface of each piece of the network equipment to decide if the codes are necessary and
notifying the checked results to the administrator; comparing the collected table with the
registered information and correcting the registered information; and deciding if a line is
canceled or used and deleting unregistered codes from a site code list.

[55] According to another aspect of the invention, 2 method for managing network
interface information, comprises the steps of: (a) inputting interface information connected

or to be connected to an interface of each piece of network equipment; (b) matching the
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already registered information to correct and nanage the interface
informati on automatically, and a database server 225 that interfaces with
the'user'interface 230 and stores each kind of list and registration
information for each piece of the equipnment and each interface. [89] The
operation of the network interface nmanagenent system according to the
present invention will be described belowin detail. [90] As shown in Fig.
6, the network equi pnent system 210 includes a plurality of pieces of the

networ k equi prent. 211, 213 and.215. Each piece of the .equipnent 211, 213
ond 215 COMSPREBEoRmRogrdt RHEE AbtPae DTS h A% RO GrE PR S And
one or -16 , , hore of MBs 212, 214 and 216. The plurality of nodul es
M1 MO ceffipiicmansgsmsniysicay kel changiag thsringsfaesinforogtion psiogcedes of the
predeterm ned sites. [91J The MBs 212, 214 and 216 contain the interface
i nf or mat i wpuftal oemgihtepidegfroftieche equi pnent. The interface information
i ncl udes equi prent nanmes (or host nanmes), indexes of each nodul e and
interface accqsdgli NngAdcer eebar sdpebSof the divieh@halali¥eth & fesAMAgIng nktvibrk 8,
bandwi dt hs for |ine speed, |IP addresses and codes for identifylng
predet r [ puARd: 3hioffa RN ISEHAN MeeRER SEE! FBERINA! L pAlifnt RElHdPBidc dihe
interface information. [92J Each piece of ‘tthe netWork equi pnent conprises a
description itemfor ea@g interface. A.u?er can.i (gt desgriptions t Q. the
descri pt i BVPHeRURBE T 83 JABiRE Hsdrsegriosmarian er&ﬁf et £89¢ 81 £°5TRNEEE M B
or an individual MB for each cgnpany, so _that correspondi ng val ue nmay be
queri ed tBtet ifeoncopy EWE® iHETitFep 0 echopiceq)of ProAetwert 6qHBMEYS g‘ﬁrﬁ?&@ﬁuﬂ&éﬂ
SNMP. [93J Each piece of the network equi pnent al so grants a uni que code to
a predet eruwmett sata@enenniist tetgtscer ahelst tto & meiwgpk tnanhgensearsystam;t (Hereceaitiopf ace
description item By using the code, the site can be identified. In order
to input &ieeneaesorc eqpspaition@atic Al e terinifarferpidesen afal-tihe, @ahpagingnt
is selected and then a code including characters or synbols for identifying
a site ! SukBithvetOnfditalit GAHARE ALIEHIBIEH D thi BBRvobOfhohfoflid stk us
bandw dth corresponding to the intertace 1s also I nput, sO that nanageﬁent
can be perfornmed automatically whep the lin ggfed.changes 95? The code is
cl assi fi "Ry H&F%\ Oéta‘aWSranga €8 %9?“’5’111 PSFOPYE Aetet § epg PriEghtP ©
according to requlated rul es and systen zed as a tree structure.
Accor di ng<rfylslg%a>g hthe ogterides informptinnp faddisioguel Aupay iatedgresiml delgdon; and (e)
conbi nation. -17

displaying a new interface management picture

571  According to the present invention, by granting a unique code for identifying a
predetermined site connected to an interface of each piece of network equipment to an
interface description and performing network management on the basis of the granted code,
data accuracy is always guaranteed without cotrection of registration information of the
network management system.

58]  Additionally, registration procedure of the network management system for

interface adds, drops or changes of each piece of network equipment become simple.
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[ 96] Each code is managed by using a DB table, DNS, X 500, or Lightw eght
Directory Access Protocol (LDAP), etc. Here, a target connected to the
interface may be a site name. Nanely, each code is classified by using a
classifier, LDAP, or X. 500 etc. [97] If, for exanple, a target connected to
the corresponding interface is "New Jersey branch office anong foreign
branch offices of ABC conpany”, a code can be inplenented as foll ows using
a 4 step tree system[98] Conpany code: ABC I NTN [99) Business code #1:
EXPORT [ 100] in code. #2:.. B 101] Site Full : I se
Branch O fi ceq#iozﬁﬁﬁ%nemé)glc%ea 15963(;3“{? ro[t?(l:etquliegflor{kh%lu}ét%qnggrg‘gs? )d;sl'ﬁcg déal?aagsrlyofti ers
are made intgo a single line code as fol|lows. Here, the classifier is ::'",
as an enb8d MBHEIOESRtASeRTRrE ca hegpaintagied gad operdegal ma&aeweroffpf high WalRg
foreign branch offices of ABC conpany is inplenmented as ~ABC

| NTN: : EXPORTageBRANGH caNdw rdducsdy Branch O fice'. [103] According to the
above nethod, a unique code, matching with each site connected to the
interface of each piece of equi pment as one-to-one, is input to the
description itemto be registered. Here, the code includes at |east 2-step
sub- code combilA@t i eﬁqi.dlt[omﬂ}dmtaaw, ehisoidi ansinfeaturdienfdhe mespérndivigbe eidosthy be
granted as follows by using an address systemconprising .', delimter or
a DN val ue pant or derdesaipniencuiech éalldws ansli ngpaxt ¥00bedoBRPappareat Booheisn hixeime
Server (DNS). -18 r [105] For exanple, the code may be inplenented as

New er sey&idanehiill i @eaXPAsdn Saahshioast thOtdloh&Bbr AP bl MaekddeeemGRt@ice
granting nethod for the network equi pnent managenent is now described. The

de isi - . ; g
Cdont i Ty Sk SR RSET T QGRAPANY Bk R AR O HS LR 0P E et RGeS
conprised of at. |east 2-stqg sub-co %&Eﬂonbi nation. [107] For the

conveni entS@HHCUEE OPIEd ¥ 1t e PHaR & conprised of 3

BRIEF DESCRIPTION OF THE DRAWINGS

[61] The invention will be described in detail with reference to the following
drawings in which like reference numerals refer to like elements wherein:

[62] Fig. 1 illustrates a configuraton for a conventional network interface
management system;

[63] Fig. 2 illustrates an example of the conventional network interface
management;

[64] Fig. 3 illustrates an example of managing intetface information before/after a
network equipment change;

[65]  Fag. 4 illustrates changed network interface information of Fig. 3;

-13-



sub-codes conbined into one line as the follow ng order. [108] First, the
conpany code, for exanple., LGCNS, uses a pre-defined code for each conpany
and’'t he busi ness cl assifying code, for exanple, HQ uses a pre-defined code
for business property of sales, or a salesroom etc. Here, the conpany code
and busi ness cl assifying code are input w thout any bl ank between
characters. [109] A full nane of the site is input within 50 characters in
a free style. Here, special characters, for exanple, single/double

guot ati on mar gé‘c)jr é;& ﬁaglrl]ot be used bec%use t hey_can make a prabl emi!%,5
generating a s &% enc MUSFRES cBEPEER B e FAFAR t rfﬁl“é‘i’&fi%ﬁ P Y
LGCNS: : HQ : Twin 10F O fice. [110] Every piece of equi pnent has each

di f f er ent MaB3AKAL, for exanple., DN C7513C and the code shoul d be al ways
inputted uniquely within a single piece of equipnent. However, the sane
codes are all o¢@ld Bég ebustaashndietwak entrfpicemeorodticaganagemerit.syftdrh bcdrilingach
different piece of equipnent has the sanme hostnanme, each code shoul d be

i nput unim%bm%ftm@ﬁfés@@megﬁ&ge of eqi upnment has different hostname
each other, -19 t , the granted codes may be the sane. \Wen any two or

nore pieces of gqui n; h nme.hostn however; . n codes
shoul d be di ff[gslentﬁ%ngc 1“%?"‘%‘%!_‘ %T?%maéi aﬁ? rar?%? ithnea\r,t\%“ Oeflfi lbge?%gﬁr T% 3%0%%& ng

conpared with the information register to the network nmanagenent system
el ades BEEEReR e M SO AL DAt R ane hoo nanes. and

codes do not satisfy a condition for the primary key. [113] The uni queness
can be mai nt ailf®d Byg rutibeiratega avtus shtonsodaw erardedhto Pacheiecsr @ bhemsbrarkd to
a single piece of equipnent and a single site. [114] LGCNS:: HQ : Twin 10F
O fice #ledquifdbintl GCNS: : HQ : Tunn 10F Office #2 [11 G Alternatively, the
codes may be granted each differently. That is, when 2 or nore lines are

connected to a7g ngligoRil@eArRfa BB BMBNErfARNinAorB1al8h Foblch@ plebe of MdBForRBY
be granted each differently or sone information can be added to each code.

[ 117] Thee('iauril;rggr{tace code, which does not need automati c nanagemnent or
cannot be conparison target, is stored to an exception list and excl uded

fromthe compapison. {aRLSl AUtomet i, TEIAGeIRNt, Nl ¥, whep, Lields of

invention;

[72] Fig. 11 illustrates automatically changed network intetrface information by the
network management system according to the present invention;

73] Fig. 12 illustrates a diagram for automatic management before/after the
network interface information change according to an embodiment of the present invention;

[74] Fig. 13 illustrates a changed status of the interface information according to
Fig. 12;

[75] Fig. 14 illustrates a list of pieces of automatic management target network

equipment;
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code are any one anong BAD for bad port, Test for test, Excp for exception,
and RSVD for reserved, they are not conpared, are skipped and witten to a
conpany code file, for exanple, except cu.txt, and a business classifying
code file, for exanple, except site.txt in the exception list. Additional
exception lists are added to each corresponding file. [118] If a portion of
i nterface nanmes anong i nformati on of pieces of the equipnent collected

t hrough the SNMP have no need autonmati c managenment or should not be -20
managed aut o p.cally, they are excluded fromthe conparisan targets. For
exampre, the St did Sl FCe A aite BN FOLLCRARNE U SOp Bt ATM
subi f, VLAN, 0.0-AAL5 |ayer, 0-ATM | ayer, 0-AALS |layer, EOBCO 0, unrouted
VLAN and WUf?49% nk etc. The above exception lists are witten in the
exception list file. Additional interfaces to be excluded may be added to

t he correspondirfig fhig. 46 .illystra@} a nfanagenmehe staais wé agrnatotradc tanagepreadedgrayi ned
target for identification has sufficient readability, nanely, in case that

the network mﬁger}eg]tn_smﬁh%h b alit0maBPRit@tice hadhgdit@t GRPRANY' S own, the
code may be used as a site name [120] Since neanings of each sub-code of a

Gopar tmont,  ore) ot EFafs AR ol AP A PIGoRRAR SprAORANels T, |

sufficiently n@ﬁ@rg;oo ,.a NMS for the co an¥ S own operation doeslﬁoa
match a full P8 t1els Aol T for REQEL IETHHASA AU PAC A48 TTE VRPN and
can adopt the full nane as a site nanme, [121] The network managenent system
220 conpr #seshngio anfgnbagimens of she present 7@ @3, an aut onati ¢ management
nodul e 224 and a dat abase server 225. The polling agents 221, 222 and 223
read i nformati[8f pdiig &iisal flow @hark pf meautahate thaogembet ddgbs RiGdirglw thad
216. The automati c managenent nodul e 224 reads the interface information
for each plegGeifRtn@®si pnent periodically or in real tinme, depending on

whet her t'’he equi pnent is an automati c managenent target. Then the autonmatic
managenent nodul e 224 nanages the registered interface information
automatically on the basis of the codes. The database server -21 31

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[82] The following detailed description will present a netwotk interface
management system and method thereof according to a preferred embodiment of the
invention in reference to the accompanying drawings.

[83] Fig. 6 illustrates a configuration of a automatic management system of network
interface according to an embodiment of the present invention.

(84] Referring Fig. 6, the automatic management system of network interface
comptises a network equipment system 210, a network management system 220 and a user

interface 230.
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225 is a database for storing the registration information and the
collected table for each piece of equipnent. [122] The network managenent
system 220 registers the interfaces and codes for each piece of equi pnent
to the database server 225 as shown in Fig. 8 in order to manage each piece
of the interface information registered to the MBs 212, 214 and 216. [123]
More specifically, the interface information for each piece of the

equi pnent in the network nmanagenment system 220 incl udes equi pnent nanes,

i ndexes, bandw dt h interface informati and a I q e a ..
connection t a\rl\l-dég]t . %ﬁér"éf‘v‘?rﬁ%qﬁmésyé@&égﬂy“ﬂ%iﬁ f@%s ?ﬁ%%’??éﬁé ?iﬁ i vhick he
one registered to any one of the MBs 211, 213 and 215. [124] After reading
al | of the dode s fgrerted nboridentfping feseh esdtehupflede Bich kedegotpspends te heach

net wor k managenent system 220 sel ects targets to be managed and registers a
list of taéactipi@edfdinietfatdiafdatadbaseefbmRE oZB&wo&l&&ﬁiipﬂihr&tzﬂmzntd‘md met wor k
managenent system 220 reads the codes inputted to the description itens

from each pi egggjof ﬁe%e@\g&kpfﬁ%&egemgpﬁgﬁn{ h&o ﬁwt}@nﬁm@gkﬁ&ﬁsmyttg%@m@?re,

NMS for custoners is also applied t Mai nt enance Service Provider(

[126J I n grder to manage the_.network.auto icall he aut omatic
management mHiTe: 204 B Po HetHBt 1T gale i em 998t cwssslerieg

M Bs 212, 214 and 216 to request the interface information of each piece of
the equi pﬁé%maﬂ%i%# theereBhithirechPBE oPnthe Hhasis jaftcode ipfaragEARCR £PEREE and
equi pment registered previously to the database server 225, periochcally,
at a ri memenagentheaegisteiedentodpqegnionmapert ditprgatéggnt s 221, 222 and 223, and
reads the -22 interface information for each piece of the equipnent with

the codes of t[BE cdarheesédiareriaad 2Bt Gueriksldélintdtfacedbfomation ohpRRdgeikintd simdul e
224 makes a table as shown in Fig. 9 using the interface information

col | ect edofpfuael MuRheikar sikh Ak 2Bols ey RAL LidghRGeR o 221, 222 and

223. Nanely, the automatic nagenent no makes the table for each

i f th i /J f f I i | . of the inf I f
N O S R R

operation statuses, codes, etc., wWhich is registered to the automatjc
mhnagene kAR Hiidinls £t MR petitgcallor shwpme fa 28 hagnieHice Infogmatiomel cach
automat i ¢ managenent nodul e 224 checks code repetition or _ _
non- def ecl?lif?&ﬁefhfgtéls cqaipgent, @b auiyematts] heeagerientrmedila 284 ithdtonsahes itominfernptien ent
unnecessary
collected by the polling agents 221, 222 and 223 into a table and compating the table with the
already registered information to cottrect and manage the interface information automatically,
and a database server 225 that interfaces with the user interface 230 and stores each kind of
list and registration information for each piece of the equipment and each interface.
[89] The operation of the network interface management system according to the
present invention will be described below in detail.
[90] As shown in Fig, 6, the network equipment system 210 includes a plurality of
pieces of the network equipment 211, 213 and 215. Each piece of the equipment 211, 213

and 215 comprises 2 plurality of modules M11~M13, M14~M16 and M17~M19 and one ot
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managenment. [129] As shown in Fig. 10, the uniquely granted code val ue
becones the primary key. Therefore, the code val ue should not be repeated
and'be checked if it is necessary and witten exactly. Then, the check
results are informed to the adm nistrator. [130] After the

non- def ecti veness check, as shown in Fig. 11, the autonmatic managenent
nodul e 224 conpares all of equi pnment nanes and codes included in the
interface information coll ected fromeach piece of the automatic managenent

225 0 11 e R MiPke 2L FLEaR Admeliepi sl meraR: "k S0 Gt e

managenent nodul e 224 checks if there is any change in the interface

i nf or mat i piedetadniaest neeby af et Ardrpasectedibaregntsrannastbitthe basis of the
changed codes automatically. -23 [131J More specifically, when there are
nmodul e adds/ r gpljac die B2 1@p21odand a6 cantdisy/ thhamgesce infanptied ébresanh pede

pi ece of equi pnent, the equi pnment nanme and uni que code of the correspondi ng

equi prentoafiR ARGRHEA. TBe LASrfRCl MBSrATackendl@dR & qapiRAk @dmith t(Br hB& names),
information registered to the database server 225" Then, the sane codes are

found to rapl e ' i nfor ion wt he, .cQnr dj ne_in
the col | BRa rosld mpIb A EE i ShBERRbL B el SR RUATORANTL Mol g
as the primary key in order to be conpared with the interface inforpation
of the colBebiEadvudor gﬂ%ﬁeeeéhﬁ’ KRR G EeiE e LA s FTBed BEE or
update the interface information automatically, when the |ines are changed
t 0 connec¢onfeethd theachitterfagsiase dspincladed imbpintedffacg 3 foppettandi ngl y, an
interface status of a predeterm ned piece of equi pnent can be queried in a

predet er mi ned [PAr i dddclopiden df hke preeekteqbipment boroprdtes b hiescdpeioni inte fdraeeh 230
and the answers can al so be confirned exactly. [134] Referring Fig. 7, the

net <vor k iAeRRee Teider SHBInBt dACrpER S thd\@ese@stRndtent. R rRIpIRiNg H&YriptdntiBange
the indexes of the registered interface information autonmatically on a

basis of kheieeads I Akl oML DSNSLIONS AVFATEOL (SUBLEM M0 Ld3Bbadle

net wor k ITB. agenent ! od _per orned Int e_ net wor - enent SysS -
caui pront S FEISED e B PTHiE Pt SRR R dyPETEA ded TN
nodul es m the equi pnment are changed, there are
[93c1 EfEach piece of the network equipment also grants a umque code to a
predetermined site connected to a port to input the same to the interface description item. By
using the code, the site can be identified. In otder to input the code, corresponding interface
of each piece of the equipment is selected and then a code including characters or symbols
for identifying a site is input to the interface description 1tem.
[94] In addition, a bandwidth corresponding to the interface is also input, so that
management can be performed automatically when the ine speed changes
[95] The code is classified and granted for each company, area or business

department according to regulated rules and systemized as a tree structure. Accordingly, each

code has a form of unique multi-step sub-code combination.
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many differences between a table collected fromthe MBs of the equipnent A
by the automatic managenent nodule and the information registered to the
dat abase' server. -24 [ 137] As an exanpl e, before the nodul e change, ABC
conpany New Jersey branch office has an index of 10, a nodule of C and
interface information including a port of 6, speed of 1544 and a code of
ABC | NTN: : EXPORT: : BRANCH: : New Jersey Branch O fice. After the nodul e
change, the index becomes 3, the nodul e becomes D and the interface

| TR | EXPORT - ERANGHCH N 8GRl bk oot (28 8lo s PR 0o PLRRRA, "

the basis_of the previous indexes as registered to the network managenent
syst em wi Prstenchssge Peroeid- Mo ciraticsh akrisst corneciegdalthe dparigs, mihke fead
results become wong. If, for exanple, an index 10 of the equipnent Ais
read i n ositeranteoNgetelyutichicoiles ossiABTb oymamnyladsidier, Jd? SByorbX 40 btcof f i ce
after the nodul e change, the one of EFG conpany LA branch is queried. [139]
T' o sol ve thi sopr olikefsr eih@plaUh aimti EodfRbRaNBRE BREPRJERNPEIRASe INENew
coll ected table and the previously registered information, finds the sanme

equi prent 1 and G948, dpcket BEBng GBle eﬁratnﬁlé‘ <%fﬁ1’:é%r Laoagd %H{ﬁgﬁgi N B8 off pkhe

nodul e chhange wth the one after the nodul e change on t asi s of the sane
equi pnent . arld cotd . Eoildfo%‘n Then, the inq%x is changed from 10 to 3, the

i nt erfacemi’%ergﬁ%ﬁ‘g%sd PEMSID A GFR T8THE™ D 1 and the speed is al so changed
from 1544 to 45000 automatically. [141] As an enbodi nent, the automatic
management noddPle &ﬂfﬂ?fi%’é@d% Mnagerrent system separately fromthe
net <vor k managenent system Wenever a configuration of the equipnent is
changed, the cRahgSusamsgedemt!: EYXN@RTi nforns t he change to the network
managenent systemperioclically or in real-tine. Alternatively, the -25 >
> change nmanageo®ntBusinstseidde #26BRANCEF v alues in the MBs of the
correspondi ng equi pnent using systemlog, namely Syslog, transmtted from

t he equi pnent [ﬁ@gt hﬁemw&&wﬁg&gﬁggmﬁﬁmgﬂ periodically or in

real -time. The network managenent” sy m reads the

[102] The above tree structure, the sub-codes and classifiers are made into a single
line code as follows. Here, the classifier is “:’, as an embodiment. For example, a code for
New Jersey branch office among foreign branch offices of ABC company is implemented as
‘ABC_INTN:EXPORT::BRANCH:New Jersey Branch Office’.

[103] According to the above method, a unique code, matching with each site
connected to the interface of each piece of equipment as one-to-one, is input to the
description item to be registered. Here, the code includes at least 2-step sub-code
combination.

[104] As an embodiment, the corresponding code may be granted as follows by
using an address system comprising ©’, delimiter or a DN value in order to be queried by

using X.500, LDAP or a Domain Name Server(DNS).
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interface information of the correspondi ng equi prent and adopts a code as
the primary key to correct the changes automatically. [142] The interface
inférmation may be changed automatically with restriction to the

pr edet er mi ned changed pi eces of equipnent, not including all of the pieces
of the equipnent. [143] The operation of the automatic nmanagenent nodul e

W Il be described mdetail with references of Fig.6 and Fig. 14 through
Fig. 18. [144] The automatic managenent nodul e 224 conprises a managenent
target equip | i;st porti 234, ,a site,code_pnmnagenent . i 244, an
automatic nazggéﬂegﬁnengfﬁ% @gﬂ, d#eintégg%ce ﬁ%ﬁageﬁ%nt &gg%%%§&964.af145]
As shown in Fig. 14Wéé§e mana enea% target equipnent |ist portion 234
manages a EVELseEPragridbice sxPsh piprthe se interface changes are to be
managed. Wile the equipnent list is registered already to the network
managenent sysiiesh Thesnterfagreeodsegrantinggmethpdifor the netwotiecquipmend Inasggdnagnt
conparing the currently collected interface information with the registered
one, | P agaieséssibedoThe Bbdeat kPt i Hidegsf E@hpaiyeiks g basiddlg ctOrihesdandi ng
equi pnent through the SNMP, and ot her necessary information are inputted
together {10,446 SQRUERARALY !si'téhsig%@wg%%%dz;’ 75 20classlfitf Ghd EBRIRAAGE TRRbst
target equipnment |list portion 2 al so decides It each plecg of equi pnent
needs aut 9 tic @anaggn n%iaccording to its characteristics or a version of
oper at i on* 8RFERCOLS PmOIRRON, o i Sters correspondi ng equi prent to the |ist,
if necessary. Then, the managenent target equi pnent |ist portion 234 reads
the informati dAV8f EQrl ther convseiensor of SSpiRiass t@? s Bﬁ’%n& FOFRSHF m? or
at any time using the list and nmakes a table for conparing the read

i nf or mat | vb-sidehcerhkinedigits praliness the followingherdaet wor k managenent syst em

[ 147] The site code nmanagenent system 244, as shown in Fig. 15, is inputted
a nane and |i ngosjurtist, thocompponeidagfdraexemph., AABENBpused SEpresietiney evdecfoce t o
enable themto be displayed within the network nanagenment system [148] The
aut omat i CerRNg hind® B K1RindSelas@ifyiAPPOAL ®d QrfpRY, IRET §RE H120 BENAT e
aut omati ¢ managenent as shown in Fig.” 16, is operated inside the automatic
TRNAOCITE o TR piche B ot SALS PU LocRILTRAL, 12" @ifRh) 20aP5hd AdliRaL! Y

classifying code are input without any blank between characters.

{109] A full name of the site is input within 50 characters in a free style. Here,
special characters, for example, single/double quotation mark or ‘&’ cannot be used because
they can make a problem in generating a SQL sentence. The code can be inputted exemplary
as follows: LGCNS::HQ::'Twin 10F Office.

[110] Every piece of equipment has each different hostname, for example.,
DNIC7513C and the code should be always mnputted uniquely within a single piece of
equipment. However, the same codes are allowed between each different piece of equipment.

[111] If each different piece of equipment has the same hostname, each code should

be input uniquely. Namely, when each piece of equipment has different hostname each other,
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aut omati ¢ managenent target |list and conpares the collected information
with the one registered to the network nmanagenent system |f the collected
infdrmation is changed or of a new interface, the changed or new interface
information is added to the automati c nanagenent target list. The
information of the dropped interfaces is deleted fromthe automatic
managenent target |list. [149] The automati ¢ managenent engine 254 coll ects
information all/a part of pieces of equipnent periodically/ at any tine to

table it, ,chec uene def ecti veness

i or mat | 8 B 6o RR RS e Sen R FORP RS R ol phrep b REAES,
not unique or defectjve. [150] It also generates a |og of a code that is
not val i dsamifshRstasmes henwerer, efh%lgﬁéFeétcééestﬁ%@u@d?er‘EgﬁGﬂﬁ?aﬁb ofsete from the
table. It generates another |og for an exceptional code existing in a

pr edet er mi ned [@%geftinare phirsery eyl velet éorelscingeompared fvitbahé mfformmatongngistered
corresponding to the exceptional code fromthe table. It al so checks

whet her  atC idendtdofiefatgRiménbyysehe aldui@s tab teadPeicahbdRiansd at® code, 8achatpihece
of the equi pnent and generate a corresponding log. [151] It al so conpares

the curr e&%&@éshﬁ%e@Qn& abd& d'o’HoQEe[B@iaJ Plonitdh ffoPﬁqe%} rﬁﬂé;ﬁt ered to the

dat abase server of the network managenent system I'nterface is newy
added, the cor i ng information . ed to the | rrratlon stered
16 the dar abaskJor B MieBrR B A1 iR ﬂlﬂf@?ff%easr’ffg it APl
deleted fromthe information regl stered to the database server

aut omat i celcpnperss rowysinglapicsepicapipment andygsiage sitc- del et ed, the aut omatic
correction log and a list of functions in need of the administrator's

i ntervention aiédgddeChiSedQ: Ten linhEYGssHity site names and |ine information
are cleared off. Here, the log is generated after executing the automatic

managenment engitng. ASCHISOMQ:TRadiQF Clffce #Pe | og is notified to the
adm ni strator for exact automatic nmanagenent by checki ng abnormality or

rule violatiomiQr Alen/RyPIRModed 2]beT nte@%adls JIRAGIIH! ?ﬁatvvee&}hwb%ﬁ for
code grant are violated, the sanme codés are existed in a’ piece of

TR 4 TR RN Y ERL SRR T T NN
uplup. a gr?mted each differently or some information can be added to each code.
[117] The interface code, which does not need automatic management or cannot be
a comparison target, is stored to an exception list and excluded from the compatrison targets
in automatic management. Namely, when fields of company code and business calssifying
code are any one among BAD for bad port, Test for test, Excp for exception, and RSVD for
reserved, they are not compared, are skipped and wtitten to a company code file, fot example,
except_cu.txt, and a business classifying code file, for example, except_site.txt in the
exception hist. Additional exception lists ate added to each corresponding file.

[118] If a portion of interface names among information of pieces of the equipment

collected through the SNMP have no need automatic management or should not be
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code is added, the automatic managenent engine clears site codes off, and
the codes are included in a list of the deleted codes that are no |inger
usell in the network nanagenent system The generated log is notified to the
adm nistrator. [154] A log denotes invalid when the interface information
is not valid, code repetition when the sane codes exist in a piece of

equi pnent, unnecessary when the code is not used and necessary when the
interface is added. [155] Fig. 19 illustrates a flow chart of a nethod for
managi ng i cep r i i di

o oaant 1 GaliRh bul L ELARE Ty Che AEMUIAT R M Lot MESRE LOO b e
grants a defipitiv de to each description o he,int er. | nfar Lon
of each pgﬁﬁkﬂ%?e¥ﬁ€&gdHW ﬁ@h?“%ﬁﬂmggﬁ% eQK@EM%qéﬂbﬁéﬁPEﬁfﬁéFsbghK§§ 1) .

[ 157] The networ k managenent systemcollects MB values fromall of the

i nf or mat i loyetf @A T4 dryen DebbLbiayer HiQIHeMO, pmouteghVEARN BNNulgbek exdi ‘Elad 2Bpver i n
real -time and nmakes a table(step S212). Then, it checks non-defectiveness
such as cedeptaplistd ie auritasndn nthd excopar karfide Adelittnal mierfabes odiel excluded may
information(step S213). [158J The network nmanagenent system conpares codes

of the i nfOfdmEi®the @Stk files. i tself with the ones of the collected
informati on(step S214) and finds any change(step S215). [159] If there is

h , t di j i.cal - 16).
The ntonmti carl§OE R 8L Ak FHANGE Lod o RCAGERSHe S UBIE LI R XALER 1610
nagement engine wll be

-29 [169% The o tion of the automtic
descr i bec BTG SABALe AEPERdS %% HGhe Dervopk BENEFRENGUT B £ TRSFIGRMEnt
engi ne collects information from pi eces of autonmatic managenent target
equi pment theepepreds oynitthe cedimingy be vt @s 2 agingener ates a tabl e(step S221).
[ 162] When a code of the collected information is not unique or a
predefined excépd]i Girade noer@irighat edbhessbotle 0bHs esdeeare ulresly inmnggatessat table, e t he
table, the code is deleted fromthe table and the corresponding log is
gener at edinkdinAkEe lof Ronkink B GOdERAREnMetd) it Rputted automatically. If meaning of a
code value is sufficiently understood, a NMS for the company’s own operation does not
match a full name of the company or the department with the code value and can adopt the
full name as a site name.
[121] The network management system 220 comprises polling agents 221, 222 and
223, an automatic management module 224 and a database server 225. The polling agents
221, 222 and 223 read information periodically or 1n real time from the MIBs 212, 214 and
216. The automatic management module 224 reads the interface information for each piece
of equipment periodically or in real time, depending on whether the equipment 1s an

automatic management target. Then the automatic management module 224 manages the

registered interface information automatically on the basis of the codes. The database server
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one in the information registered to the network managenent system [ 163]
These exceptional codes axe caused by tentative test or drop of a
meani ngl ess virtual interface. A part of the interfaces do not need the
aut omati ¢ managenent or shoul d not be managed automatically. [164] The

aut omati ¢ managenent engi ne checks an operation status of an interface for
each piece of equipnent(step S222) to leave a log in order for the

adm nistrator to delete codes if the interfaces are not in use. \Wen the

ti t at , : iften,
TR corr e¥B0nd At At dof SeHRk iy BRRlor Mtndith,HiIP pOTEed SullSonbih "

managenent engine |leaves a log in order for the admnistrator to input the
codes to RECHFBPESGE the equi pment. [165] Then, the automatic nanagenent
engi ne conpares the collected current information tabl e(informtion of
current equi prig?d]) Thiettretwhek oaeagemgit systeat 230 regasters tthe drterfrngs wod lcodes for
managenent systen{original table) and corrects the regi stered one(step
S223) . - 3éich plickBG)f Mlipmeaots @t datbatdridif226 Bishownh Hhe inedrder to wanHgpment
in step S223, the automati c managenent engi ne conpares each code for each

pi ece of &Rg RAULPIRNAEWLEinERRNAHOL RBlst@HCRE MBS 1D 1948  210andwi dt hs,
nanmes and |ine nunbers, etc., automatically, if there is any change. [1 G/]

| f a code, not Vi been-existed in the original tabl.e of redet er.m ned
bi ece of equi dhent Mesgrascah Ihe bk Wil B shpifes Ve e PASRBHEL T o6
as an additional line, nanely a used or added.interface, and listed. to
an addi t i BiaretvarydpanpgeRent; fygtem ﬁ%‘gtm as. equigRent) fla'aeseda%e,xe?aabﬁnﬁ&l%ﬁ%n
existed in the original table of a predeterm ned piece of equipnment, does
not exi stintesfage fprmeation; aidor palghenodafiren connectorf targes Haree dheevniffpneodenianel y
di sused or deleted interface, or it is for a line noved to the other

equi prment inputteitdeditidaBy With slie 66t segietead th noyrohdef thd M IBsMa) 21Bamgel 5] i st | f

it is not on the additional target list, the automatic nanagenent engine

notifies the gpsancerd Qe &t t!h@tiﬂtgﬂ'acte%ﬁ%at!i(;d"ﬁ)rie@clpgfé@:r of @k ehﬂi?ment,_
adm nistrator to'delete it(step S224). [169] If there is a single code is

in the adgliti target list nding . line,is,considenred
moved. e Bra - a8Gher slien 208 SRl BB RN i B BEN I T e
information of the cqrrespondipg |line remained in the network managenent
systen1tomﬁwﬁﬂﬁégaﬁﬁgﬁﬁﬁﬁgﬁﬁﬁggto which the interface is added and | eaves a
log. [170] If there are two or nore codes in the additional target |ist,
the autonatic [RRNaddrsent hemyitverkrpetagementaybtenf 220meadnthe cpdes ipputtest tohthe
adm ni strator so that the adm nistrator can decide to nove, add or delete

t he codesdescription items from each piece of the equipment through the SNMP and registers them.

Here, NMS for customers is also applied to a Maintenance Service Provider(MSP).

[126] In order to manage the netwotk automatically, the automatic management
module 224 of the network management system 220 accesses the MIBs 212, 214 and 216 to
request the interface information of each piece of the equipment, which are indicated in the
list of management target equipment registered previously to the database setver 225,

periodically, at a time or in real-time using the polling agents 221, 222 and 223, and reads the
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-31 [171] After information correction, the automatic managenent engine
254 repeats the above steps with respect to codes of not being existed in

t he 'net wbr k managenent system nanely codes of canceled |ines or disused
interfaces, on the basis of a site code |ist(step S225). [172] After the
aut omati ¢ managenent engine 254 is executed, the automatic interface
managenent di splay 264 displays a web page as shown in Fig. 17 for enabling
manual operations by a single click on the web page, if a |log of the

automatic [ J.an it i e 1 | at or
e mecded i JpFRAE KE AL RLLHE, LPhFRURUAEI Lol o Bhatdeh
corresponding lines, nanely interfaces, directly. [174] Wile the invention
has been and described with reference to certain preferred

enbodi nents thereof, it will be understood by those skilled in the art that
various changed2fln Fher tatamauel aranpgesmengymodilagdd makes @i bl ashderndiepBigt Png
fromthe spirit and scope of the invention as defined by the appended

cl ai ns. Theng dicegoirfage emfoaditmentdleared faduahe Mids Zi2e 2ibnad 216Xgnpt gollingnd
are not to be construed as Iimting the present invention. The present

t eachi ng g1 eaglizhy 22PPNE@Ely! theOfulRhadcyBeSagBie APRBHAE W28 SnakEf éhe table
description of the present invention is intended to be illustrative, and

not to |ipit . SC ~ I J¥B.. r.matd , i fi j and
Vari ati on ] TS SEe Bl ikRe slBICIRL Y PR AE R0 fRoh E Bk iR
means- pl us-zfuncti.on cIauP S aEe i nt ended %o cover the structures 9escribed
her ei n' asopdid GHHPHGNE RGN het TSt INGFHIGA AT BRITHIRR SHBEEY 4pdcs, orc,
equi val ents_but al so equival ent structures. -32 WHAT IS CLAIMED I'S: 1. An
appar at us whish ipsegistereshtoribe anferatinmapigement eduipmentilishthreughphe SNMP. a net wor k
equi pnment system having information that can identify a site connected to
one or nore i nfl2d)f atehisaime alchapomaetc mbnagetnant kodgui2pdendckandle repétitcinrg one
or nore managenent information bases that store the interface infornmation,;
and a net wefi-KefemARgeRE ric. Syt @M édllectB®| intdrficd NBFIRABGE B Nprev B0 LARICERAy
bases of each piece of the network equi pnent within the network equi pnent
system tonﬁﬁ%éeﬁféht.t he interface information, adopting information that can
identify eaci site as primary information to conpare the prinmary

information w already registered informati on and, correcting the .
interface inf o[ﬁf?%]ti g %P”nelgcﬁg'p{(gé}ée gfay %gf?é’lt‘ifi)l?%eev eglh“éﬂfn. s $he Fifgaty
apparatus according to claim11, wherein the information is identification
one that ke Thersfaresfthe goge sdue sharldaat ke repeatoghprd be sheckad dlcit esonqcessatyend
interface of one or nore pieces of the equipnment. 3. The apparatus
accor di ngwtittest bxdcdy. ZThenhibe eheckt tagilts denb idrined tto dre adnfioswe®bi.on is a code or
identification characters, and each code is granted according to
pre-defined rufieq iAf@rder nba-dedtetivdreys aheukedst sHowded Bipt &1pyhes ta@fsnaied
conprised of mufti-step sub-codes. -33 4. The apparatus according to
claim 3, WARIRIRnt htod bba %bﬁ-%a bﬂlcefi%guigﬁfzﬁ{ IhgfeS A Sidde£himclidrd O tO
classify each code. 5. The apparatus according to claim4, wherein each
LR Cln%esr%c]é'i%gor%dgrsll Ote8bd from each piece of the automatic management target
equipment with the ones previously registered to the database server 225 to find the same
equipment names and codes. Then, the automatic management module 224 checks 1f there is
any change in the interface information and cortects the interface information on the basis of

the changed codes automatcally.
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| east one of a group of classifier, a Lightw eght Directory Access Protoco
and X. 500. 6. The apparatus according to claim 3, wherein each code
corresponds to each interface description of each piece of the network

equi pnent. 7. The apparatus according to claim®6, wherein each code is
inputted to an interface description of each piece of the network

equi pnent. 8. The apparatus according to claim1l, wherein the network
managenent systemreads a code inputted to an interface description of each

pi ece of the r{ﬁ@k)%ﬁ%@%ﬁ@%ﬂ% %Hfrp‘&géﬁe ?lé@oﬁul@?&&ﬂ?ﬁé?lwgéﬁ%ﬁégg%sPdr%(%ol

and registers rea I st of each piece o managemnent
target equjprent, when registering the interface of the correspondin

net | vor k @dﬁz%ﬁ‘é%?? In QPr@Fﬁ r%?b‘ﬁgrpé‘?cﬁé) SAUBPUFh §™ SR Hh PR ruéjil%etcﬁge
networ k managenent systemreads interface information of each piece of

aut omat i cofntn xgenespendingregiprecniitradepted ab fresprimarty degs tto disecasipatetb with B8 and
host nanes as primary information, conpares the primary -34 i nformation

wi t h the afdreadyn rgiitatbiedieidatabistativen22zindhegrthesirse asdes atvafioged id replrec e
is, at every predetermned tinme or in real-time. 10. An apparatus for

nmenagi ng tn@wgl%é&ea MeSh A8 i OF WBirkHdndig OB &RlcbNectddiBle] si ng: pol I'ing
agents for polling interface informati on of each piece of network equi pnent

from managene h nfaQr Bt Lo, e e i i t at
every predeteﬂ%?ﬂeégtlne‘%?mgﬁﬁ?gg %Ffﬁggcgkggggﬁgﬁé?gﬁg Hggéﬁéﬁgﬂkggﬁpe
for confirm ng changes or, adds_of .the interface information read fromthe
bol 1 £ g ot ComEBFY Sat My GHeah ARG IR0 ecralbeed e Haf o D&
dat abase server for storing registration information for each piece of the
net wor k efenagaBent systemaah cotreetrdrampaatethe iderfisy infieematinrommiemetiorin adenehe
nodul e and providing user interface with the stored informat<on. 11. The
appar at udirge e@rotinmgdito cohidcmvikh thd dbeopit@nteqeipmenagenent nodul e
conprising: a managenent target equiprment |ist portion for managi ng
interface chaqgﬁ; ARcSHdinRlyC 9l eh SRR GRRRNL AAREddtOimih QT pRERSH d(igprhdit @AdTBE | ON
ac

mat ched with e code to

queried in a predetermined period or in the present time through the user mterfage 230 and
the answers can also be confirmed exactly.

[134] Referring Fig. 7, the network management system 220 adopts the code as the
primaty key to change the indexes of the registered interface information automatically on a
basis of the code read form the netwotk equipment system 210.

[135] The network management method petformed in the network management
system will be desctibed below in detail.

[136] Referring to Fig. 12, when a piece of equipment A was registered to the
network management system and then modules in the equipment are changed, there are

many differences between a table collected from the MIBs of the equipment A by the

automatic management module and the information registered to the database setver.
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be inputted and displayed; -35 J | an automatic nmanagenent engine for
collecting informarion of each piece of the network equi pnment at every
pretietermined tine or in real-time using the managenent target |ist and
conparing the collected information with the registration information to
manage network interface information automatically; and an interface
managenent di splay portion for displaying a |l og of corrected information
and intervention by an administrator, if necessary, as a web page . 12. A

met hod for W&QP@:] z%s qgte%blei DLl A¢ ?nédh‘i&&{mgé,%c EQ@EA?N@QJ?ES@PEMQEH (a)

granting code cating sites connected to each interface each piece

of net<vork equipnent a generatin n nent. target. equyj pNe | st ;
(by cor | GUEFR g B Erra gl 1ong avodis SR ur ReR D e RuRa, B ER e o ®

equi pnment through Sinple Network Managenment Protocol to generate a table at
every pr efeekeid Hédandiagedept iA@Cr-éh]ITN5%@®B@)£WH§¢‘H§?§‘H@%&@I (Peiigss of
the codes for the collected interface information of the table; and (d)
conpar i ngAfiterf the maddude change,sthe riedext becanee Bywdrekmoduladenemts &y std thewintdnfathe
coll ected table using the granted codes and correcting changes of the

regi st er gfdrh@EATBbd Bhes 18hanfB® RINOFLrACEOT Hi BFeclO ofl @500 lahd theccddt afati c
managenent for the network equi pnment conprising the sub-steps of: -3G

coIIectiqutnﬁ@hggﬁgﬁenﬁﬁg%%?ﬁ?g%$%$§Eﬂ%;Bhgghgﬂﬁggatic managenent target

equi pnment set'ected by an 0 generate the table; notifying
abnormal code the collected informati.on .to the adm nistrator

el ot ing ¢ he. Sbibr BBt 41 BinteHg OF Sl RCTa iPaBFRs BRBIRIGY BhEFsPHon
statuses of an interface of each piece of the network equipnment to decide
if the copeggapentiyseRseilousthangsn of (iengiarmatieomatirictherpedile chargey e read

adm nistrator; conparing the collected table with the registered
i nf or mat iresnltabdcanr wentg Hyfdrlgample, an index 10 of the equipment A is read in order to get

utilities of ABC company New Jersey branch office after the module change, the one of
EFG company LA branch is querted.

[139] To solve this problem, the automatic management module compares the
collected table and the previously registered information, finds the same equipment and code
and then replaces the interface information before the module change with the one after the
module change on the basis of the same equipment and code.

(140] Then, the index is changed from 10 to 3, the interface is changed from a
module C/6 to D/1 and the speed 1s also changed from 1544 to 45000 automatically.

[141] As an embodiment, the automatic management module comprises a change
management system separately from the network management system. Whenever a
configuration of the equipment is changed, the change management system informs the

change to the network management system periodically or in teal-ime. Alternatively, the
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regi stered information; and deciding if a line is cancel ed or used and

del eting unregi stered codes froma site code list. 14. A nethod for
managi ng’ network interface information, conprising the steps of: (a)
inputting interface information connected or to be connected to an
interface of each piece of network equi pnent; (b) matching the interface
information with interface description; (c) registering the inputted
information to a net<vork managenent system and (d) changing the interface
i nformati i , i i i j -

15, The re R S e A P R T B0 B Pt
as Null or.loop-bac of n ning_in autonatic,mnagenent is.not used as
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pi ece of the network equiprment has di fferent hostnane each other. 17. The
met hod acBer@rmgnt ystemaparctsallipeinges-tipa nkhs neswrb menggerent figemagedsithe each
pi ece of the network equi pnment has different hostnanme each other. 18. The
met hod adotridcamfematibaiohtiddcorvdspomling gquapment anddesp@rascodi faf dreeprdmaes day
other if there are any t<vo or nore pieces of the network equi pment haring
t he sane hestRadiMe cHh esTn@orﬁmclmp according to claim 14, wherein code
information is granted differently each other or predeterm ned information

is added to a e; ' ' : ' ' : r
| Tnos at a s (500 The Edc @AM ALk bl HrbE albrBAF Wit dido B e
equi pnent. .. ,20. A hod .f or managi ng network .interface i.nfornmation
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equi pnent; -38 (b) inputting interface information inclucling a code of
cor r esporffiviireditt e to one or

[143] The operation of the automatic management module will be desctibed 1n detail
with references of Fig.6 and Fig. 14 through Fig. 18.

[144] The automatic management module 224 comprises a management target
equipment list portion 234, a site code management portion 244, an automatic management
engine 254, an interface management display 264.

[145] As shown in Fig. 14, the management tatget equipment list portion 234
manages a list of pieces of equipment whose intetface changes are to be managed. While the
equipment list is registered already to the network management system, host names
becoming a portion of the key values for comparing the currently collected intetface
information with the registered one, IP addresses, communication strings for querying to the
corresponding equipment through the SNMP, and other necessaty information ate inputted

together to the equipment list and managed.
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operation state of each piece of the equipment and generate a corresponding log.

[151] It also compares the current collected table information with the one
registered to the database server of the network management system. If an interface is newly
added, the corresponding information is added to the information registered to the database
server automatically. If an interface is deleted, it is deleted from the information registered to
the database server automatically

[152] When an interface is added or deleted, the automatic correction log and a list
of functions in need of the administrator’s intervention are generated. The unnecessary site
names and line information are cleared off. Here, the log 1s generated after executing the
automatic management engine. As shown in Fig. 18, the log is notified to the administrator
for exact automatic management by checking abnormality or rule violation for the
equipment.

[153] The log is generated when rules for code grant are violated, the same codes are
existed in a piece of equipment, a code exists but an unused interface or operation state is

down/down, a code is not granted but a used interface or operation state 1s up/up, a new
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repetition when the same codes exist in a piece of equipment, unnecessary when the code is
not used and necessary when the interface is added.

[155] Fig. 19 illustrates a flow chart of a method for managing network mterface
information automatically according to the present invention.

[156] Referring Fig. 19, the network management system grants a definitive code to
each description of the interface information of each piece of the equipment and generates
an equipment list(step S211).

[157] The network management system collects MIB values from all of the
information for each piece of equipment through the SNMP periodically or in real-time and
makes a table(step S212). Then, it checks non-defectiveness such as code repetiion and rule
observance, etc., of the collected information(step S213).

[158] The network management system compares codes of the information
registered to itself with the ones of the collected information(step S214) and finds any
change(step $215),

[159] If there is any change, the corresponding change 1s corrected

automatically(step S216). The automatically corrected interface information is displayed as

Fig. 17.
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exceptional one that does not observe rules in generation of the table, the code 1s deleted
from the table and the corresponding log is generated in order not to be compared with the
one in the information registered to the network management system.

[163] These exceptional codes are caused by tentative test or drop of a meaningless
virtual interface. A part of the interfaces do not need the automatic management or should
not be managed automatically.

[164] The automatic management engine checks an operation status of an interface
for each piece of equipment(step S222) to leave a log in order for the administrator to delete
codes if the interfaces are not in use. When the operation statuses are normal, namely, up/up
but the codes are not written, the corresponding intetfaces should be managed. Therefore,
the automatic management engine leaves a log in ordet for the administrator to input the
codes to each piece of the equipment.

[165] Then, the automatic management engine compares the collected current

information table(information of current equipment) with the one registered already to the

network management system(original table) and corrects the registered one(step S223).
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piece of equipment, exists in a current information table, it is considered as an additional line,
namely a used or added interface, and listed up to an additional target list with a host name.

[168] If a code, having been existed in the original table of a predetermined piece of
equipment, does not exist in a current information table, it is for a canceled line, namely
disused or deleted interface, or it is for a line moved to the other equipment. Then it is first
retrieved from the additional target list. If it is not on the additional target list, the automatic
management engine notifies the absence to a cancellation target line 1 order for the
administrator to delete it(step S224).

[169] If there is a single code is in the additional target list, the corresponding line is
considered as moved. Therefore, the automatic management engine 254 moves all of the
information of the corresponding line remained in the netwotk management system to a
piece of equipment to which the interface is added and leaves a log.

[170] If there are two or more codes in the additional target list, the automatic

management engine notifies all of the information to the administrator so that the

administrator can decide to move, add or delete the codes.
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list(step S225).

[172] After the automatic management engine 254 is executed, the automatic
interface management display 264 displays a web page as shown in Fig. 17 for enabling
manual operations by a single click on the web page, if a log of the automatically corrected
information and intervention of the administrator are needed.

[173] If necessary, the administrator may add/move/delete cotresponding lines,
namely interfaces, directly.

[174] While the inventton has been shown and described with reference to certain
preferred embodiments thereof, it will be understood by those skilled in the art that vatious
changes in form and details may be made therein without departing from the spitit and scope
of the invention as defined by the appended claims. The foregoing embodiments and
advantages are merely exemplary and are not to be construed as limiting the present
invention. The present teaching can be teadily applied to other types of apparatuses. The
description of the present invention is intended to be illustrative, and not to limit the scope
of the claims. Many alternatives, modifications, and vatiations will be appatent to those
skilled in the art. In the claims, means-plus-function clauses are intended to cover the
structures described herein as performing the recited functon and not only structural

equivalents but also equivalent structures.
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a network management system for polling the management information bases of each
piece of the network equipment within the network equipment system to collect the interface
information, adopting information that can identify each site as prmary information to
compare the primaty mnformation with already registered information and correcting the

intetface information for each piece of the network equipment.

2. The apparatus according to claim 1, wherein the information is identification
one that can identify a predetermined site, which is connected to the interface of one ot

more pieces of the equipment.
3. The apparatus according to claim 2, wherein the identification information is a

code or identification characters, and each code is granted according to pre-defined rules in

otder to identify a predetermined site by steps and comprised of multi-step sub-codes.
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5. The apparatus according to claim 4, wherein each code is classified by using at

least one of a group of classifier, a Lightwieght Directoty Access Protocol and X.500.

6. The apparatus according to claim 3, wherein each code corresponds to each

interface description of each piece of the network equipment.

7. The apparatus according to claim 6, wherein each code is inputted to an

interface desctiption of each piece of the network equipment.

8. The apparatus according to claim 1, whetein the network management system
reads a code inputted to an interface desctiption of each piece of the netwotk equipment
through Simple Network Management Protocol and registers the read code to a list of each
piece of automatic management target equipment, when registering the interface of the

cotresponding network equipment.

9. The apparatus according to claim 1, wherein the network management system
reads interface information of each piece of automatic management target equipment, adopts

at least one of the codes and host names as primary information, compares the primary
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10.  An apparatus for managing network interface information automatically,
comptising:

polling agents for polling interface information of each piece of network equipment
from management information bases of each piece of the network equipment at evety
predetermined time or 1n real-time;

an automatic management module for confirming changes or adds of the interface
information read from the polling agents, correcting or managing the interface information;
and

a database server for storing registration information for each piece of the network
equipment or each interface managed by the automatic management module and providing

user interface with the stored information.

11.  The apparatus according to claim 10, the automatic management module
compirising:

a management target equipment list portion for managing interface changes;

a site code management portion for enabling information matched with each code to

be inputted and displayed,;
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10%g& () list and comparing the collected information with the registration information to manage
network interface information automatically; and

an interface management display portion for displaying a log of corrected information

and intervention by an administrator, if necessaty, as a web page .

12. A method for managing network interface information, comprising steps of:

(a) granting codes, indicating sites connected to each interface of each piece of
network equipment and generating a management target equipment list;

(b) collecting interface information for each piece of the network equipment through
Simple Network Management Protocol to generate a table at every predetermined time or in
real-time;

(c) checking non-defectiveness of the codes for the collected interface information of
the table; and

(d) comparing information registered to a netwotk management system with the

collected table using the granted codes and cotrrecting changes of the registered information.

13. The method according to claim 12, the automatic management for the network

equipment comprising the sub-steps of:
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notifying abnormal codes among the collected information to the administrator,
deleting the abnormal codes from the collected table, checking operation statuses of an
interface of each piece of the network equipment to decide if the codes are necessary and
notifying the checked results to the administrator;

comparing the collected table with the registered information and cortecting the
registered information; and

deciding if a line is canceled or used and deleting unregistered codes from a site code

list.

14. A method for managing network interface information, comprising the steps of:

(a) inputting interface information connected or to be connected to an interface of
each piece of network equipment;

(b) matching the interface information with interface description;

(c) registering the inputted information to a network management system; and

(d) changing the interface information using codes of the inputted or registered

information.
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16.  The method according to claim 14, wherein each piece of the network

cquipment has different hostname each other.

17.  The method according to claim 16, whetein granted codes may be the same if

each piece of the network equipment has different hostname each other.

18.  The method according to claim 14, wherein granted codes are different each
other if there are any two or more pieces of the netwotrk equipment having the same

hostname.

19.  The method according to claim 14, wherein code information 1s granted
differently each other or predetermined mnformation is added to a code, which is granted to a
site, if there are 2 or more lines at a site of the same interface or the same piece of the

network equipment..

20. A method for managing network interface information, comptising the steps of:

(a) inputting a hostname to each piece of network equipment;
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real-time, comparing the received information with the one registered to the network

management system using one or more hostname and code information, and performing at
lest one of a group of change of the interface information, addition of a new mnterface and
deletion; and

(e) displaying a new intetface management picture.

21. The method according to claim 20, further comptising reading management
information base values of a corresponding piece of network equipment using SYSlog
transmitted from each piece of the network equipment at a predetermined time or in

real-time, if interface information is changed.
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