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Malicious file WTF.zip Hazard level: High

General information: email received from the address email@cybercrime.com comprises 1 

malicious file and 1 malicious link.

Detected on June 9, 2024, at 10.17:24. Last updated on June 9, 2024, at 10.17:24.

EDR verdict: malicious file (statistical rules), probability 86%

Verdict of the mail analyzer: malicious address email@cybercrime.com

Hash of the malicious file: 4ce0c876c63f7e3e733dd89e14c31646d6e4 (SHA-256)

Related network resources:

https://CYBER-EVIL.SITE/hacking_tools/trojans/WTF.zip

Related network resources:

111.222.333.444

Alert 138

FIG. 1B

Data leakage threat SCAN BMAP -sS window 1024 Hazard level: Critical

Sensor that detected the threat: [sensor identifier]

Threat source: network traffic

Detection time: 09.06.2024 10:41

Recipient IP address: 111.222.333.444

Sender IP address: 555.666.777.888

Signature that detected the threat: WEB-SPECIFIC_APPS ELF File magic encoded

Base64 Inbound Web Servers Likely Command Execution

Traffic fragment: [fragment of the network traffic, where this signature has been activated]

Alert 139
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200

FIG. 2

generating a cyberthreat database, the generating including acquiring, from a plurality of 

cyber-intelligence sources, data associated with a plurality of cyberthreats

210

220 acquiring a plurality of training alert messages generated by information security 

systems, a given training alert message of the plurality of training alert messages 

being assigned with a respective label representative of whether the given training 

alert message is one of (i) an alert message that has been generated in response to 

an actual cyberthreat; and (ii) a false-positive alert message that has been generated 

without an influence of the actual cyberthreat

feeding the respective vector associated with the given alert message to the neural 

network, thereby causing the neural network to generate an intermediate prediction of 

whether a given in-use alert message is false-positive; optimizing a difference between 

the intermediate prediction and the respective label associated with the given training 

alert message, thereby training the neural network to determine whether the given in-use 

alert message is false-positive

230
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220

FIG. 3

using the internal alert data and the host data associated with the given training alert 

message to query an Internet graph model to identify additional data for the given 

training alert message

using the internal alert data, the host data, and the additional data associated with the 

given training alert message to query the cyberthreat database to identify enrichment 

data associated with the given training alert message

generating a respective vector for the given training alert message using: (i) the internal 

alert data; (ii) the host data; (iii) the additional data; (iv) the enrichment data associated 

with the given training alert message; and (iv) the respective label thereof
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320

330
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400

FIG. 4

retrieving, on the computing device, in-use host data and in-use internal alert data 

associated with the at least one in-use alert message

420

generating a respective in-use vector for the at least one in-use alert message using: (i) 

the in-use internal alert data; (ii) the in-use host data; (iii) the in-use additional data; and 

(iv) the in-use enrichment data associated with the at least one in-use alert message

feeding the respective in-use vector to the trained neural network to generate a 

likelihood value of the at least one in-use alert message being a false-positive alert 

message

450

460

using the in-use internal alert data and the in-use host data to query the Internet graph 

model to identify in-use additional data for the at least one in-use alert message

430

using the in-use internal alert data, the in-use host data, and the in-use additional data 

associated with the at least one in-use alert message to query the cyberthreat database 

to identify in-use enrichment data associated with the at least one in-use alert message

440

receiving, by a computing device, communicatively coupled to the server, at least one in-

use alert message from a respective information security system

410

in response to the likelihood value being lower than a predetermined threshold value, 

causing the computing device to: identify the at least one in-use alert message as being 

generated in response to a respective actual cyberthreat; and respond to the respective 

actual cyberthreat; and in response to the likelihood value being equal to or greater than 

the predetermined threshold value, causing the computing device to identify the at least 

one in-use alert message as being a false-positive alert message in the respective 

information security system

470
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