SYSTEM AND METHOD FOR CONTROLLING A MOBILE TERMINAL USING A DIGITAL SIGNATURE
BACKGROUND OF THE INVENTION [01] This application claims priority from Korean Patent Application
No. 10-2003- 0055795 filed on August 12, 2003 in the Korean Intellectual Property Office, the disclosure
of which is incorporated herein in by reference. 1. Field of Invention [02] The present invention relates to a
system and method for controlling a mobile terminal using a digital signature, and more particularly, to a
system and method for controlling a mobile terminal using a digital signature, wherein a server prepares
a command message according to mobile terminal status information set by a user and controls the

corresponding mobile teWE?E@%@h@ﬁmfgﬁﬁmiﬁ%ﬁﬁa@E'I\%F'):%I?[Eﬁription of the Related Art

[03] Generally, if a user mispla erminal, the user can pro athird person from using
the mobile terminal and prevenTHRIYRNEAdNIS3ONS el DG A bilRI(eNAIFEREom being accessed, by
transmitting a control signal to the lost mobile terminal to turn off the mobile terminal or to cause the
mobile terminal to be in a locked state. [04] However, in such a conventional method of remotely
controlling a mobile terminal, there is a problem in that it is impossible to identify the entity that has

requested the control of the mobile garmieal JeRMEN R R PENAERSiIrably controlled by an
unauthorized person. 1 SUMMARY OF THE INVENTION

[01] This application claims priority from Korean Patent Application No. 10-2003-
0055795 filed on August 12, 2003 in the Korean Intellectual Property Office, the disclosure

of which is incorporated herein in by reference.

1. Field of Invention

[02] The present invention relates to a system and method for controlling a mobile
terminal using a digital signature, and more particularly, to a system and method for
controlling a mobile terminal using a digital signature, wherein a server prepares a command
message according to mobile terminal status information set by a user and controls the

corresponding mobile terminal through the prepared command message.

2. Description of the Related Art

[03] Generally, if a user misplaces his/her mobile terminal, the user can prohibit a third
person from using the mobile terminal and prevent information stored in the mobile terminal
from being accessed, by transmitting a control signal to the lost mobile terminal to turn off
the mobile terminal or to cause the mobile terminal to be in a locked state.

[04] However, in such a conventional method of remotely controlling a mobile terminal,
there is a problem in that it is impossible to identify the entity that has requested the control

of the mobile terminal, for which it may be undesirably controlled by an unauthorized person.



[05] The present invention is conceived to solve the aforementioned problem. An object of the invention
is to provide a system and method for controlling a mobile terminal using a digital signature, wherein a
server prepares a command message according to mobile terminal status information set by a user and
the mobile terminal authenticates the prepared command message so that the mobile terminal can be
controlled only through the authenticated message. [06] According to an aspect of the present invention
for achieving the object mentioned above, there is provided a server, wherein a command message is

to mobile terminal status information set by a user, and
transmitted after a digital signature isSaaaee o HAE B INY IENION e The command message may
include, g operation command,and ihe;ciglial signatu, of (hemabilc ermingh unigue fuber of the
mobile terminal, an aéjequence number. The server may comprise a datapase unit for stjorlng mobile

terminal informafion, angidhe P PHS R D RIFIAME HIRHR AL, FE5 MY ISR a-iiERhAKREg Atication unit

for authenticating the mobile terminal; and a first control unit for performing control to prepare the
command megsageiassardinghirhe J&Q@J'Ereé%@k“ﬁ%’oﬁ@ﬁﬁ infrmatieRsEhPYothR biRekARE 0 transmit
the prepared command message. [07] According to another aspect of the present invention, there is
provided a meahils itEoraabNWRES@ N REamMMENthobas sagenipnanmitied doime pispiver tberaiads
authenticated, and operations of, for example, power-off, log-on and log-off, are performed according to
the authenticateshgommeénad tresselyte. Theicohwmarkd massalyd maly idoiudd, for exdrapleatath operation
command for the mobile terminal, a unique number of the mobile terminal, and a digital signature for the
authenticatioMF€mobile terminal may comprise a second

[06] According to an aspect of the present invention for achieving the object mentioned
above, there is provided a server, wherein a command message is prepared for a relevant
mobile terminal according to mobile terminal status information set by a user, and transmitted
after a digital signature is added to the prepared message. The command message may
include an operation command and the digital signature for the mobile terminal, a unique
number of the mobile terminal, and a sequence number. The server may comprise a database
unit for storing mobile terminal information and the mobile terminal status information set by
the user; a first authentication unit for authenticating the mobile terminal; and a first control
unit for performing control to prepare the command message according to the mobile
terminal status information set by the user and to transmit the prepared command message.

[07] According to another aspect of the present invention, there is provided a mobile
terminal, wherein a command message transmitted from a server thereto is authenticated, and
operations of, for example, power-off, log-on and log-off, are performed according to the
authenticated command message. The command message may include, for example, an
operation command for the mobile terminal, a unique number of the mobile terminal, and a

digital signature for the authentication. The mobile terminal may comprise a second



2 authentication unit for authenticating the command message transmitted from the server; and a second
control unit for requesting the server to send a log-on message thereto and controlling operations of
power-off, log-on and log-off of the mobile terminal according to the command message transmitted from
the server. [08] According to a further aspect of the present invention, there is provided a method of
controlling a mobile terminal using a digital signature, comprising the steps of receiving a log-on request
message from the mobile terminal; and preparing a log-on approval message if the status of the mobile
terminal, which has been set by the user, is a log-on approved status, or a log-on disapproval message if
the status of BYERGRIECTEFRIAAT A RSB dSoravend seattrgedii et itaRy A SHYEPARSd message

to the mobile terminal. The message may include an operation command for the mobile terminal, a
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further aspect of the present.invention, there is égrovidgqoa_g}?t&otgleof optralling a mobile terminal using a
t

.. . operations o ower-o on an obile termi according to .
digital signature, comprising the ste%s of requesting a server to send a fog-on message when the mobile

terminal is payerg A dSeaMNgANGAMAaRTMRsSsAAe Prepared according to mobile terminal status

information set by a user fromthe server; authenticating the received command message; and after

completigg the authenticationof thenepmmansdriiesteds: Galaing e ebje ierminahtmbe dpgged on if
the message contains log-on approval, or not to be logged on if the message contains log-on
disapproval. [do}bliibermobsicthensiep ofingauesting dadogeotomessagehnayheopettelvigdavhen the
log-on request message from the mobile terminal; and preparing a log-on approval message if
the status of the mobile terminal, which has been set by the user, is a log-on approved status,
or a log-on disapproval message if the status of the mobile terminal is a log-on disapproved
status, and transmitting the prepared message to the mobile terminal. The message may
include an operation command for the mobile terminal, a unique number of the mobile
terminal, and a digital signature for authentication.
[09] According to a still further aspect of the present invention, there is provided a method
of controlling a mobile terminal using a digital signature, comprising the steps of requesting a
server to send a log-on message when the mobile terminal is powered on; receiving a
command message prepared according to mobile terminal status information set by a user
from the server; authenticating the received command message; and after completing the
authentication of the command message, causing the mobile terminal to be logged on if the
message contains log-on approval, or not to be logged on if the message contains log-on
disapproval.
[10] Furthermore, the step of requesting the log-on message may be performed when the
mobile terminal is set to be in a secure log-on mode. The setting of the secure log-on mode is

performed by the steps of receiving a power-off message prepared by the server according to



mobile terminal is set to be in a secure log-on mode. The setting of the secure log-on mode is performed
by the steps of receiving a power-off message prepared by the server according to 3 a power-off request
from the user; authenticating the power-off message received from the server; cutting off power supplied
to the mobile terminal when the authentication of the command message is completed; and setting the
mode of the mobile terminal to the secure log-on mode when the mobile terminal is powered off. BRIEF
DESCRIPTION OF THE DRAWINGS [11] The above and other objects, features and advantages of the
present invention will become apparent from the following description of preferred embodiments given in
conjunction wWitPHHE-SECEAYESTRMYRF 40 gs AMDRNIER N Sherneyer RfbMseRdhssded SomeHatically
showing a system for contro&i,n a mobile terminal usjng a digital signature accordin to({k? resent
vention: [13FPIE: SHBEOERAR SSHBSACERAY ITISH T bR by AP B LGP supplied to
a mobile terminal in @ method of controlling a. mabile terminal using a digital signature according to the
present mver 5 Tk L A B e ot
terminal using,the, digiiRl SIIRRLTE AEALNGH: D6 RIRFSR invention; and [15] FIG. 4 shows the
structures of command messages according to an embodiment of the present invention. DETAILED

DESCRIPTION OF THE INVENTION [16] Hereinafter, preferred embodiments of the present invention
will be described in BRIEF DESCRIPTION OF THE DRAWINGS

[11] The above and other objects, features and advantages of the present invention will
become apparent from the following description of preferred embodiments given in
conjunction with the accompanying drawings, in which:

[12] FIG. 1 is a block diagram schematically showing a system for controlling a mobile
terminal using a digital signature according to the present invention;

[13] FIG. 2 is a flowchart schematically illustrating the process of cutting off power
supplied to a mobile terminal in a method of controlling a mobile terminal using a digital
signature according to the present invention;

[14] FIG. 3 is a flowchart schematically illustrating the method of controlling the mobile
terminal using the digital signature according to the present invention; and

[15] FIG. 4 shows the structures of command messages according to an embodiment of the

present invention.

DETAILED DESCRIPTION OF THE INVENTION

[16] Hereinafter, preferred embodiments of the present invention will be described in
detail with reference to the accompanying drawings.
[17] FIG. 1 is a block diagram schematically showing a system for controlling a mobile

terminal using a digital signature according to an embodiment of the present invention. The



detail with reference to the accompanying drawings. [17] FIG. 1 is a block diagram schematically showing
a system for controlling a mobile terminal using a digital signature according to an embodiment of the
present invention. The 4 system comprises a server 100 including a first transmitting/receiving unit 110, a
database unit 120, a first authentication unit 130 and a first control unit 140. The system further
comprises a mobile terminal 200 including a second transmitting/receiving unit 210, a log-on processing
unit 220, a power supply unit 230, a second authentication unit 240 and a second control unit 250. [18]

The server 100 prepares a command message for the corresponding mobile terminal 200 according to
mobile terminFSREMRIGEHARSAVSRd BY Balddingat diesh HYHAIERMSATEINS AR pIBpardtidkaihimand

message and tr.arjl its the resultant Comman%nes(iagrﬁ to the mobile 'E%rm' al. 19§ T%e first

transmitting/r8¥&ivity GriF P HESHIED R COHMARE HB5SIGE)raBhAE ‘bylﬂfﬁ WECORRST unit 140 to
the mobile terminal 200, and receive -on.request message. sent by.the mobije terminal 200. Here,
the frst ranes G e o e B R b receiving

messages arig T Rrosg g ol inemiting. and eeeiRainioAmation iR e diseless

Internet. [20] The database unit stores mobile terminal information and the mobile terminal status
information sg§kyoihgiussy. Here, the database unit 120 stores a unique number, a serial number, status
information and other information of the mobile terminal 200. Meanwhile, the status information
repres¢mgs the curramesiatus odthedmobile temnaad 200Qsage for the corresponding mobile terminal

200 according to mobile terminal status information set by a user, adds a digital signature to
the prepared command message and transmits the resultant command message to the mobile
terminal.

[19] The first transmitting/receiving unit 110 transmits the command message prepared by
the first control unit 140 to the mobile terminal 200, and receives a log-on request message
sent by the mobile terminal 200. Here, the first transmitting/receiving unit 110 comprises an
MMS processing unit for transmitting and receiving messages and an HT TP processing unit
for transmitting and receiving information via the wireless Internet.

[20] The database unit 120 stores mobile terminal information and the mobile terminal
status information set by the user. Here, the database unit 120 stores a unique number, a
serial number, status information and other information of the mobile terminal 200.
Meanwhile, the status information represents the current status of the mobile terminal 200.
For example, the status information includes information on the setting of the mobile terminal
200 in a power-off state or in a log-on/off state by the user in accordance with whether the
mobile terminal 200 has been misplaced.

[21] The first authentication unit 130 processes the authentication for the mobile terminal

200. Here, the first authentication unit 130 provides a digital signature and a certificate for



For example, the status information includes information on the setting of the mobile terminal 200 in a
power-off state or in a log-on/off state by the user in accordance with whether the mobile terminal 200
has been misplaced. [21] The first authentication unit 130 processes the authentication for the mobile
terminal 200. Here, the first authentication unit 130 provides a digital signature and a certificate for 5 the
server to guarantee and confirm the validity of the server 100. That is, the digital signature is a signature
for use in proving that the identity of a person who has prepared an electronic document is the true
person in question. The digital signature is used for assuring that the original contents of the transferred
electronic do&ifiméRthd0eeHBiBEE PafkeRHIrithe t}’%liiﬂé‘ég?ég Hﬁﬁérﬂ?@it]é]%sigﬁg%r’é; therdigitel advantages
in that a digita] document ¢an be easily transferre anéif rotected against bejng forged by other persons,
) YR, e

and a time st EER DA EMRG AL AR ARE A RUTHi G BRGIPAYR Ay éfbtood as a

RSA (Rivest- shamii-Adisman) digial snatirs, an ECPSAGIRE Girve Dol Signatyre Algorithm)
rth fi dentifymg a user and compriges electronic

digital signature, or the Tike. Fu er, the certificate i1s used for |

information represening Hab AaRLHical R AUHeIMLABHIMEG Alf ks, RIS RtRRSAIP Rehveen a

digital signature verification key and a natural person or a legal entity who owns the verification key, and
the like. The gertificatedsnissisad Ris MRty alRrOLPublimegdifigatian auhariy.anddsagpetatad by signing a
user's public key and information on the name and others of an issuer with a signature key of the
certification atathRasiityd [22] Ploectist aguitiol nep 1bospiapantisa termmRaninassageagcosmling to the
mobile

automatically maintained. Here, the digital signature may be understood as a RSA (Rivest-
Shamir-Adleman) digital signature, an ECDSA (Elliptic Curve Digital Signature Algorithm)
digital signature, or the like. Further, the certificate is used for identifying a user and
comprises electronic information representing that a certification authority confirms and
certifies a relationship between a digital signature verification key and a natural person or a
legal entity who owns the verification key, and the like. The certificate is issued by a private
or public certification authority and is generated by signing a user’s public key and
information on the name and others of an issuer with a signature key of the certification
authority.

[22] The first control unit 140 prepares a command message according to the mobile
terminal status information set by the user and performs control so that the prepared
command message is transmitted to the mobile terminal 200. For example, if the user
misplaces the mobile terminal 200, the mobile terminal status information would be set to
“power-off.” If the user is reunited with the misplaced mobile terminal 200, the mobile
terminal status information would be set to “log-on” (log-on approval). Further, the

command message is a message for controlling operations of the mobile terminal 200, and



terminal status information set by the user and performs control so that the prepared command message
is transmitted to the mobile terminal 200. For example, if the user misplaces the mobile terminal 200, the
mobile terminal status information would be set to "power-off.” If the user is reunited with the misplaced
mobile terminal 200, the mobile terminal status information would be set to "log-on7' (log-on approval).
Further, the command message is a message for controlling operations of the mobile terminal 200, and 6
includes an operation command, a digital signature and a certificate for the mobile terminal 200, a unique
number of the mobile terminal 200, and a sequence number. [23] The mobile terminal 200 authenticates
the commandiHBLEayL WSHHiN? Fransrbridaitaheigpine odve CHHinats Y- te/BRifseranir in
accordance (iggh the authenticated command mes , and executes a secure log-on mode in the
power-off str;ﬁé RGBS HDSTET ¢ ?rﬁﬁ%@%ﬁﬁ“&%@%@@r%ﬂ %Pg?é‘,eﬂcgéﬁaﬁ’%r‘log-on message to the server

100. Hegey the secuig, lotio |ags fenlrsantsaiodeinuichhe nobie teimial 200, caj be logged
on only when an authenticated server transmits a log-on approval message thereto. e Iog-on

message repESRA AINSSAIRIIASHIE e EoHet QNG ARPARI RGO mobile

terminal. Further, the mobile terminal may be identified as a smart phone, a cellular phone, a PDA, a

pocket PC, opihigalike a4 g e c0Rd ransiitinglRCRIVIRG phllleZ bE racrives/iRg eRmimsyId message

sent by the server 100, and transmits the log-on message of the mobile terminal 200 to the server 100.
Here, the secengittdnsmiitgieecaiving, unit2dhcognprisessiiae M MSspragesBinglumritttactcafown) for
transmitting and receiving messages, and the HTTP processing unit (not shown)
log-on mode represents a mode in which the mobile terminal 200 can be logged on only when
an authenticated server 100 transmits a log-on approval message thereto. The log-on
message represents a message for asking the server 100 whether it approves log-on of the
mobile terminal. Further, the mobile terminal may be identified as a smart phone, a cellular
phone, a PDA, a pocket PC, or the like.
[24] The second transmitting/receiving unit 210 receives the command message sent by
the server 100, and transmits the log-on message of the mobile terminal 200 to the server 100.
Here, the second transmitting/receiving unit 210 comprises the MMS processing unit (not
shown) for transmitting and receiving messages, and the HTTP processing unit (not shown)
for transmitting and receiving information via the wireless Internet.
[25] The log-on processing unit 220 performs the log-on of the mobile terminal 200. For
example, when a log-on approval message is transmitted from the server 100 thereto, the log-
on processing unit 220 logs on the mobile terminal 200.
[26] The power supply unit 230 performs the power-on/off of the mobile terminal 200.

For example, when a power-off message is transmitted from the server 100 thereto, the power

supply unit 230 cuts off power supplied to the mobile terminal 200.



for transmitting and receiving information via the wireless Internet. [25] The log-on processing unit 220
performs the log-on of the mobile terminal 200. For example, when a log-on approval message is
transmitted from the server 100 thereto, the log- on processing unit 220 logs on the mobile terminal 200.
[26] The power supply unit 230 performs the power-on/off of the mobile terminal 200. For example, when
a power-off message is transmitted from the server 100 thereto, the power supply unit 230 cuts off power
supplied to the mobile terminal 200. 7 [271 The second authentication unit 240 authenticates the
message sent by the server 100. The second authentication unit 240 performs the authentication for the
server {¥d0 by decrypirngete ﬁ‘&ﬁ%ﬁf&?&ﬁ%@ﬁa@@gﬂ&iﬁﬁ%%%d&rﬁﬁ%‘%%ﬁ%tﬁéH%?c%?ﬂi&fﬁ 4% 130 and

verifying the |taI Si aturl}ﬁ% 8].The sec trol u t250 re uests Ejat e server 0 send a log-on
message, an %osr?fr% thd %rﬂﬂﬁ P&H’éh epé‘l"‘aﬁ ad]é?ﬁe dirt oﬁe&?ﬁr hdmessages

sent by thes rver. Th [is,when sage is tr itted from. the server #& the message
is authentrcafgg l)ﬁ)rougg g asnesrcncl)tndf %ﬁt?d%}[?olﬁreua}ﬁf él %h%]ngthaeﬁ%ﬁ%ﬁgﬁ%atlﬁn n(Een
completed, tr\e: glggr%grgﬂ y It,g20 cuts off the power supplied to the mobile terminal 200 by

controlling the power supply uni 230 or logs on or off the mobile terminal 200 by controlling the log-on
procesgiRg unit 2207jj3 a&ekHanaR With: the Hansmitied senandomessagfod23 hkGageisiadflowchart

schematically illustrating the process of cutting off the power supplied to the mobile terminal in a method
of controlling ébaria1e ke ieBninetmsingAbe through operations depending on command messages sent

by the server. That is, when a command message is transmitted from the server 100, the

message is authenticated through the second authentication unit 240. When the

authentication has been completed, the second control unit 250 cuts off the power supplied to

the mobile terminal 200 by controlling the power supply unit 230, or logs on or off the

mobile terminal 200 by controlling the log-on processing unit 220, in accordance with the

transmitted command message.

[29] FIG. 2 is a flowchart schematically illustrating the process of cutting off the power
supplied to the mobile terminal in a method of controlling the mobile terminal using the
digital signature according to the present invention. First, if the user has misplaced his/her
mobile terminal 200, he/she requests the server 100 to cut off the power supplied to his/her
mobile terminal (S100).

[30] The server 100 has received the power-off request from the user prepares a power-off
message and sends it to the mobile terminal 200 (S102). Here, the power-off message
includes a power-off operation command, the digital signature and the certificate for the
mobile terminal 200, the unique number thereof, and the sequence number.

[31] Then, when the first control unit 140 of the server 100 prepares the power-off

message including the digital signature and the certificate and transmits the message to the



digital signature according to the present invention. First, if the user has misplaced his/her mobile
terminal 200, he/she requests the server 100 to cut off the power supplied to his/her mobile terminal (S
100). [30] The server 100 has received the power-off request from the user prepares a power-off
message and sends it to the mobile terminal 200 (SI02). Here, the power-off message includes a
power-off operation command, the digital signature and the certificate for the mobile terminal 200, the
unique number thereof, and the sequence number. [31] Then, when the first control unit 140 of the server

100 prepares the ]power -off message including the digital signature and the certificate and transmits the
message to tROB!msBiRtemifal Bocseare s e B A IFREHGA Sty UISREDRS BEeESERe message

transmitted from the rver 00 and 3%? rralts it to.the seEond control unit 252 i32] Accordingly, the
second contrBrIE‘EISrVﬁ1 (Rr8nteAEEd THAPARUTHS AL SR8 858 ?8%‘?‘} i &%ond authentication unit

240 (S104). That is, auth ntication is per orm e tin ital signature gnd the certificate
Ea%i e 9 OPBG%‘% %%ebc"au& d[e%%h ng E?

includ the transmltted r%éssage and. veri ing the rypte ntormation pecific gfley e unigue

number of the,mabilenemiial ABRIACMOIRG R %V@ﬂﬁm'ttﬂ%{n@%ﬂ%&ﬁﬁ‘ RaperoitBidppumber

stored in a memory unit (not shown) of the mobile terminal 200. If the compared numbers are identical,
the digital sigRatysennehddaeiin thentiansmited measage iadnerivarifiedrdigradhenvgrificatian of the

digital signature is performed based on the certificate stored in the second authentication unit 240. [33]
When the ventigafiap durdag ibeduthenmtidatios pratessyisieonnp|etat (HEO6) tibenobile terminal
200 included in the transmitted message is compared with a number stored in a memory unit
(not shown) of the mobile terminal 200. If the compared numbers are identical, the digital
signature included in the transmitted message is then verified. Here, the verification of the
digital signature is performed based on the certificate stored in the second authentication unit
240.
[33] When the verification during the authentication process is completed (S106), the
second authentication unit 240 transmits the verification results to the second control unit
250, and the second control unit 250 cuts off the power supplied to the mobile terminal 200 in
accordance with the contents of the transmitted message. At this time, the second control
unit 250 performs control such that the mode of the mobile terminal 200 is set to the secure
log-on mode and the power-supply unit 230 cuts off the power supplied to the mobile
terminal 200 (S108).
[34] When the mobile terminal 200 has been powered off, the second control unit 250
transmits the power-off completion message to the server 100. At this time, if the server 100

does not receive a power-off completion message from the mobile terminal 200 within a

predetermined period of time, steps S102 to S108 are repeated. Here, the user or server 100



second authentication unit 240 transmits the verification results to the second control unit 250, and the
second control unit 250 cuts off the power supplied to the mobile terminal 200 in accordance with the
contents of the transmitted message. At this time, the second control unit 250 performs control such that
the mode of the mobile terminal 200 is set to the secure log-on mode and the power-supply unit 230 cuts
off the power supplied to the mobile terminal 200 (S 108). [34] When the mobile terminal 200 has been
powered off, the second control unit 250 transmits the power-off completion message to the server 100.
At this time, if the server 100 does not receive a power-off completion message from the mobile terminal
200 within a pPredisimiinest perivgdsteimaed o ebvms grodeapambpeekdinas afeheHensaerior server
100 9 can arbitrarily set t redetermined period of time and the number of times of the repeat of steps
S102 to S108" aihat e, if the server 100 does not receive a power-off completion message from
the moH terminal R0 eyen apﬁ{ the stepve'?hcpve bqen repeated as a[)1r¥) the set numfber of times of

€ € SCrver €S Not receive.a power-oil C etign message 1Ir .
the repeat, the server 100 contirms again whether the User intends to pe drm the po r-oft of the mobile

terminal 200.f.theyer AgAIN 5604esisHIe ROWES:aflf the Mpbilea RMingl.20R tissaRE!,200 again
performs steps S 102 to S 108. [36] FIG. 3 is a flowchart schematically illuStrating the method of

controlling themekitenterspiagl msingihe1dig iahsianalbim aaeaReing e REAaS NS IPVesHiomrirst, when
the mobile terminal 200 is supplied with the power (S200), the second control unit 250 transmits a log- on
request message:tothel sk vasblioQdoniagost dihtessagadam wigther thkepovabildter minalobile
terminal 200, the server 100 again performs steps S102 to S108.
[36] FIG. 3 is a flowchart schematically illustrating the method of controlling the mobile
terminal using the digital signature according to the present invention. First, when the mobile
terminal 200 is supplied with the power (S200), the second control unit 250 transmits a log-
on request message to the server 100 to request a message on whether the mobile terminal
200 will be logged on (S202). Here, the second control unit 250 prepares the log-on request
message and transmits it to the server 100 via the second transmitting/receiving unit 210. At
this time, the message prepared by the second control unit 250 contains a request for the log-
on of the mobile terminal 200, and the unique number of the mobile terminal 200.
[37] Meanwhile, it assumed that when the mobile terminal 200 is powered on, the mobile
terminal 200 is set to be in the secure log-on mode.
[38] The first transmitting/receiving unit 110 receives the log-on request message
transmitted from the mobile terminal 200 and transmits it to the first control unit 140. The
first control unit 140 extracts mobile terminal status information set by the user from the
database, checks the status of the corresponding mobile terminal 200 (S204), and prepares a

command message according to the mobile terminal status information.

10



200 will be logged on (S202). Here, the second control unit 250 prepares the log-on request message
and transmits it to the server 100 via the second transmitting/receiving unit 210. At this time, the
message prepared by the second control unit 250 contains a request for the log- on of the mobile terminal
200, and the unigue number of the mobile terminal 200. [37] Meanwhile, it assumed that when the mobile
terminal 200 is powered on, the mobile terminal 200 is set to be in the secure log-on mode. [38] The first
transmitting/receiving unit 110 receives the log-on request message transmitted from the mobile terminal
200 and transmits it to the first control unit 140. The first control unit 140 extracts mobile terminal status
informafioh set by tHEddrifrtin YRR Riths 880 i erint & Wattkidr e Resrreepbhingsiiokig terminal

200 (S204), and prepares a command message accaording to the mobile terminal status information. 10
(301 That 1, PESREES e Fiole 15T D00 IR Beb SR LPE oI IEE g on

approved stals e ASKEARUBLMIL KD RIEORIPTA T ORAPPIPYRI RS SAge ARl oy 10 the
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mobile terminal 200 not, t ontrol unit’140 prepares a log-on disapproval message

and ransmits,jg e, matile SRIIRALL IR (524 Qh fiSHni1e: M TRAGE SR INAING BLB! coiisp! Unit 140

includes an operation command and the digital signature for the mobile terminal 200, the unique number

thereof, and thersagbense. AUk ey Here:sthe argrationecmmasdlootba doakile tesnainal 200 refers to an
operation command related to the log-on approval/disapproval. The unique number refers to a peculiar

number of thaigobite:tatméngi (s exdimplendialepbome ohiotzeinh®ed lhikrootX andxheiReqaseeeof a smart
phone). The digital signature enables confirmation of the safety and reliability of

number. Here, the operation command for the mobile terminal 200 refers to an operation

command related to the log-on approval/disapproval. The unique number refers to a peculiar

number of the mobile terminal (for example, a telephone number, i.e. 011-xxx-xxxx, in case

of a smart phone). The digital signature enables confirmation of the safety and reliability of

the server 100 that sends a message. The sequence number is used for determining whether a

message sent by the first control unit 140 is transmitted repeatedly. The first control unit 140

arbitrarily sets the sequence number.

[40] Then, when the first control unit 140 of the server 100 prepares the message including
the digital signature and the certificate and transmits it to the mobile terminal 200, the second
transmitting/receiving unit 210 receives the message transmitted from the server 100 and
transmits it to the second control unit 250.

[41] Accordingly, the second control unit 250 authenticates the transmitted message
through the second authentication unit 240 (S212). That is, authentication is performed by
decrypting the digital signature and the certificate included in the transmitted message and
verifying the decrypted information. Specifically, the unique number of the mobile terminal

200 included in the transmitted message is compared with a number stored in the memory

unit (not shown) of the mobile terminal 200. If the compared numbers are identical, the
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the server 100 that sends a message. The sequence number is used for determining whether a message
sent by the first control unit 140 is transmitted repeatedly. The first control unit 140 arbitrarily sets the
sequence number. [40] Then, when the first control unit 140 of the server 100 prepares the message
including the digital signature and the certificate and transmits it to the mobile terminal 200, the second
transmitting/receiving unit 210 receives the message transmitted from the server 100 and transmits it to
the second control unit 250. [41] Accordingly, the second control unit 250 authenticates the transmitted

message through the second authentication unit 240 (S212). That is, authentication is performed by
decrypting thé1&ighalssrrsivelugd tRehseienitsnh asagsisle trardfiste dmescaicalivg Yerifying the
decrypted information. Specifically, the uniqgue number of the mobile terminal 200 included in the
ranomitted nSSHR e EOTHE, B RTAED R 5 SEr S VLA TEEABH SHURHFGFHe mobile
terminal 200. If{hﬁ(c}ompared numbers are identical, the | | digital signature included in the transmitted
. uni .ge . . - . . .
message is then verified. Here, verification of the digital signature is performed through the certificate

stored jp,the secongpuIlRQLcAHEN HOIL 4R 443 Eﬁﬁﬁ%aﬁl%r’a\ﬁ{ﬁéﬂigaﬁo\’leﬂf&%gpﬁsd%iﬂ?lé{%ﬂ

authentication process is completed (S214), the second authentication unit 240 transmits the verification
results to the Se¢@NdneQRttpliuAitiRaARd the: SerrRdheRNt ehaIRt-ARARRErAAS the tRokisderminal 200

in accordance with the operation command corresponding to the contents of the message transmitted
from the servesn@0.dhithesopearatiait cetomBcnabihentrarmieddiessagisda terminal 200 in
accordance with the operation command corresponding to the contents of the message
transmitted from the server 100. If the operation command of the transmitted message is a
message approving the log-on of the mobile terminal 200, the process of logging on the
mobile terminal 200 is performed (S216, S218). If the operation command of the transmitted
message is a message disapproving the log-on of the mobile terminal 200, the process of
logging on the mobile terminal 200 is not performed.

[43] Meanwhile, if the mobile terminal 200 logs on in a secure mode, the user can cause
the set secure log-on mode to be maintained, or use the mobile terminal after releasing the
secure function.

[44] FIG. 4 shows the structures of command messages according to an embodiment of the
present invention. Here, the command messages refer to messages for commanding
operations related to the power-off and the approval/disapproval of the log-on of the mobile
terminal 200.

[45] As shown in the figure, the power-off message includes a message for commanding
the power-off, the unique number of the mobile terminal 200 (e.g., ID of a smart phone) and
the sequence number (or random number). Upon transmission of the power-off message, the

digital signature signed by the server 100 and the certificate for certifying the signature are

12



message approving the log-on of the mobile terminal 200, the process of logging on the mobile terminal
200 is performed (S216, S218). If the operation command of the transmitted message is a message
disapproving the log-on of the mobile terminal 200, the process of logging on the mobile terminal 200 is
not performed. [43] Meanwhile, if the mobile terminal 200 logs on in a secure mode, the user can cause
the set secure log-on mode to be maintained, or use the mobile terminal after releasing the secure
function. [44] FIG. 4 shows the structures of command messages according to an embodiment of the

present invention. Here, the command messages refer to mesét%?éges for commanding operations related
to the power-B¥f B dIRER 4o BVRR RSISHIUY ANETSHSE RS dhcofHHE AL B te?thifsr 80, ME1As shown in

the figure, the power-off message includes a message for comm (Q the power-off, the unique number
of the mobile TAFHA LOLK(E: 1561 RS ShANTSRIF B LRhCLhERTROPRBLT tor KSBRHEnumber)
Upon transmissiqn aof the power-off message, the digital signature signed by the server 100,and the
certifcate for LML e QAP Aoies B e eSO Shes Ace s ey Lo S Fesuitant

power-off meggagedshen dranstiied. fsr 6. Redniqngipumber of the mobile terminal 200 corresponds

to a telephone number in case of a smart phone, and the sequence number is a number randomly set to

each mggsage so thakibe MersAeR CanLLHRRMSEhbY &iealthedd6l Foirthghethed Qg e t6AYESt message
includes a message for requesting the log-on of the mobile terminal 200 and the unique number of the
mobile terminat 26Mile terminal 200 and the unique number of the mobile terminal 200.
[47] Furthermore, the log-on approval/disapproval message includes a message for
approving/disapproving the log-on of the mobile terminal 200, the unique number of the
mobile terminal 200 and the sequence number. Upon transmission of the log-on
approval/disapproval message, the digital signature signed by the server 100 and the
certificate for certifying the signature are included in the log-on approval/disapproval
message and the resultant message is then transmitted.
[48] According to the present invention described above, a server prepares a command
message according to mobile terminal status information set by a user and transmits the
prepared command message to a mobile terminal and the mobile terminal authenticates the
transmitted command message. Thus, there is an advantage in that the mobile terminal can
be controlled only through the authenticated message.
[49] Further, if the user requests the mobile terminal to be powered off, the mobile
terminal is set to be in the secure log-on mode and then powered off. If a third person who
has obtained the mobile terminal intends to log on the mobile terminal, the mobile terminal
can be logged on only after performing the authentication thereof through a digital signature.

Thus, there is an advantage in that it is possible to limit the use of the mobile terminal by an
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[471 Furthermore, the log-on approval/disapproval message includes a message for
approving/disapproving the log-on of the mobile terminal 200, the unique number of the mobile terminal
200 and the sequence number. Upon transmission of the log-on approval/disapproval message, the
digital signature signed by the server 100 and the certificate for certifying the signature are included in
the log-on approval/disapproval message and the resultant message is then transmitted. [48] According
to the present invention described above, a server prepares a command message according to mobile
terminal status information set by a user and transmits the prepared command message to a mobile
terminal and tHeuHeHAe YA RESAR BYE R T e RRC iR oAk YRR T IEE SsgfEseT HRIA there is an
advantage in that the mobjle terminal can be controlled only through the authenticated message. [49]
Further, if the“ﬂ?iélrﬁrlgﬂﬁlé@is the mobile terminal to be powered off, the mobile terminal is set to be in the
securelog-on mode gag then, poweredioft lfa (hitdpersanbe, hias apfained fie meblle tgminal intends
to log (gn e mobile termlﬁal, th&'mobile terminal can be ?ogge(cjl on on?y after perftormlng the

authentication {hereqt trauah. 3, Aigitalisignature, Thus. herkds amAUXRRIAGRD fhaldtis agsible to limit

the use of the mobile terminal by an 13 unauthorized third person even when an encryption or lock

function has RoikbeenRRIHRIRRRIARIeHEERINALEROLAROUERIhE Mesesidryertiandapheen

described in detail in connection with the embodiments of the present invention, it will be apparent that
those skilled uefiedabtyadn appikaedations Modiicatighs singehangess the riécewbbdnibesspirthand scope of
the invention

present invention are construed as falling within the scope of the invention.
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defined by the appended claims. Accordingly, simple changes to the embodiments of the present
invention are construed as falling within the scope of the invention. 14 WHAT IS CLAIMED IS: 1. A server
used to control a mobile terminal, wherein a command message is prepared by the server for the mobile
terminal according to mobile terminal status information set by a user, the command message then being
transmitted to the mobile terminal after a digital signature is added to the command message by the
server. 2. The server as claimed in claim 1, wherein the command message comprises, an operation
command and the digital signature for the mobile terminal, a unique number corresponding to the mobile
terminal, and a sequence number. 3. The server as claimed in claim 1, comprising: a database unit
operable to sWidATTOIS €A TMiFI k¥formation and the mobile terminal status information set by the user;
a first authentication unit operable to authenticate the mobile terminal; and a first control unit operable to

prepare the command megsage-acsaudingda the. mebile derminakatatis infermatirnmsekhy the user and
further operable to transmit the prepared command message. 4. A mobile terminal operable to receive a

command megsspgedransmittee-fpmor gervenbiareitbe saordiandmessage isautiiestiaated by the
mobile terminal, and operations of the mobile terminal, including power-off, log-on and log-off, are
performed acdordingpto ttietguthesticatedcoommeindesegsaden being transmitted to the mobile

terminal after a digital signature is added to the command message by the server.

2. The server as claimed in claim 1, wherein the command message comprises,
an operation command and the digital signature for the mobile terminal, a unique number

corresponding to the mobile terminal, and a sequence number.

3. The server as claimed in claim 1, comprising:

a database unit operable to store mobile terminal information and the mobile terminal
status information set by the user;

a first authentication unit operable to authenticate the mobile terminal; and

a first control unit operable to prepare the command message according to the mobile
terminal status information set by the user and further operable to transmit the prepared

command message.

4. A mobile terminal operable to receive a command message transmitted from a
server, wherein the command message is authenticated by the mobile terminal, and
operations of the mobile terminal, including power-off, log-on and log-off, are performed

according to the authenticated command message.

15



15 5. The mobile terminal as claimed in claim 4, wherein the command message comprises an operation
command for the mobile terminal, a unique number corresponding to the mobile terminal, and a digital
signature for the authentication. 6. The mobile terminal as claimed in claim 4, comprising: an
authentication unit operable to authenticate the command message transmitted from the server; and a
control unit operable to request the server to send a log-on message thereto and control the operations
of power-off, log-on and log-off of the mobile terminal according to the command message transmitted
from the server. 7. A mobile terminal control system using a digital signature, the mobile terminal
comprising: a server operable to prepare a command message corresponding to a mobile terminal

according to mobile terminal status information set by a user, add a digital signature to the prepared
S (0 R TR Lol S B el RSP TE iFoconve and

command message, ‘and t

authenticate the command message transmitf d froq)rlrllet@; Senyel li;trpd @%rforbrgr%greratlorpds nmcgludlng

power-off, Iogc-oorszrilrsl%lS I%ng(-)gﬁr in reggr]fjn {0 the mobile terminal accor ug {0 the authehticated command

message. 8. fmeihed: ol GARr AN MPRILE IermipaisingAdigiial signature, the method comprising:

16 setting, by a user, a status of the mobile terminal;

6. The mobile terminal as claimed in claim 4, comprising:

an authentication unit operable to authenticate the command message transmitted
from the server; and

a control unit operable to request the server to send a log-on message thereto and
control the operations of power-off, log-on and log-off of the mobile terminal according to

the command message transmitted from the server.

7. A mobile terminal control system using a digital signature, the mobile terminal
comprising:

a server operable to prepare a command message corresponding to a mobile terminal
according to mobile terminal status information set by a user, add a digital signature to the
prepared command message, and transmit the resultant message; and

a mobile terminal operable to receive and authenticate the command message
transmitted from the server and perform operations including power-off, log-on and log-off in

regard to the mobile terminal according to the authenticated command message.

8. A method of controlling a mobile terminal using a digital signature, the

method comprising:

16



receiving a log-on request message from the mobile terminal; preparing a log-on approval message if the
status of the mobile terminal, is a log-on approved status; preparing a log-on disapproval message if the
status of the mobile terminal is a log-on disapproved status; and transmitting the prepared message to
the mobile terminal. 9. The method as claimed in claim 8, wherein the log-on approval or log-on
disapproval message includes an operation command for the mobile terminal, a unique number of the
mobile terminal, and a digital signature for authentication. 10. A method of controlling a mobile terminal

using a digital signature, the method comprising: requesting a server to send a log-on message when the
mobile terminal is pEFNERAP VA ISRV AldBRIRRHE Hidd&lge prepared in accordance with mobile
terminal status information set by a user in the server; uthengcatin%élge received command message;

and after completing e A8 hEIRGCATSH BF PR BSMIAh I RN E B ing the mobile terminal to be

logged on if the command message contair%s lo -an &\qggosyzﬁlllf ornpt o | ffe Ipe on ig; Ehe command

ed
message contains |856P§ﬁl%%s%§§rovg’]mf‘}vf TFhéethod as claimed in claim 81 Whereirt the requesting

the log-on medﬁﬁgg%dsstgﬁrsformed when the mobile terminal is set to be in a secure log-on mode. 12. The
method as claimed in claim 11, wherein the setting of the secure log-on

preparing a log-on disapproval message if the status of the mobile terminal is a log-on
disapproved status; and

transmitting the prepared message to the mobile terminal.

0. The method as claimed in claim 8, wherein the log-on approval or log-on
disapproval message includes an operation command for the mobile terminal, a unique

number of the mobile terminal, and a digital signature for authentication.

10. A method of controlling a mobile terminal using a digital signature, the
method comprising:

requesting a server to send a log-on message when the mobile terminal is powered on;

receiving a command message prepared in accordance with mobile terminal status
information set by a user in the server;

authenticating the received command message; and

after completing the authentication of the command message, causing the mobile
terminal to be logged on if the command message contains log-on approval, or not to be

logged on if the command message contains log-on disapproval.
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mode comprises: receiving a power-off message prepared by the server in accordance with a power-off
request from the user; authenticating the power-off message received from the server; cutting off power
supplied to the mobile terminal when the authentication of the command message is completed; and
setting a mode of the mobile terminal to the secure log-on mode when the mobile terminal is powered off.
13. The method as claimed in claim 12, wherein the cutting off of the power supplied to the mobile
terminal when the authentication of the command message is completed further comprises transmitting a

power-off completion message to the server when the mobile terminal is powered off. 14. The method as
claimed in claim 10,'vherdifetHetmarfieimeds iy €@ pHsethetrin bt atrodcHgn iR d98i°the mobile

terminal, a uni%ue number of the obiﬁle term’nal, and a digital s,i]gnature for the authentication. 18
message 18 performed when the mobile terminal is set™to be 11T a secure log-on mode.

12. The method as claimed in claim 11, wherein the setting of the secure log-on
mode comprises:

receiving a power-off message prepared by the server in accordance with a power-off
request from the user;

authenticating the power-off message received from the server;

cutting off power supplied to the mobile terminal when the authentication of the
command message is completed; and

setting a mode of the mobile terminal to the secure log-on mode when the mobile

terminal is powered off.

13.  The method as claimed in claim 12, wherein the cutting off of the power
supplied to the mobile terminal when the authentication of the command message is
completed further comprises transmitting a power-off completion message to the server when

the mobile terminal is powered off.
14.  The method as claimed in claim 10, wherein the command message comprises

an operation command for the mobile terminal, a unique number of the mobile terminal, and

a digital signature for the authentication.

18



