METHOD AND APPARATUS FOR ENHANCED AUDI O VI DEO SERVI CES W TH WATERMARKS AND
ASSOCI ATED DATA FI ELD OF I NVENTION This disclosure relates to audio and
video and to enhanced audio and video services, such as pay-to-record or
pay-to-tape, in, e.g., a cable television system direct broadcast
satellite system or public conmputer network (internet). DESCRIPTION OF
THE PRI OR ART Sone net hods of controlling copying, or preventi-ng serial
copyi ng, of video naterial with a video watermark rely on the K recording
device to add second waternmark to the video image. Waternmarks are wel |
known in the YrETPRIANA AESARALYE. FORVENANCERS AHPEO AV EPRO SERVICHSI ST an

ot herwi se conventi onal V|cﬁﬁ?§§MA§§§lBNglﬁﬁﬁﬂcﬁﬁﬂﬂp PAER de a uni que
identifier and thus discourage or prevent unauthorized copying or use. The
watermark is not apparent to a person view ng the waternmarked signal, but
is readily gigheried RyeRPRPPriate circuitry. Preventing or controlllng
copying i s Usel copyright infringement, and prevent

di stribution of Thifafifetosune wediases ta audgmmeﬁawudﬁalamﬁqﬂi%@haﬁ&é&en]

where thersudi® anAnNeigepYsdriued shahe, 0 328 i es-al | oved
state, the conbination of. first and secondq%aﬁéghé} F Y Retape,

no- nor e- copt¥s SaPl owB ¥ Lh é‘ﬁhﬂ‘ﬂlélt’ﬁeswt?f%ﬂ-nailrwa:tebnawﬁcasjefsaneklim
one- copy- al $yswed, sdat publ 1 mEmpatBer Rt R6HE S(i eriee) Of a video tape
recorder or video disc recorder, for instance.) In a television system
with a digital cable tel evision or direct broadcast satelllte set top box
(STB), t hiRESCRIBTEON SO 1THA PREVENARTSer i al copyi ng of video content,
since the. conpl SG, pro rniate_state change from ’
one- copy- aIIom1Fgm%oﬁnnréﬂ%oplegﬁgﬁéii?ég) W@Egrdor Preventing serial
copying, of video materlal with a v1deo watermark rely on the

recording device to add a second watermark to the video image.

Watermarks are well known in the digital video field.
Watermarks are signals embedded in an otherwise‘conventional
video or audio signal that provide a unique identifier and thus
- discourage or prevent unauthorized copying or use. The
watermark is not apparent to a person viewing the watermarked
signal, but is readily detected by appropriate circuitry.

' Preventing or controlling copying is useful to prevent
copyright infringement, and prevent distribution of
unauthorized copies. 1In a “generational” control system where
there is a one- copy-allowed state and a no-more- copies-allowed
state, the combination of first and second watermarks define
the no-more-copies-allowed state while the original watermark

- defines the one-copy-allowed state. {Copying here refers to
use of a video tape recorder or video disge recorder, for
ingtance.}) 1In a television system with a digital cable
television or direct‘broadcast satellite set top box (STB),
this type of system prevents serial copying of video content,
since the compliant recorder makes the appropriate state change
from one- copy-allow to no-more-copies during the record

" process. However, it dees not easily allow for a pay-to-record

feature since records are generally not provided with back




- property t

process. However, it does not easily allow for a pay-to-record feature
since records are generally not provided with back -1 channel and

comuni cati on nechani snms for reporting purchase choices to an accounting
system To i nplenent a pay-to-record feature, the STB needs to control the
state change rather than the recorder controlling the state change. The
pay-to-record feature thus allows a STB to output video under conditional
access contrpl with three possible paynents by the viewer: No paynent: the
consumer (VPRWRF) 3 FormupieRisiPn seghawi ons r Boorckpdwiagnpendiasane | evel
of paynent : chhbceonsupgr atsoaht L Gvl@epl €W the content, but is not

allowed to recor.%hiig7rl lQi feI1 rent yfhi gher) paynent: 'the consunmer can both
view and record thé Content. RN &Eorrererdpiraiyie ttdeuSEBt heedTRA 0

i ntroduce t#enEEdokdenatetancange farRear €hah %W'edoi&@%scéﬁ@éo]]&rﬁ ent

w despr ead gglORidRR ch 4,5 em _Specifically, there is a large

instal | ed base of S%%gnéﬁi ch'ﬁlcfo)b%%t g]?nf‘g?%é a‘iceéatt‘%@ F8Y8i b at §T8s t o

al | ow t hi s*SSERFEnEidpprannden deadatilenal | dcdrOmOrReBlr @l tis Yoy Were

I Nt roduced pdELibles pdyagRts e €GRNG 4 r for copy, control in STBs,
o P ERRTLALET S blerE W e PR b

t hen the exi st ng_t)consurrers with STBs w t hout IS °f

di senf r ancht SET=%¢ hd8eCortiRNee fBuyEeweor uretising thenateteanni emeat al |l . An
al ternati velemstlhod paypemyi diHeg cbRg6Re£0RY L0 tof g@{ﬁ‘gr&se %%%%F?lg‘} _
nunber In

"ticket." - I gke e ' cryptographi c _ counter ( , usua
bi nary for%ﬁm%il&chogsg%%é‘?‘?ég&q %gﬁc’g‘ioﬁimni%ﬁeé“ﬁ%ltcHhﬁmr)a@@wiaated with
the video. “Hfi §oppERetr camdmtineienyamd yHagidaphieC chbaabaE €S Whq MRt AN a

play and nReend1bissofde fHoe y.functions are well known to those versed
in'the cr y&t&%%ra hic field angwlan%{)u e xlaodg c§s§%8f Serpad Yakeragky h t he

PheT? U9y §s§§pgtthq§)prevent widespread adoption of
such a system. Specifically, there is a large installed basge

of STBs which do not incorporate the fequired features to allow
this second watermark to be added. If a copy control system
werg introduced which used such a second watermark for copy
control in STBs, then the existing consumers with STBs without
this feature would be disenfranchised; those consumers would be
upable to make copies at all.

An alternative method of providing these copy control
features uses a “ticket.” A ticket here is a cryptographic
counter (number, usually in binary form) which is carried in a
communications channel associated with the video. This ticket
uses one-way cryptographic features to maintain a play and
record history. One way functions are well known to those
versed in the cryptographic field and include a class of
transforms with the property that the function is relatively
easy to compute but significantly harder to undo or reverse.
In other words, given x it is easy to calculate f(x), however
given £(x) it is difficult to compute x.

A recorder detecting the one~copy-allowed state’s
watermark must then detect the correct ticket prior to allowing
a recording to be made. To convey the ticket from the STB to
the recorder, the vertical blanking interval (VBI) of the video

signal can be used as a communications channel. However, this
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easy to conpute but significantly harder to undo or reverse. 1In other
words, given x it is easy to calculate f(x), however given f(x) it is
difficult to conpute x. A recorder detecting the one-copy-allowed state's
wat er mar k nmust then detect the correct ti-cket prior to allowing a
recording to be made. To convey the ticket fromthe STB to- the recorder,
the vertical blanking interval (VBlI) of the video signal can be used as a
communi cat f'afs thRafhsrdvagwmsee thathssme- Brbadcidte Miisgadvwanliage t(bg:}&egone
broadcast NMBE ggggggrée‘fi@&qo BgE ?’S: gion devices) do not transmi. th
entjre V3l. ternative the t 1 cket ™ FasThs el @NtATENEBACt | ve pi cture
area, suchAlharnativelyn ttl'We tdvbetcan anseriéd QJrﬂQ;heTycgivel—py\@y&Ee this

has the digagyang his t e viewer on newer TV's
(havi ng | ess overggghgm alttE ?ugﬁnghga%?&dse ar?bc?r(%‘] 82t ‘P&ASBI EVDHY- t he
consuner. NRYCEREtL Hetls r?é*tgnéheofil%@ﬁma@ tiimtt khket dhtatwapobd Vadg, and
to convey o b 1etrome *ﬂ?eﬁeﬁéﬁﬂ Sy o RO F el i Sohes et
e.g., tot ck% %‘g &FtéEBFﬁ ev‘ﬁdéﬂ‘%dpylsmrr@trect'lon processes which are

commercial |y - auai lakiteerahsehs@ass &rﬁ:e?e%a Pick tglgst ttfl}n 60 603 Th' S

has the a tf9¢ tthat teX| sti n% digital ers suc
DVCAM t ypé" aut Omaticarry aeFeRest % s mrgdos ﬁnbkeﬂkqpymmq:e:dﬂmyzibm I to

record theyeBlem Humméls tbocamen it dthe amd PPy e, fant of the
STB requi b%t% an% I3 E!Sl'_l"eB' nt ernal sof t‘%géle@él n sor‘r;r\s\c’(z)é'ag1 s, this
sof tware Can, be R Y1g°s¥Bs bYethe HaanavisdomiBosn.l n t his
manner t hé”éﬁ@od’é’PYI El‘?tﬁ@iég:rla@ﬁxmsseel whivhi &he gﬁi}@[@fﬁ%ﬂ]_@e Macr ovi si on

Cor p. anahegiggp,yeprgiggtéégl @JILEsesR eact r| at el However in
other casgs the internal: sof t va UTET padllt 4)'do%, Soh) .
the advantage that existing digital recorders such as those

of-the DVCAM type automatically delete this form of a ticket,
since they fail to record the VBI. However, to accomplish the

© appropriate control ocut of the STB requires changes to the

. 8TB’'s internal software. In some cases, this software can be
downloaded to existing STBs over the air or cable. In this
manner the encoder IC (integrated circuit) Wthh generates the
Macrovieion Corp. analog copy protection pulses can react
appropriately. However, in other cases the internal software
has been installed permanently in the STB and canpot be
modified.

All these methods of Cransmitting a ticket requiré
modification to the cable- TV/aatellite system head end control
software to provide a way to introduce the ticket into the
video. This modification could undesirably be quite expensive
to the cable-TV or satellite system operator.

Published Intexrnational Patent Application No.
PCT/IB96/00992, published April 10, 1997 as Internatiomal
Publication Number WO 97/13248, dlscloses an’ electronmc'
watermarking scheme that works at 2 high level in the hierarchy
of an MPEG source signal. According to this scheme, parameters
of the MPEG stream such as slice boundaries or quantlzatlon
matr%x values are altered in a manner unllkely to occur at:
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has been installed permanently in the STB and cannot be nodified. All
these nethods of transmtting a ticket require nodification to the

cabl e-TV/satellite system head end control software to provide a way to

i ntroduce the ticket into the video. This nodification could undesirably
be quite expensive to the cable-TV or. satellite system operator. Published
I nt ernati onal Patent épp,l i cation No. PCT/1B96/00992, published April 10,
1997 as | nt &SI HNARY BibSUcht PofaRbiiber tMO: Ot 3248 rmdirkc @S as £&A cult

el ectroni ¢ teRle@¥R kiithcsgheng ket wer i gh Jeevel ip,the hierarchy
of an MPEG source Si %Bg:} Accggélli ng ?%Qt ?%ﬁés% eJ{H, e;ﬁgﬁt e&ge GPP¥he MPEG
st r eam suchPAS &L fdBFPEd A6 Briativei MRRG crtiandmatd inxyval Besbar fsed

altered in dnneangimetlickely thotASEUL@ns 3 random and in such a fashion
to erase W thout significant transcoding

that the watermark.is difficult C

effort. The copyguﬁhbﬁg‘egi SREBFRApievrH Rptsnt RepiREEtsbandard may al so be

used in coapurpicHBmeMBB,tﬂ{lgmgﬁgarqqalﬁL%g | sf I gt egngt i onal Paient

Appl i cation . PCT/ Cxed/ 00185 ubl i she 'I\{ay 3, T9 B-“582 P8 hat i onal

Publ i cat i on® %%8?“‘%@“8’3%5%3?%&%2%%% H sploisgier apyadeipteacFhectpuice

Sound LT ack.of vt deo t g Cohe et ith RianlBRFo? E08kottg 1 TRk

dupl i cati on” "3 t_’&??ﬁ?‘f’ n%%rafﬁﬂ“ncﬁétr@@ﬂq #§ at videsttape, dilgldialtay coded

et ovi g shecoted - meseage o R ca iR h MBS maror fox

expl oi t at i & %‘?gﬁg "t“gﬁfeé%%t OFE BHERIRY, Eogrdoreasage rakmn (ool

mer king si gl th dsated docetk mes sadecd eRahl meRbdr EHE PP RAMGY ARP!dSAl4 on

No. 98103041733_5'396; and means for enabling or inhibiting the exploitation
©of the tape by a televigion receiver as a function of the

marking'_ signal and the coded message. ,

_ Published European Patent Application No. 9é103047,
published August 26, 1958 as publication no. EP 0 860 992 AZ,
discloses a digital data encode system inéluding a field
judging unit dividing the digital data signals by a
predetermined reference, a watermark data selection output unit
for selecting one of a plurality of different watermark data in
response to the field judging unit, and a Qatermark ingserting
device for inserting into image data signals waterwark data
supplied from the watermark data selection output umit.

SUMMARY

_ This disclosure is directed to use of a watermark together
with consumer controllable information in a television (or

o

~audio only) STB to provide pay-to-tape (or pay-to-reécord
generally) control. One embodiment uses the existing video
line 21 (in NTSC-TV) extended data service or closed caption
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publ i shed August 26, 1998 as publication no. EP O 860 992 A2, discloses a
digital data encode systemincluding a field judging unit dividing the
digital data signals by a predeterm ned reference, a watermark data

sel ection: out put unit for selecting one of a plurality of different

wat er mar k da% nset the field &glng unit, and a watermark

i nserting W% s%r’ﬁ 4 r{FSYP’ﬁ%%‘%‘P fav8t¥al £PfafeFHiE% data
suppl i ed fwaamrtnlaekwawrjmrnk:1§}at:ansebﬁc&¢mr@ufogumu@btbeﬁw\/l‘ﬂ‘}s%‘éldzbl S

di scl osur ﬁ{rrec ed to #se of a watermark together w.th consumner
controlla 5SoR3Y Ph 1R vPs PO (bMaPREHI &° SRAPLCSTE to provi de
pay- t o- tap@d@mow ﬂe@-t[lﬁ@@}’ dsucglelaer BhVYjo-aeRkr 6f . pdRacerbedidpvesses the
exi sting video |ine % é NTSC- Ti) ext ended data service or, closed
caption 33" BYtERDIITE RETYF £%5 dKEFAEEr yIESgr SPHE N Ge) Phdhd a vi deo
wat er mar K app@opch idsy teensdednteoRy tAgt ofxMtdag bebng 1w ovi getk1bitea STB.
This may be done in su J; a manner to epable additional features, such as
pay-t o- t apd 6P paFEE STLEGES, (E9BRT ST Qs (A AFEh PR | BT SHLY (| egacy)
STBs. |n addinkhon, tiid sypapps OﬁCﬂbﬁﬁailbﬂe Rehnagentaihexlest hpg cabl e- TV
or satellite tem ead end MPEG re55| on) encoders can al ready
transmit thC glf%//% of-BPnFB7 it B2 ﬁ RAeRh THiifges are required to
the systemoperator's infrastructure. 4 recording is permtted,
transmtting the associated data with the video signal by the copy control
systemto a recording nechanismat the video signal destination, wherein
the watermark has a predetermned relationship to the associated data. In
accordance with yet another aspect of the present



i nvention, a set top box for connection to a television receiver is
di scl osed. I n one enbodi nent, the set top.box includes an input term nal
adapted to receive a video éignal including a watermark and to receive

associ at ed ggEérdEh lassom t.ed, dat a belng related to the watermark in a
predet er mi néd ranner. - The" Set ?%% BRSNS 5LiRE| bdesaasoebrerd i dafed widdess

control havthg Hldentsngnabﬂmgnﬂk:k@py EBAETYI NGy 8L 48 €F o SE| BCLd0fy fpr
having a control

enabling re V|de and,a conbi ner
t er i nal co&%ﬁgéﬂgo ah- CbF h S?SFﬁ%aEbﬁﬂttW%#ﬁﬁl%ukh%s contro

and rece|V|ﬁ§term@rhwhﬁﬁ)angﬁaﬂeﬂémmﬁhbherenﬁﬂioﬁéﬁiﬁrE% £ ;ﬂgh
out put ter |, wherein the conmbi ner outputs the video signal w't
wi t hout the associated data in response to the conditional access control.

I n accordance wiEh stddidaanet h&ltha*yBEC§nQ{Ehéf'eaiﬁt§§t.erBf dHY eitd )y 13 a met hod
of operati ecqrder cl osed, conprising the acts
Mnfeatt Vi c?eo%%m S’ngl %ﬁ ?ﬁﬁ COPRRGHRR P Vi ttea bradie igmd

receiving an Inpl
associ at ed ¥R veetier dimglobed . water ons kenisttl B6didg dihe A8SQeAtRg dat a,

subj ecti ng iﬁg{ d et erm ned conpression-function,
and U al | ow n ‘?‘2%%%3{ ngf}glft @%g@ﬁ%gtg‘éﬁ‘% GYFACHTY & ridee sdenedt ed
wat er mar k et inche wesgrmagk ahd o npEa@sisie h s SdiGHe@N dald, agger dance

with yet ama&&amagggeghtgfbggﬁ p ntion, a video recorder is
di scl osed whigh.includes an |nt%§?§€% ﬁ%pél (ﬁ%ﬁﬂﬂ?r fedfuf an input port
for recei vERGOR - ST HEEISTERART t o %hﬁr%%bﬂumdh@n:mﬂeonﬁdbumue@ wat er mar k

- det ect or cmmﬂﬁ&dohaltae £8P UboOFd], e l.ed.tq the input
port to detget gka at o rede?ern1ne g%gtlg%ﬁg ?h§e555381 gPﬁnal and a
DP% LE&DF02 B r%@%?ﬁF%R&eﬁﬁFé@n4bllng recoxding of the video

cessor coup
. signal, and a combiner having a control terminal coupled to an
output terminal of the conditional access control and receiving |
" the video signal from the input terminal, and having an output
terminal, wherein the cowbiner cutputs the wvideo signal with or
. without the associated data in response to the conditional
access control.

' In accordance with Still another aspect of the present
‘invention, a method of operating a vldeo recorder is disclosed,
comprising the acts of receiving an 1nput video signal having
an embedded watermark and associated data, detecting the
watermark, detecting the asscociated data, subjecting the
associated data to a predetermined compression function, and
allowing recording of the input video signal only if the
detected watermark matches the result of the compression
functlon

In accordance with yet another aspect of the present
1nventlon a video recorder is disclosed which includes an
interface to a recording wedium, an input port for receiving a
video signal to be recorded on the wedium, a watermark detector
coupled to the “input port, a data detector coupled to the inpuc

. Port to detect data at a bPredetermined location in the. vldeo
Ssignal, and a processor coupled to compare the detected
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In accordance with one aspect of the present invention, there is provided
a nethod of marking a video or audio signal to prevent unauthorized
copying of the signal conprising the acts of: supplying the audio or video
signal; enmbedding a first watermark in the audio or video signal;
transmtting the video or audio signal to a user; and enbedding a second
watermark in the video or audio signal in response to an action by the

user. In accor dangecoddhc2nat Berodspegkcef of NevdeesBht ifeRtibAN, there is
provi ded a_nmet hod of marking a video or audi o signal having an enbedded

wat er mar k 6T pr ey SFCVIHRALR HEEPEd °E P g %R THESS | na@Mdésnprralngot he

acts of: pdevensi Mg HITiRSPeBEGiHhe &B&Ihd RAULaLT cb8SPIHINgQE {he video
or audio signal is to be prevented, if recording is to be “prevented,

addi ng a SECoRPRIABATERK: 2UHP CraNinee 15wl heSTrerslindop ALBF signal with

the first vandrseaoond watesmBiKSr kNdasCcordanserwhtdanatetnaspesl, of the
present inventjon, there is provided a set top video or audio box for

connect i ofitt Y4’ #4981 at @ rexedii verd cOthRdddrage afe st 2tEBRM dlh adapt ed
to recei veha vidieo cor aaddb s SjrgNakin fesEOnd £boaal 2 AGCRSByCOM N@lehavi ng a
control termnal for receiving a selection enabling recording of the video

or audi o signaf; *SCUAE R kR MRtder poPeEntdddPAgPresYcond wat er mar k

and havi ngnaenondd Ol tHealemiBabreOURL @k ti tHIOUEPHE -k EE g Da)i Rl ol-he
condi tional ,access contrql and receiving the video or audio signal from

the input *PEFfi P2 MGV HAY AG SRPeAfssufatermTalto PRABRRF n t he vi deo or

audi o si gnahutiedit@es capfiddtomaner JBgia1 d@ﬁ?i?éihé'ﬁhéNahgémﬁfk enbedder
outputs the videag or _.audio signal wth the first and second watermarks in

response O EHEEGndPt FOIRATAc EQsESBBMNRVIL, 1f nterustidaneé Wt Widket her
aspect of okheudiieseghali W ens iRNprbhgiend;s ipr e¥tsed iy isdeg ¢ audio
recorder prevented, adding a second watermark; and transmitting the video

or audio signal with the first and second watermarks.

In accordance with another aspect of the present
invention, there is provided a set top video or audio box for
connection to an associated receiver comprising an input
terminal adapted to receive a video or audio signal;: a
conditional access control having a control terminal for
receiving a selection enabling recording of the video or audio
signal; a watermark embedder for embedding a second watermark
and having a control terminal coupled to an output terminal of
the conditional access control and receiving the video or audio
signal from the input terminal, and having an output terminal,
wherein the video or audio signal includes a first watermark;
‘wherein the watermark embedder outputs the video or audio signal
with the first and second watermarks in response to the
conditional ac¢cess control.

| In accordance with another aspect of the present
invention, there is provided a video or audio recorder
comprising an interface to recording medium; an input port for
receiving a video or audio signal to be recorded; a watermark
detector coupled to the input poit; a processor coupled to

receive an indication of detected watermarks, and to prevent
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conprising an interface to recording nmediunm an input port for receiving a
video or audio signal to be recorded; a watermark detector coupled to the
i nput port; a processor coupled to receive an indication of detected

wat er mar ks, and to prevent 4b recording of the video or audio signal onto
t he medi um i é %get rmned watermar ks are detected; and_a watermark
enbedder rSﬁSF Jtl?c-{/eoPI; SUBt &P °F PHEIYrocedo PRI BRRHEE MSESER) Pﬁl'ltdq OF THE
DRAW NGS @rgueemﬁm\mstarrmm adleagétaénuza‘d aagysi e famaerbesisidig r

wat er mar ks 1B shg det%l of Flsgure | A; Figure 1C shows a vari ant
of Figure fﬁ\ra | Yo “PHP %% we® SOV BRFPSRISUT Figure 1C. Figure 2 shows

pl ayback of a vi deo Figure 3 shows a video recorder for the Figure 1A

) e4Chovvs:a bI ock d|aram of another system Figure 5 shows a
A S Figure 6A shows the system of
Figure 1; FigureghBe Sfl@%o&s goy_t&a@tdlggrﬂ%@rad S8eeRURSr JRb@HEEnd Shows
t he system of Fiqure 4 nodified for audio. Figuré 8 shows an audi©o

recor der MEFE¥PRFHS/gdiguye siftshers DETRIL PH BESCR: PFA/ON This di sclosure is
of a syst Cir | e, epho, S rastructure
and | egal wg}\%g%\tlggesmlaﬁ\%en tocg\]/nimdsgé)E FJTrgndeﬂéZ %(I Er;??lﬁpg(\}? SH%W- C-TV) data
and conbi wesiant of tF'rigarﬁeWaspect avai lable with video watermarks to
generate reve I oW n ntr oI I ed copyi ng of video signals. Video
line 21 (in NT%%SLI%X WS Si ?ﬁae 4t %}isl on standard) currently is
used to carry closed $&pidw@nad@i@eca&@cbaa@ﬂtﬁir thkoekimge (1% eRspgmdata in
accordance wth two sjgnificant. standards: ANSI/ElIA-608 and

ANSI / El A- 744. (&Lﬂlélfe t%lSé\?‘ng Bnb ock dlagram of another system

Figure 5 shows a video recorder for the Figure 4 system.

Figure 6A shows the system of Figure 1; Figure 6B shows a
combination STB and recorder.
Figure 7 shows the system of Figure 4 modified for audio.

Figure 8 shows an audic recorder for the Figure 7 system.

DETATLED DESCRIPTION

This disclosure is of a system which in one embodiment
utilizes the existing infrastructure and legal advantage given
to video line 21 (in the VBI in NTSC-TV) data and combines it
with a new aspect available with video watermarks to generate
revenue by allowing controlled copying of video signals. Video
line 21 (in NTSC TV, which is the U. 8. television standard)
currently is used to carry closed caption data and parental
blocking (V-chip) data in accordance with two significant
Standards: ANSI/EIA-608 and ANSI/EIA-744. (Other television

standards have similar features and may be used similarly.) In



standards have simlar features and may be used simlarly.) In - 4c
particular, various U S. laws require television sets sold in the U S
to react to data carried by line 21 and require the data on |line 21 to be
preserved during transm ssion through various paths. In addition, U S.
FCC rules derived fromthe U S. Tel ecommunications Act of 1996 al so

require T\éali:e@@ul/&rs va@liollE §. (ensQpate SOMMULRN 8)i M dh skideg,idngs cards,
i tQ provi de parental bIocklng

and with ELF é/s reater then 13"in size,

(V-Chip c& g 'It% Fraghl b9 e EABhECT MY thes2 @nd ZEAPEER Y% o provi de

par ent al bﬂaoakomglneresaﬂeSOtﬂs\atpﬂ%@esv(a@ammnﬁgi t@@ﬂﬁuiﬁrm)n tBSc@gh pot enti al

cl ass of Sille] @leﬁgﬁﬂédiﬂg afjc? cl%é m[!,St regggnk& °s edeioVe ne Zlggata
a WI

Wthout this I'egal requirement, m ght an aC| ty
avai | abl e Ur-0Pf- o?%cmﬂpéﬁsonwctdeﬁcl?&fedihsn Ebdu B8, TV retdlﬂersi ine 21

is all owe@roptyst@;é}%\éﬁalcé&we%gwm e o EﬁﬁePréaqld%@' aRh Gl e content.

(TV pictures_have two field r franme other data services are
al | oned hErEPLEYBIGFeRLeF| H%elzll%égi ﬁb%\%«/etro REpE1ee gsenteapbl emiiimg,
parent al bweckimgartrother extended data services. The protocol provided

wi th extended ta,services.is fl.exj.bl ugh tha the pr ot ocol  can
acconmodat e a &lgcke?g?%rre&uﬁé?me%%s{} ' §P8 a%a) a&s §28%r %%e8T9BLYR. A
system r ebParenplt dlwakéngueksities nbwt des'cy |(lpedsxzmain camphieeesnce 40 af i gures

L, 2 and Bordo:f &ﬂlcqwsghsfpéé& e/wgo%a%ﬁhe@%c d BeELGr g 1A, at  the
prep

time of content pro a at| on con pr Svider 10, a seed
(nunmber) %ifgo glifisr &t eé%? d"“sté’é’(‘}tgélhb? altedﬁal IEqU(fEmesmfsPCéS guigh& random

nunmber geﬁak@t@daa bﬁhumaeﬁﬁka%aﬂc&tytQ@dhlsahbmee%rt&@exf 'f&ﬁétm segure
one-way hash f ion_F bgosha}fslh function elenent_ 16. This is a one-way
hash (co ?égg+ : in EIA- eld 1, line 21 is allowed only to have
closed captioning or the original picture content. (TV
pictures have two fields per frame.) No other data services are
allowed here. Field 2, line 21 may however have closed
captioning, parental blocking or other extended data services.
The protocel provided with extended data services is flexible
enough that the protocol can accommodate a ticket {or other
associated data) as described above.

A system relating to watermarks is now described with
reference to figures 1, 2 and 3.

To follow the path of the ticket as shown in Figure 1A, at
the time of content (program) preparation by the content
provider 10, a seed (number) 8 is'generated‘by a seed generator
12. (This is, e.g., a random number generator.) This seed S is
then subject to a fixed and secure one-way hash function F by
hash function element 16. This is a one-way hash (compression)
function of the type well known in the cryptographic field to
determine the original ticket T. The system operator cannot
reliably be known to be a trusted party; as such, making the
seed accessible to him has the potential to weaken the system
security. Hence in this embodiment the content provider, not
the system operator, does this. In addition, the seed S is
provided to the watermark embedder 20.

Note that this is a hybrid digital-analog TV systenm.
Upstream of the STB 34, the signal is digital; the STB outputs
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function of the type well known in the cryptographic field to determ ne
the original ticket T. The system operator cannot reliably be known to be
a trusted party; as such, making the seed accessible to himhas the
potential to weaken the system security. Hence in this enbodi nent the
content provider, not the systemoperator, does this. In addition, the

seed S isanpkaYigedsigndihe Wabessrsk eriedder 204 Nt end hata ity Soirs @
hybrid digital -anal og TV system Upstream of the STB 34, the signal is
digital; Phet BT WP FLER2E: HyrdhalsaReMyiioroPvepttEdeal Fyabetds a di git al

and anal ogef @ Mt ithher¥tdeo Sia@nal e Sh@)e .t ransni ssion over ot her
channels (e.g., the internet) is an alternative. Each block in the figures

represents a cE&AFBRNPIUMAILD CRE ehfBIEd CPPEBFE T ac 6ATEPRT AN avail abl e

conponent igekgEakida Qs t MR @hm@kcPL OO GlvaQh a8 UE hedtaBYENtE ORAl; tel ement
nodi fied as disclosed here; the nature of the connections therebetween as

shown i n PReSPIGIATES, CAnBrAMFtheEesYak y2 rsTivENEAPI®N SlseeBE omod Tieche

apparent te angcskidd athid) the Artuid &# e onnkBi Sofll SGlOSIHR wkAr
i nstance, the content pravider block 10 could be enbodied in a suitably

nodi fi ed G8npUtEr iMithR fhEMrSeedndt PRKSICATE 2R BYMellCagénRr ati on carri ed

out by sokthueé€s, exaqubedappatdie conpad efxiS 168Nt f alndr0eessi Ngginids. The
wat er mar k _enbedder. 20 submits the seed S recursively to the function F

three ti meBIS AL XHAREN T% ANStRRCRT gt BRteRd Rettddsrebhowat’st mark W

which is thend aanembueral 1y Addedabdy henmheddedohpicdhewvidegsi gnal Vv
applied at video input port 24. As shown in Figure 1B, watermark enbedder

20 i ncl ud&8eEhet1 site 8nEnE bRk Es BORRFRE I Bn CRr Bl ¢t K12 Dy, s9biar® e and

el ement  23ecidiLiby RBEIESndliR rresubhi g ataeEERE (DMt as the watermark
e

in the video. The output signal of enbedder 23 is on
The watermark eémbedder 20 submits the seed 8 recursively

to the function F three times, as shown in detail in FigurelB,
to generate a watermark W which is then conventionally added to
(embedded in) the video signal V applied at video input port
‘24. As shown in Figure 1B, watermark embedder 20 includes the
three one way hash function F blocks 22a, 22b, 22c and element
23, which inserts the resulting data F[F(F(S))] as the
watermark in the video. The output signal of embedder 23 is on
line 27, also shown in Figure 1A. The watermark is added in a
linear or non-linear fashion using any available watermarking
technigue. In some cases, to convey a sufficient number of
bits to guarantee a ticket of appropriate cryptographic
complexity, the ticket is transmitted as a series of characters
varying over time. These digital communication methods for

';onveying m-bytes of data across an n-bit wide interface are
well understood, and can use any available protocol, including,
for instance, TCP/IP or PPP.

The video signal with the watermark V+W and the ticket T
can be independently transmitted to the system (cable or
satellite TV) operator/head end 30, or optionally the content
provider can use a standard closed captioning encoder to embed
the ticket T on, e. g., video line 21. (The distinction here

between the content provider and system operator is arbitrary
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line 27, also shown in Figure A The watermark is added in a |inear or
non-1i near fashion using any avail abl e watermarki ng technique. In sone
cases, to convey a sufficient nunber of bits to guarantee a ticket of
appropriate cryptographic conplexity, the ticket is transmtted as a series
of characters varying over time. These digital conmmunication nethods for

conveyi ngafubyies fofr datgoad @3S iatudc Ridi oM. denh d:ehfacecare madelol
under st ood, and can use any avail abl e protocol, including, for instance,

TCP/ | P or °BPPASREAFRHebr STYHAT 1RFt B¢ Hel higtel nBP KEhe+ PV EREM tIREATOKet T

can be i ngepeadantdey ptbangdriitt 66 Loridg s YEERM feakRteh oS&talddite TV)
oper ator/ head end 30, or optional I%{lt he cont ent rovi der can use a

standard EPBSRIRETLERBAI Hy WFCHERr T Bi€d af MPRG MReE Febdh, e. g., video

line 21. (The ghstingd izannbersn dretmeen:bhei &Prhenti KOy Gar sapg system
operator s arbitrary 6 and only for purposes of illustration.) An exanple
of a met hBd99%F iTdbpentimidveRRane t FhHg itthe L PEk dtheT Sy st R ePRSFStem

operator tsosdstidie the psovindeK/tioRed {daPRYndiskenlR® $YSTRMPREKAL OF
could then_send it through the system as MPEG user data. The line 21 nethod

of distriBOtThy" (e CHPRRET ,tCasheebfM3tday gfir 619 *i54400he advant age t hat

it all owsihbeasysicmureperatgire t 0c dopladhdiie swat 8&es ki1t iteked gaddi tion
systemat _its heaﬁc__l} end 30 with no changes to the remai nder o? its existing
(

i nfrastrutfot ef® (FHgurscerdi s2dt herhf sE ket Feafatd | gdmé 21A°f In this

second caske ¥vheed tiscketrditedatracnihd na 2l @figndheny deqri ss exdagact ed from
t he vi deo sig al and sent as MPEG data b%.the systenm s MPEG encoder.
: "R

Wthout tfARST 3Y €23V 'F MBECt PRERT | MRENQVH G ignd LibeI Al pordAti al |y be
subj ect tpettesatisual k¥iwieRCARRr RSSIPPHkhif L1 $ bASublapsi iy Ml i ke the

di screte cosine transformare applied, quantizations are nmade
usual video compression artifacts, as transforms like the
discrete cosine transform are applied, quantizations are made
and bit rate reduction occurs. This undesirabiy would corrupt
the ticket.

In Figure 1C, from the system operator's head end 30, the
ticket T is conveyed as line 21 MPEG data in the MPEG stream's
video elementary stream while the video with watermark V+W is
sent as compressed picture data. The ticket T is provided to
all STBs 34 via conventional broadcast and reception of the
MPEG data stream.

Two classes of STBs 34 must be considered: legacy (old)
STBs and new ({upgraded) STBs. Legacy STBs are unsable to have
their internal microcontroller software upgraded. Thus they
treat the ticket T on line 21 as standard closed caption,
teletext or extended data. All of this information which is
provided to the STB is output in the analog video signal as
line 21 data.

Consumers with legacy STBs are not inconvenienced or
prevented from making a recording. This is a disadvantage from
the content provider's standpoint, since he may in fact accrue
less revenue as a result. However, television industry
practice with respect to time shifting (video recording) may

indicate that such consumers should not be disadvantaged. Thus

-7 -



and bit rate reduction occurs. This undesirably would corrupt the ticket.
In Figure 1C, fromthe systemoperator's head end 30, the ticket Tis
conveyed as |line 21 MPEG data in the MPEG streanis video el enentary stream
while the video with watermark V+Wis sent as conpressed picture data. The
ticket Tis provided to all STBs 34 via conventional broadcast and

reception tﬁfa tPecerVBEG gt @i dd @ame JN®, 23588 Ofc SEBSu3dy MUSt; pe
consi dered (ol d) STBs and new (upgraded) STBs. Legacy STBs are

unabl e to ﬁﬁ% 190"( t?ésrad?’ﬁ’f”é%‘?r?ﬁ IRFc EBRBMtSBIe FTRDIRAAAEEcuBaE aietketThus t hey

treat theohi ekeir WiaRol biendl as shapdard ml,ased taphiconng i) agxt or
extended data, Al of this information which is provided to the STBis

out put i nSEReSArSYtsi Hro EidgRalihs the n@termark #itdorsaneiekstith | egacy

STBs are mow+tnconvesi 88s€hOrigRkeVen! & LoBkERM NG dokecording. This is
a di sadvant age from the content provider's standpoint, since he may in

fact accr GERTFLERleyBRUEN SR sHBEH| Fue Howdier \lew o Seanon refusthey

practice wirth3zgespeste ttdet bRBySPbEL MG (d@etie%ohgﬁei dwq)aﬁ%d-kr@@hcat e that
such consuners shoul d not be di sadvantaged. Thus - he system as

descri bed helP 8t &SR8 ~RRETY 4t 6"8h§uh%rcqr5trpﬂale‘1ia*b&t trl?@t sdi §gdvEnt aged and

that | egasyowmh BS: phevide t1he df ¢kglireoh their video output. As shown in
Figures |A 1C.and 1D, the STB 34 outputs the video with the waternark

with the tickel™™ SAWPErafsdi RS dde 36FOFTRf% ibh s tdigkdPsTres not

control | apkevhye tdiaieopsaMBIondue 1t 0ot 'doadasyr AFi.90.0f11He STB 34a.
Here the Onl% ossi bl e user control is pay-and-view or

not - pay- aRfehtit!: Wefreaths Goycasat FoF I Bystae Rame¢RT4andskdun in the STB
34a of Figufiebht provider. In this case, the consumer can select

whether he wishes to simply view the program or whether he
wishes to view and record/store it. When he makes his
selection through a standard interface with an onscreen display
and remote control, the STBs conditional access (CA) sub-system
36 stores an indicator of the activity-view only or view and
record-which the consumer selected.

This indicator is transmitted to the system operator via a
conventional cable/satellite TV/internet return path 39
(Figures 1A, 1C) which includes, e. g., a telephone modem using
the telephone lines or, in those cable TV systems which support
it, a conventional cable plant return path. Return path 39

~allows the system operator to charge the consumer for his
selection. A report of the access is made to the conventional
system operator accounting system 35 for consumer billing
purposes, via return path 39. |

. After the conditional access sub-system 36 has stored the
indication of the consumer's request, then the addition of the
ticket T to the video occurs. If the content is only to be
viewed, then the video is provided out of the STB 34 without
the ticket: V+W. If the content is to be viewed and recorded,
then the videc is provided out of the STB 34 with the ticket:
V+W+T. Adding the ticket T to the video V consists now of

eilther introducing the ticket data T in the encoder IC
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New or upgraded STBs in accordance with this disclosure provide additional
control to the consuner and also allow accrual of greater revenue for the
system operator and | ot content provider. In this case, the consumer can
sel ect whether he wishes to sinply view the programor whether he w shes
to view and record/store it. Wien he nmakes his selection through a

standard i(aheefaseMdifcant PNSEreRN sdbSph ayr ARd FEADEE LRt LAl arddhe STBs
condi tional access (CA) sub-system 36 stores an indicator of the

activity- WrelPBrfy drovitdhedrat ef eebretdihilonatre EonThrett sditeéeed. This

i ndi cat or th$st &asdr tedwh Lot NRLpYSE eih 0RENALOYI Ydd A gre@N¥sntional
cable/satellite TV/internet return path 39 Figures TA, 1C) which

i ncl udes, 285°qtated ¥ EpFOHE O@e By CcCRBeEEEpIR0REB| Bhekas®d onn t hose

cabl e TV syst efpoMii ghtSUPRQRIdo shihna®. conventhonad Cablg1 plantyyiehurn path.
Return path 39 allows the sg;ten1operator to charge the consuner for his
948

sel ecti on®UBPY bt A3FCt A s isd gfgde D tHE €8aATenthdrdickedy St em

operat or agCedHdrd1dapYSt®M 3R (BhsGRNSUMRY nBL! §+MG4 purposes, via return
path 39. After the conditional access sub-system 36 has stored the

i ndi cation of fReFtBHEIER &nd efudde, TERRIdhd 2adart Foreisrest kBe ticket T to

the vi deoapgtd Sviddo shene@nient ok Sv-aRlY, Q4ke r¥iewed, ihepthecyideo is
provi ded out of the STB 34 without the ticket: V+W If the content is to

be vi ewed®antP¥EtGrGedovR Heh dekelli HeFiwgithr dVi HedostlYof the STB 34 with

the ticketonviioha1Atditnddbpeedi £kt sbil@ebihBe ¥ de® M CORE $he now of
either introducing the ticket data T in the encoder IC - 8 (integrated

circuit) FRCPHE SPBT8A Brnathadr dari Terket/dian ATSEtRPXEEABHYF dbor
i nt egr at edx€ido¥ ttnboeatied it aRfBsmidd ikStot P S 8RcQdRE LMY, Gh out put's
an anal og_vi deo slgnal to the _ ' _
54,56 which performs the one-way hash function F two times on
ticket T. If the result of this hashing at 54,56 matches, at
comparator 57, the watermark W in the video signal detected by
a watermark detector 50, then switch 58 is closed and recording
by recorder 42 is allowed, i. e., recording is allowed when the

following conditional logic statement is returned as being

_true:
W=F( F[T} )}

As shown, switch 58 (when closed), controlled by
comparator 57, couples the V+W signal extracted by the
ticket/line 21 détector circuitry 52 to the output terminal of
switch 58. This output signal V+W is then coupled to the actual
recording part (not shown) of recorder 42, which is
conventional.

The pay-to-record feature has now been implemented. If
there is no ticket T detected by the record control 43 recorder
42, then this statement (comparison) is returned as no. This
would be the case 1f the consumer had chosen to only view the
.content. If the wrong ticket T is accompanying the video,
perhaps because a recording of the video signal has already

been made, then again the statement is returned as false and
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associ ated TV receiver (not shown) connected to STB 34 based on the input
digital video signal. It is the RF renodul ator which outputs an ATSC
digital TV signal. In this case, the ticket T is controllable by the
consuner via his STB 34. In Figures 1A and 1C the recorder 42 now receives
the analog video signal V+Wor V+WT. Video recorder 42 (portions of

whi ch are tphowacbiddef aid rigt begiierdd. | fvdmsSthyt ¢oByeM I onal,ut adapt ed
as disclosed here to jnclude the record control function 43. Ticket/line

21 data eXfraBfof HPitdd FEceLIeRe’ t ekt eFoZRdRgubhPt €140 e ircuitry

(processorl)icked, b6 My chcpend ormittheasonen way shaghe f tCtic@RaFi W tines on
ticket T. |f the result of this_hashing at 54,56 matches, at conparator
57, the WEtEFNAPFKSRAY™h Ihdigndedrsi ghat tdetsedt 8diBy29al hatBifatk tlet ect or

50, then swWet €bnbBids rltese@dnandteegoidi "G rshynr 8¢0rHer + A ds 1l | eued, i.
e., recording is allowed when the following conditional |ogic statenent is
ret ur ned &ngeFﬂﬁﬁ1??MEFY9E?QI%H#FF EASURHHMTASs REER W 5H iRéREl osed) ,
control | ed'byr conparator 57, couples the V+tWsignal extracted by the
ticket/line 21 _detector circuitry 52 to the output termnal of swtch 58.
This output si GAEFT VERET S1EKaRY éfet B9 AGRF TFY¥RJGi ng part (not

shown) of reeeodiief n@diaWhbCl ishowdONN et 4Rl . cTheu DAY, Leshecordy feature
has now been igﬁ%e nted, |f there is no ticket T detected by the record

control 4%1FBc 1Vg220 t HerFiien PL 2 e Rt ¥t Bconpadt i SHRYRE! raddirned as

no. This iveubdebes th: qaskekl Tt be SONSHITRY rhadceBASENtd 0ioNly i ew the
content. |f the wong ticket T is acconpanying the video per haps because
a recording bf THe Wid&o°YiRftliomss Tat§ dat\FtiBBene mefte, "FRBN2 a4 n t he

statenent pisyéetay nediagl $M8@PARE a drive in a personal computer with
a2 software or hardware associated MPEG decoder. (Note that
there is no requirement for a drive and rotating media; the
media may be, e.g., semiconductor storage with appropriate
access circuit circuitry.) In any case, there is
conventionally an interface ({the drive or semiconductor storage
control circuitry) to the actual recording (storage) medium.

Then the drive (or appropriate circuitry) performs the

ticket incrementing to enhance security. (The player 52 may be
the recorder 42 of FigurelA or a play only device.) Now at
the MPEG decoder 54 in the player 52, the watermark W is again
detected and checked against the current ticket T’’. If a
match is found, then playing is allowed and play control is

implemented. In this case, the following equation must hold:
W= T/ =F( T ) =F (F(T))

An additional opticn under play control (also shown in
Figure 2) at this point is to apply to the video signal an
~analog video copy protection of the type available from
Macrovision Corporation, such as automatic gain control and/or
color stripe. This has the advantage that further VHS analog

video copies are prevented (or at least are not usable) as well
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- 9 the recording is not permtted. (Note that recorder 42 need not be a
digital recorder.) Wen recording the video and ticket to the recorder
media 46 (in this case the nedia is a disc as shown in FigurelA), the
ticket T is again subject to the function F to generate a new version of

the ticket T'. In this case the cryptographic counter has been
| nor ement o e Sadui(Fonabaheg: nhenopl aving dadket he, yldspogoptent from the
recordi ng nmedi a as shown in Figure clircuitry associ fed”with the

drive 50 iSfUiRBeD} afidh Fatemmark degepuBrpl ayer) agal n increnents the
ticket T by apphyi pgtd Mot %@sgrlﬂhqtherg Eln te %hgllHShéFd‘Q% 30 performns

this function, e. g., when a pl ayer ISI ment as a drive in a
per sonal @Gﬁﬁbﬁ? et \iittferans ofaxgar elemen@mqj\mlr é:haSS@mkaltledyl\/PEG:mcoder

(Note thatyssbheseed %a’%@rfaggk'iﬁgf%ttefrmorF&q. Hstenapd yotating nedia; the
medi a may be, e.g., sem conductor stofage Wi th appfopriate access circuit

circuitryYPrEAraRAngasesteneklent §s evaviatlcodal kplantd maeriace (the drive
or Se”‘CO@@@@E@Eeﬁ%‘H&%Qeoncéng leckﬂgfﬁtrﬁﬁ% Q Lheeastyah r§§ %éﬁ’ns the

(storage) medium Then the drive (or approprlate Ci rcwtry per
ticket inéferehtdhglate eandpr ecagaaadi sych (thieg pbayéme %mygbe t he

recorder 42cQhnEA@LNRldy He BpBhAXONY HRM G& ok NAW B%dé & EEG decoder 54

in the player 52, the watermark Wi s agal n tecte a R&d agai nst
the curreffeEs ckiea STPitRfper fiemeh h@Wmm@nlNhénbpitsawmgaVSllaiﬂl(med and

I idpls o t o n must
Eo% c\c/)\;r;t [F%:h%h In!@p gggé@%;(c%e)% %Ehgdg‘?tqﬁggﬁapgg%tgll%eﬁd@dﬁnge aéyrocont r ol

(al so showWfi®fn FCF‘i @@FérQWalfeatsmr@ pbi it desiwebappty use tahé4vlpdeose$|dgnal an
anal og vi dge €0y PRotectl pnl'lﬁfs,t teﬁegé(p%s%\éﬁll | ?’Ql{glltg AMpinimum of 16

frames with the actual number of frames dependent on the
transport protocol employed based on the digital communication
system design. Thus one system requires typical communication
protocols such as PPP which employ start and stop
characteristics. Due to the nature of a video communication
channel, it may be desirable to employ some form of forward
error correction. Reed-Solomon encoding is one example of a
forward error correction code that is commonly used for this
purpose.

Some systems also employ 16-bits per field when carrying
the ticket on line 21. Thus, both the ticket processing and
watermark processing require buffers for storage such that
decisions can be delayed and timed to occur when whole data
values are available. Design of these types of buffers is

. apparent to those in the video and digital communications fields
in light of this disclosure.

While the above disclosure is of a method using line 21 of
analog video to carry the ticket between the STB and recorder
to enable pay-to-record features, any combination of a
watermark and consumer controllable information in an STB could
be used. This approach is also not limited to any particular
TV standard. In particular, other video lines could be used to

hold the ticket as long as they have the desired
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Macr ovi si on Corporation, such as automatic gain control and/or color
stripe. This has the advantage that further VHS anal og video copies are
prevented (or at |east are not usable) as well - 10 as the additional
digital copies which are worked upon by equi pnment with watermark
detectors. The watermark described herein can be inplenented in a nunber

of di ffereﬁbrmeyéméi@wdafngeeﬂgtﬁlean%%lézel%&lEa' e Ts@ﬁ iRssqehated
wat er mar ki n ster% For instance, if the waternark gs ystemthat is
t

avai | abl eSP&P e¥affy P ORtEPehtd dut &hencan%vr%ﬁga herpeely, théhen a

suffici enlslry.rSI arge amount of data can be carried such that no tine

varying mechagpis be .a ied, Ins ermarkin stems, t here
are 8-bits per hgﬁn%fl@ Ogl\ﬂe\}gr%genlmdfobilﬁg%ljr%g &PF%{)F%  FFrhash, ng seed
pur poses Siatceald integfaeee nodded IBEECLiter (“Eseswifoh) secaniaBsq easons it

i s desirablegh Qiéﬁ%l%l@ﬁ 'Jf‘)vt £ s?‘&gaﬁll Rl Ehg B tOTPuéevié]aese Syst emns

require a m ni num of rarres wi th”the actual r ames dependent
on the t r‘ﬁﬁ%‘bﬁﬁr)pl”“&lﬁﬁoq‘aserﬁﬁloé?éﬂ PRvEY 161t vt heelﬁil"gﬂet &l cke¥meati cati on

system destgnl ckhusnenel systiemheqysts esid WHicaka§OMAHY ¢akLh O s @t ocol s
such as PPP |ch rrplo start aEd sto characterlstlcs Due, to the nat ur e

of a vi de3* conrus c f:i_"B LA, T & GeSFFabi% 2C6°Bbt $FSsonme form
of forwar dndethe{)macteurmeckxmkeﬁeedmﬁohawm emﬁ:mﬂldi@fnlr&solnEzeed@‘ppJ e of a

forward eLrof. c%re&%%gns%ecl%ggr ejf%e a}gr&%nl YU fgqj r a;}hgﬂl te{)d.lr pose. Sone

systens also e bits en carrying he Ei'e on line 21.
Thus, bot RSt tthecwé’EGpﬁﬂe@eﬁtﬁgdaﬂ@rlmaﬂer Far kome ()Iﬁ@§§|r ngt rexpuibtree buffers

for storagessughnd hal nodeei-shons: can, he delayed,and 4 aed, taygceur when
whol e data values are available. Design of these fypes of buffers is
cases, it may be desirable to transmit an incorrect ticket.

There are also other places in these video signals which
could be used to transmit the ticket; however, the ticket is
5till controlled in the STB. The STB provides a way for
ensuring that the content owner receives payment, whether that
payment is for viewing only or for viewing and recording.
Thus, it is the watermark and associated data under consumer
contrel in the STB which are used in this method.

While the above described systems are disclosed in the
context of separate devices for the set top box (STB) and the
recorder, there is nothing to preclude the functionality of both
these devices being integrated into a single apparatus.

Figure 6A shows the system as described above using the same

reference numbers, but also showing the compliant player 80,

which outputs as shown when playing the media 46, the video
with the watermark and the ticket (V+W+T").

Figure 6B shows a related system having the STB 34
combined with the recorder 42 in a single apparatus 84. As
shown, the output signal stream from the recorder/player 42 may
be applied to a recorder 88 if W=F (F (T)). Similarly, the media
46 may be played on player 86 outputting the video stream as
shown, which is the video with the watermark and ticket

(V+W+T") or merely the video with the watermark (V+W).

- 12 -



apparent to those in the video and digital conmunications fields in |ight
of this disclosure. Wile the above disclosure is of a nethod using line 21
of analog video to carry the ticket between the STB and recorder to
enabl e pay-to-record features, any conbination of a watermark and consuner
controllable information in an STB could be used. This approach is also
not limted to@nygsp éﬁykagh VA ard. Lp Leular er .video

i nes coul d be useg ?%ﬁ hol d t he f?%%@% gssléémfpL UE %ﬁﬁﬁvﬁk%h@ %esired -
11 char abtePpsdi s tde Bép?@rQQﬁﬁﬁghﬁdt%mbﬁem%ehelﬁﬂihqrth& raover such that
they can beseomti®!4:6d byt Hg LANSUARLL negddition, if
the video |§ bei ng transmtied over a . ?%??%Qe%ﬂ%gﬁﬁgggoh as | EEE- 1394
("Firew r €Rteplairrscordhigh definition TV) 8-VSB signal, fron1the STB to

a device (recamnden) i Lhhage starage ¢apakiidd Bérfehﬁgwt&%éﬂl%léet can
still be controlled in the STB. 1n this case, the transm ssion or |ack of

transm ssionPof ST HEISEr FRcEIqUT SRt i 8 abcBWhi®i-shed and t he

wat er mar k/ ti ckah eagbémaidiaenst (dde dafgures4f hey GRRYndSkat&mahi t hese
situation icke oul d .be agpsnitted _using the EG User data
descrlptor %ﬁg%%ﬁ%“?§§§sfni h%ﬂ§§%bg§ %%§?Fﬁ%ﬁ§m?gkﬂﬁ?mf Shshf t*Sany ticket
at all, busefln fharickesses,usad hayebe Hesﬂnabmetm@dkﬁansahtlﬁg1duﬂanrrect

ticket. Tlaﬁaer@é@rcalo%ovgééaeanlw 35880) Na LA VL HEORLYALS: Y ely, could be

used to transmt the ticket; however, the ti controlled in

" the STB. TReISTB %r%\ﬂwaeél%fﬂ%ﬁeﬁﬁ flé?ntwmhrﬁmghphatuwe igoRiewte Mner

recei ves B@yﬁﬁﬁilaﬂméhheﬁhéf@iy haamgnieﬂe%:efn% M@V N0 @Rk YaPred or view ng
and recorg% % %gQE is the watermark and associ at ed data under
Ontr ﬁgufﬁe

consuner L&TE W hitBR 4FECSised”i APPER<edrat hod.

In the Figure 4 system, when the consumer selection 61 is
to view (but not record), the analog video signal output from
the STB 34a is No-More-Copy: V+W1+W2. When the consumer
selection 61 is to view and record, the video signal output
from the STB 34a is Copy-Once: V+Wl. Under these
circumstances, the record control portion 64 of the associated
recorder 4Za operates as shown in detail in Figure 5. (The

remainder of recorder 429 is conventional.)
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Wil e the above described systens are disclosed in the context of separate
devices for the set top box (STB) and the recorder, there is nothing to
preclude the functionality of both these devices being integrated into a
singl e apparatus. Figure 6A shows the system as described above using the
same reference nunbers, but also show ng the conpliant player 80, which
out puts as shown when playing the nedia 46, the video wth the watermark
and the ticket (V+WT"). Figure 6B shows a related system having the STB 34

conbi ned with the J860mndek | Lngl.e_apparatus 84. As shown, the
out put” signal stream from ;‘f\% dr%?%ﬁ%’%r?& gjyg% 5R5y S Batepptiedto &L
recor der 887 fWAAFMEER(¥Y)is dignndar ierent hecomtiing (46pyang bei | Ayeshean

pl ayer 86 osimes tithdst heswhele Frelad-0a 119 &Nl St he, video with

t he water rralrlg arpod cticketS (V+WT" _o@%?e?%%eﬂ%g%oo%\d lf}rl]e (& er mar k

(VW . - 12797 (7S SORYPATRh TSR Ctiensy st Bhavasermagkr ¥s A detk@Bdmay  be

used in theS&bdiendeber whosrusykt e aapbeybAdys becabey eyadestlibed fifpt
ng

wat er mar k agpgl d r thod for controlling recording.
Enbodi ment s ofﬁfﬁ%ag‘r%g&en éﬁli'n\l/%g%t?ﬁ SRCQFELRG I SLAPPBRISLRFR HHIHar er ence t o

figures 4, %efinegngng. onerenny-eddodedestatsee Thegyetdn , ~ Fai9C @adewal or mar k

enbedder | ogafted-ecBrl SIB a34 oegd r emarker, 6Q is used. (No
" ticket is used. here zli;\g% t hi slir?et hodvgég%;%ai% ngleig e FE8Grd or view

only vi deo PEEACEESMINGRA BRGNP L] Sheseetive Fidape ATlshois lelsament s

i denti cal tmrdviedenusedsd tHatgehe dder 04 ﬂt"iﬁ:ﬁéce?ﬂ&'r}hlgﬁlreby havi ng
tht etter "a"

ppended. ) TRorianieind sy dpapdrposfiive faceamankudctaatdanmon 6 15 o

vi ew (but rEsnereder dtetnrekanakeg ot HitgnaheOtiPict I¥Mthe video
image. Removing them without degrading the base active video
content is very difficult. -

If W2 is detected along with W1 at 72, then no recording
is allowed since this defines the no-more copies state. This
is accomplished by controlling swifch 76, which in this case
(yes from comparator 70) is set to be open. Otherwige
(recording permitted) switch 76 is closed and video signal
V+W1+W2 from W2 embedder 74 is output from switch 76 to be
recorded by the remaining (not shown} conventional portions of
recorder 42a. If the video sigmal input to the recorder 42a
has Wl but no W2 and is recorded on the media 46a, then the
watermark W2 is embedded in the video signal prior to recording
on the media 46a.

Also, it should be recognized that in Figure 5, while
separate detectors 66, 72 are shown for Wi and W2, these may in
fact be implemented in the same functional hardware (or
software) element with internal reconfiguration as to allow
differentiation of Wi and W2. This implementation is readily
achieved by one skilled in the art. Playback of media using
this embodiment is simpler but. it provides a lower level of
security since no checking or détection of the watermarks is
required. Also, in many cases a’compliant recorder will be -
coupled to the player and will thereby prevent subsequent

copies from being generated. A system without this coupling
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the STB 34a is No- More-Copy: V+W +W2. \When the consuner selection 61 is to
view and record, the video signal output fromthe STB 34a is Copy-Once:
V+WL. Under these circunstances, the record control portion 64 of the
associ ated recorder 42a operates as shown in detail in Figure S. (The
remai nder of recorder 429 is conventional.) 12a A watermark W detec;or 66
first det%@i?lW@ﬁ?%@@ﬁg y@ncé-recegdm@éﬁﬁ r%aMmB fﬁl %%Bgideh%ﬂ] ecor di ng
(copying) is allowed since It is assuned free-copying is aval bl e or the
cont ent h&¥eRo7 Byt ghe addad vedbenst n¥awwapetr®rk WL is detected at 68,
then the water Wﬁife %ed%%%qﬁlg@lo% E%CE§ a\%egtgg F V%_deo, aV\gllln§lanzot
detected, then recording is al since t ef 1 nes

one- copy- aPPEIRP swane. Litheligypst watetdtls agdf eecomd W@harmaeleomém g

| 5. al | owedop ot haloillos1huBi £aLoYa SO BrAdS! ehlaedfinet on of the
active V|deo The f Fn ég fe gro€+s?on IS so t %% useﬁﬂﬁg got
unnecessafPpPys § rtHieEniereay psbarse @@@ﬂ@WVGOWBn%ﬂrﬂ@’ﬁld@tecﬁdons In
general , ﬂ@%@&@@&%ﬁn@r§daﬂ@¥?&oEnEQOGﬁfukﬁQEhgncég RQﬁovhgggkﬂiﬂﬂgﬁ
RenDV|ng t hem wi t hout degradin e base "active vi content is very
difficultvith Wge |P§Sée1?ebltfed Oél oayiwg tte Wecardy ZThe l@@rlyn@trle@nmﬁ ng is

al lowed sia6e1ddisncdlet Lnesy e ragaPlr ¢ GORLES:S1AG cFUi 8yols accompl i shed
by controlling swtch which i'n this caseé yes ron1c%nparator 70) is
set to beoﬁworahﬁéﬁw%@({ré‘@@r ahgr p@rrmqttlé@ﬁ siwtth@hg%swse‘rdiadsed and

vi deo si gnahi1 MEWLEYR lgé&{nr\é%eggﬁﬁgg&{ to 1'n§18§rlllfén{:thaftr QM S} 4 Gl L6 to be
recorded by the remaining (not s conventional portions of Trecorder
42a. |f tHReeYidkeo adephed faipeudie P¢EPQ%%mrder 42a has W but no W2 and is
recor ded on theepedia @antémbmdeww HiknV8si Sherhedded kngghe video

signal prior to record
. audio materlal, generates copy control information CGMS which

is applied to the input terminal of a watermark embedder 92, to
the other terminal of which is applied ordinary audio input

signal A. The resulting output audio with watermark A+Wl is
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on the nmedia 46a. Also, it should be recognized that in Figure 5 while
separate detectors 66, 72 are shown for Ni. and W2, these may in fact be

i npl emented in the sane functional hardware (or software) elenent with
internal reconfiguration as to allow differentiation of WL and W2. This

I mpl enentation is readily achieved by one skilled in the art. Playback of
nmedia.using this enbodinent is sinpler but it provides a |ower |evel of
security since no checking or detection of the watermarks is required.

- Al'so, in NMRYnRESESs @G OoRRLI order will be coupled to the player and
will therebxegrev nt subsequéelﬁév‘;rgtglﬁngg FW8H?%%?nd:‘gé’d’@r Svetem opysitem

wi t hout thi 8223t iHy - F30%: Fhereradheabudisi sbmaeoomd Gankemt GAl still

provi de. val for svamass,haie desmridedovalye of ol ay sontnol, WiTe the

above di scl | Lr ed to video, a sitmlar  a

wat er mar k a%%yésrgcdodﬁl gﬁa?@ ngﬁk Y B& iphedes a cangtitiohkl ngedergor di ng of

audi 0. Henc8YFiQurd® To whiols s SyRleEt 8 SBMARSRAGLS LTI Lar Lo that of
G 307D " LPBut i on

Figure 4, howevgy. kegngsadapt ed for. _providing enhance

with the pos(?i bi | iety of g%ay. n‘:;g Jtngng8gr?I.wWW’<yr§mﬁH&enrkﬂ2 maiehed

i denti cal | y299F Maggr@arki¥? minfiere céntsol hef AR cRRS! ALOL y%g@{gg 30. The
have been redesignated to

ot her st r ucsa exeakhboHiyie GTRMIREy ShAT |1
- . H H r [
indicate that.in this case they aré atapted FOFPRGS bhpur rkednce the
dio strea fy P 3 di '
content provi der 56T 3RntE P1RSs ofhswgofewrs of Cnee foandie Ol aidedl-cndgner at es
p _ S0t - - ond
copy contrcind rher pebéenni OB WALCRord S aRPlJeed,t 9 Lhe input ferm nal of a
wat er mar k ejfheddes 8§’A-Ellﬁ+vot2he Bt her term nal of WAreh’ i eaﬁ-ﬁp, EGTBS di nary
audi o i nput signal A & FesTPE| R 1gudi witht or waittdiomar kK A+W i s -
C put ol 9 ; :
14~ . watermark W2 but always including watermark Wi. The associated
compliant reCo:der 106 receives this analog audio signal, and
under control of its record control 108, does not record if Wi
and W2 are present and adds W2 to the audio if it is not
bresent and recorder 106 is in the recording mode, thereby
outputting audio stream A+Wi+W2 to record on associated media
112.
Figure 8 shows a block diagram of recorder 106 with
further detail, showing how the record control portion 108 of
audio recorder 106 includes g watermark W1 detector 114, a
- watermark W2 detector 116, and a watermark W2 embedder 118.
The signal output from watermark W1 detector 114 is the
indication of watermark wi being present at 122, This is
logically combined at 124 with the indication of whether
watermark W2 is present. Only if both watermark are present is
switch 128 opened, thereby preventing recording; otherwise
switch 128 is closed thereby communicating the input audio with
.the added watermarks A+W1+W2 on the output terminal 130 of
record control portion 108. It is to be understand that Figure
8 only shows the record control portion 108 of recorder 106
the remaining portions which are not illustrated being the
conventional recording portions.
This disclosure ig illustrative %nd not limiting; further
modifications will be apparent to one skilled in the art and

are intended to fall within the scope of the appended claims
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......... ... conmunicated, via conventional channels, to the system
operator headend 30. Fromthere, the audio signal.A+W is sent over, for
instance, the satellite or cable television distribution sytemto the STB
96. STB 96 includes a conditional access system98 to which is applied a
consuner selection on line 100. The STB 96 al so i ncludes a watermark

remar ker 102 which adds watermark W2 under control of conditional access
system 98. The watermark remarker 102 then outputs the watermarked audio
streamin ompgrofnd r m.is the copy-once and the other is
copy-no-nore. Jn J%ﬁg%gwg§83§¥§$é§¥\ﬁyéifpngngagétQQQM?Qﬁ raadi I ypapnlied
anal og audi 6°ATW 39 FidgPt Reliowne rveariloud? sbahdatadys i ncl udi ng wat er mar k
W . The associated conpliant recorder 106 receives this anal og audio
~signal, and under control of its record control 108, does not record if W
and W2 are present and adds W2 to the audio if it is not present and
recorder 106 is in the recording node, thereby outputting audio stream
A+WL+W2 to record on associated nedia 112. Figure 8 shows a bl ock di agram
of recorder 106 with further detail, show ng how the record control
portion 108 of audio recorder 106 includes a watermark WL detector 114, a
wat ermark W2 detector 116, and a watermark W2 enbedder 118. The si gnal
output fromwaternmark W detector 114 is the indication of waternmark WL
being present at 122. This is logically conbined at 124 with the

i ndi cation of whether watermark W2 is present. Only if both watermark are
present is switch 128 opened, thereby preventing recording; otherw se
swiitch 128 is closed thereby communicating the input audio with the added
wat'er mar ks A+W +W2 on the output termnal :130 of record control portion
108. It is to be understand that Figure
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8 only shows the record control portion 108 of recorder 106, the remnaining
portions which are not illustrated being the conventional recording
portions. This disclosure is illustrative and not limting; further

nodi fications will be apparent to one skilled in the art and are intended
to fall within the scope of the appended clains. -15 For instance, the
present system and nethod are readily applied to TV and video foll ow ng
vari ousCstdidards. -16 CLAIMS 1. A nethod of nmarking a video or audio
signal to prevent unauthorized copying of the signal, conprising the acts
of : supplying the audio or video signal; enbedding a first watermark in the
audi o or vidéo sfgRaFRod rahdiaiiingg at Nédgpdes avdbruidiewmilgital to a user;
and enpeddéng nsecand 2t eopgikgi O t Hige Vi 0r *Hdir9sighopd in response
to an actjon py the user. 2. The nethod of aim1l, where the action by the
user i8%ah Thdication relating to paynent. 3. A method of marking a video
or audi o signal havppyvian eErnbedddd wat eimabksignpr gvent unaut hori zed
copying of the sj : ri.sing .t of : . determ ning_i.n _response to
user input if.recggggﬁﬁlggpytJékﬁiﬁggggﬁgéﬁdfg E?%H%‘ﬂ%% ovﬁgeﬁrevented;

i f recordingsigneb’ be prevented, adding a second watermark; and
transmtiing the videonOrtidlddiQe St ol W LRdiBesi hdSteARALSEFPNEhG
vatermrxs. embedding a second watermark in the video or audio

signal in response to an action by the user.

2. The method of Claim 1, where the action by the uéer

is an indication relating to payment.

3. A method of marking a video or audic signal having
an embedded watermark to prevent unauthorized copying of the
signal, comprising the acts of:

determining in response to user input if recording
of the video or audio signal is to be prevented;

if recording is to be prevented, adding a second
watermark; and

transmitting the video or audio signal with the

first and second watermarks.

4. The method of Claim 3, further comprising the acts
of:
deciding if the recording is not to be prevented;
reporting that recording is not to be prevented; and
charging a fee for not preventing the recording.
5. The methed of Claim 3, further comprising the acts
of:

if recording is permitted, recording the audio or
video signal; and
adding to the recorded audioc or video signal the

second watermark.

6. A set top video or audio box for connection
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4. The nmethod of Caim3, further conprising the acts of: deciding if the
recording is not to be prevented; reporting that recording is not to be
prevented; and charging a fee for not preventing the recording. 5. The

met hod of Claim3, further conprising the acts of: if recording is
permtted, recording the audio or video signal; and adding to the recorded
audi o or video signal the second watermark. 6. A set top video or audio
box forteorherisuhiatelly regedmenssoeirtetlinr®cei ver, conprising: an input
termnal adapted L@ {goei Vt?er%li\fﬂaqle(adgbteaugboréém s &i6QRdLLI onal access

.control having a contraol termnal for receiving a selection enabling
recordi ng of 29¢HR $AYEY 7or audi o signal; a waternmark embedder for enbedding

a second wat er mark cédh tiadHalg saceest Eoht kel Mhawd ng ipled e an out put
term nal of the.cngétional.access control and receiving the video or

TOM The Snpat St &FRPnal SSaRa-HR i HRER G GERRETLRE oF al ,

audi o signalt?rom
wherei n the Vihdeoidro audiamdsiograbnahel udes a first watermark; wherein the

wat er mar k e”beddeé xf?é%éﬂ&a%k Ellﬂﬁec\ﬁiétjtﬁgfo(}r eglﬁghéhﬁ géqa.gec%ﬁhwg S Alr}ét and

second watermarks in response to the conditionaf access control. 7. The
set top box #tddadifdea Fort¥elr teamprRdi agurked denasdt PekP termdpkilnk or

conput er netyprihe Mnakeldnd hencendi Lhanabl aGkPI2ePPLAQ! tid AngELt s on the
upl i nk/ net wor k an.lnchatioP of the selection. ,

or audio signa rom the input terminal, and having an

output terminal, wherein the video or audio signal includes

a first watermark; wherein the watermark embedder outputs

the video or audio signal with the first and second

watermarks in response to the conditional access control.

7. The set top box of Claim 6, further comprising:
a connection to an uplink or computer network,
wherein the conditional access control transmits on the

uplink/network an indication of the selection.

8. A video or audio recorder, comprising:

an interface teo recording medium;

an input port for receiving a video or audio signal
to be recorded;

a watermark detector coupled to the input port:

a processor coupled to receive an indication of
detected watermarks, and to prevent recording of the or
audio signal onto the media if two predetermined watermarks
are detected; and

a watermark embedder operatively coupled to the

processor,
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8. A video or audio recorder, conprising: an interface to recording

medi um an i nput port for receiving a video or audio signal to be
recorded; a watermark detector coupled to the input port; a processor
coupled to receive an indication of detected watermarks, and to prevent
recording of the or audio signal onto the nedia if two predeterm ned

wat ermarks are detected; and a watermark enbedder operatively coupled to
the processor. -18 a watermark detector coupled the input port; a
processor coupl ed to receive an indication of detected waternmarks, and to
prevent recording,of_t é’flged)e erctoaru%oq1 |%n%heo%§m£hso diumif two
predet er mned wat er iEY; are et ecte and “a wat ar edder
operatively coupl adpt:oceBIS:or peogebsdrto Ieceive an indication of

detected watermarks, and to prevent recording of the video or
audio signal onto the medium if two predetermined watermarks
are detected; and

a watermark embedder operatively coupled to the

processor.
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