Method And System For User Authentication FIELD OF INVENTION 5
The present invention relates broadly tq a method and system for user
authentication. BACKGROUND 10Computer accessible application
programs are susceptible to unauthorized access. Typically, the login
interface of such programs comprises just one level of security The
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steﬂ?gﬁ § user 15 names and passwords, an authorised user can freely
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many existing E-business systems for automating sales force information
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acc%fé‘&t%’@ 3i-a first aspect of the present invention there is provided a
method for user authentication during a log-in session on a first device,
theﬁgmw Ising generating and displaying on the first device an 25
image assoclated with a current log-in session of the user; capturing the
image utilising a second device; sending both image data corresponding
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20 SUMMARY

in accordance with a first aspect of the present invention there is
provided a method for user authentication during a log-in session on a first
device, the methed comprising generating and displaying on the first device an
25 image associated with a current log-in session of the user; capturing the image
utilising a second device, sending both image data corresponding to the captured
image and Identification (ID) data associated with the second device from the
second device to the first device; and granting access to the first device based on
matching the image data received with the generated image and matching the 1D

30  data received against an ID data database.

The image associated with the current log-in session may, at least in

part, be randomily generated.



15The ID data associated with the second device may comprise data

inherently incorporated in a data commuynication between the second and

first devices. The ID data may comprisezone or more of a group consisting

of Mobile 20 Station ISDN Number (MSISDN); International Mobile

Equipment Identity (IMEI) number; International Mobile Subscriber Identity
(IMSI); Molie iqssidasn Ruples MNgt acetBysrantrleindficatiéiual guide for
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interface. comprising a 25usernarne field for Pterjn user name; a
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image associated with the current log-in session of the user; The

5 first device Ay LOMATSS.GRE Q6LBRIS:Of WW%CE{Q:%@W%QEEQ session, may, at

30personal computer; and an automated teller machine; he second
devi@FhipeenhsHeBRE N 9RBRESPS group consisting of a Personal

Digital Assistant; a digital camera; and a mobile phone. Sending both

the image Q,L0UE B%féd %(tjkﬂ? captyre ' nd the 1D data .

associate W|th|the s%condlvﬂ dgg\;/ice %}%gthe ggﬁ%ﬁﬁéﬁ%ﬁ%? 3%5‘?%?' a central
de¥iek may be through a wireless connection. 5Sending both the image

10 data corresponding to the captured image and the ID data associated with
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the seconﬁihdevice Erom the %con%device to tge first device ma

be . .
through a WiFod 8IRe AT Hoth HHER dUe At 0F<pBniRgotesisting of a
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int@-@: RN BRIcR AR RS ishsigyice may receive both the image data
corresponding to the captured image and the ID data from the memory

card. The wireless connection may comprise one or more of a
group conbistin§ 18afB kmtocitiethfwitad ihyirstesad ANyvidirandyidehantke data
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or more of & group consisting of USB ports an les; Firewire ports an
calf@¥cBiversal Asynchronous

The 1D data may comprise one or more of a group consisting of Mobile
Station ISDN Number (MSISDN); international Mobile Equipment Identity IMED
number; International Mobile Subscriber Identity (IMSI); Mobile |dentification
Number (MIN}; and System Identification Code (SID).

The log-in session may comprise a graphical user interface comprising a
username field for entering user name; a password field for enfering password;
and an area for displaying the image associated with the current log-in session of
the user;

The first device may comprise one or more of a group consisting of a

personal computer; and an automated teller machine;

The second device may comprise one or more of a group consisting of a

Personal Digital Assistant; a digital camera; and a mobile phone.



20Receiver-Transmitter (UART) based Serial ports and cables; and

parallel ports and cables. The memory card may be one of a group
consisting of MultiMedia Card (MMC); Secure Digital (SD) cards; Compact

Flash (CF) cards; Mini Secure 25 Digital card (Mini SD); Reduced-Size
MultiMediaCard (RSMMC); Memaory Stick (MS); Memory Stick Duo ( MS

Duo); MeRRiiigide b awsasfolteiacrABRF RIRAMIUS He tRetimGoPagE and the
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authentication 8urlng a 16g-in"session comprising an ID data database;

means for generating an image associated with a current log-in session of

5 the user; maansfYothsplaying theimage Assomedovitd CHIreRtIoN and the

session of the user; means for receiving bgth image data corresponding to .

a Captar AT B dtayend Madesdha TdeRtReio iR dne first device
assonjdie dwithy B samiextermakdegwice utilised to capture the image data,;

and means for granting access 4 to the system based on matching the

image data received with the generated image and matching the ID data
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squaya.ihe dot being concentric with the circle, the triangle, or the square
respectively. 20

The wired connection may comprise one or more of a group consisting of
USB ports and cables; Firewire ports and cables; Universal Asynchronous
Receiver-Transmitter (UART) based Serial ports and cables; and paraliel ports

and cables.

The memory card may be one of a group consisting of MultiMedia Card
(MMC); Secure Digital (SD) cards; Compact Flash (CF) cards; Mini Secure
Digital card (Mini SD); Reduced-Size MultiMediaCard (RSMMC);, Memory Stick
(MS); Memory Stick Duo ( MS Duo); Memory Stick Pro (MS Pro); Memory Stick
Due Pro (MS Duo Pro); and High Speed Memory Stick (HS MS).

In accordance with a second aspect of the present invention there is
provided a system for user authentication during a log-in session comprising an
ID data database; means for generating an image associated with a current log-in
session of the user; means for displaying the image associated with a current log-in
session of the user; means for receiving both image data corresponding to a
captured image of the displaved image and ldentification (ID) data associated with

an external device utilised to capture the image data; and means for granting access



The ID data associated with the second device comprises data may be

inherently incorporated in a data commﬂynication between the second and

first devices. 25The ID data may comprise one or more of a group

consisting of Mobile Station ISDN Number (MSISDN); International Mobile

Equipment Identity (IMEI) number; International Mobile Subscriber Identity
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comprising a username field for entering user name; a password field for

entering password; and a area for displaying on the first device the image

associated WitHtHeC @FepEIRIGIN e i B iRl ins sessigie Fiay, at least in
5 deyigg, mayaempiiggenergiemore of a group consisting of a personal

computer; and an automated teller machine. The second device

may comprise one or more of a group consisting of a 5Personal Digital

Assistant; Ta @ligitalcamera cantPasaobikrphesrtion c@dénding otrisargauide for
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associated with the second device from the second device to the first
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10 data corresponding to the captured image and the ID data associated with

the seconddevice, Tana dpeSecaad HaME SR RIS ASHOE NAYR8sion may, at

through a wired connection. 15Both the image data corresponding to the
captare NiRRIGePE T TREMY #RA5T§De saved by the second device into a

memory card, and the first device may receive both the image data

correspongj i d.t f ; .
car SoT DS B GRR Y QI AN A P USRS REE O @ contea
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(UWB); and HomeRF. The wired connection may comprise one or more of
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triangle, or the square respectively.
20
The ID data associated with the second device comprises data may be
inherently incorporated in a data communication between the second and first

devices.

25 The ID data may comprise one or more of a group consisting of Mobile
Station ISDN Number (MSISDN), international Mobile Equipment Identity (IME)
number; International Mobile Subscriber identity (IMS!); Mobile Identification
Number (MIN); and System Identification Code (SID).

30 The log-in session comprises a graphical user interface comprising a
username fieid for entering user name; a password field for entering password;
and a area for displaying on the first device the image associated with the current

log-in session of the user.



The memory card may be one of a group consisting of MultiMedia Card 30
(MMC); Secure Digital (SD) cards; Compact Flash (CF) cards; Mini

Secure Digital card (Mini SD); Reduced-Size MultiMediaCard (RSMMC);
Memory Stick (MS); Memory Stick Duo ( MS Duo); Memory Stick Pro (MS

Pro); Memory Stick Duo Pro (MS Duo Pro); and High Speed Memory Stick

(HS MS). The firsi (g dARE CRRTE T RBA S eI6F tE Bresey consisting of a
inveatigshietsris ey sied ansysiemeiod usesauthentieation during a log-in
session comprising an ID data database a graphics generator for

generating an image associated with a current log-in session of the user;

a screen forelisplayifigisiddenbiiy Sosuviateawity Srwsunkatdoginconsisting of a

5 sessigb-abiltfdirarisdanaceivan for raaivingheth image datthe:

corresponding to a captured image of the displayed image and the ID data
associated with an external device utilised to capture the image data; and
an autherflieadiog ulpdttforigrareindpccesssEptivelisystém thasethpiored image and
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the ID data received against 10the ID data database. BR
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art from t lowing, writte ripti f.example only and in
conjuncti(riéff'3 ﬁ%ﬁ#@@ré%%%s%%zgwﬁ%%g éﬁ@ﬁstﬁesgﬁé%?ﬁc dlaa%efaa%d the 1D

illugeratingpacired aithhacerinnd iauee Jeuordiagsarancestavingido the first device

embadireantaithe pirseabimentan. 20 Figure 2 is a diagram illustrating
a login dialog box according to the example embodiment of the present

invention. Figure 3 is a flowchart illustrating the operation of the user
authenticatidh #5systegeadets ding tsithedingniplthendoptimentrofgeeand the 1D
Presagt mgﬁ@@@aﬁwrsfﬁeaéaesa@nagwémw a %H@g%w&%ﬂd”me first
the example embodiment of the present invention. 30Figure 5 is a _
ScIEHSHTRARTG B RANGS EBRRSLERIR yRAERSRANAPR Methararired image
useinditteelilicatio frone tthednaareh@ystent.according to an example
embodiment of the present invention.
The wireless connection may comprise one or more of a group consisting
of Bluetooth; Infrared; Wireless LAN; Ultra-Wideband Radic (UWB); and

HomeRF,

The wired connection may comprise one or more of a group consisting of
USB poris and cables; Firewire ports and cables; Universal Asynchronous
Receiver-Transmitter (UART) based Serial ports and cables; and parallel ports
and cables.

The memory card may be one of a group consisting of MultiMedia Card
(MMC); Secure Digital (SD) cards; Compact Flash (CF) cards; Mini Secure
Digital card (Mini SD); Reduced-Size MultiMediaCard (RSMMC); Memory Stick
(MS}; Memory Stick Duo ( MS Duo); Memory Stick Pro (MS Pro); Memory Stick
Duoc Pro (MS Duo Pro}; and High Speed Memory Stick (HS MS).



DETAILED DESCRIPTION The example embodiment described provides

a method and system for user authentigation on a computer. During login,

a tag image is randomly generated and displayed. Next, the user captures

the tag image displayed on a monitor screen of the computer with his

mobile phone camera. This is followed by the user sending the image _
from his MBbASGHEAR R W cImBiRr Hireresay. iReRisErBlLHR{ERtION there is
sulysorhidld syiaemaforueespatikaiitabie devieg infogatesskaeritprising an
the, g0 r.o wirel ISS| \ the identity of the, .
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aummmnv@ystem @ﬂerﬁqmﬁewes a:féibﬁqb_dtercapmra Blaetwetfe data; and an
enahiedmodils: RN G4 ite seeeEumelionang @a\yé@'&%%ﬁ%ﬁmgazt%e image

computer (PC) card 114. The mobile phone 104 and wireless persona

compiGET(BYErcuil 1o IaRetaRrEa AL g Wik 1B Hinfeia EpgRived against

10 BlubtoiithiFmctutetagy. On one end, the computer 102 comprises a

computer monitor 118 with a computer screen 106 displaying a graphical
user interface (GUI) of a comv%uter 25 application program. The computer

appiREEo P FrogRmial A WéH=da NS&l PC based. The computer

102 maintains a database of registered user account details storing

information sueh g e, Subseribey ldenifigaton Module (SN card ot ery

maoDpiie pnone Specitic Intformation o e user e phone’l
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reSIIRALISERS M IPBERIABANR YART ALCAHIIREANIAGHSRS the
application program. The GUI contains computer mouse cursor clickable,

keyboard linked and/or computer keyboard hotkey enabled buttons,

texfigwes, hasswostieerabled thatyeresilbistfofingea inteeactatheitictien system
compuieh AR AU AERIEAM o S fel IR SHAYE RS GHLRT the computer
application program in the form of a login dialog box 110 displaying a

generated Tag image 112 that is used in user authentication. This GUI is
invbkedeatthe staiibgfihe lsetrngin sessitn afdioe canpadesapRicattts example
pr : e ' t, the user's mobile 5 phone number,

also %ngohv'v[lﬁe;né ?ﬁgﬁ%ﬂ%% tgggﬁé N Number (MSISDN), is used for

user authentication. It is appreciated that the International Mobile

Eqmiginens ldendityidivirbrounaeeatinteimatienal-Mehile Subsaibgr KaRtiMication
(MIS)}!nlylobiIe Ide dntifi at%gn Nlérrgb%r éM!}E# n§ ggemgdentificﬁi_on Code (SID)

etc Sa?,“%%%‘: RS GG NEBiE P oRe S%é)éﬁlsce fgyr%%tf%h is

used 10 because the information is unique to the user's mobile phone or

mahiie deleRhangphmesiiaviciPion pianaad thetef ona e B8 S ReBRSodiment

un;ﬁue to each individual user. On the other end, the mobile phone 104
coMpRRESE YL ENRTEE displaying a 15 GUI of a camera shooting

application program, which shows the view captured by the mobile phone

Camgife Bithe Sxample RRALMRG 1R SS ESRRS ig,gée@rﬁ s ?rwp%s%emamn of

userto adjust the mobile phone camera such that the Tag image 112 Is

fulfy fraretetapicaaRipR anB cuRtRh R aser dine s arpexaryeiel emppdiment of
Blyesqntsemdabledtaid is connected to the computer 102 via a Universal

Serial 20 Bus (USB) port. IThe connection between the wireless PC card

114 and the computer 102 may be made via USB ports, Firewire ports,
UringrsalGnsdypiehraiious Rad divsirriagstmethiArmsisedisedighportsiuring a
ParRlel Rets @i Beirsokieinbanarandednymabiledayice with

camera function and wireless technology for linking with the wireless PC

card such as a Personal



25Digital Assistant (PDA), a digital camera etc. Figure 2 shows an
example display of the login dialog box7110. The dialog box 110 displays a
normal textbox 202, a password enabled textbox 204, a login 30button
206, an exit button 208 and a Tag image 112. Textbox 202 is for users of
the application program to key in their account name. Textbox 204 is for
users of the application program to key in their pin number. As a security
measure, a single character "*" is displayed for every keyed in 9
charaetahiserasioRiyeRt Migwing of the pin. The exit button 208 is for
users to click on to end the login session, which also exits the application
program. The login button 206 is for users to click on to cross a first level

5of steuriy=afies Sdheabeennt namtextboxidd? andrpassvorckiexb for user

204 fields. ompleted and verified tp be the correct account name and
pin%qﬁlgé%t%i?.ﬁ‘l&ﬁeavé%r’l% g{%ﬁ%%ﬁ ePg iﬁataéﬁlaﬁg'%aégﬁe'ﬁer ?ﬁ% %ngln;g%?erated and
narfieriavs piNoTtiiecusar wablurs doe damhimronsianiayid ob thangsder screen of the

Pecsifpa I RIRIAS e RIS HResIetal A IRUSE READRG the image
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10 Tadnimegéonld spearfdomipiigetmietcdfamc:isplayed: itv tihe logipdialag part of the

box,4dRsd ig-RHiReSE ofithe #RAINAYL IS der _%S%%stﬁﬁ%@céﬁi}(ﬁﬁ'ﬂg unique

user authentication. The use of a randomised tag image helps to make it )
iR TS 3 RS e B ORI S5y sRes RGO pTE gt aérerpipred information
sarsietimagmpuis usetoe pesiteily dwingriegincaplumauianises wagr WBoandomly

haawg{é%qggﬁgﬁgﬁ m@x&%@tg@gal access. Details of the second

level of user a tication are discussed below. 20Figure 3 is a flowchart

S illustrating the authentication process in the example embodiment. At step
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that requires user authentication starts the lication program. After
exEXLTN The APICADR oy S/iRE ca puby e S uder GGIRUET 102, 2

seskitridoistartablact thebidgirbitaleg ix with isatisptayfchotictheand a wireless
personal computer (PC) card 114. The mobile phone 104 and wireless personal
computer (PC) card 114 are connected through a wireless link 116 via Bluetooth

Technology.

On one end, the computer 102 comprises a computer monitor 118 with a
computer screen 106 displaying a graphical user interface (GUI) of a computer
application program. The computer application program may be web-based or
local PC based. The computer 102 maintains a database of registered user
account details storing information such as the Subscriber Identification Module
(SiM) card or mobile phone specific information of the user’s mobile phone 104,
the user account number and personal identification number (pin) number. Only
registered users with one or more user accounts can access the application
program. The GUI contains computer mouse cursor clickable, keyboard linked
and/or computer keyboard hotkey enabled buttons, textboxes, password enabled

textboxes etc for user interaction with the computer application program.



25 computer screen 106. At the same time, the computer 102 randomly

generates a Tag image 112 and displa;ga it in the dialog box 110. At step

302, the user keys in his details into the textboxes in the login dialog box

110. After filling the account number textbox 202 and pin textbox 204 with

his 30account number and pin respectlveI%/ the user clicks on the login

butfdd¥66" IFRREdESuR-HLRhBRT S7NBiTho FRIiTFAIRR, RFREIREY i3 the form of a

promgm@mdgaiam Hisdeipisvingin geataptad2r ag(xnia@e‘pl 204 anichesid in user
e e e e ° A ISIRSL, of the

pin matc Wltht e pre-stored account num eran
datﬁﬁ%@r@@@t@?@@%@éﬁagféﬁﬂéﬁ?‘nmﬁt&mﬂﬁ fiskeiipatér the users mobile

5 respretivehuradist ievelobsacurtyris cmeﬁsré;eaat@aa@zgmlfﬁtﬁﬁbéﬁétmsasmm, is

returns false, 5 processing returns, to.step 302, qtherwise, at 304, th .
oS8 o R AT RUMGAL thl Lo od 105 (o i TGS Mobil
the%%@@ddﬁ?ﬁﬁl@fw&xtﬂaﬁ&t@p ok matieuk idiobide tﬁuﬂ:emhenetdentity

if tfz lWesie ausdntais f9eeivedr 40Tk If@ﬁéﬁﬁﬁ%@ﬁ@%@sm etc

the 112 using the built-in camera o
scrgbaﬁglg %ﬁéjﬁ%io % 'Bh&EL 64 HRRRIG & BRAEICaiflbiatPthds used

10 carheca st hthizatittiersratieninmgenkg 2:o0mthihve onypute r menitordt@Bids or mobile

caﬁgrég%%@ n@wémaﬂéa%tgﬁeﬁ@m%d duAgemanbe.faken cloge o e 1o

up, or at a distance depending on the resolution of camera. 15 Atter

ca&ﬁ?fﬁ@ﬁ%‘%‘l@h‘é‘iﬁmage 112 as a picture, the user sends the picture
112 wirelessly via Bluetooth from his mobile phone 104 to the wireless PC

carg e Bsiles (0l ng. ARl e Galus pcluLe WICh FARUBIS g

the tag image a packets at are sen elesslyt

15 pcGdh Pl aamesneheeting aprisatian RieBilephohishshmbeas Withgisvhesptured

neeq favcthadiseyr ihkey BatherBUmPeiasRpaparalelberiase Féscreen 108 is
messa&p att%ﬁl%ed with. the ¢ gﬁ{ed image. In the exangEPIe embodiment,

a IR TR SITHR SN PRoRROISARMSFGH A e Tag image
instriiztishifychagitired . the Hateafrtideuserhmdibierphieewiveldser #Cthard 114 is

trapgRigRian dpBRWikeless E&&@&é&% tﬁ@"&@ﬁﬁfuﬂéWi'b?%%pgrﬁﬁ'i%ergal Serial

that in different embodiments, this feature may be implemented in ditferent

20 walssFbteRamiE, éﬁ%ﬁﬁEQEGH%SE?ﬁWSH the é@ﬁﬁﬁ%%?ﬁﬁﬁ gdiand the
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tecﬂ% firdlised REMNERR. ﬁ%ﬁﬁgﬁs gr%)fevant $A04,284 QF COIPYEL el ports

102 migl t be of a type in whic ta IS mherent
mc%%or‘eit@d‘??‘ﬁ*fé tPAERISSBNCe ARArMRPRRcfEiga s eamereldgagiion and

vum&a@mﬁéaﬂmst@usenum@bgammml%é%ggemrm RGard a Personal
ﬁ)%ht SSI%f ﬂ}e{ﬁga%ne% wn(age and the, user 35mobile phone number
> wil Py the'c §

receive mpu anﬁpon receipt by the

Figure 2 shows an example display of the login dialog box 110. The dialog box
110 displays a normal textbox 202, a password enabled textbox 204, a login
button 206, an exit button 208 and a Tag image 112.

Textbox 202 is for users of the application program to key in their account name.
Textbox 204 is for users of the application program to key in their pin number.
As a security measure, a single character “*" is displayed for every keyed in



11 computer, the check performed at step 307 will return true, otherwise
processing returns to step 306. If step, 307 returns true, the application

program automatically executes an 5authentication routine to verify if the

user is authorised to access the program at step 312. At step 314 a check

is made to determine if the mobile number matches the pre- stored maobile
nufiERSKTRE BB iiThBteY SHe iRhRESR PIbutiiR %Fi%é’étﬂ‘i‘ez?@ (Rdpisusers to
idetility &y /matethihg thgincssiseshysdichaliile ghtneaamiieranith program.
pre-stored information provided by the user during registration for a user
account for the application program. If there is no match in step 314, login

is Umsutssiadibitand Bseinder s aente Pk sutEs§as eI B ek eassily after

5 thefdegi sassiokmaaiskangiexiibepapplieatioa:RERG MMOfdRIY MY E0completed
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step 802 afict erasing e aecount number and pin. A Iited aUmberof. i
tried’ ay be giveneoe oré the program 1ocks ou BUSEH ARG T by Vernication
disattoviery arajduintctatbmisd to aouesdthaqsregrrd. R0Ifchéhesearser with the

mohile, QRORE-RYBREIRCSIVRE BYIhBeuIE 0% BaIshSSdNG registered user

pre-stored user mobile phone number, a second level of security is
c

mobile ph .
ofiSialreR RRlzVBE RIS LOMBR 6 Lidnd MR HASTBF T AMHBRAE AMshPin may
rottinis Biatchesribaaandomiyrgelensedrtag andges i Dwithcthe tagnsitive.
image captured in the received picture. 25 If the captured tag image

matches the generated Tag image 112, a third level of security is
consrRidrd Eleafed  oiirias S&iPEHET SBH sivday 96 iRehpnatdalog box
pragrant isegsanted alcstepe328g litheye istloimadchidodin is suspesassill of user
angd the yeeris depied access ?‘%ﬁ?&'ﬁ Sy ?Ag‘%';%% B INR 68S8R2 WSitficult for
Iogln Session may enduandpexnt e app icatio program (}? re?urnato s&ep
30ererusheiasihgsnes decowsr Alinfsdharmrpial Bepmitbthaurans ohageswas used

Mayhe BN RRIREEdam PERO AR e 156 UPRh AGROMYEYed the image may
disallowing any further attempts tp gccess the p o\gr m, 12 Embodiments

of HDLSER AGERon LG s O ni FolRHIE g Fhetle Ut aEtHisation are
folliesogserbtheidto match the randomly generated Tag image 112 with

the captured tag image in the received picture. The embodiment of the

present invention is not limited to the tag image or the method of detecting

anighsering Bdirnagas uRtsie dbe RNSURAAIGE 8RReaSFy R oxample
therhdgdinage. 1A2«naqy JWincaplaraliphihgeictionsess an application program of

the computer 102 that requires user authentication starts the application
program. After execuiing the application program cn the computer 102, a2 user
login session is started and the login dialog box 11C is displayed on the
computer screen 106. At the same time, the computer 102 randomly generates
a Tag image 112 and displays it in the dialog box 110.

At step 302, the user keys in his details into the textboxes in the login dialog box
110. After filling the account number textbox 202 and pin textbox 204 with his
account number and pin respectively, the user clicks on the login button 206.

If the account number and pin do not match, the user is prompted to key in his
details again at step 302.



There may be a first section 402 containing a circle 406 with a concentric

dot 404 at its centre that define the Ioca’téon of the tag image 112 in a

given area, even when 10 the image is captured from a distance and the
capturing may include a background, and a second section 408, which

may contain data. The first section 402 is joined to second section 408 by

a liffk HER. FIE SHGHRIE PRGN TREBAERGRoURI dBtiIEAThEorTect. I the
immaediatet aneaistosest toiandaactlinity the tag-snddillingctheendosed and pin in
areg withi tag | ifqr ite, A uni olour enables .

e S R B e e O vty

406 witlsa Eteptrietsiinaiss aeaddsiest gdometic fighirpfobdftereturns false,
5|C30Fﬁmg§f§§£@§ F@tlﬂ%}@dﬁ@@ @@‘@IW@YE@Q@P@Q@E@@ Bmpmea%h IR8ion program

ocat om_ any angle, Hoyever, any other re r gegmetric shape suc

a5, 35 BISAS, S 0 Il e 1 AN GIE o SBB ETE ha BElR b Card 114

regbifirthekatem 3egutachegtdgonadegulaladetagon, btk sefarttedaydye data is

used.Anfggular shape is used as all sides are of equal length. This

introduces consistencies, which can be easily followed by the image

processor (in this case computer 102), when viewing the sides. 25The
10 rantomnlyigeiher atest fiosticnmitithe haglimpge-abk? inzhesecordisertiarcamera of

40%@%’0%@5%%%%1{? tﬂg{g%@& qg@mﬁf@%ﬁﬁ&%if@ I’*I%Wee ﬂ}ime%f)ns the user

second section 408 has a er412 and ) are contained wi
thetBoiger 21% afiishifengRmRA SHEMBE! YiapBiisEnege dfttheadhs computer
maybeitehanged iteaiaadamapicaaanaiagieseiore: bie&XanRIe may be taken
embedinent,cach randomiy. generaled 1agimage 112 coesponds o a
unique prg'sen'f}atlon of the 0 |ma8e tﬂ . The unique 6%‘%%% fation is

15 assigned to a current login. 13 centre, which defines the location of the

tagimagepARinh AVRM areg inEgE theiet seplion408is detpclathin M picture

captured.tag image, a search, around the perimeter of circle 406 finds link

AT R JATRMBOPGE 09 B TR GO 1A Soqreiess P card
commy@memthmglaiatpreééh@deiptﬂ‘redopmtoféheavtj'mﬂs 4itaidtethe tag
5 l%%@%gﬁ'?, qﬂ?a"’ﬁgckg}g m@%eéé%m@%%? @%@%H&?&@Q’C card 114

image with the current displayed Tag image 112 in‘the database

20 mARMIRBFBIAIRE KiSiiiRe MR ResOIBPaie BRI dierhipidbe user to

whietheinuger aceabaisaallewstharattn maetirjcexanaplaainhosimenhéie with the
co Eﬁ,re&sigﬁ% ote automated teller 2.0machine (ATM). The ATM has a
Bluetooth intertdce incorporated as part of its system. The ATM may have
access to a server database or maintain its own

In the example embodiment, a java program residing on the mobile phone 104 is
25  operated to instruct the inclusion of the data of the user mobile phone number in the
transmission to the wireless PC card 114. Howsver, it wili be appreciated that in
different embodiments, this feature may be implemented in different ways, For
example, an application residing on the computer 102 may poll the mobile phone
104 for obtaining the relevant data, or the fransmission technique utilised between
30  the mobile phone 104 and the computer 102 might be of a type in which the relevant

data is inherently incorporated in the transmission.

After the picture 112 is sent wirelessly via Bluetooth from the user mobile phone
104 to the wireless PC card 114, the data of the captured image and the user
35  mobile phone number will be received by the computer 102. Upon receipt by the



database of bank user accounts. In this embodiment, the user wishes to

login to his bank account at the ATM. UPE” 15 indicating his intention to

perform bank transactions, for example, by slotting his ATM card into the

card reader of the ATM, a user authentication GUI such as the login dialog

box in Figure 2 is displayed on the monitor of the ATM. The login dialog )
boxCCBIRHIRE Hefe R eRTEItNG BrePA S RN L aHY RS WoRIOcessing
andsuarsionsigge&dérated tag image. To login, the user keys in the

correct account name 20and account password followed by clicking a

login button on the ATM user interface to clear a first level of security.

Nekk, HHRPUSEY CESHIRSS Wiy tHeeramtinatcde Repata R ioRgE il ayegutes an

5in theilegiticineordoRis & pistijafusinghis mabiledpRenacamesss fheProgram at

utilistig :E'J! 25Bluetooth enabled mobile phone, the user sends the picture
contai ingthe captured Tag image wirelessly to the ATM via Bluetooth. At
the ATM, the ATM performs user authentication by using the MSISDN of

usexssRIMPRrd saich is Rk ithe-Rici e iWEhALEiBe UsRIATH AN es the pre-
inputin éhe Qnum%% mtg\h% mobile thone. Next, matchingis ]
TR BRI AN TR SR PRl C et RRGF P A @ tige verifies the

10 userspseidtotéd MSISBbhinghbseneridaiabsse mobéssiibleryy thenBdMwith pre-

If e M e RN B B AR BN B VR T AGITTL 5 Jgﬁéﬂ%rlaé' v %)f(taccount for

the ATM compares the received picture with thé randomly generated tag
imaG8 2PRECRIPHIGE" A method of detecting and matching tag images
used in this example embodiment may be as described above. If there is a

gﬁﬁg?\}v%g‘%%‘?f”ﬁ@%&‘?ﬁ”%&ﬁ%ﬁéﬁ@%ﬂ%ﬂﬁ%ﬁé%g%‘sgﬁtsaucﬁﬁ%ﬂﬂsﬁ js denied

ogin I1s sunsu the user Is denied access.

15 metts6aBn@lspiedm3dtih&e i slasembirlilte s wasioe impleraedtahdnexit the
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a CoppReiRicsypFe g SRIBALCB, STVANE: FIEAe S thbMaY A%t number and
mplemg\n}ed . .
Din. imited number of tries may be given before the program locks out the

user account by disallowing any further attempts tc access the program.

If the user mobile phone number received by the computer 102 matches the
pre-stored user mobile phone number, a second level of security is considered
cleared. Next, at step 316 at the computer, the authentication routine matches
the randomiy generated Tag image 112 with the tag image captured in the
received picture.

If the captured tag image matches the generated Tag image 112, a third level of
security is considered cleared, login is successful and user access to the
application program is granted at step 320. If there is no match, login is
unsuccessful and the user is denied access at step 318. Similarly, in this case,
the login session may end and exit the application program or return to step 302
after erasing the account number and pin. A limited number of tries may be
given before the program locks out the user account by disallowing any further

attempts fo access the program.



as software, such as a computer program being executed within the

computer 10 system 500, and instructing the computer system 500 to

conduct the method of the example embodiment. The computer system

500 comprises a computer module 502, input modules such as a

keyboard 504 and mouse 506 and a plurality of output devices such 15as

a dEPEYB8NETR] P RIFEIY. HIEBMPE HRfotin d6Y IcHignittga gnd adopt
a ctimpisteeiwosk-hii2tvianatshittilednansdeivendetise 534, th-gpable with the

acc Q. the | r,Ne k cal Area . i

e B e R BTt invention

5025 @hdraiemipl& i érgdewarEBesopiheg A felndin AedssstmBmdag images
5(RAM}iBZ&iBediBgad Only Memory (ROM) 522. The computer module

502 also includes a number of Input/Output (1/O) interfaces, 25for example

I/0 interface 524 to the display 508, and I/O interface 526 to the keyboard

5040t Meéarenmsohe g ofetife Surmpuwdmaasidie25oatypically plurality of sections.
COMALBILAIR P ARINRIGRIANAHES RUF RS AN ASANRY KIRWRHR dot 404 at

the person skilled in the 30relevant art. The application program is
typlEafi L PR 'R MR MR BT LdRfoaRBydfeh! 530 rtivribatsR. £ven when
10 datthstiorage imegliumedichras diGEnQIdhE eppiudisk and headdetdisisgground,

a congshoRdinadeln sasR0GMACY civeiRl A A S'Aa0s 3RdeNERss joined to
530. The app |patloné)rogran] is read ‘and controlled in its execution by
second section 408 by a link 414. In the example embodiment, the background
colour of the immediate area closest to and outlining the tag and filling the enclosed
area within the tag is uniform and set as white. A uniform colour enables easy

15 detection of the tag image within the captured picture.

The circle 406 with a concentric dot 404 is the easiest geometric figure for the
computer 102 o locate in the captured tag image as the circle ¢an be located from -
any angle. However, any other regular geometric shape such as, for example, an
20 equilateral triangle, a square, regular pentagon, regular hexagon, regular heptagon,
regular octagon, and so forth may be used. A regular shape is used as ail sides are
of equal length. This infroduces consistencies, which can be easily followed by the

image processor (in this case computer 102), when viewing the sides.

25  The randomly generated portion of the Tag image 112 in the second section 408
may be presented in the form of dots, boxes etc. In Figure 4, the second section 408
has a border 412 and dots 410 are contained within the border 412,

The arrangement, number, shape, size etc. of the dots may be changed in a random
30 manner. Therefore, in the example embodiment, each randomly generated Tag
image 112 corresponds to a unique presentation of the Tag image 112. The unique

presentation is assigned to a current login.

In the example embodiment, upon receiving the captured tag image, the computer
35 locates the first section 402 containing a circle 406 with a concentric dot 404 at its



15 the processor 518. Intermediate storage of program data maybe
accomplished using RAM 520. Figure G@hows a flowchart illustrating a

method for user authentication during a 5 log-in session on a first device

in an example embodiment. At step 600 an image associated with a

current log-in sessjon of the user is generated and displayed on the first .
dexﬁ%@?"ﬁg% N i G848 L bTdaLIMERR ' S dearitlvgBAERe After the first
stepe60dn Hoth inuatrcthat andbrespondihtpioiting eaptssadimagendnte perimeter of
eartisation Ahas kAR anale LD A0 CHUR RIS S AR 2 order 412,

the second device to the first 10 device. At step 606, access to

deVité FOGRMIEE o BAsRisSieniBEcHAG e tRTige taihedeanee Withdats 410. After

5 gengratied imageiaad matehingripedDiHataieegivethagaipairan 1k Galde with the

dat Itwill b reciate a pers killed in.the art tha
o e R R Y D B R Rl empyter 102
invéhtidased shiswrmatehingsletain vebobifiEitysaithote depatingfom

the spirit or scope of the invention as broadly described. The present
embodiments are, therefore, to be considered in all respects to be

illugtrativ d not restrictive. 20For example, it |s appreciated. that the

wilo B A o P er L8, SRS G618 dUIeL oA Baatod teler

10 BluetsdineIMBiOd, Wirehddd ham aURiaaivatebasiRadiocaavovByd as part of its
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HogpeR I etorHilserifiisrappreciatecbial b adimanueiihe:PieseBintain its own
|nv§rga§n rgﬁi transmit the dat?? of the captured picture through a wired
conRection

i?@%.ﬂfefﬂgﬁc% &and 25cables, Firewire ports and cables,
Universal Asynchronous Receiver-Transmitter (UART) based Serial ports

anghagklasnaidPafalielrosts anhsahlensic tinughenApRIRCRtRL el uon

aside from wireless and wired connections, the computer in the _ _
eniBYERHEA S B RIS I PR R P PRty FEERAS HRe '@areaMpteingy slotting his
capitikbdandaiges ftoencadigitatieneditreadds, thatsscapablaiofietievinguch as the

data f ry c j j la.Card (M cure.

ol AR A M BHSIRP AAT S 15 o
(M%fﬂ%ﬁ)?ﬁﬁ@aJ&%@ssf%%tﬁfmmeméc%@mswm@)?%mmigamw, and a
Mearaiyn@iiceRuaeMeDrrRMeniisk Rser(MPsRIGhJdemasy seticknt name
Dua?ndP ré)cgglusntDp%%stvrgl)d "F'c!%lw%g §§’ %E&Mge rg?or inS IE: r|;| gn'\{:lhség Eﬁ/l user interface

to clear a first level of security.

Next, the user captures fully the randomly generated tag image displaved in the
login dialog box in a picture using his mobile phone camera. Then, utilising his
Bluetooth enabled mobile phone, the user sends the picture containing the captured
Tag image wirelessly to the ATM via Biuetooth.

At the ATM, the ATM performs user authentication by using the MSISDN of user's
SIM card, which is sent with the picture without the user actually inputing the
number into his mobile phone. Next, matching is performed between the MSISDN of
the user's mobile phone and the user’s pre-stored MSISDN in the server database
accessible by the ATM. If the MSISDN maiches, a second level of security is

cleared,



16 Furthermore, it is appreciated that the embodiments of the present

invention may be employed on personail4computers photocopier

machines, fax machines etc in places where access control to data

resources or use of machinery may be 5 necessary such as in an office, a
laboratory, a eum etc. Each user. is red to clear the vels of

i S RO e s e T
usdrotgeadiniaday isngEmtedl BEinding m&ecmqmoﬂmbdesg teptimbges used in
CnETXRAIRS UHRIREMIALITIRN U e PUREAR! IVFRNENAEmatch in the

access control for a safe, a locKer, a locked entrance/exit door etc. T

corﬁﬁﬂ?é?@t@@ée%ﬁ%ﬁﬂ‘ﬁ‘éﬁ%‘sm%? RNt RUFEEP RimicHaRHER I e Togin is
5withiaoeergadnbng firmwares Achigdiddceystal Display (LCD) monitor,

Cathode Ray Tube (CRT) monitor or the like may be connected to the

video Input/Output (I/O) port of the computer to display the user
authbaticativti G $3ssevhAdhRCNPEiIAah bR wNtsRRe e Anpikrested on a

or wts&q;&@t@,@@tm 860lergiiastEan QushymayHReLIRCEIPAIRIRY kR IR lemented
system itecture of the computer for receivin edata .
o TESHONIRG (3URE CA RSP aT A LS o G B b compter
10 withheuseds, carératendbigdivevivepinardesttorgaiidocessdocd plen thethod of
safg, thg, oHglackedientrance/exit door etc each user is required to
clear 20the levels of security as described previously. 17 CLAIMS 1.A
method for user authentication during a log-in session on a first device,
the”l‘fhetbochpompig'ﬁtgtrﬁ@éﬂemtmgiaad disglayintpomtbhéufiestdeyvieganmoduies
imagea E'ﬂ&g&&‘ﬂm 3&&"&88%?&;%5@@@'89&)&%%%@ %E‘BMBH%Q&C% such
image ut ilising a second device; sending both ima
15 corféspEidiRy /P th@edRURRS iffdbe and Identification (ID) data

associated with the second device from the second 10device to the first

devlL%e computer module 502 is connecied to a computer network 512 via a
suitable transceiver device 514, {o enable access to e.g. the Internet or other
network systems such as Local Area Nefwork (LAN) or Wide Area Network

20 (WAN).

The computer module 502 in the example includes a processor 518, a Random
Access Memory (RAM) 520 and a Read Only Memory (ROM) 522. The
‘computer module 502 also inciudes a number of input/Output (I/O) interfaces,

25  for example VO interface 524 to the display 508, and /O interface 526 to the
keyboard 504,

The components of the computer module 502 typically communicate via an
interconnected bus 528 and in a manner known to the person skilled in the

360 relevant art.

The application program is typically supplied to the user of the computer system
500 encoded on a data storage medium such as a CD-ROM or floppy disk and
read utilising a corresponding data storage medium drive of a data storage

35 device 530. The application program is read and controlled in its execution by
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granting access to the first device based on matching the image data

received with the generated image and1r%1atching the ID data received

against an ID data database. 152.The method as claimed in claim 1,

wherein the image associated with the current log-in session is, at least in

part, randomly generated. 3.The method as claimed in claims 1 or 2, _
whitgiRTeReTRAbE GnipiiaEdaie iidrage BhrEsRERING 2 R arpemplished
for idendifyinlg Sdacation of the image in the captured image; and a second
section containing data associated with the current log-in session.

254.The method as claimed in claim 3, wherein the second section

assogided withReditvamatdireiesse @ matbrhBtnnpdreylisddrajion during a
gensgatedessiorbord RenmethattasclainaedrifprlaimiRereintheadst® an image

guide 30comprises a reqular geometric shape with a. central dot .

TR S Ml Al A aESHGTo 08 g s Gt amlgved on
onéheffasy dayiceordistimgtol atoir dleagetitatrptiraddidisigoaresthmddevice. At step
beiggcoRpg sy ithineiele Jhg i andiee QLIGsAYAR LSR8 RS Mication (ID)

7. The method as claimed in any one of the preceding claims

18 _ ‘ S, .
whERAPEROT E Y L Ut SREFRIHT YRS SEBSRI A EotRpRRE Seides to the first
inhéseinty cerpoBiéd meshata doenfinsinieation bejweendtheserondaiching the

ﬁrsi‘rr?%gcgétasreceived with the generated image and matching the 1D data received

against an 1D data database.

it will be appreciated by a person skilled in the art that numerous variations and/or
modifications may be made to the present invention as shown in the specific
embodiments without departing from the spirit or scope of the invention as broadly
described. The present embodiments are, therefore, to be considered in all respects

{o be illustrative and not restrictive.

For example, it is appreciated that the wireless technology linking the computer
and the mobile device can be Bluetooth, infrared, Wireless LAN, Ultra-
Wideband Radio (UWB), HomeRF eic.

Also, it is appreciated that embodiments of the present invention may transmit the
data of the captured picture through a wired connection using e.g. USB ports and
cables, Firewire poits and cables, Universal Asynchronous Receiver-Transmitter

(UART) based Serial ports and cables, and parallel ports and cables efc.

It is further appreciated that aside from wireless and wired connections, the
computer in the embodiments of the present invention may receive the data of
the captured image from a digital media reader that is capable of retrieving data

- from memory cards/sticks such as MultiMedia Card (MMC), Secure Digital (SD)
cards, Compact Flash (CF) card, Mini Secure Digital card (Mini SD), Reduced-
Size MultiMediaCard (RSMMC), Memory Stick (MS), Memory Stick Duo ( MS
Duo), Memory Stick Pro (MS Pro), Memory Stick Duo Pro (MS Duo Pro), High
Speed Memory Stick (HS MS) eic.



8. The method as claimed in any one of the preceding claims, wherein the

ID data comprises one or more of a grogp consisting of: Mobile Station

ISDN Number (MSISDN); International Mobile Equipment Identity (IMEI)

number; 10International Mobile Subscriber Identity (Ml); Mobile

Identification Number (MIN); and System Identification Code (SID). 9.

The method as claimed in any one of the preceding claims, wherein 15the
logHtessimraoinpriggsecigiaphical thseenrtedfiacantoofitisipgesent invention may
uSeLd s%?%f%eééﬁg&‘:%i%&i’%}%i 2iRasEYaLd fIRldfaLentering. vines etc in
password; and an area for displaying the image associated with fhe
curPé?ﬁ%gWﬁ%@s%W%‘? thehiisbrio@ata TasPUTERE nREthisE & dlemeldasny may be

Sanyhepesehtne.Rieas ting claitas aueieitthedfirsidemce S orpHIRS R uired to
more of a grqup consisting of: a personal computer; and an automate
tellg?er%ra%%nqe%@% 5 S?Lclgﬁ &method a%“%&%‘{éo ?rPV a%?/%%fr?e PR dtc the data
preGsaigasianisaahereiminery is granted.

Extending the concept of access control, other examples utilising embodiments of
10 the present invention are access control for a safe, a locker, a locked entrance/exit
door etc. The computer in these exmbodiments may take the form of a
microcontroller with accompanying firmware. A Liquid Crystal Display (LCD)
monitor, Cathode Ray Tube (CRT) monitor or the like may be connected to the
video Input/Output (I/0) port of the computer to display the user authentication GUI
15 such as the login dialog box in Figure 2. A wireless or wired connection as described
previously may be incorporated to the system architeciure of the computer for
receiving image data corresponding to the captured image and identification data
assoclated with the user's camera enabled device. In order to gain access to open
the safe, the locker, the locked entrance/exit door etc each user is required to clear

20 the levels of security as described previously.
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the second device comprises one or more of a group consisting of: a
Personal Digital Assistant; a digital camera; and 30a mobile phone.

12. The method as claimed in any one of the preceding claims, wherein
sending both the image data corresponding to the captured image and the
ID data associated with the second device from the second device to the
firsCdViSis 35through a wireless connection. 19 13. The method as
claimed in any one claims 1 to 11, wherein sending both the image data

corresponglng to tr}% %B%Jgsg gaeuﬁ{é% ?ass iated with the

P b dafa
second device from tﬁte secon V|ce togh |rst evice |S%QhroSe ¥ on on a first

wird@\éehrigetorthod gunihgigethod as claimed in any one of clalms 1
to 12, wheygirhathdhedmagadatg earasnnading fe-the capikkedsinaged with a

and the | data are saved %{ the second device into a memory card, and

the T<ED \? e TEEERRE 6)5 e ‘Tblmage data corresponding to the
captured ivapf§eiagdhedriDatatdifiror thearemias\iaed. 15. The

method ag GlRimeddBiklaimage. Wgﬁr%ﬂf@gﬂ%ﬁelﬁﬁst‘EPQHQCEQBtured image and

O eation D Gath AR Wi e second d
evice from the second
device to the first device; and
granting access fo the first device based on malching the image data
received with the generated image and maitching the |D data received against

an 1D data database.

2. The method as claimed in claim 1, wherein the image associated

with the current log-in session is, at least in part, randomly generated.

3. The method as claimed in claims 1 or 2, wherein the image
comprises:;

a first section containing a visual guide for identifying a location of the
image in the captured image; and

a second section containing data associated with the current log-in

session.

4, The method as claimed in claim 3, wherein the second section
associated with the current log-in session is, at least in part, randomiy

generated.

5. The method as claimed in claim 3, wherein the visual guide
comprises a regular geometric shape with a cenfral dot.

6. The method as claimed in claim 5, wherein the regular geometric
shape is one of a group consisting of a circle; a triangle; and a square, the dot

being concentric with the circle, the triangle, or the square respectively.
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15Bluetooth; Infrared; Wireless LAN; Ultra-Wideband Radio (UWB); and
HomeRF. 20 16. The method as clgimed in claim 13, wherein the
wired connection comprises one or more of a group consisting of: USB
ports and cables; Firewire ports and cables; 25Universal Asynchronous

Receiver-Transmitter (UART) based Serial ports and cables; and parallel )
ports and Cables’ e 9Pk 3Re RS JRiRBY iANGaiPh 112 viriersmitge claims,
mewtaretarchis ale 386f aagsoufakansigtingtbé Mutiadiactiaed MMME)ses data

Seﬁ%ﬁ&r@d%%&%?;}o?%{g& ;Eg%%gt@ﬁ%d%@t?gf{%éMeen the second and first

devices,

8. The method as claimed in any one of the preceding claims,
wherein the 1D data comprises one or more of a group consisting of:

Mobile Station ISDN Number (MSISDN);

International Mobile Equipment Identity IMED number;

International Mobile Subscriber identity (IMSI);

Mobile [dentification Number (MiN); and

System ldentification Code (SiD).

9. The method as claimed in any one of the preceding claims, wherein
the log-in session comprises a graphical user interface comprising:

a username field for entering user name;

a password field for entering password; and

an area for displaying the image associated with the current log-in session of

the user;

10. The method as claimed in any one of the preceding claims, wherein
the first device comprises one or more of a group consisting of:
a personal compuier; and

an automated teller machine;

11. The method as claimed in any one of the preceding claims, wherein
the second device comprises one or more of a group consisting of:

a Personal Digital Assistant;

a digital camera; and

a mobiie phone.

12. The method as claimed in any one of the preceding claims, wherein
sending both the image data corresponding to the captured image and the D data
associated with the second device from the second device to the first device is

through a wireless connection.
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Mini Secure Digital card (Mini SD); 35Reduced-Size MultiMed aCard

(RSMMC); 20 Memory Stick (MS); Me%ory Stick Duo ( MS Duo); Memory

Stick Pro (MS Pro); Memory Stick Duo Pro (MS Duo Pro); and

5High Speed Memory Stick (HS MS). 18. A system for user

authentication during a log-in session comprising: an ID data database;
10means for generating an image associated with a current log-in session

of the usef3. Meansetbodlisplalping:the iamggmasdeciatedtwiti adwirentsending

'Ogﬂ&ﬁeﬁ%omﬁ%g‘%&é‘a esp&@ﬁ@%s g&rt%c%gp?ggéﬁma g@tathe ID data

corresponding t0 a capture image 150f the displa

IdeREFREREH (T dhfh SRS GAtA 2R é’%?e?ﬁépﬂ@\ﬁ@é"ﬁﬁ@é% first device is

capHtedhe Wwage-datricang. means for granting access to the system
based on matching the image data received with the generated image and

matching the ID data received against the ID data database. 20
4. The method as claimed in any one of claims 1 to 12, wherein both

the image data corresponding to the captured image and the ID data are saved
by the second device info a memory card, and the first device receives both the
image data corresponding to the captured image and the | data from the

memory card.

15.  The method as claimed in claim 12, wherein the wireless connection
comprises one or more of a group consisting of;

Bluetooth;

Infrared;

Wireless LAN;

Ultra-Wideband Radio (UWB),; and

HomeRF.

14. The method as claimed in claim 13, wherein the wired connection
comprises one or more of a group consisting of:

USB ports and cables;

Firewire poris and cables;

Universal Asynchronous Receiver-Transmitter (UART) based Serial ports

and cables; and

paraliel ports and cables.

17. The method as claimed in claim 14, wherein the memory card is one
of a group consisting of:

MultiMedia Card (MMC);

Secure Digital (SD) cards;

Compact Flash (CF) cards;

Mini Secure Digital card (Mini SD),

Reduced-Size MultiMediaCard (RSMMC);



19. The system as claimed in claim 18, wherein the image associated with

the current log-in session is, at least in part, randomly generated. 20.
The system as claimed in claims 18 or 19, wherein the image
25comprises: a first section containing a visual guide for identifying a

location of the image in the captured image; and a second section

containing PR 58E5 4 With the current log-in session. 30 21. The
system ashbtaimigd3naldimo20MEH2oeln the second section associated

with the CM%B@%Q%Q??Q@' ’F’% east in part, randomly generated. 21

22. The system as claimed in claim 20, wherein the visual guide
comprisesEregiattiséotstic S et AdeaAtdl dot.  23. The

5 system as-{ipiniedda e/Rimadd JubR @IS g yegular geometric Sshape is
one of a group consisting of a circle; a triangle; and a square, the dot
being concentric with the circle, the triangle, or the square respectively.

24. The syiétem &5 chaiteid ifenyusee ofdiremicegao 28uv@rein thg-ID session

date-agsesiated with the second device comprises data inherently

10

15

20

25

30

an i data database;

means for generating an image associated with a current log-in session
of the user;

means for displaying the image associated with a current log-in session
of the user;

means for receiving both image data corresponding to a captured image
of the displayed image and ldentification (ID) data associated with an external
device utilised to capture the image data; and

means for granting access to the system based on maiching the image
data received with the generated image and maiching the 1D data received
against the 1D data database.

19.  The system as claimed in claim 18, wherein the image associated

with the current log-in session is, at least in pari, randomly generated.

20.  The system as claimed in claims 18 or 19, wherein the image
comprises:

a first section containing a visual guide for identifying a location of the
image in the captured image; and

a second section containing data associated with the current log-in

session,

21.  The sysiem as claimed in claim 20, wherein the second section
associated with the cumrent log-in session is, at least in part, randomly

generated.



10incorporated in a data communication between the second and first

devices. 25. The system as claimeg in any one of claims 18 to 24,

wherein the ID data comprises compris % one or more of a group

consisting of: Mobile Station ISDN Number (MSISDN); 15International

Mobile Equipment Identity (IMEI) number; International Mobile Subscriber
Identity (IM31); MbBReSEERtTIARIGHANORHE (VBN dAd BYstein the visual guide
|dentification: Godg(BHY=30260id Besystanh aswlairapddn any one of

claims 18 to 25, wherein the log-in session comprises a graphical user

interface comprising: a username field for entering user name; a password

field for erdéring passwelarani claimed ianeiniot ivplasin tbe tkegdimt geometric

sdeviga thednageassgriaiedomthing wréea%aél%ﬂ%@g%afé%aa%; the dot
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27. The syst laimed i f claims 18 to 26, wherein the first
e ELSSRBARBLTBHE B et 4 i el B4 rereshenvely

computer; and 30an automated teller machine.
24.  The system as claimed in any one of claims 18 to 23, wherein the
ID data associated with the second device comprises data inherently

incorporated in a data communication between the second and first devices.

25. The system as claimed in any one of claims 18 to 24, wherein the 1D
data comprises comprises one or more of a group censisting of:

Mobile Station ISDN Number (MSISDN);

International Mobile Equipment Identity (IME!) number;

International Mobile Subscriber Identity (IMSI);

Mobile Identification Number (MiN); and

System Identification Code (SID).

286, The system as claimed in any one of claims 18 to 25, wherein the
log-in session comprises a graphical user interface comprising:

a username field for entering user name;

a password field for entering password: and

a area for displaying on the first devics the image associated with the current

log-in session of the user;

27. The system as claimed in any one of claims 18 to 26, wherein the
first device comprises one or more of a group consisting of:
a personal computer; and

an automated teller machine.

28.  The system as claimed in any one of claims 18 to 27, wherein the
second device comprises one or more of a group consisting of:
a Personal Digital Assistant;

a digital camera; and



28. The system as claimed in any one of claims 18 to 27, wherein the
second device comprises one or more of a group consisting of: a Personal
Digital Assistant; 35a digital camera; and 22 a mobile phone. 29. The
system as claimed in any one of claims 18 to 28, wherein sending both
image data corresponding to the capturedd#hage and identification (ID)
data associated with the second device from the second device to the first
device is through a wireless connection. 30. The system as claimed
in any ene®filelaimsd 8 to 28, wherein sending both image data
corresponding to the captured image and the ID data associated with the
-second device from the second device to the first device is through a
wired céfinectiore systgm. Fhelsiseshiagrolainfedlisamsoh of faitigergn
teSiMgdesainhalR mamgmaﬁ@w@%ﬁ@@gmgrg@a u%g&&%&e@éﬁﬁﬁg&;an
e B R B S e 0 B o I s
|rs eViGe TacEIVeS &iMage data corresponding o't
ceptifie itragehadviieen @@tﬁﬁﬁ@ﬁﬂthe memory card. 32. The
system as claimed in claim 29, wherein the wireless connection comprises

one or more of rou COI‘]SIS'[I of: Bluetooth:; mfaed W| ele s LA
Ultra v ideband Kol (VT AR HANERETE o S5 & 8t 4oerein

IR patblaina B0 ﬂﬁﬁﬁe‘?@ﬁfﬁﬁ@@?ﬁlﬁmedﬁﬁe@i@inredWM§bﬁéV@T oteta
SR UP GRAIKINGQfhd device from the second device to the first device is

through a wired connection.

31, The system as claimed in any one of claims 18 to 30, wherein
both the image data corresponding to the captured image and the {D data are
saved by the second device into a memory card, and the first device receives
both the image data corresponding to the captured image and the ID data from

the memory card.

32. The system as claimed in claim 29, wherein the wireless
connection comprises one or more of a group consisting of:

Bluetooth;

infrared;

Wireless LAN;

Litra-Wideband Radio (UWB); and

HomeRF,

33. The system as claimed in claim 30, wherein the wired connection
comprises one or more of a group consisting of:

USE ports and cables;

Firewire ports and cables;

Universal Asynchronous Receiver-Transmitter (UART) based Serial ports

and cables; and

parallel ports and cables.
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USB ports and cables; Firewire ports and cables; Universal

Asynchronous Receiver-Transmitter (UART) based Serial ports and

cables; and parallel ports and cables. 34. The system as claimed

in claim 31, wherein the memory card is one of a group consisting of:

MultiMedia Card_ (MMC); Secure Digital (SD) cards; 5Compact Flash (CF)
cards; Mirt'Secul8DRIREE AR (RIS ) REUd e MG FMIRIMERIT AFaTd is one

(RSMEMECK MVameryiSfick (MS); Memory Stick Duo ( MS Duo); 10Memory

Stick Pro %%ﬁ%%ﬁ(%i{%’?%k Duo Pro (MS Duo Pro); and High

Speed Memory Stick S 35. A system for user authentication
during a I%—%@e@%ﬁj (SD) cards;
Compact Flash (CF) cards;

Mini Secure Digital card (Mini SD);
Reduced-Size MultiMediaCard (RSMMC);
Memory Stick (MS);

Memory Stick Duo { MS Duo);

Memory Siick Pro (MS Pro);

Memory Stick Duo FPro (MS Duo Pro); and
High Speed Memory Stick (HS MS).

35. A system for user authentication during a log-in session

comprising:

an ID data database:

a graphics generator for generating an image associated with a current
iog-in session of the user;

a screen for displaying the image associated with a current log-in session
of the user;

a transceiver for receiving both image data corresponding to a capiured
image of the displayed image and the ID data associated with an external
device utiiised to capture the image data; and

an authentication unit for granting access to the system based on
maiching the image data received with the generated image and matching the
ID data received against the ID data database.
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15comprising: an ID data database: a graphics generator for
generating an image associated with a gcurrent log-in session of the user;
a screen for displaying the image associated with a current log-in session
200f the user; a transceiver for receiving both image data
corresponding to a captured image of the displayed image and the ID data

associated wit external deyice utilised to ture the image data; and
an authenticat:%‘%%ﬁ?%m%ﬁ?@s %tﬁg’%ﬁﬂ W BgEEacs s

matching the image data received with the generated image and matching

the ID data received against the ID data database. 24 Method And

System For User Authentication ABSHRAEASA method and system for

user authentication during a log-in session on a first device. The method
comprises,generating and displaying on the first device an image . )
esociateh I Bd e e R g e imagasion on =
utilfspigdegeeoriiel avrib oderriitil BEthIaTEgelivatarsbeiepisoivdirntththéirst device
capfyrathipagendddentiicationdibhgairsassrralethywitBdh e s66RRY the image
device from the 10 second device t tﬂz first device; and granting access

to AP BeXAERBLEY Bh RAAAMG L TRt BiRCreribandiighithine captured
germergie chivdagedidatiatc§iBy thed Dadeteiababivét dgainstandDiddta from the

10 daaRAFR: FYLH IR first device; and granting access to the first device based on

15

matching the image data received with the generated image and matching the 1D
data received against an 1D data database.

Figure 8



