DEVICE VERIFICATION METHOD AND APPARATUS

TECHNICAL FIELD

[001] The present invention relates to network security technologies, and in
particular, to device verification methods and apparatuses.

BACKGROUND

[002] With development of the network technology, more attention is being paid
to the issue of network security. For example, in many website services, a device
performing a service needs to be identified, thus determining whether the device is a safe
device, to ensure the security of service processing. However, in current device verification
technologies, a device is identified purely according to a hardware attribute of the device,
security hazard cases such as forgery easily occur, and the verification method has low

reliability.

SUMMARY

[003] In view of this, the present invention provides device verification methods
and apparatuses, to improve reliability of device verification.

[004] Specifically, the present invention is implemented through the following
technical solution:

[005] In a first aspect, a device verification method is provided, the device
verification method being used for verifying a target device requesting to perform a target
service, the method including:

[006] receiving a device verification request sent by the to-be-verified target
device, the device verification request including: a device certificate and first device
attribute information of the target device, the device certificate including a device

fingerprint generated according to second device attribute information; and
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[007] when it is confirmed according to the device fingerprint that the device
certificate is valid, and the device fingerprint matches the first device attribute information,
determining that the device certificate is a certificate of the target device, and allowing the
target device to perform the target service.

[008] In asecond aspect, a device verification method is provided, the device
verification method being used when sending a request to perform a target service to a
server, the method including:

[009] collecting first device attribute information; and

[010] sending a device verification request to the server, the device verification
request including: a device certificate and the first device attribute information, the device
certificate including a device fingerprint generated according to second device attribute
information, such that the target service is performed when the server determines that the
device fingerprint matches the first device attribute information.

[011] In a third aspect, a device verification apparatus is provided, the apparatus
being applied to a server, including:

[012] arequest receiving unit configured to receive a device verification request
sent by a to-be-verified target device, the device verification request including: a device
certificate and first device attribute information of the target device, and the device
certificate including a device fingerprint generated according to second device attribute
information; and

[013] adevice verification unit configured to, when it is confirmed according to
the device fingerprint that the device certificate is valid, and the device fingerprint matches
the first device attribute information, determine that the device certificate is a certificate of

the target device, and allow the target device to perform the target service.



[014] In a fourth aspect, a device verification apparatus is provided, the apparatus
being applied to a target device, including:

[015] an information acquisition unit configured to collect first device attribute
information; and

[016] arequest sending unit configured to send a device verification request to the
server, the device verification request including: a device certificate and the first device
attribute information, the device certificate including a device fingerprint generated
according to second device attribute information, such that the target service is performed
when the server determines that the device fingerprint matches the first device attribute
information.

[017] In the device verification methods and apparatuses of the embodiment of the
present invention, a target device carries a device certificate when requesting verification,
the device certificate including a device fingerprint generated according to a device
attribute. The target device is verified according to the device certificate and the device
fingerprint, and the target device is allowed to access a service only when it is determined
that the device fingerprint matches the device attribute of the target device and the
certificate is a certificate of the target device, so that an illegal access device can be

identified more efficiently, and the device verification is more reliable.

BRIEF DESCRIPTION OF THE DRAWINGS

[018] FIG. 1 is an application scenario diagram of a device verification method
according to an embodiment of the present invention;
[019] FIG. 2 is a schematic signaling diagram of a device verification method

according to an embodiment of the present invention;



[020] FIG. 3 is a schematic signaling diagram of another device verification
method according to an embodiment of the present invention;

[021] FIG. 4 is a schematic structural diagram of a device verification apparatus
according to an embodiment of the present invention;

[022] FIG. 5 is a schematic structural diagram of another device verification
apparatus according to an embodiment of the present invention;

[023] FIG. 6 is a schematic structural diagram of still another device verification
apparatus according to an embodiment of the present invention; and

[024] FIG. 7 is a schematic structural diagram of still another device verification

apparatus according to an embodiment of the present invention.

DETAILED DESCRIPTION

[025] FIG. 1 schematically shows an application scenario of a device verification
method according to an embodiment of the present invention. As shown in FIG. 1, taking a
user performing a payment service on a website as an example, the payment service is, for
example, a service operation such as the user pays for a service by using his/her own
account. The user generally uses his/her computer 11 to perform the payment service; as the
service requires higher security, a server 12 may record a correspondence between the
account of the user and the computer 11 usually used by the user, and if the account of the
user is used on the computer 11, the server 12 may consider that the service is conducted
safely. If the server 12 finds that the account uses a computer 13 when requesting to
perform a payment service, instead of the computer usually used by the user, the server 12
may suspect whether the account of the user has been illegally acquired by a hacker, and
the hacker operates illegally by using the computer 13, so that the server 12 may disallow

performance of the service.



[026] The above example is an application scenario of device verification, that is,
a website server identifies a device (for example, a computer) to ensure the security of a
service, to verify whether the service is conducted safely. The device verification method
according to the embodiments of the present invention described subsequently describe
how the server verifies the device, to ensure that the verification result is more accurate and
reliable. Definitely, the example of device verification is not limited to the scenario shown
in FIG. 1, and other similar scenarios may also adopt the device verification method
according to the embodiments of the present invention.

[027] FIG. 2 is a schematic signaling diagram of a device verification method
according to an embodiment of the present invention; as shown in FIG. 2, the method
schematically shows a device verification flow performed between a device and a server,
for example, a user is using the device to conduct a payment service, a server side may
instruct the device to conduct verification to ensure the security of the service, and the
server may allow the device to resume the service only after the verification is successful.

[028] The following process describes the processing performed after the device
receives the instruction of the server requesting it to be verified. The to-be-verified device
may be referred to as a target device, and a service to be performed by the device is referred
to as a target service.

[029] 201. The target device collects first device attribute information.

[030] After the to-be-verified target device receives an instruction requesting
verification of the device sent by the server, the target device will collect first device
attribute information (the "first" is merely used for being distinguished from other attribute
information appearing in the subsequent embodiment, and does not have other limitative
meanings) corresponding to the target device itself. Specifically, the first device attribute

information is a hardware inherent attribute of the target device.
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[031] For example, by taking the target device being a computer as an example,
the computer has various hardware such as a network card, a display card, a CPU, and a
memory chip, and attribute information of hardware as such needs to be collected. For
example, for the display card, attributes of the display card may include, for example,
model, name, delivery ID, resolution, and the like. These may all be referred to as attribute
information of the hardware, in this case, the display card. Which attribute(s) is collected
specifically, for example, whether the model or the delivery ID is collected, is not limited in
this embodiment. However, there is a requirement for the acquired hardware attribute: the
attribute is an inherent attribute of the hardware, that is, an unchanged attribute for the
hardware. For example, still by using the display card as an example, a delivery ID or a
model may be collected, these attributes are fixed and unchanged, while resolution,
although being an attribute of the display card, may be changed, for example, after
computer configuration is adjusted, the resolution may be increased or reduced, and such
variable attribute information cannot be collected as the first device attribute information.

[032] Moreover, there may usually be multiple pieces of first device attribute
information collected in this step, for example, three pieces of attribute information or five
pieces of attribute information may be collected. It should be noted that, the multiple pieces
of attribute information may be multiple attributes corresponding to one piece of hardware,
and may also be multiple attributes corresponding to multiple pieces of hardware
respectively.

[033] For example, assuming that three pieces of attribute information are
collected, namely, an attribute A, an attribute B, and an attribute C, wherein the three
attributes correspond to a same piece of hardware such as the display card, and are a model,
a delivery ID and a name of the display card respectively; or the three attributes correspond

to different pieces of hardware respectively, for example, the attribute A is a model of the
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network card, the attribute B is a delivery ID of the display card, the attribute C is a model
of the CPU, and the like. There are definitely other examples, which are not described in
detail herein.

[034] 202. The target device sends a device verification request to the server, the
request including: a device certificate and the first device attribute information of the target
device, the device certificate including a device fingerprint generated according to second
device attribute information.

[035] After collecting the first device attribute information, the target device sends
a device verification request to the server, to request the server to perform device
verification on the target device. The verification request not only includes the first device
attribute information collected in 201, but also includes a device certificate.

[036] Generally, assuming that the target device is a legal user equipment, then the
device certificate is issued by the server to the target device before this device verification
process, the target device stores the device certificate sent by the server, and it is only
required to carry the device certificate in the verification request in this step. At this point,
the device fingerprint generated according to the second device attribute information and
carried in the device certificate is a fingerprint generated by the target device according to
its attributes, for example, the attributes listed in 201.

[037] Assuming that the to-be-verified target device is an illegal device used by a
hacker, the device certificate may be a device certificate of a legal user, which is stolen by
the hacker, the device fingerprint carried in the device certificate is still the fingerprint
generated by the target device according to its attributes. The hacker cannot modify the
device fingerprint included in the device certificate since any modification made on the

content of the device certificate will invalidate the certificate.



[038] Optionally, the device certificate may be stored in a trusted platform module
TPM of the target device, and the TPM hardware can provide more reliable security
assurance for storage of the certificate.

[039] 203. The server determines whether the first device attribute information
matches the device fingerprint in the device certificate.

[040] Before the server determines whether the first device attribute information
matches the device fingerprint in the device certificate in this step, the server further
determines, according to the device fingerprint, whether the device certificate is valid. For
example, when determining that the certificate is valid, it may check whether the device
fingerprint has been damaged, for example, the server may compare the device fingerprint
in the certificate with a fingerprint stored in the server previously to determine whether the
device fingerprint is damaged; the server may also use the device fingerprint to perform an
integrity test to determine whether the certificate content is complete, and the like.

[041] After the certificate is determined to be valid, the server compares the first
device attribute information submitted by the target device in 202 with the device
fingerprint in the certificate, to determine whether the two match each other.

[042] Optionally, there may be two ways in which the first device attribute
information matches the device fingerprint in the certificate. For example, the first device
attribute information matches the second device attribute information, for example, the first
device attribute information collected by the target device includes: an attribute A, an
attribute B, and an attribute C, and the second device attribute information for generating
the device fingerprint in the certificate also includes: the attribute A, the attribute B, and the
attribute C, that is, the device fingerprint is also generated according to the three attributes,
then, the first device attribute information matches the second device attribute information;

in other words, the first device attribute information matches the device fingerprint in the
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certificate. For another example, another device fingerprint may also be generated
according to the first device attribute information collected by the target device, and if the
another device fingerprint is the same as the device fingerprint in the device certificate, it
indicates that the first device attribute information matches the device fingerprint in the
certificate.

[043] Further, when the first device attribute information matches the second
device attribute information, the matching between the attribute information refers to that,
for example, corresponding attribute values in the first device attribute information and the
second device attribute information are the same, or a proportion of the number of identical
attribute values to the total number of attribute values reaches a preset proportion threshold.

[044] For example, assuming that there are four attributes: an attribute A, an
attribute B, an attribute C, and an attribute D, the server may compare whether the four
attributes collected by the target device are identical to the four corresponding attributes in
the device certificate. By taking a network card as an example, the attribute A in the device
certificate is a delivery ID of the network card, the first device attribute information
collected by the target device also has a delivery ID of a network card of the target device,
and the server may compare whether the two delivery IDs are the same, that is, whether
attributes of a corresponding type of the same hardware are the same; and the above
comparison is required for each attribute in the certificate.

[045] During the comparison, there may be three case: in one case, attribute values
(the attribute values are, for example, delivery IDs of network cards) are the same, for
example, the delivery IDs are identical; in another case, attribute values are different, for
example, the delivery IDs are different, or models of display cards are different; in still
another case, the collected attribute value is null, for example, one attribute in the device

certificate is a model of a network card, but in the first device attribute information
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collected by the target device, the network card model is null, that is, no network card
model is collected, this may be affected by a collection environment or other factors during
collection and the attribute is not acquired.

[046] On the basis of the above three comparison cases, the matching between the
attribute information may be defined as:

[047] For example, corresponding attribute values in the first device attribute
information and the second device attribute information need to be completely the same,
that is, the target device needs to collect every attribute value in the certificate and the
attribute values need to be the same; then the server can determine that the first device
attribute information matches the second device attribute information.

[048] For another example, corresponding attribute values in the first device
attribute information and the second device attribute information need to be completely the
same, wherein it may be allowed that some collected corresponding attribute values are
null, but it is not allowed that all collected attribute values are null; if no attribute value in
the certificate is collected by the target device, and they are all null, the server determines
that the first device attribute information does not match the second device attribute
information; for the four attributes A, B, C, and D, if only the attribute B is not collected by
the target device and the other attribute values are the same, then the attribute A may be
ignored, and it is determined that the first device attribute information matches the second
device attribute information.

[049] For another example, among corresponding attribute values in the first
device attribute information and the second device attribute information, a proportion of the
number of identical attribute values to the total number of attribute values reaches a preset
proportion threshold. For example, in the above four attributes, when only one

corresponding attribute is different during comparison, while the other three are the same,
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the proportion of the number of identical attribute values to the total number of attribute
values is 3/4, greater than a preset proportion threshold 1/2, then it is determined that they
match each other; if attribute values of three attributes are different, the proportion of the
number of identical attribute values to the total number of attribute values is 1/4, less than
the preset proportion threshold 1/2, then it is determined that they do not match each other.

[050] It should be noted that the examples of the matching conditions described in
the foregoing are merely examples, rather than exhaustive, and in a specific
implementation, the matching condition may be set flexibly according to the strictness
degree of security control required by the device verification.

[051] The attribute comparison in this step is illustrated in combination with the
example of the application scenario shown in FIG. 1, and it is described how the server
determines whether the device is safe, and whether the device is a safe device or an illegal
device:

[052] In FIG. 1, assuming that the user is a legal user, and uses his/her computer
11 to access the server 12, then, when the computer 11 sends a device verification request, a
device certificate carried therein is a certificate issued by the server 12 to the computer 11,
wherein, the second device attribute information in the certificate is attributes
corresponding to the computer 11, for example, a display card attribute and a network card
attribute of the computer 11; when the device verification request is sent, display card and
network card attributes of the computer 11 are also in the first attribute information
collected by the computer 11, and the two pieces of attribute information are generally
consistent when determined by the server side.

[053] Correspondingly, in FIG. 1, assuming that the user is an illegal user who
steals a device certificate corresponding to the computer 11 of the legal user and accesses

the server 12 through the computer 13, and assuming that when the computer 13 sends a
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device verification request, the device certificate carried therein is a certificate issued by the
server 12 to the computer 11, and the device fingerprint in the certificate is generated
according to the attributes of the computer 11, while the first device attribute information
collected by the computer 13 is hardware information corresponding to the computer 13,
and therefore, when the server side determines, it will be determined that the device
fingerprint and the first device attribute information do not match each other.

[054] In this step, if the device certificate is determined to be valid according to
the device fingerprint, and the determination result is that the device fingerprint in the
device certificate matches the first device attribute information, it indicates that the device
certificate is the certificate of the target device, and 204 is performed; otherwise, 205 is
performed.

[055] 204. The server allows the target device to perform the target service.

[056] In this step, the server may returns a verification success response to the
target device, or directly allow the target device to perform a subsequent service operation
without returning a success response.

[057] 205. The server disallows the target device to perform the target service.

[058] For example, the server returns a verification failure response to the target
device, for example, when the illegal user uses the computer 13 to access the server as
described in the above example, the user will be disallowed by the server from performing
the service.

[059] In the device verification method of this embodiment, the device fingerprint
generated according to the device attribute information is carried in the device certificate
issued for the device, and during verification of the device, it is allowed to perform the
service only when the device attributes match the device fingerprint in the certificate, thus

improving the security and reliability of device verification.
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[060] In the above examples, the process of performing the device verification
method is performed on the basis that the target device has stored the device certificate, and
the target device only needs to carry the device certificate when sending the device
verification request. Actually, the device certificate is issued by the server to the target
device, and is acquired by the target device through applying to the server before
performing the process of device verification. The applying for the certificate will be
described in detail in the following:

[061] FIG. 3 is a schematic signaling diagram of another device verification
method according to an embodiment of the present invention, which is used for describing a
process where a device applies to a server for a certificate and how the server generates the
certificate, including the following steps:

[062] 301. The target device collects second device attribute information, and
generates a public-private key pair.

[063] When a device certificate is made by the server, hardware attributes of the
device are also set in the certificate, and therefore, when the target device applies for the
certificate, collection of the hardware attributes of the device, which may be referred to as
second device attribute information, needs to be performed, such that they can be submitted
to the server, enabling the server to generate the device certificate accordingly.

[064] It should be noted that, in this step, the second device attribute information
collected by the target device may not necessarily be completely identical to the attribute
information in the device certificate correspondingly; for example, assuming that there are
three attributes A, B, and C in the device certificate, the second device attribute information
in this step may be that the target device collects all hardware inherent attributes of the
target device itself, or collects five attributes, or the like, which, in a word, may be more

than the attributes included in the device certificate, and the attributes in the device
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certificate are some attributes selected from the multiple attributes; for details please refer
to subsequent description of 303. Definitely, the second device attribute information may
also be identical to the attributes in the certificate, for example, three attributes A, B, and C
are collected, and the three attributes are also set in the certificate when the certificate is
made.

[065] Moreover, in addition to collecting the second device attribute information
in this step, the target device further generates a public-private key pair, including a public
key and a private key. The public key is used for generating a certificate in 304, and the
private key is not transmitted to the server when the certificate is applied. For example, the
private key may be used for encrypting information during information transmission after
the verification succeeds, for example, information sent by the target device to the server is
encrypted by the private key, and the server decrypts the information by using the public
key.

[066] 302. The target device sends a certificate application request to the server,
the certificate application request including: the second device attribute information, and
the public key in the public-private key pair.

[067] When the target device sends the certificate application request to the server,
the second device attribute information collected in 301 and the public key in the generated
pub-private key pair will be carried.

[068] Optionally, the target device applies to the server for the device certificate,
and the application may be initiated to the server in the two cases listed as follows:

[069] In one case, the target device finds that it does not store a device certificate.
Since the certificate is sent by the server to the device, the certificate will be stored in the
device, and when the device requests the server to perform device verification, the

certificate is carried in the device verification request; if the target device confirms that no
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device certificate is stored locally, device verification cannot be performed subsequently,
and therefore, the target device will initiate a certificate application.

[070] In another case, when the target device receives the verification failure
response returned by the server, in other words, before the application for a certificate by
the target device this time, the target device may probably use a certificate of another
device to request the server for verification, and as a result, the server determines that
attribute information does not match and returns verification failure, indicating that the
device certificate is not the certificate of the device; therefore, the target device needs to
apply for its own device certificate again.

[071] 303. The server generates a device fingerprint according to the second
device attribute information.

[072] In this step, if the number of attributes in the second device attribute
information collected by the target device is greater than the number of pieces of attribute
information that need to be based on when the device fingerprint is generated, attributes
may be selected from the second device attribute information, and if the number of
attributes in the second device attribute information collected by the target device is the
same as the number of attributes that need to be based on when the device fingerprint is
generated, the fingerprint may be generated based on all of them.

[073] In the foregoing, the acquisition of the second device attribute information
based on which the device fingerprint is generated is described in terms of the number of
attributes, and assuming that the collected second device attribute information includes: an
attribute A (for example, a CPU model), an attribute B (for example, a network card
model), an attribute C (for example, a delivery ID of a display card) and an attribute D (for

example, a name of a memory), and when acquiring attributes based on which the
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fingerprint is generated accordingly, the information needs to be further processed, for
example, in a manner illustrated as follows:

[074] Table 1 Hash value taken for attribute value

Attribute Hash value
Attribute A Hash value of the attribute A
Attribute B Hash value of the attribute B
Attribute C Hash value of the attribute C
Attribute D Hash value of the attribute D

[075] As shown in the above Table 1, Table 1 shows that the target device takes
Hash values for attribute values of the collected four pieces of attribute information to
ensure security of transmission, and in fact, the Hash values of the collected attribute values
are transmitted to the server. At the server side, the Hash values of these attributes need to
be combined, to form a device fingerprint for identifying the target device.

[076] For example: by taking selection of some attributes from the second device
attribute information as an example, the second device attribute information includes
multiple attribute values, each attribute value corresponding to a device inherent attribute of
the target device, for example, the four attribute values in the above Table 1. The server
selects a preset number of attribute values from the four attributes, for example, in this
embodiment, three attribute values A, B, and C are selected, and these attribute values are
combined to generate fingerprint information of the device. The combination may be
performed according to the following manner: the attribute A, the Hash value of the
attribute A, the attribute B, the Hash value of the attribute B, the attribute C, and the Hash
value of the attribute C in the above Table 1 are all synthesized to take Hash, to serve as the
device fingerprint information. Definitely, there may also be other combination manners, as
long as related information of the three attributes is included, which are not described in

detail.
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[077] It should be noted that, the manner of generating the device fingerprint by
selecting some attributes from the second device attribute information as described in the
foregoing will enable the manner of device verification to be more reliable and safer; this is
because, suppose that the target device collects all hardware inherent attributes thereof, the
target device cannot know which attributes will be selected from them by the server to
generate the device fingerprint accordingly, and an illegal user such as a hacker does not
know which attributes are included in the device certificate, so that the hacker, even he/she
intends to forge attributes (for example, the hacker tampers with hardware attributes of a
legal device when reporting a device verification request, replacing them with his/her own
hardware attributes), he/she will not know which attributes need to be forged, which
increases the difficulty for illegal behaviors of the hacker, such that the verification manner
has higher reliability.

[078] Moreover, the target device may record the hardware inherent attributes
which are collected by the target device when applying for the certificate, in this way, the
same device attributes may also be collected when device verification is requested
subsequently, only in this way can it be ensured that the attribute information collected
includes the corresponding attributes in the device certificate, and the server can match and
compare the attributes.

[079] 304. The server generates a device certificate including the device
fingerprint and the public key.

[080] The following Table 2, in a simplified manner, shows a structure of the
device certificate generated in this step:

[081] Table 2 Structure of a device certificate

Major information of the certificate | Extended information of the certificate
Public key with a signature Device fingerprint
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[082] As shown in the above Table 2, the device certificate is a digital certificate
having the device fingerprint included in the extended information of the certificate, and the
digital certificate is, for example, a certificate in an X.509 V3 format. Description of the
generation of the device fingerprint may be found in the description in 303. The device
certificate further includes a public key with a CA signature, and the public key is a public
key in the public-private key pair generated by the target device. Damaging the information
will invalidate the certificate.

[083] Moreover, when the device certificate is generated, a certificate serial
number is also generated as an inherent attribute of the certificate. The server side may
record a correspondence between the generated device certificate and the device
fingerprint. Specifically, the server side may record, for example, a correspondence
between the certificate serial number of the certificate and the device fingerprint, and the
device inherent attribute (the attribute refers to the attribute based on which the fingerprint
is generated) as well. As shown in the following Table 3:

[084] Table 3 Device certificate correspondence

Certificate Device Device inherent Certificate Certificate use
serial fingerprint attribute generation time time
number Attribute A
Attribute B HHHHE Hakkok
Attribute C

[085] After the correspondence of Table 3 is recorded, when the server receives
the device certificate carried in the device verification request sent by the target device
subsequently, the device certificate including the certificate attribute of certificate serial
number, the server may look up in Table 3 according to the certificate serial number, to
acquire the attribute A, the attribute B, and the attribute C corresponding to the device

fingerprint corresponding to the device certificate, and compare the attributes with the first
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device attribute information collected by the target device, to determine whether they match
each other.

[086] It should be noted that, the certificate serial number also enables the device
verification to be more reliable; for example, suppose that attributes of two devices are the
same, for example, models of network cards and delivery IDs of display cards are all the
same, when the two devices apply for a device certificate, the server may issue device
certificates for the two devices, and device fingerprints carried in the device certificates
may be the same; however, each certificate corresponds to a unique certificate serial
number, the certificate serial numbers of the two device certificates are different, and the
server can still distinguish the two devices.

[087] In other words, when receiving the device verification request of the target
device, the server not only needs to match and compare the device attribute information
described in the above example, but also needs to perform some basic certificate validation,
for example, to see whether serial numbers of the certificates are the same, whether the
certificate is within a term of validity, whether certificate information is complete or
damaged, or the like.

[088] 305. The server sends the device certificate to the target device.

[089] The device verification method in this embodiment of the present invention
uses the mechanism of combining the digital certificate and the device fingerprint, such that
the device fingerprint in the certificate is unforgeable as the digital certificate is
unforgeable; meanwhile, the uniqueness of the digital certificate is also used, thus greatly
improving the reliability of the device verification.

[090] Device verification apparatuses are further provided as follows, to

implement the device verification methods described above through the apparatuses:
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[091] FIG. 4 is a schematic structural diagram of a device verification apparatus
according to an embodiment of the present invention, and the apparatus may be applied to a
server, for example, software set in a server terminal. As shown in FIG. 4, the apparatus
may include: a request receiving unit 41 and a device verification unit 42; wherein,

[092] the request receiving unit 41 is configured to receive a device verification
request sent by the to-be-verified target device, the device verification request including: a
device certificate and first device attribute information of the target device, the device
certificate including a device fingerprint generated according to second device attribute
information; and

[093] the device verification unit 42 is configured to, when it is confirmed
according to the device fingerprint that the device certificate is valid, and the device
fingerprint matches the first device attribute information, determine that the device
certificate is a certificate of the target device, and allow the target device to perform a target
service.

[094] FIG. S is a schematic structural diagram of another device verification
apparatus according to an embodiment of the present invention. On the basis of the
structure shown in FIG. 4, the apparatus further includes: a certificate generation unit 43
and a certificate sending unit 44; wherein,

[095] the request receiving unit 41 is further configured to receive a certificate
application request sent by the target device, the certificate application request including:
second device attribute information collected by the target device;

[096] the certificate generation unit 43 is configured to generate the device
fingerprint according to the second device attribute information, and set the device

fingerprint in the generated device certificate; and
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[097] the certificate sending unit 44 is configured to send the device certificate to
the target device.

[098] Further, the certificate generation unit 43, when generating the device
fingerprint according to the second device attribute information, is further configured to
select a preset number of attribute values from multiple attribute values included in the
second device attribute information, and combine the preset number of attribute values to
generate the device fingerprint for identifying the target device; each attribute value
corresponding to a device inherent attribute of the target device.

[099] FIG. 6 is a schematic structural diagram of still another device verification
apparatus according to an embodiment of the present invention. The apparatus may be
applied to a target device, for example, client terminal software set at a target device side.
As shown in FIG. 6, the apparatus may include: an information acquisition unit 61 and a
request sending unit 62; wherein,

[0100] the information acquisition unit 61 is configured to collect first device
attribute information; and

[0101] the request sending unit 62 is configured to send a device verification
request to the server, the device verification request including: a device certificate and the
first device attribute information, the device certificate including a device fingerprint
generated according to second device attribute information, such that the target service is
performed when the server determines that the device fingerprint matches the first device
attribute information.

[0102] FIG. 7 is a schematic structural diagram of still another device verification
apparatus according to an embodiment of the present invention. On the basis of the
structure shown in FIG. 6, the apparatus further includes: a certificate receiving unit 63;

wherein,
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[0103] the information acquisition unit 61 is further configured to collect the second
device attribute information;

[0104] the request sending unit 62 is further configured to send a certificate
application request to the server, the certificate application request including: the second
device attribute information, such that the server generates a device fingerprint according to
the second device attribute information and sets the device fingerprint in the device
certificate; and

[0105] the certificate receiving unit 63 is configured to receive the device certificate
returned by the server.

[0106] Further, the request sending unit 62 is further configured to send the
certificate application request when it is confirmed that no device certificate is stored
locally, or when a verification failure response returned by the server is received.

[0107] The above are merely preferred embodiments of the present invention, and
are not intended to limit the present invention. Any modifications, equivalent replacements,
improvements, and the like made within the spirit and principles of the present invention

shall all fall within the protection scope of the present invention.
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WHAT IS CLAIMED IS:

1. A device verification method, wherein the device verification method is used for
verifying a target device requesting performing a target service, the method comprising:

receiving a device verification request sent by the to-be-verified target device, the
device verification request comprising: a device certificate and first device attribute
information of the target device, and the device certificate comprising a device fingerprint
generated according to second device attribute information; and

when it is confirmed according to the device fingerprint that the device certificate is
valid, and the device fingerprint matches the first device attribute information, determining
that the device certificate is a certificate of the target device, and allowing the target device

to perform the target service.

2. The method of claim 1, wherein, before the receiving a device verification request
sent by the to-be-verified target device, the method further comprises:

receiving a certificate application request sent by the target device, the certificate
application request comprising: the second device attribute information collected by the
target device;

generating the device fingerprint according to the second device attribute information,
and setting the device fingerprint in the generated device certificate; and

sending the device certificate to the target device.

3. The method of claim 2, wherein the second device attribute information comprises:
multiple attribute values, each attribute value corresponding to a device inherent attribute of

the target device; and
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the generating the device fingerprint according to the second device attribute
information comprises: selecting a preset number of attribute values from the multiple
attribute values, and combining the preset number of attribute values to generate the device

fingerprint for identifying the target device.

4. The method of claim 1, wherein the device fingerprint matches the first device
attribute information comprises:

the first device attribute information matching the second device attribute information;

or, generating another device fingerprint according to the first device attribute
information, and another device fingerprint matching the device fingerprint in the device

certificate.

5. The method of claim 4, wherein the first device attribute information matching the
second device attribute information comprises:

corresponding attribute values in the first device attribute information and the second
device attribute information being all the same, or a proportion of the number of identical
attribute values to the total number of attribute values reaching a preset proportion

threshold.

6. A device verification method, wherein the device verification method is used when
performing a target service is requested to a server, the method comprising:

collecting first device attribute information; and

sending a device verification request to the server, the device verification request
comprising: a device certificate and the first device attribute information, the device

certificate comprising a device fingerprint generated according to second device attribute
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information, such that the target service is performed when the server determines that the

device fingerprint matches the first device attribute information.

7. The method of claim 6, wherein, before the collecting first device attribute
information, the method further comprises:

collecting the second device attribute information;

sending a certificate application request to the server, the certificate application request
comprising: the second device attribute information, such that the server generates a device
fingerprint according to the second device attribute information and sets the device
fingerprint in the device certificate; and

receiving the device certificate returned by the server.

8. The method of claim 7, wherein the second device attribute information comprises:
multiple attribute values, each attribute value corresponding to a device inherent attribute of
the target device; the device fingerprint is obtained according to a combination of a preset
number of attribute values selected from the multiple attribute values, and the device

fingerprint is used for identifying the target device.

9. The method of claim 7, wherein, before the sending a certificate application request
to the server, the method further comprises:
confirming that no device certificate is stored locally;

or, receiving a verification failure response returned by the server.

10. The method of claim 6, wherein the device certificate is stored in a trusted

platform module TPM.
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11. A device verification apparatus, wherein the apparatus is applied to a server,
comprising:

a request receiving unit configured to receive a device verification request sent by a to-
be-verified target device, the device verification request comprising: a device certificate and
first device attribute information of the target device, and the device certificate comprising
a device fingerprint generated according to second device attribute information; and

a device verification unit configured to, when it is confirmed according to the device
fingerprint that the device certificate is valid, and the device fingerprint matches the first
device attribute information, determine that the device certificate is a certificate of the

target device, and allow the target device to perform a target service.

12. The apparatus of claim 11, wherein,

the request receiving unit is further configured to receive a certificate application
request sent by the target device, the certificate application request comprising: the second
device attribute information collected by the target device;

the apparatus further comprises: a certificate generation unit and a certificate sending
unit;

the certificate generation unit is configured to generate the device fingerprint
according to the second device attribute information, and set the device fingerprint in the
generated device certificate; and

the certificate sending unit is configured to send the device certificate to the target

device.
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13. The apparatus of claim 12, wherein,

the certificate generation unit, when generating the device fingerprint according to the
second device attribute information, is specifically configured to select a preset number of
attribute values from multiple attribute values comprised in the second device attribute
information, and combine the preset number of attribute values to generate the device
fingerprint for identifying the target device; each attribute value corresponding to a device

inherent attribute of the target device.

14. A device verification apparatus, wherein the apparatus is applied to a target device,
comprising:

an information acquisition unit configured to collect first device attribute information;
and

a request sending unit configured to send a device verification request to the server,
the device verification request comprising: a device certificate and the first device attribute
information, the device certificate comprising a device fingerprint generated according to
second device attribute information, such that the target service is performed when the

server determines that the device fingerprint matches the first device attribute information.

15. The apparatus of claim 14, wherein,

the information acquisition unit is further configured to collect the second device
attribute information;

the request sending unit is further configured to send a certificate application request
to the server, the certificate application request comprising: the second device attribute
information, such that the server generates a device fingerprint according to the second

device attribute information and sets the device fingerprint in the device certificate; and
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the apparatus further comprises a certificate receiving unit configured to receive the

device certificate returned by the server.

16. The apparatus of claim 15, wherein,
the request sending unit is specifically configured to send the certificate application
request when it is confirmed that no device certificate is stored locally, or a verification

failure response returned by the server is received.
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