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c s _Refe ce to Relat ication

This application is related to another U. S. Patent
5 Application, Serial No. 08/396,307 entitled
"Identification Card Verification System and Method"
(Kristol 3-13),with this application being concurrently
filed with the present application, having the same
inventors, and being incorporated herein by reference.

10 Field of the Invention :

This invention relates to an identification card, and
in particular to one which carries information which is
used to verify that there have been no alterations to the
card. : '

15 c io R ' Art _

The use of identification cards is proliferating in
commercial transactions such as check cashing and credit
cards, security applications to gain access to premises,
licenses of various kinds, and passports, which may be

20 considered one of the first uses of an identification
card. '

- In structure, the cards usually contain a photograph
of a person. Recently additional features are sometimes
added such as a signature, fingerprint, or even the image

25 of the person's retina. Each of these is a characteristic
which is unique to each human being, and their addition
reflects attempts to mitigate the possibility of forged
identification cards. As greater reliance has been placed
upon these cards, their value to unauthorized users and to

30 unauthorized purveyors of false identification cards has
also increased significantly. Counterfeiters routinely
obtain or make passport and driver license blanks and
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‘15 Description of Related Art The use of identification cards is
‘proliferating in commerci al transactions such as check cashing and
credit cards, security applications to gain access to prem ses,

| i censes of various kinds, and passports, which may be 20 considered one
of the first uses of an identification- 2card. In structure, the
cards usually contain a photograph of a person. Recently additional
features area§6i¥t anpbotognapbdfoyuch smadlsifgeature, fingerprint, or even

the i mge 25 of WBEhthéomnérresgbaangﬁgéfhaﬁ& bggﬁstgsof characteristic

whi ch is.uni gue to _each_ human bein her r reflects
attenpts to hﬁ?ﬂﬁbﬁécﬁﬁéoﬁo§§F§$blFytématéﬂgﬁﬁthOdﬁd@ﬁttheéat|on cards. As

greazﬁr rel lﬁéﬁﬁfé@ﬁubéeﬁaﬂbabéén devemapéaeseucgr dpatt h@l ?9yaby§ t8
unau ori

a unaut hor.i z urveyors o
i dentific ti fgﬁrﬁsaﬁﬁgrl eﬁlQOmFﬁgP@aggdtgﬁﬁﬁgéFEéﬂgl? VESHAt ERREPt er s
routinely ofbaapersonpakégnasape;toanflifgerprihtcénse Qighkalafdrm,

- 2- adding data from a keyboard, and laser printing the
composite.
U.S. Pat. 5,157,424 to Craven et al. teaches a method

10 to superimpose a signature over a portrait wherein the
signature is scaled in size and printed in a tone which is
reverse to that of the portrait. So the signature would
appear white if applied over dark hair. This is an
example of a card which is harder to counterfeit.

15 U.S. Pat. 4,737,859 to VanDaele shows a bi-level
recording device which produces a composite half-tone
record in which images of different subjects remain
visually distinguishable. Digital information from the
two images is fed into an EXOR gate which drives a print

20 engine to produce a composite of a portrait and line
work. This is quite similar to the previous patent.

U. S. Pat. 5,321,751 to Ray et al. describes a method
and apparatus for credit card verification wherein a
picture accompanies an application for the card. The

25 picture information is converted into a digital image
which is stored centrally or at the point of a
transaction. The digital image is also stored in a medium
like a magnetic stripe used by many cards or into an
electronic storage system such as in "smart cards". At

30 the point of sale the digital image of the presenter is
converted to a video monitor display. The card
administration agency also receives a verification request
together with an identification code provided by the
presenter which selects an algorithm to translate the

35 stored digital information into a video display. In this
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atfix a phot ograph for a small fee. Wth the increased nunber and
‘variety of identification cards, autonmated nethods of their
manuf act ure have been devel oped. U S. Pat. 4,999,065 to 5 WIlfert

- describes a nmethod of transferring a video i mage of a person,
signature, or fingerprint into digital @& m addi ng data froma
keyboard, and | aser printing the conposite. U S Pat.

5,157, 424 t oidvemthort theé. phehograph ioethotl 4A thesopedi npose a signature

over a portrait |34 l.gnatuLe, LSS ed i | Inted in
a tone 3hich I's mﬂg??%éééggyfot?§%§ g% %h%é%%rfggi%g g%é%§§f§$%%2§%re moLId
appear whitecardapbirbdisveplfavrRrhfvingTand whiech is aesepped by a card

which is harggsagovapiatr b bcadrers. The cEBd s4ads{gRodndOor¥anbael e

shows a bi-1evel _, ecordi ng devjce mhiéh groduces a copposjte hal f-tone
record i nowhYeRLEHEGELOB! PHPFEEFRLSQUBPEE: O RRuFAPUSE, ik Bhaty the

di stingui shapepiftgtieh shbaldebeoinsensitive to hyLsénegesSedsbyed into an

EXOR gate which deives a print 20 engihe to produce a co site,of a
portrat andfpreretEiglePoriousP SRULRE SRRl oM S CoRRELRRERE outEhat ent.
U S. Pat. 5sBéuldshet veRagtantato derycatbespt akt bamiperinandrapparatus for

credit card 1 f] ' erein a pi cture acconpani es an application
for the card¥8q%éé§g&%?g?§?e information is converted into a digital inmage

which is stored centrally or at the point of a
10 Summary of the Invention
The present invention relates to a self-verifying
identification card and a method to provide it, and in
particular to a card which carries information which is
used to verify that there have been no alterations to the
15 card. The verification can be made at the point of a
transaction or by reference to a central data base.
In one embodiment of the invention, the
identification card contains an image area which typically
. contains the photographic portrait of a human being.

' 20 However, other claracteristics which are unique to that
person may also be used, such as: a fingerprint, a
signature, or an image of the person's retina, or any

- combination of these. The card also contains an image
signature, which is prepared from optical values sampled
25 from or about selected reference points within the image
area. The values may be taken from gray scale, color, or
they may be taken from a mathematical transformation of
the image, such as, a Fourier Transform. The card thus
contains information on itself which indicates whether
30 attempts have been made to substitute the image in the
image area. For noise free and robust operation several
optical values are determined in a cluster around each
reference point and averaged. To accommodate the
variations in commercial scanning devices which read the



"fransaction. The digital inage is also stored in a medium  like a
"magnetic stripe used by many cards or into an el ectroni c storage system
such as in "smart cards". At 30 the point of sale the digital inage of the
presenter is converted to a video nonitor display. The card .
adm ni stration agency al so receives a wved - cati on request t oget her
with an identification code provided by the presenter. which selects an
al gori t hm t PREEeR] aveluee asfunetienal grebationshimtobnthataverageeo

di splay. In éBtBcal value around a reference point to oth&f opticifVention
t he photogra.q s not on_the card. ccordingly, et T8 a need

for an identY3Heesidh reference points near rtherformely eprl iwiesedsto
accepted by ereate btlhadimage es igwiteeanieich THepreFidsd dssi Ghe agr-dhe 5

verification procgss_also need to be robust, .in that the verification
shoul d be’ i nsensitfvd %rﬁg?geeTQRééﬂF%E'oé FRD et RVRBE IR & dust on the
card. In partéegistration featurd divedeshirsdted o iy BdéErPEicdtiampering

or card, described above, which provides information

regarding the orientation of the card in the scanning
device. The placement of the registration feature, or

10 other indicia on the card, can also provide information
regarding the selection of a mathematical translation
function which may be used to translate the optical value
information to an encoded format of the information on the
card. The mathematical translation function may include:

15 an encryption scheme, a one-way hash, a compression
algorithm, or a truth table, used separately or in
combination. These functions are well known in the art of
computer science.

The invention also includes a method of preparing an

20 identification card wherein optical value data derived
from reference points within a representation of a human
characteristic, such as a portrait, a fingerprint, a -
signature, or the image of a retina, are used to create an
image signature, where both the representation and the

25 1image signature are affixed to the card. The image
signature is derived from a function relating optical
values, _and it may be in a mathematically transformed
format. _

These and other features and advantages of the

30 invention will be better understood with consideration of
the following detailed description of the preferred
embodiments taken in conjunction with the accompanying
drawings.

Brief Description of the Drawings
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“tounterfeiting. 10 Sunmary of the Invention . : The present
‘i'nvention relates to a self-verifying identification card and a net hod
to provide it, and in particular to a card which carries information
which is used to verify that there have been no alterations to the 15
card. The verification can be nade at t-hé& point of a transacti on or by
reference to a central data base. . I n one enbodi nent of the
invention, the FIGdehRifigadi 6novtrviewnefi assehfiviegefuira which
typically j3eepipifstibs pheaographic portrait of a human being. 20 .
However, ot her charact ristics which are unique to that person may al so

be used, such as:FLCti hBefPPVAt2 goordinakatsyetemrfon refgeertet he
person’s retp@ﬁntgrwﬁﬁuln oﬁ@nargat@@ntﬁé éggée The card al so contains an

o Sbout Sel ook o Hr obEnghond! SrELiFees ook pBLeTh LR 28 Pt o, L™

- may be takemnafoumdgaayefernércecpbimt; or - t hey nay be taken fron1a
mat hemati cal tra r a Fourier Transform
The card thus nﬁ]té(gnpg]lsngﬂ?ﬁ of rat %gﬁ ﬁg??ﬁ%e? %?Ic'%n??m‘i)%’a?rei whet her 30
attenpts haveubeeundine aorefesencetpoime; iamde in the | mage area. For
_noi se free and ropggt PﬁeéﬁéwgnaﬁSEﬁéfJembodfﬁ%%EaéfVéﬁédﬁnﬁgﬁtﬂgﬁer”‘ned
in a cluster around each ref erence. pol nt_an average accommodat e
t he 10 The drawings are not to scale.
D i Degcriptio e erred imen

Referring now to FIG. 1A, there is shown apparatus
100 in accordance with one embodiment of the invention
which is an identification card having an image area 30
15 occupying a portion of the card. Also provided on the
card is an area 50 containing an image signature 51. The
remaining area of the card may be used for alphanumeric
text which describes the issuer, type, and purpose of the
card, together with any state seal or corporate logo. The
20 image area typically contains a photographic portrait of a
human being, but it could also contain a fingerprint, a
signature, the image of the human's retina, or any
combination of these. The image area is mathematically
divided into a matrix of reference points which are more
25 clearly shown in FIG. 1B. The matrix is constructed with
a series of parallel horizontal and vertical lines labeled
1, 2, etc. in each direction. The intersection of the
first horizontal and first vertical line determining
reference point (1,1), and so on. To prepare the card, an
30 image of a portrait, signature, fingerprint, or retinal
image which is to be printed within the image area is
scanned by devices which are well known in the art such as
a Hewlet-Packard Scanjet or Logitech Scanner. These
devices can read both the optical values in the image area




“Vari.ations in comercial scanni ng devi ces which read the

- 4- optical value, a functional relationship of the average

optical value around a reference point to other optical . val ues at
reference points near the forner one is used to create the inmage
signature which is provided on the card 6 5 In a further enbodi ment
of the invention, a registration feature is designated on the

i dentificatiand thecahdrad93r5|bEdbabouedemhncbhprmmadesslghatﬂﬁétOnA

(Pgarding | eyBLLEN! SLLARIAL Lgsoﬁaﬁﬁohm&hgoécgggyﬁﬁr in8fViagy) 1he

pl acenent of e registrati eature fcia on card, can
al so prOV|déWthBrhﬁtF$ﬁ° tYPF@Qér@fn§a$ﬁ§ BELREEY OPUEBPUL - meEAchuofcal -

translation the 800c8bes wBigh aa&ﬁsaugsdatgl&é@nsl%é 619618&1'93 éa' Ue
encoded format of the_ipfornation on

i nformation t .
nathenat|galogrgﬁéFﬁY?BnlmﬁﬂﬁtFﬁnsﬁ§§n?ﬂc}ﬁdEa ken ap %ﬁ%hyb%f%ﬁegéﬁene a
one-way hashpoimntpnandssomierciadl geanhdss prorideughayabbgle Usedcolor

separately Oraiues ranging from 0 to 250 in drbitrary units. To
provide a more robust system which is less sensitive to
noise which is created by dust or bubbles which can occur

10 on the card or by noise in the scanning device, an array
of optical values about each reference point may be taken
and the values averaged to represent the optical value at
the reference point. One such scheme is shown in FIG. 1C,
where a 5 X 5 array is selected about refererice point

15 (2,2). Each of the dots being about 0.0033 inches in
diameter for 300 dpi resolution. Reference point (2,2)
may be separated from its nearest neighbors (1,2), (2,3),
(3,2), and (2,1) by 0.1 inch or any other distance
determined by the algorithm selecting the reference

20 points. The nearest ﬁeighbors are indicated in FIG. 1D.

To accommodate the different gain characteristics of

various printer models, experience has shown that a
functional relationship describing the optical value at a
reference point (or its average value as determined from

25 an array such as shown in FIG. 1C) compared to other
optical values in the image area, provides a value which
is a more reliable and reproducible indicator of the
optical value at the reference point. The functional
relationship may be derived from any truth table which

30 relates the optical value to others in the image area. It
may also be the ratio of the value at a point to others in
the image area. In a preferred embodiment, the optical
value at a reference point is quantified into a three
level function wherein optical values greater than, equal

35 to, or less than surrounding optical values are ascribed




"conbi nation. These functions are-well known in the art of conput er

" sci ence. The invention also includes a nethod of preparing an 20
identification card wherein optical value data derived - fromreference
points within a representation of a human ‘characteristic, such as a
portrait, a fingerprint, a signaturey er the image of a retina, are
used to create an | mge si nature where both the representation and
the 25 i magef%llgﬁ&t@f e"hte W3 %ewr o'Qhe resprctitelymgedthe pxdegesure is

derived fror;f é’c@ f@faééélg P@féf&ice poi’r?é U%daﬂge ide Py hOEiI N @

mat hemat i ca rans%orne These and ot eatures and
advant ages o“l'alhl*l%s é@ewm%ﬁtt% W@Q’e b‘é’-%t"&‘él?e dﬁ@éﬁ%t#‘o&%?#ﬂ%s‘?fﬁer ation

of the fihd avhr@ cehsined »@lﬁ@t@raﬁl&&h@f ineo ket £or eghe caﬁ‘Ebedl ment s
Egll;gpl L)Plionﬁmlgééo%% tﬂgts ee afr?f%a 19 may gu&%e:? describe th | &
cardholder and add items such as citizenship, corporate
permission codes, health profiles, or financial details.
This information may be in encrypted format anywhere on
the card, but in a preferred embodiment it is placed
10 within a specified area, such as area 50.

In FIG. 1lE, registration features 40 may be used to
determine the orientation, location, and scale of the card
as it i1s inserted into a commercial scanner. They are
shown as round dots approximately 0.1 inches in diameter

15 which are easily recognized by the algorithm searching the
digital information from the scanner. Preferably the
alignment features are placed away from any axis of
symmetry so that the orientation of the card is

- unmistakable. Other indicia 41 and 42 may also be added

20 to the card and their length may indicate a different
encryption scheme for each card, to add another level of
security. The perimeter of the image area may also serve
as a registration feature to orient and scale the card,
and any alphanumeric character on the card, such as a

25 particular letter in a person's name may'be used as an
indicator of a particular encryption function.

The result is a card which is self-verifying because
any tampering with the image in the image area cannot
correspond to the image signature containing optical

30 values of the original image. By using the average of
optical values of a cluster of pixels around each
reference point, noise caused by dust or imperfections in
the card or the scanner is reduced to provide a robust and
reliable verification. By using a functional relationship

35 to describe the optical value at one reference point

. i : T



“.5- L FIG 1A is a front view of a self-verifying

‘identification card; -FIG 1B 'shows a coordi nate system'for

ref erence points within one area of the card; 5 FIG 1C shows a
cluster of pixels which are sanpl ed around a reference point;

FIG 1D shows nearest nei ghbor reference $oints surroundi ng a reference
poi nt; and FI G . 1E shows anot her enbodi nent of t'he _invention. 10
The dr awi ngscerpared wathcathers in thet impge BEsari pherorasd PREOResferred.

Enbodi ments jess sensRefi¢er tBgtheWcharkbCeribcithebe tsmhlownagdpparat us
100 in accordance with one enbodi nent of the invention which is an

i denti ficati B8A*BRFHShavi ng an i mage area 30 15 occupying a portion of the
card. Al so provi deHeotinteaition dacludesaa meehoaOoﬁoptapafmggaa i mage

si gnatureg51 e h r S
alphanune?lcseIE vergf&%ﬁghﬁggggﬁE ggﬁé ?g%éeghg? g a§ gﬂ 8§p8§e of the
card, togethehamﬁcheanytQCawhlghansoun¢qupotateacbgbumanebe®ngnage area
typical Iy COB%E&EélepEEEﬁﬁEQPEbCd@ﬁé&h%h% Eheaopt1EHTBGa?ﬁé99athh

could al so cohtain fi_ngerprint e of the ﬁunan S
retina, or afy more reference points w1th1n an area contalnlng the

image. An image signature is then computed from the

10 optical value at one or more reference points and the
image of the characteristic and the image signature are
affixed upon the identification card. The characteristic
may be a photographic portrait, a signature, a
fingerprint, a retinal image, or any combination of these.

15 The optical value may be the average of several optical
values measured around the reference point or it may be
derived from the ratio of the average optical value at a
reference point compared to the average of the optical
value average values of selected reference points in the

20 image area. The image signature may be derived from a
ratio or from a truth table. In. a preferred embodiment, a
three level function compares the optical value at a point
to that of nearby neighbors to obtain the image signature.
Registration features may also be affixed or designated

25 wupon the identification card. The image signature may
also be in a'mathematiCally translated format, such as, a
one-way_hash function, an encryption scheme, a compression
algorithm, or a truth table, used separately or in
combination. These functions are well known in computer

30 science. The selection of the format may be determined by
indicia on the card for an added level of security.

The previously described embodiments of the invention
provide advantages including a self-verifying
identification card which is accepted by a broad variety

35 of scanners and one which is compatible with a many
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“conbination of these. The image area is nathenaticaILy' divided into a
“matrix of reference points which are nore 25 clearly shown in FIG 1B. The

matrix is constructed with a series of parallel horizontal and verti cal
i nes | abél ed 1, 2, etc. in each direction.. The intersection of the
first horizontal and first verti cal Iinefheternlnlng reference p0|nt

(1,1), and so on. To prepare the card, an 30 _inage of a portrait,
si gnat ur e, fphgéﬂﬁﬁlhﬁseér1ﬁ8@Fﬁgﬁcat1°Pnﬁg€dﬁhP§hth§ytBrﬁerBFFW?@d wi thin

the inmage ar@pei sard aﬁﬁa'&ﬁédvQ!‘:.QQEh@Q&nWbr@beééea!@ inkepwhititet he art
such as a FbmﬂetFﬁackard Sca@pﬂt or 'tegh Sca@neEheTgﬁgee devi ces
can read botROLRE-opt PEAVATIPHES cFﬁ8nF &Cgr §heate g

- 6- 'andsibﬁachaeaahdrshermhahemaﬂecam trensfagmatignat theugh
typi cal ann I t i ! h al so
tzgical o] bé?h ﬁﬁ%tﬁﬁa %tﬁé?ﬁgg % EFpEECb?EQd(ggkéofgebégﬁg 8h§|ned as

a pixel . Thepupbesalreanséan5 &b mhmpeveng|nﬁgéouatggﬁﬁh§éngs t aken at each
reference Changes and modifications in the specifically

described embodiments can be carried out without departing
from the scope of the invention. In particular, the

10 number and location of the reference points within the

- image area can be varied without departing from the spirit
of the invention and the number of pixels used in
determining an average optical value around each reference
point can be varied.



"eoint*‘aﬁa_EBHﬁETETaT‘SCanners provi de gray scale or color - wvalues
'rangrﬂyu” N arbitrary units. To provide a pore r obust
syste 'HW“’HW@E’{nsmve to noi se which is created by dust or
bubbl es*whf cht can "aC 10 on the card or by noise in the scanniagdevi ce,
an array of optical val ues about eachQreferenge erapSEEENaken
and the val ues averaged to represent the optical an Ep ACEDt he _reference
poi nt. One sCleAIMS8hene is shown in FIG 1C, : array is
sel ected about reference point 15 (2,2). Each-of tfhe dots bei ng about
0.0033 inches in_ dianeter for 300 dpi resolution. Reference point (2,2)
may be separated }rom2nsidentbficakiomberrd (Qomriging) , (3,2), and

(2,1) by 0. lah Nphags @P¥a Ot e di stance determ ned by the al gorithm
sel ecting the reference 20 poi n pear est nelﬁhbors are indicated in

FIG ID an 99 StTRRHSERL e’Eh‘@‘i Frareorticah krestEromithe of
vari ous rﬁrrﬁmﬁgénmhéa, experience has shown that a functi onal

rel ati onshi b the optical value at_a reference point (or its
aver age val B'e}gegfsg{fét%&% HAAEF  ShIAYEE 2§ a@e%W%sg V\ﬁ’?n FIG 10
conpared to bidrtificabpon cedrdafarescimpatisomege epeicabrealyes mval ue
whi ch | Se1fe M Egd €41 @] e and reproduci bl e indicator of. the opti cal
value at the refere ce poi nt. The functi onal rel ati onship nay be
derived fromany truth table which 30 relates the optical value to others

in the image area, |t The "BYert SPidLidie éa"fd%?fcié'ﬁnvflr)r]ﬁefélﬁ Lnt to

ot hers Ifb . the |nage area.,ln a preferred enhodi nent tica
image area contains an image of a characteristic whlch is

unique to each human being.

‘3. The identification card of claim 2 wherein the
image signature is derived from an optical value
associated with at least one reference point within the

~

15 image area.

4. The identification card of claim 2 wherein the
image signature is derived from a function relating the
optical value at a reference point to other optical values
within the image area.

20 5. The identification card of claim 4 wherein the
image signature is in a mathematically transformed format
upon the identification card.

6. The identification card of claim 4 wherein the
function is a three-level function.

25 7. The identification card of claim 4 wherein the
function is a ratio.

. 8. The identification card of claim 4 wherein the

—
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jvalue-;‘§;f?;EE§EﬁE%?1mﬂ+ﬁ is quantified into.a three” level function :
wher ei nhM[ reater than, equal 35 to, or .less than surroundi ng
optical''} v :mﬂyﬁﬁwbed - '
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val ues of "0", respectively. The p pﬁﬁﬁSHEETHBSﬁgsg ted for
each reference point, -and the series of 11 wval ues -econEEPLAQE@nao-

signature which is inprinted on the card conbi ned— any ot her

i nformati on furctien 15 derivedwinem.a Tteutnfoalode i on may further describe
t he cardhol der and add items such as citizenship, corporate

perm ssion codes, health profiles, or, financial details. Thi s

i nformati on may be-in Batrifdertlficapion gardref gplaim 2 wherein the in a

preferred erdpaia@atoftai Grovgcst dokibdDivaPuspest IHSthed Chocsish as area
50. In FIG 1E, registration_features 40 may. be used to
det erm ne t HERF i 2t S FoRRC &%%?Brf?e%q'ﬁe%c%h% PLigRl glue at fthat

i nserted 5 ntrefexanrersoht swabeleris Theyd af® derivdoie afmdgaind dot s
approxinatelg&éh&tﬁgghes i n di aneter

10. The identification card of claim 9 wherein the
image signature is derived from a function relating the
optical value at a reference point to other optical values

10 within the image area. '

11. The identification card of claim 9 wherein the
image signature is in a mathematically transformed format
upon the identification card. '

12. The identification card of claim 10 wherein the
15 function is a three-level function.

13. The identification card of claim 10 wherein the
function is a ratio.

14. The identification card of claim 10 wherein the
function is derived from a truth table.

20 15. The identification card of claim 11 wherein the
mathematical transformation is determined by indicia on
the card.

16. A self-verifying identification card comprising:
an image area having at least one reference point;
25 an image signature derived from an optical value at a
reference point in the image area; and |
at least one registration feature being in a position

—_—
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“15 \hi y recogni zed by the al gorithm searching the digita

“information f anner. Preferably the al_gnﬂBnL_iea%u+e%q1re

pl acedum\ ‘}m @I s of symmetry so that thgygrgHERT HASRERY |t he
card i QG her indicia 41 and 42 nay al-gppPbRCERdded 20 to
the card and thelr | engt h may i ndi cat e-aldifferent efrcTypti on schene

for each card, to add anot her .| evel of securit The perineter of the
i mage area nublahsdegermenes the eriemrationi ohoga ieRe %%ﬂo??%h? @fd scale

the card, thé”@af&ya§|PEaEH”Béaﬁné&a%ﬁcééénﬂﬂnéhﬁe&ﬁéﬂ such as a 25
partlcular letter Jn a erﬁon s nane may be used as Lndicator of a

particul ar encrypVhgreinnEhgoimage area’ cqpLains i +£a%¢c%#damhich is

sel f - Yerlfy|6ﬁaﬁﬁéﬂéﬁﬁst1c Whychafipenhbguei tb éhehi hagenibeihe andge area
canno corr

sppond.to e.sjgnature cont al ues
of the or?gthFﬁ Eﬁﬁe?mégeugFﬁﬁ gﬂ@ g@%réﬂﬁgSfSlggagB¥lc fé g?%%§8%¥ a
cluster of pExemstheoiddneaflicationeéardnce point, noise caused by dust or
i mperfections in ~ the card or the scanner is reduced to provide a robust
and reliable verification. By using a functional relationship 35 to
descrlbe the opti¢dl. vZheeselfowerisyingnidepbifilcation card of claim

16 wherein the average of a group of optical values at
points located near a reference point defines the optlcal

10 value at that reference point which is used to derive the
'image signature.

18. The self-verifying identification card of claim
17 wherein the image signature is derived from a function
relating the optical value at a reference point to other

15 optical values within the image area.

19. The self-verifying identification card of claim
17 wherein the image signature is in a mathematically
transformed format upon the identification card.

20. The self-verifying identification card of claim
20 18 wherein the function is a three-level function.

21. The self-verifying identification card of claim
18 wherein the function is a ratio.

22. The self-verifying identification card of claim
18 wherein the function is derived from a truth table.

25 ' 23. The self-verifying identification card of claim
19 wherein the mathematical transformation function is
determined from indicia on the card.
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‘o8- ... hers in the i mage area, the card becones - - less
‘sensiti v !E ristics of compercial - Hl§ @_’ S t* . The
i nventionxl od of preparing a 5 s%.¥- q%z;g%% entrfication

card. wherein an |nage of a characteristic which_i tao_dach human .
being is - optically scanned to deternii3e-the optical values at one
or nore reference points within an area containing the i mage. An inmge

signature is thenZéonpaﬂﬁdskﬂdhwmhefyﬂngpu@aﬂtnﬁﬂcatlmm @m&dbmﬁnmmalm

reference poijnf g, l-fé'}.%fll xe e cHéf%%ﬁe d.sttrl?: qhRAar agto‘irt (LaLtC 4 Higameoe

signature are upon the Tdentification car Phe cRaract eri stic
may be a pho#ﬁﬁ#@bhrc portrart a signature, a fingerprint, a retinal

| mage, or any conbination of these. 15 The optical value may be the average
of several §t|cal es neasured aroynd the reference point qr it may

be derive 5froﬁWFh§ VEORRE &@ﬁ@%&?%ﬂ&ﬁ¥9ﬂ cpndOfaclaim 16ef or ence

poi nt comgar ethereirhahry aferde tifativn delbittale is Wal LRy VTaGhe dmage of
sel ected reference points in the 20 inage area. The inmage signature nay be

denvedfrmf% * ratio or froma truth table. In a preferred enbodi nent,
three |l evel function conpares the optical value at a point to

that of nearBy neighP Yy £ ifg 1QenTRIS BtdR Wadd of claim 16
wherein the image signature comprises optlcal values from
the image area and data selected by the issuer of the

10 card.
27. A method of preparing a self-verifying identification
card comprising the steps of:
optically scanning an image of a characteristic which
is unique to each human being for determining an optical
15 value at one or more reference points w1th1n an area
' containing the image; .
computing an image signature from the optlcal value
at each reference point; and :
affixing an image of the characteristic and the image
20 signature upon the identification card.

28. The method of claim 27 wherein the
characteristic is a portrait.

29, The method of claim 27 wherein the optical value
at a reference point is determined by the average of a
25 group of optical values at points located near the
reference point to define an optical value which is used
to derive the image signature.

30. The method of claim 27 wherein the image

signature is _ _
30 derived from a function relating the optical value at a
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“Regi.stration features may al so be affixed or designated 25 upon the

e ORI, 7525, °Ci ™ SRPIRSERI R g an

encrypt *roncschent, donpr essi on al.gorithm or

separately or in conbi nation. These fanctions are well known in
conputer 30 science. The selection of the format may be determ ned by

i ndicia on thefenedcéopoantatidedthevebpbicatcualtgs within thdhimagevi ously
descri bed enppdinents of the invention provi de advantages including a
sel f-verifying identification card which is accepted by a broad variety
35 of scanners and one which is conpatible with a many

- 9- picture based rHeNqbtheat b8NcLA{AS2ASwhERYiAT €hEePgYgd. ~ The card
and the verifjcation process are tnsensltlve to nol se. The vari ous
functions wht@nakeheelfhalli Aufjathematicatl Ly ctEaRsiakedatpERAt cal
transformati ons though 5 which the imge signature is recorded make the

card and g 32. The method of claim 30 wherein the function is a

three-level function.

33. The method of claim 30 wherein the function is a
ratio.

34. The method of claim 30 Wherein the function is
10 derived from a truth table.

35. The methpd of claim 31 wherein the mathematical
translation is a one-way hash function.

-~
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'process resistant to tanpering or counterfeiting - Changes and

‘nodi fications in the specifically : deseribed enbod i ed
out without departing ° from the scope of the inven Tkﬂﬁ SHEETOHAS ﬂEENa
"the 10 nunber and | ocation of the reference points thi REPhACED mgge
area can be varied wi thout departing fropgsthe spirit of the |nvention
and the nunber of pixels used in determ ning an average optical val ue
around each reference SELF-VERIFYING IDENTIFICATION CARD CLAI Ms: .
1. An identification card for identifying an .. individual conprising: 5
a card substrate; an i mage area di sposed on said card substrate, said

ABSTRACT . '

‘A self-verifying identification card having an image

-

area which may contain a portrait, a finger print, a

5 retinal image, or all of these togéther with an image -
signature which is derived;from scanned intensity
measurements taken from the'image area. In the
verification process, the image is scanned and aligned
with respect to reference points’ corresponding  to the '

10 original printing process which created the card, and
'intensity values, their averages, or any other function
are compared to information provided by the image
-signature; Mathematical transformations, such as a one-
way hash, an encryption, a compression algorithm, or a

15 truth table may be used to encode the image signature.
Alignment markers aid in scanning the image and the image
signature. The use of average values aids in reducing
noise and the use of comparison functions makes the
process less sensitive to variations among scanners. The

20 verification may be done at the point of a transaction,
for a standalone system, or may be referred to a
centralized data base in a networked system for further
inquiry. In a networked system the image signature may be
stored in the database.

I
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“iymage-area containing a plurality of inﬁbe poi nts that .----produce a
-vi-sible i mge of a.characteristig that i's - . uhique to said individual,
wherei n each of said-image 10 points within said inmage has an optica
val ue; and an inmage signature derived fromoptical values for
predet er mi ned reference points on said i mage/q wher ei n optical val ues
for each of said reference points are obtai ned by averagi ng opti cal
val ues of image points 15 proximte each of said reference points;
wherein said image is optically scannable fromsaid card substrate and
said.imge signature is readable fromsaid card substrate for
conpari son to one another. 20 j% he Ldgntification card of
claim1l1 wherein said characteristic s[ Ci froma group consisting
of a photograph of the individual, a signature of ;@0 i ndi vidual, a
fingerprint of the individu80 and a 25 retina pattkern of the individual.

. at othér points on said image

t he i mage ar ea. The identification card of claim1l
wherein '
' ALPHANUMERIC
a INFORMATION
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"t he i mage sfgnature is in a mathematically transforned 35 f or mat upon the

identification card. 5. The identification card of claim3
wherein . the function is a three-level function. = 40 6. The
identification card of claim3 where in the function is a ratio.

7. The identification card of claim3 mherayﬂ the function is derived
froma truth table. 45 -11-

8. The identification card of claim4 wherein t he mat hemati cal
transformation is determ ned by i ndicia on the card.

FIG. 1C
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57w 0. A sel f-verifying identificati-on card for  identifying an

~ individual, conprising: a card substrate;: an i nage area
di sposed on said card substrate, said image area-containing a plurality
of inmage points 10 that produce a visible inage of a characteristic that
IS unique to said individual, wherein eachd sai d i mage points within
said i rage has an optical val ue; at- | east one reference point
contained within said i mge; 15 an i mage signature di sposed on
said card substrate, said’imge signature being derived from
optical values for said at | east one reference point in ‘the image area,
wherein optical values for each of said ref erence points are obtained
by averaging optical 20 values of imge points proxinate said at | east one
ref erence point; and at | east one registration feature di sposed on
sai d card substrate in a position which determ nes the orientation,
| ocation, and scale of the identification 25 card. 10. The
self-verifying identification card of claim9 wherein the i mage
signature is derived froma function relating the optical value at a
reference 30 point to other optical values within the imge area.

FIG. 1E
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11. The self-verifying identification card of claim9 wherein the i mage

nature is in a mathematically transforned for mt=tpen t-he
identification card. 35 12. The sel f-veri || YREFLACERMENT 158+ r
card of claim 10 wherein the function is a threfg-Ievel functign
40 13.  The self-verifying identification carf nmfte:...l.ﬁ.ﬁﬂl@ﬁ.ﬂsge?.. |
wherein the function is a ratio. g 14. The =t Ffyi-ng
identification card of claim 10 mhereln the function is derlved froma
truth 45 table. SELIF<VERIFYING IDENTIFICATION CARD

ABSTRACT

A self-verifying identification card having an image
area which may contain a portrait, a finger print, a
5 retinal image, or all of these together with an image
signature which is derived from scanned intensity
measurements taken from the image area. In the
-yverification process, the image is scanned and aligned
with respect to reference points corresponding to the
10 original printing process which created the card, and
\ intensity values, their averages, or any other function
are compared to information provided by the image
signature. Mathematical transformations, such as a one-
way hash an encryption, a compression algorithm, or a
15 truth ‘table may be used to encode the image signature.
Alignment markers aid in scanning the image and the image
signature. The use of average values aids in reducing
noise and the use of comparison functions makes the
process less sensitive to variations among scanners. The
20 verification may be done at the point of a transactlon,
for a standalone system, or may be referred to a
centrallzed data base in a networked system ‘for further
1nqu1ry In a networked system the image 81gnature may be
—/ stored in the database.

Fig 1A.”
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15. The self-verifying identification card of claim1ll wherein the

nﬁthenatlcal transformation _ functioniis det er m.ned.. frnn1|nd|C|a,on
the card. 16. The sel f-verifying i (Jentpf d f
claim9 V\m“mll‘um!“ur“mnm ristic is a portrait of ACEE S g P

10 = . 17. * THe $elf-vEritying identification card

wherein the registration feature is an eddd-of & .
18. A method of preparing a self-verifying 15 identification card for
i dentifying an individual conprising the steps of:

optically scann'ﬁﬁ %ﬁ*inage of a characteristic which is unique to
sai d individual, wherein said inage contains a plurality of inage
points that each have.an An2{denpifiadtichueard for identiiéyéngi sang an
aver age optical indivedbal edtmpedsing: one reference point within said
| mage, wherg n sakérgd substgagégge optical value is obtained by averagi ng
opti cal YA Yf3g8T akBRY8: B0bBLY BROXLIA! 822l duBbebgast @0¢q 25

ref erence pOI nt; ‘ ilibimmgj | E
" 3¢S

optical value o ; %%g*} i
a c aracterlstlc at is

I mge of the ch
unique to said individual, wherein each of said image
10 points within said image has an optical value; and
an image signature derived from optical values for
predetermined reference points on said image, wherein
optical values for each of said reference points are
o/ obtained by averaging optical values of image points
15 proximate each of said reference points;
wherein said image is optically scannable from said
card substrate and said image signature is readable
from said card substrate for comparison to one another.

20 -
2. The identification card of claim 1 wherein
said characteristic is selected from a group consisting
of a photograph of the individual, a signature of the

individual, a fingerprint of the individual and a
25 retina pattern of the individual.

.3. The identification card of claim_:l wherein
the image signature is derived from a function relating
the optical value at a reference point on_said image to

N . 30 optical values at other points on said image within the

image area.

4. The identification card of claim 1 wherein
the image signature is in a mathematically transformed
35 format upon the identification card.

5. The identification card of claim 3 wherein
the function is a three-level function.

40 _§;, The identification card of claim 3 where in
the function is a ratio.

2. The identification card of claim_3 wherein
the function is derived from a truth table.
45



the iwege-signature upon the identification card. 3(

SREPLAGIEMENT S‘*‘ET

nEthod of claim 18 wherein the caharacteristic , 62

20" The m’"ﬂmm ’ 8 wherein the image 35 sighat uredips flr om
a functl, m,mm,r average optical value ‘ Qe reégﬁew pygi nt
to ot her “opti cal walues within the i mage area. 2 —-—Fae

net hod of claim 18 wherein the inmage ¢ﬂﬁ13|gnature Is in a mthematically
translated format. 22. The nmethod of claim 20 wherein the
fgg?tlon 's a thre%h %ent1@§%h ion card of claim 4 wherein

the mathematical transformatlon is determined by
indicia on the card.

-5 9. A self-verifying identification card foxr

identifying an individual, comprising:
a card substrate;

an image area disposed on said card substrate,
said image area containing a plurality of image points
10 that produce a visible image of a characteristic that
is unique to said individual, wherein each of said
image points within said image has an optical value;
at least one reference point contained within gaid

U image;
15

substrate, sald 14,ge s1gnature belng derlved from
optical values for said at least one reference point in
the image area, wherein optical wvalues for each of said
reference points are obtained by averaging optical
20 wvalues of image points proximate said at least one
reference point; and '
at least one registration feature disposed on said
card substrate in a position which determines the
orientation, location, and scale of the identification
25 card.

10. The self-verifying identification card of
claim_9 wherein the image signature is derived from a
function relating the optical value at a reference
/ 30 point to other optical values within the image area.

11. The self-verifying identification card of
claim_9 wherein the image nature is in a mathematically
: transformed format upon the identification card.
35 '

. 12. The self-verifying identification card of
claim 10 wherein the function is a three-level
function.

40 13. The self-verifying identification card of

claim 10 wherein the function is a ratio.

14. The sélf-verifying identification card of
claim 10 wherein the function is derived from a truth
45 table.



23. The nmethod of claim20 wherein the functiomis a ratlo 24. The

method of claim 20 wherein the function is derived fr g
25. The method if claim 21 wherein the mathematical tflaHSPATHMENE ShEeT

one-way has uncti 2

refere% optical values within the i ngee - a7 r @1998 .....
31. The mﬂﬁtuml"m(mjﬂm 7 wherein the inmete- signature 1S 1
mat hemat i*cakl yLtrans fornat. 5 32. The method of claim 30
wherein the function is a t hree-1evel function.

15. The self-verifying identification card of
claim 11 wherein the mathematical transformation
function is determined from indicia on the card.

5 .

16. The self-verifying identification card of
claim_9 wherein the characterlstlc is a portrait of a
human being.

10 17. The self-verifying identification card of
claim_9 wherein the registration feature is an edge of
the image area.

Y 18. A method of preparing a self-verifying

15 identification card for identifying an individual
comprising the steps of:
optically scanning an image of a characterlstlc
which is unique to said individual, wherein said image
contains a plurality of image points that each have an
20 optical value;
determining an average optical wvalue for at least
one reference point within said image. wherein said

average optical value is obtained by averaging optical
values of image points proximate said at least one
25 _reference point;
computing an image signature from the average
optical value of each said reference point; and
positioning said image of the characteristic and
the image signature upon the identification card.

19. The method of claim 18 wherein the
caharacteristic is a portrait.

20. The method of claim 18 wherein the image
35 signature is derived from a function relating the
average optical value at_each reference point to other
optical values within the image area.

21. The method of claim 18 wherein the image
40 signature is in a mathematically translated format.

22. The method of claim 20 wherein the function
is a three level function.



-
33. ¥he nmethod of claim30 wherein the function is a _ratio

34: The net hod of Jﬂ'm{mﬁ,ﬂ"mﬂ the function is 10 ved froma truth
t abl e. ﬂmmcl aim 31 wherein t REBRLR
transl.ation is a one- vay “halh furrcti on. i

i -13-

23. The method 6f claim 20 wherein the functiom
is a ratio.

24. The method of claim 20 wherein the function
5 1is derived from a truth table.

25. The method if claim 21 wherein the
mathematical translation is a one-way hash function.



