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WO 2005/ 093559 PCT/ US2005/ 004594 OBJECT STORAGE FIELD [0001] This
di sclosure relates to object storage. 5 BACKGROUND [00021 In one
conventional data storage system an array of mass storage devices is
coupled to a host. The array stores a plurality of files. Dependi ng upon
the particwy@soobidse® contents, a subset of the files wpayseoswdasact to a
data retention policy pronmul gated by 10 governnental and/or other authority.
For exanple, such a retention policy nay mandate that a file containing a -
certain type of information nus [fﬁ 1@ at | east a predeterm ned
m ni rum period of tine, but ca ergrred—+onger than a predeterm ned
maxi mum period of tinme. (0003] In thi s conventi onal data storage system in
order to conply with the nandated 15 retention policy, the host executes
program processes that determ ne whi cBRIBMD the files should be retained

and/ or eted. in cco poI icy. As a result of execution of
these%@hes?g‘é,mﬁc éurt%gl?e%g?#dﬁmégfal "requests deletion of files stored in
the array, and the host prevents user-initiated file deletion requests from
bei ng i*ssued to the array, in order to permt files to be deleted and
prevented from bei ng del eted, respggtkeROUNDN 20 accordance with the
policy. Unfortunately, the execut i on of these processes by the host may
consurf8002) ukrensi coawinfiohalrdgts storegaaystem, roarTaysf srass storage Javidesiisiedwpled to
Additionally, if the host fails to execute these processes, one or nore
files may dbost.eTie aiag storesteplatadity ofifilesv iDepedimgupwh thdparfioblbciyles’ 2ontents,

a subset of the files may be subject to a data retention policy promulgated by

10  governmental and/or other authority. For example, such a retention policy may mandate
that a file containing a certain type of information must be retained for at least a
predetermined minimum period of time, but cannot be retained longer than a
predetermined maximum period of time.

[0003] In this conventional data storage system, in order to comply with the mandated

15 retention policy, the host executes program processes that determine which of the files
should be retained and/or deleted in accordance with the policy. As a result of execution
of these processes, the host periodically requests deletion of files stored in the array, and
the host prevents user-initiated file deletion requests from being issued to the array, in
order to permit files to be deleted and prevented from being deleted, respectively, in

20  accordance with the policy. Unfortunately, the executioﬁ of these processes by the host
may consume an undesirably large amount of host processing bandwidth. Additionally, if
the host fails to execute these processes, one or more files may be retained or deleted in

violation of the policy.
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WD 2005/ 093559 PCT/ US2005/ 004594 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004]
Feat ures and advant ages of enbodinents will becone apparent as the follow ng
Det ai | ed Description proceeds, and upon reference to the Draw ngs, wherein
li ke nunerals depict |ike parts, and in which: [0DO5] Figure 1 illustrates
a syst em enWOIPIHOARSSI [ 0006] Figure 2 illustrates an obj RET/BPOEYMINAY to an
enbodi nent. [0007] Figure 3 illustrates operations that may be perforned
according to an enbodi nent. [0008] Although the follow ng Detail ed
Description will proceeBRIEFIDESCRIPTION 0¥ THEBDRAWINGS! | ustrative

enbodi nents of the clained subject matter, nmany alternatives, 10

nodi fi 1?664] ONFeatdftd a@hdvahiapétsoflefdodientd will HeeordP@parent ad Be FolRSEngKi | 1 ed in
the art. "Accordingly, it I's intended that the claimed subject natter be

vi eved br Oﬁ%ge_:d 2&%@@%@8%@? E#&H\tek&éﬂc@% th?('l)ﬂbkgfgl%%uﬂelréiﬁ ﬁik@fx&ﬁeralssySt em

enbodi nment ctude a host nicatively couple

via a net Q%E%ti]ﬁe%%gogfi%rwﬂa{:e clients 12A ...12N. Host 10 nay conprise a

host bus A vi'a ‘whi ch host 10 al so may be comrunicatively
coupl e storage.l7, As used herej.n, "comunicatively coupled” neans
capabl@néﬁi t%éﬁgg?ﬂ]iqsﬁﬁteﬁﬁﬁﬂsgqm?@ %d Mg data and/or commands. X10] Although
not shown in the Fi,(I;ures, host 10 and one or  npre clients 12A ... 12N each
may colfff6lse Fignwe 3illusiiptes apabiect arepsdipg trasamhodimepbnor y, and/ or user
interface systens. These respective nenories may store respective sets of
progr ajé00Hst Migtre 3 ildustrhtas opematione thabrey bt petfdmed heweding to wrembndimendspect i ve
processors. The execution of these respective sets of programinstructions
by t hejo0esjpe &Alihvagtpthe deikaving Demyled PaseriptibmwilDsrocekQ wthtkefenenco beidp niwds €
clients 12A ... 12N perform ng the operations that host 10 and one or nore
clients 24 illustrative embodiments of the claimed subject matter, many alternatives,

10 modifications, and variations thereof will be apparent to those skilled in the art.

Accordingly, it is intended that the claimed subject matter be viewed broadly.

DETAILED DESCRIPTION

[0®09] Figure 1 illustrates a system embodiment 100. System 100 may include a host 10
communicatively coupled via a network 14 to one or more clients 12A .. .12N. Host 10
may comprise a host bus adapter (HBA) 16 via which host 10 also may be
communicatively coupled to storage 17. As used herein, “communicatively coupled”
means capable of transmitting and/or receiving data and/or commands. -

[p©10] Although not shown in the Figures, host 10 and one or more clients 12A . . . 12N each
may comprise one or more respective processors, memory, and/or user interface systems.
These respective memories may store respective sets of program instructions that may be
executed by these one or more respective processors. The execution of these respective
sets of program instructions by the respective processors may result in host 10 and one or

25 more clients 12A . .. 12N performing the operations that host 10 and one or more clients
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WD 2005/ 093559 PCTI US2005/ 004594 12A ... 12N are descri bed herein as
performng in accordance with one or nore enbodinents. The respective user
interface systens nay permt human operators to exchange one or nore
commands and/ or data with host 10 and/or one or nore clients 12A ... 12N so
as to per mWORHS/OPIRBN operators to be able to control IV ERGFEMSPDr
operation 5 of host 10 and/or one or nore clients 12A ... 12N. [0011] For
exanpl e, al though not shown in the Figures, host 10 and one or nore clients
12A . .. 12N edeN sreydeseeibed hereinas pafpmiig iviaciprdanes sith onbat mosy be coupl ed
via a respective chipset to a respective bus system a respective user

i nterface gysddaentdNEhSrebRaS tidey RiterB¥s $RBNTRAR permitdathah @p@aeld t4e Chi pset
may conprise a respectl ve host bridge/hub 10 system and a respective

| nput / OUtPéktche(ng %B{ %d%ﬁmii&’%ﬁ@@?da h&st R Ghd/¥Eo rmorbeﬁéﬁéﬁﬂe system

may conprise oard, pointing device, and display systemthat

may permt a ser tion of,
host 10, onel%lrgg %W@Aéb%%ggﬁe a%l %gn@gfl&&rwgﬁoﬁlﬁ)%mﬁespectl ve
bus system st 10 ma be A 16 and to network interface

ci rcui tqt’ %%‘m‘fﬁ go "t lﬁgB Pé_{ rface circuitry may be coupled to
net wor k 14 %0012 yst em enbodi nent 100 may n’8r| se storage 17. Storage 17
may bel08Bdp| &ar @J@mnlBAlthwghmasw ip érmﬁlgtyes, ha%sl #né pagyer morechignts A3k .
conprise redundant array of inexpensive disks (RAID) 29. As used herein,
the terns !sPbreagetnagicdmpsises wgeectieaproeessoriizay nizy beseupled vigragkspacteabl y t o
nmean one or nore apparatus into, and/or fromwhich, data 20 nay be stored
and/ or r et ¢higseeid,a resepted busslystemAl ®epective usseiitdifacesystent, had b egspectivass

storage" means storage capable of non-volatile storage of data. For exanple,

in this eghed MBRbry. TSR r&bwuasehlﬁmmay%ﬁpﬁse aVebpeetive hdsibiidple/tB, One or
nore non-volatile nmgnetic, optical, and/or sem conductor storage devices.

AS Useij(z he%}&{eanad%' r%@%l:ﬁ&e}’lppﬁ%gm? ﬁ@ﬂrﬁl‘ﬁe/hﬁl?%ys%?”ﬂc% respel@leis@ 1 N any

conbi nati o 1 rcul rcul

interface system may comprise, e.g., a keyboard, pointing device, and display system that
may permit a human user to input commands to, and monitor the operation of; host 10, one
or more clients 12A . . . 12N, and/or system 100. The respective bus system in host 10
may be coupled to HBA 16 and to network interface circuitry (not shown). This network

15 interface circuitry may be coupled to network 14.

[0012] System embodiment 100 may comprise storage 17. Storage 17 may be coupled to
HBA 16, and may comprise mass storage 27 that may comprise redundant array of
inexpensive disks (RAID) 29. As used herein, the terms “storage” and “‘storage device”
may be used interchangeably to mean one or more apparatus into, and/or from which, data

20  may be stored and/or retrieved, respectively. Also, as used herein, the term “mass
storage” means storage capable of non-volatile storage of data. For example, in this
embodiment, mass storage may include, without limitation, one or more non-volatile
magnetic, optical, and/or semiconductor storage devices. As used herein, “circuitry” may

comprise, for example, singly or in any combination, analog circuitry, digital circuitry,



3 WD 2005/ 093559 PCT/ US2005/ 004594 hardwired circuitry, programrabl e
circuitry, state machine circuitry, and/or nenory that nay conprise program
i nstructions that may be executed by programable circuitry. [0013] The RAID
| evel that nay be inplenmented by RAID 29 may be 0, 1, or greater than 1.
Dependi ng UW&EOOSFQ??;;BxarrpI e, the RAID level inplenented PGI/BS005/@I4t he
nunber of 5 storage devices conprised in RAID 29 may vary so as to permt

t he nunber of such storage devices to be at |east sufficient to inplenent

t he RAID | amewiredpitaitey) peskrarimaiiédciedy, staOmddhideciichits, endiackemaity, thatBA 16
may be capabl e of exchanging data and/or commands wth storage 17 in

accor dance il bimpscthrogrBihairuEaRRHAR ma)6S LRIy dniaicHnkd. br ot ocol
Fi bre Chanﬁdeé}’ (F%) cf)i)rn?)%rocol , SCSI oven;a§l nt er net rét ocol (i S&:S]Iu%@ Seri al

Attac CSl ] | kﬁ%' Tegh chment
(S AT;? glajr otTglc%o . Ilgeégtéﬁc%g?lé r?ggrq é\n@{xﬁrﬁtgﬁ)g e \gg?ﬁnﬁe,(ﬁiqf %g&%([%fﬁ%ﬁng st orage
17 exchange dat.a and/or co ds, | ccordance, wi.t . protocol ,.the SCSI
pr ot ocol OGRS “yon’afﬁﬁfi’@fnﬂez EA&S)%%Q% ﬁﬁﬁg’:lémﬂﬁfrﬁmieﬁnén B‘I‘@S?é’)oﬁec%@g’?’i Hed in
American National Standards Institute 15 (ANSI) Snall Conmputer Systens

| nt er f ate- Stopagedgvices campyisedin RaID12PgnaysiEr$G 3548 Peigt the mumbepofisycling st or age
17 exchange data and/or commands in accordance with FC protocol, the FC
prot ocol neiprage AgNises 4nbg arleasbsuiBeipeitte bhplement the RATI leyebigwlerentest inbed i n

ANSI Standard Fi bre Channel (FC) Physical and Signaling Interface-3

X3.303: 199BAIBZ38ci fication. If the HBA 16 and storage 17 exchange data
and/ or commands in 20 accordance with i SCSI protocol, the i SCSI protocol may

conpl y[oerdy/ onn kifis enbauhent| BEBAW 6 Ray becaphtsle of@lchalfsi dddeshd/ér coainiaads "1 SCSI, "
Internet-Draft Specification, draft-ietf-ips- iscsi- 19, |IP Storage Wrking

Group of thanbidhaknstn FAGHARE! bl JRNmANCGfput Biiciiaferdiyerley 3. 2002,
y the Internet Engineering Task Force, |nternet "Engineering Task
10  protocol, Fibre Channel (FC) protocol, SCSI over Internet Protocol (iSCSI), Serial
Attached SCSI (SAS) protocol, and/or Serial Advanced Technology Attachment (S-ATA)
protocol. In accordance with this embodiment, if HBA 16 and storage 17 exchange data
and/or commands in accordance with SCSI protocol, the SCSI protocol may comply
and/or be compatible with the protocol described in American National Standards Institute
15  (ANSI) Small Computer Systems Interface-2 (SCSI-2) ANSI X3.131-1994 Specification.
If HBA 16 and storage 17 exchange data and/or commands in accordance with FC
protocol, the FC protocol may comply and/or be compatible with the protocol described in
ANSI Standard Fibre Channel (FC) Physical and Signaling Interface-3 X3.303:1998
Specification. If the HBA 16 and storage 17 exchange data and/or commands in
20  accordance with iSCSI protocol, the iSCSI protocol may comply and/or be compatible
with the protocol described in Satran, “iSCSIL,” Internet-Draft Specification, draft-ietf-ips-
iscsi-19, IP Storage Working Group of the Internet Engineering Task Force, published
November 3, 2002, by the Internet Engineering Task Force, Internet Engineering Task

Force Secretariat c/o Corporation for National Research Initiatives, 1895 Preston White

25  Drive, Suite 100, Reston, VA 20191, United States of America. If HBA 16 and storage 17
4



Force Secretariat c/o Corporation for National Research Initiatives, 1895
Preston Wiite 25 Drive, Suite 100, Reston, VA 20191, United States of
Anerica. |If HBA 16 and storage 17 4 WD 2005/ 093559 PCT/ US2005/ 004594
exchange data and/ or commands in accordance with SAS protocol, the SAS

prot ocol na¥yO 2845(pI5° and/ or be conpatible with the prot RGVURSONBEd i n
"Informati on Technol ogy - Serial Attached SCSI (SAS)," Wrking Draft
Anerican National Standard of International Commttee For Information
Technol ogyeshaipdaatianfloNchmimiandElif) adeeedantewith SASmrotbeds, the SASyretotol s/ 1562- D,
Revi si on 2b, published 19 Cctober 2002, by Anmerican National Standards

Institute. cdrﬁplﬁ%f&%e&i&%pﬁﬁﬂé agfh thd prordRbiEdegeribdd e Tafsatio TEEHRBREy L N
accordance with S-ATA protocol, the S-ATA protocol nmay conply and/ or be

comat b e Wi, SFYSRS): HRBSAE DR Afer SNt Bon Win b 0 Spgeor

Serialized Attachnment, Revi sI 0 ubl'i shed on August 2001 by

the Serial ~ATA.WnrkKi 0 r | . addi.tional ly,
HBA 16 andCRrayiEsEor HyatpRR Telinoloty SiAoRy AICITSDTIO HEpALCBlie" 0

ot her and/ or  addit,i rot.ocols w.th departli from.thig . enpodi nent.
L0015) el Hoisst Byt S0 RS b publisbod ) OoERR Aol hetitan Nuicat s 30m
30N. Object table 23 may conprises a plurality of entries 24A ... 24N that
may conpr i Stendagdsinptitpier §f HBAIGRNA storapgN 7 £xehanse daie andéer osmmands én 28A . .. 28N
For exanple, entry 24A may conprise identifier 26A and an associ at ed

poi nt er 28dcomankeswitlr §-A2ZNprogocol; dirgS-AJ& pratoroli thayeconifNandonbegonmiblei at ed
pointer 28N. [0016) In accordance with this enbodi nent, the respective

i denti fi er itR @R protocal @dkoribyd inc'tSerial AFAT EBgleSiced Setilizgd & TvAaltavhmehtyat nmay
respectively identify respective objects 30A. . 20 . 30N, and respective

poi nters 2Bévision 1.8MhbHENedH Atiguis29, 26PLEY th Be9hALTA Wotkitg GroupOf As used

) = i@]

=t

herein, a "pointer” neans one or nore synbols and/or values that point to
(i.e., 10  course, alternatively or additionally, HBA. 16 and storage 17 may exchange data and/or

commands via one or more other and/or additional protocols without departing from this
embodiment.

[0015] RAID 29 may store object table data structure 23 and objects 30A . . . 30N. Object
table 23 may comprises a plurality of entries 24A. . . . 24N that may comprise identifiers

15 26A...26N and associated pointers 28A.. . . 28N, For example, entry 24A may comprise
identifier 26 A and an associated pointer 28A, and entry 24N may comprise identifier 26N
and an associated pointer 28N.

[0016] In accordance with this embodiment, the respective identifiers 26A . . . 26N may
comprise respective unique values that may respectively identify respective objects 30A ..

20 . 30N, and respective pointers 28A . . . 28N may point to respective objects 30A.. . . 30N.
As used herein, a “pointer” means one or more symbols and/or values that point to (i.e.,
indicate, at least in part) one or more locations. For example, in this embodiment, pointers
28A . .. 28N may comprise respective starting addresses of objects 30A . .. 30N. In this

embodiment, identifier 26A and associated péinter 28A may uniquely identify and point



indicate, at least in part) one or nore |ocations. For exanple, in this
enbodi nent, pointers 28A ... 28N nay conprise respective starting addresses
of objects 30A ... 30N. In this enbodinent, identifier 26A and associ at ed
poi nter 28A may uniquely identify and point 5 WO 2005/ 093559

PCT/ US2005M5D%889935890, respectively, object 30A. Al so, FEF/USKAPe4

I dentifier 26N and associ ated pointer 28N may uniquely identify and point
to, respectively, object 30N. {0017] As used herein, an "object" conprises
dat a and retraspactivelizobjeetddp| Also, far ¢xample, identifier2oht and abjosintes @dver. 28N 30N may
conprise respective collections 34A ... 34N of 5 rel ated and/or associ ated
dat a, and maysmiqtelyidemify adapainBRArespectiG2y.objcs30Ms used herein, "netadata"
conprises data that describes, at least in part, other data. In this

embodif@@ET} . AFBieddtein, 28 Xobject” 3aMpristy dite apEficiadethy FoleS@fiphe in @is | east in
part, data 34A ... 34N. For exanple, netadata 32A may describe, at least in

part, dat %@%%ﬁ%b@{smﬁéwnimog@%&feg tiv@dolleEicts 34 PasiN oflat a 34N,

respective Igure 2 1lluStrates an exanple of netadata 32A and

Gat e 0 B TRURESRIBRS S5, o PR BB S, g BB 07

accordi'ng and/ or e ‘maybe
conprised jn objgcts accardi to this .enmbodi nen i ffer fromor be the
same as tha%et%dﬁiaug?maﬁl%@a%ﬁﬁ tg‘ﬁ&ﬁ“@'{’% at[lﬁagE@]paﬁo&%%r?a?{a'iﬁt{“ﬁ ,eglbgfilg}?ﬁﬁ, e, data
34A may conprise user and/or application data that 15 ma ri_se one or

co
nore fil ednsiadpta VA ysSdNFapwrespectively describg ahleast &P%tdataé*)éées rsnl;‘ﬁﬂ eForat | east

in part, using a file system such as, for exanple, in this enbodi nent, a
net wor k f idxempleymttadata GAA nmay deseribef atlleast i partndeja Topnd setagdata 33N may e bl ocks

202A ... 202N and/or one or nore bl ocks 204A ... 204N. As used herein, a
“bl ock"” neREGibe, ftileastinpartpdhtaiBdN, redpectilelya. For exanple, in this enbodi nent,
bl ocks 202A ... 202N and 204A ... 204N each 20 may conprise a respective

di sk higask OFigHieSkilnQedtel anCRAMplef RfbtadBtaB2A 2nd dafdYUASthattiRaVEEdomprised
in one or more objects (e.g., object 30A) according to an embodiment. The types of data
~ and/or metadata that may be comprised in objects according to this embodiment may
differ from or be the same as that illustrated in Figure 2.
[0019] However, in this example, data 34A may comprise user and/or application data that
15 may comprise one or more files 200. As used herein, a “file” comprises data accessible, at
least in part, using a file system, such as, for example, in this embodiment, a network file
system. One or more files 200 may comprise one or more blocks 2024 . . . 202N and/or
one or more blocks 204A . .. 204N. As used herein, a “block” rﬁeans a fixed sized unit of
data. For example, in this embodiment, blocks 202A . . ..202N and 204A ... 204N each
20 may comprise a respective disk block or disk sector comprising, e.g., 512 bytes. However,
blocks 202A . . . 202N and/or blocks 204A . . . 204N may comprise one or more other
types and/or sizes of blocks without departing from this embodiment.
[0020] For example, in this embodiment, metadata 32A may'include one or more values that
may be included in, for example, an index node. Additionally or alternatively, in this

25 embodiment, metadata 32A may comprise one or more respective values 206A . . . 206N,
6



bl ocks 202A ... 202N and/or bl ocks 204A ... 204N nmay conpri se one or nore
other types and/or sizes of blocks w thout departing fromthis enbodi nent.

[ 0020] For exanple, in this enbodi nent, netadata 32A may include one or nore
values that my be included in, for exanple, an index node. Additionally or
al t er nat i vayg2005/09385% s 25 enbodi nent, netadata 32A may ®EAISPYEOUARY or nore
respective values 206A ... 206N, 6 WD 2005/093559 PCT/ US2005/ 004594 208A
... 208N, and 210A. .. 210N that may describe, at least in part, object 30A
and/ or  da208A34A203k|and 21286 A. 210N thawdhayndegcribegatdedsein mtt, bbjastt30Arendart , one
or nore respective attributes of one or nore files 200. For exanple, in

this enbodiate3¥A. OVlu&r206Rr.€ . 200$ ARG indicatey af 16658 Ind86tAone SorBore 284p€ctive 06 D,
206E, 206F, 206G and 206N respectively 5 nmay indicate, at least in part, an

earliest pafliel 6?’0&%&1561‘9@51&5'2@@ i*‘er ex8mBleO tHi‘Q'é&bQ@ihri’cﬁE $ne bfm@re Obj ect 30A)
and/ or one or nore portions of such one or nore objects, a | at est permtted

access i sJegﬁY?%ﬁxe%oS[Rrﬁ)@b%Sé‘é 90615; 2D6E, SHUEC 5063 Al 20 ShedtlieryD’ 0L

portions o ch one nore o6b) ect's, one br nbre ranes o e or m)re files

(e.g., pone noy e S 0 ohj ect one ar _nore
possessor sm?)’f ingdicgie attl?.?s 1&?3% ‘)"[b??gllﬁpp%‘}%ﬂ%gleﬁv?g? %rdo eé’ﬁénoﬂi? MBS si zes of
one or nore files 20Q, qQne or nore creation tines of e nore files 200,
and/ or onel® ORISFES HOFNII0EeRTRT THETE FSRION HEWCR PIGHENYE obiseis,  lafss . 200, As
used herein, a "tine" may conprise one or nore tines and/or one or nore
dates. Al pomiited aesss time &irrone ‘op owessajerts' (e gatobjeciolfisy)iandor preetimeret he dat a
and/or witing the data. The one or nore earliest permtted deletion tines
and/ or t hepoptichs @f suvhrone loatm@sd oljeutsyiohd exindre nameesoriciondxore fitks (ag.cone @t | east
in part, by one or nore val ues 206A and/or one or nore values 206B,

respect i vehyre fI@200%in the 36€ 6 18518 ©Bjects AR loY mofdStisOessdts of AFIAb hess dMelon, for
exanpl e, one or nore governnental and/or other data retention and/or data
del etiQn REA%iAFEER0, one or more sizes of one or more files 200, one or more creation times of
one or more files 200, and/or one or more most recent access times of one or more files
200. As used herein, a “time” may comprise one or more times and/or one or more dates.
Also as used herein, “accessing” data comprises reading the data and/or writing the data.
The one or more earliest permitted deletion times and/or the one or more latest permitted
15 access times indicated, at least in part, by one or more values 206A and/or one or more
values 206B, respectively, may be in accordance, comply, and/or be compatible with, for
example, one or more governmental and/or other data retention and/or data deletion
policies.
[0021] Values 208A. ... 208N may be or comprise one or mbre respective pointers that may
20  point to one or more blocks 202A . . . 202N comprised in one or more files 200. Values
210A.. .. 210N may be or comprise one or more respective pointers that may point to one
or more respective blocks 50A . .. 50N stored in RAID 29. Blocks 50A ... 50N may

comprise one or more respective pointers 52A . . . 52N that may point to one or more

blocks 204A . . . 204N comprised in one or more files 200,



[ 0021] Val ues 208A ... 208N may be or conprise one or nore respective

pointers that may 20 point to one or nore blocks 202A ... 202N conprised in

one or nore files 200. Values 210A ... 210N nay be or conprise one or nore

respective pointers that nmay point to one or nore respective blocks 50A ...

50N st or ed WA 28050093530, Bl ocks 50A ... 50N may conpri se RGTAIS3005(4584

respective pointers 52A ... 52N that may point to one or nore blocks 204A
204N conprised in one or nore files 200. 7 WD 2005/ 093559

PCT/ US8623%/ 08453k aghf03 Higule!1 /Stetageitamiy édingrise Ylogagk cofifrMe2@0. Céntidller conpri se
storage controller 20. Controller 20 may conprise processor 22 and nenory

(not showmy mgwognnﬁfgw&egyeyzmmh&ﬁ&y (hershéwe) ITHSmbRely ABY Bfingxgcut ed by

processor 22. hése i1 nstructions are executed by processor 22, this

o AR s Py, SRR oS o G

and/ or RAI pertorm'ng the op herein as being perforned

by processor 20 orage 17 ss_storage 27...and/ or 29, As used
herein, a yﬁ?r%eégosr?%,.t lsaga&'nrgs%@gﬁ?cte%%?r Z%ﬁ%ﬁr@%?&psg?r?%er M,r%as%%tgrag nor e
arithmetic_operations and/or one or nore |ogical operations. [0023] These
and ot Her %fpand{er RALD 3Dperfprming o querefions descried Breinan CEnE FRPHAIDYS. Af t or
for 10 exanple, a reset of storage 17, host 10 may issue, via HBA 16, one
or nore reppoessse 20pstoregot Bgrasy ftorage 7. andonaB4 1D 29s srused keseingh (Progessor”
application data. This may result in controller 20 and/or processor 22

r equest i ngmédnatcirsiity agmbleof perfomning o drnGo anthenetic opaatiomsiandot sne @0A ... 30N
conprising this user and/or application data and netadata descri bing, at

| east in pafetlogitd®petaénsand/ or application data. This may also result in
controller 20 and/or 15 processor 22 requesting that storage 17 store in one

N L i i’[ﬁ%se%ﬂ@‘other ?T,t?)e?&didne 3é@ah1ﬁbe2§e/§cﬁ&dﬁiﬂé?e£§cqu@i@fre B0RGes ggnt i fiers

26A .. N and one or e pointers ... 28N, and also may result in

contr OM € rex%r%pﬁe?glreostrat ' s?o(fgg%slo/{ hgs% 16 &‘39 ?s%xtlé, 08 ﬁﬁgtw,s&% &%or% Zequests to

storage 17 that storage 17 store user and/or application data. This may result in controller
20 and/or processor 22 requesting that storage 17 store in RAID 29 one or more objects
30A...30N compriéing this user and/or application data and metadata describing, at least
in part, the user and/or application data. This may also result in controller 20 and/or

15  processor 22 requesting that storage 17 store in one or more entries 24A . . . 24N in table
23 in RAID 29 one or more identifiers 26A . . . 26N and one or more pointers 28A ...
28N, and also may result in controller 20 and/or processor 22 requesting that storage 17
store in one or more blocks 50A . .. 50N in RAID 29 one or more pointers 52A ... 52N.
In response to these requests from controller 20 and/or pfocessor 22, storage 17 may store

20  one or more objects 30A . . . 30N in RAID 29, one or more identifiers 26A . . . 26N and
one or more pointers 28A . .. 28N in entries 24A . . . 24N in table 23 in RAID 29, and one
or more pointers 52A . . . 52N in one or more blocks 'SOA ... 50N in RAID 29.

[0024]  Thereafter, a client (e.g., client 12A) may issue to host 10 via network 14 a request for
storage 17 to perform one or more operations involving at least one of the objects 30A.. ..

25  30N. For example, in this embodiment, the one or more operations may comprise
8



store in one or nore blocks 50A . . . 50N in RAID 29 one or nore pointers
52A ... 52N. In response to these requests fromcontroller 20 and/or
processor 22, storage 17 may store 20 one or nore objects 30A ... 30N in
RAID 29, one or nore identifiers 26A. .. 26N and one or nore pointers 28A
... 28N in WASOLBSINA .. 24N in table 23 in RAID 29, HI/G57605084590r e
pointers 52A ... 52N in one or nore blocks 50A ... 50N in RAID 29. [0024]
Thereafter, a client (e.g., client 12A) may issue to host 10 via network 14

a request dfc@éssmgbﬂdfalgtﬂodﬁylh@aﬂeisﬁ Gﬂien(‘e{gflejbjébt )R FeRaItidctO3 A | NBONVI Ig at
| east one of the objects 30A ... ON. For exanple, in this enbodinent,

the one 0rthﬁ%ﬁﬁo@i&?eﬁ?‘tﬁ&@§né@m6£r!?éﬂaﬁ&1s§né%oﬁﬁ%é DRBRbiftitibh RO 004594

accessi ng and/ or m)d|fy| ng at | east one (e , object 30A) of the objects

- reloR tneltbii G REBRALATA! aelellfis & RAG iPbarBlofh SRAEEL) BISadIBYe COMPT | S
BRULIRAL gelelifs & RA% iP5 5

any conblna on of one nor e ng oper at fons: 9ng, at

least in p torage 17 ect,,30A, readin | east
in part, J‘?"E%\M H%Bfgﬁﬁt "33395& gﬁ&?(?fw g‘%’%@&ﬁ%‘t For oypryTiing, a 'ﬂﬁa gmpart at
| east one ob ect 30A Ln response, at least in part, to receipt. by host 10
of the? %ttleaﬁ@frﬁw%a&mlﬁweszpnﬁw&@gwpqrh ihseEipaky hesy [QpLhal HBA 16.
Thi s may result in HBA 16 issuing a request 18 to storage 17 that requests
t hat stor ageueit?frcpmrchmtd%n@pmcessmnémstdgmy signel HBAt 1 cFinemppmsultin t he one
or nore operations requested by the request issued by client 12A. 1D0251 In
response, HBAllédssuingra mpquest 18 io steragel Iotthdiyeqiesis dgestdragel 7 padoresdnelo3 f r om HBA
16, controller 20 and/or processor 22 nay determne, at |east in part,

whet her t ombR@PestiorsBdt cofitPoad & the oo hér8lop@htibrR@sduekted BRkde refudes: one or
nore operations whose performance by storage 17 is requested by request 18,
as illustr; tion 302 in Figure 3. In this enbodinent, controller
20 and/ or 1%%%@22}8416@@‘32ﬁmy make this determ nation based, at 15 Ieast I n

part, WpaR MRl AL, Prefstin P, 3R ler”&@toxééesi)%ﬂte(‘f&s%"iéHoﬁa%&‘tls,' east one

obj ect

—tca)

controller 20 and/or processor 22 may determine, at least in part, whether to request that
storage 17 perform, at least in part, the one or more operations whose performance by
storage 17 is requested by request 18, as illustrated by operation 302 in Figure 3. In this
embodiment, controller 20 and/or processor 22 may make this determination based, at

15 least in part, upon metadata (e.g., metadata 32A) associated with the at least one object
30A involved in the one or more operations whose performance by storage 17 is requested
by request 18. For example, in this embodiment, if request 18 requests deletion, at least in
part, of object 30A, such as, for example, deletion of one or more files 200, the controller
20 and/or processor 22 may examine one or more values 206A, and may determine, based

20 at least in part upon one or more values 206A, an earliest permitted deletion time for one
or more files 200. If the time at which controller 20 and/or processor 22 make this
determination is prior to this earliest permitted deletion time for one or more files 200,
controller 20 and/or processor 22 may determine not to permit, and therefore, not to
request performance by storage 17 of the deletion of one or more files 200 requested by

25  request 18; accordingly, controller 20 and/or processor 22 may determine, as a result of
9



30A involved in the one or nore operations whose performance by storage 17

I s requested by request 18. For exanple, in this enbodinent, if request 18
requests deletion, at least in part, of object 30A, such as, for exanple,
deletion of one or nore files 200, the controller 20 and/or processor 22
may exanm neVOAWSEP3SEHre val ues 206A, and may det er mi ne, BEIEESR005004594 | east in
part upon one or nore values 206A, an earliest permtted deletion tinme for
one or nore files 200. If the time at which controller 20 and/or processor
22 make t hieratida362,Tioded feqiest thapstorage 1 Dpérfvnm, #dedst @Yfartpeniddrirh@d del etion
time for one or nore files 200, controller 20 and/or processor 22 may

determ ne_gokatlofls Rﬁhé@'téd_ byPieGudsh 68, ef Ht@d11e R andor pfREsBE D2 BRY pRIIdNCe by
storage 17 of the deletion of one or nore files 200 requested by 25 request

?Eéuf‘f of %8%*38‘%38'&%%3“?3%‘?%%%%%%83 370l BRI 15 request
17 ' . '
by eques: oot B P G ol Pk el Sosdh D e R SREA 200 T

HBA 16 t hat y indicate that controller 20 and/or prqgcessor, 22 has

det er n nY?SS“gl%rlﬁ&F,tmé&atl COPHOI&EPP?“ ﬂrePTB?eSEﬁfrzé et ons request ed
by request 18. ]0026] Conversely, if the time at which controller 20 and/or
processor determanasion i epntegenosgnepwawitioer after hisraginsbpeaméitaddeldtion time faf t er thi s
earliest permtted deletion time for one or nore files 200, controller 20
and/ or pr ocress anore filesP0 centolhéri26 and/oppronessqr 22muhy determafedo@ernify anéquest
performance by storage 17 of the deletion of one or nore files 200

request ed thyrefaze|ute sdquést pedoeince bktyrage ONoS the deleticilofaond/od maopé filee36®r 22 may
determ ne, as 10 a result of operation 302, to request that storage 17

perform aﬁeqhé%%é%ltbyir RSY 18; actofdifgly BhRoll? RO %ﬂd/b%césﬁ‘&%%@ﬁdé@éﬁrﬁ&%&eﬂ 18.
In response, at léast in part, to this determnation, controller 20 and/or

o o 7 B A AR S0 b SRR T B PR M B T

of one

operations requested by request 18. In response, at least in part, to this determination,
controller 20 and/or processor 22 may issue a request to storage 17 that storage 17 delete
one or more files 200 and modify metadata 32A appropriately in view of deletion of one
or more files 200. This may result in deletion by RAID 29 of one or more files 200, and

15 modification by RAID 29 of metadata 32A as appropriate in view of deletion of one or
more files 200. As used herein, “deletion” of data comprises making the data available to
be overwritten, at least in part; and/or permitting the data to be overwritten, at least in part.
Alternatively or additionally, if data 34A comprises only one or more files 200, controller
20 and/or processor 22 may issue a request to storage 17 that storage 17 delete object 30A,

20  asillustrated by operation 304 in Figure 3. This may result in deletion by RAID 29 of
entry 24A, one or more blocks S0A . .. SON, and object 30A.

[0027]  Also conversely, if, for example, in this embodiment, request 18 requests reading, at
least in part, of object 30A, such as, for example, reading; at least in part, of one or more
files 200, the controller 20 and/or processor 22 may examine one or more values 206B,

25  and may determine, based at least in part upon one or more values 206B, a latest permitted
10



or nore files 200. This may result in deletion by RAID 29 of one or nore
files 200, and 15 nodification by RAID 29 of netadata 32A as appropriate in
view of deletion of one or nore files 200. As used herein, "deletion" of
data conprises nmaking the data available to be overwitten, at least in
part; and/ YORUSFBM ng the data to be overwitten, at IPETSS2005/0p4594 .
Alternatively or additionally, if data 34A conprises only one or nore files
200, controller 20 and/or processor 22 nay issue a request to storage 17

t hat st or aageest Anddbrdbgecd BPAand/80dne & Gnaxe files 206t Hahestimb gt whieh abnteoileB820 i n
Figure 3. This may result in deletion by RAID 29 of entry 24A, one or nore
bl ocks 50Amd/or pifdbksor2Eimaky thistdeBBAinafiGOR piioMor comempoaataus with thisditestxanpl e,
in this enbodi ment, request 18 requests reading, at |east in part, of

obj ect 30Aerfiel adss firfE, BYRNRE 20 ah@8prBthbssi? 22 nSFetdrmitRab berndf, 2pH€ Oor nore
files 200, the controller 20 and/or processor 22 nmay exam ne one or nore

Ve ves SoaBry WL AR o BB o RGN, ™

access tine for .object A and/ or an re, files 20 If the tinme at

Wit ch contTraiepis B3eatkst B o 3R 8aneler AiriinprEaior dp mav e et ort or 1o
or contenporaneous with this latest permtted access tinme, controller 20
and/ or pr FOESEAT oporagay 36fe tereansst thabstoraged { perfore, atileast Wrrarle ong ¢F PIQUest
performance by storage 17 of the reading of one or nore files 200 5

request ed dpgratiengmegeested bygequsstdidn gioptroles 20apd/oepropesemdy/ then mapceswestr 22 may
determne, as a result of operation 302, to request that storage 17
perform ahatlseasge li7rephiat leash repant; omooremore fides 200 0 Thismeayuresitieid RAID 2juest  18.
Controll er 20 and/ or processor 22 then may request that storage 17 read, at

| east in peiding, @MRadRlin Pat, @né br 106red 1€ 200dr d&ﬁ&olleeaolahd/bﬂgﬁeésﬁbrm maeadi ng,
at least in part, one or nore files 200, and controller 20 and/or processor

22 ”aylolgﬁéj%ﬂ&é e rdéﬂa‘%% % S 6{%@%— thbRM096 HBN fo. M1bst Slgt%%rltﬁllfg%&& Host

10 t hen forwa read data to client 12A via n
the read data to client 12A via network 14.

[0028] Conversely, if the time at which controller 20 and/or processor 22 make this
determination is after this latest permitted access time, controller 20 and/or processor 22
may determine not to permit, and therefore, not to request performance by storage 17 of

15  the reading of one or more files 200 requested by request 18; accordingly, controller 20
and/or processor 22 may determine, as a result of operation 302, not to request that storage
17 perform, at least in part, one or more operations requested by request 18. Controller 20
and/or processor 22 may provide a message to HBA 16 that may indicate that controller 20
and/or processor 22 have determined not to permit, at least in part, one or more operations

20 requested by request 18.

[0029]  Further conversely, if, for example, in this embodiment, request 18 requests
overwriting, at least in part, of object 304, such as, for example, overwriting, at least in
part, of one or more files 200, the controller 20 and/or précessor 22 may examine one or
more values 206B, and may determine, based at least in part upon one or more values

25  206B, a latest permitted access time for object 30A and/or one or more files 200. If the
11



[ 0028] Conversely, if the time at which controller 20 and/or processor 22
make this determnation is after this |atest permtted access tine,
controller 20 and/ or processor 22 nmay determne not to permt, and
therefore, not to request performance by storage 17 of 15 the reading of one
or nore fil¥a290509388 uest ed by request 18; accordi ngly, PEFAS2e05/0845900

and/ or processor 22 may determne, as a result of operation 302, not to
request that storage 17 perform at least in part, one or nore operations

request ed tiye steohiESEonkB11e:XDdndr lpeicesior 2makethisplea@gmebn 2drivaYo @ Ovi de a
nmessage to HBA 16 that may indicate that controller 20 and/or processor 22

have det ergRaghoRRibolsQyiREhi htestHerthiBed hecedd thid, contfIRr 20 af®bSproRBERbRONS 20
requested by request 18. [0029] "Further conversely, if, for exanple, in this

ebodl Nt ey SSe HheHEAUSS e OHCI KA et Bhal SR b MY dranf OBl ect

30A, such as, fo o overwtrng, of one or nore

files 200, the.controller 20 and/or proce r 22 exan] he one.or, nore
val ues 206BCTFHinEnaNeash mpar ?nebo§§rg§e gﬁas ?Q@gqqu?%e%rrteq%n})%&ﬁ%or@pg%r e

val ues 25 206B, a latest perm tted cess tinme for_object 30A and/or one or
mor e £ i3 escontpller3p andr propesogs 2Amay e, ptarmééef)@%wséﬁ% toirsiestt whi ch
controller 20 and/or processor 22 nake this determ nation is prior to or
cont enpor athatstesags 7tperform, dtdgaskin ppdronetor areaensealions reguestedohit regase8.20 and/ or
processor 22 nmay determne to permt, and therefore, to request perfornmance
by st or ageCdnfrotiér 2thand/ay\pesosssot 2 then atay lrequest that sppeage, 1 7afvexwrie,aut laastrie fi | es
200 requested by request 18; accordingly, 5 controller 20 and/or processor
22 may detmiYbiCor nidre #ilds290] dndFhodifyasddppfupridR Zivenahit @derd&iting| Addastsihor age 17
perform at [east in part, one or nore operations requested by request 18.
Cont r ol | erp20,r3REbPMoRY MEESR0 MmellataROA, TR hAMGRE intFIRID 59 SVcAgfitdg, at

overwite, at least in part, one or nore fil'es 200, and nodify,

t
approﬁgd'[ gglg%sgiv _,B '| rﬁé{r%%siiob“eﬁidiags%%&%%%ﬂiﬂm 39 8B%i?ﬁ§%,%5 more files

200, s nay resul overwitin

appropriate given this overwriting, at least in part of one or more files 200, metadata 32A.

[0030] Conversely, if the time at which controller 20 and/or processor 22 make this
determination is after this latest permitted access time, controller 20 and/or processor 22
may determine not to permit, and therefore, not to request performance by storage 17 of

15 the overwriting, at least in part, of one or more files 200 requested by request 18;
accordingly, controller 20 and/or processor:22 may determine, as a result of operation 302,
not to request that storage 17 perform, at least in part, one or more operations requested by
request 18. Controller 20 and/or processor 22 may provide a message to HBA 16 that may
indicate that controller 20 and/or processor 22 have deterinined not to permit, at least in

20  part, one or more operations requested by request 18.

[0031]  Additionally or alternatively, in this embodiment, controller 20 and)or processor 22
may periodically examine one or more values 206B, and may determine based at least in
part upon one or more values, the latest permitted access time for object 30A and/or one or
more files 200. If the time at which such examination takes place is contemporaneous

25  with or after this latest permitted access time, controller 20 and/or processor 22 may issue
12



10 least in part, one or nore files 200, and also may result in RAID 29

nodi fying, as appropriate given this overwiting, at |least in part of one
or nore files 200, netadata 32A. [0030] Conversely, if the time at which
controller 20 and/ or processor 22 nake this determnation is after this

| at est per W@ 2W0BEVess tine, controller 20 and/ or proc@EITRIS2GB5/0045%y

determ ne not to permt, and therefore, not to request performance by
storage 17 of 15 the overwiting, at least in part, of one or nore files
200 r equesd requdsitorseagest? thak; staxageol7diehaye yhjeat B0Araal/bedele@ onn df morgdilecessor 22
may determne, as a result of operation 302, not to request that storage 17

perform afool ephis requeBtaeduesBiiliat Glord3811¢ deRRI dbidcOIBA baybEFad 30X onlyequest  18.
Controll er 20 and/ or processor 22 may provide a nmessage to HBA 16 that nay

i ndi cate tQat, QR kfdke Aks 2061405 mhYy GRRSPRATS _2?%3!%&9%&@%6?39%%05@& to

permt, at ast in 20 part, one or nore operations re ste y request 18.

[ 0031] Additionall r I ' kOt hi Lment. controller 20
and/ or prorg%rgg’gorc%%()ghh’flé Og\féeraﬁ %éﬁ&%gﬁ% (é‘([))}lavr?{sﬁ@’ %%Q%‘l Ke%’rng)vgﬁ éaSmZOGB, and
may det erm ne based at |east | art upon one or e val ues, the | atest
per i t tod HEEERL PG meF Lt 200: thisgausRdsTRd BLoraRe | o eoroE20AIdor | { ¢ he
time at which such exam nation takes place is contenporaneous 25 with or
after thi sPrpepsws 22 mayrequesldhat Al dalsteane ergnpere dilgse00 2pd medifymetadetiessor 22
may issue 12 WO 2005/093559 PCT/ US2005/ 004594 a request to storage 17 that
st orage 1732dekesnpremijats given thisdel¢tion dfonepemorediles2QPore files 200. If this
request requests that storage 17 del ete object 30A and/or if data 34A only
conpr i[6632] on&hwy; on®systetr dralsodaiént nidyi compeiye stexaped thai mayRédhbrde, atdéstinng obj ect
30A, one or nore blocks 50A ... 50N, and entry 24A. Conversely, if data 34A

conpri ses ;Q@tt & dévicexhAdfayl beodhphtle 8N EetQMmitiRE, At fehét%gﬁ@,@vhe&ﬁ&?ofeﬁﬁ%&?ﬁﬁt i ssued
to storage 17 by controller 20 and/or processor 22 may request that RAID

?ﬁ! gt Sle gtetlhg Entofggé g%l‘g&rlg? it rr%%g i:ﬁ?a?té gpl%% ¥n€'€ﬁe?£i%h@ Thé 4! lead? SnSGRIARL nRyS: 91 Ven
involve, at least in part, at least one object stored in the storage. The determining, at least
in part, by the device may be based, at least in part, upon metadata associated with the at
least one object. The metadata may be stored in the storage, and may indicate an earliest
permitted deletion time for the at least one object and/or a latest permitted access time for

15 the at least one object. The storage also may comprise a RAID.

[0033] Advantageously, these features of this system embodiment may permit the storage in
this system embodiment to be able to enforce compliance with one or more data retention
and/or deletion policies. Advantageously, in this embodiment, this may make it
unnecessary for a host to periodically request deletion of files stored in the storage, and/or

20 for the host to prevent user-initiated file deletion requests from being issued to the storage,
in order to permit files to be deleted and prevented from being deleted, respectively, in
accordance with the policy.

[0034] The terms and expressions which have been employed herein are used as terms of

description and not of limitation, and there is no intention, in the use of such terms and

25  expressions, of excluding any equivalents of the features shown and described (or portions
13



|
|

10032] Thus, one system enbodi ment nmay conprise storage that may conprise,
at least in part, a device that may be capable of determning, at least in
part, whether to request that 10 the storage perform at |least in part, at
| east one operation. The at | east one operation nmay involve, at |east in
part, at | &¥@20066¥SHhj ect stored in the storage. The detP&THSAPNG452% | east
in part, by the device may be based, at |east in part, upon netadata
associated with the at |east one object. The nmetadata maybe stored in the
st orage, dhereofyaniditis cerognized thatrviariews modifications ard pdssitde mothirt thescdperoft he at

| east one object and/or a latest permtted access tinme for 15 the at | east
one obj ectthe dlhinss tAucagiingly,sbe cimynsanstntended ta chydriall spéd&Rfvalditant ageousl y,
these features of this system enbodi nent nay permit the storage in this
system enbodi nent to be able to enforce conpliance with one or nore data
retention.  and/or deletion policies. Advantageously, in this enbodinent,
this may make it unnecessary for a host to periodically request deletion of
files stored in the storage, and/or 20 for the host to prevent
user-initiated file deletion requests frombeing issued to the storage, in
order to permit files to be deleted and prevented from bei ng del et ed,
respectively, in accordance with the policy. 10034] The terns and
expressi ons which have been enpl oyed herein are used as terns of
description and not of limtation, and there is no intention, in the use of
such terns and 25 expressions, of excluding any equivalents of the features
shown and described (or portions 13 WO 2005/093559 PCTI US2005/ 004594
thereof), and it is recognized that various nodifications are possible
within the scope of the clainms. Accordingly, the clains are intended to
cover all such equivalents. 14 CLAIMS 1. A nmethod conpri sing:

14



determ ning, by a storage controller in a storage device, in response to a
request received froma host whether to request that the storage controller
perform at |east one operation, the at |east one operation involving, at

| east one object stored in the storage device, the object including data
and netadata, the metadata indicating an earliest permtted deletion tinme
for the at | east one object and a | atest permtted access tinme for the at

| east one object. 2. The nmethod of claim 1, wherein: the at |east one
operation conprises at | east one of the follow ng subparagraphs (a), (b),
and/or (c): (a) deleting, fromthe s¢tpapgg device the at |east one object;
(b) reading, the at | east one object; (c) overwiting, the at |east one
object. 3. The nethod of claiml1l, wherein: the at | east one object
conprises a fllq 4 The method of claim1, further conprising: requesting,
by the torag eEPq 6WW5P% based upon the netadata, deletion of the at

| east one obj ect. déiermeg r‘ﬁgrtai‘sﬁ&aga‘coa{rallmﬂa swfa%eaeﬂce tif eespoIRE AL red 8IS CE
COprI’I ses nass storag par at us conpril a storage cont roller in

a st or agseiyed frem ac‘li’éh‘ﬁh@h?ﬁto a@ve&t ﬁhaﬁrhegstor@g? cpets?ﬂfﬁ @érfw(&n at leagopest recei ved
froma Bﬁ&&tl%ﬁﬁ?’?&a&%{r@?é&gﬂéﬂ m%lv‘b aﬁtleaglntﬁle%?fé'c?gtb B-in {Hé%t(ﬁ‘!lge dfé@ﬁ& thd€

operatioh I nvolvin ast one object stored’ 1 n the storage device, the
obj ect Dh}ettljnlilur!jng d48a dad metdata, the mdtataty indimting b ckatiest pehited deﬂqlcmrtmmr | i est

ggg(ran'stst ff? r[,ge t c%alst? et grg%f @'5{5'«1 lta ﬁteoaetgﬂlt{ggt%fs:éessot?nele oqjtl?ecgt 1&1@9 or?e ob?etc?St perm tted
2. The method of claim 1, wherein:
the at least one operation comprises at least one of the following subparagraphs
(a), (b), and/or (c):
(a) deleting, from the storage device the at least one object;
(b) reading, the at least one object;

(c) overwriting, the at least one object.

3. The method of claim 1, wherein:

the at least one object comprises a file.

4. The method of claim 1, further comprising:
requesting, by the storage controller, based upon the metadata, deletion of the at

least one object.

5. The method of claim 1, wherein:

the storage device comprises mass storage.

6. An apparatus comprising:
a storage controller in a storage device capable of determining, in response to a
request received from a host whether to perform, at least one operation, the at least one

operation involving, at least one object stored in the storage device, the object including

15



7. The apparatus of claim®6, wherein: the at | east one operation conprises
at |l east one of the follow ng subparagraphs (a), (b), and/or (c): (a)
deleting, the at |east one object; (b) reading, the at |east one object;

(c) overwiting, the at | east one object. 8. The apparatus of claim 6,
wherein: the at | east one object conprises a file. 9. The apparatus of
claim6, wherein: the storage controller is also capable of requesting

del etion by the storage of the at |east one object. 10. The apparatus of
claim6, wherein: the storage device conprises nass storage. It. An article

conpri sing:  FREDNYmeta@4th e hdBkAH GidiQmA hﬁ%li%ﬁ%ﬁ&?&lé%nﬁﬁn@mm@ ne
result in the followng: determ m@;g, y a storage controller in the

st orage devi leest onp objestpod adatess parmigigdiacsess tinesckor thedit feastrang ohisst whet her to
perform at |east one operation, the at |east one operation involving, at
| east one object stored in the storage device, the object including data and

met adat g, t heh¢mipaghaisofichim@awhegiman earliest permtted deletion tine for
the at | east one object and a |l atest permtted access tinme for the at | east
one object. 16 12thephleagopg pp@atign comprisesiat leaghmnesf the follewigg spkparagraphe
operati on COpRr east one of the follow ng subparagraphs (a), (b),
and/ or (c): EQ?,('bi%ﬁd/@F(c').

(a) deleting, the at least one object;

(b) reading, the at least one object;

(©) overwriting, the at least one object.

8. The apparatus of claim 6, wherein:

the at least one object comprises a file.

9. The apparatus of claim 6, wherein:
the storage controller is also capable of requesting deletion by the storage of the at

least one object.

10.  The apparatus of claim 6, wherein:

the storage device comprises mass storage.

11.  An article comprising:
memory storing instructions that when executed by a machine result in the
following:
determining, by a storage controller in the storage device, in response to a request
received from a host whether to perform, at least one operation, the at least one operation
involving, at least one object stored in the storage device, the object including data and
metadata, the metadata indicating an earliest permitted deletion time for the at least one

object and a latest permitted access time for the at least one object.
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(a) deleting, fromthe storage device the at |east one object; (b) reading,
the at | east one object; (c) overwiting, the at | east one object. 13. The
article of claim11l, wherein: the at | east one object conprises a file. 14.
The article of claim1l, wherein the instructions when executed al so result
in: requesting, by the storage controller, based upon the netadata,
deletion by the storage of the at |east one object. 15. The article of
claim1l, wherein: the storage device conprises mass storage. 16. A system
conprising: a storage controller in a storage device capabl e of determ ning,

in resppnse e dAticlé 8AMEH 11,8aRkied froma host, whether to perform at |east
one operation, the at | east one operation involving, at |east one object

stored in the stohaadeasboneeneration comprses af lsagt eae ptthe delloying srbpatagiapbs, t he

nmet adata i nd i arliest permtted deletion time for the at |east
one obj ect aﬁsd:%é?’ P]g(y@gtcﬁpermtted access time for the at | east one object;

and a redundant aayay detetinpdiege tebestiraghl dekize (HeAdt [Basti anelobfbictyg t he st or age
device. 17. The }/stem f claimil6, erein: the host conprises a host bus
adapt er (HBA) COL@ ed F¥liRGh et rasqeOBISEL ol | er.  18. The system of claim

16, wherein: the @f | cAStwiRiy, MRiClhstdhsope@nprises a file; and 17 the

met adata al so indicates one or nore attributes of the file, the one or nore
attributes conprising at |east one of the follow ng subparagraphs: a nanme of
the fil ?3 The article of claim 11, wherein:

the at least one object comprises a file.

14. The article of claim 11, wherein the instructions when executed also result in:
requesting, by the storage controller, based upon the metadata, deletion by the

storage of the at least one object.

15. The article of claim 11, wherein:

the storage device comprises mass storage.

16. A system comprising:

a storage controller in a storage device capable of determining, in response to a
request received from a host, whether to perform, at least one operation, the at least one
operation involving, at least one object stored in the storage device, the object including
data and metadata, the metadata indicating an earliest permitted deletion time for the at
least one object and a latest permitted access time for the at least one object; and

a redundant array of independent disks (RAID) including the storage device.

17. The system of claim 16, wherein:

the host comprises a host bus adapter (HBA) coupled to the storage controller.

18.  The system of claim 16, wherein:

the at least one object also comprises a file; and
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a possessor of right to access the file; a size of the file; a creation
time of the file; and a nost recent access tine of the file. 19. The system
of claim 18, wherein: the at | east one object conprises user data; and the
user data conprises the file. 20. The systemof claim19, wherein: the file
conprises one or nore blocks stored in the storage device; and the at |east
one object also conprises one or nore pointers that point to the one or

nore bl ocks. 21. The system of claim20, wherein: the file also conprises
one or nore additional blocks stored in the storage device; and the at

| east one obj ect @k stetddafiRidoSAdicRABEoRNor MdEatdibiitdsiof il filpahabes 6r thérat poi nt
to one or nore other blocks stored in the storage device, the one or nore

ot her bl ocksattréwigs cPOBIPFsing Aleast oppplshe follepingyuhpaagraphsat point to the one or
nore additional bAg&5§otﬁgﬁEThe system of claim 16, wherein: the storage
controller is also capé% e of storing a data structure conprising a pointer
that points to thapasesdseradirighht asbgse dte.fild;8

a size of the file;
a creation time of the file; and

a most recent access time of the file.

19.  The system of claim 18, wherein:
the at least one object comprises user data; and

the user data comprises the file.

20.  The system of claim 19, wherein:
the file comprises one or more blocks stored in the storage device; and
the at least one object also comprises one or more pointers that point to the one or

more blocks.

21.  The system of claim 20, wherein:
the file also comprises one or more additional blocks stored in the storage device;
and
the at least one object also comprises one or more additional pointers that point to
one or more other blocks stored in the storage device, the one or more other blocks

comprising one or more other pointers that point to the one or more additional blocks.
22.  The system of claim 16, wherein:

the storage controller is also capable of storing a data structure comprising a

pointer that points to the at least one object.
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