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CORRECTI ON' SYSTEM W TH SELECTABLE ERROR CORRECTI ON CAPABI LI TI ES FI ELD OF
THE | NVE iinenti on rel ates generally to erto orrection of data
and nor qmmmmmmlmmy to error correction encodi n@&@@@ le error
s correction capabilities.. BACKGROUND The inportance of error correction
codi ng ofdat 3P -di-gital . conputer systens has increased greatly as the

d ity of the data io recorded on nass storage nedia, nore particularly
magneti c di sks, has increased. W#h higher recording densities, a tiny

- inperfectipp. jn Lthe, recording surface of -a disk can corrupt a |arge anpunt
of dat a.é@%de‘&o%ﬁg’%ﬁ&”ﬂ I06Y HgM hatt I THht SEIEFCTARKE r €LROA codes

("ECC s") are enpl oyedogircqion h > | es, correct the erroneous
data. Before a string of data syrrt%o‘“?lglgﬂe)‘t rded on a disk, it is

mat hemat i cal | qded..tq or redundancy, synbols. The redundancy
synbol s are tmpp,r de lwgﬁac%a string to formcode words - data
synbol s plus redundancy synbols - and the code words are then stored on

t he di sk. WieThé hv&itidf fedad Lod essed. ..t he code 20, words
containing the data synbofs ar%ééreg%ﬁyggécg?&r%?Sﬁrgﬁtéoﬂli(’gk‘?agﬂoan%t hematically

decoded moxs paticelaslyi tw emrvr esrrectson anEbm,@awﬁhagaecagﬁ@%?& and, if
possi bl e, corrected fhrough mani pul ati on of 'the redundancy synbols [For a

def ai | efOHESEPPSAPaRIlBIesdecodi ng see Peterson and Wl don, Error Correcting
Codes 2d Edition, MT Press, 1972]. : '

BACKGROUND

The importance of error correction coding of data in digital

computer systems has increased greatly as the density of the data

10 recorded on mass storage media, more particularly magnetic disks, has

increased. With higher recording densities, a tiny imperfection in the
recording surface of a disk can corrupt a large amount of data. In order. -

to avoid losing that data, error correction codes ("ECC’s") are employed

to, as the name implies, correct the erroneous data.

‘ Before a string of data symbols is recorded on a disk, it is
- mathematically encoded to form ECC, or redundancy, symbols. The - |
redundancy symbols are then appended to the data string to form code
words - data symbols plus redundancy symbols - and the code words are
then stored on the disk. When the stored data is to be accessed, the code
20 words containing the data symbols are retrieved from the disk and
mathematically decoded. During decoding any errors in the data are
detected and, if possible, corrected through nianipulation of the
redundancy symbols [For a detailed description of decoding see Peterson
and Weldon, Error Correcting Codes, 2d Edition, MIT Press, 1972].
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digital code words can contain nultiple errors. One of the 'nost,effective

types of ECC used for the correction of multiple errors is a Reed-Sol onon
‘code see Peterson and Wl don, Erfor Correcting Codes]. Error detection and
‘jcorrection techni ques for Reed-Solonmon s ECC s are well known. 1d. An

-“(n, k) Reed-&al n-E?C coi-:ncod s k data.synbols to form n-k, or r,
“redundancy i%%iorﬁkg] fi2 ?W,oﬁ% YoM Ruigple enrArs Qnmebtheor D=r+1, whi c‘
means hbat efftsiv qppé ' [ . 2 C rd by at | east
r+ 1 synb_oel S.. Tﬁe nu-n%%égﬁgé{(f@'s&\%hl C 'aﬁ}{l?%é?&:hgl%gﬁ%f%%r ect is.directly

r el at et Reed-Selomohawdef see Penconyand fWQIdbﬂ,tErﬂUrogaﬁ%%ti%fgach r edundancy
synbol can b%’#se to determne, that is, .solve for, erther an error
| ocat i699es) FFrTeF dstection and vamectiondechmiquesiforcR eeg+Bunlomoar e required t o

gorrqu?easc e%élpguoﬁ.%n, k) code <can correct up to (D-1)2 errors in an

n- synbol code wor erasure is an error with a known | ocation. Such
errors may, for ‘exanple, be detected during detection and denodul ati on of

signal s T eAni @yerReedBARRINEICS Hctliedid dfta sHitbly 1bagpnet ai ns @ poi nter
y

to the location of the erasure. Accordi ngly, one redundancy synbol is
requi riel, b rernduadangynsyateaaisr e (k) esdeyhade mmiRunpdiseale t he erasure is

(0o L b e that ach code word differs from every otfir |~
code word by at least r+1 symbols. The number of errors which an ECC,

10 can correct is directly related to the‘number of redundancy symbols it . |
produces. Each redundancy symbol can be used to determine, that is, .
solve for, either an error location or an error vaiue. Thus, two
redundancy symbols are required to correct each error. The (n,k) code

can correct up to (D-1)/2 errors in an n-symbol code word.

15 An erasure is an error with a known location. Such errors may,
for example, be detected during detection and demodulation of signals *
retrieved from a magnetic disk drive. The system retains a pointer to the
location of the erasure. Accordingly, only one redundancy symbol is
required to correct an erasure since only the data value of the erasure is
20 unknown. The (n,k) code can thus correct e erasures, O<ex<D-1, ann .
[(D-1)-e]2 errors. .

A system designer may not be able to find a Reed-Solomon ECC
which can correct a desired number of errors in the k data symbolé, that -
is, a code which generates R redundancy symbols by encoding k data

25 symbols. The designer may, for example, find a code which generates
R+t redundancy symbols by encoding the k data symbols and formulates

code words with k+R+t symbols. Such a code is not acceptable,



. A system designer may not be able to find a Reed-Sol onon ECC which can
correct a desiréed nunber of errors in the k data synbols, that is, a code
whi ch generates R redundancy synbols by encoding k data 23 synbols. The

* designer may, for exanple, find a code which generates R + t redundancy
synbol s by encoding the k data synbols and fornulates code words with

~./K+Rtt synbols. Such a code is not acceptable, -3- however, for a system

‘ whgach has allocated to a code word a (k+R)- synbol storage space.
AcCordingly, the designer may selegt an ECC with a longer length, for

-~-.exanpl e, an-(N, K) code, where N>n and K>k, which produces NK, or R
"~ redundancy synbol's and then truncate the s code word by elinmnating sone of

the dat &ioswevies) for systedi WheSHH has Afdcafed t6% é‘sJaeataegkmqi')-of the code,
however, we shall use the termtruncate to avoid confusionw th the system

descri b&ymRe} somgeTpaneaticngrdingly\ihi€) desigher aoaysiedéct anf EEE withi ng as val i d
code r qQnly those code rds he original_ (N, K) ECC which include
i i\(l)\gl fez’gl Fﬁdxggﬂbi?g%mﬂ\ﬂgc@ K&ﬁém%t\%ﬁdedﬂ aBAKRdd pattern, for
exanpl ewHi ﬁ?@gd' Iy z -1 Sk I.n code, for
exanpl e,wtlcl‘:\ere a‘g%sg&l{'o théggggg%cmqlgﬂgk@&]e %%%é words form
ans (N-i cide word tbyceﬁihﬁpﬁﬁni bemeldflthe datiesymtols."This proesisig ofigbol s are
del et ed, COdcﬁ words_ w th data synbol s "and R redundancy synbols is are

pr oducedeTg¢ cshorteaing” of the aodelhawavendee shall sserthenteninetrunéater edundancy
N, K) code, the same nunber of

Z?/pgslsségﬁvﬁ@d%ﬁg%g%@’g{h t%pffﬁgtrﬁlfrglﬁgsta?b&ég hgreingi scussed in detail in
Pat er son and Wel don, Error Correcting Codes. To correct errors in the
‘ncat ed codfruifeating di' ENSK I BCOMdists of selecting as valid code

words only those code words of the original (N,K) ECC which include "j"

10 leading symbols which correspond with a predetermined pattern, for
example, i leading all-zero symbols, where K-i=k. In a binary code, for
example, there are 2*° of these code words. The selécted code words
form an (N-i,K-i) sub-code of the (N,K) code. If the i leading symbols
are deleted, code words with k data symbols and R redundancy symbols

15 are produced. Since these code words include the same number of
redundancy symbols as code words of thé original (N,K) code, the same .

number of errors can be corrected. Truncated codes are discussed in

. detail in Peterson and Weldon, Error Correcting Codes.

To correct errors in the truncated code words, the system could

20 replace the truncated symbols and employ conventional error correctio.n'
techniques designed for the (N,K) code. The system thus manipulates

the R redundancy symbols to generate error syndromes and determines

from these the error locations and error values. ‘Alternatively, since the
deleted leading-zero symbols do not affect the manipulations of the

25 redundancy symbols which produce the error.correction syndromes, the
system can generate the error syndrome without replacing the truncated

symbols. However, when the system determines error location using
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20 repl ace the truncated synbols and enploy conventional error correctlon
“techni ques designed for the (N, K) code. The systemthus mani pulates the R
redundancy synbols to generate error syndromes and determnes fromthese*
‘the error locations and error values. Alternatively, since the deleted
'\Ieadlng zero synbols do not affect the manipul ations of the 25 redundancy
‘synmbol s whi ch produce the error. correction syndrones, the system can
'generate the error syndrome without replacing the truncated synbols. ®
However, when the system determ neg.error |ocation using -4- these
syndrones, the system nust take into account the truncated - maxi mum code: .
word length, which is N-i synbols. Using either approach, the system
mani pul dhese sypdRomedutitasystesy must take ia6s aeebuntighé ariiBcerde word errors
in the N-i code word synbals. s If a known data processing systemrequires,

f or cert‘&?ﬁ‘mHBbICPé&t‘f"B length,cwbigh is Nyi symholsecUsing sithemunber of

errors i e ower fu CC Wmch produces a
| arge nu :ﬁg}rﬂ& %&s%gln%l%%?ﬂﬂgaﬁngﬁ?gj rﬁd‘bxf‘&élr‘fy QF S 1 cQUEY synbols. If |
the SyStm&RWEQd@{vbP@éno%mft%EN—qrcbaéQ/o?B 685 ons, operate with aio
reduced error correction capability It can uSe a [ ess powerful ECC which
produces fewer redundancy symbols for the sane anpunt of data. The system
caf thus all obfaaekmov'argeta @Toseasingy systemmtrequisesyr fge cepedin to a  gi ven
code word deglendl hf error correction reqw rements. \Wen a systemis

st or i ng 3PHEA ﬁ“é ity tu6Pdeska lange nymbex HhSrEors imethey st em nay use
data thon it HEsy ﬁt*%p%?‘?ﬁ‘e“c{* adidvety] BEG PRAR et aagr 1 7Y
det eri ormimber df sédurfdaicy symijolstfae aSyioé® Wufifber dfdata symbols. If '
the system can sometimes, or for certain applications, operate with a
10 reduced error correction capability it can use a less powerful ECC which
produces fewer redundancy symbols for the same amount of data. The

system can thus allocate a larger or smaller amount of storage space to a

given code word, depending on the error correction requirements.

When a system is storing data on a relatively new disk, for
15 example, the system may use fewer redundancy symbols, that is, a less
powerful ECC, to protect the data then it uses to protect data stored on '
an older, potentially deteriorating disk. Similarly, the system may, in
essence, rate the disks according to their overall integrity, or associated .
error rates, and use more or less powerful ECCs to protect the data

20 stored on the disks, depending on their rankings.

The system may use a more or less powerful code depending on
the type of storage medium used, also. A system which has a capability
of storing data on both optical and magnetic disks, for example, may use
a more powerful code for data which it is storing on the optical disks.

23 The quality of the optlca] dxsks is generally not as good as the quahty of
magnetic disks, and thus, the probablhty of having a defect in the optical
disk is higher, also, and the probability of that defect effecting a
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. essence, rate the disks according to their overall integrity, or associated

error

rates, and use nore or |ess powerful ECCs to protect the data 20

stored on the di sks, depending on their rankings. The system nay use a nor e

tor

\A system whi ch has a capability

| ess powerful code depending on the type of storage nedi umused, also.
of storing data on both optical and

—~ magnetic disks, for exanple, nmay use a nore powerful code for data which

P .

s storing on the optical disks. u The quality of the optical disks is

~ generally not as good as the qualiky of magnetic disks, and thus, the _
- probability of having a defect in the optical disk is higher, also, and . -~
the probability of that defect effecting a V.. -5- relatively.

of dat a rejatively ilsrgd sanbehef do@nsyhnol$i9aak i
magnetic d
whi ch cdf@

pr ot ect

| ar ge nunber

( Fh%? thatoghaeted with
bs S...Accordjngly, the system protects the data with an ECC

Hlities assgriased with magnetic disks. odeccosdinglyy dhemyktein dat a

| ong di stance may be

- .8 which s 1o b t
ot oot ¢ ﬁ%iﬁkﬁng?g@%ﬁ]nﬁﬁﬁgds‘gmgl?%t?\‘S’Eeﬁfgﬂgre%\ﬁ#ﬂm@ei9fbe sent a

shorter etretsance. The systemthus protects the data fromtransni.ssion

errors which are nore likely to occur when data is
| onger conmuni cati ons paths.

transmtted over the
10 To produce both code words with | arge

nufibers of reliundtwarked siatdpracessitg cpsiemepdae whidh Kave s@stundancy

synbol s
differe

10

15

dpn nce may

kn data processing systens encode the data synbols using
gl%\.{\%‘? %eamatq':é%fg preredundascy spoholsythermatarust i ncl ude

di f{?;gﬁ?gi@g??f’@ﬁé sef'dsHGTO 8 s Bunck O 'thljess%lsélgrﬁ fgh&shsrortgg@%ﬁgid\é% ECCs. Vhat 1

from transmission errors which are more likely to occur when data is

transmitted over the longer communications paths.

To'produce both code words with large numbers of redundancy
symbols and code words with fewer redundancy symbols, known data
processing systems encode the data symbols using different, i.e., more
and less powerful, ECCs. Six't:h—systém.s l.nust-incl.ude different encoders
and decoders, for use with the respective ECCs: What is desired is a

mechanism by which a system can use a single encoder and decoder to

encode and decode these code words.

This is a different problem than the problem solved by truncating,

an ECG, since it is the number of code word redundancy symbols which

changes not the number of code word data symbols. Accordingly, while |

the techniques used to. generate error syndromes for an (N,K) code can
be used with a truncated (N-i, K-i) code, that is, with a code which

produces the same number of redundancy symbols, these techniques are

not adequate for codes which produce different numbers of redundancy

symbols.



I S mechani sm by which a- syst-em' ‘éér-\mt'jéne—Méw'-s‘iwriglﬁéméﬁcodéfwéna decoder to
encode and decode these code words. This is a different problemthan the
probl em sol ved by truncating, an ECCC since it is the nunber of code word
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‘redundancy synbol s which changes not the nunber of code word data synbol s.
WAccordi ngly, while 20 the techniques used to. generate error syndrones for
—an (N, K) code can be used'with a truncated (N-i, K-i) code, that is, with

’

a code which produces the same nunber of redundancy synbols, these ®
techni ques are not adequate for cogdes which produce different nunbers of

redundancy ‘synbols. 2S -6- SUMMARY An error .correction system .which uses
a single encoder with selectable |evels of redundancy to encode and decode

data, produces for. SUMvRgee nunber of data synbols code words with
sel ect abl e nunbers of s redundancy synbols. The encoder encodes k data

synbol s in accordance wth an (n, k) Reed-Sol onon ECC to generate r

r edundancy syn%BIeé’.mr Tawrestionesystoah £ohsc? udes ' S8 lge%/,%o&fr $for correct I on
froml eEE%Etatb‘? !é\% s e{r%rs er code word based O%l, or exanple, the nmedium
on whi ch T a2 dalaelsoh rsdyndaney eencpde agisdenode [darta, aprbiduces fdry del etes p
of the lth@sdife dugthdresiul nbqgl s t rrqduce an (n-p)-synbol code word
cont ai ni ng_k ddaat a symbol S%WP&% cpgﬁmaﬁ% bleyanbersrofp) / 2
cor¥ espofefiundancheymbbBc (R dirdkr eh ion. This code word is
part of am (n-p, 132 unctured code, mﬁﬁeﬁq{%ﬂ?&%%%!)s\ﬁ@rafcﬁw‘f% the (n,k)
code. 1th’an (n,K) Reed-Solomon ECC to generate r redundancy symbols.

The system selects a desired Jevel ‘of error correction from 1 error to 2

errors per code word based on, for example, the medium on which the .

data is to be stored. The system then arbitrarily deletes p of the

10 generated redundancy symbols to produce an (n-p)-symbol code word
containing k data symbols and I-p redundancy symbols where (r-p)/2
corresponds to the selected level of error protection. :I‘his code word is

part of an (n-p,k) punctured code, which is less powerful than the (n,k)
code.

15 During decoding the System treats the p deleted symbols as
erasures and corrects the p erasures and up to (r-p)/2 errors in the code '
word. The system first fills-in the p deleted symbols with pre-assigned .
symbols, for example, all zero symbols, and establishes pointers to these
P symbols, as well as e pointers to detected erasure locations. The
20 system then manipulates the r-p redundancy symbols and the P pré-
assigned symbols to produce error syndromes. Using the error
syndromes and the p+e pointers, the system determines the error
locations and error values for the detected errors and the error values

for the e detected erasures, as well as the error values for the P pre-

25 assigned symbols. ' :

In a preferred embodiment, the system deletes the last p of the
redundancy symbols. During decoding the system takes advantage of the
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. is During decoding the systemtreats the p del eted synbols as erasures and
corrects the p erasures and up to (r-p)/2 errors in the code word. The
systemfirst fills-in the p deleted synbols with pre-assigned synbols, for

- exanple, all zero synbols, establishes pointers to these p synbols, as

—~Wwell as e pointers to detected erasure |ocations. The 20 systemthen

manipul ates the r-p redundancy synbols and the p pre assigned synbols to

‘ pmduce error syndrones. Using the error syndrones and the p+e pointers,

t system determ nes the error I_Q,c.ations and error values for the
.det'ected errors and:.the error values. for the e detected erasures, as well
‘as the error values for the p pre- 25 assigned synbols. In-a preferred '
enmbodi meeyiclictpre 3] 2 I I ' ndancy synbol s.

Duri ng decoditﬁri:gpﬁfé s%?gﬁe?ﬁoééﬁggv%ﬁ%a%g) %?éo{a%%tﬁgg#jﬂﬁﬁ\‘moi property of

t he Reedcasts Warshacifdbe pnikleedaddant mecy( ols yialking teepMee @fas if the p
deleted ¢ danc& synbol s are taking the place of P |eading code word

du
synbol s RAFIHDE o s ndsymbpls ek are geleted do shortening ththeodgst em t hus
saves ti OL A [.LILLng-j.n the | e s.redundanc nbols with
t he pre-\ggrscip'ér'll&eh& g?g#%gltéh%ﬁ%‘( gi'ﬁ’@c%ﬁﬁﬁ’%?n&k’ild‘%&'ﬂég?tmgﬁl%yfies t he
ersor syredhundancgspaibdledillthé Bré-alighba SHIRAL GHlfy MBEAyfg that the

error lqgations and error val ues calc usi ng ese symrdr ones
cor r espoh@® Rrstemt thenooddifiesrtiie syndrodyndrovhies renerated $6etHis ghipy- shifted p
synbol - Isg,gﬁ)t i]ona as . di scussed in detail bel ow

ol code word so that the error locations and error values calculated

. using these syndromes correspond with the code word symbols, which

are essentially shifted p symbol-locations, as discussed in detail below.

10 The same decoding approach can be taken by a system which uses
an (n,k) code which is a shortened code associated with an (N,K) code,
where N=n-i. The system decodes the (n-p)-symbc;l code word and
generates error syndromes, without filling-in the p deleted symbols. It
then modifies the error syndromes to correspond with the locations of

1S these n-p symbols in the N symbol code word, which are cyclically shifted
p symbol locations. This system is discussed in detail beloﬁv.

. o BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be better
understood by referring to the following description in conjunction with

20 the accompanying drawings, in which:

Figure 1 depicts, in block diagram form, a data processing system;.

Figure 2 is a block diagram of an encoding system of Figure 1;

Figure 3 is a block diagram of an error correction system,;

Figure 4 is a flow chart of the operations of the error correction
25 system depicted in Figure 3; '

Figure 5 is a block diégram of a preferred embodiment of an

€ITOr correction system;



10 The sane decodi ng approach can be taken by a system which uses. an (n,Kk)
code which is a shortened code associated with an (N, K) code}; where N=n-i.
The system decodes the (n-p)-synbol code word and generates. error '
“syndrones, without filling-in the p deleted synbols. It then nodifies the
_ rror syndrones to correspond wth the |Iocations of is these n-p synbols in
~~the N synmbol code word, which are cyclically shifted p synbol |ocations.
This systemis discussed in detail below BRIEF DESCRI PTI ON OF THE DRAW
The above and further advantages ofgthe invention may be better understo
by referring to the followng description in conjunction-wth - - 20 the
acconpanyi ng drawi ngs, in which: Figure 1 depicts, in block diagramform a
data processi figunesé és1a fldw bR of ti F:Tolg f odi ng system
of Figure 1; Figure 3 is a bl ocogtg?ég,regémo gfnﬁ%r%pgg?’]régggﬁon system
Fi gure 45YSters depisted imFigust 5t he operations of the error correction 25
syst em depi ct in Fi.gure 3; Figure 5is a block diagramof a preferred
enbodi nent of ﬁaﬁureeftlgfl tﬁ%‘?’rc@éf‘i OéﬁPWﬂO@ﬁ]Ofﬁ grdromeé sakufdtow chart of the
operati iefed : i stemdepigted in Figure 5; Figure 7
is afl mhartmﬁﬁgﬁ?é‘?%ﬁ?ﬂg&%@m& "%%Pﬁmrﬁ‘?&an epicted in Figure
5 i5n iterati vEigurnodi fsya fipwerdhairt w%@ogﬁéia% %fﬁglgug Bdrsed flow chart
of the o ra]ti ons of the syndronme calculator I n nodifying é€frfor syndromes
in paral ﬁ%z?l_l ator 1y_modifying error syndromes in parallel.




"DETAI LED DESCRI PTION Figure 1 depicts a data processing system 2 which

e i e B lme

encodes data for storage on optical storage devices 6, magnetic storage
devices 7 or for s further transm ssion to a network node 8. A system

.controller 4 provides to an encodi ng system 10 data and control

2

i nformati on. The encodi ng/,decodi ng system 10 encodes the data in
accordance with an S error .correction code (ECC) and generates redundancy
smbol s. It then selects a nunber of the generated redundancy synbols and
appends 10 themto the data to-produce error correction code words, as

- discussed..in nore.detail with refefence to Figure 2 bel ow. The nunber of -

redundancy synbol s sel ected may vary dependi ng on the destination of the
date, for exanple, Yo Bt | he data are to bé stored. The
encodi ng system 10,6?%‘9@?‘%9 com% ‘the systemcontroller, is sends
the code words for storage to a designated optical storage device 6 or

‘magnetic storage device 7, or for further transmission to a network node

8. Figure 2 dépgereslidepiats@odatagprooessingsystem Rewhicindncodetedadi ng S system
10 in ITDE% qet ai L The,.e c?di ng s@e%o i n¢cl udes ap encoder 20 12 for
encodi ng Yot 3r3E5OLPPHR! SIJREE dedices fumasnedisstaree devigesnd ox BT 16 f or
transm t fifiBed@ ’ ' i st r.network device
6-8 (Figure il?&&T lgﬁgrﬁog‘é@g?ﬁitgﬁég&?gg?; g?gsgg%oéﬁ\%ﬁf%nawo Pner, k data

synbol s to acewraating yyitenal( dakd HeetonroMAfeaAdati ot hp\%nér at or
pol ynom al g and produces n-k, or r, redundancy is synbols. The encoder

12 terrpoFﬂF‘P‘ﬁi;‘)gf@C&dﬁ%g systemetlicdaodss thentiatasini accoxdbnéé evith4n The system
it rol I ghot oﬂ)lEr'e%gE)g clo)des(gé((f)t and' éLEgrgLes(}Ldlexﬁégriq symbols. It then
selects a number of the generated redundancy symbols and appends
10 them to the data to. produce error correction code words, as discussed in
more detail with reference to Figure 2 below. The number of
redundancy symbols selected may vary depending on the destination of
the date, for example, the device on which the data are to be stored.
The encoding system 10, under the control of the system controller,
s | sends the code words for storage to a designated optical storage device 6

or magnetic storage device 7, or for further transmission to a network

node 8. )
Figure 2 depicts the encoding portion of the encoding/decoding
. system 10 in more detail. The encoding system 10 includes an encoder
20 | 12 for encoding data for error protection and a code word transmitter 16

fp_r transmitting data code words to a designated storage or network

device 6-8 (Figure 1). The encoder 12 encodes, in a conventional

manner, k data symbols in accordance with an (n,k) Reed-Solomon code

with generator polynomial g(x) and produces n-k, or r, redundancy

28 symbols. The encoder 12 temporarily retains the redundancy symbols in
a buffer 14.

The system controller 4 (Figure 1) selects a level of error

correction based on, for example, the medium on which the data is to be



_correcti

it

on based on, for exanple, the medi umon which the data is to be

-10- stored. The controller 4 sends to the encoder 12 a value p, Osp<_r-2,
ed with the selected | evel. The encoder then deletes p of the r
-redundancy synbols and sends the remaining r-p synbols to code word

ter 16. The transmitter 16 appends the r-p redundancy synbols 5 to

associ at

ransmt

he data synbols and transmts an (n-p)-synbol
* *storage

system i

“error-rate, ‘it-requires the full, ~

device 6 or 7 (Figure 1). If, for exanple, the data processing
s storing the data on a nalg’rnTetic di sk which has a relatively hi

code word to a designated

M

m-k)/2,. error correction capabilities.

of the code. The controller thus 10 sends to the encoder 12 a val ue p=0.
The encodﬁfreahemg%gﬁ,ongfhl"keendque word transmtter 16, in parallel or
[ all' 7

a synbol

n- synbol
a, Cv i
storing
does not

-seri al manner,

code, word: is Cs-uco-2,

Cr, C2,

redundancy gymbolsambsends the. remaiaihnelangnbSls td cbde warat em i s
tGsHfta, disk which has a |lower error 20 rate, and it thus
SUTHer e T

requlre

in

al fothe sucadrr 2@ vakpetn| G<pFHelt ransmi t t er
i I I f
16 appen@ssacmte mmwemdswwpcg?%%ng_gﬁh&q} 8‘2}%&?}88?&58' orm an

| Fansgmigter d6r appands the aymrsdundassy symboke code, the

syst em coottheldfth 4nsEod dey 12 a val.ue p, ere 0O<p<r-2. The
encoder 12 then arsé,i trar ﬁ%/d)é}e%tng@g%ns{}’rfBSTsé’"*\i’r%n‘?O‘f%é’q\;’Vgrféﬁﬁndancy

ﬂﬂSlbnaﬁedrstMgarddvﬁ;erﬁd@r7@1:;313% Q)).de word transmtter the remaining
r-p redundanc;if%xnbol S. The transmtter® 16

synbol s

10

15

r example, the data prpcessing system is storing the data on a
magnetic disk which has a relatively high error rate, it requires the full,
(n-k)/2, error correction capabilities of the code. The controller thus
sends to the encoder 12 a value p=0. The encoder then sends to the
code word transmitter 16, in parallel or in a symbol-serial manner, all r
of the redundancy symbols. The transmitter 16 appends the r

redundancy symbols to the k data symbols to form an n-symbol code
word:

cn-l’cn-zicn-sacn-u """ cn-bcr-n'"'r c:ycncnco

[— data symbols........ | ...redundancy...... |

If the system is storing the data on a disk which has a lower error
rate, and it thus does not require the full error correction capabilities of
the code, the system controller 4 sends to the encoder 12 a value p,
where O0<p=r-2. The encoder 12 then arbitrarily deletes p symbols from
the r redundancy symbols in buffer 14 and sends to the code word
transmitter the remaining r-p redundancy symbols. The transmitter 16

appends the r-p redundancy symbols to the k data symbols and produces
an (n-p)-symbol code word:
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23 appends the r-p redundancy synbols to the k data synbols and produces

an (n-p)-sypbol *code word: ~. -11 C 1, C
*.2:Ce4,C, ... C .k, CT."c, 9.2, ,CO 1L data synbols......... -
. redundancy. .. ... where c, . P.. ,,...C0 are the redundancy synbol s

forwarded by the encoder 12. s The transmtter 16 then sends the code word

to the designated storage device. Figure 3 depicts an error correction
tem 20, which is included 10 in the encodi ng/ decodi ng system 10 of
Fiure 1 and Figure 4 is a flow chgrd describing the operations of the
- system 20, -which detects and" 10 corrects errors in code words retrieved
from for exanple; a magnetic storage device.7. An erasure detector 22
detects erasures in a rethiceygd.c, (:-.0)csy,ehol..,ccode word and retains in a
buffer 24, for each, detegted erasure a pointer to the associated code
wor d synbol Iocatrorh st ?,tagmn olsphe. dlete&d@rﬂ apcwl.soli ncrenents an erasure
counter 33 for each detected is erasure (step 32). Thus if the circuit
-detects e erasures, it increments the erasure counter 33 e-tinmes and
fornmul ates and stores e pointers. The S erasure detection circuitry then

appends pipreny g1.5c, aithé rédindamiep spmb8lsifBAvardeaty del et ed
synbols, to these e poi nters and :aﬂlgrements t he rasuérnecoggunter 33 to a

couft of —Blﬁptféigﬁl@ptt@ﬂ}ﬁ thrn sends, the coalepsiond to tieidesigiardngtarag t he nunmber
of erasur i ., e+p, with the mninmumdistance, D =r+ 1, associated
wth thed(eenclf) “code to determine if the code can correct that number of
erasures (step 36). If the nunber of erasures is at |east one |ess than

ti code di st ygire 3 depicts an error cosrection system 20, which is included -
in the encoding/decoding system 10 of Figure 1 and Figure 4 is a flow

chart describing the operations of the system 20, which detects and

10 corrects errors in code words retrieved from, for example, a magnetic"
storage device_7. An erasure detector 22 detects erasures in a retrieved
(n-p)-symbol code word and retains in a buffer 24, for each detected

erasure, a pointer to the associated code word symbol location (step 30).

The detector 22 also increments an erasure counter 33 for each detected

15 erasure (step 32). Thus if the circuit detects e erasures, it increments the
erasure counter 33 e-times and formulates and stores e pointers. The

erasure detection circuitry then appends p pointers, which correspond to

. the locations of the p deleted symbols, to these e pointers and

increments the erasure counter 33 to a count of e+ p (step 34).

20 ) Next, a compare circuit 24 compéres the number of erasures, i.e.,
e+p, with _the minimum distance, D = r+1, associated with the (n,k)
code to detcrmine if the code can correct that number of erasures (step
36). If the number of erasures is at least one less than the code distance,
that is, if e+p < D-1, the code can potentially correct the erasures.

25 Otherwise, the code can not correct the erasures and the compare circuit
24 sends an error signal to an error corrector 28. In response to the

error signal, the error corrector 28 labels the code word data symbols as
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that is, if etp < D-l the code can potentlally correct the erasures 25

O herwi se, the code can not correct the erasures and the compare,circuit

24 sends an error signal to an error corrector 28. In response to the

_error signal, the error corrector 28 |l abels the code word data synbols as

“Nam , 12- erroneous and transnits themand the | abel to the requesting
\\~c1rCU|try (not shown) (step 37). If e+p<D-1, the conpare circuit 24

enabl es a syndrone calculator 26, which fills-in the p deleted redundanq.

synbols with s predeterm ned symghs, for exanple, all-zero synbols, to

_'_'produce -an n synbol code word (step 38). ..The syndrome calculator 26 then
mani pul ates the n-synbol code word synbol s using conventi onal techniques
t o produesonedas anddtrenismits sydi! HEheSab é c' for |
= Lr,Lr+,1, Lr+2..... Lr+D-2 where c | 3 EPE&'Q% Qiq“és%n%b&fém the recei ved,

or retrlé‘tfﬁtfh°ﬁm§>(ﬁ‘l§ﬁl37dode is word, Lr is the Iowest root of the
gener at or pol ynom al g(x) and multiplication and summation operations are

Galois Field g ék%sl | n conventi onal, error correctl circuits, the
gener ated syndrones$ are e SOMPTLE GRRCU Hi2deepab lefep smdrgmezeros, which

i ndi cat esalchiitor %9, avkich fxﬂ?—lﬁﬁ'h@ﬁ defere S %ﬁ&%a"‘%?dsygﬁyscﬁé .rtgr correction
S

system 20 may omt this 20 st e code word dwith p>0

er dsur esPrefetemuimod symbots; fm’r&a\tdip]éjhlt—@&d)@nmg 96!fddiife 8npode word which
has p del eted syrrbols which are treated as erasures, 1s-(r-p)/2. 1If an

addltlongj be sures are detected during decod| ng, a maxi num

1 dode Word (step 38). .The syndrome calculator 26 then
manipulates the n-symbol code word symbols using conventlona] .
techniques to produce code word error syndromes S, (step 40):

10 k=n-1
=k_20c'ka'p‘ forj=LrLr+1, Lr+2,....Lr+D-2

where c*, is the k" symbol of the received, or retrieved, n-symbol code
18 word, Lr is the lowest root of the generator polynomial g(x) and
multiplication and summation operations are Galois Field operations.
In conventional_ error correcting circuits, the generated syndromes are -
checked to determine if they are all zeros, which indicates that there are
no errors in the code word. The error correction system 20 may omit this .

20 step if the code word is associated with p>0 erasures.

The number of errors which can be corrected in a code word

which has p deleted symbols, which are treated as p erasures, is (r-p)/2.

If an additional "e" erasures are detected during decoding, a maximum

of [(r-p)-e]/2 errors can be corrected along with the e+p erasures. The

28 syndr_ome calculator next selects a maximum-number of errors, t, to be
cerrected, where 0.; t=<[(D-1)-(e+p))2 (Step 42). The calculator selects

t such that it takes advantage of the error correcting power of the code



. of [(r-p)-e]2 errors can be corrected along with the e+p erasures. The 25
syndronme cal cul dtor next selects a maxi mum nunber of errors, t, to be
cofrected, where O<t<[(D-1)-(e+p)]2 (Step 42). The calcul ator selects t

“such that it takes advantage of the error correcting power of the code

N --- 5. . - wiile, at the sane tine, it keeps to an acceptable

~’value the probability that the error correction circuit will mstakenly
"’r-rect " non-erroneous code word synbols. By "correcting” these
non-erroneous synbols, the error.gprrection circuit may transformthe .

- "received code word into s another code word of the (n, k) code, ‘which - o
i ntroduces into the data an undetectabl e decoding error. The smaller the
sel ect edwhile,t atetheesame itined, it keeps fo hbﬁccéﬁﬁbm.vanquégﬁgbﬁmi@i rcuit wll
make such a mistake. e The error correction circuit 28 receives the
syndr onethatithe evprartdosrectipndeicowit will enisakenly?Gopeet "t ith-errdnebasur e poi nt er s
fromthe erasure 10 detection circuit 23 and corrects errors in the code
word by §seler werd synbpls. aBy Snommectingathesanmar-errantous syanbalsgl the+p) - er asur e
correction procedure (step 44). If the error correction circuit 28 can
| ocat e SHYOT COFFEStIOMLEIrcyuft mAy tramsfiymedhedeceivedcaatedwerddntes, the error
correctionthci rc‘#ot sg\r)a(}s the corrected code word data synbols to the
devi ce (3TtOELCR ithe (pdgurosiee which: introducen dnter ther datararecti on circuit

can not ' correct all of theg errors, it |abels the data synbols as
erroneo _dfﬁ%méter@mla%n%hwwlkﬁém selertedd, thecleselikelytit ng devi ce.
The decqding tﬁgsetneonrqgo%‘ec?%rnr_c?%uitquilltga Eéﬁéfilﬁisgif cted errors

The error correction circuit 28 receives the syndromes S; from the
syndrome calculator 26 and the e+p erasure pointers from the erasure
10 detection circuit 23 and corrects errors in the code word by performing,
in a conventional manner, a t-error and (e+p)-e£asure correction
procedure (step 44). If the error correction circuit 28 can locate and
correct all of the t+e detected errors and erasurés, the error correction
circuit sends the corrected code word data symbols to the device (not
15 shown) which requested them. If the error correction circuit can not '
. correct all of the errors; it labels the data symbols as erroneous and

- sends them along with the label to the requesting device.

. The decoding system can correct up to (r-p-¢)/2 detected errofs
and e erasures in any code word formulated using r-p of the redundancy

20 symbols generated by encoding the data in accordance with the original
(n,k) ECC.. The decoding system need not include separate decoders for
code words containing various numbers of redundan‘lcy symbols. A single "
decoder can thus be used to decode code words associated with pch;,rf'hl

error protection (r redundancy symbols) and code words associated with

25 less powerful error protection (fewer than r redundancy symbals).

o : PRI



ela s " Ca . PP Y S S RO Py

and e erasures in any code mord fornulated u5|ng r-p of the redundancy 20
synbol s generated by encoding the data in accordance with the ori ginal
(n,k) ECC. The decodi ng system need not include separate decoders for code
*words contai ning various nunbers of redundancy synbols. A single decoder
;:Ean t hus be used to decode .code words associated with powerful error
rotection (r redundancy s¥ymbols) and code words associated with. 25 |ess
powerful error protection (fewer than r redundancy synbols). -14- In a
preferred enbodi nent, the synbol s-tjhat are deleted are the last p of the ’
- redundancy synbol s. The system thus fornms a code word- by appending the .
first r-p redundancy synbols to the k data synbols. The system coul d :
decode the cod® aprefetrgd appleodimmentpther geticls fHatede defoteidre the the end of a
received, code. word to fill in the deleted synbols and correcting t errors
and a+p B‘Saﬁﬁfe@edsm@ndan%esumbdal Thecdysteqn ¢lsys foamsdi 86de setdabove.
However, a" preferred decodi ng techni que takes advantage of the cyclic
propert i i BY appepding the Smr-pdedundadcyisonbels tot the kddta spmbods i f the p
del et ed dundancy oIs are taking the 10 pl ace of the p | eading synbols
whi ch arg'% %ﬁén egodlet t8si sogerwierd by appending prpredeteteninedd

congceptu spond Cn,k_CnAl, ..., +27C +1+CP .. p
delnsgt ed. %XOE 9. 5{3&3.93(4 ?e.c?“'iegoc"dﬁ V@Tﬂé@tﬂd&lﬂ;@ deleted synbelshol s synbol s

synbol s gp‘? %ﬁ enerate error syndrones using the (n-p)-synbol ' code
word, and then 1roge eé'gmtsl"i‘é‘ ShB oAU et Ysing cpavertiqnal sechniques,” del et ed

synbol s, 4 re detai owwth reference to 20 Figure 5.
Accor di ngl y % sf!!tu%gé{g%gge% J\[gDW&gerf'ﬂ Pr‘?fé"eﬁ‘ fecoding deehriqueytaksss,
advantage of the cyclic properties of Reed-Solomon codes and decodes .

the code word as if the p deleted redundancy symbols are taking the

10 place of the p leading symbols which are ignored when shortening the

code word. The code word conceptually corresponds to:

P — Ca.15Ca.254+45C Cak13°0+9Cp420Cou1s G
| ..p deleted.. | ....... data........ ..I-p redundancy..... [
1s symbols symbols symbols S e

The system genefates error syndromes using the (n-p)-symbol
code word, and then modifies the syndromes to compensate for the p
deleted symbols, as discussed in more detail below with reference to .
20 Figure 5. Accordingly, the system avoids filling-in the p deleted symbols,
and it can thus begin to calculate the error syndromes as soon as it

receives the last code word symbol, c,.

If the (n,k) ECC used in encoder 12 (Figure 2) is a shortened

version of an (N,K) code, where K=k+1i, a decoder must, when it

25 modifies the error syndromes to compensate for the p-symbol c&cl,i_c
shifting, also take into account the previously deleted i leading code

word symbols, depicted here as i all-zero symbols. The received code

word conceptually corresponds to:



. and it can thus begi
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nto calculate the error syndrones as soon as it
receives the last code word synbol, cp. If the (n,k) ECC used in encoder 12
(Ftgure 2) is a shortened version of an (N, K) code, where K=k+i, a decoder

*must, when it 25 nodifies the error. syndromes to conpensate for the
Do-synbol cyclic shifting, also take into account the previously deleted i
~

“r

eadi ng code word synbols, depicted here as.i all-zero synbols. The

?ei ved code word conceptually corresponds to: 15- ----- 00000. .. 0000 c
 cPcP a-Iffcaac catlff rif p deletgg.. ~eaiddeleted.. | ..... data.......
- r-p redundancy... -synbols ing-zero synbols synbols s: synbols where the

- first non-zero data symbol, which is in location N-i in an N synbol code

word, is shifted to location (N-i)-p when the last p redundancy synbol s
are cyclical | y-shi-tted td00000ai0000s qf,..LE¢ beainnieg ef the N-synbol code
word.  As the nhipisisleted.. delidelated.. | ncidmaes.,. |itpredesddmenge] and | onger for
the error correymbsls ci rcaﬂlm%%r()Fi ovmbob) tosymbplste syndromes, if the
cirtuit conputes them i rfysdoles, or nore and nore conplex the syndrone
calculation circuitry to conpute syndrones, if the circuit is conmputes them
in parallel. If. a maxi numvalue of t+e is specified, a preferred

enbodi menh of the error correcti ng system nodi fies the calcul ated

syndr one¥NEES Ehe Birst nen-aera,da lewhighsis inHgcatien Nrddnd@inoN- t he val ue p,
such t hagyx%pue)?ecos engyro?' ) is %Bffrtgg pt%nfiocta?igx%/??\{-?)rr?)s\lvhen the last p

redundancy symbols are cyclically shifted to locations at the beginniné of
.) the N-symbol code word.

As the number of deletions increases, it takes longer and longer
for the error correction circuit 28 (Figure 3) to compute syndromes, if
the circuit computes them in series, or more and more complex the
syndrome calculation circuitry to compute syndromes, if the circuit

15 computes them in parallel. If a maximum value of t+e is specified, a
preferred embodiment of the error correcfing system modifies the
calculated syndromes based on the number of deletions, that is, based on
the value p, sﬁch that these syndromes correspond to syndromes

. calculated for a code word of an (n-p,k) punctured code, as discussed.in :

20 more detail below with reference to Figure 5. The system then need
only compute polynomials of degree t+e, instead of degree t+e+i:,
which saves in decoding time.

The system uses the modified syndromes and a t-error and e-
erasure decoding procedure to determine t+e error values and t error

25 locations for the (n-p)-symbol code word. Since the system earlier -
compensated for the p deleted redundancy symbols by modifying the
syndromes, the system can now ignore these symbols. The system must,

however, modify the t+e calculated error values, to conform them to the

P O A TSV S PRV LAY P



cal cul ated for a code word of an (n-p,k) punctured code, as discussed in Zo
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more detail below with reference to Figure 5. The systemthen need only
conput e pol ynomi al s of degree t+e, instead of degree t+e+p, which saves in

“decoding tine. The system uses the nodified syndromes and a t-error and e-
\}r asure decodi ng procedure to determne t+e error values and t error 25

ocations for the (n-p)-synbol code word. Since the systemearlier
conpensated for the p del eted redundancy synbols by nodifying the .
syndronmes, the system can now i gnong .t hese synbols. The system nust, ;

- however, nodify the t+e cal culated error values, to-conformthemto the

nM.~d -16 cyclically shifted code word, as di scussed below with

ref er enceydlizally ghifted codeanstddas Histi@abelEh ittty L EERA kO COrrecting
errors in a code word wusing a t-error and e-érasure dec ng procedure.
After thédamddl.asures 5 are detected by erasure detector 22 and the count
e+tp is conpared with the code distance D by conpare circuit 24, a syndrone

cal cul at or 52 Figrest depiets a systemcS0/ fott ddrettingBersts if WSS Bord: . | =L,

Lr+1.... Lr+D- 2. The syndrones can be represented by a polynom al S(x),
S(X) = SPFIDg astrerTgr angderepasure decaditg-protcothite 1 QAftbE 08 @ ridiirds | ocat i ons
correspondi to the p deleted synbols can be represented by a pol ynom al

U(xy) = 131€ gftected byperasure deteetag@2panditiectount 28 i dredlenitins: U(x) =
(a"'"x + é{éa"-Zgﬁ 1).. .gaTx + 1), where the p delete synbols are shifted
to the | fodsdistance B} by comparisl eirauit 24, a syndrome calculator 52
determines in a conventional manner syndromes S, j=Lr, Lr+l,...Lr+'D-
2. The syndromes can be represented by a polynomial S(x),- o .
S(x) =S, + SLx + S X + . + S, X

10 The code word locations corresponding to the p delefed symbols can be

represented by a polynomial U(x) = 1 + Ux + Ux® + ...+ U, which
can be rewritten as:
Ux) = (a@™x + 1)(@"x + 1)...(@"x + 1), where the p deleted

symbols are shifted to the locations set forth in table 1:

15

position of unshifted .. )
redundancy symbol POSIUC;I;’H?{) lenfted
1 -p 8
| n-p+1
" ' 2 n-p+2
h n-p+h
P- 1 n-p+ 1..-= n-1
s TABLE 1 pr(p-1) .

The modified syndromes, S (x), are then:

S'(x) = Sx)U(x).



e et e WA e € e 28 A P A e LS AR AN B BT 1 70 SR BN H I B SIS S P i ORI 1 0 NI DI b 4 S B e T e T R W

is position of unshifted position of shifted redundancy synbol synbol O
n-p 1n-p+,1 20 2 n-p+2 h n-p+h P-1 n-p+(p-1) = n-1 25 TABLE 1 The
* nodified syndromes, S| (x), are then: S, (x) = S(x)Ux). -17- If the
*(n,k) code is a shortened version of an (N, K) code, U X) becones s Ux) +
N1)(aN-''x + 1)...(aN-Px + 1). S U X) may be pre-calculated for various
—~‘val ues of p and stored in the syndrone calculator or iteratively
dgger mi ned for each code word, as discussed below with reference to
Fi'Qures 6 and 7. I1LO The |owest pjpernms of the nodified syndrone equation
- ~.can be. ignored, since these termns. relate to the p-deleted redundancy - -
"synbols and the remaining terns are what is required to solve for the
error values and error locations. The.error corrector circuit 54 then uses
the 5 remaining nodi fied syndrones and.the pointers to the e detected is
erasure locations to determne up tot.error locations "ei" and t+e error
val ues "ev. " If the (n,k) code is a shortened version of an (N,K) code, U(X)

becomes
s U(x) = (" + 1)@ + 1)...(a"k + 1).

U(X) may be pre-calculated for vaﬁous values of p and stored in
the syndrome calculator or iteratively deteﬁnined for each code word, as
discussed below with reference to Figures § and 7. |

: !
10 The lowest p terms of the modified syndrome equation can be -

ignored, since these terms relate to the p deleted redundancy symbols
and the remaining terms are what is required to solve for the error
values and efror_lowtions. The error corrector circuit 54 then uses the |
. remaining modified syndromes and the pointers to the e detected

1s erasure locations to determine up to t error locations "ei” and t+e error

values "ev."

Since p may be selected as any value between 0 and r-2, U(x) is
not a constant. Figures 6 and 8 are flow charts which depict,
respectively, the operations of the syndrome calculator 52 of Figure 5 in

20 modifying the syndromes S, iteratively and in modifying the syndromes in
parallel.
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Since p

may be seI ect ed as any val ue between 0 and r-2 U(x) i

constant. Figures 6 and 8 are flow charts which depict, respe

syndronmes S; iteratively and in nodifying the syndrones in pa

Refern

to ¢

count t

i ncrenme

" (step: 6
, Lr

ng now to Figure 6, the calculator 52 initializes an in
= 0 (step 54). It then increments the count by 1 and conp
o p (steps 56-58). If the count ¢ is less than p, the ¢
nts Lr by 1 and decrenents Bby 1 (step 60) It then up
2) the syndrones to: S, S0 an + S, .Lr-+ (D-2),

If the (n,k) codeis a shortened verS|on of an (N, K) ¢

value Nis usBd:fermuglmet@Fx%?re-@‘ﬁ]&alEﬁ'ﬂa%rofz ﬂﬂﬁhﬁ? =S Orﬁﬂgﬁtﬂi

by 1 an
1, decr
calcula
i ndi cat
has bee
t he nodi
The err
ina co
pr ocedu
correct

10

20

d conpares it 10 wt p, the ca

PRS0 D B (Stegri). dpd&txeﬁ;ctaﬁeﬁtx rtﬁé eBEst by 1 SR %anéa?rgss

tor repeats t hese oper at lons until the count ¢
Ctqramt ta g (stafisf36eSB). slintie dmt €G5 148 rtaaﬂ ﬁN'tBE' cd]caf

S not a
ctively, the

- operations of the syndrone calculator 52 of Figure 5 in 20 nodifying the

rallel. -18-
ternal count

ares the

al cul at or .

dates s

Lr + (D-2)-
ode, the

t he count
ments Lr by

The
p, which
Word whi ch

1,

c

n punctured by the deletion of p symbols. The ca a{or t hen sends

i PcermentsdL sy, dranrk decremérets 0 ibyr 1 QQE?ngorItCﬂh@ﬁ nelgda':}és
o) O‘ﬁ) gtor circuit 54 uses the nodi syndro

84 SyRarestestol ng a t-error and e-erasure error
re, up tot error locations and t+e error values. The

or circuit rrust t hen manlpulate t he error val ues to
Céj é] —Lr+(D2) Lr + (D-2)-1, ..

If the (n,k) code is a shortened version of an (N,K) code, the

value N is used in place of n.

The calculator again increments the count ¢ by 1 and compares it
with p. If c<p, the calculator increments Lr by 1, decrements Dby 1 and
updates the syndromes (steps 60-62). The calculator repeats these
operations until the count ¢ exceeds p, which indicates that the modified

syndromes correspond with a code word which has been punctured by

(step 64).
det er m ne,

correction

error

the deletion of p symbols. The calculator then sends the modified

syndromes to the error corrector circuit 54 (step 64).

The error corrector circuit 54 uses the modified syndromes to
determme in a conventional manner using a t-error and e-erasure error
correctlon procedure, up to t error locations and t+e error values. The
error corrector circuit must then manipulate the error values to
compensate for the p-location cyclic shifting of the code word symbols.

Accordingly, the error corrector circuit produces for each error value
?

. ev, determined using the modified syndromes an actual error value, "av:"
. . ’ )

av = ev/f
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20 conpensate for the p-location cyclic shifting of the code word synbol s.
Accordingly, the error corrector circuit produces for each error val ue,
+ ev, determ ned using the nodified syndrones an actual error value, "av:"
-av = ev/f ..nmow..-:J:,..s..X. .~ .. .v .J... Y...u, t.Yt.---0i-...... -
g:)./.. o T ST T S SR
Ao 1 where f = Ula~), ei is the error or erasure |ocation associated with
’ tg; error value and, as discussed above, U(x) =1 + Ux + Ux2 + ... +
URr. Thus f = (a''' + 1)(a-24+ 119;?(3”*" + 1), with the value N being
...used- for. n if . the-(n;k) code is a shortened version of the (N K) code. s
" The polynonial f may be deternined iteratively or in parallel. Figure 7 is

ot or Shtitte Pl XAGIPE! Btk of Bl Mcaligh REUBRLUG e >4 11

determning the potynomal iterativ ~drscussed DeElow, is a
fl ow chaéﬁoﬁﬁrald&aﬁm%ftﬁt&@&dfﬁbdv@eltgﬁ Q.-&bcél’_gf,g%-' 2 QG ,x54 I n

deternining the polynom al in paral etermine”f it'eratively, the

error coThasfi=ofati™r¢ui){aS2 + i) (42249, Withdhd valtk N 6&net , to 0 (step
66). The correc?i on ci r)guit izcgemants?'t he count byN1 ?%2el|loseg8), conpar es

t he counfortwifith¢ $had) cédy is @Bkbriténddersionivf the (NEKy cbéi@n or equal to p, the
correction circuit nultiplies f by (a"'" + 1) "and” produces an updated f

(step 72). The is error correction circuit again increments the count c by
1, sconpares i {Thenpolynpnriablf nfayt be decermiined ik@asivenadr oh wRadfiel.to p, it
again multiplies f by. (a 0d + 1), and so forth. Wen the count exceeds p,
t he corrEurer isca flow chait of dles operatipnt dfahprereiceortrbetios sheuat ed act ual
eLr or vg‘re, av, Wwhich corresponds to the synmbol in location ei (step 74).
‘The B detarmisingotheqpalyndmial iterativedy.y Fegurei§)elisdussechbelesw, error

1s a flow chart of the operations of the error correction circuit 54 in

determining the polynomial in parallel.

10 To determine f iteratively, the error correction circuit 54
initializes f to 1 and a count, c, to 0 (step 66). The correction circuit
increments the count by 1 (Step 68), compa»res the count to p (Step 70)
and if the count is less than or equal to p, the correction circuit
multiplies f by (" + 1) and prodﬁces an updated f (step 72). The ,

15 erTor correction circuit again increments the count c by 1, compares it

. with p and if the count is less than or equal to p, it again ﬁmltiplies fby
| (a'“' + 1), and so forth. When the count exceeds p, the correction
circuit divides ev by f to produce the associated actual error value, a§,

which corresponds to the symbol in location ei (step 74).

20 The error correction circuit ultimately coh:bines the actual error
value, av, with the code word symbol in location ei and corrects ihe _
symbol (step 76). The wﬁecﬁon circuit hxay correct each endr as 'soon
as the appropriate actual error value is determined, or it may store the
actual error values and combine them with the corresponding code word

25 symbols in one operation.



e

value, av, with the code word synbol in |location ei and corrects the
(step 76). The correction circuit may correct each error as soon
the appropriate actual error value is determned, or it nmay store the
error values and conbi ne* themw th the correspondi ng code word 23

synbol

- actual

“\synbol s in one operation.

-20- Figure 8 depicts the operation of the

as

—~"syndrone cal cul ator 52 (Figure 5) which nodifies the error syndrones Sl in
one step by pre- calculating Ux) and updating the syndronmes to S1 = Sl-R
+ SIP+1UPL , + ... + S1.1U1 + S, '26 Lr + (D-2),...,Lr + p. s

- calculator ‘includes either .a menor§ for -storing the
coefficients of Ux) for all

The cal

appr opr i Figucedf) fwikichnhediffest iR Of:8s

S, =S

val ues,
determ

with reference to Figure 6 above,
U(x) for the

cul ator then nodifies the sy yin

possi bl e values of p, or a circuit

cal cul ates t hFigwef §iddpeissthef oﬂ@dﬁﬁéfﬁ@%@%ﬁ#uﬁ?\éﬁh&qa%%gg

The syndro

val.ues for the

whi ch
step 78).
by the

%gﬂ&ﬂo%&ds.m s
.PUP+ S -(p-,) UPP1 +... +SI., U + S,.n%'%gglg)ll)t m then wuses

t hese noedltulating)lick) amduptdatingtthe sjndtofics@6 | ocations, ei, and
ev, in a conventional manner. Once the error values, ev, are

ned, the systemnodifies themto correspond with the shifted code
word. | tStTius-¥ thée.Urerat.i veSyUj, & 8pdi fieq +Ha er(mp)yvalyesp as di scussed

error

| ected p
| ocati on, ei :ﬁchsn@ caleulagoring]udes eithand memeryforesoting ther r espondi ng

act ual

10

erfioL, yal ue, s 20 : . '
values lor the coefficients of U(x) for all possible values of p, or a circuit

which calculates the coefficients of U(X) for a selected value of p (step
78). The calculator then modifies the syndromes by multiplying them by
the appropriate coefficients of the precalculated U(X) (step 80) to
produce: S, = S,, U, + S, @y Uni + .. + 8, U, + S, The system then
uses these modified syndromes to determine error locations, ei, and

error values, ev, in a conventional manner.

Once the error values, ev, are determined, the system modifies

them to correspond with the shifted code word. It thus either iteratively '

modifies the error values, as discussed with reference to Figure 6 above,

or it uses the precalculated polynomial U(x) for the selected p and

calculates for each detected error and erasure location, ei:
f=Una™ +..+ Ua“+ Ua® + 1

and determines the corresponding actual error value, av:

av = ev/f

reL0 10 produce:

or it uses the precal cul ated pol ynom al
and cal cul ates for each detected error and erasure



-av = ev/f s -21 The error correctlon CII‘CUIt 54 then corrects the error -
at location, ei by conbining the actual error value with the code word
syfrbol,. as discussed above with reference to Figure 6. In sunmmary, the
error correction system encodes 2And decodes s data in accordance with a
sel ect abl e nunber of redundancy synbols, which affords data sel ectable

Al evel s of ror protection. The systemuses a single encoder to produce
c?e wor ds FEPﬁlcﬁg'CEU@mCHCyglrﬁﬁoﬂmn aorrbcts thiecdreot atllovatioar of redundancy

nbol sbbet vveﬁ aﬂg ynbols. Simlarly, the systemuses a single
‘decod& WFUR mryveluseulthuthe coddevewt signbok asor rect in -each -

code 0_an ri ate nunber of errors, where the nunber of

errors #ﬂg@a%q?vgaﬂgﬁ)g%ﬂgech todngurep.t ot he sel_ect ed nunber of redundancy

synbols. In the preferred enbodi nent, the systemdeletes the last p of t he
p is the sel ected nunber of redundancy -

gsgggﬁgn?grﬁggmir']%&’m%%dgrgfr‘#é&"@rq’&n ystem @encedes apdideqades and produces
Codb. SAHEP acEOANE It el BeloBid piindei ol Tevondgnmnmembeint od (n
The p oo Lo RRE PR AR, S48 Ehespemones 20 0
Yhar o€ e Qs BTROAARE Eoq Lokl f dal Hob oAl BY ucing o
- er v oeleancl nahBONbE rEAGhAShEP Yy MRIERUESLP XIgha MTyIgyglL O |ocations
. Similarly, the system uses a single decoder to decode the variously sized o
10 code words and correct in each code word up to an appropriate number

of errors, where the number of errors for each code word is related to

the selected number of redundancy symbols.

In the preferred embodiment, the system deletes the last p of the
redundancy symbols, where r-p is the selected number of redundancy
1s symbols for an (r-p)/2 desired error correction capability, and produces
(n-p)-symbol code words of an (n-p,k) punctured code. It later decodes

the code words as if the p deleted symbols are the symbols deleted in |
' shortening the.code word and produces error syndromes without ﬁllmg-
' in the p deleted symbols. It then modifies the error syndromes
20 appropriately to compensate for the p deleted symbols. Using these
' error syndromes, the system corrects up to t errors and e erasures using a
t-error and e-erasure correction procedure to deterrnine error Jocations
and error and erasure values. It then modifies the error values to
compensate for the p-symbol cyclic shifting of code word symbols
25 attributable to the treatment of the deleted redundancy symbols as the p

leading symbols which are deleted in the shortening of the code word.

rer el wviesidu Jeslalilosinaal ot on
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and error and erasure values. It then nodifies the error values to
conpensate for the p-synbol cyclic shifting of code word symbols u
attributable to the treatnent of the del eted redundancy synbols as the p
| eadi ng synbols which are deleted in the shortening of the code word. 22
The foregoing description has been limted to specific enbodi nents of the
invention. It will be apparent, however:Z that variations and nodifications
may be made to the invention, with the é%tainnent of sone or 5 all of i‘i
~advantages. It will of course. be appreciated that in a practical
“enbodi nent -t he er mie caEy i S { b il _typically.,be -
enbodi ed i n hardwar.e or ﬁémﬁ% vyﬁﬁ?nﬁg&?d{ cg%p%\{'egre%%/st Jrﬂutr%/di st%0 be
under st ood t KRS HC i 18NS eRfs e a igvmnitieon syst @m i widblpdsat i ng
such an err appeararast iMwesiat, Bhakh & o&1il¥i Y 86 I S84 Ao ngper a0 &
to ensure daga h\%{d%grt'oté w t.hin the conputer @ system vihet her— That tais
stored on any sORC o C15 fadiaRt 108t Madih dheoridra inpentofots tanmereoxlevi ce,
or stéred i aldawdormtac eebmmragezad-only nenory, or is sinply stored
Wi thin the conputer's operating nmenory. The error correction system can
al so be used to ensure_data ingetrity where the data in question is being
sent down 20 a |i A& Widd eXamphesehke apireeeiatoed adiatecin on prsitarad s used

to ensure daeabolie@hit! Yehd @8 OLE COIBY 8L stS &M cribed will

typically be embodied in hardware or software within a

10 computer system. It is to be understood that the
invention extends to a computer system incorporating such .
an error correction system. The error correction system

may operate to ensure data integrity within the computer
system, whether that data is stored on any sort of
15 magnetic, optical or other type of storage device, or
stored in random access or read-only memory, or is simply
stored within the computer’s operating memory. The
error correction system can also be used to ensure data
ingetrity where the data in question is being sent down
20 a line, for example where the error correction system is

used to ensure data integrity in a networked computer
system.
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) --- -23 CLAINB 1. An err.or correctlon system the
systemincluding: A an encoder for encoding k data synbols in accordance

* wWith s a distance D (n, k) Reed-Sol onon error correction code and
‘produci ng r=n-k redundancy synbols; B. selection neans for selecting an

-~error correction level, the selection neans setting an associ ated val ue p,

v 0-_<p<_r-2; C neans for deleting p of the—r—+edundancy synbols; and 10
Dglscode word neans for forming an (n-p)-synbol- code word, the code word
nmeans appendi ng r-p redundancy sy s to the k data synbols 2. The error
correction. systemof claim1, wherern. the systen1further is includes:” E -
erasure detecting means for detecting e erasures in a code—word, ezO; F.
means for filling with predeternidig nbol s the code word Tocations
corresponding to the p deleted re&o cy 20 synbols and produci ng an
n-synbol code word; G a syndrone cal culator for calculating error
syndrones for - the n-synbol code word; H conpare neans for conparing e+p
and D, tmmW%mﬁsﬁéﬁ;m@@S@n%a@amg gnal "if e+p > D-1; and 25 L
error correction nmeans for mani pul ating the error syndrones

A.  an encoder for encoding k data symbols in accordance with

s a distance D (n,k) Reed-Solomon error correction code and
~ producing r=n-k redundancy symbols; -
B. selection means for -s'.electing an error correction leve],'thé
‘ - selection means setting an associated value p, 0 < p < r-2;
C.  means for deleting p of the r redundancy symbols; and
10 D. - code word means for forming an (n-p)-symbol code word,.
the code word means appending r-p redundancy symbols to
- the k data symbols.

2. The error correction system of claim 1, wherein the system further
15 ‘includes:
E. erasure detecting means for detecting e erasures in a code
. word, e = 0;
| ~ F. meas for filling with predetermined symbols the code word
| locations corresponding to the p deleted redundanéy
20 symbols and producing an n-symbol code word;
G. asyndrome calculator for calculating error syndromes for
the n-symbol code word;
H. compare means for comparing e+p ﬁnd D, the compare
means asserting an error signal if 'e+p > D-1; and
28 L error correction means for manipulating the error syndromes

to determine error locations and associated error values and
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‘to deternine error locations and associated error values and C), | I

correcting errors and erasures in the code word by conbining the error
values with the code word synbols in the associated-efrror—locations, if .
t he conpare neans has not asserted the error signal, the error gorrection

( )maans s responding to an asserted error signal by |abeling the de word

dat a* as erroneous and refraining frommanipulating the error syndrones.
3. The error correction systemof claim1, wherein the nmeans for 10 ‘
deleting p of the r redundancy synhols deletes the p Ieast significant

" redundancy synbols. 4. The error. cOffection systemof claim3; wherein the

systemfurther includes: is E. erasure detecting nmeans for detecting e

erasures in a COd@Oﬁ@ét‘i'ngeeﬁorQmx%%eetrﬁ_@ﬁ%'g ¢n % teeéggggg%&gpﬁyf ormul ati ng

for each detected error a pointer € associ ate synbol

ocation; F. a syedmbikingahel:itbahfl vidl o 040Gk SHnRisdh oS, S()

20 for the n-synbol code word, the syndrone cal cul at or ying the

syndromes by nul t the gssogiatéd emdy 1ecativky# e 8bmphare nﬁ%ﬁ?%h?{n%@ with the p

del eted synbols; G conpare neans for conparing e+p an e conpare
means asserting amssented thiegeptor §igahd, thdetroPBErrtibn $heQhs COT rection

means for correcting errors and erasures in
s responding to an asserted error signal by labeling the code
word data as erroneous and refraining from manipulating

the error syndromes. -

3. The error correction system of claim 1, wherein the means for

10 deleting p of the r redundancy symbols deletes the p least significant
redundancy symbols.

4. The error correction system of claim 3, wherein the system further

includes:
15 E. erasure detecting means for detecting e erasures in a code .
word, e = 0, the erasure detecting means formulating for
each detected error a pointer to the associated §ode word .
symbol location;

F. a syndrome calculator for calculating error syndromes, S(i)
20 for the n-symBol code word, the syndrome calculator
modifying the syndromes by multiplying them by a
polynomial U(x) associated with the p deleted symbols;
G. compare means for comparing e+p and D, the compare
‘means asserting an error signal if e+p > D-1; and
25 H. error correction means for correcting errors and erasures in

the code word, the error correction means including -
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t he code word, the error correctlon nmeans |nclud|ng -25_ I . means for
mani pul ating the error syndrones to deternmne error |ocations and error
* values, ev, associated with the error |locations and the erasure pointers;
s ii. error value nodifying nmeans for nodifying the-error—values, the
~ ~error value nodifying neans * deternining an tual error value, av,
Jassoti at ed with an error -value, ev, by detgimning av= ev/f 10 mhere fis

U@w and ei is the location. of a detected V . __error_or a detected
erdsure; and iii. correction neans,dor correcting the errors and .erasures

- by conbi ni ng the actual. error. val ues, -av, . wth-associated code word -
symbol s. 5. The error correction: system of claim4, wherein the syndrone

cal cul ator incl udesi.synsieams fopdhhiipia g Nthe éxk}%rss\gﬂﬁwﬁﬁsnﬁfj' fying means
including: i. a counter for countlng |ter tions hé counter being 20
initialized to ¢=0; ii.detansinkeotrropIpoaiiods @dhd efrd valuks, gv, ii1. means

for increnenting_ an |ndex Lr to Lr+1, where Is is initialized to the
val ue of the | owest rooasso{:xatédaw:/t.l(thel@rmt)d&ahgﬁlahatm@ grakyreonial, if c <

p; 25 iv. neans for decrenenting an index Dto D-1,. where Dis
pointers;
s ~ii.  error value modifying means for modifying the error
values, the error value modifying means

determining an actual error value, av, associated

. with an error value, ev, by determining
av=ev/f
10 : where f is U(of) and ei is the location of a detected |

error or a detected erasure; and
iii.  correction means for correcting the errors and
. erasures by combining.the actual error values, av,
with associated code word symbols.
15 |
5. The error correction system of claim 4, wherein the syndfo'me
. calculator includes syndrome modifying meaxns, the syndrome modifying
' means including:
i. @ counter for counting iterations, the counter being
w0 initialized to c=0;
ii. . means for comparing the count c to P;

iii. means for incrementing an index Lr to Lr+1, where Lr is
initialized to the value of the lowest root of the (n,k) code
generator polynomial, ifc < p; |

2s iv.  means for decrementing an index D to D-1, where D is

initialized to the distance of the (n,k) code

V. means for updating the syndromes to



initialized to the distance of the (n,k) code v. neans for updating the
syndrones to 9 -26S,, + S, for | = Lr+(D2), Lr+(D2)-1, ... , Lr. vi.
t he syndrone cal cul ator increnmenting the counter ¢ for s each iteration
“and updating the syndromes for each new value of Lr and D, until c exceeds
) 6. The error correction systemof claims5, Lmherein the error val ue
A nndlfylng nmeans includes: 10 i. an iteration €ounter initialized to c=0;
ii. means for conparing c to p; ii. an f calculator-initialized to f= 1,
the f calculator updating f for eagn iteration in which c <_p, to f=f
(a #1), where "*" represents Galois Field nultiplication; is the error
val ue nodi fyi ng neans increnenting the counter by 1 for a next iteration.
7. The error correctlon system of claim4, wherein the syndronme cal cul ator

*

i ncl udes syndrgQme nodi fyi ng neans, the syndrone nodi fying 20 neans
including: i. Seamns.afort Salforl at Lpg (0k29) (Ij_%)a pval yg. of p selected by the
sel ecting neans; ii. neans for updatl ng the ‘'syndrongs to 23 S, = SI.PUP +
Sj.P.lUI}1+...+SI.1U1+SI for I =Lr+(D2), ... , Lr + p.

vi.  the syndrome calculator incrementing the counter c for

each iteration and updating the syndromes for each new

value of Lr and D, until ¢ exceeds p-

6. The error correction system of claim 5, wherein the error value .
modifying means includes:
10 i aniteration counter initialized to c=0;
i. means for comparing c to p;
ii.  an f calculator initialized to f= 1, the f calculator updating f
for each iteration in which ¢ < p, to f=f* (@" " +1), where

Nk

represents Galois Field multiplication;

15 ifyi i
the error value modifying means Incrementing the counter by 1

for a next iteration,

7. The error correction system of claim 4, wherein the syndrome

mlculator includes syndrome modxfymg means, the syndrome modifying
20 means including:

i means for calculating U(x) for the value of p selected by the
selecting means;

L.  means for updating the syndromes to

28 S =S,U, + StpUpy + oo + S.U, + S, forI = Lr+(D;2), ,Lr+ p.



