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PROGRAMMABLE REID TRANSPONDER TECHNICAL FIELD 5
[0001]The present invention relates to radio frequency transponders, and
more particularly, to reprogrammable radio frequency transponders, and
to@ deviceehat comprises a radio frequency transponder Bt Epapiese4sl
operative in invoking self-programming of data stored in the radio
frequency transponder, 10 BACKGROUND [0002]Generally, radio

frequency |dent|f|cat|on Wﬁ\éﬁfﬁ% | N am@g (also
referred to as ar’RF dg%r tag’}ib g an rea erl'? or mterrogaﬁj[({){r

which may be communicably coupled to a host computer. 15The reader,
which may be configured either as a handheld or a fixed-mount device,
includes a transceiver that transpitgap glegtEemagnetic interrogation or
activation signal for detection by transponders, and that receives signals
trasmitted by RFID tags (e.g., usually in resTonse to the activation
signal). Haah RFID tfespomdevstive selativiocaifdieazmenti@gonders.
'de”t'f'C%M@@&)«%Q@HQ/@rrgﬂag{ammwayq@@wwmweaﬁhlfry the
reader or mtelgao ator wk eesnat}[t‘%l K’grg qrer IS Iodc 5%9&9%%;%&999[}5"0 the

reader to*S¥SECTA comgélser S activat on More specifically, the
reader reigepisg &hﬁ’%@@ﬂ’@%ﬂﬁﬁﬁ@i?ﬂr%&ﬁéﬁ‘ﬁﬁ&%?'&éfg‘esﬁﬁwéd in
thedag, and may pass this information to the host computer for
processing. In various applicationg, skefkaspremises or equipment
access control, RFID tags are interated with or otherwise incorporate a

biometric, §§Org?or to e@&ggg §hggg1§eaﬂl@y§§&d§i&9t89§&§ﬁ sﬂih%lude

authorize er to whom the tag was issue 0003 De en the
applicatich R arragpsnality ?%Eegé%@r‘im(gl: aé‘m&‘ory used in
the tag), crater stonemgathewalghrmaqu'@awnmwy wrﬁméed to a host computer.

15 The reader, which may be configured either as a handheld or a fixed-mount
device, includes a transceiver that transmits an electromagnetic interrogation or
activation signal for detection by transponders, and that receives signals
transmitted by RFID tags (e.g., usually in response to the activation signal).
Each RFID transponder stores unique information (e.g., an identification code)

20 and/or other data that may be wirelessly read by the reader or interrogator when
the transponder is located close enough to the reader to detect the reader’s
activation signal. More specifically, the reader receives and decodes unique
information and/or data encoded in the tag, and may pass this information to the
host computer for processing. In various applications, such as premises or

25 equipment access control, RFID tags are integrated with or otherwise
incorporate a biometric sensor to ensure that the RFID tag is in possession of
the authorized user to whom the tag was issued.

{0003] Depending on the application and corresponding tag design (e.g.,
type of memory used in the tag), data stored in the tag may be read-only, write

39 once read many (WORM), or read/write. Read-only tags typically are
programmed by a manufacturer or distributor with a unique identifier, which in
various applications identifies an item to which the tag is attached. WORM and

read/write tags provide for field or user programmability of the unique



30once read many (WORM), or read/write. Read-only tags typically are
programmed by a manufacturer or distributor with a unique identifier,
which in various applications identifies an item to which the tag is
attached. WORM and read/write tags provide for field or user
pYegratdAidlsility of the unique information (e.g., identifica{)i8?‘7)”21%}&’7/3?6481
other data stored in the tag. For example, WORM tags are typically used
to allow for the unique information to be programmed into the tag by an

OEM cusiomer, aN-EnduSle. o6, IAGISiUbular FAMRIbAR bofhe tag

Q] Ce B
manufactirer: Readhirie tags further allow 5the user to ch; nge data
n atio

(e.g., writsahite TOARM (a8 AROPEIEALN BHE RN ESRTST PERRIE B AR
data storgdbingtheradytahictaghaynseEisefbireapptichtiohs'dueh as those
\év)t‘ ;éﬁégggg%l%{ﬁéﬁgrféﬂﬁm? %é%ﬁ@ﬂ&[@&ﬂﬁ_ &es{eadtmnsﬁgﬂ Qither allow

y the associated item or device (e.q., wark-in-pro or
maintendPtEFr SRS %%38%1%’1? h o?ré’ggﬁénmgféﬁ%?%@é #?&1 tag is
10programwriedraneAdniractonthi Aifdreh mhirore By A BaekHsaons
programmgk {E¢hser @ Bde tliner rogadas). iuildiAA RYCEEs PHENENTION

[0004)Varigus emAQIimEnts: AL dNe.PEPIEAL RVEN AR RIGVida pethods

1 GX% "
5and apparatusesfor a device comprising g radiq frec&zjgﬁcyéhtrtanslg)onder

to selectipaiyarmslethiadtansRisrh BEUTRYLY (48T By St ttively
programmingsihesinicquevientificmdtoradtinfitlié raeiefiai ermgypmmer
trans_,pon@% Additionally.:ygrious embodiments of the present invention
provide methods and apparatuses for a device comprising a radio

frequency transponder having 20an antenna to%o;%c‘) ram data stored in the
transponder by generating M A&M 4L 1§ FdNY upled to the

antenna.
[0004] Various embodiments of the present invention provide methods

15 and apparatuses for a device comprising a radio frequency transponder to
selectively enable the transmission of a unique identifier by selectively
programming the unique identifier stored in the radio frequency transponder.
Additionally, various embodiments of the present invention provide methods
and apparatuses for a device comprising a radio frequency transponder having

20 an antenna to program data stored in the transponder by generating a signal that
is reactively coupled to the antenna.

[0005] In accordance with some embodimenfs of the present invention,
aradio frequency identification unit, comprises a memory that stores data for
transmission by the radio frequency identification unit; an antenna that is

25 operative in transmitting a signal comprising at least a portion of the data; and
programming circuitry included within the radio frequency identification unit
and that is operative in selectively programming a value of the data for
transmission by the radio frequency identification unit. The programming
circuitry may selectively program the value according to a unique identifier

30 associated with the radio frequency identification unit. Additionally, the
programming of the unique identifier may be conditioned upon biometric

authentication of a user by the radio frequency identification unit.



[0005]In accordance with some embodiments of the present invention, a
radio frequency identification unit, comprises a memory that stores data
for transmission by the radio frequency identification unit; an antenna that
is operative in transmitting a signal comprising at least a porti
FR2BAd’A¥ogramming circuitry included within the radio ﬁceraj%gzng@p‘%m
identification unit and that is operative in selectively programming a value
of the data for transmission by the radio frequency identification unit. The
programpying, circultly may, seiReiveivPiROrRmhR Nelieaccogiidite a
unique identifier 30 associated with the ra I0 frequency |dent|f|calt| n unit.
Additionémyfom@rm@gﬂéﬁ*{ﬁ%ﬁ*ﬁ@%‘?ﬁtﬁ@%ﬁ?ﬁat?é‘i‘&@rﬁﬁf‘%?fﬁ‘}%{’y%es‘é‘é%c‘ﬁ%fo‘%ed
upon biometrie puthenticatiomefa. USeniiaibe thaditeireaurreyponfigured

identificagion unit; W28 3 TR0 PRIAHSR005/0564 8k 00061k o
various embodiments thegfprogra&rrthmti r crigclyit%lls g}lggarla}gig e}ﬂive in
programfR EEUAES 6 e Hata By providing a programming signal that
is reactivélyimotipsdetentianiedig. For instance, the antenna may be
configurggoas a windingdniduciively eolspiedtodamprogriahammenvinding
that is caupled(0,the prPOraIig iU SHEN Rl b iparamming
signal is operative in driving t %‘%o_ﬁrammmg winding. OOO?J{%W]
accordartCawRiies ¢ & Eears RIEHEETSR RO BrRLE SUMVERHSS ' ethod
of gontroflisgdlatintradsmistedstoyedim REDaNi thatadorfipgisesya radio
frequencyidentificatian sansneosersamnLisesselesthalyy ipmgramming
a data value stored in a rﬂ%@g% f.th rad(io g‘r encyei)ggggf{g%@q&m

. 0
transpond&OSHE BRI DmMIng g?r?énpeé’} %r%eog%%e\éllcrcunry disposed

within thefRFID thitdindrsrese KeeHicaion gavradxasraaing tienED
unit; and thehadienfre guenny idartific Rkintfitsins pangerigetherating a signal
for, ransmission by, e radie frequgpeidRatfication tanseepday dhe
signal 1500n%prls%ng the data value. In s,omi |m%$m§gﬁ1ﬂ$ns,tthe data
value maSPKEieBT RSB BIGHHENRY SLtnEHTeAtion of & tser by the
RF1D unitddtsisinaliycoragieyntitidely vahe aathosalelid peespireds thalid
access cgggrgm{@imgmfm%mtm%f%@iwed@deEmnimdn
time period. Upon expiration of the predetermined {fi ' ta
value ma?/gg‘é ‘%Foat?arﬁl}%%;tgn v?/ﬁﬁng?i % i%\%;l id acc s%%%gregg[%%%%]]%n%
acedrdanealifigseparieds embodiments of the present

[0008] In accordance with various embodiments of the present
invention, a radio frequency identification unit comprises a memory that stores
data for transmission by the radio frequency identification unit; an antenna that
is operative in transmitting a signal comprising at least a portion of the data; and

25 programming circuitry included within the radio frequency identification unit
and that is operative in generating a programming signal, wherein the
programming signal is reactively coupled to the antenna and operative in
programming the data for transmission in memory. The memory and the
programming circuitry may be included within at least one transponder

30 integrated circuit. The programming of the data for transmission may be
conditioned upon biometric authentication of a user by the radio frequency
identification unit. In some implementations, the antenna may be configured as

a winding inductively coupled to a programming winding that is coupled to the



invention, a radio frequency identification unit comprises a memory that
stores data for transmission by the radio frequency identification unit; an
antenna that is operative in transmitting a signal comprising at least a
portion of the data; and programming circuitry included within the radi
PEHEHEY AWentification unit and that is operative in generating %120({9%&81
programming signal, wherein the programming signal is reactively coupled
to the antenna and operative in programming the data for transmission in

memory . 16 MEMSRARLIIF AICAIBIEUAG Sl iR dacilag

within at'le4st one transponder 30integrated circuit. The programming of
the data FSPIPEHEHRESIBTHEy be conditioned upon biometric
authenti¢etivh of a Usecdoydtnes raidi goregobpdipsaes sfitheatiensnt MttH%8ome

implemeptations;stheanenpamanheeenigur edBasiwindingpihductively

coupled to a programming. winding that i I ), a8}
circitry SSEh A i Broghatiining %%%2r‘%ﬁ%%%?g%%i“%ﬁﬁ%?ﬁ%‘%ﬁ?m

programwgi e TaRFERS [EFORO1IE A DEFARAEE it SBFhiS SRS SR of
the presenthiniesntio mdametheddbprogranpreiagicadatttahs fravtedtioy tin
RFID un%52@9&&9@3eéﬁ%gm{i@g;apﬁ{%q&%&%ﬂ,dmmgﬁmagwamgr

having an antenna for fransmissjon of tge a compris s.gener ging a
programﬁ?ﬁ@@fb‘ﬁ'éi"ﬁ%ﬂéhrs@%%d%f B8Gpred 6'the afﬁi%%na ang1
corprisesvivtorreatibre fepREER miihparhie tedisdaeisammide ipipR radio
frequency.idgsificationdiaperondesnthepippramming signaibaingenal.
ge”efatiﬂedjd}%c'rc“'“ 95&@%@%&9&%%@ﬁ!ﬁ?eﬁm&m indeReRdsshof a

10devic rnal to the unit; and the radio frequency identification
transponbrést drscitpriati Ay Bt for e ALAREde T PSR H HR MR B dfamming
signal. [08:pQHiwillbbeiappeetiateot by thoseskilledimedtictre theedhrs
foraoing: it descUmianaad e dallawing datglad desriprion are

n

exemplary an expl,anatf(})%{%/ of t t#s irt'lvefntion bé‘tm%rxe no}t'%tgggnqg t% be
restrictive tHERI8 o 1SN O the 4 {Fﬁﬁ?fgéls Which can be achieved
by this inertiomtiscefitonatiybodineidd isedoEnies e ifddgsing summary
of the invgptiQnts veRsesaniat ve Afspmenembadimenismdiheihiehtion,
and is nelfnel sepeseniAlve AR elusivalalahishmatecend: o
embodiments within the scope of the present invention. Thus, the
actbmp RS SRS RT TR RS T SRS AR e Rk R G S 18Rt
hereof, ilustragetemiiddimeritddfddhisipiventivateamidieto gétbiglenifithihe
detailed desgription, serve to explain principles of this invention.

BRIEF DESCRIPTION OF THE DRAWINGS

25 [0011] Aspects, features, and advantages of embodiments of the
invention, both as to structure and operation, will be understood and will
become more readily apparent when the invention is considered in the light of
the following description made in conjunction with the accompanying drawings,
in which like reference numerals designate the same or similar parts throughout

30 the various figures, and wherein:

[0012] Figure 1 schematically depicts an illustrative RFID system that
may include dynamically programmable RFID tags, in accordance with an

embodiment of the present invention;



BRIEF DESCRIPTION OF THE DRAWINGS [0011]Aspects, features, and
advantages of embodiments of the invention, both as to structure and
ohperation, will be understood and will become more readily apparent when
the invention is considered in the light of the following desgripti in
B With the accompanying drawings, in which |ik%‘£§%%ﬁ%§g&
r_lumerals designate the same or similar parts throughout 30the various
figures, and wherein: [0012]Figure | schematically depicts an illustrative

RFID sy (;Cg{g\lkthat m%}gd&%&%&}fﬂéﬁgi@i&s@%&émﬁﬁﬁﬂﬁiﬁﬁ%ﬁa@s, in

accordance with an embodi i ion;
iment of t egres&%én\zﬁntlon (}Q{Q the,

200811 3bise BUB st B9aa8 1ob1%HE y

arP1 enib. t oé"

| igure 2'sc ematlcaﬁy epicts
another E%Etmt_ﬁm'ﬁmthmt may be used in the RFID system of Figure 1, in
aCﬁordatr@é‘@llfV}"éh an ﬁ@ﬂxb@ﬁ&eﬂ&ﬂét%ﬂs}adpmsemtliﬁmam'mtﬁm[@&lqFigure 3
schematically depicts an illustrative. t ral ta value
stored i ?n%errrl]corg/ %Fc?gmvtl[l‘zlaetﬁ%rgcgg}s%gﬁog{/?ﬁggﬁggghmdgﬁ?n%ﬁ
accordar’_ﬁ@éswnﬁear‘f‘@?ﬁ?féﬂ}?ﬁé‘ﬁ‘f‘&f‘ﬂ‘?&’?f’r‘&%h‘ffiﬂ\?é’ﬁe[%‘ﬁ;“[b%‘i‘gﬁ\#igure 4
schemat[oaikﬁ_depicts@ﬁ«ag#ﬁmm‘mdyﬁm@@n@aﬁ@mhmwhmaas'@pfmiéé
memory |a¢alans SIIE VA RHR GRAGTL il mayee ik ansyiehiyiee tag,

in accordance with an embodiment of the present invention: and
10[0016]idtiries BRI SR Wf@s%’r‘a"ff‘&é’%%e"r%‘%ﬁfa‘i How ‘é’ivé”é“r%r%ﬁ T
biometridaisauthentizared et AISHSI Y foRsERRI Y diAsrr R o
embodimght &fidhe prasakieveotieRontrol, in accordance with an embodiment

of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
15

[0017] FIG. 1 schematically depicts an illustrative RFID system 100 that
may include dynamically programmable RFID tags, in accordance with an
embodiment of the present invention. As shown, RFID system 100 comprises
an RFID unit 102 (which includes a programmable RFID transponder and a

20 biometric reader 106), an RFID reader/interrogator 202, and a host
computer 302 that has access to a database 304. As will be understood by those
skilled in the art in view of the ensuing description, while RFID system 100 is
generally representative, and generally described in the context, of an access
control system (e.g., for premises or physical assets), a programmable RFID

25 transponder in accordance with embodiments of the present invention may be
implemented for any of myriad applications other than or in addition to access
control. As will also be understood by those skilled in the art in view of the
ensuing description, various physical and/or functional components depicted as
separate logical blocks may be integrated (e.g., as a single integrated circuit) or

30 may each comprise one or more monolithic components (¢.g., one or more
integrated circuits).
[0018] RFID unit 102 may be any device, such as a tag, card, key fob,

circuit board (e.g., personal computer adaptor card), client device (e.g.,



DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION 15
[0017]FIG. 1 schematically depicts an illustrative RED system 100 that
may include dynamically programmable RFID tags, in accordance with an
embodiment of the present invention. As shown, RF1D sy,

BShipHEeEYn RFID unit 102 (which includes a programmfé@%%:&lﬁgmsm]
transponder and a 20biometric reader 106), an RED reader/interrogator
202, and a host computer 302 that has access to a database 304. As will

be un.d e.@éﬁ(?tgtg}{)tlap&ﬂéhwﬁgei&m%@{&iﬂxé{iﬁ%ﬁgm% eNRHIDg
description, while’'REID system 10 enerallxm[egresgégt%%i\/&e nd

generall A Fed i THERBHISKE: Bf an"access control system (e.q., for
premisesisripHysitH assetsiablproglatinrasmrReiD ralidbofddr iﬁ)4
accordapgg withhambedinpMsekiepresetdiventiarmalobeay be
implemented for, any. of myriad.apRliGalians AIMGHIBAD Qhincssdiiamto
access coﬁ%ro . As will'also be understood by those skllle,(%:m the art in
view of tehepieaind e i SF R USSR URERS M hctional
componeaisdepiciedoagsigeparitisio gicakbldeksmaphalsnpeyistder (e.g.,
as a Sli_nrgJan}tg&fé*&ﬁ& CUeUitLRE BOMAVRRRE mmﬂfa@ﬂas@ﬁmm a;z -
monolithic components (e.q., one or more integrated cir y

unit 102 W‘?é‘}f%ezgﬂveagéfge,eslﬁtgﬁoggagl a%l,ﬁda[r% %ksgfls%) , ?:%?%:’d%?%%%]rd
(el§., personditotpurspadapsmeardl wrdrt Helfddyey? d6rsH ation),

or other peduleas platfermitbatincasparpigssamREdd transptwider, In this
embodimera;) EID trgnggpnder comprises tag integrated circuit (ID) 104

e\t

communf?:%e‘[ /coupied to antenna 108. Typijcally, t ICé,104 may be
fabricatePHTa low pw&r IHEGFRESE BRI 5%&%}11%%?{5 o8 may be
implemengettamameffichipecoi @minesprereobraboeliFiie gns/a spile
cojkon-chipdashnalegy.Anteana.h9sarevdrofor dajancamsgriadion

with reader/interrogator 202 via wireless interf ce 10 ngmay also
provide ot W%ﬁ%g%rffﬁ% 2’.‘5.‘? i lj)rrﬁtd?[&e% élpaszé)\%e device, or

otherwiseragguirebiarchs sl BRI SRR e iR sy MG Hat). As
discussegihelavhantseretd e abatimentandran spondeastemia 108 and

tag IC 104.0f A ABIEELING IBIRHONANNG IRichbnd lfosmaydlaieet a
ramrmng erT transmitted by,reader{%li[(ggo ator 202. L%%? Tag IC

pro _
10241%1 inclUAdChian 81y 10BIHAT JEHBASEINg on Iiéa

. the” ef)?) Ication, may include
one or motetyljessekeminy diatiensand/emioliridAHio ARARE fEViRESSsuch

as read-qpiv:mEMRERRAMY FaRdom @eceas(iRANY ;apshrariyclatie,
rogrammiable, MamOnc(s:d. clssiicaln alasable WaAmmARle
read-onl)}’mem r§/ (IS:‘ . For instance; ROM-based

temporary data storage during transponder interrogation and response.

25 Non-volatile programmable memory may be used to store unique information
(e.g., unique identifier) and any other data that must be retained when the device
is in a quiescent state (e.g., if RFID unit 102 is implemented as a passive
device) or a power-saving "sleep" state (e.g., if RFID unit 102 is implemented
as an active device).

30 [0020] Tag IC 104 also includes interface circuitry (e.g., including
transceiver circuitry, such as a duplexer, a power amplifier, and a
modulator/demodulator) for communication with reader/interrogator 202 (which
includes reader IC 204) via RF antenna 108. Memory 105 may also include

data buffers that are used for temporarily storing incoming data (i.e., data

i



memory may be used to store security data and the transponder operating
system instructions that, in conjunction with processing logic or a
processor 20(which may also be included within tag IC 104), is operative
in handling internal house-keeping functions and controllin |

MGG REVarious functional components of tag IC 104 (eP.%f} Ilgl é‘%@é@%n
response delay timing, power supply switching). RAM-based memory may
be used to facilitate temporary data storage during transponder

i”terfogat£%9c%9%&r SSRANEEN AN AR QUG PERN ARYDARIS DRG0 MAY
be used ?o store unique informatign (e.%., ,un|%Huqaltdentlfjer21?O d any other
S

data thafRiae B et omiey Whis ih& S RO A Bk S8 State (e.g., if
REID unita@2itisdmpietréntes s n2fastiveiaoyids) Berajserdreamoniy
"sleep” s{alfRuthRE R4RitdQgisimpiamenigdnyancadtverdevice).
30[p020]Tag IC 104 also inclydes, interiace, GIIGHIN%Lfg 04 AEl NG es

uc I d

trafisceiver qfrléql Sry, lgtgrgcgucg%)l(er, a power amplifier, and a
modulatdprdénstnrlaesioerP SRR ANbPP WIS S5 IR b gator 202
(which ingbades readesIiC 284} sia Rnantearia 0gsMeniimeOo epdsy
also inclyde data hyffersihataraivsed fousenmibustaingincoming

data (i.e., data extracted by demodulatings_t ewsi nal receiv% from
[

reader/int@BdAsFEE R BIEARE U] ShiP Slitgoing data (e

tiye
€., data for
motulatingtadsignt hivbetirarsieiner RICA GBS efteRDpIoAHIC
antenna dQ8kRsRassiestranspendeicppiemaniaicastonactive
wansponderimplementations whereadltional dpasehis desitedh e
interface Circuitry embodied intag IC 104 also provides for directing

interrogafieRs TRIFOBRE EA R AR GFREPHIS B8R0 P (061 Ffhg 1C 104
is also cc_pmeeunigab_&yﬂfsaﬂpImdrtgiatﬁamétmaﬁeadévelmlmwimcluded in
RRWD unif 102 Indhis erphadinant-Riometig.ienclaed0f sensesistcs,

biometrCHAHEP A h SR A QU ATl lsrscteg e mems.
verified. Depending on the implementation, fingerprint template information
used for verifying the scanned fingerprint may be stored in memory 105 or in
biometric reader 106.

20 [0022] In some embodiments, where the RFID unit’s transponder is
programmable by reader/interrogator 202, tag IC 104 provides (via software,
firmware, and/or hardware) for recognizing a programming signal and
performing the necessary data transfer processes to store the programming data
(e.g., unique identifier and/or other data) received from reader/interrogator 202.

25 Programming instructions may be identified according to a particular code (¢.g.,
a prefix or header) in the signal received from the reader/interrogator 202. In
some implementations, for programming to be enabled, the programming field
must also exceed a certain threshold (e.g., greater than required for an
interrogation signal to elicit a response from the transponder).

30 [0023] In accordance with some embodiments of the present invention,
tag IC 104 also includes logic and/or processing circuitry (illustrated, in this
embodiment as programming circuitry 103, which may comprise, in some
embodiments, a processor) operative in initiating (i.e., independently of a

programming signal received from an external device such as



characteristics, such as retina, iris, voice pattern, and/or temperature
characteristics, Biometric reader 106 may sense the pattern of ridges on a
user's finger and output data related to the fingerprint to tag IC 104 for
further processing to verify the user's identity. in an alternatlve
Wriptathéhidtion, 15biometrie reader 106 may itself process R
fingerprint characteristics, and output to tag IC 104 a signal indicative of
whether a user's identity is verified Depending on the implementation,

fingerprint t m t!eari:[g fllpgro nvo ﬂgfg{o\éx%%{ H@om%g@ﬁ@ﬁxqafﬁggerp”m

may be $tére mor or In biomeétric reader 106 20 022 In some

embodinia#es OMéﬁséatiﬁ@ Pﬂg 15 TR DAL SGHREE (& %r%@etgé é’tr) &by
reader/inigy@gadas A0 2otHy 113, T4 iprovidds (via sofndarentfiariearore
and/or hardyare). far [eGQAZING: HRIEERIMID NG sigiakand performing

the necessary data transfer proc tore the pro t
(e.9., uniirdattiney tﬁ%&%d? %Fe&afa‘y a %/eela ?p (S)tr%gr('igggn rg/%%tg%c?éator

202. 25Progr@mtieirg Astnasiing: m@y%ﬁaewm@@a%?ﬂi’ﬁmﬁ‘&g
particulag;cRds, (8:gbedraive or heaaeingie hesigadiyiecesiwdddropnitie

reader/infet fegﬁtmiura 0%, 1D s plemeRiAOnS{ok Riparamenlog Lo be
|

enabled, “t/ e pro ramniing field must also exceed éaecertaln t %eshold (e.g.,

greater tRefFEUIHEROR S TAREHOYRHNG PSR 18 SIS

S respgnse from
thetranspoeader)s30{0028] ks m@b@rﬂmﬂl@@ﬂdﬁw@&ﬁ@o@fr&@@i HEE 8Pthe

present ipyeniof-tag J&&%ﬂ%m%@% legicansRkENcasEinY
circuitry (Illusnatel;%%lc umtl (Ln}egker 1 V[’ngo ngn }nggl{}%lt“my 103,

which maﬂ/’ﬁﬁgﬁ%’ 1 sofme embo imehts, a rocessor) operative in
initiating éP@ermd@w@nﬁPéﬁﬂ?%Tbadﬁfﬁgtﬁé}ﬁmlﬁrﬁs%ﬁéf%% from an
external %ﬁ@ﬁ&lcﬁmmaﬁayr@adﬂﬁlﬂaieer@gwmﬁﬁ)@)mngiarﬁ':mkndg (e.g.a

programming o 5;”'%%1!)'&(&?{9 Alienandienethrdata E&f&gﬁ&%ﬁ@ more

memory [ocations (e.9., a register storing outgoin data) In tag IC 104, For
instance A%t | é‘rﬁﬁ’@w f§tl%@5&nﬁﬁe§rég tm¥) Gk rf’LO ol

ory Seations Store data
for modummmmgnmimansmm@dlbymmwﬁymsmaﬁ’@ Remery

capable gf sawitingtheraiata.staracim 8¢ leash eneunidiestracations.
Alternatlve#/ or. a dltlonally, such logic and/or processing circuitry may be

operatlve i §1e5|gnat|ng (e.g., by specifying an address pomter) which of a

pliality dP&ddies or gﬁr?éfabl‘éwféﬁ‘iﬁ@%%fBP&f?ﬂe%m‘@ MBI BEHIbNS
will be reasghiguidobymadutatingitpensignal te bedmasmated by d0antenna

108. As sy¢ '?nsaﬁcvev'ur@%,fym%&@Q@m%pségwﬂ%@numrmmy be

confi ured to selectively transmit one or more d cod
g upon manufacture%r in the field (e.g., usmg a rea crrogaﬁog' c%ﬁgure f%)

programming). Alternatively or additionally, at least a portion of one or more
25 of the codes may be generated based on a pseudo-random number generator,
thus allowing for rolling codes or time synchronized codes (e.g., such as the
RSA SecurID authentication code generating mechanism) or the like.
[0025] Tt will be understood in view of the foregoing description of
RFID unit 102 depicted in FIG. 1 that while, in some embodiments, circuitry
30 (e.g., a processor) operative in initiating selective programming of codes for
transmission by the RFID unit 102 and in interfacing with biometric reader 106
may be integrated with tag IC 104, such circuitry may be implemented as a
separate integrated circuit (e.g., separate processor), which, in some

embodiments, does not communicate code programming related signals (e.g., 2



specified by the RF1D unit itself. Further, it will be understood that, in
accordance with various embodiments of the present invention, RFD)
transponder 102 may provide for selectively transmitting a first code (e.g.,
a 15valid code) upon biometric authentication by dynamlcall
BroateiiTaMg the code stored in a memory location desighs A
modulating at least a portion of outbound transmissions, or, similarly, by
dynamically designating the memory location(s) from which code data will

be read {0 MOGHIRIS ! 5*1@@9@@&%9&%%@%%&9 QR4Ebhealnenof

the one of More codes dynamically pr ramme nat

RFID traPspeRaes: Yﬂ‘é&vﬁé‘ﬁ‘é‘}?&%ﬁa A7 G4 v(zolr ?J%%\Fgeia m@
instancemansoosemorizoktHesetotdis mﬁsﬂbéhpfré%’t@r@d HW%F?é’mmg via
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reader/mterro?ato %s)egg unrtggmfor ro msrg%r&g) Hggmggy&lx g;cumy

additionaffy R EA %S por ioh 0f one or more 95 o the codes may
generated baseecetes pseuabHiy W‘b‘é?‘@%%?&%f’vfhﬂ%%ﬁfg\ﬁng
for rolling sedas®mtimeIsynchirdnizetcotes (egnmsurtizas theiRSAY
SecurlD %&‘E&%‘hﬁﬁ%&%‘&%&%&{%@! RYKDRERRGIS BhthedikeydP025]It

will be understood in view of the fofg descrlptlon fRE umt[ 102

depicted i, SPETHY SRR TGS it SSSI%I}rcywte

processdipafierativerim mﬂlaattmljlge?eﬂéhwb?é@ré?ﬁﬁﬁﬁﬁ@ %?Iédﬂ‘é‘ﬁ?%ﬁhar
transmisgiQn,bystenFiFID Wrﬂ-@g) anddnisntertacing withiiemdtfibreader

296 ey B e leniin a0 Ynd 04 SSRGS AR nRIgEnted

as a separate N egrate?]ncwcun e.dg., separate I’OCGSSOI’ Whl% In some
embodintbeits; REES bt BFARRTR AR C6He 6?8’9‘1‘5%?13\??@‘?8?3 )
signals(eigerfacesigitatainitiatingparrd/ @i snaaking lcreflesting prégidmming of

a gode trapsmitted R¥AHEREPHID: Wi RER Ut iRt forthaclagite
(e.g., because tag IC 104 mqjy not be confl ur gufo int {fam ith

another d&RI8Y PRy ARG Gid R B R S e Bon. et
will be undesstaotian Ewwwnm@@%uw@%wcwswéﬁf%%wmﬁ“é me
embodimgpta QJsmﬁnp tese -y &N ICim i dRiviy flde. genevyrotidds orkifaciuded

within an RF darxegg rgg%atg\éem&%g ME.casRliRg to the tag IC,

and mdepen en a programming signal received b from
a dévice EXtdinal to ﬁf@cﬁﬁﬁ%ﬁﬁC‘?ﬁ“iﬁ‘iﬂﬁ?ﬁ‘\&ﬁﬁﬂ?&%&@ nitr?rgtlagﬁé ec@ive
programmin gof cedesci transyivissigrrhiyatecRftHTagnitia VO

interfaces 420, as well as to provide routines or applications that may be

%008/05648]

provided by RFID unit 102. Processor 403 may include on-chip memory (e.g.,
non-volatile) and may also include off-chip memory (e.g., RAM, not shown).

25 Display 422 may be a compact liquid crystal display. Depending on the
particular applications of RFID unit 402, keypad 424 may be implemented as a
compact QWERTY keypad or as a smaller number (e.g., four or five) of keys or
buttons that allow for cursor movement and/or menu item selection. In this
embodiment, in addition to being used for fingerprint scanning for user

30 authentication, biometric sensor 426 also provides for touch input to interact
(e.g., navigation and selection) with the user interface displayed on display 422.
[0028] In this embodiment, during biometric authentication,
processor 403 (rather than the tag IC as for the embodiment of Fig. 1) receives a

signal from biometric sensor 426. Depending on the implementation, the signal



10[0026]For instance, FIG, 2 schematically depicts an RFID unit 402 that
may be used in RFID system 100 in addition to, or as an alterative to,
RFID unit 102, in accordance with various embodiments of the present
invention. As shown, RFID unit 402 comprises a processor 403, dat
WMPUMREUEER0(110) interfaces 420, tag IC 404, battery 418 pgﬁép%zoog/ ?56481
component 407. In this 15 embodiment, RFD unit 402 may be
implemented as a compact, portable device that provides a user with

various apRlcaoe A ORI AU D asERSR OBk o

instance rovide for certaln personal di rgltal aSS|§tant
data stor*d@‘éetﬁéc@e“fPééﬁGd’ﬁ%at‘fbeﬁWé%d?i}‘%tﬁaaﬁgenﬁ’tc 2e8 fotShown),
and meduq@pmymg(mgem@&musmmoﬁraWra@emzsﬁ}wme’é%rmos
IS Corgm%lﬁ%t?h%&%ﬁ%ﬂ E?J%S%ﬂ%ﬁﬁf&ll}ﬁ?slﬁ;@%laﬁ&m@ysmwte code to
provide a graphical user interface via l/Q interfac ;

provide rS0EREE [581‘; SBBICAR SRS AAL ma esen écs?gsllf %g@r %?:%ﬁgﬁtﬁt{%sz
Processer4gsonddy ineterdéve hlé‘ﬁfﬁq‘ﬂféﬁ‘i‘@r‘?e(lésa ‘dﬁ?fﬁy\;’é I 8‘fﬂé’7ré{}$c§hr"i1ay
also inclyggreff mixippme onart e cs RAM wittisigenm): Dipplaynd2@ativay be

a compagt i Lillllda i 'y 1 ticular ans
o REID St i 9@41%%/ @gp@/ Rerseing; aetuﬂﬁd@@sr (agmwg

24 may be ngg)lem nte z,%locomogg< stored
QWERTAERIMY B}Sag%‘@ﬁ%%ﬁ‘r‘a?aﬁa?ﬁ o’h?"é“ra Ve
buttons thaaalmwefmrweéow}nmwmwsm%\ammas%M%@%ﬁﬁdﬂ?ﬁ this
embodimgnininagdiian. te bé‘zmgdl&@désﬁ@f fingerprint scanning for user

30autherLng on bloEn EII’IC (?ensolrﬂ4vzv ﬂe %9&%&% 5@,14&@ {Rps Lo

interact (€.9.,"navigation an Selection) w e user interface displayed

on displagrdpecqee2ens g éﬁ%rﬁ’é?ﬂr ﬁﬁrl‘i}i@sﬁ%m‘e}tﬂ‘cﬂﬁ&fﬁgﬂhcatlon
processaimd@afiathe rdhanithestagriGvas forthaiegibodinensioflFig. 1)
rqulves o) %k%@?LJ@Elcb &%Wﬁﬂ 9@§§i@§@rsﬁ‘3g§g b&ps ReENGOR ther data

implementation, the signal provig (]*l blom c sensqr 4 q(t
the

either a ﬁ%ﬁﬂﬁ%ﬁ?&&tﬁ%@%ﬁéhﬁ“ (a:“%enscﬁrlal B validz

user's bidmietiic agmhemrwtwm%ﬁ@@i@ﬁwﬁéﬁfé@ﬁﬁﬁgdﬁﬁﬁéﬁiﬁﬁt
charactetigtics:4808 fidhe.chaipeiesistieg ihamsehsas(anafenetiatvthereof,
such as & s hinglam i meiemeniplienswhere RisRassA 103

receives 4 S|gngagfm§prese g scanned fingerprint characteristics

préessorogine ) iar Kidemd BirreiE Al ARG SE AT ISR B (i%é(ﬁnpanng
the scanmed:fikigedpriti ehardictetistios dignakwitefibgtimsnnttkemplate

informatigp, st &{ﬁgylgf DAENRPRY A B 53%&9&354&@)&1@@@%3@ hte tenatosessor

403 (e.g., on-chip EEPROM). In some.i Ieme ions, th late.
|nformatlfi?m*‘?'féfy‘Hg%figf%("?lI %ﬁﬁ Xlr(ciu ory %} W igﬁhqe ngp&)&@?d

accessedyqhrdressys WW&%@WWS tag IC may be commumcably

25 coupled to processor 403, allowing, for example, for the tag IC to send an

interrupt to processor 403 upon detecting an interrogation field, with
processor 403 then prompting the user via display 422 (and/or by other means,
such as audio or vibration) to swipe their finger on biometric sensor 426.
[0030] As depicted, for communications via wireless link 409,

30 tag IC 404 is coupled to antenna winding 411, which is part of coil
component 407. More specifically, coil component 407 comprises antenna
winding 411 inductively coupled to programming winding 413, and may be
fabricated as component separate from or monolithically integrated with

tag IC 404, and may also be fabricated as a planar inductive element. In this
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shown) coupling tag IC 404 and processor 403. [0029]In this embodiment,
while tag IC 404 does not directly receive and process a signal from
biometric sensor 426, those skilled in the art will understand that tag IC
404 is operative in performing the same or similar 15functions as tag IC
VoL re¥pect to storing unique data andlor other data, Brdtg /e
communicating with reader/interrogator 202 via wireless link 409,
@ncluding transmitting a unique identifier and/or other data, detecting the
interrogafign fiek, and, ASeena. A oaIAMANN figld /19 Inpiereeniations
allowing programming by the reader/interrogator 202), While ig this .
20embodipvstadisreyneiRe AP PrH EYBEGH %@%&%C&@éﬁc%éa N NaE A ate
blocks, thaseaskitied terticsait avillimdesstemer thbeisosenigng Nise diments,
thﬁ. fﬂnCtga{gﬁﬁfgﬁ%mgmg%é%smay be incorporated into tag IC 404,
which may comprise one or more Integrated circyit chi iti ,
whie ot apioted & SHEI T ISUE Aheh e b Tl
may be combaimidemiy@sEs apeaitorprotiessorrle BdHEEs R Example,
for the tagid@ tp&eadmndnieetRLieyooeasorUBgptNdetgcting an
interrogaop-figl, XhPECGRRRALACT WiEhpiRmRkIC e diset Y A display

422 (and/0r by other means, such as audio or vibration) to swip{-:- their
finger on"BghRAS L eI B0 BTN FRS R A8 L8R iRinications via
wireless limigd 60 :BOtag IS 4BAisCoupteestor 40Rerreeordiridingy #11, which
is part of GaiLGRIARIRERIAI0: Mare pIeRIfGaNY, iRl COMPAnE B4R
comprisee antenna winding. 411, mdugtye.saupled {0 proeamIing

winding PE3 ANy S PRSrCAtad s component séparate from or
monolithizatipmingragas). Withallayne RIGR vaih 40fayeaIee b isHitated as a
planar inghdgtivierie ment dndhis/oe mibodimeninghi: indudtiveaco apling dof
windings 411 and 413 is.enhanee by proyiding ihess windings, about a
common magnetic core (e.g., a hlggh mO%q]?e§éign rme bil‘ilté(1 nélateriall,. such
as a bindfy BRIEHIARY HHS5 CUTHR IR G RIEE" 5P o?ﬁrgr igh permeability
materialsk!5j6@BH}RhapREMmHiWRdiigea VB susb apReeb e BrBcBEsEY 403,
which may hgrinplemenieds ferexarmplerdsranpieemigalier dhair
includes g)lilxlp gd with an inductively coupled antenna rather than by, for example,
20 designing a special purpose transponder IC. As will be understood by those
skilled in the art, alternative embodiments that employ self-programming of the
RFID unit via the tag antenna are not limited to self-programming via inductive
coupling to the tag antenna, but may be implemented via capacitive coupling to
the tag antenna. That is, in accordance with various embodiments of the present
25 invention, the programming signal may be reactively coupled to tag antenna.
[0032] As for wireless programming of RFID unit 402 by a
reader/interrogator, the programming signal generated by processor 403 has an
appropriate nominal center frequency and bandwidth for reception by
tag IC 404, and programming instructions from processor 403 may be identified
30 according to a particular code (e.g., a prefix or header) and/or by the
programming ﬁeid exceeding a certain threshold (e.g., greater than a maximum
field associated with an interrogation signal). In some embodiments, tag IC 404
may distinguish programming signals generated by processor 403 from

programming signals generated by reader/interrogator 202 according to
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width modulation interface circuitry for driving winding 413 to program tag
IC 404. As will be understood, in various alternative embodiments, pulse
width modulation circuitry may be implemented as one or more separate
10integrated circuit chips interfaced to processor 403. Accordin in this
SYRBOMWMENE, processor 403 may selectively drive windind 413 ‘\%ﬁ(ﬁ” gpoest
signal that is inductively coupled to winding 411 and detected by tag IC
404 as a programming signal thus allowing RED unit 402 to reprogram

ltself (e. g eren c éﬂ irg\i;]%g éj n u%% lge%ctl%r%r}dé%sgéﬁﬁ:ﬁ %‘&?Qab\?%é@@ same

interface éf wou y reader/interrogator 202 for programming
RF1D umto@fwgﬁr@@#awm@wm@%’@i%ﬁé‘&a%ﬁ@w%Fg%abled).
As such,ganseltprogramming3RiziDnonitithectaidancelwitr sushias

embOd'n?§e'ﬂhﬁg?s¥nbc§h'ép@i§r@§éﬁt%ﬁ%éé§%@M%U&%@@{E%@to
transponder mtegrated circuit co Vélth an i ductlvte %nceSB‘%'%q antenna

ratRer th&§ By faBxAmBIE. 02663 AHG & 8pedial plrp

peC|aI purpose transponder
IC. As witklves preekerstbodnbpad$é: skilled in the art, alternative

embodimggits that emplay selfpeogrammingrafidevih dibbdiniinwatie tag
antenna ae. ot e (R el radiamuming g g%tﬁ&yfumymmm@e

tag anter?na y be im rfémented via capacitive coupling to the tag
antenna. SW&Y% ﬁlﬁt%%?é‘éﬁso‘aﬁéévmfﬁ BT BRP SRR S WP Present
25inventigestiiel gregramsming isighvaldesayaiegreatiivelye ibupfedadatag

r;sn n/a %LQQ%%]%%E?E‘M@I g§m@gﬁamm?m%&mm 4R 2o Ration
er/interroga e programming s enerated b or 403
has an apigPpPiatt éeﬁ%lﬁ?l glétn ery %e‘qkljgé}r?)c‘glgﬁ%rﬁgon Wldﬁ%gﬁgréceptlon

by tag |Ci#QUinameFgramiTFig ridndietietioaent 5BeCE0ef N NTAS be
identified3Racael dinons dpasticulansadexée gemarptiftk Grdieacernard/or

by,the pr %% glfn ] '&"9a%é%$&%’%%&r&ﬁ%ﬂ%&@é%ﬁ%@ Gigheaterythan

a maximu associated with an Interrogation SI%H‘? 21|I’1 some

embodin&stdledsa @iﬁfféqﬁﬁvaﬂ%‘ﬁﬁ@%‘i‘éﬁ B?Btﬁf HRaR Generated

by proc_emﬁdtﬁ,&ffmmqamgganmmn@ Biginéds geméaragedddy tag IC 104
reader/inSHRARIOL FQR-BGSH BB cifies which data value will be read out for

modulating the transmission signal. Figs. 3 and 4 schematically depict these

20 respective methods for designating biometric dependent access control data for
transmission by RFID units 102 and 402 to reader/interrogator 202. As each of
these methods involves changing the active or operative data in the tag, whether
by writing new data into a given memory location or by dynamically identifying
a memory location containing data, each of these methods is referred to herein

25 as programming the tag.

[0034] More specifically, Fig. 3 schematically depicts an illustrative
temporal dependence of a data value stored in a memory block (e.g., one or
more registers) that is accessed by the transponder (e.g., transponder IC 104 or
404) for transmitting a signal to readet/interrogator 202. In a first state 502,

30 RFID tag stores an invalid code. In, for example, preniises access control
applications, such an invalid code would result in access to the premises being
denied. In some implementations of premises access control systems, however,
such an invalid access code may be considered a valid egress code used by the

RFID access control system to grant or otherwise monitor egress from the
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different codes (e.g., prefix or header data) associated with each of these
programming signals. In various implementations, the programming signal
generated by processor 403 may include the actual data values (e.g.,
unique identifiers or other data, such as process flow datag to be
prograiiied into 5tag IC memory 405 and/or designators (%T@%?ZB%".’I‘{%&”@
or references) to data values pre-stored in memory 405. [0033]As will be
appreciated, in accordance with embodiments of the present invention,
including embodiments according 10 RFID units 102 and 402 fving
data valtEEEHY HriEEH O Oesgﬁéj‘??m r%ﬁ%tc%‘fy}}ﬁrg“goﬁcr% 'S %%ECWAP
10pre-storéusdatavbidesrrairiivskiecadsrmatingdptiet e saemifing
data that,yill g tronsitiedoyoRE ittt 202 bis4Q2dnpregponse itvoale
interrogation,Siapal SrOINEINIsE fAnamIed Py AR Rt response

to user ir%?ﬁ.l\'?’mvo Ing such a transmission. As indicated adbove, in some
embodinfeirsOaRdiirarisiftte 4% Ry r’ﬁméﬂ?‘égar%%ﬂ?gmora fixed
memory {akaely (edgppaiee: osdnbreshSregisiers)ithatr¢sdsisat&anith the
current dafa a he transavstedAlteraatiiiicressiaipdataisalaniaibe

transmitted may be _stored in differe mory locations tpgeessing
or controft&yft Ty P FABTE R r‘%&é"‘ %@Etgbg I%pf%ﬁs%r@% é%gq%%ra%rolcessor
. 1n

403) spewifresyviibh REIR walGevili Belifeadr oot foieseiha gt
trapasmissign sigiaimbigsthd amnd dachgnaticallyygdepicptireseti20 of the
respective methods fo agg%g&%ﬁ&%ﬁ&%@ﬁ%&?B%MQHE}%@@Q&%@W@|

data for transmission EM units 102 and 4§2 to re d r/inte%ré)gator
202. As eHchoPiBs At AIVERIESFHALYIRG TRE 52 Ve or operative
data in therdagedthether bysevritimgdvewnealter Betsraiqyiviess thews{iPlocation

or by dynamically.ldeatifyinaca-spemedocaticicrestiaiming stataineach of
these methods is referred to heroin 25as ro rgm{miqge%gi&%gde in state

[0034]M P ERRIRESRY ﬁ?ﬁ?rétlg’éﬁlgrcn%r}[}fza ly depicts an illustrative
temporal ¥é pesidepul ofaidrdciranieed imeBeirh ThelioRs BisdRtego%ne
or more registesshdhatisnaceessitkbye thestpamsporderife. greadarmponder

IC 104 or.404) foF yrARSMIING & Sighal I reaserrinieiagater 202clnoa first
state 502, 30RFID tagl stores an invalid code. In, for eéﬁatggple premises

access cOMFICEIpALAERPREEnEAN TRVt dBt oSy e

d resul%im access to
thepremisiestieindprianiet codesarrotsmpiehe pritidifs B eI HEERESS
control syslemsmiQWey ehiekHER A thyAlitecaesseatedmiyobel on
considered a valladl:1 e gggﬁaggndg used ¥e£ﬁ%/§§@g§t%9§§§&%%'u§¥15tem

Jecetyin
to grant or otherwise monitor egress from t o
providing an additional input (e.g., via keypad 424) indicating that a

transmission should be generated.

25 [0035] It will be understood that in some embodiments, such as those
allowing for rolling codes or time synchronized codes (e.g., such as the RSA
SecurlD authentication code generating mechanism), an invalid code (e.g.,
codes 502 and 506 in FIG. 3) may not be programmed into memory after a valid
code expires but may be the expired valid code. For instance, referring to

30 FIG. 3, in such implementations invalid code 506 is the same code (e.g., same
value) as valid code 504, but becomes invalid upon expiration of time period
T2. Similarly, in such an embodiment, code 502 may be identical to an
immediately preceding expired valid code (not shown). In such

implementations, a validk code need not be programmed, written, or otherwise
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premises of an individual whose identity is not authenticated upon egress.
That is, in some embodiments, the invalid code may also be considered or
referred to as an identity-independent code, indicating that it is a code
programmed into the tag when biometric authentication is not valid or
VIRVl in this state 502, RF1D unit 102 or 402 maytFARSA He*!
stored invalid or identity-independent code in response to receiving a read
signal from reader/interrogator 202. Upon valid biometric verification as

dosuesed e 5 B Al IOee ot e s

403 prog r msthe memory of t with a vali e, as
represerﬂ%@%‘?ﬁ@%‘éﬁf‘e@d@“lﬁ’i%@ﬁ@ é?ﬁ?géfo‘?ﬁi’é‘?ﬁ%ﬁnﬁﬁ%twgﬁﬁr%ﬂg ay be
an encrypieddepiesentatiancofiingyusenshsiobedtrientatiz, taslRgneme ifption
teChn'qu%?o@ﬂ%@’ﬂr&&&&?%@éKH!%%Q%HD@ artinbhyRdeusienahodments, at

least a portion of the v e venerated bas
pseudo- Fﬁfﬁ%ﬂi‘%ﬁﬁ%’é%@?@ ﬁn %hﬁ)éiea OWing Tt oPrOPO r?geqéao I .

synchronizedregdag: (v vabderials th@eF?S*Ahgéwrﬂﬁofsai}ﬂ@r?ﬁE‘éﬁ%ﬁ
code gengsatinghenecharitayianthe like. The valid code in state 504 may

be activ f predeter T g qeriod,
RF1D taeg (%rag/ trans/rgnlé%g%vggﬁdm §c?%§egﬁ(:i}%§g§1%ggt%ﬁ£§glvmgda read

signal frofieiTEesse A s i AHr DS BRI YT SRR P HRTE e od T2,

tagolC 4Q4paniprocessarcdissprogrdresciie REDNAY FOMMErHERy with the

invalid 2Q(dentitysindependant wede: As«apiparnieddnsiate BASon
someembodl ents,cptr ramming of vall code int r# ﬁ%{ggway

ansmnssxo 6 ea as scnematic
rom

also be CERYREAESF BATEERIRG An Yt agaton signa
reader/interrbgdtor 26ifAbA fﬂge“tﬁé}éﬁ“}ﬁﬂﬁﬁ% Aepist %Hﬂllﬁdﬂ%{f‘ﬂ%ut (e.g.,

via keypagh24)isndicatingsthata iransmisaionssitoiizbegeitetated.
(003511t W'lwsecg&g%rét?m&aa&a L SAMGEMRAdimRs m@&a@@e

allowing Yor roll ing codés or time synchronized codrf S
yall d A and.va

RSA Seébﬂ@%&%@%@ﬂ%ﬁ%ﬁﬂgﬁéﬂéﬁﬁﬁ@ﬁ%@ an mvéﬁ d Code
(e.g., codesib0ethd HG6mn iFRIGNG)ations mﬁéapmgr@hﬁﬁ@ﬁ ®OYemory

after a validgadaexpires Ruhmanbethe Rxpisederaiid todealfiotstratance,

e et el SRR MRS DS LG ARl .00 e
same code (e.g

20 premxses or resources may require exchanging a series of messages involving
two response codes (e.g., valid code B may be a hash of valid code A). In
embodiments employing rolling or time synchronized codes, the different stored
codes may be valid codes applicable to different time periods. This illustrative
embodiment also shows that biometric information (e.g., fingerprint template

25 characteristics) may also be stored in the memory (at memory location 608),
though such information typically would not be transmitted by the tag to the
reader/interrogator. In this implementation, programming of the tag to change
the code that will be accessed for transmission involves updating the reference
or pointer 600 that identifies the memory location of the code data for

30 transmission by the tag. It is also noted, however, that programming may also
involve rewriting values of one or more of the codes stored in the memory (e.g.,
updating a rolling or time synchronized code portion).

[0037] Referring now to Fig. 5, an illustrative operational flow diagram

is shown for biometrically authenticated access control in accordance with the
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value) as valid code 504, but becomes invalid upon expiration of time
period T2. Similarly, in such an embodiment, code 502 may be identical to
an immediately preceding expired valid code (not shown). In such
implementations, a valid code need not be programmed, written, or
StREPNISEM6 placed with a different valued invalid code upSr @RpIFEATH f
the given time period because the host end system is capable of
independently determining the time dependent code. Accordingly, in such

embodiments, the tngIC ?@Q@r its %%?QQL%%%BEQ%?ME dogs Bohe art,
4.2 :

epbodiments of F1gs, rt,
program @.&.,%cﬁu ingrewriting, or otherwise 5 referencing or specifying)
a differefresthesapdiv @xpirhrassim el eshs oRuE8dS o5 aM a new
valid codedadhayanenbthitaycha nade: isticbentedtiverfeties fuporide 2
biometric authepticatign)-[803glasdessribeshhcieinale veidialtasnative
implementations, various codes or dglla mtglaé gg&gnge trays&gilttitoengllg th”le tag

may be SESYEEFTHA BUEHPPEMS Frisry d 5 reference (e.g.,

fo¢a ions, and a '
pointer) toaphe ivbttrestedtyraraes fivartd ey MEatisHE RIS Wtidentify
the curr%gmmgmdgﬁa@qarﬁr@mmbﬂ@h.@@t&é&@ﬁm@&mbsion will be read,
as Scherfg%q@ﬁ"y IUSATRICR Y E1G o MBTE RREAIISAIG difluharion, e

a

schemat depicts a ta memory organization in which separate
memory mfﬁﬁ?giW%Z)&) éﬂﬂ%@é@t@f&‘fﬁﬁﬁ&ﬁ’g%@&& i?‘g%l‘r}ﬁéf er,
an invaliche agdeogalich oty afdavaidtondst® R atiisaytbb hransehitied
by the tag, Ji;Hhis.ExaimRes aliderdesdmnstomlidcedeRillesitateetat in

some implementations more than one valid code b st ed n the tag.
For instaf#Bn 58 /f5¢ %%%%%floﬁ%nfr%sl%séc (isiegl\?aﬁ? rgg%oﬁgeacoaes for

accessingodiffesert prenfpsereotise tgrEomess sHtes s bassY8ertain
20premisgs.aFe SOUrcas: Mmayrenuitsexeligagingoa seréemfrimdssages
YAV R IERPANSS SAUER (Rl YA SRl e Adiasof vald
code A). Tn em odiments employing rolling or time synghroni 9 ctgdes,
the differ@ffrstored %ﬁé@?ﬁ%{?%ﬁﬂt R HIEABIS f%teaizﬁe fenttime
periods. ThiRilinstiativereinbouimantglsdestvwedthendoibeadatie
information &g fiaRrRINt templaiehanasteristicshmayalsathestored

in the memary_(at memory location 608) th%u h.such nformatign typically
would no%tggt/ ittat ?ffﬂéefg%n?%t?haer?aeggg} f?l%%?#oga or. In t(r)lis

implemerstatisimewodraRifing o th @i s rgEmiacs deret ®ift be
accessed faritransimssienginvily &sybptiating theicefkeramoetdh) pointer 600

that idem{gsi(%@}the meynory Jocation afitis aodedesnilankA danamission by
the tag. | IS also noted, however, that ,rdzlgrammlna%r?aé/ e}lls2 |R\S/olve
rewriting PARED edh B S BId 8fﬂfr?ev§b 2LEIHFEG T ihe migmory (e.q.,

ored in %h
updating ésoltiebhertinvecsyretonize ekt pérmsd PS03 e f&ihg now
to 54g. 5, anulustiaiive pRertioRalibave diggEat or buffer) that is accessed for
modulating the signal transmitted by the RFID unit or by updating a pointer to
memory. In RFID unit 102, control logic or processing circuitry present on
tag IC 104 performs this programming function. In various implementations of
RFID unit 402, processor 403 communicates to tag IC 404 via coil component
30 either the actual valid code value or information indicating that the valid code
value should be programmed into memory 405 by tag IC 404, which receives
and processes the programming communication from processor 403.
[0040] Upon completion of the programming (step 712), the RFID unit

may further transmit the valid biometric code to the external

15



is shown for biometrically authenticated access control in accordance with
.the embodiments of Figs. 1 and 2. As will be understood by those skilled
in the art, for purposes of clarity of exposition, this illustrative operation
flow does not necessarily describe all steps that may be implemented in
practicietid frovide a more user friendly or robust process.P 5@??%395’3%(3?1
as will be understood below, 5upon certain failed conditions (e.g.,
tbr:ometric autr;]entication) additional steps may be implemented to prompt
e user or otherwise proyide the user with additional epportunity to
re-enter BAE BGrORG & Brint gg?fﬁ .6&)‘8§%T%Otﬁ’§l{l]fﬁl§tﬁa%%§%gm%odiment,
for purpcsesofithistratiovionss iprbcaskenigid e oo aes iR FID unit
(i-e., RFIR:Hai HQ02anARRD IR withinskhiben interpagetionifieldnsopve of
reader/i n{’egrﬁg%}tg grzgozdeégc!? 4'395%9;33}‘{%\6\{%@&3%% %r\@r"@kﬁg%tb&@é Bents,

initiation o?"suc' a process is not contingent on being within the .
interrogalisiHdiag &1 THPINSERLRet RS FERPHR t%%efﬁllﬁiac\?éﬁ ST
power squsgefene) afoireaierii trgntimastiomié thetisean serighdbirdhs RICES sing
circuitry), REIR L H0205i802 Resiedisallyseans. for user biometric data

input 15(iep, 702). 1000 biamelis IR s ecaled I A pidelgrmined

time intetV31 r if a re Si%‘?‘f%i%lr‘ﬁe rc input (step 702) is not valid (step
710), thersstivet REPEFifiniehadistans e it empod sty ipendent
cogle) to rpaderintenogatopRa: trihnated thatrientradsiiission of

code information by.{e, RAIR:HLMAKRED TeSRRAE, {Aifhough the above

reader/in%rrogatlon signal, in some 20embodiments, the REID unit ma
transmit é@ﬁ@%ﬁ%ﬂﬂgﬁ%ﬁﬁféﬁ%ﬁ%@tﬁo{% resent inyention, as 18 Y

] ‘ dernitia ed mbutv(g.g., using
keypad 424ios biometviorseifseria? 6)d foo89jiharselaivEgehibetric input

(step 702),isivalich (G2 hibhndhemitadri hE tagoispragramiriegtivithope

valid biometric code (step. 712). As describ ' '
el be BEASTELNBY St RS S Sl o A BT AD

location (stghaBgiasrseis IBERToR ittatTriRle gy fopdifications, adaptations,

variations, omissions, additions, and equivalent implementations without
departing from this scope and without diminishing its attendant advantages. For
instance, except to the extent necessary or inherent in the processes themselves,

20 no particular order to steps or stages of methods or processes described in this
disclosure, including the figures, is implied. In many cases the order of process
steps may be varied, and various illustrative steps may be combined, altered, or
omitted, without changing the purpose, effect or import of the methods
described. It is further noted that the terms and expressions have been used as

25 terms of description and not terms of limitation. There is no intention to use the
terms or expressions to exclude any equivalents of features shown and
described or portions thereof. Additionally, the present invention may be
practiced without necessarily providing one or more of the advantages described
herein or otherwise understood in view of the disclosure and/or that may be

30 realized in some embodiments thereof. It is therefore intended that the present
invention is not limited to the disclosed embodiments but should be defined in

accordance with the claims that follow.
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modulating the signal transmitted by the RPM unit or by updating a pointer
to memory. In RFID unit 102, control logic or processing circuitry present
on tag IC 104 performs this programming function. In various
implementations of RFID unit 402, processor 403 communicates to tag IC
404 via coil component 30either the actual valid code value or information
indicating that the valid code value should be programmed into memory
%%t% 5%1[11&1404, which receives and processes the programming
communication from processor 403. [0040]Upon completion of the
programming (step 712), the RFID unit may further transmit the valid
biometrie code to the external reader/interrogator 202. As described
hereindb@déo frethienfly steatilic ipIaBrtaliohisiRe: biometrically
authenticated valid code remains as, the acticc}iéel qugrammed code for

transnfld&iBR fBr R BIRaSEPIa e BERBA TG 10 FOURER Brocastey and an

A kespsdrackph ik iR ReUOthibiRUaiAt JRARIONRI IRHRRN HBIBEStQRNals,
716). If the timer has not expired, the valid code remains programmed as
tHedatatber trangondsiois. Hiibmblmér dxpises| thentheeaReiDaagigesponse to an
reprogrammed with an invalid code (step 718). [0041]The present
IRGERESH Wat B ANy hRdeRpfi R e sitel ddpdingdata from the

embodiments thereof, which embodiments are merely 10illustrative of the
memary, an . . . .
prlncuc}iés of the invention and are not intended to be exclusive or

otherwis lifiting1garacdinenis Aceamisiobonatiiyadhaiabevapling to the
description of illustrative embodiments of the present invention, as well as

vairions thastestiieyrheiditicatoridednd fegturcthererationden itk datintp be

specificities, these enabling, details should not be construed as limiting th
QL L FRONSC ST B PSR DR AR RSO b S that the

a%ag&gg&&ﬂl&& 'ﬁéf@@ AL ERIGS 2L RYSRICR 15 SUSGRRIDIE R B2 f¥nal;
moditiCa ati

tions, adap ns, variations, omissions, additions, and
equivalgat impiesnaestabieing it departingiomithisscapermadiwitepinse to
diminishing its attendant advantages. For instance, except to the extent
reepecieryinielnpesioon inignelpracabsabitthamsewesshsigasicurdioidestoinclude

teps or stages of methods or processes described in this.disclosure, .
T e S e T R i SRt g o the
PRYRaYaTIRAnaRdMatqus illustrative steps may be combined, altered, or

2. The radio frequency identification unit according to claim 1, wherein the
circuitry is operable to program the data to be included in a response signal of the
plurality of response signals according to a unique identifier associated with the radio

frequency identification unit.

3. The radio frequency identification unit according to claim 2, comprising a
biometric sensor coupled to condition programming of data by the circuitry according to
the unique identifier based upon a result of a biometric authentication of a user by the

biometric sensor.
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omitted, without changing the purpose, effect or import of the methods
described. It is further noted that the terms and expressions have been
used as 25t...rms of description and not terms of limitation. There is no
intention to use the terms or expressions to exclude any equivalents of
features shown and described or portions thereof. Additionally, the
present invention may be practiced without necessarily providing one or

Jnore gfIhe gy %é%%x?c&e%&%e@giﬂn?{ QasRHize WNAeIRioqd I MIEWing a

MCS

of the disclosure an at ma rea |zeg in sogne em{)odiments
Bhekeefc Kdsstharaipraiintengadtiabiba presentdnantion isenatdimieddad upon
the disclosed embodiments but should be defined in accordance with the
xtais ahabioliviricnasntigatianisidaipaebly the Rieas Reguiticy

identification unit, comprising: a radio frequency identification transponder
which comprises a memory and an 5 antenna which is operable to receive

dnterrogation Aigneks and {ranshiikLegpR e SINRIRNeeINdRg 1, wherein the

transponder is operable to transmit via the antenna, in response to an
dnietragaionisignalviedaigedhHyhih ecatites nay gl irespange signakindingiagpled to
data from the memory; and circuitry included within the unit which
tééﬁfﬁﬂ@@s%@é%ive coupling to the 10antenna, the circuitry being

operable to program the transponder with data to be included in response
signals, via the reactive coupling and the antenna, such that the memory

éncludes thanyeyaymes tiatadtabedpaiided ¥y areRISLiivRite$RORSprises an
signal; the transponder being operable to transmit via the antenna in

Ré&3ponsesipndspettich imelndgatiomsigmalsaagplemalintaire sgunkeisigpatle to
which can include 15different programmed data from the memory i

[ VAL .
TRE B RS RN StgratSnAfth (EHHHE! i iBRBHoERy tnd RiFeiniye transponder is

operable to transmit via the antenna, in response to an interrogation signal received by
the antenna, a response signal including data from in the memory, the method
comprising:

the circuitry within the RFID unit programming data which is to be included in
response signals, via a reactive coupling in the circuitry and the antenna, such that the
memory includes the programmed data to be included in a respective response signal;
and

the transponder transmitting via the antenna in response to respective
interrogation signals a plurality of response signals which can include different
programmed data from the memory in accordance with programming of the transponder

by the circuitry.

7. The method according to claim 6, comprising performing a biometric
authentication of a user and conditioning programming of the RFID transponder on

biometric authentication of the user.
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2. The radio frequency identification unit according to claim 1, wherein the
circuitry is operable to program the data to be included in a response
signal of the 20plurality of response signals according to a unique
identifier associated with the radio frequency identification unit. 3. The
radio frequency identification unit according to claim 2, comprising a
biometric sensor coupled to condition programming of data by the circuitry
Qccorqtﬂg tz?l&ﬁgae M&Eﬂ%%“f&%iga%e,d%&ﬁ E{ﬁ‘f#?aﬂ{rﬁlgéo IHl%t”t?ansponder
authentication of a user by the biometric sensor. 4. The radio frequency
deleptileaienptiinaecondingitopeiader didodanr bing & hidmetvigigensess code, and
coupled to condition programming of data by the circuitry based upon a
aprleistmibrortiate eligcheieatish P ar esEy By the thispretdeseibatatathat does
The radio frequency identifié:ation unit according to claim 1, wherein the
N EB M PRISe &S Win m%j and the reactive coupling comprises a

winding coupled to the antenna winding. 6. A method of controlling data
transmitted by an RFID unit that comprises an 10 RFID transponder which
Includdha mehodnaamddimgattennianwhichnpopegihe toneceerogramming the
interrogation signals and transmit response signals, wherein the .
ttpaRpitder fiebrarabiion tadndhsit DisdHe MREAnAMA raspBhsd i affata which
Cinterg%gsagigri] %igﬂ%(r:ggsfesi\éegeby the antenna, a response signal including

data trom in the memory, the method comprising: 15the circuitry within the
RFID unit programming data which is to be included in response signals,

via a reactive coupling in the circuitry and the antenna, such that the
IemofhincidideEeaepeygdantifiedidatantd dsedribhgisddlaimréspeotiveing at least
response signal: and the fransponder trapsmitting via the antenna in

TR BHEE RS RSO R DGR G S HIEFRG dPraBpBIE

signals which can include different programmed data from the memory in
accordance with programming of the transponder by the circuitry. 7. The
hethodhsdadigifigtecami s e tHa R R Y BEFRIFHA oL inbtfRprising an

25authentication of a user and conditioning programming of the RFID
1&%%%3@@1@15 which includes at least the transponder and the memory, wherein:

the antenna comprises a winding coupled to the transponder;
the reactive coupling comprises a winding coupled to the antenna winding;
the memory in the integrated circuit stores data to be transmitted in a response

signal; and

the circuitry is operable to store, via the winding of the reactive coupling and the
winding of the antenna, data to be transmitted in a response signal in the memory in the

integrated circuit.

12.  The radio frequency identification unit according to claim 1, comprising an
integrated circuit which includes at least the transponder and the memory, wherein:

the antenna comprises a winding coupled to the transponder;
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biometric authentication of the user. 8. The method according to claim 6,
wherein programming the transponder comprises programming the
transponder with data that includes a valid access code, and a MCSLLP
predetermined time period thereafter programming the transponder with

data that does not comprise a valid access code. 5 9. The method

according to claim 8, comprising the circuitry programming the o
transpdsderciercexpliagsarppiiespradedirmeaunledde Permstionh Hading:
which comprises an invalid access code. 1010.The radio frequency
identifiéatiperat HelurirgreelHire il skrss Hatad abIEEBHESAIBGr AgsRPnse
circuit which includes at least the transponder and the memory. 11. The
$4876 A uency identification unit according to claim 1, comprising an
integrated circuit which includes at least the transponder and the memory,
whereif, 156 AENIRSOORISRIB1IBAINY GRURIGH IR IBE HaNSRANIoupling
the reactive coupling Comprises a winding coupled to the antenna winding;

dhé Mmemoying the finfegraied, cifamitstocesatataitie b éntransipitied sfpaal which is
response signal; and _ the circuitry is operable to store, via the winding
spnerbinche el e gt Zboilftéing of the antenna, data to be
transmitted in a response signal in the memory in the integrated circuit.

12. The radio frequency identification unit according to claim 1, comprising

an integrated circuit which includes at least the transponder and the

memory, wherein: 25the antenna comprises a winding coupled to the
transponder; MCSLLP the reactive coupling comprises a winding coupled

to the antenna winding; the memory in the integrated circuit stores data to

be transmitted in a response signal; and the circuitry is operable to
designate, via the winding of the reactive coupling 5and the winding of the
antenna, data to be transmitted in a response signal which is stored in the
memory in the integrated circuit.
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