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.LAYARS Field of the Invention This invention relates to err and
particularly to error tracing in environnents having vi rtu Mﬂ I@ﬂ M@kers
bet ween host applications and devi ces. B&ckground of the |
probl em of fault detection and isolation -- tracking down a pridbtéthin a
conpl ex systemto | PAYLTOTRACCHE S SYSTEMS WIIEr VIRIUGHIZATTANILAYRRS | n sone
environnments, there is sinply a lack of any error reporting information,
but in map ] nt r e-class environnments, nmuch effort is invested in
rai sing a%—aﬁ%ﬁ% faults. In fault tol erant systens, such
information is critical to ensuring continued fault tolerance. In the
absence of effegilsl Vevdndibd deiest toOnrabd trapand, BREHARESABLariawWd eil:umrerant
system w y S ailure
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[ nstance aﬁpﬂrlaafslﬁa?a?g’é ESHCEBI | er subsystem there are many conponents in
the path or "stack"” fromdisk drive to host application. It is difficult to
rel at e aciasgbrsigiest edeangdehogged errors to the effect seen by an
application or a user host system Wen nmany errors occur at the same tine)
it is particularly difficult to determ ne which of those errors led to a
particul ar app“il"iec%‘f‘i’lﬁﬁmf%ﬁ FRAE. ATHREEHPRAEY HILETER uri BRRBEY i90"Rd al1
report ed perbbems im giromplaxk sydniem Bo gitsorqaty ciomsed- sichemesryf Bidmgitdnssene.
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to a systemuser. Any cea ces conf | dence that
the ri ght™ &P FAFHEEH Ff‘?(étfi’gﬁf‘gsSF?Fe“&ﬁyf%‘éF?n C&F‘afa"’d‘l’:ob‘?

encount ersgdbsms haudis épfomatine appidicdedlone psdains coysinmed, faplth RAI D
arrays, advenoed.functionpsaitehoferfeasheCopyr asticenahesd, repaieady add

consi der 3Rl HGRE USicQth f @oferda@P- HRUNEN ARAL YSin 1§ Akl 8% @bl & hhe il am
appl i cation sten). It takes significant tine and

know edgguf'*bh‘?e%%@ f?\‘ésef’ogetis%ﬁﬁse error that has caused the fault. 2
Wth the introduction of virtualization |layers in, many systens, the
problemis gromemg phaileandgesdaeiseyi ftsudinpzat iorfraderangt herd kaymredddt.
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in the under Ieyl n& rea‘l,stauﬁ),syfg:o r’gs:.Lskngvagto tnoS PP pre.difficult to perfor m
accurate Tault "t raci lfinown rom the teachin

B e St inted g sanby FROTOGPCERe ASETE SHNEY a
t he RAI DaeoanprleMtePnl@vel ugey Besgr gyeteyyst ens usi ng redundant arrays of
i nexpensi ve di sks. However, systens using plural such arrays together with

other periphegal, dey) Ce%%or@%@c@rs RECLi LsXmé/‘Q.eLHet '1‘?—_3/1; %a%\:i?&fl%r@} d@fﬁi‘&ﬁ@ge
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. ext er nal TRENTRES REFOIROLEGaRNeS (FiftRy 23k ksperted errors might work, but a

priority based scheme, fixing those errors that impacted the application

that is most important to the business, would be more cost efficient, and

would be of significant value to a system user.

Any lack of traceability also reduces the confidence that the right
error has been fixed to solve any particular problem encountered by the

user or the application.

Today's systems, with RAID arrays, advanced functions such as Flash
Copy, and caches, already add considerable confusion to a top-down analysis
(tracing a fault from application to component in system). It takes

significant time and knowledge to select the root-cause errorrthét has
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caused the fault.



There is thus a need for a nethod, systemor conputer program:that will
alleviate this problem and it is to be preferred that the problemis
alleviated at the | east cost to the custoner in noney, in processing
resource and in time. Summary of the Inv&ntion The present invention
accordingly provides, in a first aspect a nmethod in a stacked system for
afSSOCi i'iti ng el’WlQhStﬁiieEﬁ@xto@dc@i[onaoﬂS)Qﬁ:'tﬁ?eﬂﬂhhﬂiﬂzﬂ Dalydxat of fraag éﬁst@dﬂ? enT nor e
of a plur oSt _sys th ro t ve

bel ow a rif) éa‘ﬂ zation. ayig? co r(%&s?l n\plrtﬁgﬂszgt%l{ %fiﬁdg{“ﬁ?é ﬁggﬂ grror at
a user a&ﬁﬁ%’éﬂﬁft"—F%’ OHE dpPy cEtrtugsRRt L 9h r‘Fﬁh%!PFsaég%R!'{ évwwomvealaa% Ofefdtdr at
a | ower dhatke uegetlyisg embi Ngbaps tesins O rmaki ng €l te avrery mboé REEtkAitr 06 perform
associ at i,pgu At eCELAL oG hdentifier with said error trace entry; making
sai d conbined error log identifier and said error trace entry into an error
identifier that is unique within said plurality of host systens in said

st acked systerdt bhdnewhniar cxerpke s frem éh?oﬁeapélm Pfl‘lﬂltﬁé Safes dguert er of
a servi ceuwsiberd 5USEY, 58pPltboCadindain NbgldalC efdctohbstel atihe RAIDAcEubalét y of

host systgps ‘&’H%\:o%ﬂ%&' s%eyrﬁsmas &emdaat | £4a ngé?QﬁU§ﬁ‘e:&>fen§ﬁJedd£Q&t cause
error. Preferabl%} ned erro ifier

St e nt
and sai d*8¥§5F 't (‘fémséﬁ‘ls? gpﬁd“B"’rﬁgﬁug}?ra&Fastgﬁgﬁ 1%Er thrf'uhaf’ g"% 2 t hi n
sai d pl ugayiqeg. o#ndhegltecs%hewbelil rFhey| iprat pRNtedt 5W§F@¥ﬁ9@oﬁ’fﬂa| §E"sw°é”15nb| ni ng
an error (bxMaGeist¥olycandyéars SFraiftvare heeirld Fefrurastiuchnas niegerlivatioe to

meke an ‘éﬁé@rmajcg%t J'n&'lee"dl%ﬂ%ﬂ SeoUBbLHsC Wi drldl PrapficHe ] Wkddinhy Of host
systenms. Preferab é cause error at a |lower stack level is in a

peri pherﬁ‘lm EGF e B %°a|t861§t 58‘?(%§a§§/esst em 3 Preferably, the peripheral
'device is a storage device. Preferably, the stacked system conprises a
storage area meénsof¥.thllhea preegefiir & methtd OBYprew iodessmputiera pgegandtizEspect ,

an apparaiﬂs aﬁ%vx%ﬁé%@ﬂi@tﬁﬂwl@:ﬁr%é 1d:eEECEoeﬁe3§re%ebM tBRPlh& FrdoBllem is
| nterf ace, of, one, of 07 ¢ Of: Ao VLAl . lodlost, SYSLEM, Wkl qL cause

Sow & vir Iza aer conprising: "an error
det ect orr?“{f’r“ra%taé‘ét’rrhdiaﬁ error at a user appl ication interface; a

di agnostic conponent for identifying an associ ated root cause error at a

| ower st aGimak-@Ve&d rhé thkasg oaonponent for creating an error trace entry for
said error; an identifying conponent for associating an error |og
identifier with said error trace entr stemw de identification
conponent f or THaRFFF S al WEHH B ﬁéﬁ"rélr"\#%JrY IPSé Y4§Ent 11 eflﬁda%%ﬂ @rror
trace enmetjpofiniry agptaskedrsvisgemtiol| aasorhaftingseperguietRFEed Atsaivgepl ural ity
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comuni C@chtnga@s@ B RJr50Le 12060Ldif L &Fe1t BeBRY ol €AHESE £1at0bn A 256F \ofSridling USEr

appl i catl Loter one of 2 pI urall of host systems when
sai d serWi ce f’l’; Cﬁa%fa Llné:'daltqjeeé%{ﬁléea%o A P06t %:%usénteerrg?e Preferably,

t he systJéiﬂm%p@nsd@maﬁﬁ?fa&ttﬁ%rroeerﬁ%tﬁerﬂrrparafn&kil?f'garsaF%ché?ffﬁ netFBF ¥ " | og
- identifi®r eanck sabck entoy for ase deatuoy ; | aHsoctatiegr oy erdentliofi dent Heri s

- uni que Wiithi BaiSRiefrdd WEad tauueyf ROSingSyHilde BBmb iRed adrdob t Bk Edkrty $1 @Mand
conpri seg;; 42, SR eﬁ t{ﬁ)gﬂ'é}@oémd%wfle&r Bhift %thqa@%@nl@rssm | og

identifier wt anlnte g r entifier that 8 uni que
Wi thin SHUI*ptter 8F|}t°5?to’?ysﬁ8§‘f oy 8§t aEE T BB 8°W‘B’Bi’c%t§ﬁ§es efror at
a | oner srackideapefierste mny yraueptrer af c‘d@vrweoﬁt saa|uaesta§ekﬂe?ft§9%t em

Pref er abintertdv® perdogher adordess aeplusanitst of agatdeyitess weaf srigbbervithe
stacked [yt £INGOMRY 'b§.8§.15% éf V.38 6 Rk AR Wik, The present invention
further provides, in a third aspect, a conputer program product tangibly
enbodi ed in a storage nmediumto, when |oaded into a conputer system and
execut ed, calRRefsTAkdYeothsuBEsP & StakAne saddsermbaned erreF dogetdsabstiest and yser
appl i cateiaaﬁ exrtiocer taee aitrgnentdr anyreonfidenplifeal thar 0f JUrdgte syisbonsaidt h

root cayuse ef{Qf St dosd SfR6ks 1GVEI1DELAWa WdtkMaldmpalian cbﬁﬁaang sai d

conput er_ program product conprising c t am code e r
det ect | ngxggn SrrorsTat Y B iis & AT ri%ﬁt ?%eﬁ;"él %tezpf’lgh i Hentr %%e t% make

associ at®d SFEt leeriddier thpt s a“%%‘\ﬁe?’l%‘tlac%’ide%%‘?rﬂ&??éé’tfl Pf@gt ﬁy%ttef"ﬁr trace
entry for said error; associating an error log identifier with said error

trace entry; I‘E‘élﬂafkﬂ:ﬁ@i heC OO REGkL Ay he0a 11dGBE idtaBk RREL is in a

peripheral device of said stacked system.




4'said error trace entry into an error identifier that is unique within

-said plurality of host systens in said stacked system and comruni cati ng
said error identifier to any requester of a service at a user application
~interface of one or nore of a plurality of host systens when said service
must be failed because of said root cause error. Preferred enbodi nents of

the present i n‘é?é‘féx‘aﬂlyfoﬁ:héaﬁélrﬁpﬂe%‘ahaéév%e 1 8 Mdrhy@ldetele st orage .
subsystemin which errors are tagged root cause information using

uni que error identifiers. This provi des the advantage that nultiple errors
caused by a si Rgéferhlyt the stheked) syastiemc aempydEesk [ay sterade agregspelbwogkt he
single fault. This speeds up the diagnostic procedure and reduces potenti al

dovnti e in_anspl RELAlAe NGk, Byl A, e YSLEnaBLeRLe DRACLLALL00, oLt he

Dr awi ngs A pr e? e present | nventi
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dr awi ngs,of m phwciiitFigfuhest] sghtens withexesiplcanse erreusabt zatscack Jebsly st em

conponent peiloaCk . v1l§itewl@a21c§h@a\pezaeo@eaam@ gh &oeldbctd £36 CitdbdiGgt & @
present |y, pref ”egseerm%ggir‘h%%%o ngpﬁacgvgngi%%ﬁspf# L, {%égaeggsﬁ.g ption of

the Preferye e pre erred enhbo resent invention
begi ns by 4eBk{FG-"EnRR GERVEHHPDTACE FUER $736% (A7 6) l°"§’1§cﬂtaé’sk AFYdady BRFet s
i N many esrmpppents doc|@estigryyan cnmentigacd ratey rior fxigl psrarsedn tigepeicdorog

faults trw@aﬁ&tdeaggsegcmeiggmoeﬂurswgl 1Bex iFY 8F Qe h THASC e E:)%Q:iecal ly
the conpopgnts fgggtgmrm%asgn&}imgo &%g&‘an d%Lﬂ E}ﬂ%%ﬁé JUGh YR

driver |ayer e an error.

uni que | cFé’ﬁPFH"é’fr ifenfdfiss a&ﬁos@ddt“cfrf’ﬁet@?f*sﬂtﬁ@i i‘tﬁ?n%rﬁx%ﬁdiden'é’rfrlﬁf | og
entry. Thitatchn Wnéquométiphn ezidglardlargerf( host exargyisein 3Rih| stacked eger for
each ent rggstdhe auai £ umndaRht {dnt tompshiene Gorl ddnmehlidatihd@alidedtixolti er of the

109, | dendehi £ 3 p@ragycwqﬁgs@e\éegé o BaL Ol SLDSPAUEILY; GRUSEZ0. of

servi ce, ot her act1 vi | og .contai.ns su enent

0t o et (91 ToEREP] T > RAARERY: ORAIEE BFSEI Gen G BPAES B PRk Sser
or servi decpessefingdid Bocrtepeﬂlﬁe erecxr-oot - cause fault. The unique identifier
is then used as part of the response to any service request (for exanple,

an 1/0 requestﬁretsé@ibwusr.thebsya‘t@nlﬁ(aebm%@lcat;?o@fcow@rten@rf&r maki¥y Lssyer
of that r e%ESt J:QP r geli%t t:.f er ean]:iaéal % [ esngrpascee te.t(l)t ! tsngcaeguesxtfo

det er m nés |c)3 i ¥ an of i tis Jwn FErvices or reqd est TSt De fail ed.
It in tufAerEifisT thatolh “Péﬁtﬂeg’%"shma@"a’i% peyEala Y tcﬁeh‘ﬁﬁﬁ (ﬁﬁét%“ﬁei‘ﬂ isftdr that
it initi @akhgkadespstamdctirati seste pt ¢dnipegerith§or aggbining an error trace entry

and an error log identifier with an integer wvalue to make an error

identifier that is unique within said plurality of host systems.

Preferably, the root cause error at a lower stack level is in a

peripheral device of said stacked system.
Preferably, the peripheral device is a storage device.
Preferably, the stacked system comprises a storagé area network.

The present invention further provides, in a third aspect, a computer
program product tangibly embodied in a storage medium to, when loaded into
a computer system and executed, cause said computer system to associate
errors detected at a user application interface of one or more of a
plurality of host systems with root cause errors at a stack level below a
virtualization layer, said computer program product comprising computer
program code means for detecting an error at a user application interface;
identifying an associated root cause error at a lower stack level; creating
an error trace entry for said error; associating an error log identifier

with saild error trace entry; making said combined error log identifier and
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of those failures. Thus, the identity of the event causing failure is

- passed through the chain of failing requests, until it reaches the
originator of each Request. The originator then has the information
required to determine exactly which errot event nmust be repaired for each
detected failure, expediting the repair process, and ensuring that the nopst

critical applécal oAb KOS B8 é‘ﬁrbstldeﬁuﬁﬂaeruhattheg Qmii uél WikBle cadl@gr ee
of confi delnge Ihat tho%tcorsrfegé &I Lor Q R§e stglgalaglg \iﬁl&tﬂg t;l? time
del ay and A536¢Pat ed B6s T S UnSutE SsEF T recover| 68 resen fiy nost
pr ef er r ePX&ERBOAeRBRELert e aBYnfroHester ehat sEpMfSnt & és%%éPPJe‘q?}éé?% are

| ayer s i ninaesfddenaf eonet ac nofd F) a glarbbityl off Hosthcdysoass siheh saddneaadeag

RAI D contygl 16 $af fedDbecMisgkt Yelshz@tdo8h dahdl)errblash copy (130), caching
(140), renote copy (150), and interfacing to host systens (160). The net hod
of the preferred enbodi rent of the present invention allows for
traceability tBnedexped: prbosdiments efb\ihietpressrdrversichef el tof selpdise dmage
control | er vitaahisapeashie bibsybeens ahtwiAick &irack areytddoes|#ithakS® agusd r or

as a resyhkofaribe Lgrlhgnﬂl%ui %EL:&PQd@rYﬁ'}Eers ASTRI BYXSFIdeS. tid WhtdrRage
operatlon froman application servi celr‘(ﬂrj1 aurRylb returned as aicfkglluere to

the SCSI “BatR™SHHPEL EETO75 RAYSSF DY AheE £t BWas gih AV Re PRYSIE

st orage fdrgunsed teibeorsinghe Lapdsulhss ispeads aprigie Hé@ﬂ’i’g’#ﬁg@éﬁcﬁ%‘d eg2ndni que
i denti fi eedgaEkOpotraitagl radihit iedid @Qnt bihetrati $4 hgglignpesidnable Eyetémi led wite
is returned to the |ayer above, along with the unique identifier. These are
returned_u Q stack. At each_layer this may result in a failure within

t hat conﬁﬁ-ﬁ%ﬁr@—?—&'&%’p&éﬁﬁa—”éﬂﬁash copy is active agai nst the disk
that failed the wite the flash copy operation will be suspended and an _
error rai sed. AThiefetesd @nbodimehs &Iff thes passemgntgreatiion gudl indenbe fdeecyibedt | S
mar ked %&malyhgf UWafilfe IRt it R lrerOfenc@0to GALSR LR indAEERThdRY {de
conponent bel o The sane may happen at each | ayer in the software stack.
Event ual f"yct e |n|t|al error is returned as part of the SCSI sense data to
t he application server that requested the wite. The user can then relate
the fail ed w Figumepérsitawenardewemptlery hd rpaidizebiond satheyshen chmpiredtt $tachks it e,
and the operations and functions that failed within the software stack -

for exanple t E %ijea§ hsh%Q,Eyad-x ?&%1%0& gﬁsgfﬂogepogagg&ﬁ:‘dln? Gol & ];Welsgnigg/

appreci ated t bed above w1l typically be carried out
in softV\Bﬁeeferrﬁﬁ‘?'n|eﬁ‘§°‘6’r¥‘eﬁﬁe°f0|’:h?rd'rn§e’b9188essors (not shown), and that the
software may be provided as a conputer program el enent carried on any

sui t abl epélatiaed alesbeiptiah S Bhé paBOsWIkd SEMtddatend Magnetic or opti cal

conputer disc. The channels for the transm’ ssion of data |ikew se may

ol ude stor age, Uedha.gh Blaeas L PLLINR B8l laAoR Ml GRY YL odi 2

such as wired of "W r resent 1 nvention nmay suitably
be enbodfR& cagveéltéeﬁﬂuteé?"rpll@%r%ﬂpbr éaﬁ’ttasf Bf re3d¥ SHERS 4%cBHPut er system

- Such an emywrenbyr-gliaen epwiroouenprsi.selhe serdresonfiscespiuterrecerd fighecs that

i nstructiangeeiddear o ickRgbranea it Bl erdRdi these St t@sialTHmet er readabl e

medi um I: oﬁm L:Eat q'nls,gﬁtatcg ?%B%tw wgfldharglcgl §§< negﬁortkr QP%%@N €

to a co via a nodem_ or ot I nt C evice, over either a
t angi bl e arﬁ?&’]?urﬁh"“ nﬁ%&?ﬁgﬁlﬁﬁ'f fotetshi ¥y PP E‘B‘?ﬁ?]caf’mo‘?r Shal ogue

communi cations lines, or intangibly using wireless techniques, including
but not |imi tEduhQuéﬁ:(BléﬁH\Eﬁi@r iNnbr arscdaded 0b hate exianmsng ssboverttéotnli, ques.

The serigs Qf 16PMRHEET FeAARDL &6l BSld HEtiQR £ﬁ§9§’é Q§oﬁje1caﬂélaoaﬁi k)t he
functional it descr |bec hose |II dthhe t will

appr eci afréte?%’étfr?u%?#bg ’G’terﬂi’ ﬁﬁlaqﬁ’leel‘%er% rhecrtl"élhesn be W tten ina
nunber ofdsstbEnaf e deuage-ifss Gs@a%lf’ﬁlﬂ‘ﬁaﬁ\}%ﬁﬁft &t9%r chitectures or
oper at i nguspgie@By cairsehefq ssucile] nat puodd eosiviay, ke €4idr.edrhes ergprraAyy

menory t@&ﬂ&@ﬁ@%ppﬁn%%@ﬁ 19?.01%&?:%:!3 detd1ali Hgli vig b&ﬁltn@étéctéa tedot 0,

seni conductor, _magnetic optical or transmtf si ng, any.
1 n £-
comuni ca‘f“'lt 3RS Ii ?‘mo]1188yaf uﬁ?esen diire, i nc‘? 3? but not Timted to

optical ,fa%frared, or mcrowave. It |s conterrpl at ed that such a conputer
program product nay be distributed as a renovable nmediumw th acconpanying
pri n][ eddO{j el ﬁ% hifdnte Q@@r&q@ﬂéxatlbm}enf@edeﬁﬁrﬂake , ofS Rhé NYespsmfped ﬁ@ftV\ﬂ{je
pre-loaded with a conputer te exa t xe

di sk, or®distT |rl§&?e%:mr¥8’fneé‘ sslr vg%n o?geﬁegu?r%nfgggmgfg%%%n? &Ergé%%c&g%ga
netvvork, for exanple) the Internet or Wrld Wde Wb. It will be

appreci ated that various nodifications to the enbodi nent descri bed above
will be apparent to a person of ordinary skill in the art.




CLAIMS 1.. A nethod in a stacked systemfor associating errors detected at
a user application interface of one or nore of a plurality of host systens
with root cause errors at a stack level below a virtualizaation |ayer
conprising the steps of: detecting an ermor at a user application
Interface; identifying an associ ated root cause error at a | ower stack

| evel ; creativag as&o@r e L5A6L 8AlhY: FRkuea, doﬁrzre@elp@@someatzaﬂgedan error
| og i dentlfl er Wlto lgal d error trace ent{uydh ma 'a91 |Q§ erigoorr | og

se re st :Lnes
identifief and said &fror dce en O "dn err den% et S

uni que wi FeAYESEAIRRSS| bR élail%%ﬁ -of Ithd§t t‘é’-’%?%‘n‘*@ e §HPdrﬂlaé%da§"y’§’t éﬁ?lngnd
comuni cathé@ms el i@enifierlambt fiteinitdaaly reeeliest efatofidenti€les cheataud@euser
applicatigp daLerda¢e.&f one or nore of a plurality of host systems when
said service nust be failed because of said root cause error. 2. The nethod
as claimed in claim1l, wherein the step of making said conbined error |og

i dentifier andThes.dtke ddentitacet gherevennt eaughng faptudedbatiapsped thiemgl she

uni que Wi éndin &fimdipiiy akidescof Jdnest 1&Y55£jﬁ§slﬁhesad:i§1ﬁ£6&ﬂ<ed &St Réfuest.
conpri ses: T&O@iélhggozar&hgﬁ Rk h{eaﬁﬁf £ YorAR Qe&féooﬁeéél%lhg%béiff Wi th

anlnteger val ue t an error en I e eW|th|n sai d
plurality” gh% °rs§‘§einén‘§u5t3 eﬁfé’a?‘f‘éetdh&ar §§°%I%tﬁ%‘bedi gaﬂ m EPAHEPEi n t he
r oot causEieerepFirapreresgnesnds epgkine \Fopt jtde| rosk Bﬁﬁlﬁhbrwlﬁ‘éﬁkﬁlﬁs dfresai d
st acked syadteped £irdthe pefdred, ahegd aisnechiighet |G@gheds ofWagiféiéncakhat the

peri pheral,,deui Ce"rrb? téssﬂél{nagépa‘El%a CRvoRiingNehdTRLAO tedSy GhAI A’Q%@cia&eﬁ' aim1,

wherein the stacked ra‘%lss em corr‘Frl ses a storage area network. 6. An
appar at us"PEr A ICEEFHEFAY SPFOYE 82t ected at a user application interface
of one or nore of a plurality of host systenms with root cause errors at a

stack | evel betrowha pHesbmrdlyl A6t prefeayed efbsdpinest NGhe cdponents that
communicate the requests are layers in a software stack (100), performing
functions such as managing RAID controllers (110), virtualization (120),
flash copy (130), caching (140), remote copy (150), and interfacing to host
gsystems (160). The method of the preferred embodiment of the present
invention allows for traceability through the system down the stack to the

edges of the storage controller.

Each component in the software stack may itself raise an error as a
result of the original failing event. As an example, a write operation
from an application service (190) may be returned as a failure to the SCSI
back end (110), that is, the write was failed by the physical storage for
some reason. This results in an error being logged and a unique identifier
(210) being returned to the raising component. The failed write is
returned to the layer above, along with the unigue identifier. These are
returned up to stack. At each layer this may result in a failure within
that component - for example if a flash copy is active against the disk
that failedvthe write the flash coﬁy operation will be suspended and an
error raised. This new error itself is assigned a unique identifier, but
is marked with the unique identifier, or root cause (230), passed by the
component below. The same may happen at each layer in the software stack.
Eventually the initial error is returned as part of the SCSI sense data to

the application server that requested the write.

The user can then relate the failed write operation down to the
physical disk that failed the write, and the operations and functions that
failed within the software stack - for example the flash copy operation

described above.
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instructions embodies all or part of the functionality previocusly described

herein.

Those skilled in the art will appreciate that such computer readable
instructions can be written in a number of programming languages for use
with many computer architectures or operating systems. Further, such
instructions may be stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or optical, or
transmitted using any communications technology, present or future,
including but not limited to optical, infrared, or microwave. It is
contemplated that such a computer program product may be distributed as a
removable medium with accompanying printed or electronic documentation, for
example, shrink-wrapped software, pre-loaded with a computer system, for
example, on a system ROM or fixed disk, or distributed from a server or
electronic bulletin board over a network, for example, the Internet or
World Wide Web.

It will be appreciated that various modifications to the embodiment

described above will be apparent to a person of ordinary skill in the art.
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communicating said error identifier to any requester of a service at
a user application interface of one or more of a plurality of host systems

when said service must be failed because of said root cause error.

2. The method as claimed in claim 1, wherein the step of making said
combined error log identifier and said error trace entry into an error
identifier that is unique within said plurality of host systems in said

stacked system comprises:

combining an error trace entry and an error log identifier with an
integer value to make an error identifier that is unique within said

plurality of host systems.

3. The method as claimed in c¢laim 1, wherein the root cause error at a

lower stack level is in a peripheral device of said stacked system.

4. The method as claimed in claim 3, wherein said peripheral device is a

storage device.

5. The method as claimed in claim 1, wherein the stacked system

comprises a storage area network.

6. An apparatus for associating errors detected at a user application
interface of one or more of a plurality of host systems with root cause

errors at a stack level below a virtualization layer comprising:
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a trace component for creating an error trace entry for said error;

an identifying component for associating an error log idemtifier with

said error trace entry;

a system-wide identification component to make said combined error
log identifier and said error trace entry into an error identifier that is
unique within said plurality of host systems in said stacked system; and

a communication component for communicating said error identifier to
any requester of a service at a user application interface of one or more
of a plurality of host systems when said service must be failed because of

said root cause error.

7. An apparatus as claimed in claim 6, wherein the system-wide

identification component comprises:

a component for combining an error trace entry and an error log
identifier with an integer value to make an error identifier that is unique

within said plurality of host systems.

8. An apparatus as claimed in claim 6, wherein the root cause error at a

lower stack level is in a peripheral device of said stacked system.

9. An apparatus as claimed in claim 6, wherein said peripheral device is

a storage device.

10. An apparatus as claimed in claim 6, wherein the stacked system

comprises a storage area network.

11. A computer program product tangibly embodied in a storage medium to,
when loaded into a computer system and executed, cause said computer system
to associate exrrors detected at a user application interface of one or more
of a plurality of host systems with root cause errors at a stack level
below a virtualization layer, said computer program product comprising

computer program code means for:

detecting an error at a user application interface;
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systems in said stacked system; and

communicating gaid error identifier to any requester of a service at
a user application interface of one or more of a plurality of host systems
when said service must be failed because of said root cause error.



