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met hods, systens, apparatus and conmputer program products for electronic

di scovery and, nore particularly, nonitoring specific conputers in an
enterprise for the purpose of determ ning when the specified conputer is
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[ 0003] El ectroni ¢ di scovery, ‘commonly Te o as e- covery, refers to
any process

CLAIM OF PRIORITY UNDER 35 U.S.C. §119
[0001]  The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned to the

assignee hereof and hereby expressly incorporated by reference herein.

FIELD
[0002] In general, embodiments of the invention relate to methods, systems, apparatus
and computer program products for electronic discovery and, more particularly, monitoring
specific computers in an enterprise for the purpose of determining when the specified computer
is active or otherwise connected to the network, so that subsequent collection of data or other

electronic discovery functions can ensue.

BACKGROUND
[00G3] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment,
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data
appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.
[0005] In the process of electronic discovery, data of all types can serve as evidence.,
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an

especially valuable source of evidence in civil or criminal litigation, because people are often



in which electronic data is sought, |ocated, secured and searched with the
intent of using it as evidence in a |legal proceeding, an audit, a
securities investigation, a forensics investigation or the |iKke.

E-di scovery can be carried out offline on a particular conputer or it can
be acconplished in a network environnent. [0004] The nature of digital data
makes it extrenely well-suited for investigation. In particular, digital
data can be electronically searched with ease, whereas paper docunents nust
be scrutinized manually. Furthernore, digital data is difficult or
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location, refrieval and preservation processes, especially in instances in which the enterprise

system includes disparate techmology infrastructures and the like.

[0008] As previously noted, e-discovery, as opposed as conventional discovery of printed

materials, provides for the ability to filter or search the data so as to reduce the volume of data to

only that which is relevant to the request. Such searching is typically accomplished by

determining a specific date range for the request, providing key words relevant to the case and

the like. Improvements in the area of searching are greatly in need to further add efficiency to

the overall e-discovery process.

[6009] Once data has been retrieved, preserved and, in some instances, searched the

electronic data may be reviewed by the requesting enfry, such as a law firm, securities

commission or the like. While large requests are generally suited for online review, the manner

in which the data is presented for review adds efficiency to the review process and ultimately

drives the cost of the review process. Therefore, improvements in the manner in which data is

presented for review are also desirable as a means of increasing efficiency and reducing costs.



part of any el ectronic discovery is the preservation of data, which

I nvol ves nmai ntai ning an original source copy and storing it for
preservation purposes or furthering processing. This too becones a daunting
task for the enterprise systemthat enconpasses a nyriad of different
technol ogy infrastructures and the |like. Therefore, a need exists to

I nprove the identification, location, retrieval and preservation processes,
especially in instances in which the enterprise systemincludes disparate
technol ogy infrastructures and the |ike. [0008]As previously not ed,
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computing device or other e-discovery functions associated with an identified computer can only

occur if the computing device is turned on and has established a connection to the enterprise
network (referred to herein as "online™). In a worldwide-enterprise with custodians working
across the globe, computing devices associated with a custodian may be online at any time of
day, day of the week or the like. In a similar fashion, portable computing devices, such as laptop
computers, may, in some instances, be limited to activation and online activity during off-
business hours, such as evenings, weekends and the like. From the administrative perspective of
an e-discovery system it is not efficient for a user/e-discovery associate to wait until a specific
computer comes online or to haphazardly attempt to find the computer in an online state.

[0013] In a network environment computing devices are typically identified by an
assigned Internet Protocol (IP) address. However, in certain instances; such as remote use,
Virtual Private Network (VPN) use and the like, the IP address is a dynamic address as opposed
to a static address. In such instances, determining what the IP address is, even when the
monitoring party is aware that the computing device is online, catt be somewhat problematic.,
This is because some queried servers may return a false or out-dated IP address based on the
server retaining the 1P address even after the computing device has disconnected from the

network or has disconmected and subsequently reconnected.



Such managenent does not allow for finer granularity in the managenent of a
case or for links to exist between different cases for the purpose of
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{0017} Thus, present embodiments provide for monitoring or otherwise "watching" the

online and/or offline activity of specified computing devices in an enterprise wide electronic
discovery system. By determining when a computing device is online/offline and notifying a
requesting party (i.e., an electronic discovery associate tasked with performing a function on the
specified device, such as a data collection function or the like) of the online/offline status, the
requesting party knows when the specified device is available for electronic discovery functions,
such as collecting data from the computing device or the like. In alternate embodiments,

determining when a computing device is online may automatically trigger initiation of one or



order to provide a basic understandi ng of such enbodi ments. This sunmary is
not an extensive overview of all contenpl ated enbodi nents, and is intended
to neither identify key or critical elenents of all enbodi ments, nor
delineate the scope of any or all enbodinments. Its sole purpose is to
present sonme concepts of one or nore enbodinents in a sinplified formas a
prelude to the nore detail ed description that is presented |ater.

[ 0016] Enbodi nrents of the present invention relate to systens, apparatus,

met hods, and conputer prop= products for electronic discovery and, in

particular, inprovenents jn electyonic discovery that al f electronic
di scover y7t'§ %c‘é‘faﬁ"ﬁ?aé‘ﬁtd*?fug’ﬁomé%%%y iﬁ”fsg‘?f ?S\flg{af °‘ier%§ WYe Ol\z{aiég i gélés glgdi ver se
enterpri Slﬁoniﬂoﬂlﬁggéifpﬂibﬁigh af the pithadinn@iibs eiheimi;nhd ﬂ&? fortihekeqekstatgaurty ® syst ens,
appar atus, .nethods and .c uter, program products for.nmonitorin

onl i ne/ of‘F‘I“{Eéprﬁ f ﬁ°9°%f%?§5'§£?r1ai°8%p§5ﬁ%ﬁ¥ﬁc%t8 RTINS Oﬁotrﬁ?dr? U?’ﬁéelg&pt
ent er pri s fisy & cefputin@@dvideldalite. present enbodi nents provide for nonitoring
or otherw se "watching" the online an r offline activity.of.specified
conput | ng‘)ﬁb‘i}i ces %??d ﬂ"t%‘?rbﬁﬂp’%geo’v\}i“f{gﬁg‘i‘ee@{‘?%h %m%l? sacc(?\l}lé’?{g/ gsdfglt%% By
det er mi ni AGnwhRRRe-idFPEtunRatideiveek dddinendrbivdingdnfslof the passeht oeatfopi Abe a
requestin art i.e.,.an.electrgni¢c discovery associate task ith

per f or mi etgo‘{ lﬂéﬁ‘éqsﬁﬁell?ﬁgtvﬁaea SGEweieg ‘g“ef *§ 8%858?15’/%%%?{6%%6“&“11535 %e{glg?’}gﬁect i on
functi on geralify@f bitkpiscokide bevenior maworkisiatusof s tahmsing ddvicerietpa esterprige. par t y

Funct i ons bR Ae s ey Ty e PR gt prag oot PaBREe Vi e

I n al t er nAtRneTh adigiaiiom dhelbembicif fig phhisiny af eorpuFirthgr, devérasore f theil | ne nay
automatically trigger initiation of one_or nore e-discovery-related

functi ons“eé"}ﬁ%{‘ ﬁ@“‘g pauges 1 ‘&‘b"f‘fs %&mg‘ﬁ"[‘t&’né’g eé’&?"f"éﬁgé}}s? ¥ 9 étmgfl?ﬁltgg t he
noni t or i Ngd@dHally Md oeihe indliides PeTsBBLvid the eqhpuding dbvice pradeesr, tieathescbntor t he
requesting party to jt for, prolonged. peri, of tine,for a conputing

devi ce tooq"éli‘)erfﬁ&?ﬁ'ﬂof’%&ﬁh? net“ﬁ"’]‘éﬁ'&'ﬁiﬁﬁ?soé?fegr?ﬁ@qﬁ%cwpﬁtﬁ“gadewﬁputi ng device
online. [[Q0%k8] A mehbagdiifto spevifid dibodinennlthavaéthdd hiaynfarthetinubrde astoabtimllpf  a
conputing device.in an enterprjse-w gle ﬁommni cat i ;ﬁ){gcfnetvxﬁ)(rﬂlém%%{ci nes

enbodi ner&”W“Pﬁ’ég’ﬁP&QWP“?’%\ﬁI@ﬂf?’Bﬂ RO ST P RETTHEE 68V °ng, via a
conput i NGJiskavérs BssBEABERSAN on vRfificutiph 6fitit aatwbikathuscli édubaputmgpkdcalht y of
enterprise-w de net wor k us of a co ginthe

servers for. sta ut i ng, devi c
ent er pri s&t Weﬁgfﬁlﬁﬂtr@%ﬁ‘{‘??@?(ew ?Fé?ﬂ?f‘ég%ar%’@@’f”\ﬂeﬂ&rgg?%s ?%ge COMRUtE ng devi ce
pr 0Cessordevize.NGh ARthEr relattt UHb6ESRANHE nietholl e hgleemitiafiig Racmemputingaieecof t he
plurality of servers. Further, .one or rTPr e&g{%t he et\éior.g BlatUS.JepPonses
i ncl udes HPPSFTORIOBEPT BAFESTECTHES HEOYBY RSPt e FOPREE SREER 1RG GEViRe.
Addi t i onadfiﬂyehaléxh@ ﬂﬁletszlaadmicrtﬁécufkeﬁ%s@m% YButigan ald':ranc;tiﬁe?] e pleditdningligtevirg e
processor, that at |east one of the indications e, het wor tatus is
associ at STl CoILRg FRycaLATEEnt y[aﬁﬁ‘_[‘b‘inAtg%B&Hf’%gan? @cfé‘g%c. § ‘?nc? 3
enmbodi Nenkre hewdmd MiedveRYudctishebe infttedde aut omatical ly

[0020] According to other specific embodiments the method includes automatically

initiating, via a computing device, one or more electronic discovery functions at the computing
device based on verification of the network status of the computing device.

[6021] In other specific embodiments of the method, the query includes a Network Basic
Input/Cutput System (NetBIOS) machine name to identify the computing device.

[0022] In still further embodiments of the method, the indication of the network status
includes one of inclusion or omission of an Internet Protocol (IP) address associated with the
computing device. Inclusion of the IP address denotes that the computing device is likely

online. In such embodiments, verifying, via the computing device processor, that at least one of



communi cating, via a conputing device, an alert to one or nore
predeterm ned el ectroni c di scovery associ ates based on verification of the
network status of the conputing device. The alert notifies the electronic
di scovery associate of a current network status of the conputing device. In
further rel ated enbodi nents the nmethod includes initiating, via a conputing
devi ce processor, one or nore electronic discovery functions at the
conmputing device based on receipt of the alert by the electronic discovery
associ ate. Such an alert notifies the electronic discovery associate that
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verify that at least one of the indications of the network status is specifically associated with one

of the one or more computing devices,

[0024] In alternate embodiments the apparatus may further include a computer
monitoring alert application stored in the memory and executable by the at least one processor.
The computer monitoring alert application is configured to automatically communicate an alert
to one or more predetermined users based on verification of the network status of a
predetermined computing device of the one or more computing devices, The alert notifies the
user of a current network status of the predetermined computing device. In further related
embodiments, the apparatus includes one or more electronic discovery application stored in the
memory and executable by the at least one processor. The electronic discovery application(s) are
configured to be user-prompted to initiatc one or more electronic discovery functions at the
predetermined computing device based on receipt of the alert by the user. In such embediments,
the alert notifies the electronic discovery associate that the computing device is currently online
and includes the one or more electronic discovery functions to be initiated.

[0025] According to other alternate embodiments the apparatus may include an electronic
discovery function initiation application stored in the memory and executable by the at least one

processor. The electronic discovery function initiation application is configured to automatically



in an enterprise-w de comunication network provides for other enbodi nents
of the invention. The apparatus includes a conputing platformincluding a
menory and at | east one processor. The apparatus further includes a
conputer nonitoring application stored in the nenory, executable by the at
| east one processor and including a network status determ nation routine
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yet another embodiment of the invention. The computer-readable medium includes a first set of

codes for causing a computer to query, on a predetermined schedule, an enterprise-wise network
for network status of a computing device. The computer-readable medium additionally includes

a second set of codes for causing a computer to receive a network status response to the query.
The one or more of the network status responses includes an indication of the network status of
the computing device. Additionally, the computer-readable medium includes a third set of codes
for causing a computer to verify that at least one of the indications of the network status is
associated with the computing device.

[0029] Thus, further details are provided below for systems, apparatus, methods and
computer program products for automatically monitoring the online/offline activity of computing
devices within an enterprise system and automatically notifying a party requesting such

monitoring of the online/offline status, such that the notified party can commence with



further configured to query, on the predeterm ned schedule, the enterprise
network for network status of the one or nore conputing devices. The query
i ncl udes one or nore Network Basic |nput/Qutput System (NetBlI GS) machi ne
nanes, each nane associated with a respective one of the one or nore
conputing devices. [0027]In still further enbodi nents of the apparatus the
network status determnation routine is further configured to receive, in
response to the query, network status responses that include an indication
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[0033] FIG. 2 is a block diagram of an apparatus configured for network status
monitoring of computers in an enterprisc-wide network, in accordance with embodiments of the
present invention;

[0034] FIG. 3 is a flow diagram of a method for monitoring computers for network
status in an enterprise-wide electronic discovery system, in accordance with embodiments of the

present invention;

[0035] FIG. 4 is a block diagram of an enterprise-wide electronic discovery system
highlighting computing device monitoring, in accordance with embodiments of the present
invention;

[0036] FIG. 5 is a block diagram of an electronic discovery manager scrver, in

accordance with embodiments of the present invention;
F0037] F1G. 6 is a block diagram of a database server in an electronic discovery system,

in accordance with an embodiment of the present invention,



conducting el ectronic discovery-related functions and/or automatically
commenci ng the electronic discovery-related functions based on confirmation
that a conputing device is online. [0030] To the acconplishnent of the
foregoing and rel ated ends, the one or nore enbodi nents conprise the
features hereinafter fully described and particularly pointed out in the
clainms. The follow ng description and the annexed drawi ngs set forth in
detail certain illustrative features of the one or nore enbodi nents. These
features are indicative, however, of but a few of the various ways in which

the principles of various enbodi nents nay, be enpl oyed, and.this description
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[0041] FIG. 10 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention; and
[0042] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data types

in an electronic discovery system, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0043] Embodiments of the present invention now may be described more fully
hereinafier with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0044] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, efc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
{0045] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.



status in an enterprise-w de electronic discovery system in accordance
wi th enbodi nents of the present invention; [0035]FIG 4 is a block diagram
of an enterprise-wi de electronic discovery system highlighting conputing
device nmonitoring, in accordance with enbodi nents of the present invention;
[0036]FIG 5 is a block diagramof an el ectronic discovery manager server,
I n accordance wth enbodi nents of the present invention; [0037]FIG 6 is a
bl ock di agram of a database server in an electronic discovery system in
accordance wth an enbodi nent of the present invention; [O0038]FIG 7 is a
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following: an electrical connection having one or more wires; a tangible storage mediom such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an crasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory {CI3-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if
necessary, and then stored in a computer memory.

[0046] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C-++, or the like. However, the computer program code
for carrying out operations of embodiments of the present invention may also be written in
conventional procedural programming languages, such as the “C” programming language or
similar programming languages.

[0047] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks. ‘

{0048] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular mannér, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act

specified in the flowchart and/or block diagram block(s).
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[0039]FIG 8 is block diagramillustrating el ectronic discovery managenent
structure, in accordance with an enbodi nent of the invention; [0040]FIG 9
is a flow diagramof a nmethod for initiating a case or nmatter including
creating search terns, creating and sendi ng preservation notices, sending
rem nder notices and creating and sending surveys to custodians, in
accordance with enbodi nents of the present invention; [0041]FIG 10 is a
fl ow di agram of a method for custodi an nanagenent in an el ectronic

di scovery system in accordance with an enbodi nent of the present

i nvention; and [0042] FIGS. 11 and 12 are flow di agrans of nethods for
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present i emthatdngten ovetineg prdgengeable dpbweiusio ¢ 4 gomputer-implemented process

such that the instructions which execute on the computer or other programmable apparatus

provide steps for implementing the functions/acts specified in the flowchart and/or block

diagram block(s). Alternatively, computer program implemented steps or acts may be combined
with operator or human implemented steps or acts in order to carry out an embodiment of the
invention.

[0050] Thus, apparatus, systems, methods and computer program products are herein
disclosed that provide for monitoring the online and/or offline activity of specified computing
devices in an enterprise wide electronic discovery system. In specific embodiments,
automatically determining when a computing device is online/offline and automatically notifying
a requesting party of the online/offline status, the requesting party knows when the specified
device is available for electronic discovery functions, such as collecting data from the computing
device or the like. In other specific embodiments, automatically determining when a computing
device is online and automatically initiating electronic discovery-related functions, obviates the
need to involve a electronic-discovery associate in determining when a computing device is
online and initiating the electronic discovery-retated functions. The monitoring application of the
present invention eliminates the need for the requesting party to wait for prolonged periods of
time for a computing device to come online or to randomly attempt to find a computing device
online.

[0051] Further, monitoring of computing devices in the enterprise can aid in accurate and
timely harvesting of files from such devices, thus limiting the enterprise's exposure to spoliation
risk (i.e., the negligent or intentional withholding, hiding, alteration, destruction, etc., of data
related to a case). In other embodiments of the invention in which identification of physical
location is imparted in addition to network status, the risk associated with devices being lost or
stolen can be reduced, since proactive notification can potentially lead to recovery of a
computing device that was reported missing,.

[0052] FIG. 1 provides a schematic diagram of an apparatus 10 configured for network
status monitoring of computers in an enterprise-wide network; in accordance with embodiments

of the present invention. The apparatus 10, which may comprise more than one computing

It



hereinafter with reference to the acconpanyi ng draw ngs, in which sone, but
not all, enbodinents of the invention are shown. |ndeed, the invention may
be enbodied in many different forns and should not be construed as limted
to the enbodinments set forth herein; rather, these enbodi nents are provided
so that this disclosure may satisfy applicable | egal requirenents. Like
nunbers refer to |ike elenments throughout. [0044] As may be appreciated by
one of skill in the art, the present invention nay be enbodi ed as a nethod,
system conputer program product, or a conbination of the foregoing.
Accordi ng resent .invenption . may take the formaof an entirel
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the enterprise network to determine the network status of a predetermined computing device 28,

In specific embedimentis of the invention the query may be sent once every few minutes, such as
once every one to ten minutes and, in particular, once every three minutes. The query 24 will
identify all of the computing devices that are currently being monitored to determine
online/offline status, In one specific embodiment of the invention the computing devices are
identified in the query by their respective Network Basic Input/Output System (NetBIOS) name.
As shown the computing device 28 in the enterprise network 20 may include any computing
device capable of establishing a wired or wireless connection with the network, for example,
personal/desktop computers 28-1, laptop/portable computers 28-2, handheld computing devices,
such as telephones, Personal Digital Assistants (PDAs) or the like 28-3.
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flowchart illustrations and/or block diagrans of nethods, apparatus
(systens), and conputer program products. It may be understood that each
bl ock of the flowhart illustrations and/or block diagranms, and/or

conbi nati ons of blocks in the flowhart illustrations and/or bl ock

di agranms, can be inplenented by conputer programinstructions. These
conputer programinstructions may be provided to a processor of a general
pur pose conputer, special purpose conputer, or other programabl e data
processi ng apparatus to produce a machine, such that the instructions,
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etc., of l'g%ﬁ"aser?’éll qléaéestt%atg’eég%‘%’?ss IFuge rasw%%i“ﬁg}#%w&?*ﬁ?ﬂ@wﬁ%u on in
whi ch i deqakvick). cation of physical location is inparted in addition to

network status, the risk associated with devic bei.ng | ost or stolen can
be reducdd®Hince BrisENEIQEIGRA Q“EQFFBWr%%F‘lﬁ‘ESQm?lﬁ&WO?@?E%l ecovery

of a conmysbdifichlideMtEshid Middov¥Rman@ROEd Oer TM0SEIbBGed within an clectronic discovery

enterprise system 100, according to embodiments of the present invention. The electronic

discovery manager server 110 is configured to provide network status computer monitoring

across the entire enterprise network and, in optional embodiments, alert predetermined users,
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[0052] FIG | provides a schematic diagram of an apparatus 10 configured for
network status nonitoring of conputers in an enterprise-w de network; in
accordance with enbodi nents of the present invention. The apparatus 10,

whi ch may conprise nore than one conputing device, includes a conmputing
platform 12 having at | east one processor 14 and a nenory 16. In specific
enbodi nents of the invention the apparatus nmay take the formof an

el ectroni c di scovery nanager server 110 as shown in and described in
relation to FIG 4. The nmenory 16 of apparatus 10 stores conputer

moni torin I ] ' ' LAur [ - terprise

net wor k 2%1(31'??)5p %%ac?lg%ru %ﬁﬁ%@ﬂé@%%ﬁehgﬁg%%\ggﬂgﬁ ﬂj]s ?ﬁé‘%’{éﬁ% ?(ttugﬁigtﬁ s of a known
conput i ngelertiphis disceveraneions syshias datnenllpgior opte liker Inpdditidn to pewllodi ment  of

t he i nventi.on, ?m{;@’ﬁ i i . i I i8] din

conj uncti IJﬁﬁ{/&vidte ’glilﬁg e r%hﬁwgﬁsg%%@gtrc 391%(151@2% ?ghévﬁ?cgﬁm‘leﬁﬁé%?% ni ¢ data

st ored ormamgecewereld Cwayhincdnde onpertiagolhay bype of eomiiuterigent devioe. i Be presentor k
requires i 1) S1E S j i i QN i eto
automati c %ﬁgﬁﬁg%%%gﬁ% ver g%, a‘%ﬂgd élgaen?&?xjiﬂeﬁac%%l tII{hr{g?iﬁ"zj}pelc'llevi ceis

onl i ne an@0zd] of f | Theseaer ] 10tihiudes eqemisg hlaidortnol 2tthat cal msediveond exedits cover y

system f %rnltnl}? att dBfico fe (ﬁﬂ@&&&%&eﬁ%ﬁ gf ﬁj[tt:fuﬁ&i fterfidrs §8 \Hioh J#%&h:g%%s , such

as data collection“or t mat 1 ng conput €r noni tor i t he
present i Ynaig indmon-eblatite nemesy, sueh aswsadiofly andéiomeuinm acsass memery R 8%t andni ¢

di scovery: j th}g ' tor _ I 1) onput i ng
devi ce ingﬁ’?%?éﬁ I\%aligcfom ef%égl‘}(%r%saﬁag?]ﬂ%%ﬁ%cg%ﬁ vt\g!r:ﬁg%ltttegﬁ %‘g of a conmputing
devi ce belbuirers mamdyhdtmaygndledslonevremort Reshemdnarpedlls cor mety e riky seondy bdwi de,

spanni n ; I i I; rpor.at e i i ces, such
oAbt op A SREEL T ko BaGRNE e oA BERE BCR BR S AR DT e
active (i[083%] onl i helhearcompyingplatforni 12 dldormaclutles progessdrd 4 delyich medie, anet c.

ot or m naPaR y ot ne by AREASKE) E kP R HAES: 1B B 75

pr edet er mithredatg procctsing device. Prasessenr Mar sth@progessohsick s ABISI maeexpatiavmr kK t 0

determ ne_the.. \Qgglﬁ ?{ fr r rned .co I evice . In

specific a@h@%g{;&?rgn S 0 gtq h%ﬁ?c%&eﬁlﬂo@qﬁ&lgﬁ%g%& lﬁla{/@géeswsg%ﬁgo%ﬁsésuégery few

m nut es, asgohpuier nmdterinpapplicat o4, cormpiter moniierdrg alanthpplicatipaéq, electtanic, once

every thr ] The. i) Ly ' Ll of the el

devi ces tcﬁ%? z?? g&gtﬁop r%ﬂ?tfo% légﬁell}éﬁé&lnﬁg B Itﬂl 5 rlfgg%{)ehéneﬁg Fnﬁ%ﬁlg 125 rﬂflﬁl(r%gye g%éﬁ“?ne

st at us. Iéiscgmyglp@gﬁféeweemﬁodi ment of the invention the conputing devices

o€ LIRS B A SSRGS R LI BT eI O Pt

net wor k X0mprase, $qﬁwatcdéldamy1btn©ﬁqmattﬁerfgf,Gﬂmf/bltaéle(ﬂmfam@ndfty eSeabt 119mbdithea Wi r ed

or wirel : i it r ef-senal./ deskt op

conput er go%%§81§%%§%tsg%7 %nga{hgmk'g%ﬁrp\é%n@% fp%éfgsgf,ﬂgﬁgéﬁgﬁee Sdbcag(r)r‘gtgéri ng devi ces,

such as tiefetpigenémanPerngoraimbiogiion kndsshagmgidsta(RDAd)er networked ddvices. 28- 3.

[ 0054] Th L ' i j ddi t | Ve

cont 1 gur S5 15 IR IS, HEEHP AN ARs o o Barfalie I Resheen ¢ e

pl ur al i t psafinsenjwstien wilh eompégowsitoring@pplitasonadd, congiuvtatriooitord atehie net wor k

st at us of Qg{.&l 'u%g. qi‘?%b 11 . ﬁ@g&i.fi 8 %L;’Oreng% gf theL Lnvention,

t he i ndi c?géll otr11 8(?}’)%%% nlé:tvxsor‘%%é@a?ﬁs Illnaélloﬂg%%g%ﬁoe 't 8T et Prot ocor - (1P

addr ess, mdiichthersdf cat es that the conputing device may be currently active

on the n K (A 1.ne), | r. J n r.e of e, conput i n

devi ce’ setél%?\fl\or f?ogn?v gﬁeﬂgl,géfé ebr %igl 6‘%‘%@@ ‘Qrfﬁg‘gde% ?\‘H%hé'g[?%tigﬁsclﬁq}uﬁ]e 44EnBoMiel 1P
hardware, firmware, software, and combinations thereof, that enables communications among

the various components of the electronic discovery manager server 110, as well as between the

other devices in the electronic discovery system 100. Thus, communication module 44 may
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[0055] I n certain instances the responses may result in a conflict between
i ndi cation of the network status, such as two different |P addresses
associated with the specified conputing device. In instances in which IP
addresses change, such as Virtual Private Network (VPN) network connections
and the like, a false I P address may result froma server or service
retaining an Waddress after the conputing device permanently di sconnects
or tenporarily disconnects. Even in the instance in which, the indication
of network status does not result in a conflict (i.e., only one |IP address
is returne | e t [ t e lnd

net wor k slflgl%de e re%‘%s%e%c? rdé&fméed évnﬁ ‘%’%e’tsﬁgxgrﬁ 3{1:%??1] nglkléltgﬁr?gla 'lttll{é %?%S%é%é
requires nwvmbcmumtmndnmwmnati on. This is because, for exanple, in

certain i nces, ,such a Y, pam cal I'y
change duqaﬁér%g a seAgFrcvmu %’]’%ﬁer e 9%1§&cﬂe coﬁﬁia?fg?ﬁ ?%%?‘tg%r‘i“ﬂ‘%

appl i cat i oenitbBngaghlitation 48 which iconfigsedte tmwitér ¢ ctanriss @EOIKRP df:temé%ﬁtl ne 32
that is nf i.gure verlf i tus, such as
the IP aa‘g? %1351@ ‘g?r °?ﬂ G igré( sQ‘lﬁlln ?ngw%l cgig%dtﬁgg%‘fegﬁ%é%%c?ﬁ P addr ess
associ at erﬂsmerjneﬁthanspaemc{rk €thecomputti meniveng aplicdrie lsvenhigirdd 1t at us
verificat] n Lo i 32 IS cof ured t e or nore
| P addr es5ed” I%ﬁt (PF ‘?frﬂlldnvgﬁ’rl yhe AEt wﬁel% c§1t%§|§{mg d%“?%‘%&aﬁlgta?%p%p%gess to
veri f%/ trdmuﬁ thdmaaccease)éﬁb thdwclrﬁnadidwoesrls(esswm f\m @remmobﬁléofazgsdl?ﬁmlwomhe

speci fied;.co evi,ce t he network verification routine
32 is con g%}%hmf@o esel‘e}}%/séjaéctrjfeescl%n%ed%%kfrom one of the | P addresses that
verifies [’()Ofei net vvo’ll‘kc @h@umsrnomltMgamﬂmmmu 18gnadieies & retprketatusidptermingliponse 36
|nd|catestha SSIS curne ified
comput 1 naeHaoRUR i aRB TR SR e ot b RRERLE Slatld RebOSriRes |

bl ock di aghnﬁﬁp;mfau&pp&fcahm@nm?emmm dietcmluieyherheemrk otafus Oﬁmrscm)mere/ arrﬁhnager se
rver 110 e n_electronic r Dkl Vst 100,
accor di y‘?%a?@ g‘ﬁ\fﬁlﬁﬁ ﬂf%re 3& STRLERE F‘}?l(\g/egn u%w'lﬁ vPh 1&% g’oa?lLlogmg i scovery
manager s:empemng]db@zceﬂhﬂmrd dugramtiychetrg mnmredeo Wmmewnhmﬁtfﬂme actwpth sgatus.

noni t ori acr os. nt i FeeRterprise net Fotalf]

enbodi neggéme%ﬂe%lﬁ? S%dgm netromhﬁen mlljtsersmom {é@é&v% a‘m%drg%nl cnglﬁlgg r%

associ at as thdir rtck;ecmtwmw&kﬂaat Ugput/OutpttBystomr(NeBeOBF nanwiS0i at i ng el ectr oni c
discovery ction dat oII cti to
provi di ng[ g#@at er @%‘i%‘? k%ﬁ’ﬂ %?e'ﬁmn Sr%%lgg%%{ﬂa?)%@ﬂawg?nn eggodn%%é\l%nnent S.
The el ectarmsponse(ﬂoscqunwaaﬁagmnesemumrof elwality bfmﬂt\mrk amt@r suthee of any

type of co i zed I, The re

accor di ngf 'ﬁeﬁi?erﬁp(g?ﬁég l%cﬁudﬁ gl wn;& tféh%?%g%{"?‘%ég{ evi ce. }‘F’gg@ﬁ%?ﬁe server
110 i ncl ddelsecﬁ“mmbbdmgnqsloﬁthbmwmtm thhatdicetion ofgbeteteork ndtue isbdesthe out i nes
and appli n t.f.or . i y
o L PR P S LT L RrRE e 1y bk
random acmﬁ%omhemetyoxﬂcw cmhde)Rﬂ\@ aerﬁmmwﬁmmompmgld@mb getwork any

menory conmon.to conput et nms. Further, nenory 16 may include one or
nor e flasslﬁauﬁe%fei? n?fnélyl%icaesuc e any secondary or tertiary storage

devi ce, doedtias nagm etewmuﬂedns@.;ssedp{or thalpurpesh «f vetifyjyg thab theoot or oerelofithd di sk.
indications of network status (e.g., the IP addresses) are validly associated with the specified

compuling device, the computer monitoring application 18 additionally includes network status
verification routine 32 that is configured to verify that the indication of network status, such as
the IP address or the like is, in fact, the currently correct IP address associated with the specified
computing device. The network status verification routine 32 is configured to send a query 34 to
the one or more IP addresses 52 returned during the network status determination process to

verify that that one of the 1P addresses 52 is currently assigned to the specified computing
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[ 0059] Further, conmputing platform 12 al so includes processor 14, which may
be an application-specific integrated circuit ("ASIC'), or other chipset,
processor, logic circuit, or other data processing device. Processor 14 or
ot her processor such as ASIC may execute an application progranuning
interface ("API") 40 that interfaces with any resident progranms, such as
conputer nonitoring application 40, conputer nonitoring alert application
60, electronic discovery function initiation application 70 or the |ike
stored in the nenory 16 of the electronic discovery manager server 110.

[ 0060] Pr og®gs. OAddat’}oriaBF liAQEwOHR s R IR ES 3D R oRkiRSAD BBivéLrgitagdeed i n
hardware, fir software, and conbi nati ons thereof, that enabl e t he

functi onalFqm® nes %P@€¢e¥i%52é% vetiss Sl Ers sty ftheeapginadsyicete. athhet wor k.

For exankgondrigGRidtds thab the By Sddeiiis ¢drrébkll Qiodiftba twith {hk 3bdcitd adtehuRg Nt @i ni ng
comuni cations and exchanging data wi th other networked devices. For the

di scl ose e&’scf?ects processi ng subsystens 42 of processor 14 may include any

subsyst enogssed | N GHPHERE EhBYAIMentd) tHe QRIS IRl Chb AP ih@ddes On 40,
conmput er noni tgrtl ng .alert application 6 el ectronjc discovery function

i ni tiat i JACApRAGtermniRgroinecy, whish epufisarnddo deterniing thageatian of thefaumputing

[ 0061] Corgauicsbeitd MbiiRFdd tdrnepplstk Bth@yaﬂ)wmnﬁé e R atf AR HIhREd QBpuf? {’Egdul e 44
enmbodi ed jn hardware, firmnvare, software, and conbi nations thereof, that

enabl es cBiERaYAREiRARMSHAE lcpine pleyisudaiduhbrsn &t ol of misPlessct r oni ¢

di scover Wr&&ﬂ@egiﬁfnﬁ%ﬁ{o}{%fﬂé%Qatxﬁ%f%h'deﬁ@esléﬁﬁ w&mam)h@a&w&avé#ﬁwfﬁés in the
el ectroni ¢ di scovery system 100. Thu comuni cation nodule 44 may include

the requiSreetaalaERoESd PissigeR W%W‘%&‘#@eﬁﬁ dredecaiomtiterainingTeutingst eof for
est abl i SHERG of nHRLWA KasGRETRY RlifeBltioR BbeIBIRE tafdYocation, such as physical address,

site/building, floor, etc. to the IP address. Thus, once the 1P address has been verified as the
device associated with the computing device being monitored, location can be determined by
applying the IP address to the network infrastructure translation table 56.

[0067] In accordance with specific embodiments of the invention, the memory 16 of
electronic discovery manager server 110 includes computer monitoring alert application 60 that
is configured to automatically generate and initiate communication of an alert based on the
verification that the indication of network status (e.g., [P address) is associated with the specified
computing device. The alert is preconfigured by the user, such as an electronic discovery
associate or the like, who requested monitoring of the specified computing device. Pre-
configuration of the alert may include identifying the one or more users, such as electronic
discovery associates 62 to whom the alert should be communicated and the one or electronic
discovery functions 64 to be performed based on the alert. In addition the user/electronic
discovery associate may configure the communication form for alert (for example, email, Short
Message Service (SMS)/text message, voice mail, or the like). In such embodiments, each alert
receipt may be configured to receive the alert by different communication forms and/or more
than one communication form. Upon receipt of the alert by the user/electronic discovery
associate, the user/electronic discovery associate may initiate one or more electronic discovery
functions noted in the alert or otherwise known by the user to be associated with the alert. The
electronic discovery functions may include data collection at the specified computing device or
the like.
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[ 0062] As previously noted, the nenory 16 of conputing platform 12 stores
conputer nonitoring application 18 which is configured to nonitor the
enterprise network 20 to determ ne the online and/or offline network status
of a specific conputing device in the electronic discovery enterprise
network The conputer nonitoring application is configured to automatically
determ ne and verify that a specified conputing device is online and/or
offline and, thus, accessible to the electronic discovery systemfor the
pur pose of conducting electronic discovery functions, such as data

col l ecti the [ 0 ' '

i ncl udesoig()%étvmrk s?é’%ﬂen& eg]é}ta?‘l%na %%{ag%agﬁﬁéé&%&t}%at t@ﬁﬁ#l gured to
send a quergendded axd mmmuedﬁé@basc&mﬂhsmmmmgdcvtw'spﬁ‘én@@mk siatys. Brehey
apparatus in the nter rlse petwork. t rm ne. s of one
o Pror e ot wfrRRrPyREE SR s R G A O The
query 24 sm:thhsduditznnaﬁdjorapécﬂ‘aftmuehé'umrrput| ng devices that are currently

bei ng noni edtod er m I t e specific
embodi men?P8H e FHORRPRSRE R UBEA Ins i, B8 B T e nl ™ SPPC
query 24 discotdrei Mansgess,eesmt iwestdklate\tamrdnudsélsw@reﬂyrfpwtmmtpu@n @;vbta@ml (e O5)

name 50. [0 e _ne et ef i onal |
confi gur e‘%’ ? %det(?é’lr?}'é ¢ Ora E"Bt?ﬁ ?go?o Rl 09&'8% § gﬁ%u?%ﬁt?%ﬁégﬁ%@% ljg of t%
pl ural it yfundtioneTXimséd cmp.paﬁatuus pfrslwmhnwbs@"kmm forﬂmodﬁd@n@eutm i ncl udes
an | ntjl ca el 2R B{Sﬁt he ngmelnkhﬂlg%l%gltlesr aiex’c zgo&?zg%ﬁ cg%e%?e\étr cde&w e.C' fic

enmbodi ment<*Et EGiACALT On € net vvor stat us incl udes
t he | nt erfasdtiols at euto:lnat(claﬂi) inacthd edthoB 2seristectnic didiogerty essotittainterintionnput i ng

eV, o8 T SRS B2 b QR R b 70 LBl g v

i ndi cate @uﬁhoxé@&ﬁﬁ}ﬂ&c@n@%im&b&dd«ﬁhe&sm d1$ooweryhe pur pose of verifying

hat th f - | P
addr ossesPORle var KERPratfig AnhRlo i RLoBRletRr FuBhBA MR} Frorop®. |7,

conput er xeowirk eaius gf ta)mplutmavmm ih@n aiﬂdrdrﬁaxﬁs:btzgry Bysteiny mcméarmwkh st at us
verificatiqn,rou 32 that is c r . i.ndj.cati on of
network s ﬁgmnést?g ﬁ“’é’é"st’t‘i UVFIBIORy 4 égeg’ltl (%? daﬂu%a!}(t? f%iéé”?(es?,g ‘E%%%"‘{‘J;%F’F&t he

current | yotho heteotk dp@amﬂdmeascrwéwmm the tdtwerk etalip s speclekomputingg

devi ce. The, net st.at LAk rd send a
query 34 %t H’ erg?serrgt ngﬁ‘lgb g?dfas%le%h‘ gﬁ %}tlfr%ﬁlg dﬁérgﬁmn%g 'Ek h rltizcot\%or k

st at us daiemnmnmgtth@ﬂet\mm@ams of osingle sfeyifict devidehmtpragties thé methed tyPicalditir esses 52
is current assi.gned to the specifi.ed co Addi nal ly, the
net wor k fé*%tfq%eap BHCPBUTT ﬂmt@‘gnetgoékarﬂp GEE dée?egmrnggheln\%gma re"s?%)%f\se 36 from
one of t heuihﬁeaphdrf@dserﬁptﬁﬁgtiﬁates vAmdnftmgtcxstpeclﬁeetmmdkn@tsaﬂiasu@f inchides

ggﬂ) g;t Pah%ggtggg%g%lae %tttfhspecﬁ & L F?gnn %f n 3(23\/10@%{1& ?Feﬁges%%\glthgtg%}?erltg re@tg'g LSS i's
indication of network status.

[0071] At Event 84, a network status response to the query is received from one or more

of the plurality of servers or other network apparatus. The network status response includes an
indication of the network status of the specified computing device. According to specific
embodiments, the indication of network status may be the inclusion of an IP address, indicating
possible online network status or the exclusion of an IP address, indicating possible offline
network status.

[0072] At Event 86, at least one of the indications of network status is verified as being 2
valid indicator of the current network status of the computing device. For example, in certain

embodiments, verification includes query the computing device for identity based on the
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[ 0066] I n optional enbodi nents, the conputer nonitoring application 18

i ncludes | ocation determ ning routine 54, which is configured to determ ne
the location of the conputing device being nonitored for network status.
Determ ning the |l ocation of nonitored conputing devices may be instrunental
in locating a device that has been lost, stolen or m splaced. Proactive
notification of the location of such devices can potentially lead to
recovery of the device that was reported mssing. In specific enbodi nents,
the | ocation determning routine 54 relies on network infrastructure

transl at i Rrudedtb eddés bliRlf thRREphi@GAlioNrechErahe Afe PAXE G vaas disine
site/buildin fl oo etc. to the I P address. ,Thus, once the | P address has

been ver i f9¥ ké@“?ﬂémﬂgﬁmﬁﬁn%g?ﬁfﬁ ggediots verEdc onput i ng devi ce bei ng

noni t or edjpoyxcat i oAt GRIdINAEVER BE ITiehRAk BiXudRBk iadGmbilally Bnefdiess to the
net wor k |nfrastructur§ translation table 56. [0067]] n accordance with

speci fi c EHBYHEM § obhe fiAk SRR PPoRe ot RereRErBinpd sectppicdigetdbnic
di scover yaspRp&ge Théfitotedtic kdRratins biteeSethOmRtitR alc AR hab & dnkk wekigEdioABP| | Cation
60 t hat éﬁ coné%gured Eo autonatlcallxpﬁgnerate and inifiate conmuni cation

of an al &f¢R el fhvalobmey pecommyimicetrd wiaoRe of THeP BiedsTBRd BIMAEIGYPR st at us
(e. 9., | Rnag@sesh ad dnMiSSHSItak, 8dickirall of {he LiRP a8 lidigch, GRARMbINEEaYdce. The
alert is recqq&gggred by the user, sggﬁ_as an el ectroni c_di scovery

associ at 7o R¢HLe e ppmotisleoirarif Heerdy Htions thaheed fo hajaitiatsdbastd v onput i ng
devi ce. Riogma@iY degide Blih©det@ininkd & RloBfike, MY i nclude identifying the one or
nor e user%)Q auch as el ectronic discovery associates 62 to whomthe alert

shoul d béd. ni cAt eyion Fven &0.sreogpomg ielseqEHircowrs Reans spihfedocdhs 64 to

be per f orgppetibasede Gk, hideniBd&T Based o a@@_détbh@&r&d%gt HE8E ARb 6k kaRBhertdi scovery
associ ate, may configure the copmunicatjon formfor alert (for exanple,

emai |, SHBF teavenis Jeovert arociste(ss vy rifisstion of te aglwork situse Agspgh, Ingertaine | i ke) .

In such esMedin¥BRtiSwhieRHd cRbImtc dRERIPunbBs BR prebifarnesbd igitiaRgel ve the
alert by diffe connynlcat%@n fornms and/ or nore than one conmmuni cation

rent [
form Upc?ﬁtqn@egﬁ%atu verifigation 8t the pYFwpstaiisethr Beeddq BwatE aad UBIEHSAES oci at e,

t he user/ph6kh elRbtfontt BREOUEY s RTHOE bBiBedTBY othel rhtliBnAR reipt DK aRlieCt roni ¢
di scovery functions noted in the alert or otherwise known by the user to be

associ at e AicteRrqnitdispoxsry assqgiple progptsthastocitede St the REINISIESCONE i ncl ude
dat a col Ifeekibeg. at the specified conputing device or the like. [0068]I1t
shoul d be noted that in other instances alerts naé be configured by the

user to BEGener atd® HAHS EBI?FH‘LM‘P_% &1 SPTHEN BER GIPRORE: BVHPICTHER deicrls s
of fIi ne rpdcyeiKsyslet! Which Bd$ Be APldnfentet REcHRNBELNST it RO dnfPuteP SloRRIHnk 6At | on 18

is being used to nonitor a user's network activity, such _as dyration and/or

k
speci fi c ieEk ptuydsscrived aws TGSt hel? apberipiproviisspdidsiehed 8t detalelti nvent i on,

t he mendroloulfbohordd B (He@Rdtsm HoWGQAUE bdkc ARG R atiD R tVAIGS1A 01540 6§ agbect roni ¢
di scovery function jnitiation application 70 that is configured tg provide

for aut orfdimRIe PRy endy 5 B Greseitly dgieripgst eanbgdimestsiof tg iwantiongraybs smeodisS cover y

functi onsyithth QRG RctihiV@icbldr HslehR opérﬁlgﬁnd@é}h&ﬁ?eléle MRS oBi@lklésudy the
speci fied_conputing device._ In such enbodinents, the need for an alert is

pbyiatedd§?ﬁ%¥¥%WW?“@F@HF?&%¢€idiscoyery functions are automatically
i ni tiatedooyst hout rIEeRAIRseALSARKEMSILS CRYEIN: BSOS &s®nl V0SS ¥@bBidhgR. The
el ectronic_discovery functions 72 may include |ocal’ collection 74 at the
speci f i ed"BSHEBPPHGRSY theévsrtioan o Briterbrtimerisdhe woirauast piibedetionis
el ect r oniggcslicBCHWBNN 00 is the information technology platform of an enterprise, for example a
national or multi-national corporation, and includes a multitude of servers, machines, and
network storage devices in communication with one another over a communication network. In
particular, an electronic discovery management server 110, at least one database server 120, a

collections server 130, enterprise personal computers 140, enterprise file servers 150, including
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[0070] Referring to FIG 3 a flow diagramis depicted of a nethod 80 for
nonitoring the network status of conputing devices in an electronic

di scovery system in accordance with enbodi nents of the present invention
At Event 82, a plurality of enterprise-w de servers or other network
apparatus are queried to determ ne the network status of a specified
conputing device in the enterprise. It should be noted that while the

nmet hod herein described is specific to determ ning the network status of a
single specified device, in practice the nethod typically entails querying

the servers or other network apparatus.fo. determn e network status of
mul tiple aézeé‘ﬁtioflf’ BESRARS Y “‘ﬁg“ag%fﬁ%"é‘. 4 %’ﬁs(t)l‘)lbﬁl Sﬁ&% %&ggf)reéltoﬁgg\g%ﬁbodi ment s,

t he quer yentengise emsil §dnerNSOBI dohversiosepficds Bava1 86, afshatiteconpging dgvedBgj ce and a
request f

or, the server to return Lndi cation of npetwork t . [ 0071] At
Event 84,242 Wﬁwg@a@%&gﬁm@@%geﬁﬁg guEpye Ior}%vféfl\(}e@% r%artﬁoé)ne or
mor e of tdvewdak W0R| THeyomusBiestoa hetwork M0 ety beatwidy deappenitindudidgtse net wor k
status r onse . i ncl ude i.ndi cation, of the ne k status of the
specifiegﬁggﬁgﬁﬁ? SFAPPIEK onipicase iaﬁvg‘“leBS%eﬁ)‘%?{l"f"F@gg jodi ment's, the
i ndi cat i goopf] net wag khosinadit the blval diagraind FIGCS, tigi oiotrafic discolveryatapgessnt
i ndi cati n%ﬁpoi i bl ed online petwork stagus.or t.hte EeX(ill sion.of an IP
addr ess, TRET CAHNEIE S8 MBI RO PAFASHBEH S wot RESHATES. %{0 'Kt Event 86, at
| east onenYodinttatsi Meltleatoniiscofernmbnugensers katard 10 5 awabistivedhaisabsi ng a val i d -
i ndi cat or of the current neﬁv\oéilgm@tgﬁt us .of, the collrggut . ng device. For

exanpl e, I°FESEE TR WERBHE FrrErRimg L R GITERLC GRFYSY t he conput i ng
devi ce f Onarag@idnt Seyvdd AR a0 Mitrbile® webgite yernedhdt Mapdeaeesedaniizingfa webe conput i ng
device returns the sane | P address. /val ue, .th nl.i ne network status of the
Comput | ng AT e et (i CHETPOST | e thegtrrayaiy oy Minagslielt Vg 4
nfat wor k Ss‘emeumoaihgmer irSerfidé OYBRtiyORl prisegederakaedoahdpepamtiol mabgiogthes of t he
alert is initiated to one or re predefined el.ectronic di.scover

Rbengi at bt PG R B B SR R e B Lo RUE or, e
on t he validtiated pudgosed it idag be edsumekhesdinthasthe Pivaarghussr interagtingevithahausai cat ed
via one ar gprelﬁgr.edefi communi ca%{h%n chann M5/ t ext

; Jipterfac 1 Pede Cior o 0 | % Sucfélec ronelngiisclow )
voi ce mmilPteppoe & 19 aneEpPloyre A FATHACHH OF R SORRAVSTR SEY R S ST EPY YRRy P ncl ude
one or nNGfigha@drmt fold) bk Itk SQOME Feferfadnie bd thate-diabernp aadagen” s dissigsedined based
on the Cogqgalfléridgt%il ggl\éxlv,c tﬁe g—ﬁlsg&e%e&gagrrﬁ?a% uttiﬁzebtﬁe gsr(l,l“ gnpe?face 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any
individual could use the user interface 118 to perform the manual functions herein attributed to
the e-discovery manager, and, indeed, that an automated process could perform those functions
as well.
[0078] Referring again to FIG. 4, the electronic discovery management server 110 is in
communication with the database server 120 and the collections server 130 via the
communication network 102. The database server 120, as shown in the block diagram of FIG. 6,
is configured to provide database services for the electronic discovery management server 110,
including housing the Unified Directory/custodian database 122, which includes data relating to
individual custodians, the case database 124, which includes data relating to particular cases, and
ongoing collections database 126, which includes data relating to collections being undettaken
by the collections server 130. Each of the foregoing databases within the database server 120 is
discussed in detail below. It should be understood that multiple database servers could be

employed instead of a single database server, and reference to a single database server is for
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[ 0074] At optional Event 90, one or nore el ectronic discovery functions,
such as local collection or the like, are initiated based on at |east one
of receipt of the network status alert by the el ectronic discovery

associ ate(s) or verification of the network status. As such, in certain
enbodi ments in which the electronic discovery functions are preconfigured
to be initiated autonmatically upon verification of the network status, the
need to generate and comunicate an alert to an el ectronic discovery
associate is obviated. In other enbodinments, receipt of the alert by an

el ect r oni Pudiaf eOMR YN RRKISRE ipatnSsed BEJLF’PP& éx&ﬁpl@%ﬁ@@hﬁé@&&tdrﬁ 133 Qhuf dehe
el ectronic discovery functi on(s) a neans of providing an overvi ew

of a conpd¥rd & ongdateheps servse Wi des GEaiag F@lﬁc@narl%&ﬁe}oyldéwtomm giothen nay be

i mpl errentmbhg'ésgl%u unctl on with the conmputer nonitoring of network status

descri bed above, 4 - 12 are herein provide and described in detail.

It shoul do%8®Inot edR?&‘\‘%esﬁ pighe pumherpkdatrhase apvers enplpyedeidiisian obieftfi on to FI GS.

4 - 12 argniddine o@&w%@éﬂ@t@e@m&lma@ma re&angwfchsto&&rﬁ%ﬁ@&dsys veRrddliRad
enmbodi nrents of the invention ma nbodi ed within other electronic

di scover ylaabaseapverd20 gepentiendye F C'é)‘;é?d@éltdaﬁ%? thp Saificd Pirepteryd22 and 8 c

di scover yi.s)a iRMadehbie @'@’51953! mﬁlﬂceci OQbBEEPwitlinild ditbi@ 5&%crah0, efaslerml ary

el ectronic di scovery system in accordance wth an enbodi nent of the

‘i nvent i orf*appleswife éﬁ%‘é@ﬁﬁf@ﬁﬁ%@@ﬁ@%ﬂf@ﬁ%ﬁﬁ%ﬁn&mf@@wwm ¢ discovery

system 1Q@pdrsielly A Q! TREBR, FEANMNALO0Wilhid 08 Tobod®R iEAkSERb BR, fOr
exanpl e a national or multi-national corporation, and includes a multitude

of ser verddse pemRHESor irlupediniierches gata seragelprations fontheigrsfadirwds aceessedi t h one
anot her Qy&fe deBRTUREGRY rﬁ’d?la%l:?ﬁe\‘i@é’el‘ver {biR ﬁfetwtﬁﬁgd%uec@@ £hes jéhre(aﬁlt'aﬁase

di scovery manggerrent server : | east one dat abase ‘server 120

col | ect i ohEeskvad linad to thppationar sesepahethan mawalblineidy thee-disavay pr i se file
servers Iplacdritghudichg at |east one personal network storage area and at

| east one shared network storage area, enterprise email servers 160, a

conver si dA0%9%r vi ceRurbemore, Trgditign ihwparating (it elongps Brlees vfécmmand a

| ong-ter %dﬁ@ééfﬂéﬁ{(arﬁtcgsre%%aé%ﬁ{eﬁ‘ﬂﬁ&egsgg afd & cﬁécbsswmﬁﬂngmw@&a el 3

comruni cat i on networ k . The “conmuni cat i on net wor e a W de area
net wor k, Professauiclang Wéhq Cﬁ’!l%crflﬁ@?f dagp frese qustogiaa stomge (asptions dmﬁn@te&e&ﬁ@tw a

Wi rel ess RBLWRY dre aQ6 schiiBrel bR caJeQ%Zie%%entSQﬁwastwmttﬂﬁla Kpiied@kafn of FI G
5, the electronic dlscove%¥ managenent server provi s user interface
nmanagene ks fegardythe datgeqllept @?Iﬁa@émilﬂg’ Cuﬁtﬁdl%ﬁém@%m%‘éﬁf@m bpthdhee| ect roni ¢

di scover %, #BhanarRRitios 8hy &y rditthnt éas@mma%r(xse&lscm@&b&@@ iPg sREAsSRAS via a
web browser. In one parti cuI ar enbodi ment, the electronic discovery

managene iermarisiwask starpge Reswerls 190y but irdinkpiblogicugiodier, waich fshia turpipkaddo eress sed
uti | zi ngnfe WBE, BLAMSERaffheBud RGOS (Y év@ﬁtra gahr%umu%&aﬁ Bessighl gugh the

el ectroni c _di scovery nanagenent server user intertrace 118 may be
pr esent edHiéplacasesedity eplleqterbligny hssuyedisy m@ﬁhb%sbﬁf adywith theothsteasepite wllickcover y
process gnd.uabhiaPlAGEREE STIHRIGE | REARE! HblsdDRld Af oﬁaa Rl p&iet 0. For
illustrative purposes, it may be assumed herein that e primry user

i nt er act GO Siemd 00may be srtegpRized avithirgonicsf gase @ﬁdﬁﬂg@y@é wptodiemt r act or of the
conpany mgd%% O3 Al ﬂﬁg&&ﬁﬂ%ﬁé&%@@%@%&@@ﬁﬁt m{d%ﬁecte%qta% eaf ter
isreferred to as the di scovery nmanager. di scussed 1 n greatéer detail
bel ow, t 48 bém@il@é‘é)‘éﬁéﬁf?tehfaﬁa@ére negspsartly Ji évewén the Bxrioup daestaiesdo $®¥ t 0 nmnage
cases, cmmh@a%ft&%éﬁﬁueafbﬁmﬁgggv&p bloggt ed data. It should be

appreci ated,”  however hat any individual could use the user interface 118
to perfol®i®he nart4STARIAMN i ons herein attributed to the e-discovery

manager, (@Rgy in d a¢fh rehldto Qodidh HIRIRMACR! REGTRg FPML RBLAGLA bhgse

functi ons as wel
present 1nvcnt10n the Unified Directory/custodian database 122 houses information relating to

all potential custodians within the enterprise and the locations where those custodians siore data,
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[0078] Referring again to FIG 4, the electronic discovery nmanagenent server
110 is in comunication with the database server 120 and the coll ections
sewer 130 via the conmmunicati on network 102. The dat abase server 120, as
shown in the block diagramof FIG 6, is configured to provi de database
services for the electronic discovery managenent server 110, including
housing the Unified D rectory/custodi an dat abase 122, which includes data
relating to individual custodians, the case database 124, which includes
data relating to particul ar cases, and ongoi ng col |l ecti ons dat abase 126,
whi ch i nclud n t

col l ecti gJF]hs @%F@%Pgitg’%dgﬁhcg 'P?J e&&%rlgggl? hel BQ Ogggg@n\?m&fcﬁlstg&ﬁ]e dat abase
server 12&anpleghsousmdied’sinamelgosition, bahm/vesontcesﬂdglmfﬁr Gamigoe pyshes 5 cedat
el © AR SAn2 ShUBIS) SQHlAnat 1SIRNOYEih 13LA A Oen it B 121 2DASE
server, erence ase Server 1s ustratl ve and
conveni enidentificatipogessona kympiker(s) saraerphths ofinkievodnstétagaileDicesusedbythe 22 coul d be

stored in_gne da I i coul d be
tored | rangener TRER AR Rl B HiB BRI bRl ARE AR A ES

dat abase merages,sk:aampbmbamjor sipordigates), apth pmyodthay informtation thetmay befrelpyaat ﬁ@rf% ent

i nvention,that data r Iat to SELA e

dat abase S&FVE prfﬁﬁsl epen af"lrgsléu{xgsdifh%ﬂ%ﬁ@%] 918& g!’s&g%l{égol n tﬁ%m%% Hped

Di r ect or ysoin22mhndimerts, shedldgified }airtdtmry ¢ 2mayhet cuprarized aRundhthy hiypar] espkEds or

correl ate Wthl tab {g%@;! g\g% di ans are
assi gned @% gl’tl C%.Itp;gﬁ’m%é%etg% reﬁ(%{gotgﬁjm;%% Um&rgeﬁman arragﬁtd%t{/) from
cases. Thaulefsmp@rocme}mt atllmsmult@qapp]ﬂqaacbnszwtttnamddsa)fathlMgaﬁe‘iast assigned to
t he case, h} Qr mation for that custodian (such as data storage | ocations
for that ]8 PO an) is accessed by the el ectronic discovery nmanagenent
server 110083 the Ehmekampie The detoniy dis@¥erymartagentkat seoees &1 Gerrthedataba® and

|l i nked to_the artlcu
e- di scovely’ eﬁﬁzﬁaﬁj rmle n?cg Vfl Ztg%%?s }tutk? Sﬁ%ftgu ?F‘E é %I‘éek&?%& a%l&é}%%smms
separ at i ngf tiidomterpxise mmo!pg tHeunfmamomfr))mdhﬂsitmdna@somwa@@hm% ingrilie Unidied

managene [ OC and as, S

ot 0casses rRIEY £ TR orihen BB ialy e R Ero L Flfitlen O B ERIB BETERS

| ocat i onsrestiroutig aealem:irk dlmcmryi |smﬂméV1ydcavseAcmWs Pirsaipay atidatifrmgiwatkis e
managenment and ¢ n nt. pr ta
ol | oot eq i b S bl TR ROEIEeab PRI R iyfbliudih Syl RUpabaaniffie, B
cust odi aninéinding ifhm'co;neﬂ lamhnawunced iefpamdtionaddorimfion fmthedhllﬁ@fé)lchc‘@t)ub?@ed

bel ow, it_is_,st.or nat ermnet) is |linked
Lo o custBH 4t kit roR it e PR BRI bR Le. kb ' 3
advant ag emdmdbﬂs:aqmsnb}w fbrfmttmg epbma;l paowitclor arstodisss odi mamagisg BesrEmed to
mul tiple ases oIIec t he
ot her " casit 55 s ST el Opie Fi Pl e b ek AR B R IR UGS,
pr ocessesdeanibed aimve,ne m:n;e Qﬁbddhmened adrmetivncin dlesldmﬁ@ﬂ?lrmr & is@encraigd be

categorized wthi.n one. se Lot sQbedat a
managenen mugk\fha&’pgvaéiﬁnst “ﬂl zé!icasgrsdf"p a'rs? %?13%%&}0% co??gct e%@ar%esl rreary al |
be managet 0s &pgartidubdr)in sctxheeerebcaimanmease@swn il K1G.idnkprofilstsemaimgtahliogdn ous

dat astore al | ow. ma n th verall electronic discovery process.
[ 0081] CUSﬁléanﬂlﬁmﬁ B%ff’a%taﬂergéﬁcfrf’gd%ust odi an managenent, according to
sone enbo@dsvdnt s ofhd prefile scanning application 112 may be deployed by the electronic discovery

management server 110 and is configured to craw] the communication network 102, scan each of
the enterprise personal computers 140, and transmit to the database server 120 identifying
information about each computer, such as computer name and IP address, and a list of all
profiles, including demographics information, (or network user identification) associated with

each computer. According to different embodiments, the profile scanning application 112 may
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present invention, the Unified D rectory/custodi an database 122 houses
information relating to all potential custodians within the enterprise and
the | ocati ons where those custodi ans store data. The infom ation stored in
the Unified Directory 122 may include for a particul ar custodi an, for
exanpl e, the custodian's nane, position, human resources identifier (a

uni que nunber for each enpl oyee of the enterprise), enploynent |ocation,
dormai n, emmi| addresses, network user identification, personal conputer(s)
nane, paths of network storage devices used by the custodian, including

Shar ed Drpeugs ohd el iR RRAGE ory Wakdgehlb Tsé?{'/dn‘ ,1 1@ ehAbBE PSR $3o( S
manager s, team nenbers or subordi nates), any other jnforpmation that may

be rel evaft‘ftvef’ﬁﬂferfé’maiué’%?%’?“m’%é@sshS@%@@@Wﬁdﬁﬁﬁ“ﬁ@§%¥”@és identifier

i s alwaysg ﬂfﬁéa%!@l 1205 ieBeTtoffish Qb Akntify An® OABmR K6 BN SservieN£20W hésed
Directory 122 may be organj zed around_the human resources identifier. Al

of the i neERher’s B timeshhish 2 petisan Profee was lpgesd onfothe maghjnes Shens gener at ed

i's a mul tinfoshin PIAGESa gm&uw%ﬁm&&s r‘Eb'éﬁddlbb%eﬁﬁﬁbés%@érbé}ﬁQO FHafBishods of
identifying rel evant i nfornatian. ] For exanp he el ectronic

di scover wewh%?&éﬁ@ﬁhe rrelilg gpformpgony v qh@ﬂd@%ﬁﬁ@é?%ﬂ%@’@aw o er f ace

W th the GopRiduGE o&ﬁ%}lﬁ&@@@é c@sftocﬁiﬂl@1ﬂmgﬁﬁﬁé&§ﬁéh&&?$2§%§&%¢%rw1ﬁﬁﬁﬁésgﬁ§er of the
enterprisg %FCO e information fromthe human resources databases into

the Uni f i1deptieatiops Shhy datebase peaves dgbmay denfiespshinsach qustodipr & enteyiin dhedinificdver y

nmanage e nbir& ek £12 theQst A 1Rl &tk é)m%a%h Rbdssdd Dy I BEWRAK alloFBEL Rk protich as
W ndows Actlve Directory, to identify netwofk resources related to

parti cul aprfosndios &?%ﬁﬁgtfe&rw therefye é?aémflﬁ prplicgion  iat o, thapotiaseanaingt odi an
entries idelidadoo 2tu@nFQP bOdranld ARt Jf%&@éHaP&%uﬁu&PsQ{séﬂiE}' QB csRbianmBd han for
t he Un|f|ed Directory 122 may al so be obtained fromthe nanagﬁ@s of the
i nf or mat i ishmaxbaniecwusd ofhe %vélm@velw nganagef Wheea GoreRtion afiasustodiagis&eali bl e f or

setting URacBiB(s) is BfEedt 8 JiQusLd Bl RfilagRwand managi ng the various file
servers of the enterprise. Furthernore, in addition to retrleV|ng

i nf or mat 1895 n t heldrRatoriaRee HdswmesalodBsts of ininyentiondhBamigapRlcation

i nf or mat 1198 iJ dnfifiPed D cfalv® the PbhRGHiRL N heolis 08 AREERERE thd¥rRgite appl i cat i ons
initialized and/or. depl gyed by the el ectroni c di scovery nanagenent server

110. I n pareEded r&?ldmgﬁn%ﬁemm%erm@ﬁwrk%P@t%m%ﬁawdmt@thapa ob#¥fi| e

scanni Ng ;RRBAA févbRNRtobded arcdBF e@hTBRE NG u3RINel R h bQBonhlAbrAsk S@f&@é’!ﬂ‘g@Q
[ 0084] The profile scanning, application 112 may be depl oyed by th

el ectr om861667051&Wége;ﬂr?ﬁeasw@ﬁémﬁhsaeﬁl%usrl@%ﬁ@s ﬁ@tdéraﬁrrqrgw@da&aéo ’ér awl the
comuni Cate}s9fl H&%@H{rsk)régg%reﬁﬁéﬁb@ﬁ% Bfm bR AR &Enl%é é&me@éﬁ@mals ofQRRUt ers
140, and transnmit to the database server 120 identrf h% i nf ormati on about
each conptiosices wifhiha %Fé“’%f oRee feiemand Ay be e %ért%%egeaﬁa r glatity SRrpefes g| |
prof il es,asinghssphag” d@qu@gnauffﬁrdnmoﬁﬁﬁdnemm ﬁ@ﬁpxﬁgea édﬁoywmay be
identification) associated with each conmputer. According to different
embodi merdtson @ﬁ@levﬁﬁoaﬁde@&amwﬁ@n% VS A6 Si5 cy&fzcu%w%ém ghangthet he

el ectr On's@rvéllxﬁﬁr@\é%%uﬁ@ﬁ%ﬁ%@ﬁl&k g2l Yz?iorr{]ejeglbo&%nt@ Qhé ﬁﬁﬁﬁu%rh nEﬁJaMﬁ{ 11430, or
anot her server_ in the comunication network 102. some enbodi nents, the

profile dvalideys spprs hakis sshedulel tp gxeryfe fhﬁ@}ﬁh@mﬁﬁ‘@@ﬂ@w Scheduirdiapk. \Asand
transm t {OnippmgUpiiRRRRE 18 F VA thd EnthliBc MBS etk &R Q0S, 1@@5&1@6&% {d dBm@E Whi ch
a partlcular profile was | ogged on to the machi ne. VWen i nformation

rel ati ng €8 fHe praver prafraapmié bhipe fasbapesepver B0y oftane nefedkisipsagedipver 120,
the dat akase, SepMAlit 30?9crb§§§34ttﬁﬁ lﬂ{oﬁixbélﬁldcﬁkfﬂéﬁﬂ@atli&ﬂesﬁé& qhsdmy 1 nclude
several user |dent|g|cat|ons ' n articular computer to the

cust odi afgtbpdimens hyingppag amﬂrcets%lriﬁ lq@gﬁ%%t&eéml@@ the anterarise §ie sgraess
identifiqag bpmamﬂg%&i@ﬁé@ﬁé%&%&&%%ﬁ%ﬁ%&éﬂ 29 U RERNE HePaB8 S bach
custodian's entry in the Unified Directory 122 the last tine the conputer
was accedsR@pyortgar@iy gt pudingollediand oy stamgegrypisiaad foseusiaat i on
transmtted by the profile scanning application 112. Thus, the profile
scanning application 112 ultimately generates a list of personal conput ers
used by each custodian, and this |ist may be presented to the e-discovery
manager when a collection of a custodian's |ocal machine(s) is initialized,
as discussed in detail below [0085]Ir22accordance with sone enbodi nents of
the invention, the nmapping application



114 is configured to crawl the conmunication network 102 and exam ne the
enterprise file servers 150 residing on the conmunication network 102 to
| ocate and identify the path of any personal network storage area on each
server. As used herein, a personal network storage area is a network
storage area associated wth a single user who reads data fromor wites
data to it. Personal network storage areas may be in the form of network
storage devices or folders or other resources within a network storage
device and may be referred to hereafter for clarity purposes as

114 7oy 600 on PHE e M B end O NN JBRERE L B AR  ho

col | ecti oaa:c&ﬁmgarsoﬂxﬁ&mboﬁmme,tﬂmrla@erg\apphmmd e icanfiprecatutibre net wor k 102.

I n sone enbodi.nents, e, nNh D cati on, 114 i rvice that

| S ohe LR bt BowTBe iR BB R s G bty L SRS Tt e

nmappi ng amtsroeaétweﬂk stolabe areasvvihih e eﬁmmmﬁleamm 1 Fiethaandlude @R indichtot,s

290t he. stV P BB ol U R et oD GREPRRE Do v

134 that thbsepathk breieleysed aenised bﬁ@ﬂﬁ&e&séﬂpﬁﬁﬁ&&h&efofﬂi&ﬁn@a@ﬁrbhdl ments, the
114 i.s con ed t ore e enter rise fi

mappi n li.catiQ 0 ex

sef\e er g 1%8“8?”88?@?%‘?1@“%‘?”&\?? ‘%ngmt'cﬂlee%l P& Pétﬁ]‘? YU é?}hn ?r\llfer and
eval uat i ng2tihsssigaddns aldbasearnsaredentifidatisn ardabisse asee dehfradons,ard the indidatony

fol ders apnd ot her.storage devi ces a

ce ard to
e A R N M e R R MR
some  enbogistEinthodideats/ eR pha@nadppbn hadthopatikbf HomeS@ioés @lthecboimmnitaiidn ze

conventi onal ni ques for ths n.th o on.n rk 102
S0t dent 1 1gvarh oL AhuleEe e et RS 1 B ST A P BB ce 111 o
servers Iddlagclhpdas dm ﬁd)tlihﬂﬁlcﬁ Resdr %hﬁﬂdaﬁbns lTasrefbre thetnppig ramﬂmﬁcmna# magxm' ng

t echni ques, areas.associ a wi,t h .those paths

t hat par ul ar st
hre acoosSBI RRREORy B 3 ena L B P EHER B 8P RRer B Bt
accor dancdwake a aaeniemb el iwehetendr nbhtie pal @ohidesy, usedidéntifisaionof t he

conmuni cat,j net 02 i.s ne ast e us dentrfrcatron
oot oo JORER, " efis's Faamitn R e b s FETBR AGRE

appl iSC at e 1&6:141ﬁa§tioﬁ TR ﬁlaﬁ;ﬁné @@B&iaﬁoz\i\ﬁl 14k Borifigiifed td\ﬂﬂﬁimvbigiédﬁmfyy]td’lgtmcular
HoneSpaces

suc IS onvention at s of
gie=iging o P e S L R R et el o
|dentlflcHMnmnmﬂﬁnmihﬁrﬂhﬂﬁkmhﬁnﬂdﬂmqhh&ﬁﬁkI&h&ﬁpﬂmn@ﬂmﬁﬂhtmﬁﬂmmgm1areas do

oy expl GG HIeRBOE R B0 P RaT /o DS (NG REVARTED P o ver s,
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parti cul net stora area identified by that path .a HoneS ace and
transmt alt% gg) ReE P?f@?sc‘f]tgb{hf’ﬁ’@“ﬁ‘g?’t SFHP"&F"%@@?’ “’rea%ﬂﬁtirlr 0 (?ei n and
t he pat h vafs réald&“mkﬂoiiﬁﬁ@a@ﬁten Wtﬁélexhéﬁpabdf]fMdﬁminialﬂm in shnfeatboiednidoythd he

dat abase server qu at bas server gslth usebthdentification
to |ink fﬁﬁmﬁﬁﬁP?EﬁW%}l Wﬁ@g dﬂFﬁ@ZEW ?HBF ReiPAtg nf P88 Directory
122 assoGiesiedstotapdiartd alfhclt%ﬂéctlbld @d@t:drfm(o:edmpms phifis fo0 ﬂ’& s ogt wRjeteamint ife
mappi ng g@gtrcatron 114 i.5.al so confhp d to, ecogni ze, an trans t and
the dat alSHEECalYs gples £aigt | LDisagdNpRgsr sl v8 bz s ance P PSR aoBt O | ast

time the sh:leaaﬁ@anmqvmsp@ﬁm&eﬁt}g@ppm&eamammmm@ gexseearteq o i ot @mgSheses t he

last tine any d ta s read .fr.omand/or wjtten
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confi gur edll §ctlo emgﬂaéoaienw-ﬁﬁhespdctas pligtifatd $s 0BGsicd it Baaibles@v.net wor k st or age
area. The collection server 130 conpares paths for the sanme user to
determne if duplicative entries exist. This advantageously enabl es

avoi dance of nultiple collections of the sane data. Thus, the profile
scanning application 112 ultimately generates a |list of HoneSpaces used by
each custodian, and this list my be prgsented to the e-di scovery manager
when a collection of a custodian's HoneSpaces is initialized, as discussed
in detail below. [0088]In addition to storing a |ist of personal conputers
and HonmeSpaces used by a particul ar custodian, which Iists were generated
by the profile scanning application 112 and the mappi ng application 114
respectively, in accordance with sone enbodi nents of the present invention,
t he dat abase server 120 is also configured to store a |ist of any shared
network storage areas used by the custodian. As used herein, a shared




application 116 is configured to be utilized by the e-di scovery manager

t hrough the user interface 118. The file browsing application 116 gives the
e-di scovery nmanager el evated authority within the comruni cati on network 102
to access, in alimted manner, the enterprise file servers 150 within the
communi cation network 102. Wile the file browsing application 116 may not
al l ow access to the actual files stored on certain file servers, it allows
t he e-di scovery manager to browse through the directories of the file
servers 150, locate files that have been accessed by the custodi an, and

det er m neobdg Si ZepOiaiibed s!tdrﬁa?ahétrbf%&@&{a%ﬂﬁ)ﬁtd@ah@%&@?pa%m% yyrnts, the
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server wiRaicHlar prstodiagnayipeh lists were ée‘@@ff’@éb’ Hiepogile sanningapphicrlieon HiZad Hes used
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ref er enced by the user. The e-discovery nanager may then enploy the file
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scan the holder $pd Qkr iddMadeqli § & colBMirdiGo RcBMEp mser@imam&% pul¥/Re i ven by
the user, i1dentify any particular Tiles create 2; and/ or accessed by the
user, detdsonyenemepagersing stoptthe prdhinithe WaifiedRigectasy 1 2%:p &elitinn RSP §orany f ol der
(or Shar %st%lwsehmhﬂﬁlewc@&da@rﬁ@r@e w‘%aﬂ@:urdgy,tmoweﬁbod[@&%%;@e retrieved
paths of the Shared Drives may then be added, "either manual

aut omat i crartioplar yser efibe qomnmynicalion negqrls 192 is phosemfor the cd&pﬁmece%ﬂas ér 120.
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the Uni figdyBiv 86505 ¥t A2 7B%HIREd B lab eseﬁerneémer@s &QsR@ N dettl! ar

storage |ocations that need to’be addressed during t

i nvest i gdeloany/@elor escutilisine afile Browsnganplisatiag dHuexeaed an ‘%HCFr@‘%B digcoveiirpl et el y

aut omat ed,i YL S &ath eRA ﬁg%{ﬁqﬁcqg process, rather than relying on the
e- drscoverépnana ger to nmanually input the targeted nmachines and file

servers dP08he ti niccordingdp seree srepdipabef fheprasens ivantiss. Wefilcrewine t he

Uni fi ed Qg{:ﬁc%&{ Ms%@&ﬁ@«are@e bre%ahliea bl Yheetdleer@ry PHdRAES] YrodPORE Gébr BferAEW
informati Oh 1s gathered using t applications” descri bed herein. Mre
parti cul arlBy The fe bewsiog epirication lsl,é@vfér e peiveqysryaninages elpsated authogigywiten

confi gur g éogmﬂrﬁrcqﬁar defbrk Y07 BlabdeBY adl%@edfxﬁeﬁm&t 1€ LR H18SPUEBR

dat abases and Active Directory and any other relevant sources, such as

i nf or mat ivohin e perenwtsAtion n@w&krlp%s While thes"lﬂ@sbw‘asn&\mpfwaé}@n dEDPyIat RO of i | e
scanni ng d‘l@&% 0GR z1c91@1 éiészst@@(goﬁ QA TP AL 2R Rl dvixathd QHHSJO%W n%aée?wl arly

schedul ed I nterva ternatively, rat her than periodically Tetrieving

dat a frorhrewss th@*@dh@@&@&*’%&f fredBe sesypeht Asloeaielilsttratrhar ebesn peessedibt Bpases,
the syste ﬁ%t&fﬂ& ePe%mﬁe Rd sglﬁro?ﬂre% hﬁga@&rdrnra@wﬂﬁg@m@a@maﬁreﬁer hd20 i

conti nuously |nter acing wit data sources such that the Unified

Di r ect or ylistowry manggeraraydnitinlly ke  geneel ilsa efipepagiicular filetspriver Wifen #at a sour ces
change. - I rf[sg'ﬁfe sér'aérg -Gt tﬁ@&x@t@&&n ﬁﬂ%séaerﬁ'% gk, FBf SEBlk] APclsRlRat he
Unified Directory 122 is regularly updated to ensure that the data in the
Uni fied Dhaveemsupicapn thecdiseevernmanagegalirHasiolder namsead/aedit's namhen dat abase
server 12%hidisefa0ld gur@duay Ghualkidlindinlsofll Shold fidl, RLAILEIAY et Ond
custodian 1S stored in relation custodi an”s human resources
identifier in the Unified Di rectory 122 Thus, when the feeds of
information into the Unified Directory 122 are updated, in the event data
relating to the custodi an has changed,24t he dat abase server 120 is
configured to store in the Unified Directory 122 the new data and any

rel evant netadata, including, for exanple, the tine and date of the change,
as well as maintain a record of the old data so that it is still a part of
the custodian's profile in the Unified Directory 122. For exanple, in the
event the profile scanning application 114 identifies a new personal
conput er associated with a custodi an and one of the personal conputers
associated wth the custodian previously is no |longer identified, the




[ 0093] One feed of information into the Unified Directory 122 which is
particularly relevant to electronic discovery is enploynent status.
Accordi ng to sone enbodi ments, when the feed of information fromthe human
resources databases to the Unified Directory 122 includes a change as to
enpl oynent status of a particular custodian, the electronic discovery
managenent server 110 is configured to recogni ze the change and possibly
perform particular functions in response. Mre specifically, in the event

it is recorded in the Unified Di rectory 122 that the enploynent status of a

particul ar ¢ di N ghange |v t iC
di scoveraja%%al g’r’r%“ servergllch I&g%@gé@s‘i&ﬁ thngﬁ}nx%n%e wﬁéefﬁél[o%lhe
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profile of°REHRIFS or case including all the information. [0096] Once the
mat t er ardodin caseIMSulbeenotbd]ﬁmﬂthé UméddDIrheom-ZGR sepberegup@namger nay add

custodians to t t.e ase,. I ni c
o Seover onlolis it ol ol § sRREL FIRARL Ml diont ASEERLERT °
a single Ma:t:tpemcmarlgaaisaeeimromndlstavm mdnlagmmser@gatﬂjmay ecopfiglirgtiover y

manager u .Us te ace 118 to r.d t rmation
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not have dtier bdevaht sbtm@eas&nﬁat;m}ﬁc&maﬁmﬂe@makmgj/ directorieaodistsays Wl eede@eetdicf or one
cust odi an n enal

not her flcation for
anot her , B écaﬂ{‘}ﬁ’éﬁp ézétboﬂr &é Eéﬁ’la?l?l?%?pp ‘%ér?m\é\ﬁ%% ayl%gulﬂ?g&gésdgr i nterface
118 is coﬂﬁervgjsr BtleinativeR eithe thah @ciialivatly fepiiaving dafadramathi garidus dgh ffueseent i nput
areas dependi upon the t entify. i nf or nAati.qn i r ed.
The. el ectrhiscieitBRR ey dragdirete Sartuio0 ot e SlRkegu Sty B8 P
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searching the Unified

25



Directory 122 with the input identifying information, is configured to
present through the user interface 118 a list of all custodi ans matching
the input identifying information. In the event only one match was returned
for a particular set of input identifying information, the electronic

di scovery managenent server 110 is configured to automatically select the
custodian to be added to the case or natter. On the other hand, in the
event nore than one match was | ocated for a particular set of input
identifying information, then the nultiple matches nay be presented
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response fiufictibfCiairstgshsby MoRapediRatiy,anihe tinG & @Mesoydddam the &k [Hetweri2210 and
stored in relatiﬁy to the relevaqt cus%odian igathe.casenﬁ&%fil in the

case dat dBH& empoyMept LA Hr8 PETHCHHSFUINPHREL HERECE TaMSAEUNAIP I effént server

110  may deue@0his@vEgndnagsnieaf Rrval 11008 confip@ed ioaRtcahint Mactlatiee dusedived in
the survey response in the Unifjed Di rectorém£22 in._the custodia

. 'S
profi o, TOSE [REEGHEIH RN Sinit s bERmR o denieq maness SSPBct o e
preser vatda@briktbGR RG0S EYuriddtian fiiiSHRAGiha han@RfofRRCRmEaiEESpaNEa ng
response,, i s tracked in the releva@H,c§§g?EFoflle %ﬁ th caﬁe %f abase 124.
The el ectiPORIRE Wb phefranagns monld like fig deminptsd (RSO o A oL B ;“b dto
transmt &erndemaf@tdspans if the SEHRANSEIhS @mﬁﬁﬁcﬁupm?@ma{agemt sde€eived
within a predefined period of tine. The elegtronic éfﬁover§ management
server 1I0°mdgUsf Louleatieniligitiste Hevariaus RGN Rrasessss e R BEFEEEY T e sent
t o cust odiRRSort, hRQEIGEN’S akth Yay 8 iR ahadcbesl CMSEQE BAS to ABMRNHc® drhei 1 duty
to preserve files/docunents pertgéﬁéng Ho the matter.

. In's . enbodi nent s,
once a prédvlobitiydht ASHd becansed by Op- oA erpgtive iy gHer ?'ﬁg)%@i‘cé‘@t Bni c
di scovery nmanagenent server 110 may undertake to prevent any reinmagi ng or
refreshing of the custodian's personal computer(s) by transmtting an alert
of the preservation notice to the enterprise's information technol ogy
managenent group. In addition, the survey responses received from
cust odi ans serve to informthe coll ection process. For exanple, one survey
may inquire as to what network storage devices the custodi an uses when
storing data. The answer that the custodian gives to the survey may inform
the addition of Shared Drives to the custodian profile in the Unified
Dat abase 122 that nay be used later in collection. [00100] According to sone
enbodi ments of the present invention, the e-discovery




manager may utilize the user interface 118 to add attachnents, notes,
tasks, and search terns to a case or matter. In sone enbodi nents, the

cont act s/ managers for a case may al so access the case profile in the case
dat abase 124 using a web browser and may add attacl unents, notes, tasks,
and search terns to be stored therein. Thus, the e-discovery manager nmay
not be the only entry with access to the case and case managenent
applications of the electronic discovery managenent server 110. The subj ect
matter of the attachnents, notes and tasks could be anything relevant to

the case QéctidficdREovelymSRAPEnAIRA’ MBYhE: not Benhatdte wittetht makmet adtmay
particul ar custaodi ans nust conplete and the el ectronic di scovery managenent

np
server 118nqraaticgiyrinigate solleetion Ypam Erperizingahapgs it SOPIRYEi Sy ans t hat t hat
the task meeds to basgonpl eted, perhaps using standard email functions.
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of the cal®83lmay upfiBdERArEI0&HSsMANRFOMEat RIpFe S’éf‘fogcﬁ%tﬂ P18° PR Odbrﬁ‘g‘gs’f)rofi | e.
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di scover yinfiRRaRTeRlneSe b peticdidGndiRr 6:QAkd i kL6l wighiatht 0xve dhtabasel s1Amd ans
assigned to the nmatter to_be rel eased éfo t he case at the1 amsI ime. In

addi ti on, UsErfan 48t e st infgBr el 18R view ging 3?78?@3‘6 At GEFAShTE ua'rng\ﬂ sly created
groups ofihfemehs ans within the case, the electronic di scovery managenent
server 110 is configured to allow a group of cu ttﬁ%% ns to be rel eased from

a matter P9 caseOaee thpmalegad/ey gige has berndayig) BN SENEEE TN odi an
has been jsdentibdihRe 1emaBed dresdk] BNsomolRabb&menBNHadbt ol disberes,

management server 110 is configured to add numerous custodians to a single matter or case at
one time. In this regard, the e-discovery manager may use the user interface 118 1o enter in
identifying information about the custodians. The identifying information for each custodian
does not have to be of the same type. For example, a name may be entered for one custodian, an
email address for another, a network user identification for another, and a human resources
identifier for another. The user interface 118 is configured to receive the identifying information
in different input areas depending upon the type of identifying information being received. The
electronic discovery management server 110 is configured to use the input information to search
the Unified Directory 122 in the database server 120 to determine which custodians are
associated with the input information. In the case of a human resources identifier being entered,
only one custodian in the Unified Directory 122 may be a match. On the other hand, in the case
of a name being entered, multiple custodians may be a match.

[0097] The electronic discovery management server 110, afler searching the Unified

Directory 122 with the input identifying information, is configured to present through the user
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di scovery manager or by being released froma nmatter to a case, the

el ectronic discovery system 100 is configured to automatically collect the
custodian's data using the location information stored in the Unified
Directory 122. Therefore, the el ectronic discovery managenent server 110
accesses the custodian profile of the custodian to be collected in the
Unified Directory 122 and determ nes, fromthe information stored therein,
the different | ocations of data storage for the particul ar custodian that
must be collected. There are many different |ocations that the system 100
can addr eststfaderidd atistrod alh eustodrmat matoinipgithe prput iénnﬁfjdnaiaﬁnmmos, Irgtheleveat wor k

cust o ar B AR e BT SRR B B R R R B R ol oy

| east onedlwevﬂsmmamag@uﬂpta@w(lw1sazssf®w<dﬂ@ekltvmaﬁ¢ammlecub¢ @dﬁomm tOtbhedadetihe
el ectroni i \, e t l-l ect the
files on t'? ﬁ%scg&%c ires. @%&;ﬁ%ﬁmﬁg[ﬂ tﬁ{’l %q%&?%dayn?% ré%@lé‘g%/selgcagegrrédﬁg enent
server 1l@:tivalar Weoﬁlnm&wﬂfe'lng@kfmnon,nimuhinmﬁtlpjematchgsmmbﬁmemnmt i on, such
as donmai [ i of a | ocal
col l ecti gn eQ%p IC {)Idig%@ @mﬁ%ﬁwgﬁﬁt@cg@%&@#&)ﬁ? ésné%\l/aglf?ea ggﬁlﬁﬂée shown in
gl G] 7). . qlﬁﬁﬂle@ﬁl]&meﬂ crflwatevw themmhtlpln cmpdlanqmﬁlgsmsmﬁtedswmﬂmfngmeedt L o be
epl oyed ] . ¢ ryer e
et vor k. 155k 08 o6ifec BRLAN P Hokbe Ao o ORL UL RS MR NEL: 00 ¢
for a pardiscovsramamgstmoali @nsidar e ouwcmlformeﬂldnsntthequdq:sp*uchastqommraﬁ;ﬁﬁles s
el oct ron Eorkfoetlch SR A TRE"Ge, SERHRHAEth LR BT hL RSB Al 1o
cust odi ares gowigaties the ldkxatydlcchtot’@ntmﬂmnm ietehdrdi Thae- ;hstdvexylmnmager oaf theet i on
cot o an et ol AN bl RN IR e B B fbaS, 7 O
further csolncﬁtﬁcgmmebt atddecgemlmwee)rmascrap’shmrdmgto fohe ethbdimessi“aidng”on t he | ocal
storage r rcially
v 1 abl Qsbdlfh B3cRER TN i coh o AE T g bt R R RS 11 2
snapshot Ibuvcmrjsﬂért@giecme@amwmrmh@eﬁmesiamhaseézmputer and transmt copies of
the file | uded t e ns. .S 0. By~
transm ts[l dngg?t he d%%CBr e‘°§ ealgb(r%g%% 3 ‘H)%fl%?i %’a 081 tgr?ie <i[")rht:‘lighe har d
drive of decgomedisonely ntaougmtemsmmﬂd()hmaﬁgwai tloemtmtothe&p@ms:smmoﬁn 132

advant 29SS IRIEANS ol RSk O Aok CIANYEA S-S5 IR omBe e W L hou

subst ant i erence I’cation 132 and even

i nt er act swiveys rcihwelntiatﬂae Ism:wbdcmoxtdmtehaﬂ dtodadlwa laked fochegmasepsdfde indhe t he dat a

is being 0 7 Ltjon to

the func tc%%%gf% eS é E:%j b% B'Bsgmg 8% Jthﬁ é’te f9{%%03 g&ﬁes é}%'l SB‘?\’ E)g ?I%Oad [Ling%%i may

al so be doriiguande amwrtdtf'drﬂ"smnan@b thire ndg tbe pmse irsenatiens Wﬁlﬁn thecaeptadide of t he

files in col tions

dat abas e%#ﬁﬁge 1’l(l:lgf 1%9%&%3%% ?ﬁ%@é?“%g 1‘? ﬂ) t};a?;?@ %?J[ gu%ag seééfr‘\%aglro 1130 in

order to ndme@ndrBweeyvdhepm'ewlar@llaﬂeectrm@nr umnmpmpxbmimenggwdng wenﬁsusﬂms anterr upt ed

col | ecti ru n n ordance with

sone enbggﬁ rrentbs(f H@ ﬁ(%dlqééhgl aée rI%{eec ‘ﬁ%cr?g{a}% nﬁag%a% g %ﬁéli?’ ‘mcszegﬁr;l1 igured to

conpi | e @nrdervatmn sotides trol stuheysetb de trarsmittedd ﬂrsweeembommg,ah@mammc ver 110 a

i st of I S|n ncl udi r ex

net wor k g%%(}%% g&élﬁ%%"fe} Pe 1§ g?n\;i ‘“%dr g%ltb sreest%gjél nﬁg%a a%afs”gvg essed.

Thi s | i stviagfstandsd annaléﬁmrmyl Jbe straaye chay he tnhhto aiwt;admas/etmﬂmue:s sdcBGhat they he

custodi a Un fi

transm sgll%lhaggon? &?(Lt% cyfug?c 1a.n%t her ?r\[/de%ne sgrv%?p m be d So glrc])réa téarz,}g)oapreger at10:1; t he

i nvent i omgtideh @Vﬁeoaahstcmbdd reprndsmo appldyctt smeﬂr@é}aons iendiveg byl destragopr ess,

22?Cer an 5&'&%86}9@%@&?11% ﬂ}C anH gtored mn re&aﬁ%n §ont%£) rserﬂe%%nt cust{g aen 1rc1; ﬂ{elcgs%t I ons
profile in the case database 124. Furthermore, the electronic discovery management server 110
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[00108] I n sone enbodi nents, the el ectronic discovery nmanagenent server 110
may utilize a conputer nonitoring application 117 to determ ne when to
attenpt a collection froma custodian's nachi ne. The conmputer nonitoring
application 117 is configured to nonitor the network 102 and determ ne

whi ch of the enterprise personal conputers 140 are online. Therefore, in
the event there is a custodi an whose | ocal nmachi ne needs to be collected,
the conputer nonitoring application 117 is configured to determ ne when
that machine joins the network 102 (i.e., when it appears to the conputer
nonitori ﬁ%&! I i Y/ k: et I } Iy tH¥anagenent
server 1?8at atOhf} %ﬂoaﬁf alhr?? ? i %ljlu?lfﬁght %ﬂiﬁggééf‘éacl%ﬁl:gem%tv ﬁ}oﬁg@gﬁllycati on 132
i medi at eVgifie] Digan 9y 132 in tapystodiimsnpefilsi i | e (for a custodian rel eased for
col | ecti .Ofgb%d}nd Ud&S.20Ye BIbAS e dihlN® SRR GESnRsiondRh BlsdVAi¥e Rotick BED t he
el ectroni rscovery rrangagerrent server 110 may undertake to collect the
files frowrehésecusiotiensad vashsosppondingiresppuseig tradked nj thereleagny ease prffifedpt i on
applicati inng i j . The
FTTe. sor S cg i a0 TR e ek A kS PR B b
sewer | octatreusmit reminderyiotiess ifxaspenseptrethhienvayp arep receivegerithing piedeBpglspace or a

Shared Driygy oﬁﬂl%( ’fgﬂ%g%rﬁc 5i§c%-bg’k 2{&3@%@ ERGeilvhy B0$8Y8Ts0 E%g&ﬁ fss, hash,

and transmt the copied data to t dl l'ections server The file server
col | ect i owhalplsiremintderonties o respnise cysfodignaiemetdodifally reficglsbe cRyansCRIRMY t hat
21O 18 SR, 6 QR d ESARAEH R RERIAL B CEA R ol O AR e | €
i nst r uct i pessrvation ptie kaybetnirentfty k custsiaethe elottranistdissavorppANagam s FTEE4 19 r om
copying fi DA g | I 3 ' bi;her of
the for egdc}%ﬁgldl S aﬁ%@@ﬁi{g%gggﬂa#lﬁ% ﬁégeg%?n c% g@%ycgﬁﬁasgg&iiﬁg 'iergl g%est ed
i n copyi rgpnemigtingtealslet of tHeggesovatipomotics to Hupentefnyise’s dorpiaon 86Re
enmbodi mar}[ﬂﬁ'ia LG érloll 1 %0YiG6n ?l%lshﬁ/g$ .}e? nBRRkdcRRE HBR chstéiihs @SR ifRART gur ed
to generate 851z e@tlma%,e of thetiTes residing on the targeted file
server. |the erllectimipoatiosse oy cxamplef driesumey way ingwird as¢e W nafwork Sarescifviesy my
automat | Gal Ly ARELL W% GBHALRN Ao REQRE R hE ORYINA Rl aiRlykiaing dat a)
e falls ede thresho

if the size estinm ow a predeterm ne 2shold. In addition, in
sone enbadfore thesidditine of $Hazed Piveeto thadusiodian prefileip teddnificsPatdbase B2 dshf i gur ed
to deter rﬂ]% Whet Nek indoRaghicul ar folder that it is collecting froma file
server incl'udes nore than a token amount of nearline files, and, in the
event thd00108e f ol desordingty spme bubedisershofitbapresentinfinties thed@ieseeryo not
collect SHERLLInG3iR0: A8 ulLifYAL RUF LA AR o SR, and TORUPERAR0 8
according to ditterent embodi ments, the 1ile sefver collection a plication
134 copi emscairimatier. dn pane érpdihentshthecpiteants/mannigels iy agascandyiqse ag@ps b ca%8cat ed
at the p LYED oA b RpARGs, hoRA$M, Snd hem to
t he coll c!t}i-dg!ﬁnstﬁg%Arsgg%tg\%%?ifg%?%gf#]ﬁ%@gﬁ%dgn| éﬁapr of Il es’(for a custodi an
rel eased seorh teohs edeisord theveihudaus, e edirapieradaagandyagt bnthepy Entgcediunt on
the enterpri I ( ' ' GihodRgRgeMent
server 1138£ér§1§51§’ tﬁ%%é% %‘gﬁéyﬁar%g%?eggt tﬂéetgﬁ ? ?ﬂe@&%&g&h{aﬁ%&iﬁﬂﬂpr?se enmai |
server 166rvyl lioniThe altjecl myiierieéiha ettdohmentsmiotes el fedc P bapprhinsicleynt 136

runni ng c n I :

enbodi nmen es"ag% {Zulglﬁ;at%:e i @‘Séﬁﬁéﬁﬁf’oﬁgﬁtgé?ﬁt%%‘g?ggﬁ‘ggg '% pg,ﬁlc%%%césgd%gﬂﬁﬁgqr ed to
access t hemphtd dndthicarlechbuic disofveryBrahasnpat seywy é#0 wicoigradie ranmiiagionse emai |

1 ° iy des. (i o s b acod
on the | i SRt A hEREHS R R BRI PSR Bl o
| ocat ed tihmitieps.i Wih tagamigo efteshinentel dheat-dstolgry mieagsn sy Bicomiatifnanegegof the

predet er n@a&egla?ﬁél'o%&gﬁe%ear{t!ﬂ@tcpﬁéag{a%ﬁegtnuﬁgcgsgk)k&ﬁé.'On’ (for exanple, seven

days prior to ction) an ransmt the copied nmails to the
col | ecti dAgI0der ver WithGegard to the search terms, the e-discovery manager or the case contacts or

managers may add certain terms to the case profile to be applied when searching the collected
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[ 00111] Regardl ess of the storage resource |location fromwhich data is being
collected, or the particular type of data being collected, the collections
server 130 is configured to store the data first (while the collection is
still ongoing) in the short-termstaging drive 180 until the particular
collection is conplete, attach a barcode to the set of data resulting from
the particular collection, and then copy the data set to the long-term
storage area network 190 for pernmanent storage. Furthernore, the
collections server 130 transmts the barcode information to the electronic
di scover ydausamacgﬁmmh rssponsde ofl e@vir tdothe sﬁd&rigldg issuck ethelatsa arngshy seech 120,

for examp] cust adi.an: rofil n the ab 2, 1In

ol at s on EErs it e B BT Rl B Sl s Pt oot e R BRE 63 whot her
it was a tmedker @ith espdcoi, theadataant hideinegnizatol df et datangs dischidsédfugbarver

col l ecti on, et c. Therefore, the barcode can be used for reference at a

| at er date(fo determ ne the origin of the data. After the data has been
copi ed t ooohe]| 0ngAbc&xrdmgito@omganbxrdaﬁmmﬁ\ﬂwﬁtes&ﬁﬁnvehdim whenl sadetisionss server

130 conpar S t he ' er Tane to the original
data e ERal st bR air RelodnB R AT R s YA B sy s "t he
dat a fronustite wWérdgenige cﬂt8 Meelézaaﬂae [cﬁs@ddiaa}s Bomeahd Mated atthe :lﬂﬁisﬂﬁﬂg ekedrtdihe

| ong-term stora ea net wor not. necessar for review.
| ndged: e ekt Pl et creinsslip oS RBE° B S clestinh SRS b AN £ °1'
searc habl the dndroamldﬁmbal&y hearfagerant sunvcy10 mvaﬁ‘tgngatcoﬂbwauncbuabmmS Rsymed foor
exanple, the fi ncr d in.the n whjch t are collected
ona Bent ek s B G B Sipind skt i Mo B bR B cor i g to
sonme enbodscoredny mandghchad ptegionsly clbged@ipire df titddias wmﬁm €iese@nhs elesttoRzs server
170 V\/nereaserles of d standardi zation f nctl be

Aol | od BTy ptupme s 10 PR BT PLAROD SRS b R ot ur ned
to the | ohgn b aatiRrié ocaget th @menigiewor Kk 190 and may remain there to be
accessed [@8 Levi e rposes. [00113]Wth reference nowto FIG 8, a block
di agram i 1;9? vid t illustrates the electronic discovery managenent

st ruct ur goorfo4y he p@mmstbdimelms ben,idadfial C’tglettﬁms‘ﬂiliﬁlee mandilpentis.e- As
illustrated in r. alzegg)e cesses dscrlb

Lt oor & Etiovdy Pl T Bihgl SR B Eese B ek ety ent v 200,

cust odi anl onrasrxa;gﬂgmeﬁtp aammaﬁmrl@&ﬁlwehh dmytoﬂila@’@ lat2 3€ng the lodation infemagienent , as
the el ectronic di sco

ted b ed abov

Gyt om 100 e 41 SRttt [ Feabes AT O RSV BRER Ty VB fanaged
i ndependeintesat tenrestadiat frefile oi‘-khmaxs&rdmntdnm @llegedinithd Urdfieddbiesrmng 122fantl he

t t h d
R e SRt bRl B R e b RGBSRy e SRS on
nmor e t hampaokelacakedat yhat thine befdleged. Vitteteeard h&n)&hﬁh‘bﬁt@@hﬁkﬁtﬁ tlef thelgstay st em 100

|1 t t t ai

D 0cessea OBF AL 8T LERPEPROEAL Tt ey S0} Ser TPl AR SHEECEfhe
f or egoi ngnclditlHetheRipacet bdidsShapud@ripss that falls within the case managenent

t ' t of mat f lit ti
CoLe00r Y bS] 2oL o 6 S TR iR
e- ?“ scovqregsoxmn&agﬁﬁermswfm@rwumn@cdstmeiau,&ﬁén thdﬂéied’tzfomelisﬂzdﬁrpﬁm‘tagtmbnt y
i nfornmati on ut a parficu cas nane an or
nunber . o8Ran T Sefebd Goft: Rblesar Preranties Jitedir bdR ot or “the

parti cul aﬁscﬁmhumsﬂagdsmc(ﬂt sc@vc,r 1vheapichtle fh@ﬁ'&lé\hﬁt B&bhie identing pefbethion, Manager s
or cont act

t di v | t bst f
The s o o s i iR P S M s S el S b il el L e o® ©

application 132 running on collections server 130 (as shown in FIG 7.
[00106] 'The local collection application 132 is configured to be deployed from the

collections server 130 or another server within the network 102 to any of the enterprise personal
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[00115]1t is noted that custodian information is stored separately fromthe
case information allow ng for the sanme custodian in nultiple cases. This
provi des for the electronic discovery systemof the present invention to
have scal ability, whereby evidence associated with one custodi an may be
used in nmultiple cases. [00116] The el ectroni c di scovery nmanagenent server
110 stores this information in the case database 124 in the database server
120. The case database 124 houses this information such that al

information relating to a particular matter or case is related within the

case dat abasfiel o2 PherBoMSRE a péﬁ&ﬁhr%ﬁst@dlimﬂ@g&ﬁl Rlleionbibitationan2 use the
user interface 118 to view and edit a e of the matter_ or case.

[ 00117] Theonfiged toruilieasthe mpchineridentifen %ééé% gepplied byfhe glpeopicsiisegyery

preservat éﬁ% g8t § rlﬁf‘ﬁb%uéﬁﬁ@;)éa tSE fehtiFedlcAstbdif dasaiphef A@&d&i@qwend n Bl ock
204. In this regar di'scovery manager gﬁﬁbﬁgrou the u

interf aceef&%lm@k ?C%@ﬁé?tb?ﬂépﬁlcm lé?‘&‘é’ﬂﬁ@tf tpragicalhy ing
rel evant 0 cﬁefdrah%zske&naﬁao%?pu&& TR L&A cdiReli aﬁﬂwae&hualmehsfase profl le

in the case abase 1 or, alternatively, |ink preservation notice or
survey al wﬁagwcétocaewatp asnapehotiefitapdaiiresidipg en thfi@alt%vrﬁa?@f BsPErspRdfil e of the

specific ﬁte?ﬁ4d%te§z[m , by BSiHEa cd%xﬁ&cl‘ﬁﬂff RallafiE591iMBbR IRAB e VOhinkte

creation of search ter pertinent to the case, as represented by Bl ock
206. As %hadew p@gﬂsmwtorqthes:@p&hms@w@raﬁeﬁ@ﬁag&e pesongl mﬂuéﬁéatan r nmanager

for the casemFRyptaf ddtfiet it H 6 LRBSol bnd Qi sehvefli 3 sear ch

ternms or search termsets to be applied to the data harveste |n t he case.

In sone epayonitingthedats fiem Swapanhat of ths dﬁtaytﬂﬁé opithe haglirive ope gersenalyi t h
particul g, #@‘d{%} Q?e' IBERE cSHREH ngaﬁorp?ﬁtddgéﬁlm%@o@@faﬁgﬁﬁ @6 celddddnlty B&sinudiae

search ter be save he case dat abasé 124 so that .they may be

readi |y apphpaachie Nfaihvfé§'@h§timﬂdtﬂli@§ﬁliﬁlca Sem theloead pellsetianameligation 520 ng t he
resul ting. Leapons e u%aa%a 51&%% HAE a0k A5 B8pshdt oBMRE Bk RbelrRl evant

attachnments, notes an ates to a particular case or matter also falls
W t hin tH@mﬁagedﬁﬁﬁagéhéﬁmseﬁY%@éﬂy, as denonstrated by Bl ocks 208 and 210.

The e-di sgoupiy m flog bo Be BRSFonS QAL Bbvd BRIGEN collBr¥iol fplichenUser
interface 18 to uplo ocunents and enter notes and ot her rel evant data,

i ncl udi ngnespass kescopfignreddaimeranitio theglatsbassseverd 20 A catrles ekt filss yrfuwded B t he
case in the srﬁgﬁ-n%t g%%@eﬁ o fRPng &li@&ﬁ}'ﬁ? dAH8C RN LRIog ol réitdndéddat es
are added, reference

whenever a user views the case profile
t hr ough ttheCQl@éf#Om mreq’ffla@:@ ordeg to duteminssrhethst ¢oligetionns GopmlRteddP THES pr esent

i nventi 0“inéﬁﬁptgx{l]é&leafoﬂgQﬁﬁ@iolﬁtrbﬂnt@f@uﬁ?tﬁaﬁﬁdnﬁfgyd PR cGaiRe MAAAGRIEN

processes, own I n Bloc isre the el ectronic discovery
managene rembedinyents, the fpaltdollgcsien appliswion 133 {5 oRAEY ol ta gompilesnt gAnsEt t9dhicer ni ne

the cost gf. xgﬁlﬁ\ﬂﬁgc;\}eﬂgméﬂgel &Y&&Wx‘n% Qﬁét%f ndRSRGFcL0rcds HEHRES uehyf act ors

i ncl udi ng, or exa , cust odi ans, anount of harvested data
dat a typescluding forﬁxwaplpylervwb @pnhﬁﬁwgémle sereess haidheipeshas usrsrAs @Focdt aski ng

and wor kT Wi R LPREFFES el BE siBlc8 id BPURTERL P Yol Ukeudiddian's profile in the
Unificd Directory 122. With regard to transmission of the files themselves, according to one
embodiment of the invention, the local collection application 132 is configured to compress,

* hash, and upload the files included in the snapshot to the collections server 130.

{00108} In some embodiments, the electronic discovery management server 110 may
utilize a computer monitoring application 117 to determine when to attempt a collection from a
custodian’s machine. The computer monitoring application 117 is configured to monitor the
network 102 and determine which of the enterprise personal computers 140 are online.

Therefore, in the event there is a custodian whose local machine needs to be collected, the
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[ 00119] Mbvi ng now to custodi an nmanagenent, certain processes falling within
the category of custodi an nanagenent are shown in Block 220. Wiile the
processes invol ving generation of the Unified Directory 122 certainly could
be categorized as custodi an managenent, the processes shown in FIG 8

i ncl ude those processes involving managenent of custodians within the scope
of a case or matter. In that regard, the first process of custodian
managenent included in FIG 8 is the addition of custodians to a case or
matter, as shown in Block 222. As described above, the e-di scovery manager
may use ténpusemoiitirieg bpdieatibh8 11 & chnfigured te dettrodhcariics that wadhine jéinothe t he

Unified r t abase
124, ThusoFas 2 ko gnit i PRiL Cltller EBRRoBE RpcHi] LM B3R 68 20005,
pr ocessesel@wittotic discaystygthinagemeahsgenilftthat & shthéd intehisrthsprd pollsttigr eser vat i on
notices oY odi ans, as shown in Block 224, and the

pr esent ata}gjghéagpﬁ/?#: sur(\'ii{e%3 S to custodians, as shown in Block 226. The

el ect r oni [@0U¥$covekyn cnamgalmﬁﬂt (Eseammdmnﬁslcmwdmﬁemm)tiacdmdeé afyqratiet i on in
the cust o) A5 SoREL LuddDAIE L] A BUERRLARY, dERSRLRBEIID e |
cust odi amndbmaks mmllecrtﬁmdilttmgt;hem it Em&r:srbd' imtigizdingfthd ﬁicsermn colctiged, so that
t he onl y d . r t he

cust odi an I&EQF 34 QH eéfg] %U&JUBH%% é%{g aEL%gH%éE 72 ﬁ‘lé%ﬁ%rsrar% t he survey
will appeca)ﬁle(alsn apphass)agéfl islvenfigured traamtewﬂmrﬁiskfevantmatsd athla:tgwmm&ge t he
survey w I Thews supch that
when she *ﬂﬁﬂ%ﬁh@ i S%theﬁg ﬁté%gl Ergrﬁjlm’e 9 asSha Mot {Tg%é?, P‘% dg r g%sc%ll g%e t%gck to the
dat abase soryend GRPrdsghagy mdatgaesmmthb h@l@bﬁ@&l tpﬂmfcnllﬂuemdembrdim uShofilean' s
profile. falli rocess of
r el easi ngs[e%gs%ﬁg"tgﬁgp thatwnqu* mta%'g %’En%gsgtﬂp EY é‘%own I'n %I ‘1% @38 The

e- di scovemjy qmpmﬁ@emectsg&eﬂdmmtsm fqrmkaemﬁlacﬁ@sﬂilasmva certaikfile dersiumb.odi an' s
oroft e SRRt I SUSANLEDR A LIARGL O SOMERE gBsBlofte, T o
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cust odi arengdogpimsht, the ﬁﬂqsetvlaecollmtﬂ‘oneppliaatmadﬂémy aaamatiuall)ebagaatthc/@sﬂlyqtlmhe

e-di scove nager rm nation by accessing
and vi ewith ré'ce ‘éOPg’ﬁgta%n%?éaan%&s%g Aa¥a|) % 1“—"&6 5 rr%ﬁ”?augﬁél YR? re%étgmﬁ%e%agenent

cust odi anhmmohigelmadcﬁihai sosonmccmbdcbmem rinfile Beroefr colaskomappBeadomidds | ow

B 0es Skt S SRLSTRIN P L B0l 30 i ARAAR PO A L BhERRY 1
wi thin datae themagéseatoumnt e teldinpfiles esd asthe evat ihmghet ﬁldeh@aehmchnéssuchg of
from al | "ERENTFD el &P oued SRR BAFRERA D5 MERe Sl TSR Uoing
t he cust adéoadihstol diffamnt smbarch«gmts)theh‘fw sepex scdhatﬁoncapplmaﬁcer 38 kppitdedl cwast odi an' s
net wor k st as,.the c todla and any ot.her areas,. as are
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and transpmfﬂctmzittaosmitseh@mioltmzmuecnsmsm\xﬂemomo as described in det ail for

each part rc Ilec on app catlon .Or _pro hi n

o 1ottt SQETBEL ettt SEto Gl BRI ARl heRO R e PN A ERRT W <

t enpor ar |at1@/r0$tfmraadmaﬂ a{tcbmts)hdretentem*rm srhagsengr ma ﬂ‘erx 18 @lcuindnid disdoecrgol | ecti on
is conplete | S, St n Stermstora rea
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wi thin data nmanagenent is the copying ,%%f t he data



to the conversion services server 170 for analysis and conversion as
necessary, as shown in Block 246. Once the data is converted, it is
returned to the long-term storage area network 190 to be used in review

[ 00122] Also falling within data managenent is the association of particular
data sets with particular sets of search terns stored in the case profile
of the case database 124. In this regard, certain search terns stored in
the case profile are stored with the intention of being applied to certain
types of data and/or certain custodian's data. Alternatively, certain

sear ch t ehbFn IEFIA ?). 2RRLME Smb&idbidts, #alAtieQinl@ cbigdtibOdppacatipe¢idikc case. In
either instance, the electronic dlscoveﬁy managenent server 110 accesses

the case orbEyredio agrsrsdhomanisylar Yliicresofl Fxghdnge sREvef it hepf SRt *MalS R oci at es

the sear Cf?g%ﬂmﬁ%é&stwﬁl 9@6@6@@@:5?1@5 vh@chﬁ@lﬁ{o@.ian%ﬁﬁ%ﬁ@iﬁlﬁfo&ﬁtﬁmhmldﬁaﬂg term
storage us the searc terns W e applie t.o tha an t he
%933%%%?%

resul ts virithe Ypifigdpigckrets? gﬁapsbqlmlgﬁtefléhqr%mcg\ﬂg@mp Fi nal |y,

as W th theo@hies oBRISRABNL SeRbe IPfih&frior €Pihe cORPRGSFER YxaRpls Gevdddlaydes a
nunber of tasking _and workfl ow &rocesses tha are regresen ed by Bl ock 250.

[ 00123] WHTKT F"e‘%‘%ﬁ"@ﬁ%‘@nl dtapsmibthe gopiedcmails lorihe enllggionss nagi ng a case

i's providegiin aCRégaﬂﬁéag«@fﬂ%ét&a%s&maqsbaﬁamor@&htchaa@ﬁsaﬁaﬁigtconmeemrl on. As
represented by Bl ock 302, a case or S cre%B t he e-discovery

manager dheratoyayre Rt @%b%é’”ﬁ-‘éﬁdaﬂ'&%ltk’f?%‘s SRR e srediS dded t o

the case, @SSk thecdlcaids @Qm,onl@ymgy 1ﬂlmersaort feﬁnﬁﬂagm@dnmspmﬁmthees of the
Unified D|rectory 122 to the case profil as rep =sented é Bl ock

306, the REctgRLE RSP ARGORPISTS: afh gbatcpde t@&?e““cﬂfﬁ?‘ﬁé‘?“@‘& B search

terms to &ﬁe@@ﬁ'aﬁ@ﬂwﬁ %ﬁ@ﬁ@da'fhadet/@%@l@né ffm kReE A8 LnetvOE! Ilgdlfd’ige:hm&ﬂt uctions
as to applying the search terms to partlcul ar dgta@ied&gs or CUitOdl ans.

Bl ock 31C°toragsr duehprmorerie eplieelions FaYsrdad frepginity the parg Enalion fQhghat her

there i s @eclBlit BfscRbryinShpethchtRBrer HO th 'B@ Et@reti%a ﬂﬂ@dé‘f&{aﬁﬁeﬁk&emﬁﬁ example,
preservation notices are not required exa n audit, then the

process it the sfodianss prafilgrn “’F(ynﬁfﬁ’é I?artﬁbﬁﬁeallziz’z‘éfeil%ﬁnéﬂ thg é@ﬁgé’lff’n@&‘?’i‘ H on the

ot her hange pdrficulidd 861Rciich, RGNt wa{saatll‘}@l c&lté@ﬁbnl MSkotive G@SIRolIEINOR, dhiesepvegat i ON
of preserva]gl on notices is required i n Bl ock (%%?Zt’.eaétomm The

pr eser vatdodertiaptdce dheglors fsharsose @nde k‘s%llfﬁr ‘i"'gerqnf‘eaﬂ&’rﬁ‘t?rt PHREHSt odi ans

added to e draid ffa. Aiﬁméla&mlﬁﬁé K&nemédto tiSorpieMOsthgBlraCketddB 19@ tieermi nder
noti ce nodul e may be e shown in Block 318, the rem ndef notice

modul e trc&H%Cﬁ*P@%S%’&l»’t?dlioﬁlp?fé?ﬁhﬁééﬁhmrgé’f thedlatagn,pemasegitoage o HEershe] s nay

be sent qyefe s&iFBLladORORY, f&%ﬁ'&h@%fd@&iio@ﬁﬁurg&%d&dﬂ@ox@ﬁ@%&@ﬂ@ﬁhw notice
and/ or rem nd custodians to fill out surveys. Wth regard to surveys, in
the event!88 survey is required or desired, according to Block 320, a survey

i s creatgfpiizfhe sohaaNe mah%n@@u% lbxﬂg-‘&:ﬂﬁ‘stﬁﬁgﬁar% &b 100, itibaotcase
dat abase 124." As shown in Bl ock it is possible to enabl eg%g survey to

be att acH@eEstasilnicabt foneuisiv a@&mlﬁiwm&t@%w«wwm Rracessef 9eforl Next |
as shown ji g-aBhMiKarnddfitaid¥8r RvRLSHANRENARD ATk HBYS. FOl ASHIL S iRt indiys

be encrypted in the form in which they are collected and sent to the long-term storage arca

network 190, Therefore, according to some embodiments, the data may be copied to the
conversion services server 170 where a series of decryption and standardization functions may
be applied to it. After the data is decrypted and standardized, it is returned to the Jong-term
storage area network 190 and may remain there to be accessed for review purposes.

[00113] With reference now to FIG. 8, a block diagram is provided that illustrates the
electronic discovery management structure of the present invention, according to some

embodiments. As illustrated in FIG. 8, cerlain processes described herein may be categorized
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fromthe matter to the case, which initialized collection of the

custodi an's data. As shown in Block 326, the e-discovery manager or the

el ectroni c di scovery nmanagenent server 122 accesses the custodian profile,
determ nes the data types and |location to be collected, and initializes the
applicable collection applications to go collect the data. Once the data
has been coll ected and a uni que barcode has been assigned to each dataset
based on the particular custodian and storage | ocation fromwhich it
originated, as shown in Block 328, the search terns previously stored in

t he case witlof pheeofivasy npeageasitgrachresonted by Blclad custediad management; asput

instructi i r NByhepe applied
to the dar'i8 eeE' égﬁggkﬁgﬁr%grf Ts sa%énggntmf)%%%%g? %ﬂtzggr‘g%? ewers for

anal ysi s.abpeQ tea]evitaric disorsre st HORS Eranga! sudﬁhamlcamdlw eukdata hayr

managi ng L an, | Wi [ of the
pr esent |%vrgnt§#e%qf.1&é?drd g%tl%gns aﬂ@g%%&‘%‘? gﬁo%%g%ﬁu%l%grﬂaﬂ @ggﬁgég?g%%?s added
t 0 a nat t@prasesseasighin thy catégoges thefas ebncgphal, @mislt soiukliPesingarsydad) that certaithe Uni f i ed
Directory, e. In order to
| ocate t é&%ugsg Elé* gpn&glgab%&@ﬁ? ‘iogﬁ@églﬁh&éﬁ Q%?E}é'r gﬁl&gﬁ%&u%ﬁ%{g& be enpl oyed,
as shown drchitBitaekof &64YSteﬁhE}Oe1ﬂowesepmhfe nenafjegenhof cystadins gases, apy dadnt er  any
identifyi t t adi it 1s.the custodian's
name, neté\/é\gérnk%ogésg@sl tp é}hj V%Igﬁm%?#aa?@ét%?%@g%&g? f(::h.e tfofh%m%stodi an search
nodul e w01 Iﬁhke tﬁmﬁrstgmcessrhﬁabfahlamtbin thedsemamagémenheatddoiyfis edatidnobet ory 122
for a mat d igs exface 118
will pr esn(remEer ﬁagg% (1; aglgggrﬁgg“ﬁ%&? Shém%éﬁg@%vaesrs}laﬁnaﬁaﬁﬁge% t'a % %‘IF owse t he
associ at eltsquibed ddogs thea-deberyimesagthpay mt@rlrdedie@&fsnmfaaﬂll&qqrtmm s way, the

correct ¢ £ t 0 an is |inked
to the aﬁgﬁ%%%ogg %Auzgégﬁ%trlirﬁ%atﬁgr eorqggsfo%%ﬁ% A‘;;agérngg]?es&éﬁf%g]%%s&%fynck 406, the
el ect r onideswiipg cronfehymatineaye meegal Slentifier, thc@rtivalyr Wetesteni. newdheitbior thhe
particul t-call

"ot | e B0, AR, b oRalE R e lncl 08, RERRLR | FGet Bl 02
profile |snbatatmebﬁ1hématbrEatheeﬁiamthppl@@ssxﬂd@tthddaésqoacrbfmudwr)etmst odi an shoul d
not be c ed r r i tact should
be. used, 100N as ol A AR RE B Rio PR YRR B Gl Rty G0

Al t er nat iixdeimyation hdavengrfoy tHosarae esfpdiaa iremulipleotses dltis progdesfordhededtmanic he

dat abase whet her
o not ¢ HEeBUE! sAFh e R pe T b G RRR PR SR EY Blad e RSB A,

det er m namnk omtadsanmeayde asedtimmwltiplcasesor not t he cust od| an should be directly
cont acte in nt act ed
t he cont ioqﬁgﬁf or Fel %lgc\fr? b dtsh&eg%%n% %1%%11 ge?%g SI s t9§ 1&‘0&1@‘&?} %s cgnd

shoul d beaglagbmed24 fﬁhhfsdatahﬁscrsnutn 130. ®hd ¢aS¢)@tab3®d2+1 aowps thigrinformeatiomi t t i ng

pr eser vat [ ock
408, a de&l %ﬂ%ﬁ%&gﬁ%ﬁnaﬁ@rﬂeﬁgﬁg gy I{dﬁmﬁﬁ Jtt%%%(l%a’ge lglq ggg§§£@%§g§e%%$ server
110 as t d2¢hmst heser, slvd aemsmamgﬁm chistsctbme nsedtticledr intrfacentd f teviewrndeditase. 1f it
is a case C dian is verified, as shown in Bl ock 424,

suppl ener?goglggﬂpéggﬁer% & 4added to the custodian profile in the Unified

Di rect or §j022] as r’ﬁquuextegnbceasm&ﬁmm mm@ém@hs&tﬁ@;re@mniofmewmh@ ndrdsous

col l ectiqn r n Yok N | OB ery
managerrerfffld gtg?é ae&lfg thgm%ﬁ 1Aesc§ ion # ctf?chze)acgnst 5 an {s?l 3(@03‘%95 shown in
Bl ock 428nan&yer tiag thxbh@rthhwadmterfhca 118 gthar gmemtempewpmﬂerpateseaws pon noti ces
are require Th C ti o otice is
sent via “&n mlfj ‘%nftﬁ%wcpugfculgr ‘éd(rg]e %rrm%tﬁé LOQDS lgwll}e]dol{l th%& Qgcg)%ﬁ:[,&és/%th Jv%ﬁpl n Bl ock
412, the mmsasemm ateynativedy liblea pw&ﬁatmahmefor anvdyhécalysordide theslatabdsor sone
reason, data S, N be. ¢ ct m._t he,,cu In the
future. WHESE 13??0 the Qasc Pro?ge otfgne SBTCF gef or?gattewg 158%08 tAlg \%ﬂ? 9 {:%e cust odi an
will be meaa:gmmamemp caaau@mfmmmmh@ekm@ﬂo thﬁzeﬁiz@}epfdsanechbydﬁle@e?t%ati on
notice is sent, a determnation is nade by the el ectronic
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di scovery managenent server 110 as to whether a survey is required, as
shown in Block 414. It should be noted that in alternate enbodi nents the
deci sion on whether to send a survey may be made prior to sending the
preservation notice. In such alternate enbodi ments, if the survey is
required, it may becone a conponent of the preservation notice and, thus,
accessed sinultaneously by the custodian. If a survey is required, it is
transmitted in conjunction with a preservation notice, and the answers are
coll ected by the el ectronic discovery nmanagenent server 110 and stored in
t he dat abes@sabed shovd, 2Kk, e-discosér9 Wanager & aooktad bbmaignr fodthe cohiagase thor t he

preservation nati and surv al so be transmtted to st odi an,
as shown Y %F‘gﬁcﬁqigﬁ.m% }V’%%Izsgarn?ﬁtef’gs SRR L tgi’? a glteg\%oqﬁ?ﬁ‘ga?%ust odi an
i s rel eaggeiehtedmtbd @sdrah betie duibodheenaate seatcdh tehewayibalilitedio bé 18sd vathd t he
various collection.applicatipons .are.initialized by the electrqnic _di.,scover
nanagerrerﬂmkc&lra{/‘é}smﬂ’fggﬂ‘“&gr E’Hﬁ P%@f‘f%ﬂugﬁt?‘ﬁ%mctﬁ%elsb@’eaﬁa@ R NV ?ifvglgbse SYe8wn in g
Bl ock 428n tHeradchiaGbi3e 02L&Shat thve ntiy b ediddynapplial o hatdvestéddatadvad biwdfie ed
Directory 122 .is accessed in.order to determ ne the various |ocations where
t he custdﬁpgﬁmﬂﬁﬁ%ﬁﬂﬂg DS EIPRONE ARSI y, as shown in Bl ock 430, the

cust odi anos11dat a i heaRbdeses ebnterihPlR RrdchmentGotes ald Wpbated b agadicdia; | ow
di agrans are har vest, dat 84S dat a

resent of..a met hod 500 far f Var i
ot ar o R Hh it BR boarRaRPeCn capR 5 Seif Bk BTRIER BKD oo
502, the ®Okl®Ccticedigbvapnanpasitaagidntadior iveigbr hidyse teastrypefet ithta is

identified. Da Bl ock 506 signifies activ mali hat .i.s cqllected, from an

exchange € JRPRHIsIm TR iens I ) SRe BT AR atr et ied S R BAGH 1o

col | ect i i sepgl ih GRichRprifie b ht CREN tREckOdRabldcaiatl. OnEd thesk aachimeies) mbes ed

emai | address, As prevjously poted, and in accordance wth esent

ermbodi et SR R FEY B DF o BERPE & greo 1o Tiergne PROLHE Bl an

rel eased theodiseCialelfaet 118NThd 6 dstiQsticimenis bl thd dreams invattioa Areaisaiprocassasount  on

the enterprise email server (160), then the, el ectyoniG,discover nagemnment
th ! Hhe e a8

server ( THEPefaleiradet GRETEBEEBI BOESH a2 FPeus MR EH PSR S8 e |
server (Je@éairoxfi?rdiismve&ya:hdnagdﬁ@nt sl&ﬂreﬁ;il(i uridiz & nmiobt cahhdtmraja;ﬂnamﬁb deertrien (136|)
runni ng on co ctions server. (130), In sone.e iments,.. t active enai
Lo oot She St PENE TR apdieiiEint ORGP o e P Br Bfngle

Mh cr osof tné@@eﬂrta“mg@@@@,vmoum dffhmeﬁt&tﬁdaﬁi;l &5 phHesS etc.g mally,SﬁﬁaAﬁanagﬁ%ﬁnDMSMi ch
the custadian's accoupt resides ich is known base n .t ,nfornmati on

i ncl uded ‘Pﬂ“‘{éﬁ@nﬁﬁ?ef"iogﬁslﬁ‘gr @&W%@f?esﬁeﬁﬁ??%ﬂe repéﬁqﬁyobé%%g&{t her e,

i ncl udi ngo@imaj | s detbeihg dow o dustodiafl @sihapaabatcaphin@iocpats falling fithinakanpl e,

seven days _prior to the collection, and_1r m.{,, . copied.emnils to the
col l ecti &ﬁ@g‘% pé@pto@xfg@}apagﬁﬁmgn%%owgéq ?é’ﬁ?ﬁ%}n %H}ﬁ%g{’? oo il%vggf "o capabl e
of i npl en@ndritiig of tHeKni RgUBiskforam? deasingebhle 0t caeoainal ds conodiarsnimeguiony

basis, such as daily. .T emni| .collection application is addit, onal

bl ¢ e Ihrenss Mot St BpssrasSfh AihE Hadiredt fitdfts, Y

i de nlt ifi la;fjglime bdope b{ Keast & rﬁé,’d(ch elgtthdt RegamiCthe fiest pivBdsk of dustotifan mangggment, t he
enal COl, CIIO Jdcation erves tore ce secur.l | .

D0151] it ot RS B it 5 s BB e B T USE pish of S e BB Flodk 22 bngi ng

| ocat i on,desui6fd AHvE M@y d-dibdi &Ry Siangien thagl tictBe {stSQ)erfuce ABtaLmk achdiande to the

set of enai esul tin omth articular collection The rc d data is
t hen copipéQﬁlﬁﬁﬂrnMﬁF‘LQFWWngWégT Wﬁ&“{iaé F?ﬁegfogﬁ%ﬁ}ea%%daga@?ﬁgg (190)
for per mame#skheSduObageprofile ahi eisaprdfile 4rb CorfddtéE Clthle @B pEekased wiflidystddiaansm t s
the barcode information to.the el ectroni dis&over nanagenentiﬁerver (110)
Lo be st GRBAEPHR RAIRRABSNER SaroenaiorsyicssmB] ey HoP ARy Ao BUB bdi an s
profil e iBlodkre4Uniitegtesmtbahagehd shAdys tolchstddim] ds@RowointBleckstoer Ehe
infornatiﬁp aboyt the particular c?{lectéon. Ther.ef or.e .%he Q@rque can be
used for FEFEHHRVED TAPEMERt IAHCE | BUSGRPEFIRIHE T HTLT Githe BHOVALS dat a.

Af ter therdaé a thasnifieeDirsapiyad? tordligit Hengese@amrsiotit dgend s@aeyi kwakkn ( 190) ,
the coll ections server (130) conpares the hashing of the data in permanent
storage to the original data in the staging drive (180) and, if the hashing
is identical, purges the data fromthe staging drive (180). As such,
barcoding is perfornmed w thout the need>to execute the barcoding
application on an exchange server and, as such no hunman intervention is
needed in the barcode process. In accordance with enbodi nents of the
present invention, one barcode nmay be assigned per custodian, per data type
and per event (i.e., case, matter, etc.) [00132] At Event 512, the collected
emai| data may be associated with a specific search tenn set or sets. Wen
the search terns are applied, a listing of the files and docunents
including those ternms (the "search termhit list") are presented to the



[ 00133] At Event 514, the collected and barcoded active enmail data is copied
to a processing drive for subsequent analysis. It should be noted that the
nature of enmil data obviates the need to perform conversion and/ or
decryption on the data set. At Event 516, the active ennil data set is

| oaded into the anal ysis application and, at Event 518, the data set is
exported to the requestor/reviewer for analysis. [00134] Data Bl ock 520
signifies other non-exchange server based enmamil, such as enmil accessed
through a client-server, collaborative application, such as Lotus Notes(r)
or the | itecaspprofilednthesptodidiSHn sorhesmbodimenty, aottdndard pinpid funptiends wsdgei at ed

wi th non- gxGhAReS RaRE iy PROMA] 125 Dl Lasbet { &0 an
enterpri s@-gra € %}rﬁr)a%%{t ge‘rvergrﬁgl\r/{?éngn?o(r a ora_t%ﬁv]e gapa%‘?% tclg es, such as a
Lot us Domiddess eWlrartheustotlien Hliekks hef o0diB GleAurvey witappeap as amprarse Ay and
applicati | B | E@m; At 3G WeTo i i@y b SR

st agi ng d‘??e\?gﬁ%!i%g%& 0 a?agg’g ) bg?‘gf(l)g%pr%%ﬁt tec'q{s(:h(’-::tﬂ%)‘!::‘:s nonl-ng fgéh(%a(t)ﬁggﬁserver
emai | r esuich thagwlienshn fillsdt pérthe suneais asginationlly transniiited Hsel todbieditaliepe sV t hen
copi ed an gL {efi€a z m ge area network (190) for

per manent &soffgr ag%eq%lggﬁg fmr]_ee,mdt gaucg:to eg L:ag%;s sewer (130) transnmits the
bar code i#060kat i oAlst dallitpevidlimetstodizh madigsmentdy the prapesg efrelsesingeustedians110) to
be storedg.] e, W, | i St adian s
profi e i fitanigerieh B4R3E AXRATh s s, Ti'e EULBRY Randgh :NANEHSL

i nf or mat i bi§ tabedktthe dvetogian's poditeso i Heapsiodiam is Tverativatedfor colgctbrcd dde can be
used for R r : . b i g e dlat a.

A ter tholaie pag Bifie ShEanihe QiR e e e o R LR bl 00 R U1 00)
t he col | eibt testdiag érrelensed/fBKed dnglentresic diseovhiyghdnagposht sehier Hdtmaayiagceger manent
storage t 19| A : | ' ( i £ .the hashing
is identi *@sﬁ%&%ﬁs&”ﬂ%ﬂqi‘%ﬁ%@ F{’}%l eﬁgétda%giﬂg%‘l“ﬁg?sv%é%é%a ?""%‘%’8136] At
Event 526iderttiied mohé mofiled Thayeforxaitaprgentsdby/Blocke 2, thegktomegischeerassoci at ed

with a spegi.fi . . nGhuLar appl i ed,
a listi ng‘%%#afg%!ﬁeéﬁ%?{eggldaﬁwﬁﬁaﬁgapégeﬁ%ﬁnu ?ﬁ""g&‘t gggtigéraﬁérg(o t aéél{pg’gar ch

t erm hi t haresttd bauceessing $wrtisodiands prhfleiethi Endied Rirdetanysd2 s Aberadivily, thhe

dat abase i i-0de. Lodieatlon: js to the
el cotr oni STy b Ek maf ah Sl SR CBAREGH RO Ry WISk Deluell

det er m natustodian’hatofilst Kerallyl @s with ness nwhageinantt ¢vetodien mehagemephakip inchideta are nore

likely to i il es or any ot her
e e L
[00121] The last category is data management, represented by Block 240. One major set

of processes within data management are the processes relating to the harvesting of data, as
shown in Block 242. These processes include the collection of data from all the different storage
areas of a particular custodian, including the custodian’s local storage on her personal
computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as
are described herein. All of the data in the various storage areas is copied and transmitted to the
collections server 130, as described in detail for each particular collection application or process.
Upon reaching the collections server 130, data resulting from a particular collection is
temporarily stored in the short-term staging drive 180 until the collection is complete, at which
point it is stored in the long-term storage area network 190 in association with a specific
identifying barcode. The foregoing process is represented by Block 244. The data may require
decryption or standardization functions to be applied o it in order for it to be searchable and/or

otherwise usable, so the next process that falls within data management is the copying of the data
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server based email that may be encrypted is decrypted using a decryption
application, in accordance with enbodi nents of the present invention. The
encryption of NSF files occurs at the user |evel and, therefore only the
user has the password necessary for decryption. The decryption application
allows for decryption of the NSF file-type data w thout the know edge of
the user/encrypter. The decryption application finds ID files that exist
anywhere in the enterprise system creates a database of the ID files,
associ ates the database with the user/encrypter and subsequently decrypts
t he data. to[ﬂ@maeq:mn@:m seb30 1 74 foe amabysisend bramegrsios ey neegssayes khotatia set i s
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t he | i ke.in accordance with one embodiment of the present invention. As represented by Block 302, a
case or matter is created by the e-discovery manager and stored in the case database 124. Next,
custodians are added to the case, as shown in Block 304, by linking the custodian profiles of the
Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-discovery
manager and/or the case contact or manager adds search terms to be applied to data harvested for
the case, including instructions as to applying the search terms to particular data types or
custodians. Block 310 represents the determination that must be made as to whether thereis a
matter or just a case. If there is no matter because preservation notices are not required, for
example, for an audit, then the process will move straight to the initialization of data collection.
On the other hand, if there is matter, rather than just a case, then the creation of preservation
notices is required, as shown in Block 312.
[00124] The preservation notice, as shown in Block 314 is transmitted to the custodians
added to the matter, perhaps using email. As shown in Block 316, a reminder notice module
may be employed. As shown in Block 318, the reminder notice module transmits periodic
reminder notices to custodians. The notices may be sent over email and may remind custodians
about the preservation notice and/or remind custodians to fill out surveys. With regard to

surveys, in the event a survey is required or desired, according to Block 320, a survey is created.
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[ 00142] At Event 544, the jounal ed data set is |oaded into the analysis
application and, at Event 546, the journaled data set is exported to the
requestor/reviewer for analysis. [00143]Referring to FIG 12, data bl ock
548 signifies data froma |ocal Personal Conputer (PC), such as enterprise
PC (140). At Event 550, the local collection application (132) is

i npl emented to collect data from desi gnated PCs by taking a "snapshot" of
the device's hard drive. According to one enbodi nent of the invention, the
| ocal coI | ection apgglcatl on may be autodepl oyed thus, obviating the need

for any mBGHIVCRREY Yo sy in hesazsinsetly Brile sandabased st AeshoR én Blogk 332ni,
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| PD f or mafittted folB8evridfol Bfatysiske. [00146] At Event 558, the local PCfiles
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decrypts the data.
custodian’s profile, a custodian search module may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the custodian,
whether it is the custodian’s name, network user identification, email address, etc. The custodian
search module will take the input information and search the Unified Directory 122 for a match.
If more than one match is obtained, the user interface 118 will present all matches and allow the
e-discovery manager to browse the associated profiles to determine the intended custodian. In
this way, the correct custodian is identified and the profile of that custodian is linked to the
appropriate casc or matter.

[00127] As represented by Block 406, the electronic discovery management server 110
may determine whether the particular custodian added is a member of the enterprise “do-not-call
list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory
122 that the particular custodian should not be contacted regarding collections, and an alternative
contact should be used, such as an administrative assistant of the custodian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and

searched to determine whether or not the custodian appears on that list. In either instance, a
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[00147] At Event 560, the local PC data set is |oaded into the analysis
application and, at Event 562, the |local PC data set is exported to the
requestor/reviewer for analysis. [00148] Data bl ock 564 signifies data from
networ k storage, such as a shared drive or HoneSpace. At Event 566, the
file server collection application (134) is inplenmented to automatically
coll ect data fromshared drives and/ or HoneSpace. According to one

enbodi ment of the invention, the file server collection application (134)
may be aut odepl oyed thus, obviating the need for any nmanual entry by the

e- di SCOVedderMRABGER nfAlle 46 whéth&-or bEAHARLBOEaEMRI be @BectlyRentRAEE; &l i the
application iﬁ | npl.emented at a staging | ocation,, Euch,a? shorﬂéggnn1

stagi ng dfewdhy asian ghogldmgbbe diregtly cogtpsted.dhe gpatagidpiogpation fofdhecusiedifhye dat a
r esul t i NQashik@md (bithep thdd-BY4RGIdBRbbRAREE. OThis lRemBamGAT 86 ugdlderifs: t hen copi ed
and communi cated to the |longterm storage area network (190) for pernmanent
st orage. PRUSEEHE Pyt Rtess PG} EISand bar coded network storage data may

be associgbemk]W t hnextSRe6dotdaficesGiat BRdcH A3 8QEmMMatisElsSnadk P heRlebonkvent 572
source-to-processing Is inplenented to insure that any | gose files are
proper |y $RFONEY PRBREEHen severidd pyioarthenibpastodian heghegn P@ﬁﬁmf ML ST Ying to

one enbodiBE Nt itQf a dakke tHeR MRRLtENan 1k QASRA[ ds|sBSw Rl B16kATY REFhIERENt] BhgMANCY
and, if relevant, stor in_a proper.data format, %BasaP_S file or the

d
" ke, Thebaddeitais cusedian eipla iyfbe Hotlivd HGHOB: 4R AR e o b Rs T Blotkey ai ned
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conversions may be required on, formatted files, MG Iormatted files,
| PD f or neifnegerpsnt szvey AP fopeclieptiqu of the custodian’s data, as shown in B ock 428, On the

other hand, if it is a matter, then preservation notices are required. Therefore, as shown in Block
410, a preservation notice is sent via email to the custodian or custodian stand-in. As shown in
Block 412, the custodian may then be inactivated from the case because, for some reason, data
does not need to be collected from the custodian. In the future, when it comes time to collect
from the custodian, the custodian will be reactivated, as shown in Block 422.

[00129] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414. It
should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior fo sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection applications are initialized by the electronic
discovery management server 110 for collection of the custodian’s data, as shown in Block 428.
In this process, the custodian’s profile in the Unified Directory 122 is accessed in order to
determine the various locations where the custodian may have stored data, Finally, as shown in

Block 430, the custodian’s data is collected.
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[00151] At Event 574, the network storage files that may be encrypted are
decrypted using a decryption application, in accordance w th enbodi ments of
the present invention. The decryption appl ication allows for decryption of
t he network storage data w thout the know edge of the user/encrypter. The
decryption application finds ID files that exist anywhere in the enterprise
system creates a database of the ID files, associates the database with
the user/encrypter and subsequently decrypts the data. [00152] At Event 576,
the network storage data set is |oaded into the anal ysis application and,
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enterprise email server 160 on which the custodian’s account resides (which is known based on

the information included in the Unified Directory 122}, copy all email located there, including
emails deleted up to a designated prior period, for example, seven days prior to the collection,
and transmit the copied emails to the collections server (130). The email collection application
is also capable of implementing bulk requests and for collecting email on a scheduled basis, such
as daily. The email collection application is additionally capable of being implementing
enterprise-wide and requires no server identifiers or the like to collect the active email. In this
regard, the email collection application {136) serves to reduce security risk.

[00131) At Bvent 510, a barcoding application is implemented at a staging location, such
as shori-term staging drive (180) to attach a barcode to the set of email resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. Furthermore, the collections server (130)
transmits the barcode information to the electronic discovery management server (110) to be
stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122}, in relation to the stored information about the particular collection. Therefore,
the barcode can be used for reference at a later date to determine the origin of the data. Afler the
data has been copied to the long-term storage area network (190), the collections server (130)
compares the hashing of the data in permanent storage to the original data in the staging drive

(180) and, if the hashing is identical, purges the data from the staging drive (180). As such,
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[ 00155] At Event 588 source-to-processing is inplenented to insure that any
| oose files are properly formatted in a standardi zed format. In this
regard, according to one enbodi nent of the invention, |oose files are
exam ned for relevancy and, if relevant, stored in a proper data format,
such as a PST file or the like. The netadata associated wth the
non-standardi zed files is retained and remains with the reformatted data
files. Source-to-processing nay be required on EM. fornmatted files, MG
formatted files, IPD formatted files and the |Iike. [00156] At Event 590, the
forensi c bdrt@ingtihpdrionmyd Wichoannthe yet etexatee tie biryg@limchpylidation an shaxrhappe on
application, in accaordance w.th enbodi ts,of th resent inventian. The
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manually harvested from an enterprise-grade email server having collaborative capabilities, such

as a Lotus Domino server or the like.

[00135] At Event 522, a barcoding application is implemented at a staging location, such

as short-term staging drive (180) to attach a barcode to the set of non-exchange server email

resulting from the particular collection. The barcoded data is then copied and communicated to

the long-term storage area network (190) for permanent storage. Furthermore, the collections

server (130) transmits the barcode information to the electronic discovery management server

{110) to be stored in the database server (120), for example, in the custodian’s profile in the

Unified Database (122), in relation to the stored information about the particular collection.

Therefore, the barcode can be used for reference at a later date to determine the origin of the

data. After the data has been copied to the long-term storage arca network (190), the collections

server (130) comparcs the hashing of the data in permanent storage to the original data in the

staging drive (180} and, if the hashing is identical, purges the data from the staging drive (180).
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term storage area network (190) for pernmanent storage. At Event 602, the
col l ected and barcoded di scovery site data nmay be associated with a
specific search termset or sets. [00160] At Event 604 source-to-processing
is inplenmented to insure that any |loose files are properly formatted in a
standardi zed format. In this regard, according to one enbodi nent of the

i nvention, |loose files are exam ned for relevancy and, if relevant, stored
in a proper data format, such as a PST file or the |ike. The netadata
associated with the non-standardi zed files is retained and remajns with the
ref or mat t ©813¢At a f Af Beent 5 ithe aclicsted percershange savey ewail daimny RapsipriafefL
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[00161] At Event 606, the discovery site data set is |oaded Into the
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[00163] Wil le certalin exenp odi nents have beén described and shown in
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t hose set above paragraphs, are possible.
[00138] At Event 530, the non-exchange server email data set is loaded into the analysis

application and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[06139] Data Block 534 signifies journaled data, such as electronic commerce data stored
on a repository for the purpose of regulation, compliance to regulating bodies, such as the
Securities and Exchange Commission (SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.

[00140] At Event 538, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of journaled data resuiting from
the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the collected and barcoded
journaled data may be associated with a specific search term set or sets.

{00141} At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing file conversions may

be required on EML formatted files, MSG formatted files and the like.
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[ 00164] Those skilled in the art nmay appreciate that various adaptations and
nodi fi cations of the just described enbodi nents can be configured w t hout
departing fromthe scope and spirit of the invention. Therefore, it is to
be understood that, within the scope of the appended clains, the invention
may be practiced other than as specifically described herein. CLAIM

1. Anmethod for nonitoring onl ne/offline network status of a conputing
device in an enterprise-w de comuni cati on network, the nethod conprising:
guerying, via a conmputing device processor, on a predeterm ned schedule, a
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st at us ofastshet-canptaging grvtffﬂ(%ﬁ)eo attach a barcode to the set of local PC data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 554, the collected and barcoded
local PC data may be associated with a specific search term set or sets.
[00145] At Bvent 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing file conversions may
be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
[00146] At Bvent 558, the local PC files that may be encrypted are decrypted using a
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the PC files data without the knowledge of the
user/encrypter. The decryption application finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.
[00147] At Event 560, the local PC data set is loaded into the analysis application and, at
Event 562, the local PC data set is exported to the requestor/reviewer for analysis.
00148} Data block 564 significs data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection application (134) is implemented to

auntomatically collect data from shared drives and/or HomeSpace. According to one embodiment
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3. The method of claim2, further conprising initiating, via a conputing
devi ce processor, one or nore electronic discovery functions at the
conputing device based on receipt of the alert by the electronic discovery
associate, wherein the alert notifies the electronic discovery associate
that the computing device is currently active on the network and incl udes
the one or nore electronic discovery functions to be initiated. 4,
The nethod of claim1, further conprising automatically initiating, via a
conmputing device, one or nore electronic discovery functions at the

conput i ngfdlsin aatipr shecfile peren el lsetion applicetior (1 30 may be ewfedeplobied Bemphiidting devi ce

I's currengt Meeﬁ?&ﬂaﬁ?nﬁﬂua’i BErS UMY Kscovery managerérth Jhe method of claim 1,
wher ei n %Heméé further conprises quefying, via the conputer device
r rein

processo A} Reenty 38y e pareodingapphicaien indmRlomensedat p piaging locationtsusy st em
(Net BI OS)as@ﬁ&hieHﬁ‘ st@éﬁﬁ? di (165 R defadn 4 ﬂﬁccﬁ]@ ML &e@gf eV ﬁara%e data resu@t%né;r{‘ﬁer

nmet hod of claim 1, Wherein réeceiving the network status résponse
conpri sesffeegipaitigar cpilectiomeThedwsadidrigtadetien eopind sadeosamunicated thide Woek st at us

response e, il derdde o AR EstQhigd N8 BRLA560, &ﬁe\eof?{cwa%a/er s, wherein

the indication of t he net wor s at us conprlses one i ncl usion or omn ssion
of an | ntheraeded mowsrls sleragg @@m@d%n@wxa@éw@aa@p%ﬁwemﬁhtemsmml ng devi ce.

7. The ”B[bblﬁ‘é% of CJ\@E&&@S??’Q’G&E@%%&%&M ik Hx%l&ﬁl{niéa% insd} !%Z?oo‘é@ﬁfe@ ying,

via the conputing device processor, th | east one o P addr esses
i's curr erfd propeslygeimetteding standwéedcfgmt |Irn@1saegﬂrds eccording to onegembpiimentathod of

claim7, tﬁ@ﬁ@&hﬁn &5k Ei)é% B9 ek diihOEbh: &Wc&?ﬁns iGUEY A B9 %ijoger"a ress

returned in the network status responses Utln entlty and

recei vi ndomatsnguasiadg Tddeerake likge rﬁhefﬂil@éﬁdaﬁﬂé@p@ﬁts@awﬁh W@m@ta@fardtlm fijgpis
addr esseshiad aBLaNESWEn !ﬁ@%}n{dgﬁmn i O @Jméehs %ggggfﬂ mq:oﬁ@e gfl&gma

9. An apparatus for nonitoring on | i ne ne tatus o cgnputlng

devi ce i rPeasruEed e BMLJarmpaftertliles Mﬁﬁmfocra@tted filesiPRdpimatiehBlengddrediks
conpri si Ngg1s1) At Event 574, the network storage files that may be encrypted are decrypted using

a decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the network storage data without the knowledge
of the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.

[60152] At Event 576, the network storage data set is loaded into the analysis application
and, at Event 578, the network storage data set is exported to the requestor/reviewer for analysis.
[00153] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector application, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector application may be
automatically deployed on the device of interest without the knowledge of the device user. In
accordance with another embodiment of the invention, a computer monitoring application may
be implemented (not shown in FIGS, 11 or 12) that monitors the network to determine the
addition or subtraction of computers to the network based on network status indicators, such as
ID’s/IP addresses returned from the network.

[00154] At Event 584, the barcoding application is implemented at a staging location, such

as short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
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a conmputing platformincluding a nmenory and at | east one processor; a
conputer nonitoring application stored in the nenory, executable by the at
| east one processor and including: a network status determ nation
routine configured to query, on a predeterm ned schedule, the enterprise
network for network status of a one or nore conputing devices, and receive,
I n response to the query, network status responses that include an

i ndi cation of the network status of the one or nore conputing devices,
wherein the indication indicates that the conputing device nay be either
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net wor k shahatsudf asa HSﬂ‘efﬂebxethmnkhe drhmmqnadatamgsodmcd edthadlie rion estandmdioed fiterie
conputi ng_devi ces t tifi t net wor K
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confi gurggé{gg] be uég}r':veafg%{hggor?%l fﬂ?ﬁqﬁaé?éaygﬁgmm arrgdecfyep e’t%ron ¢ di scovery
f unct i onSdeatyptidaespplicadet, & ascordahce mﬁthmmbagmdmyoﬁhe prs@dinemtiorc é“hpt of the
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user/encrypter and subsequently decrypts the data.
[00157] At Event 592, the forensic data set is loaded into the analysis application and, at

Event 594, the network storage data set is exported to the requestor/reviewer for analysis.
[00158] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector application,
such as a LiveLink® collector application may be executed on the devices of interest to collect
data. According to one embodiment of the invention, the discovery site collector preserves at
least a portion of the discovery site database in the e-discovery database, including all files and
all revisions of the files. In this regard, the discovery site collector application queries against
the database to define what files need to be retrieved, then copies those files based on the result
of the query. Metadata pertaining to the files is retained in the case management system tables.
In accordance with another embodiment of the invention, the discovery site collector application
collects the documents and the related metadata and uses the metadata to automatically rename
the files.

[00159] At Event 600, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of discovery site data resulting

from the particular collection. The barcoded data is then copied and communicated to the long-



initiation application stored in the nenory, executable by the at |east one
processor and configured to automatically initiate one or nore electronic
di scovery functions at the predeterm ned conputing device based on
successful verification that the conputing device is currently active on

t he networKk. 13. The apparatus of claim9, wherein the network
status determ nation routine is further configured to query, on the
predet erm ned schedule, the enterprise network for network status of the
one or nore conputing devices, wherein the query includes one or nore

Net wor k B&5R #omggaTey Tt gsk198Y for permengat Beters) AtEypntee thapelectedsad nane

associ at eﬁ&:é@d&cfﬁi&o{}&f Q?ef&aia\/rﬁaﬁéeass%i_afeﬁ it B SpeeificFdr&h SRMLA og, d ev ic es.
14. The ﬁggaratus of "claim9,” wherein the network status determ nati on
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one or nore conputing devices, wherein the indication of the network status
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wherein the network status verification routine is further configured to

verify thatingd andeammpingyridh the refpranaftpl datrfiles stairqedopracesing may &8 sgeiredoad wit h

the conputimgoHaNiCfles, MSG formatRd ik aPBRRAaALdSeOhtlal® 15, wherein the
network status verification routine is further conflgéred to éye(y each IP

address rl80iflhed i Mt Exent A4 Hisrdiscatent tils dpte 5¢§ dleedsd inde the enghypis anplicddan ce
dentity QR EOGREYE 1R dRRSRY iUt SY ii&&p%;{ée@% telr&fued GROABRE tlraRifpNe of the
| P addresses that matches a ‘known identifier of a respective conputing
devi ce. [00162] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise-wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-cffective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.
[00163] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.
[00164) Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the inveniion may be practiced other than as specifically described herein.
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CLAIMS

1. A method for monitoring online/offline network status of a computing device in
an enterprise-wide communication network, the method comprising:

querying, via a computing device processor, on a predetermined schedule, a plurality of
enterprise-wide servers for network status of a computing device in the enterprise;

receiving, via a computing device processor, a network status response to the query from
one or more of the plurality of servers, wherein one or more of the network status responses
includes an indication of the network status of the computing device, wherein the indication
indicates that the computing device may be either currently active or currently inactive on the
network; and

verifying, via a computing device processor, that at least one of the indications of the
network status is associated with the computing device, wherein successful verification results in

the computing device being determined to be currently active on the network.

2. The method of claim 1, further comprising automatically communicating, via a
computing device, an alert to one or more predetermined electronic discovery associates based
on verification of the network status of the computing device, wherein the alert notifies the

electronic discovery associate of a current network status of the computing device.

3. The method of claim 2, further comprising initiating, via a computing device
processor, one or more electronic discovery functions at the computing device based on receipt
of the alert by the electronic discovery associate, wherein the alert notifies the electronic
discovery associate that the computing device is currently active on the network and includes the

one or more electronic discovery functions to be initiated.
4. The method of claim 1, further comprising automatically initiating, via a

computing device, one or more electronic discovery functions at the computing device based on

successful verification that the computing device is currently active on the network.
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5. The method of claim 1, wherein querying further comprises querying, via the
computer device processor, wherein the query includes a Network Basic Input/Output System

(NetBIOS) machine name to identify the computing device.

6. The method of claim 1, wherein receiving the network status response further
comprises receiving, via the computing device processor, the network status response to the
query from one or more of the plurality of servers, wherein the indication of the network status
comprises one of inclusion or omission of an Internet Protocol (IP) address associated with the

computing device.

7. The method of claim 6, wherein verifying further comprises verifying, via the
computing device processor, that at least one of the IP addresses is currently associated with the

computing device.

8. The method of claim 7, wherein verifying further comprises querying each IP
address returned in the network status responses for computing device identity and receiving a
computing device identifier response from one of the IP addresses that matches a known

identifier of the computing device.

9. An apparatus for monitoring online/offline network status of a computing device
in an enterprise-wide communication network, the apparatus comprising:

a computing platform including a memory and at least one processor;

a computer monitoring application stored in the memory, executable by the at least one
processor and including:

a network status determination routine configured to query, on a predetermined
schedule, the enterprise network for network status of a one or more computing devices,
and receive, in response to the query, network status responses that include an indication
of the network status of the one or more computing devices, wherein the indication
indicates that the computing device may be either currently active or currently inactive on

the network, and
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a network status verification routine configured to verify that at least one of the
indications of the network status is specifically associated with one of the one or more
computing devices, wherein successful verification results in the computing device being

determined to be currently active on the network.

10.  The apparatus of claim 9, further comprising a computer monitoring alert
application stored in the memory, executable by the at least one processor and configured to
automatically communicate an alert to one or more predetermined users based on verification of
the network status of a predetermined computing device of the one or more computing devices,
wherein the alert notifies the user of a current network status of the predetermined computing

device.

11.  The apparatus of claim 10, further comprising one or more electronic discovery
applications stored in the memory, executable by the at least one processor and configured to be
user-prompted to initiate one or more electronic discovery functions at the predetermined
computing device based on receipt of the alert by the user, wherein the alert notifies the
electronic discovery associate that the computing device is currently online and includes the one

or more electronic discovery functions to be initiated.

12. The apparatus of claim 9, further comprising an electronic discovery function
initiation application stored in the memory, executable by the at least one processor and
configured to automatically initiate one or more electronic discovery functions at the
predetermined computing device based on successful verification that the computing device is

currently active on the network.

13. The apparatus of claim 9, wherein the network status determination routine is
further configured to query, on the predetermined schedule, the enterprise network for network
status of the one or more computing devices, wherein the query includes one or more Network
Basic Input/Output System (NetBIOS) machine names, each name associated with a respective

one of the one or more computing devices.
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14.  The apparatus of claim 9, wherein the network status determination routine is
further configured to receive, in response to the query, network status responses that include an
indication of the network status of the one or more computing devices, wherein the indication of
the network status comprises one of inclusion or omission of an Intermet Protocol (IP) address

associated with the computing device.

15.  The apparatus of claim 14, wherein the network status verification routine is
- further configured to verify that at least one of the IP addresses is currently associated with the

computing device.

16.  The apparatus of claim 15, wherein the network status verification routine is
further configured to query each IP address returned in the network status responses for
computing device identity and receive a computing device identifier response from one of the 1P

addresses that matches a known identifier of a respective computing device.
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