SYSTEM AND METHOD FOR PROVI DI NG CODE Sl GNI NG SERVI CES [ 0001] A portion of
the disclosure of this patent docunent contains material which is subject
to copyright protection. The copyright owner has no objection to the
facsimle reproduction by anyone of the patent docunent or the patent

di sclosure, as it appears in the Patent and Trademark O fice patent file or
records, -5 but otherw se reserves all copyright rights whatsoever. [0002]
Enbodi ments of the systens and net hods descri bed herein relate generally
to the field of security protocols for software applications, and nore
specifically to a system and nethod for_providing code signing services to
individuals or entities that wish to have software applications digitally

signed in 10 og\ega,rEMJqﬁb T dyfeigsd computing
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15 computing device may be, for example, a mobile device.

[0004] A code signing system may be implemented on a computing device
to control access to certain resources on the computing device by a software
application. In one example system, there is provided on the computing device an
application platform, one or more application programming interfaces (APIs), and

20 avirtual machine. The APIs are configured to link software applications with the
application platform, and more specifically, to allow software applications to make
function calls to or otherwise interact with resources made generally accessible to
software applications on the computing device.

[0005] However, some of the APIs may be classified as “sensitive” by
25 entities that wish to restrict access to those APIs or to the particular resources
associated with those APIs. In the example system, the virtual machine is
adapted to verify the authenticity of a digital signature appended to an application
requiring access to a sensitive API before access fo the sensitive AP is granted.
Accordingly, in order for an application to be granted access to the sensitive API,
30 an appropriate signing authority must first digitally sign the application.




[ 00061 In one broad aspect, there is preferably provided a nethod for
provi di ng code signing services, the nethod conprising the steps of:
creating at |east one public key and at |east one corresponding private
key; depl oying each public key to protect at |east one sensitive APl and
storing each corresponding 5 private key; registering at |east one entity
for code signing services, wherein the identity of each entity is

aut henti cated, and wherein an account record for each registered entity is
created; receiving a code signing request froma requestor, the requestor
being an entity registered at the reglsg?rlng step, wherein the code

si gning request conprises an object that” the requestor is requesting to
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Brief Description of the Drawings

15 [0007] For a better understanding of the embodiments of the systems and
methods described herein, and to show more clearly how they may be carried into
effect, reference will now be made, by way of example, to the accompanying
drawings in which:

FIG. 1 is a block diagram of a mobile device in one example implementation;

20 FIG. 2is a block diagram of a communication subsystem component of the mobile
device of FIG. 1;

FIG. 3 is a block diagram of a node of a wireless network;

FIG. 4 is a diagram illustrating an example code signing protocol in which a code
signing authority provides code signing services to a software application
25 developer;

FIG. 5 is a diagram illustrating components of an example code signing system on
a mobile device;

FIG. 6 is a flowchart illustrating steps in an example method of processing signed
software applications performed on the mobile device depicted in FIG. 5;

30 FIG. 7Ais a flowchart illustrating steps in a method of providing code signing

services in one embodiment;




services in an exanple network configuration; FIG 8A is a flowhart
illustrating steps in a nethod of creating a key pair for code signing in
one enbodinent; 5 FIGS. 8B and 8C are exanpl e dial og boxes in a user
interface provided by a code signing authority application; FIG 9 is a
flowchart illustrating steps in a nmethod of registering an entity for code
signing services in one enbodinent; and FIG 10 is an exanple form
illustrating details of an account record. 10 Description of Preferred
Enbodi ments [ 0008] Software application devel opers who create applications
that would require access to sensitive APIs on a conputing device nmay need
to have their applications digitally si ned by an appropriate signing
authority, so I r te an

comput| ny devi oo 78 Echir BRI A RRTb o B R i 6 S8R e tai
sensitive AP sse(f\é\(Fﬂ? "a%@éﬁﬂwﬂ%@?t‘(v@@@gmf@e@)ion such as proprietary APls that
the entity its ave authored for exanple, may wsh to act as a

si gni ng aut hor |*Py3| f?ar bt illgsirafing stepsipadneting 95 eEainge keydeir &9 gadang
services to thdgeafithoas embpphestat i on devel opers requiring access to those
APls. 20 Through the provision of code signing services, an entity can
control who 5shidGSd8B andi8s hmddmpletdidien ppxemninedsacioegsce wodgreldiyfa avddPl s t hat
it has authoregg ﬁmq¥¢mbmfg ophckibi.ed as sensitive, track who has requested
such access, and arge for providing such access if desired, for exanple.

[0009] Enbodi nIEIGtSlsdﬂl‘tﬁ)\rmﬁemué‘ll%h@gﬁe;!iseih&tn‘?etlﬁlﬂﬂﬂ?e%hétéhnbQn@nﬁYﬁJr%Heand 25

met hod for proyviding code Si services to software application
devel opers or S'qmngo%nv'ces 7 %??’Eti?gl"é engan gntl ties that wish to have

appl i cations dFI@' §@slak e%rgp@(ﬁorm |I§3'595Hn Gelhis 515 BRI GRbONS MRy be required

in order to enable the applications access sensitive APls and
associ at ed #pesources of a conputi ng deV|ce when the applications are
executed on the conputing device. 30 [0010] In one aspect, there is

provi ded a metBestription pf BrefefieuEroboltimenigni ng services, the method
conpri si ng thg[oﬁézﬂps OfSoft&lér%%blg:Qtnﬁfdévgﬂﬁérsgﬂg c@%{%lég&kéﬁg A woliy at | east

one correspon private eac O protect at
reqwre access fo sensmve APls on a computlng dewce may need to have their

applications digitally signed by an appropriate signing authority, so that the

15 applications will properly execute on the computing device. An entity that wishes
to restrict access to certain sensitive APIs (and associated resources), such as
proprietary APls that the entity itself may have authored for example, may wish to
act as a signing authority in respect of those APIs and provide code signing
services to the software application developers requiring access {o those APls.

20 Through the provision of code signing services, an entity can control who should

' and should not be granted access fo specific APls that it has authored and/or

classified as sensitive, track who has requested such access, and charge for
providing such access if desired, for exampie.

[0009] Embodiments described herein relate generally to a system and

25 method for providing code signing services to software application developers or
to other individuals or entities that wish to have applications digitally signed.
Signing of the applications may be required in order to enable the applications to
access sensitive APls and associated resources of a computing device when the
applications are executed on the computing device.

30 {o010] In one aspect, there is provided a method for providing code signing
services, the method comprising the steps of: creating at least one public key and




| east one sensitive APl and storing each corresponding private key;
registering at |east one entity for code signing services, wherein the
identity of each entity is authenticated, and wherein an account record
for each registered entity is 5 created; receiving a code signing request
froma requestor, the requestor being an entity registered at the

regi stering step, wherein the code signing request conprises an object
that the requestor is requesting to have signed with a select private key
of the at |east one private key created; digitally signing the object,
wherein a digital signature is generated, using the select private key; and
10 transmitting the digital signature to the requestor. [0011] The
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data communication capabilities having the capability to communicate with other

computer systems, and is alsc referred to herein generally as a mobile device. A
mobile device may also include the capability for voice communications.

20 Depending on the functionality provided by a mobile device, it may be referred to
as a data messaging device, a two-way pager, a cellular telephone with data
messaging capabilities, a wireless Internet appliance, or a data communication
device (with or without telephony capabilities). A mobile device communicates
with other devices through a network of transceiver stations. To aid the reader in

25 understanding the structure of a mobile device and how it communicates with
other devices, reference is made first to FIGS. 1 through 3.

[0613] Referring to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises
a number of components, the controlling component being microprocessor 102.
30  Microprocessor 102 controls the overall operation of mobile device 100.
Communication functions, including data and voice communications, are

performed through communication subsystem 104. Communication subsystem



104 receives nessages from and sends nessages to a wireless network 200. In
this exanple i nplenentation of nobile device 100, communication subsystem
104 is configured in accordance with the G obal System for Mbile

Communi cation (GSM and General Packet Radio Services (GPRS) standards. 5
The GSM GPRS wirel ess network is used worldwide and it is expected that
these standards will be superseded eventually by Enhanced Data GSM
Environnent (EDGE) and Universal Mobile Tel ecomuni cations Service (UMS).
New standards are still being defined, but it is believed that they wll
have simlarities to the network behavior described herein, and it wll
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as a Random Access Mepory (RAM 106, flash nenory 1 di splay 110,
communicatio ns

jo014] Although the wireless network associated with mobile device 100 is
a GSM/GPRS wireless network in one example implementation of mobile device
100, other wireless networks may also be associated with mobile device 100 in
20 variant implementations. Different types of wireless networks that may be
employed include, for example, data-centric wireless networks, voice-centric
wireless networks, and dual-mode networks that can support both voice and data
communications over the same physical base stations. Combined dual-mode
networks include, but are not limited o, Code Division Multiple Access (CDMA) or
25 CDMA2000 networks, GSM/GPRS networks (as mentioned above), and future
third-generation (3G) networks like EDGE and UMTS. Some older examples of
data-centric networks include the Mobitex™ Radio Network and the DataTAC™
Radio Network. Examples of older voice-centric data networks include Personal
Communication Systems (PCS) networks like GSM and Time Division Multiple
30  Access (TDMA) systems.

[0015] Microprocessor 102 also interacts with additional subsystems such
as a Random Access Memory (RAM) 108, flash memory 108, display 110,




-6- auxiliary input/output (1/0O subsystem 112, serial port 114, keyboard
116, speaker 118, m crophone 120, short-range comruni cations 122 and ot her
devices 124. [0016] Sone of the subsystems of nobile device 100 perform
comuni cation-rel ated functions, whereas other subsystens nay provide 5
“resident” or on-device functions. By way of exanple, display 110 and
keyboard 116 may be used for both comruni cation-rel ated functions, such as
entering a text nmessage for transm ssion over network 200, and _

devi ce-resident functions such as a calculator or task list. Operating
system sof tware used by m croprocessor 102 is typically stored in a
persistent store such as flash nenory 1 108 which may alternatively be a
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mobi | e mobile device 100. To identify a subscriber, mobile device 100 requires a
Subscriber Identity Module or “SIM” card 126 fo be inserted in a SIM interface 128
in order to communicate with a network. SIM 126 is one type of a conventional
20 “smart card” used fo identify a subscriber of mobile device 100 and to personalize
the mobile device 100, among other things. Without SIM 126, mobile device 100
is not fully operational for communication with network 200. By inserting SIM 126
into SIM interface 128, a subscriber can access all subscribed services. Services
could include: web browsing and messaging such as e-mail, voice mail, Short
25 Message Service (SMS), and Multimedia Messaging Services (MMS). More
advanced services may include: point of sale, field service and sales force
automation. SIM 126 includes a processor and memory for storing information.
Once SIM 126 is inserted in SIM interface 128, it is coupled to microprocessor
102. In order to identify the subscriber, SIM 126 contains some paramsters such
30 as an International Mobile Subscriber Identity (IMSI). An advantage of using SIM

126 is that a subscriber is not necessarily bound by any single physical mobile



-7 device. SIM 126 may store additional subscriber information for a

nobi |l e device as well, including date book (or calendar) information and
recent call information. [0018] Mobile device 100 is a battery-powered
device and includes a battery interface 132 for receiving one or nore
rechargeabl e batteries 130. 5 Battery interface 132 is coupled to a

regul ator (not shown), which assists battery 130 in providing power V+ to
nobi | e devi ce 100. Al though current technol ogy nekes use of a battery,
future technol ogi es such as mcro fuel cells may provide the power to

nobi | e device 100. [0019] M cropr ocessor, 102, in addition to its operating
system functions, 10 enabl es execution of software applications on nobile
devi ce 100. A 0 [ jons..that control basic, devic erations,
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data itens nayl3Pdn peridingpevgr Vinloegokile éevice PN @ltnaugh zedent atnalggat ed vi a

Wi rel ess net f i i L ' (Lespondi ng
data itens swéﬁe%gﬁglpfoé H%tfggggjl?g? g%fﬂ\?magﬁésg&ﬁﬁg? ﬁw@%@ﬁt ggr mé{/é’i%gpng Thi s
functionality Bpeavedo gopiedayicedO®ost conputer on nobile device 100 with

respect to such.it.ems. This can be particularly adyvantagequs where the
host conput er @%“{]em i M?rﬁ%mﬁ‘ﬁﬁ?rl 2¢8\Agiflonsfa s eperaiie ysEMuRGioNsy nput er
system 25 1P002@plepdekautionetisothppt mpelicattns ommpbid ¢wvicbd 0b.0adebfont o nobi | e
device 100 thrpuahonedWasK ic 8Mdd d . serial port
114, short-r angrje?J cgmjru%?{c:)attnﬁg%%c$ubseydgtgFe%?'liJZ%ﬁ@BS}aé%%%g% %gekfzé sui tabl e
subsyst em 124, comipupicafipnsgapcatipps, wilknogpallyibednstadad pmawbild deviceriOP ncr eases t he

functional ity @fingadmaeuid@ireC AndiAer applidhtitmialthAVbi8aARARGRSbIGN- devi ce
functions, co g é‘l onl-rel at ed fur}ctl ons, 30 or both. For exanple, secure
comuni cat i on@%ﬁﬁ @ PPUALe Ay rsond ipermation ipeaget (PIMb BIM B unct i ons and

ot her such 16i nanctioadlityt to @rgaaize iaod s\ahageintptdnisodf IMelest$d AQubscriber, such
as, but not limited to, e-mail, calendar events, voice mails, appointments, and task
items. A PIM application has the ability to send and receive data items via
wireless network 200. PIM data items may be seamlessly integrated,
synchronized, and updated via wireless network 200 with the mobile device

20 subscriber's corresponding data items stored and/or associated with a host

computer system. This functionality creates a mirrored host computer on mobile
device 100 with respect to such items. This can be particularly advantageous
where the host computer system is the mobile device subscriber’s office computer
system.

25 [0020] Additional applications may also be loaded onto mobile device 100
through network 200, auxiliary I/O subsystem 112, serial port 114, short-range
communications subsystem 122, or any other suitable subsystem 124. This
flexibility in application installation increases the functionality of mobile device 100
and may provide enhanced on-device functions, communication-related functions,

30 orboth. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using
mobile device 100.




nobi | e device 100. -8- [0021] Serial port 114 enabl es a subscriber to set
preferences through an external device or software application and extends
the capabilities of nobile device 100 by providing for information or

sof tware downl oads to nobile device 100 other than through a wreless
comuni cati on network. The alternate 5 downl oad path may, for exanple, be
used to |l oad an encryption key onto nobile device 100 through a direct and
thus reliable and trusted connection to provide secure device

comuni cation. [0022] Short-range conmuni cati ons subsystem 122 provi des for
comuni cati on between nobil e device 100 iﬂd different systens or devices,

10 without the use of network 200. For ‘ekanpl e, subsystem 122 may |nclude

an infrared d%gﬁ and Saeﬁélop%ﬁtaﬁﬁ I‘CUI thWHa?nd co%ﬁe{%g%? %Irlfgls%gret-range '

communi cati on npl es 0 ort
st andar ds deve$xtgieal deyice W@Oﬂwﬁneazpelwaﬂm andAxtends teicapab{lilie#Nmoblé uet oot h, and

the 802.11 fa{ﬂ'@ﬂc}é 18 by bRNAMG WS IEMRIOPEL /Y ark EFnIo&d% i Qo delvﬂ:euse a

recei ved si gna such as a text nessage, an e-nal nessage, or web page

downl oad wil| B9 9hestaadquaye whaasHogmunisation teiwask.eFhe aliematend | nput to
m cr olor ?ces sordomﬂzad Mamrrﬁw af esdEille, b@l%séw lo'loéd%rbneﬁﬁﬁﬂ% }ohl% mdblﬁfg ved
signal for output di s al ternpati to auxiliar

subsyst em 112CP ?‘F%@Xd'rﬁﬁl\ﬁ gl“&? r‘é't?ﬁ%&é‘s\{"aatg%\“?@éﬁ?" t%ﬂ’é’%'d%ls e- mai |
nmessages, for ﬂmU@x@Mp¢eqmmsmmgmkeyboard 116 in conjunction with display

110 and p055|blx auxiliary 1/0O subsystem 112. Auxiliary subsystem 112 may
i ncl ude devi cel@03lch Rhortdenogsemmibications sursysiem 122 ariideafdr, i nfrar ed

fingerprint dejoaidicatioT bawédd hetile dw@@howﬁdm.f%ymmsfen@&tdemc&r essi ng
capability oard and/ or tel ephone-type-

0a 116 Nuneri c b
keypad. A 88np%§'88{tﬂ? ﬁféﬁtvf?ék ?[}'OD%H?’EW ?Bbséfgt@'i“ 4 MAYIElUss @™t hr ough
comuni cati on Isiuabsq'ea\maaitﬂzassc[omﬂéli@rcﬁtsran\ﬂmbmaormmhﬁmrar@as t he overall

operation of ’qyﬂinkﬁlﬁqgéfrtoﬁan%%g of $ho ﬁquEgLat{%Hnﬂjf%tlo vl?Bdn n(’;lufxcept that the

recei ved signa Aals for

transni ssi on v%%ﬂdér%é’eﬁ%dé’tyé@ 'Bifarﬁﬂ &El@p‘lﬁﬂ@atlomﬂ@A)ABluehonfatmr\ddhe‘./m ce or

audio I/ 0O subsaoanrfsm.[yswgfgna&dgdé/@d@gd PR RgRge 30 recordi ng subsystem may
al so be inplenmented on nobile device 100. Although

15 [0023] In use, a received signal such as a text message, an e-mail
message, or web page download will be processed by communication subsystem
104 and input to microprocessor 102. Microprocessor 102 will then process the
received sighal for output to display 110 or alternatively to auxiliary /O subsystem
112. A subscriber may also compose data items, such as e-mail messages, for

20 example, using keyboard 116 in conjunction with display 110 and possibly
auxiliary I/O subsystem 112. Auxiliary subsystem 112 may include devices such
as: a touch screen, mouse, track ball, infrared fingerprint detector, or a roller
wheel with dynamic button pressing capability. Keyboard 116 is an alphanumeric
keyboard and/or telephone-type keypad. A composed item may be transmitted

25 over network 200 through communication subsystem 104,

[0024] For voice communications, the overall operation of mobile device
100 is substantially similar, except that the received signals would be output to
speaker 118, and signals for fransmission would be generated by microphone
120. Alternative voice or audio I/O subsystems, such as a voice message

30 recording subsystem, may also be implemented on mobile device 100. Although
voice or audio signal output is accomplished primarily through speaker 118,
display 110 m'ay also be used to provide additional information such as the




voi ce or audio signal output is acconplished primarily through speaker 118,
display 110 may al so be used to provide additional information such as the
it -9- identity of a calling party, duration of a voice call, or other
voice call related information. [0025] Referring nowto FIG 2, a block

di agram of the comruni cation subsystem conponent 104 of FIG 1 is shown.
Commruni cati on subsystem 104 5 conprises a receiver 150, a transmtter 152,
one or nore enbedded or internal antenna el enents 154, 156, Local
Oscillators (LGCs) 158, and a processing nodule such as a Digital Signal
Processor (DSP) 160. [0026] The particul ar design of conmunication
subsystem 104 is dependent upon the network 200 in which nobile device 100

i's intended tOtdéﬂ&f&%rc%Itﬁ%gﬁ&&uﬁuﬂﬁﬁonsg}%u %e%ag%ﬁq érsvtgl%gﬁaf r§%$ éjt h_e desi gn

illustrated in onl'y as one. 6x cei ved by
antenna 154 thmﬁﬂgﬁmnetmork 200 are input to recei ver 150, which may
perform such c nnnn receiver functions as gnal anplification, frequency

down conver si of923]; | teﬁ%“”gcq%tﬁé:l@s?elaé’&ci‘@ﬁ?ramtheaﬁ?&]%@lqatprdl gital (A/D)
conver si on. A/@bey.nmmwhme@tfwaoremalﬂrgﬂwownglmahw@hicam sbbsyarpe10a0npl ex

" Do 160, 51 oo HEbHT Beeely CRBiey 252 8hs 8o R Rt e of ocessed.
i ncl udi ng m)dLﬁirﬁenr@wlmtseﬁdotﬁﬁngtpcabgbsc{ﬂ@l&)r&&@s) Titesed DBRecegsingcessed si gnal s
are input to thansdkiches a%ﬁ%taf@bng'%&g%qrgl | nghog (D/A) conversion,

-frequency up conversi on, terrng, tion and transnission over 20

net wor k 200 vi @ozejt ennahéiémcmeéﬁﬁ oﬂéﬁmrﬁurHudén@{ Qﬁb@?&ﬁ&ﬁ 16£#MuNi cat i on
signals, but also Lver and ransimi ter control. For

exampl e, the YEAE g'rﬂ'fﬂni i%l”%gorg hiudh g eﬁeﬁ'ﬁ% Ip H‘t‘?”é'%?c\/er 150 and
transmtt er1015®em19 thusdt shduald e wedlgrsioonthatthé desigrhllatrgled &aUFIGNRBEGeggai N

control algori 6% (g,,;pgxgm@t §%nb|g re£§gﬁ%g8|a)ter%% {5(3%3% RIS 560 grgs I i nk

bet ween nobil e cont@ai n one or
di fferent chanfeft& rep?bq:régp I"K)'”‘a‘i PRepesterm WWW@@I@CBN&h@ﬂCt@QS 8ei at ed

protocol s usedsifiel ¥agficatRA) fl'éﬁuéiwld@ﬁn %Q@e?d’% ﬂ%trl\ﬁ?rckar%@pselﬁtlﬁ’l: anghannel is
alimtedr esoéjnra?og-to |g|talrm/?f) conevel%%rr]]S ?A/Ig convers on of 2 recelved signal allows
I ted ta 5 due to [imts in
15 more complex communication functions such as demodulation and decoding to be
performed in DSP 160. In a similar manner, signals to be transmitted are
processed, including modulation and encoding, by DSP 160. These DSP-
processed signals are input to fransmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over
20 network 200 via antenna 156. DSP 160 not only processes communication
signals, but also provides for receiver and transmitter control. For example, the
gains applied to communication signals in receiver 150 and transmitter 152 may

be adaptively controlled through automatic gain control algorithms implemented in
DSP 160.

25 [0027} The wireless link between mobile device 100 and a network 200
may contain one or more different channels, typically different RF channels, and
associated protocols used between mobile device 100 and network 200. A RF
channel is a limited resource that must be conserved, typically due to limits in
overall bandwidth and limited battery power of mobile device 100.

30 [0028] When mobile device 100 is fully operational, transmitter 152 is
typically keyed or turned on only when it is sending to network 200 and is

otherwise turned off to conserve resources. Similarly, receiver 150 is periodically




overall bandwidth and linmted battery power of nobile device 100. 30 [0028]
When nobile device 100 is fully operational, transmtter 152 is typically
keyed or turned on only when it is sending to network 200 and is otherw se
turned off to conserve resources. Simlarly, receiver 150 is periodically
-10- turned off to conserve power until it is needed to receive signals or
information (if at all) during designated tinme periods. [0029] Referring
nowto FIG 3, a block diagramof a node of a wireless network is shown as
202. In practice, network 200 conprises one or nore nodes 5 202. Mobile
devi ce 100 conmuni cates with a node 202 thin wireless network 200. In the
exanpl e inplenentation of FIG 3, node QgIZ IS confi gured in accordance
with General P , bal. Syste Mobi | e
(GSM technol otgﬁ%g%ﬁwng?ggw\b%ﬁﬂggggg 0%ng ref V5 e o‘?{trﬁs"ﬂaﬁ?” 'Bsc) 204
with an a5500|%tta§bﬁttf'09\é$31@tamdlfm¢ Eoieds.a Packet Control Unit (PCU) 208 added
10 for GPRS SUESESJ % a Mobile Switching Center (MSC) 210, a Hone
Locati on Regis ](HLR)R Bng oW P di6 ot albinck dlegRmA ginege of I Wiegss214, a
Serving GPRS Ginpqriistshbied es QGINpratiiéa, namﬁmmwmﬁ%%soﬁﬂamarbnbl@é’se (GGSN)

218, and ag m ration Protoc Thi |ISt of
conponent s Pgﬂ%otwor?e‘_%%w%%q%é:g'ﬁn MUReAGE Y 980‘% 25052 ﬁ’ r%"Hfﬁ??ﬁ Hﬁt&’ﬁ ts of
every node 202268 tithihg example GEN¢raRRSionef MG B, ndoa 202 atdeefigused in st of

conponents th QY i rk 200.
[0030] In a o BB Nsrbérégpgaﬁegﬁi%ﬁg BGPRARMY SRR € D0

networ k, such Mebilg (SgM) feéh@}ﬁgfei?‘h@{?dqu%ﬂﬁ'é?@ Neasgustakon F!!STFRUEf@QC)t o satisfy

ci EI c% S\é\ll t ¢ heod Wlmwlfw BtowdNQata P06 cd PaRet dUn@BIAINIR f@u %ﬂa( ad|§€§N 2? 216d

an N t y ri.yat e_networ net also referre

to herei nllgenfgrr%‘gﬁsem oét '%ﬁ?lypa §{|%BWECHIW$%£¥%§¢H1Q) %QBFesents t he

data path for LGRS Regisddsi(dlRisP @VlseanLo@mn Regvam@uRmew\/arSenmgt ended with

GRS capab |1 6pRS cubieii N (36SR) SANL kel GPHEEIpoGRNGRE bl (6PCY) 208
nt atiomrra AN

that connects to S 2 to contro
al | ocati on and®d@ @B‘a%"'%sﬁ {Fopfiguradion EW‘QC@h@@CrF’éé%ﬂ rEvidlist ef Comommk nobi | e

devi ce | ocati og natnﬁban&tb&ie|a?ﬁltﬁxhads}ivef % ol Borﬁ;iJn@Mb bf%r@&@@ @Whl@ﬁCket
swi t ched LR 2 e} q MSC 2 and SGSN 2
g‘ggﬁn%PsR ‘P’?%ﬁ?”@ aatrﬂﬁ; alisto compone that are commonly used in

Access t o

communlcatlons through network 200.
[0030] in a GSM network, MSC 210 is coupled to BSC 204 and to a
landline network, such as a Public Switched Telephone Network (PSTN) 222 to
satisfy circuit switched requirements. The connection through PCU 208, SGSN

20 216 and GGSN 218 to the public or private network (Internet) 224 (also referred to
herein generally as a shared network infrastructure) represents the data path for
GPRS capable mobile devices. In a GSM network extended with GPRS
capabilities, BSC 204 also contains a Packet Control Unit (PCU) 208 that
connects to SGSN 216 to control segmentation, radio channel allocation and to

25 satisfy packet switched requirements. To track mobile device location and
availability for both circuit switched and packet switched management, HLR 212 is
shared between MSC 210 and SGSN 216. Access to VLR 214 is controlled by
MSC 210,

[0031] Station 206 is a fixed transceiver station. Station 206 and BSC 204
30 together form the fixed transceiver equipment. The fixed transceiver equipment
provides wireless network coverage for a particular coverage area commonly

referred to as a “cell”. The fixed transceiver equipment transmits communication




M5C 210. [0031] Station 206 is a fixed transceiver station. Station 206 and
BSC 204 30 together formthe fixed transceiver equi pnent. The fixed
transcei ver equi pnent provides wireless network coverage for a particular

coverage area commonly referred to as a "cell”. The fixed transceiver
equi pnment transmts communication -11- signals to and receives
comuni cation signals fromnobile devices within its cell via station 206.

The fixed transcei ver equipnment normally perforns such functions as

nodul ati on and possi bly encodi ng and/ or encryption of signals to be
transmtted to the nobile device in accqordance with particular, usually 5
predet er m ned, comruni cation protocols” hd paraneters, under control of its

controller. T i nsceiver equi pmen imlarly denpdul ates and

possi bly decod %Isgﬁ H%Fee%revg em ﬁ'%ﬁ%@?g'ﬁﬁo%ﬂvg@o%fﬂﬁﬁ? ‘(’,“gl'_ Gredi gnal s
recei ved from viasigliane20§e Ve ExetOGnegdiver aquiprsert ebimallCoerfoomns siahi on pr ot ocol s
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for each registered mbi &% JaURCERSHY PIERHSBRaly dempddateadiossi ne t he
current | ocat idsgodds amdebiybte, ihecessary, MBGaitunictidbsigreseasidalienf or a group
of location ar X a ] ] vices.  currently in
its area of re@%ﬁlﬁ?i@%fﬂ_ﬁﬁlﬁ# I%iclsﬁzgfgm%ﬂ'trc%‘ﬁ)&w@aﬂ%f%ﬁ PRI teé%ﬁ'f‘&i ns
i nf or mati on on'aRpPRtyveenifarent §odesatronpxanale pe¢ Pefeddeampient awiffdcent The

i nf or mat i onoi NmoddidBoR déheiRCdnd @p6raRadt Wifidfent @ueﬁéié@tﬂﬁﬂéthéWBHéﬁ devi ce data
transmtted fromHLR 212 to VLR 214 for faster access. By noving

addi ti onal i nf[@03@4t i on Fbr ahmebileervites @O rédifterdd Aithadpedife nétidrie 14, t he anount
of traffic bet that voi d data
services can b%&ﬁ?noé&?ﬁéﬁg%?ﬁﬁﬁ?%ygﬁg? 8;@%@‘%@@99"? e ls Sl R A2 sane ti e
requi ring | essthisglinlsaenmains longtivnistonnation forcad8BpisBBSNNAtE davice BESN 218 are
el ements addedtah®e o RS t6 UBBMNihG the RaME YocRRKE b nothid GORA. @géqazmwpor t,

1 o111

wi t hin GSM, _SGSN Zlgl gnd I\/BC% 0 .25 have simlar responsibilities within
wirel ess ndPwdFRPOOFBIelS AR AflPeationaressandisioresba dpia ot e mokindewines| e devi ce
100. SGSN 216 akrsatlypeitd acasf ieemumsibiity id VDR Ril 2NBurther VLR 214 also contains

information on mobile devices that are visiting other networks. The information in

VLR 214 includes part of the permanent mobiie device data transmitted from HLR

212 to VLR 214 for faster access. By moving additional information from a remote

20  HLR 212 node to VLR 214, the amount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster response

times and at the same time requiring less use of computing resources.

[0033] SGEN 216 and GGSN 218 are elements added for GPRS support;
namely packet switched data support, within GSM. SGSN 216 and MSC 210

25 have similar responsibilities within wireless network 200 by keeping track of the
location of each mobile device 100. SGSN 216 also performs security functions
and access control for data fraffic on network 200. GGSN 218 provides
internetworking connections with external packet switched networks and connects
to one or more SGSN's 216 via an Internet Protocol (IP) backbone network

30 operated within the network 200. During normal operations, a given mobile
device 100 must perform a “GPRS Attach” to acquire an IP address and to access

data services. This requirement is not present in circuit switched voice channels




and access control for data traffic on network 200. GGSN 218 provi des

i nt er net wor ki ng connections with external packet sw tched networks and
connects to one or nore SGSN s 216 via an Internet Protocol (1P) backbone
network 30 operated within the network 200. During normal operations, a
given nobile device 100 nust performa "GPRS Attach”" to acquire an IP
address and to access data services. This requirenent is not present in
circuit switched voice channels -12- as Integrated Services Digital Network
(1 SDN) addresses are used for routing incomng and outgoing calls.
Currently, all GPRS capabl e networks usq private, dynamcally assigned IP
addresses, thus requiring a DHCP server 320 connected to the GGSN 218.

There are many_nechani for..d mc | signnent, 5 including using a
conbi nation of 2" 8%%‘1%?%369'?&2@%‘”%‘ (Eﬁ-afjgfefieéramééﬁegi??féOUt'(‘ﬁADl Us)
server and DHGORcgringand ou@wmiw dalie GRRSUALE &PRS apadepétetis use progiecal
connection is i J f r 8, and
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devi ce 100 wsméu%sgfvﬁh@ﬁ?&f@m?ﬁ ero;br}?ﬁi‘"@ QIR AURRD Hepmrigle fogiedds 100
cannot exchang@ndedtian isiestablighed iromta mptgiefdevics TP, trddgRBCAL 208cind SGSM APN t hat
It has been aujfqgbgRdedsQ PUﬁ?gg%PN@MiH%SRFﬂ%Q%E Slﬁéaggpr%geﬁ?sea simlar to

an I nternet donmai n nanme suc conniection.wre . [0034] Once
t he GPRS Att acRIiFd epdafAndP dunngl thakpas eithes asesaidieatt litednedicbmpatiafef i ¢ i s

exchanged wot hichicds®n givath AdRvBR elicBtidhs! e APYM aRbUREQhst@kufn be
supported in |IP pack i ncl udes tunneling. nmethods such as |IP over

ts. Thi | X .
'P as in the CREXANGIR reByRlk 2l MSpr £ oqch Rble Iediserie mushee Arsisaet ¢ h
Virtual Privatte ohebmwoolesAP2B niifidbile ddvicee 100 tambexahighgaldat widbetfksed to as

Packet Data Pr egﬁ)s e ] re are.a.limted.nunber of

t hese avai l abl%tn?ﬁ%%é net &@EH%O%{E%%%%H%E%HE?Eaﬂtggr'zgqugf HE IBE’ Cont ext s,
net wor k 200 wiAFN gy ba ponsifleeedttp he sinfilgr to@a diternetDRMBomame such aslet er mi ne i f
there is a1backyebnmasion\ideless YN a nobile device 100 is not using its PDP
Cont ext, the PDP Context can be deallocated and the | P 25 address returned

to the | P addries3d]pool OneeadgesPRy AMBRs s@fipl@E, atdbhel is created and all traffic

is exphanged within standard IP packets using any protocol that can be supported
in IP packets. This includes tunneling methods such as IP over IP as in the case
with some IPSecurity (IPsec) connections used with Virtual Private Networks

20 (VPN). These tunnels are also referred to as Packet Data Protocol (PDP)
Contexis and there are a limited number of these available in the network 200. To
maximize use of the PDP Contexts, network 200 will run an idle timer for each
PDP Context to determine if there is a lack of activity. When a mobile device 100
is not using its PDP Context, the PDP Context can be deallocated and the IP

25 .address returned to the IP address pool managed by DHCP server 220.

[0035] In order to better understand the various embodiments of the
systems and methods described in this specification relating to the provision of
code signing services, an example code signing protocol and features of an
example code signing system from the perspective of a mobile device will first be
30 discussed, with reference to FIGS. 4 through 6. As noted earlier, while many of

the following examples are described generally with reference to mobile devices,




[0035] In order to better understand the various enbodi nents of the

systens and net hods described in this specification relating to the

provi sion of code signing services, an exanple code signing protocol and
features of an exanple code signing systemfromthe perspective of a
nmobi l e device will first be 30 discussed, with reference to FIGS. 4 through
6. As noted earlier, while many of the follow ng exanples are descri bed
generally with reference to nobil e devices, -13- enbodi ments descri bed
herein may be applicable to devices other than nobile devices. [0036]
Referring to FIG 4, a diagran1i||ustra §ng an exanpl e code signing
protocol in which a code S|gn|ng authorl y provides code signing services

to a b softvvaree;n ngsaﬁ Fbe%%‘é ¥%%?pe°s mgésaot%% e}asncrgé%q%n[OO?ﬂ] A

sof tware applica oper 304 for
nobi | e devi ce @@% hat reqw res access to one or nore sensitive APlIs on
nobi |l e device 100, It will be understood that software applications
conprise sof t A3 cod@ef%%lig Ba)C-A eidingtas WU%Yé"'&(%bW%‘ecﬁ?d%lS'%m | e device

or other 10 comptetsl Mowileva esde dighirpemuityl provideB @odecsigiing sepfis$d gni ng” and
“applicati og i nter chan%ab:% erein. [0038] Software

appl i cation® 3OSZ'f’ﬂ%Qrle B%P%C%?%@(%ﬁfﬁtéger 'f)ghozimﬁf\?ﬁra ation that operates on a
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nobi | e devi ce ¥¥ fBtpekie éow?ﬁﬁqq{batd%wre%accm%toapplor P FGﬁS'wea"eFf'-‘oP'Tfn rray
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system and core_ soft el s ccor in order to nmake
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304 and devi ce sour 3 fddg%g% {1%%%{ e\dﬁescrl ption and the appended

c:c ai rrsAPIr ef er epwﬁa to @Bhwar@%ﬁlﬁﬁtl&f@ﬂrﬁiayb%rbfﬁnﬂflé)rb@tae‘ﬂvé Sdibfiblde access
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access to any mEP?IenaH)lbs)s@tmresmptIMmas tampérfacatmtloan aﬁplwmmmmbn th
associ at ed gevhgtﬁ[erdgﬁ‘?éjorco?r?er cmﬁutﬁﬁ%eagé]yh%%pgﬁc%ﬁgn pigt?orl% may mc!ude
for example, resources such as the device hardware, operating system and core
software and data models. Accordingly, in order to make function calls to or
otherwise interact with such device resources, software application 304 will
typically need to access one or more APls on mobile device 100. The APIs
20 effectively “bridge” software application 304 and device resources.

[0039] In this description and the appended claims, references to API
access should be interpreted to include access of an APl in such a way as to
allow a software application to interact with one or more corresponding device
resources. Therefore, providing access to any AP allows a software application
25 to interact with associated device resources, whereas denying access to an API
prevents the software application from interacting with the associated resources.
For example, a database APl may communicate with a device file or data storage
system, and access to the database AP would provide for interaction between a
software application and the file or data storage system. A user interface (UI) API
30 would communicate with controllers and/or control software for such device
components as a screen, a keyboard, and any other device components that

provide output to an operator or accept input from an operator of the mobile




prevents the software application frominteracting with the associ ated
resources. For exanple, a database APl may comunicate with a device file
or data storage system and access to the database APl woul d provide for
interaction between a software application and the file or data storage
system A user interface (U) API 30 would conmunicate with controllers
and/ or control software for such device conponents as a screen, a
keyboard, and any ot her device conponents that provide output to an
operator or accept input froman operator of the nobile -14- device. In a
nobi |l e device, a radio APl may al so be grOV|ded as an interface to

wi rel ess communi cati on resources, such’ ¢-a transnitter and receiver, for

cryptogh apht o B BT MERE eV AP 5o b8 piobhRd S Bl PR on o
devi ce. These \alreéesscn@rnemyat|0hlrespurcas,lsweh axatpispstiep Bnd\Ricsivérnfat  may be

provided on  sahilee AlGRadhpIRGL A ABld 1 bl Gin SRARUEIPgIgIoV! Oos.

Any of such devices max i ncl ude sone or ese ex
di fferent APl sTPG& 2high Srpigipents crypiggiaphin algeritbne se a dedes: rihsetiarabove. [0040]
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exanpl e, ni ghtaiilgétheas émmmjf-\lbly @& dfferant ABls imdadaf ouis additite tb those sof t war e
application fofgstiRadeyece. For instance, a nobile device manufacturer may
classify as sensitive those APl's that interface with cryptographic
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such as ad book or cal endar trie rote ai nst unaut hori zed
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requi red to obiexich ogne coppereiog odsgng athesdngjtydbal) feiseximple tnrmtusmbi | e device

manuf act ur er Oe{ffe%Hﬁy aSitd %&&Gaﬁs &Jd@?r?é %&ﬁgf%gbg) éfhr?fo?ﬁ'le 0|§ tgye, or from

a code signing authorit acting e man urer or ot her
entity 20 wit H'E#nGend Brll dq‘fﬁemaatlfé@tvr%giaa@@e%fs aﬁ@e@éwgimﬁe/émémtce APl s,

and append t hanteﬁa@waﬂwt&ﬁé@}am@ r&@fntewn%le@@e&m:ﬁa{.&éaan Adioag, sescribed in
further det beleé) i ﬁ%’g taI EI u] be obtai ned for each
sensitive A %? "lefant daty mo P”‘? 8@§3 ??"q?ée pgs- 1 19 RIptPEth sof t war e
appl i cati on 30paneuiantbsrizdGessss to ﬂhasmmhtsuavmmmo&mta@blioam mul tiple
signatures ar edqulﬁbér%gb f& reJJ?Heé té"@dﬂlig o’ﬁlé LrorW()rg digital signatures from the mobile

device manufacturer or other entity that classified the APls as sensitive, or from a

code signing authority 306 acting on behalf of the manufacturer or other entity

20 with an interest in protecting access to sensitive device APIs, and append the
signature(s) to software application 304 as described in further detail below.

[0041] A digital signature may be obtained for each sensitive AP! or library
that includes a sensitive API to which software application 304 requires access.
In certain implementations, multiple signatures are desirable. This would allow a

25 service provider, company or network operator to restrict some or all software
applications loaded or updated onto a particular set of mobile devices, for
example. In one multiple-signature scenario, all APIs on a device are restricted
and locked until a "global” signature is verified for a software application. For
example, a company may wish to prevent its employees from executing any

30 software applications onto their devices until permission is first obtained from a
corporate information technology (IT) or computer services department. All such

corporate mobile devices may then be configured to require verification of at least




25 service provider, conpany or network operator to restrict sone or al
software applications | oaded or updated onto a particular set of nobile
devices, for exanple. In one multiple-signature scenario, all APIs on a
device are restricted and |ocked until a "global"™ signature is verified
for a software application. For exanple, a conpany may wish to prevent its
enpl oyees from executing any 30 software applications onto their devices
until permssion is first obtained froma corporate information technol ogy
(I T) or conputer services department. Al such corporate nobile devices
may then be configured to require verifigation of at |east -15- a gl obal
signature before a software appllcatlon can be executed. Access to

sensitive devig o@éﬁ)gﬁr@ﬂ% Hefd? 85bievare b{;pll@ﬁ%n cgrQH% thdc(ieD. RELLL her

restricted, to be dependent upon veritication of respective corresponding
di gi tal signatifngigve devigg4F)s qﬂﬁ’é’bfﬁ"ﬁ&ﬁf;ﬁ”éx@éldtt@ﬂk@fﬂ@pﬂré@@medt fode of

sof tware appl i gspbhduht Gith Verifidayiod6r rbspleRAREAEIpoRTIng M8itPSEhdtGHs ar type of
nobi | e device or nodel of a nobile device. Softwarée application 304 may,
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to several code ??%nl n%autho [iti i T so tware ap Fllcatlon 304 targets

several types Y¥! VeV bhimay 8@9?’ e to paygasyigiighsignadura {1 98¢t shown in
FIG 4, when smbmﬂevaileecatypé brabdedror altkenivelp e eaﬁﬂnbiﬁﬁlﬂem%plaﬁﬂrh\mre

appy i catl 0Ng30dad fadiffer? 1o BRI S OHASELE. domwBRMOLEAEL PSeIRe, daSERE T om
gk S 3458 gni ng

application devel r& code signing au
authority 306 FHRY é;ﬁ?%%’éf@d CQd@élgﬁﬂglaUélOdmlltwﬂwanewba@ere?Mtal‘gete aut hors of

any sensitive fRbs)tyeds dRasebRloy mabikedesickat have know edge of the
operation of the sensitive APIs to which software application 304 needs

access. [0044poas)i | e Motheexahpleishdwh ia IFeova, ivRerRdBwafs a;ﬂpl’ba‘ﬁ@tﬂtal n
situations, i tde%lo%%’%%Z?gqéjHQéjgrﬂa%Peoegjﬁllcr? 0%&4&&& \tg@%g%%ﬁ”l cation may be

subnitted to nor ¥Bde signing
aut hori ty rfy, adpliratiex 30fplk eentienapsfivatien ddvelopérdd024e guiersipnagfautharity
applications ffys. RREE blﬁhﬁh?ﬁutﬁ&ﬂfbéé My éB}e%ent‘ﬂ{e BB dgac@m RF5ddgu! ar model
of nobile device or set o devl ces t hat SUP ﬁ

the authors of any sensitive APls, or possibly others tha have knowledge of the :

operation of the sensitive APls io which software application 304 needs access.

[0044] While not explicitly shown in FIG. 4, in ceriain situations, it wilf be

20 understood that a software application may be submitted to more than one code
signing authority. Each code signing authority may, for example, be responsible
for signing software applications for particular sensitive APIs, or APls on a
particular model of mobile device or set of mobile devices that supports the
sensitive APIs required by the software application. A manufacturer, mobile

25 communication network operator, service provider, or corporate client, for
example, may thereby have signing authority over the use of sensitive APls for
their particular mobile device model(s), or for mobile devices operating on a
particular network, subscribing fo one or more particular services, or distributed to
corporate employees. A signed software application may then include a software

30 application and at least one appended digital signature from each of the signing
authorities. Although these signing authorities would be generating a digital

signature for the same software application in this example, different signing and




sensitive APIs required by the software application. A manufacturer, nobile
25 communi cation network operator, service provider, or corporate client,
for exanple, may thereby have signing authority over the use of sensitive
APls for their particular nobile device nodel(s), or for nobile devices
operating on a particular network, subscribing to one or nore particul ar
services, or distributed to corporate enpl oyees. A signed software
application may then include a software 30 application and at | east one
appended digital signature fromeach of the signing authorities. Al though
these signing authorities would be genergtlng a digital signature for the
sane software application in this exanple different signing and -16-
signature veri rent signing
authorities. Q%ﬁgﬂé%Qg%??ﬁg@%%ﬁ§%g§ﬂ¥%%§@§& @1§$&EW%Ena§thorlty 306,
code signing %Wﬁ?i?ﬁty 306 will receive softmare application 304, and nay,
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304 may al so rféW*'@\ﬂe%? t Bfere cagpsivning ﬁitéhprtgomﬁtf@‘n@rseﬂ\wg ﬁpwgatlom@M
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review, relyin to identify the identit twar e
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appl i cati on 30sigriirg duthonity 302 mdyEalsa review Bdil’fv&ﬁé e;cbz.edtuoheowéfbralsignmgst ructive

code, for a I thorl 6 det rnlnes t hat

sof t war e a§§| :gga att&e%%@d %épﬁrf?gﬁ L ess %ngsr?s']o fé’\Pg 2B ?L?E and therefore
shoul d be si gnédewimbinggn its abjlity éq Idsmt@f‘?ae Ldeetlty nbsofterrs! dpplidatign shown) i s
generat ed by CMSloﬁér%EﬂQr@déUR@rﬂ ¥ e&@ﬁma@&#m%oé‘dbﬂ&,%ﬁ Qo&.egc%@@&ﬁat -

appl i cation 304, roduce a si sof t war e I cation

returned to sotfelMFé'Reacﬁ‘Tﬂ?ré%??%gWéPWEQPd%@eXWP'?he ot her hand, if code
si gni ng aut hory 306 I re a 0 20 an

apgr opgrgl ate re Ilg Ase (rllfe 083%%”'”9 ag hg‘q’b@géﬁﬂwmﬁ ﬁ %B'bl i cation

devel oper 3@2.3C{40mv76]006ﬁ$éh6d$@8mm ABﬁ(sg and theesfors shoybd bmdslgrgedathiamg that is
generat ed usi Nglgidl signature {not explicitly shown) is generated by code signing authority 306
and appended to software application 304, o produce a signed software
application 308 that is returned to software application developer 302. On the
other hand, if code signing authority 306 refuses to sign software application 304,
20 an appropriate response (not shown) may be returned to software application
developer 302.

[0047] The digital signature is typically a tag that is generated using a
private signature key 310 maintained solely by code signing authority 306. For
example, according to one signature scheme, a hash of software application 304

25 may be generated by code signing authority 306, using a hashing algorithm such
as the Secure Hash Algorithm SHA1 for example, and then encoded with private
signature key 310 to create the digital signature. While private signature key 310
is used to encode a hash of information to be signed in this example, such as may
be derived from software application 304, in variant schemes, private signature

30  key 310 may be used in other ways to generate a digital signature from the
information to be signed or a transformed version of the information.




private signature key 310 nmai ntained solely by code signing authority 306.
For exanple, according to one signature schene, a hash of software
application 304 25 may be generated by code signing authority 306, using a
hashi ng al gorithm such as the Secure Hash Al gorithm SHAL for exanple, and
then encoded with private signature key 310 to create the digital
signature. Wile private signature key 310 is used to encode a hash of
information to be signed in this exanple, such as may be derived from
software application 304, in variant schenmes, private signature 30 key 310
may be used in other ways to generate a glgltal signature fromthe
information to be signed or a transfor ied version of the information. -17-
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shoul d be appreci ated persons e software
application t F%Q"aﬁﬁ?/k@\/%ﬁt%mr? 90%%%@@%’“@@3%*Squdeﬂ09%ﬁﬁlt@'esqmw¢s
software applAamati on 304. As descri bed above, signed software application
308 typically 15 conprises software application 304 and one or nore
appended di gi t[@P49i gnatAlthemh signed setvaradppliviiien 30413 Iaxdpd onto imavbite di gi t al
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devi ce 100), software aP I cat executed On no devi ce 100
and is perni tt@tﬂ’"%%g@ Ty aypplualy e ergeutashpe mobilecdevice1Plis soltwrrag si gnat ur es
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(e.g. by a virtual machine at mobile device 100), software application 304 can be

executed on mobile device 100 and is permitted access to any APls for which the

corresponding signatures have been verified.

20 [0050] Security protocols involving software code signing schemes typically
rely on public and private encryption keys to provide authorization to access
sensitive APls and to guarantee the integrity of signed applications. in
accordance with known public key cryptographic techniques, data encrypted using
a private key of a private key/public key pair can only be decrypted using the

25 corresponding public key of the pair, and vice-versa.

[0051] In this example, a code signing authority signs a software

application by generating a digital signatufe. The digital signature is a digest (e.g.

a hash} of the software application, or possibly of some data derived from the

software application, which is encoded using the code signing authority's private
30 key. The digital signature can then be appended to the software application.

[0052] To verify the digital signature at a mobile device or other computing
device, the digest is obtained in a similar manner (e.g. using the same standard




accordance wth known public key cryptographic techni ques, data encrypted
using a private key of a private key/public key pair can only be decrypted
using the 25 correspondi ng public key of the pair, and vice-versa. [0051]
In this exanple, a code signing authority signs a software application by
generating a digital signature. The digital signature is a digest (e.g. a
hash) of the software application, or possibly of some data derived from
the software application, which is encoded using the code signing
authority's private 30 key. The digital signature can then be appended to
the software application. [0052] To qu'ty the digital signature at a
nobi | e device or other conputing device, the digest is obtained in a

simlar manner ) s t -18- : ithm fromthe
sof tware appl i el ﬁ&@mﬂitﬁf56tiﬂ“egiéd?§%?%§?ﬁ E?gﬁ%?a”%ﬁ“s%%é%% ed) that is
recei ved at th@rr§adedeihat preceigdat beghaviery EHetonde sigyinsaymitycoubliykey, t ypi cal |y
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signature in order to obtain what should be a matchi ng di gest
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by the proper €@ byithmeasg signing @uihegity, of it theisgftwarke appligaticnuvas net gori t hns are
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si gnat ure t hat Yg,SiBRAtYE AGPERNS G €esidngd esugh 2wy ihatpnly spmeongefiine at t he
devi ce) usitig kriveviezigelef thé godengigrivug dudtidrityss Sivite by shdgRbetdbRito eficoassoci at ed
wi th one or e.sensiti Ther ef or by ver.ifying .a digital
signature in Fﬁ{;’gﬂ] \%ﬁ@%hééﬁaﬁﬁ%ﬂgg %OgﬁJ%oﬁﬁCtgféS@S%y %3%‘[’%‘8]39?'56 §téﬁ%i tive APls
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Accordingly, pPuBlel enSivaHI4r Preid¥reSthAveriBfih %Sd?@iaﬂﬁgﬁaﬂu@rdtﬁi%% , Signature key
310 mai nt ai ned bﬁ/ code si mr;g authorlty_§06 and’1s typi cal Fy installed
on mobi | e devi @8 %6‘%6&!1%0% Ronitablosensifyed Fieand the {pteghiicd signed t er nat i vel v,
publ i c si gnidt uapplibaignsdan beayaintamee€ad be obtained froma public key 20
repository (not shown), using nobile device 100 or possibly a personal
conput er syst B@f3land iAsserdingizdoubhc sipfzitire kele¥i2omrdfidnastorpeieated. Mobi | e

devi ce 100 signature key 310 maintained by code signing authority 306, and is typically

installed on mobile device 100 along with one or more sensitive APIs.
Alternatively, public signature key 312 may instead be obtained from a public key

20 repository (not shown), using mobile device 100 or possibly a personal computer
system, and installed on mobile device 100 as needed. Mobile device 100
computes a hash of software application 304 in the signed software application
308, using the same hashing algorithm as code signing authority 306, and uses
the digital signature and public signature key 312 to recover the hash originally

25 encoded by code signing authority 306. The resultant locally calculated hash and
the hash recovered from the digital signature are then compared, and if the
hashes are the same, the signature is verified. If software application 304 was
signed multiple times, each digital signature may be verified in a similar manner.
Software application 304 can then execute on mobile device 100 and access any

30 sensitive APIs for which the corresponding signature(s) have been verified. This
example signature scheme is provided by way of example only, and other
signature schemes, including other public key signature schemes, may also be
employed in variant implementations.




conputes a hash of software application 304 in the signed software
application 308, using the sane hashing al gorithm as code signing
authority 306, and uses the digital signature and public signature key 312
to recover the hash originally 25 encoded by code signing authority 306.
The resultant locally cal cul ated hash and the hash recovered fromthe
digital signature are then conpared, and if the hashes are the sane, the
signature is verified. If software application 304 was signed nmultiple
times, each digital signature nay be verified in a simlar manner.

Sof tware application 304 can then executg on nobil e device 100 and access
any 30 sensitive APIs for which the corp sSpondi ng signature(s) have been
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i braries may [eefomtaidsysthe mabitdriice'e wparsiinggysiensask ve APls (e.g. 326b,
326d) .

[0056} Some APl libraries 326a-d may expose a sensitive API (e.g. 326a,
326c¢), such as an interface to a cryptographic function or module, while other
libraries may be accessed without exposing sensitive APIs (e.g. 326b, 326d).

20 Similarly, some software applications 324a-324¢ may be signed software
applications (e.g. 324a, 324c) that require access to one or more sensitive APls,
while other software applications may not be signed (e.g. 324b). Virtual machine
322 may be an object oriented run-time environment such as Sun Microsystems’
J2METM (Java 2 Platform, Micro Edition) for example, which manages the

25 execution of software applications 324a-c operating on mobile device 100, and
links the software applications 324a-c to the various API libraries 326a-d.

[0057] Software application 324a, labeled as Application Y in FIG. 5, is an
example of a signed software application (e.g. signed application 308 of FIG. 4).
In this example, signed software application 324a includes: a software application
30 (e.g. application 304 of FiG. 4) comprising, for example, software code that can
be executed on application platform 328; one or more signature identifiers 336a;

and one or more digital signatures 338a associated with the signature identifiers




20 Simlarly, sone software applications 324a-324c may be signed software
applications (e.g. 324a, 324c) that require access to one or nbore sensitive
APl's, while other software applications nay not be signed (e.g. 324b).
Virtual machine 322 nmay be an object oriented run-tinme environment such as
Sun M crosystens' J2METM (Java 2 Platform Mcro Edition) for exanple,

whi ch manages the 25 execution of software applications 324a-c operating on
nobi | e device 100, and |inks the software applications 324a-c to the
various APl libraries 326a-d. [0057] Software application 324a, |abeled as
Application Yin FIG 5, is an exanple of a signed software application
(e.g. signed appllcatlon 308 of FIG 4) “In this exanple, signed software

application 3 udes re a i.ca e, g. app]ication 304
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t i or nobi | e
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an exanpl e of d91’5‘9?1!510API I|brary that exposes a sensitive APl. In this
exanple, APl library 326a includes a description string 340, a public

si gnat ure key [89381 ang AYT EbrgRya2hp-dabeledeasARY Herargh in FIGPP. 1 ?%?W'WGC and
ot her API lisbrar ARidibtanathaléxposs aaRasiiVe AFN 6 this @R&hbIEePI ARkE ash| typical ly

conprise sim | iﬁélu&e%rgpo%@grﬂ)ttign st'ﬁ%"@&ld? %’puf)ll%%ignature key 312, and a signature
identifier 342. AP library 326c, and other AP libraries that expose one or more
sensitive APIs will typically comprise similar components. However, the
components of such AP libraries will be described in greater detail below with
20 reference to APl library 326a, by way of example.

[0069] Signature identifier 342 of API library 326a may correspond to a
signature identifier (e.g. 336a) in a signed software application {e.g. 324a). These
signature identifiers enables virtual machine 322 to quickly match a digital
signature (e.g. 338a) with an API library (e.g. 326a). Public signature key 312

25 corresponds to the private signature key (e.g. 310 of FIG. 4) maintained by the
code signing authority, and is used to verify the authenticity of the digital signature
338a appended to the signed application 324a. Description string 340 may, for
example, be a textual message that is displayed on mobile device 100 when the
signed software application 324a is loaded or attempts to access a sensitive AP}

30 of APl library 326a.

[0061] Operationally, when a signed software application that requires
access fo a particular sensitive API (e.g. in an API library) is loaded onto mobile



conmponents of such APl libraries wll be described in greater detail bel ow
with 20 reference to APl library 326a, by way of exanple. [0060] Signature
identifier 342 of APl library 326a may correspond to a signature
identifier (e.g. 336a) in a signed software application (e.g. 324a). These
signature identifiers enables virtual machine 322 to quickly match a
digital signature (e.g. 338a) with an APl library (e.g. 326a). Public
signature key 312 25 corresponds to the private signature key (e.g. 310 of
FIG 4) maintained by the code signing authority, and is used to verify
the authenticity of the digital S|gnatur$ 338a appended to the signed
application 324a Descrlptlon string 3268 for exanple, be a textual
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operator may be given the control to ultimately grant or deny access to the

sensitive AP

20 [0063] It will be understood by persons skilled in the art that any given
signed software application may have multiple device-specific, library-specific, or
APi-specific signatures, or some combination of such signatures appended
thereto. Similarly, different signature verification requirements may be configured
for different devices. For example, a digital signature may be provided with a

25 signed software application that permits access to a given sensitive AP] on one
mobile device model, but not to the same sensitive API on a different mobile
device model. This may result in the signed software application being permitted
access to the sensitive API on one type of mobile device but not on another. As a
further example, one mobile device may require verification of both a global

30 signature, as well as additional signatures for any sensitive APls to which a
software application requires access in order for the software application to be

executed. A different mobile device may require verification of only a global




operator may be given the control to ultimtely grant or deny access to the
sensitive API. 20 [0063] It will be understood by persons skilled in the
art that any given signed software application my have nmultiple

devi ce-specific, library-specific, or APlI-specific signatures, or sone
conbi nati on of such signatures appended thereto. Simlarly, different
signature verification requirenents may be configured for different

devi ces. For exanple, a digital signature may be provided with a 25 signed
software application that permts access to a given sensitive APl on one
nobi | e devi ce nodel, but not to the sanﬁ sensitive APl on a different
nobil e device nodel. This may result i fhe si gned software application

bei ng permtted cce nsi on one type_of nopbile device
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fl omchart 10l usethad ofrpgo@ﬁspgsagmedaamﬂwr@rapbi&:atudr@ paEdhied offthgyhosliessi ng si gned
sof tware appl '&é%?cb%gé RE d 919 g i g device depicted in FIG 5 is
6 %E”F w n%% as 350.

shown general |y as a~software application (e.g

appl i cation 32@@6 &f Fl Gy s@) 3525a sldﬁﬁrgl‘:‘e%p‘ﬁmaﬂor?ﬁe@Qbﬂh@at@ﬁ‘éb?@ofg‘%93) mobi l o

device 100 of FI G software application 1s
device, using '§ 'c{?fjf“‘?%ﬂ%{? ar’i’ﬁ’i’ﬂ‘i’ fievigedeg. mohi Ptqﬁé‘Pe 19 ofktFriveCog2ther  Fi G 5) for
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application requires access to any AP libraries that expose a sensitive AP at step
354. If the software application does require access to the sensitive API, then the
virtual machine verifies that the software application includes a valid digital
sighature associated with the sensitive API (or associated API library) to which
20 access is required, as described below with reference to steps 356 through 368.
If not, then the software application is linked with all of its required API libraries
and executed at step 368.

[0067] In this example, at step 356, the virtual machine retrieves the public
signature key (e.g. public key 312 of FIG. 5) and the signature identifier (e.g.

25 signature identifier 342 of FIG. 5) for the corresponding AP library. At step 358,
the signature identifier for the API library is then used by the virtual machine to
determine whether or not the software application has an appended digital
signature (e.g. digital signature 338a of FIG. 5) with a corresponding signature
identifier (e.g. signature identifier 336a of FIG. 5). If not, then the software

30 application has not been approved for access to the sensitive API by the
appropriate code signing authority, and the software application may be prevented
from being executed at step 360, or aiternatively (not explicitly shown in FIG. 6),




354. If the software application does require access to the sensitive API,
then the virtual machine verifies that the software application includes a
valid digital signature associated with the sensitive APl (or associ ated

APl library) to which 20 access is required, as described below wth
reference to steps 356 through 366. If not, then the software application
is linked with all of its required API libraries and executed at step 368.

[0067] In this exanple, at step 356, the virtual machine retrieves the
public signature key (e.g. public key 312 of FIG 5) and the signature
identifier (e.g. 25 signature identifier, 342 of FIG 5) for the
correspondi ng API Iibrary At step 358'23t"he signature identifier for the
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to execute the software apphcatlon lf execution is authorized, then the software
application may be executed and linked to the sensitive API at step 368,

20 otherwise the software application is either not executed, purged, or restricted
from accessing the sensitive AP, as described above with reference to step 360.

[0069] When more than one digital signature needs to be verified for a
given software application, then steps 354 through 366 may be repeated for each
digital signature prior to execution of the application.

25 [0070] Embodiments described herein relate generally to a system and
method for providing code signing services. As noted earlier, code signing
services may be provided by a code signing authority (e.g. code signing authority
306 of FIG. 4) to software application developers (e.g. application developer 302
of FIG. 4) or other individuals or entities that wish to have software applicetions

30 digitally signed, so that the applications may access sensitive APls when they are
executed on a computing device (e.g. mobile device 100 of FIG. 4), Examples of

entities that might act as code signing authorities may include mobile device




operator at step 364, warning that the software application requires access
to a sensitive API, and at step 366, optionally pronpting the operator for
authorization to execute the software application. If execution is

aut hori zed, then the software application my be executed and |inked to
the sensitive APl at step 368, 20 otherw se the software application is

ei ther not executed, purged, or restricted from accessing the sensitive
APl , as described above with reference to step 360. [0069] Wen nore than
one digital signature needs to be verified for a given software
application, then steps 354 through 366 ey be repeated for each digital
signature prior to execution of the appl I'cation. 25 [0070] Enbodi nents
descri bed herej nnurfaecltue}teres naegh%l é/tlo a sys aﬁd nmet hod for providing
code signing services. ot 64 EXFFTEEMY agergobgnij%"éceog"é’ﬂ?loées may be
provi ded by a ensgaors] aywiotiygr autitihe thiat pightheafiected by sivigme orglestutchiar¢adg 306 of
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nccess for an el ofte ¥R bE bt AR B drbiioh® sl u anted
been grant ed. seek access 1o sensitive APIs as controlled by the code signing authority. These
steps are performed in order to establish trust relationships with those entities.
The method of providing code signing services may comprise additional steps
20 relating to receiving and processing code signing requests from such entities.

[0073] With respect to the registration of entities by the code signing
authority, should any destructive or otherwise problematic code be either found in
a software application or suspected because of behavior exhibited when the
software application is executed on the computing device, the registration

25 privileges of the corresponding software application developer {or other registered
individuai or entity) with the code signing authority may be suspended or revoked.
This is made possible since the digital signature that is appended to applications
by the code signing authority provides an audit trail through which the developer
of a problematic software application may be identified.

30 {[0074] Computing devices may be informed of such registration revocations
by being configured to periodically download revocation lists, for example. If

software applications for which the corresponding digital signatures have been



15 [0072] Accordingly, in one enbodi ment, a nethod of providing code
signing services will conprise at |east sone steps relating to registering
the entities that seek access to sensitive APIs as controlled by the code
signing authority. These steps are performed in order to establish trust
rel ati onships with those entities. The nmethod of providing code signing
services may conprise additional steps 20 relating to receiving and
processi ng code signing requests fromsuch entities. [0073] Wth respect
to the registration of entities by the code signing authority, should any
destructive or otherw se problematic cogg be either found in a software
application or suspected because of behavior exhibited when the softvvare
application is ed on t he co ut n dev strat
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00771 While this embodiment is described generally with reference to
mobile devices by way of example, variant embodiments may be applicable to
other computing devices. Moreover, while this embodiment is described generally

20 with reference to the exchange of information between a code signing authority
and software application developers, the described embodiment can also be
applicable in respect of cases where such information is exchanged between the
code signing authority and individuals or entities other than software application
developers.

25 [0078] References to steps of method 400 as being performed by the code
signing authority are, in typical implementations, performed by a software
application, which has been programmed to perform the steps of method 400
unless otherwise noted. In this description and in the appended claims, this
software application programmed to perform the steps of method 400 is referred

30 to as a code signing authority application. |




devel oper after its signing privileges have been rescinded woul d be deni ed.
15 [0076] Referring to FIG 7A a flowhart illustrating steps in a method
of providing code signing services is shown generally as 400. [0077] Wiile
this enbodi ment is described generally with reference to nobile devices by
way of exanple, variant enbodinents may be applicable to other conputing
devi ces. Moreover, while this enbodi nent is described generally 20 with
reference to the exchange of information between a code signing authority
and software application devel opers, the described enbodi nent can al so be
applicable in respect of cases where su&E information i s exchanged between
the code signing authority and individddls or entities other than software

i i t t f t hod 400 as
el g per f or melORy | he 08589 SR ATl Fafron & oge SPRpdheplHa eten
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this description_and appended cl a| re application
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si grrerng aut hor?@?%&ﬁ?ﬂ‘?@‘&t'ﬂ'@fﬂ%@ bxexeRe on a conputing device 454, which
n exa Ie one k 45 server. Code ni ng authority

Iappl i catrrlpon 45@%@% i nthgr"ietf? W}‘Hh"c‘ﬂ fgsianing at’ﬁ@'%@?'ﬂlﬁ?“l@”éf@é M#r ough a web

i nterface 456 intecasbem ibdhaley fonetdmapld, rqu&aﬂuaritoél&BphcémmsaBaam APl 10 [0080] The

clients with V@Utmllné%?a%:’hgﬂfoﬂg4@i"é>{38utln I | o té S%étgﬁg dceg\ﬁ% interact can

i nclude, for exa ture i ons aut hori ng
t ool applicati %ﬁ?t%B?OéM%ﬂ“PﬂQBQ)ﬁaWWé tcepmpRrnioaty dida/anskapplicationsi gnat ur e

tool appli Cat [ l@%oﬁ@@grﬁﬁ@athﬁ;rlt&ﬁ%hééﬁoﬁQ%?'a%@ﬁﬁargﬁbﬁcﬁtm RPAbdr g gons to
code si gnl horl tp)é PQ é % of tware appl ication devel oper
(e.g. warea lica ndeve oper 30 0 FIG 4)that needs to have applications

signed by the code signing authority. An API authoring tool application 462 can

be used by an author of sensitive APls, who needs to obtain one or more public

signature keys from the code signing authority to protect the APls.

[0081] It will be understood that in some embodiments, an author of
20 sensitive APls may also act as the code signing authority.

i0082] Code signing authority application 452 will also have access to at
least one client information database 464 and at least one private signature key
store 466. Data in client information database 464 and private signature key store
466 may be housed on the same storage device or distributed across mulitiple

25 storage devices, which need not necessarily reside physically on computing
device 454.

[0083] it will be understood by persons skilied in the art that the
components shown in FIG. 7B are provided by way of example only, and that
computing device 454 will generally comprise other components in addition to

30 those shown in FIG. 7B and may comprise different components in variant
implementations.




15 software application devel oper 302 of FIG 4) that needs to have
applications signed by the code signing authority. An APl authoring tool
application 462 can be used by an author of sensitive APIs, who needs to
obtain one or nore public signature keys fromthe code signing authority
to protect the APIs. [0081] It wll be understood that in some enbodi nents,
an author of 20 sensitive APIs may al so act as the code signing authority.
[ 0082] Code signing authority application 452 will also have access to at

| east one client information database 464 and at | east one private
signature key store 466. Data in client__information database 464 and
private signature key store 466 may be ¥oused on the sane storage device

or distributed 0SS l.ti.pl e V|ces i ch need not
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APls that 10 tmey bodeplisd g:nnmtgptaﬂtﬂhofor byanwilss esutter examipled, dfseasi@yt 0. A key
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device. Step 410 is described in greater detail w't

[0085] Referring to FIG. 8A, in one embodiment, there is provided a means
for determining and displaying the randomness quality of random numbers
generated by a random data service on a computing device. It is understood that
when a public key cryptosystem is used to generate key pairs for example, one
20 needs a good source of random numbers for key generation. Generally, the more
random the number, the stronger the generated key will be. A good source of
random numbers produces numbers that are unknown and unpredictable by
potential adversaries. In principle, random numbers derived from a physical
process may be best, since many physical processes appear truly random.

25 0086} In this embodiment, a random data service is provided that is made
accessible to the code signing authority application for generating public
key/private key pairs. The random data service may gather random data derived
from a few different sources, including serial ports, windows cryptographic APls,
keyboard and mouse events, and hardware tokens, for example. The random

30 data service is adapted to provide three primary functions: to gather random data,
to provide random data to applications that request it, and to provide a measure of
the randomness quality of the random data it has gathered.




15 respect to exanple enbodiments, with reference to FIGS. 8A through 8C
[0085] Referring to FIG 8A in one enbodinent, there is provided a neans
for determ ning and displaying the randommess quality of random nunbers
generated by a random data service on a conputing device. It is understood
that when a public key cryptosystemis used to generate key pairs for
exanpl e, one 20 needs a good source of random nunbers for key generation. -
Generally, the nore randomthe nunber, the stronger the generated key wl|l
be. A good source of random nunbers produces nunbers that are unknown and
unpredi ctabl e by potenti al adversaries2 I n principle, random nunbers
derived froma physical process may bé Bést, since many physical processes
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step, the generated randomdata.is considered (e.g. contjnually, ollin
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bl ocks. Various randommess tests _ ormation Processing
St andar d ( FI PSpsults@re greyidedtyyshatramslopyess testih tian be aersibiarfe map asoh e of such
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be possi bl e t dneajer @andicate the randomness quality at any given time as satisfying one of

the following states: unknown, unacceptable, poor, acceptable, good, excellent,

error. At step 412, this indication of randomness quality may be displayed to a

user of the code signing authority application (e.g. an administrator of the code

20 signing authority).

[0089] While an indication of randomness quality may be displayed using

the names of one of the above-mentioned states, different identifiers may also be

used. These states may also be further mapped into a fewer number of collective
~ stales, each identified by a descriptive identifier, in variant embodiments.

25 [0090] For example, in one embodiment, the randomness quality is
represented as a color in a traffic light icon, which can be displayed in a user
interface at step 412. This manner of representing randomness quality is intuitive
and easy for a user to understand. Most users will be familiar with the traffic light
icon, and this image can be used to portray the current quality of randomness of

30 the numbers that will be used fo create key pairs for code signing applications.

[0091] The traffic light icon is used fo illustrate the current level of

randomness quality, and can display one of three colors (e.g. red, yellow, green)




result onto one of a nunber of pre-defined, qualitative neasures of
randommess 15 quality. For exanple, the random data service nmay apply a
predefined mapping in order to indicate the randomess quality at any
given tinme as satisfying one of the follow ng states: unknown,
unaccept abl e, poor, acceptable, good, excellent, error. At step 412, this
i ndi cation of randommess quality may be displayed to a user of the code
signing authority application (e.g. an adm nistrator of the code 20
signing authority). [0089] Wile an indication of randommess quality may be
di spl ayed using the nanes of one of thg above-nentioned states, different
identifiers may al so be used. These st fes may also be further nmapped into
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excel | ent}
‘ further mapped state sets may be defined in variant embodiments, and how they

15 are predefined may depend on the specific randomness test(s) employed.

[0093] An example dialog box of a user interface in which the traffic light
icon is displayed is shown in FIG. 8B. A descriptive identifier (e.g. based on one
of the seven initial steps, or a different identifier corresponding to the color of the
light being displayed) may also be displayed with the traffic light icon as shown.

20 The color of the traffic light icon may be presented to a user in other ways. For
example, the traffic light icon displaying a color, or only a colored circle, may be
disptayed in miniature on a toolbar.

[0094] After an indication of the randomness quality is displayed at step
412, a user of the code signing authority application may direct the application to
25 create a key pair for signing (e.g. by clicking the “Create Key Pair” button of the
dialog box shown in FIG. 8B). In that case, an insfruction is received from the
user to create a key pair. In one embodiment, the user may choose to create a
key pair regardless of the state depicted by the traffic light icon. However, in
variant embodiments, the option to create keys that is displayed to the user may
30 be disabled when a “Red light” and/or a “Yellow light” is shown. Moreover, users




It wll be understood by persons skilled in the art that other initial
state sets and further mapped state sets may be defined in variant

enbodi ments, and how they 15 are predefined nay depend on the specific
randommess test(s) enployed. [0093] An exanple dialog box of a user
interface in which the traffic light icon is displayed is shown in FIG

8B. A descriptive identifier (e.g. based on one of the seven initial

steps, or a different identifier corresponding to the color of the 1ight
bei ng di spl ayed) may al so be displayed with the traffic |ight icon as
shown. 20 The color of the traffic Iigh% icon may be presented to a user in
ot her ways. For exanple, the traffic F'%ht i con displaying a color, or

only a colored_circl e .displayed.in mnjature on a tool bar. [0094]
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code signing authorit ect, or it may s 6" BGbl i ¢ key
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(e.g. via Aplfﬁéitaﬂnfiﬂ of. FLG _7B) to e in their APls, in
order to prot e%t ¢ géaé g%\ ?@%pfeﬂi@e%teofm o{her appﬁgatlons ac%%%g fo use random
o numbers, for generating objects other than key pairs for code signing. For
instance, these features may be employed in applications where personal
identification numbers (PINs} are generated, or in applications where session
20 keys (e.g. used to encrypt data in accordance with a symmetric encryption

algorithm) are generated.

{0097] Referring again to FIG. 7A, after one or more public keys have been
created at step 410 for association with sensitive APIs, subsequent steps of
method 400 are performed when a software application developer develops an

25 application that needs to access the APIs that have been classified as sensitive.
At step 420, a registration request is received by the code signing authority
application from a software application developer that wishes o access a
sensitive API. This registration request is then processed and a determination as
to whether the registration request should accepted. Step 420 is described in

30 greater detail with respect to example embodiments, with reference to FIG. 9.

[0098] In FIG. 9, there is provided a method of registering an entity for code
signing services in accordance with one embodiment. In the example described




[0096] It wll be understood by persons skilled in the art that the
features 15 referred to in the description of FIG 8A, including the

di splayable traffic light icon for exanple, nay be inplenmented in other
applications adapted to use random nunbers, for generating objects other
than key pairs for code signing. For instance, these features may be

enpl oyed in applications where personal identification nunbers (PINs) are
generated, or in applications where session 20 keys (e.g. used to encrypt
data in accordance with a symmetric encryption algorithm are generated.
[0097] Referring again to FIG 7A, after,one or nore public keys have been
created at step 410 for association wi fR'sensitive APl s, subsequent steps
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si gni ng aut hod Nymper gf qiffigren Hpads ofsongenicatiop. Her Qmmpbodatwa:nae bappl i cation

devel oper. Thl@cﬂé}agbm.arsaa@m@acmzayéa@ém%eﬁYd?.lng%réxgﬁ.me' fication
information (e.g. contact infornation) may al so I nclude credit card

! nf or mat ! on5t Ao10Ohn bénforeratidn edeibad ﬁ&iﬂt@@dﬁvars b'pﬂlcﬂ@n&lét/é]@ﬂdr isy. This
i nformation na\)éﬂfiéaogt s@faqﬁE_l Bor &gmi‘)%c§ 'cr\égigcarg E&H&r}\y?nna\{/ hé contacted (e.g.

electronically or octherwise) to validate the credit card information received.

[00101] If the verification is not successful, an error message is returned
(step 428). On the other hand, if the information is successfully verified (e.g. if the

20 credit card information supplied is successfully validated), at step 423, a unique
client ID and PIN is generated by the code signing authority application. An
account record for saving the client ID, PIN, and other information associated with
the specific software application developer may be created for storage in a client
information database (e.g. client information database 464 of FIG. 7B) maintained

25 by the code signing authority and accessible to the code signing authority
application.

[00102] In a variant embodiment, the PIN and/or client ID may be generated
by the software application developer instead of the code signing authority, and
shared with the code signing authority for storage at step 423.

30 [00103] Upon creation of the account record associated with the software

application developer, the account record may also be populated with other




a nunber of different bands of communication. For exanple, data may be
exchanged via Secure Socket Layer (SSL) web forns, for exanple. 15 [00100]
I nformation received fromthe software application developer is verified
at step 422. For exanple, a credit card conpany nmay be contacted (e.g.

el ectronically or otherwise) to validate the credit card information
received. [00101] If the verification is not successful, an error nessage
is returned (step 428). On the other hand, if the information is
successfully verified (e.g. if the 20 credit card information supplied is
successful ly validated), at step 423, a _unique client IDand PINis
generated by the code signing authority appl ication. An account record for
saving the client her i nf SOCIate with the
specific softwg%rm?f Blﬂ?%g{aiy%ﬁ ”a%ci/té’l"&%’gpe {S"é ATE AR F@W”fd&yq%‘{eé?age in a
client i nfornadcoon, td&eebiess of acoguntaictivitntandnd priones Indinammtsabamemétm of FIG
7B) mai nt ai ned t t he code
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and/ or client Pq9OWH e '@éf?@tegtf@cﬁ giyap sofiwaregipyakencs tagyser ofdhé mdedevel oper

i nstead of tshesigmtPaihdity élﬂh@éﬁb:h gtaM,adﬁﬂl?ﬁ%traf%h@frtﬁ@cdﬂetskbntnla%ufﬁgﬁl?)h5' gni ng
authority for sto 00103%r[a5§0n creati on_of e account

record associ a@%!}%ﬁwﬁ?mﬁ%g@ §-8- Vigyp Hger ik 48R.9%98IN FihEBlaccount
record may al sthatelowoparloas detais drihestdtiens teﬁaassd&facerdmamwitm sbffvatre May be used
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account acti vi and t 1'ons &s when
account act i vi ¥RAaegdupsacoppnt resosthby @Uselrﬁf @ﬁ@o@rﬂmmmorimﬂweimam isaccount

record is C1r096k§rfz§dmfu9FIGa1@' 8&he §ptf1é YetamRs d?%éeéceﬂﬁﬂf rechidGndySRf poBliafei® code S5
si gni ng aut hor| giggl tion l%ﬁnge an adm ni strator of he code signing

aut hority) Witdge-dp q”?ﬁf‘i‘H't("@'”@S via a user interface 468 as
h i FI G t hat det t t
Shown 1 n ﬁ)ﬁ)m a E%e%ﬂ's%m\éggialg ed. mear‘lala co%rﬁr%c& %srslgé%tlsﬁwﬁh aAn exarrpl e

associated wit cati on
formillustrat $Qﬁg’a@eqpﬁllqa§0't #eyveloparymaycinclugsd for eseripie, alataaeederito seeter d by a

user of the coglgjsdt@Ritoss ﬁ%@&fédtélmﬁipmdré‘s%é (% 'asTow dﬁ%\%' p-FI G 10. Sore
of the det |Is f the account record nmay pul at e autorratlcally W th

pre- det er ni r?eda F5ut tbc?ra?qpé%ss ¢ipd10ags ’D%\f%!ﬁq %e $h i sepdypnisanalaved in” an

account recor dnaifstion &i tael spdcified address(es) whenever a registration attempt occurs,
whenever a code signing request is made, whenever an error occurs in
processing a registration attempt or a code signing request, and/or whenever any
irregular behavior (as may be defined in the code signing authority application) is

20 detected to have occurred. Flags may also be set to send an e-mail notification

whenever some other predefined event occurs. E-mail notifications allow
software application developers, administrators, or other parties to monitor an
account (e.g. their own account or another account), and in particular, to observe

whether unauthorized code signing requests or registration attempts are being
25 made under the account.

[00105] Other details that may be saved in an account record may include
the setting for a flag that indicates that an expiry date is to be associated with the
account, and the assoclated expiry date. These may be set by an administrator of
the code signing authority, for example.

30 [00106] Other details that may be saved in an account record may include
the setting for a flag that indicates that the account is to be granted only a

specified number of allowable code signing requests, and the associated number




sof tware application devel oper may include, for exanple, data needed to
send e- mail notifications to specified e-mail addresses (e.g. a "To:"
address, a "cc:" 15 address, a "bcc:" address, etc.). Flags nay al so be set
to send an e-mail notification to the specified address(es) whenever a
regi stration attenpt occurs, whenever a code signing request is made,
whenever an error occurs in processing a registration attenpt or a code
signing request, and/or whenever any irregular behavior (as may be defi ned
in the code signing authority application) is 20 detected to have occurred.
Fl ags may al so be set to send an e-mail _potification whenever sone other
predefi ned event occurs. E-nail notificé i ons allow software application

devel opers, ad ra oth rties t (e.g.
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[00107] At step 42 I ent otentrall
registration gpaBLNicated tp F'&rﬁ@ﬁwerte@@p&cgtquvglewqrwam aapptrcrf@amd on devel oper.

Wi |l e lnfOFn'&tcthrﬂndrfbatnémﬁeér%Q(b@t Eﬂbleﬁﬁbﬁee%ﬁtetd $ ThRCRk-YEshnat step 421 over
a first bar]% of comm i cati é.g % fg&%g ({; connection), and the client
ID and the th‘@mr?‘&'ﬁa ?W'E??'}?HS prng Bang of &OBMICARAR Used 1o ansi t t ed
back to the Soﬁ‘ammrtmemhpmtlllahdmmeégmnerormaﬁ tottﬂil@software application

developer at step 424.

100108] In the variant embodiment mentioned earlier, in which the PIN
and/or client 1D is generated by the software application developer instead of the

20  code signing authority, use of this externally generated PIN and/or client ID may
then be confirmed or denied at step 424. If use of the particular PIN and/or client
ID is denied, an error message may be returned to the software application
developer (flow to step 428 not shown).

[00109] At step 425, a registration file is received by the code signing
25 authority application from the software application developer, which constitutes an
actual registration attempt by the software application developer. The registration
file includes the client 1D and PIN that was transmitted to the software application
developer at step 424, a public key that corresponds to a private key that only the
software application developer is expected to possess, and possibly other data.
30 'In one embodiment, the registration file is received via an SSL connection.

[00110] For greater clarity, the public key/private key pair referred to at step
425 is unrelated to the private key/public key pair that is generated to sign and




sanme band of communication at step 424, in one enbodinment, the PINis
instead comrunicated to the software application devel oper using an

out - of -band comruni cati on neans (e.g. by tel ephone, by fax, etc.). This
out - of -band 15 comuni cation neans is different fromthe band of

communi cation used to transmt the client ID and the other registration
data to the software application developer at step 424. [00108] In the
vari ant enbodi nent nmentioned earlier, in which the PIN and/or client IDis
generated by the software application devel oper instead of the 20 code
signing authority, use of this external% generated PIN and/or client ID
may then be confirmed or denied at step“424. |If use of the particular PIN

and/or client an error may ,b turne o the

sof tware appl |%egB|S°ﬁwg 'd"é‘%"e”rs fdregcr'bg%\”%? ger%fé t%gkdg'hg.(ﬁ%)ag’ t%"73)0109] At
step 425, a re@béweytraweﬂufnom thgsmfwee aprdicdtipn tenelapedat seipgi@biiggor@5 aut hori ty
appl i cation fr&dﬁ&f'ﬁ%rﬁﬁék&%&:h@@ da‘fr?% Otﬂatq-ﬁ'%frle a2 Bben |¥%‘9§B¥90n5“ tutes an
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the soft Wgr & WWBfeaipbm“md@éﬂ?h)@@@d’ndaﬁwcﬁﬁaﬁlés‘ﬂ@f&;nhtéte@ébtjrb?3_ ke%/ t hag I
corresponds to_a priv a war e appl.i cation devel oper
i's expgct ed t oCPPLLELLOnS E eﬁﬁ &e&”hlécrq(e?ﬁg‘lréec%ccfr?fﬁ'gm‘?%g?ﬁﬁ?& nent, the
registration fbd wbsmueemseeﬂy thea:oams@Shg suthoridcappication f[O@LH0] For gr eat er
clarity, the pr‘rl@és'ageé(gtﬂh sc\f)?é 98#19% e&@ésrts o cﬁr []eegcé QeGq'Fon?%ggofgé%é I's

unrelated to the piivate ener at 0 sign and
-34- verify sotRpligtien awﬁqpem'n&% t%f@@é%@i\ﬂﬂﬁ'@dewmﬁ at@%ﬂ@my fleelfFl G 4.

I nstead, the bty J;igmedr&rr@lweesbeamdph@n@@&é\)é@E@r ARhieday biarcglevel oper
at step 425 is_one (%§ f a private key/public key pair (e.g. that may
have been |ssu%°(5m?) Bertification authori ty) used to exchange encoded

messages bet wegg, Hfre > THE e HaBor PR |dcBLd QU8 BRER: ABDrlythd B L1 =9 1

facilitate secure “conmmuni c¢ation
secure comuni PdEnsnied frihe peftveue artioation Kovalapstiatipjer 474 %F@@t& &frgni ng

aut hority appl ¢dhﬂﬁdrﬁ1i%tu&rpba\lﬂrth)élso@FﬁeSlSIﬂﬁﬁ%&wa§'é@rhmﬂﬁucaﬁ@dj% 16 SHwWARL T equest s,
whi ch are rscelv of t war e écgn deve] oper. In_ fact, the

Fogi trati o TPLeVE Bripl oL Ul saosg Byt el FPMMUGCRIET AT A |y 51 gned
usi ng t he sof t amopeaaqeplithcataxampidevwdodipent. Byusingaiflerdoeeyorahursetion e

channels to transmit registration details to the software application developer,
there is a lower risk that third parties may come to know both the client ID and the
correct PIN associated with that client ID.

20 [00112] When the client ID and correct PIN associated with that client ID are
received at step 425 and successfully verified at step 426 by the code signing
authority (i.e. the client ID and PIN in the registration file match the client D and
associated PIN for the software application developer as stored in the appropriate
account record of the client information database), then it can be more safely

25 assumed that the public key for secure communications which accompanies the
received registration file does, in fact, correspond with a private key for secure
communications held by the software application developer. The public key can
be subsequently used by the code signing authority to verify messages that are
purported to originate from the software application developer, and thus the use of

30 public key cryptography to encode such messages provides enhanced security in
communications. In particular, there would be a lower risk that a third party would




comuni cations. [00111] The registration file received at step 425 contains
not only the client IDtransmtted to the software application devel oper
at step 424 through a first comunication band, but also the PIN that was
comuni cated to the software 15 application devel oper through a second,
"out - of - band” conmmuni cation nmeans in accordance with an exanple

enbodi nent. By using different communi cation channels to transmt
registration details to the software application developer, there is a

|l ower risk that third parties may come to know both the client ID and the
correct PIN associated with that client LD. 20 [00112] Wen the client ID
and correct PIN associated with that cli®8it ID are received at step 425
and successf ul erified . at.step 426 by the cade signin authority (i.e.
fhe ol fent | b BarEReR eGPt Rler bn it & HERERS HERLT B RD ng
associ at ed Pl Narfdgis ownepublisfkewar e appl i cati on devel oper as stored in the
appropriate account record of the client information database), then it
can be nore sall8113125 d3¥gipstethedimerise difatent inforagtion ethes them the RIMAYNI cat i ons

whi ch acconpanpegarsheted teheiseRwart @gbiRhticAldeOdloddr bfer@REsecotd) pfeGinly COT r espond
with a private, key. for, secure .communications held b%gt he software

appl i cati on “de P4 YFAPY" CPRIURFRTGNTRALS- ElgWevandn LeR WA BRIRTRPIIRES by t he code
si gni ng aut horihe nfarmatier vefiflechimstbagede didrirty aatteritypbopd néveehélessor i gi nate from
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cryptography to encode such nessages provi des enhanced securl
comuni cat i onsthrough peg eqremyitation meprs, ardisamnepeher detsitethat werk trabemitted t hi r d
party woul d - 3thdsfivBletapbicationiRicBenhloadS SorfEgthstdomiuidatdy hshed an

i ntercepted_client, | nd PIN nd.its own public key. [00113] In variant
embodi nent 21,0 d?oftF%traél:‘%f’giﬁ?ﬁ@r%i%ﬁa’ﬁ?ﬁéf‘oieﬂéﬁmf%ayﬂwe §d- be transnitted
to the softwar | i caLl : r.t nd referabl.y 5
" out - of - band" l?g uni cg} i?ﬂ#%é%ﬁﬁ'%ﬁé%ﬁ " oF‘.% eﬁﬁé@ge%‘ Fant. et ment s,

t he i nfor mat i o?HiRAER; Fripkicatipy istadapted thekesp fatky theutumber efyegistatibnl nevert hel ess

conprise sone gghitd MaddWaind®arsy diven RS Mdrb ggpnt:aghfa@vééﬂewa&%uﬁtmhbpat ion

devel oper thro&gg fong COE’TTUO?I cation means, and some other details that
wer e transni tt2BECETHCE ARMRYTAY WRjuscespil eeistration aHervrlp sisaraderadgiigtansone ot her
comuni cat i16n aneeurs, thdi@csmunt ay batishias tThias® wéventiepatiant agak oaot ed above
may be reali Zelﬂe PIN that is shared (e.g. at step 424) between the code signing authority

application and the software application developer.

[00115] As noted earlier, verification of the registration file is attempted by
the code signing authority at step 426 (e.g. by matching the client 1D and PIN

20 received with those in saved in the corresponding account record), and a
determination is made if the verification is successful. If so, then the account
record associated with the software application developer is updated to reflect a
successful registration at step 427; if not, an error message may be returned to
the software application developer at step 428. Specifically, at step 427, the

25 account record may be updated with the public key received at step 425, for
example. This public key is stored in the account record of the software
application developer in the client information database, and may be used in the
future to verify communications, including code signing requests, which may be
received from the software application developer by the code signing authority

30 application.

[00116] Referring again to FIG. 7A, after a software application developer is
successfully registered at step 420, software applications will typically then be




[00114] As a further security measure, in one enbodi ment, the code signing
authority application is adapted to keep track of the nunber of
registration attenpts nmade agai nst any given software application

devel oper's account. After a predefined nunber of unsuccessful
registration attenpts are nmade agai nst an 15 account, that account may be
disabled. This is to prevent a brute force attack on the PIN that is
shared (e.g. at step 424) between the code signing authority application
and the software application devel oper. [00115] As noted earlier,
verification of the registration file |§ attenpted by the code signing
authority at step 426 (e.g. by matching Phe client 1D and PIN 20 received

h th di rd
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account recordevalopeci ated with the software application devel oper is
updated to ref|lect a successful registration at step 427; if not, an error
nessage nmay belPEVr nedisisr 4Bhe woe Figaing r‘?ﬂh‘ﬁ%”‘l'%:"&??'tﬁ‘i’ ipsv@respesiorat step 428.

Speci fically, mm.crs*saaoﬁ\aare abhﬁ«,at?& @Q@l@p@tin ih%Ce.Qé leray*hé)&adémbatngd with the
public key recelve s stored in
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i nformation da&cabawppmwonwebeemaeweil as thbepplitattontebd sigiealr il yne

conmuni cat i O”Semﬁdﬁ%é}ﬁ I&PQSn rQBft'ﬂgs&ﬁzﬂa‘]’gﬁﬁgﬁmat idg\pe%%y be received

fromthe software a |ca|on eoer e signing authority 30
appl i cati on. [Mmeqmﬁéh%mqerﬁggna@aﬁweﬁbwhe@n tirncodgfsigaing seqesithrar e

app: l cail on depheRMEd | héin? ma%swé ubdlmatroﬁ%gélﬁ{efﬁlgﬂ\;atéﬁe%pTﬂ.%o foft\r/]\/are g
applicatio su ed for Sjgning to the code
slognl ng au?@or F‘?’(}a‘&%g?‘ﬁ t@%‘f‘miﬂls (;ed‘ﬂﬁ’l%gﬁs warg aelicainsdevelersl17] At step
430, a code S'[@B’lf@nreq\l’fgﬁh 4!4§ tﬁ@go%'e\ég;qm& aﬂﬂ}vﬁty%ﬁ;ﬂﬂgﬁ&l enf‘esvm’!t% Is a

sof tware applicat dev I'n thi € signing 5 request
may i ncl ude, f‘%ﬂdeé%aﬁﬁlf%lueﬁtﬁéceﬁeﬂ@hﬁew@Qﬂggdéildaﬂee'eﬁmﬁﬁirmaaccount of the

sof tware appl I.@g&ieﬁum @ﬂw%%ﬁlfcatlcﬂﬁd%bberaﬁ'hlglg %Pé}'doﬁa%héé)fbﬂe?ark}ﬁe signed. In
one enbodi nent nature of the software_application devel oper

acconpani es t h%pt%?f'a% hg%jﬁ]icﬁijygéﬁ’ﬁ@@ withyiRg @F?ivetdrrée@dﬁén%vw Woh® equest has
been si gned5usdigity $ipeatgetbpened aythd cattsighingdey s paifirbing thavmee key. This

account identified by the client ID has not expired, and confirming that there are a
sufficient number of credits indicating allowable code signing requests remaining
~ for that account.

[00119] If it is determined that a valid request is being made, then at step
20 450, the account record associated with the account identified by the client ID is
updated. This may comprise decrementing the number of allowable code signing
requests remaining, for example. In some embodiments, information relating to
the request may also be saved in a log, which may be stored in the client
information database (e.g. 464 of FIG. 7B) or on some other storage device.

25 [001207 At step 460, notification e-maits may be sent to addresses identified
in the account record in accordance with the settings in the account record.

- [00121] At step 470, the application is signed by the code signing authority
using the private signature key created for code signing (e.g. as created at step
410 and stored in the private key database 466 of FIG, 7B). The digital signature
30 is also returned to the software application developer at step 470, so that the

digital signature may be appended to the application that has been programmed




10 facilitates authentication of the identity of the software application
devel oper. [00118] At step 440, the code signing authority application
verifies that the code signing request received at step 430 is a valid
request made froma registered software application devel oper. This step
may conprise, for exanple, obtaining the public key associated with the
received client ID and verifying the 15 digital signature appended to the
code signing request, confirmng that the account identified by the client
| D has not expired, and confirmng that there are a sufficient nunber of
credits indicating all owabl e code signig& requests remaining for that
account. [00119] If it is determned that "a valid request is being nade,

then at step 0 , recor S iated with the account
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si gnature 30 i¥egpelisationaisited’fo t he software application devel oper at step
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digital signature to ot arties a I's step. [00122] In enbodinents
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si gnat ur es tha?'gﬂ%%ﬂﬂtﬁ%%b%opb%aﬁ'g? EENREY afoﬁdnala&ag thg mpddigahonof gning
request, and ta®oappeoplsi@tie ipitativatoéa sodpsgrifgekel @yir craatidadorlss@dipleccor di ngl y
to sign tl %B' b& BdrlaRBnAupsi &Rcégsﬂxl vér%ggt%?f]oféfjse'r ags?\}o? cg'lungrq th%t step 440
that a vali req{Jest as not been made, P

provision of some other access control mechanism.

[00125] it will be understood that steps 430 through 480 may be repeated

where multiple code signing requests are received from the same software

application developer, and that steps 420 through 480 may be repeated where
20 code signing services are provided to multiple software application developers.

[00126] While a digital signature generated by the code signing authority is
dependent upon authentication of the software application developer and
confirmation that the software application developer has been properly registered
in at least some of the embodiments described herein, it will be understood that
25 the digital signature is generated from a hash or otherwise transformed version of
the software application and is therefore application-specific. This is in contrast to
some known code signing schemes in which APl access is granted to all software
applications received from trusted software application developers or authors,
without regard to the specific application being signed. In the embodiments of the
30 systems and methods described herein, AP] access is granted on an application-
by-application basis and thus can be more strictly controlled or regulated.




10 then an error message is returned at step 480. A notification e-mail may
be sent at this step depending on the account settings. [00124] It wll be
understood that any actions taken by a user of the code signing authority
application (e.g. an adm nistrator), including the nodification of account
records or the initiation of a code signing key pair creation for exanple,
15 may be conditional upon successful verification of a user password or
upon the provision of sone other access control nechanism [00125] It wll
be understood that steps 430 through 480 nmay be repeated where nultiple
code signing requests are received from,zhe sane software application

devel oper, and that steps 420 through 4 may be repeated where 20 code

Si gni ng servi cgee PrY]id8d sbile B IILALSALLNES AR AR L gevel oper .

[00126] While a digital signature generated by e signing authority

is dependent g HRMBHEFYIYAS coTPftwaredpeliootien e e sefpysire splicdtiondevel oper and

confirmation tdatiobdidorsdfringalith PeiRkiseRnh AhuEaY Thanppidiach iP8RA spheperly
regi stered i n?y}a]th?l east sone ments described herein, it wll

of the ﬂbé)dl_ T .
be under st ood Coe SN AUty onge gﬁd ity of e gadrpioRIReAYRHATS hash or
ot herwi se t Banaftiantiealed; @nd catairodccotih éferniatiovesfenepldsea hbobecandrificd. t her ef or e
appl i cati on- spggi:fi 1S LS 1.0 Con t .£0 sone known code si.gning
schenmes in V\higﬁh%ﬁﬂg%-gg@gé@g tB;Qbr"%irz‘f ﬁé'{( 0 tllé eNSEt r\]/v%?acelnasgg%ﬂ f '? ns
recei ved from fangirmed wasieneitae sgiwareannlieniot)dydheogpae sigoing authbidy.ssnd wi t hout

regard to the taee@asfeg@er@eﬁ&ddgqgtome hBSH Weh tﬁbgaﬁgpria@pr}m@ sfape pgnts of the

30 systens and net hods described herein, APl access Is granted on an

appl i cation- bjpotaspl i catdwenehmsinsthanembdaintert aife HBIiCEILE tod digheli Yy cont r ol | ed

or regul at ed. - 7 ne_ex | e, embodi nent s descri bed
herein, t hgl%cotgggoqsel[sgﬁﬂﬁgiuﬂﬁ%ﬁg% F{’tﬁg?eivceéi%\‘ci gggﬁgg??qﬁaﬁ’gé"ngﬁﬁweééti on froma
sof t war e appl i bstead @ hagle(aslotheayise oanstormen yaysion efiheasafipde apiplipationy is equest .

That appl i cat i @Beiley ilh&Re fé&cﬁ%ingbé!qﬁe@f?wﬁ%%esﬁﬁ%ﬂihggb@%ﬁtd&%ﬂgﬁ bg%ﬁe the

identity of the c de[\ signing requestor is 5 authenticate ertain
account i nf or n'ﬁ'f"?"g‘ha 8f e"ﬁ' eOtE%dtﬂ?g‘stf‘%FOC’r‘?a?@”H‘éé‘ch%ﬁyi fyckas thespdAg of the
appl i cation t ygiptediby develeplriisiséiiier gerplealsingithe kame Raghhg(doritih@emi se
author i 1y Snde pAE SRR RS RS Ae Boh a8 e S REE opr i at e
private signathkees réegjved by @126} silingaethority for siputdefhedrablodamtben , t he
appl i cation tosBGed kdARuRYerification) be encoded using the appropriate private key by
the code signing authority. Since the original application is never received by the
code signing authority in this embodiment, software application deveibpers need
20 not fear disclosing confidential algorithms or data. Furthermore, the code signing
authority may benefit since any risks associated with the applications may be left
to remain with the software application developers. The code signing authority
would then typically be under no obligation to check or verify code integrity, or to
ensure that privacy policies are adhered to, for example, since it never receives
25 the actual applications that it would sign. This technique also reduces the amount
of data that the code signing authority application needs to handle when
processing code signing requests.

[00129] The steps of one or more of the methods described herein may be
provided as executable software instructions stored on computer-readable media,
30 which may include transmission-type media.

[00130] The invention has been described with regard to a number of
embodiments. However, it will be understood by persons skilled in the art that




10 the code signing authority is not received as part of the code signing
request. Instead, a hash (or otherw se transfornmed version of the software
application) is received with the code signing request, where the hash has
been generated by an individual or entity other than the code signing
authority, such as the software application devel oper hinself for exanple,
using the sanme hashing algorithmthat 15 the code signing authority would
have ot herwi se used had the actual application been received by the code
signing authority for signing. The hash can then (subject to account
verification) be encoded using the apprggrlate private key by the code
signing authority. Since the original application is never received by the
code signing i i vel opers
need 20 not fgéa%é}%gc Sbésrlmné]mc'%ﬁ %gﬁéts{%%a s‘@{hlg'}mrnga&pgodé fQ3 rtcﬁer nor e,

t he code si gnltﬁ@'”%ﬁl"ﬁ@ﬁﬁ?%‘*ﬁﬁﬁ“@éﬁé‘ﬁﬁ @Dpﬁhfiﬁﬁélemw risks associated with the
applications may be left to remain with the software application

devel opers. The code signing authority would then typically be under no
obligation to check or verify code integrity, or to ensure that privacy
policies are adhered to, for exanple, since it never receives 25 the actual
applications that it would sign. This technique al so reduces the anmount of
data that the code signing authority application needs to handl e when
processi ng code signing requests. [00129] The steps of one or nore of the
met hods descri bed herein may be provided as executabl e software
instructions stored on conputer-readable nedia, 30 which nmay include
transm ssion-type nmedia. [00130] The invention has been described with
regard to a nunber of enbodi nents. However, it will be understood by
persons skilled in the art that -39- other variants and nodifications may
be made wi thout departing fromthe scope of the invention as defined in
the clai ns appended hereto. -40- Clains: 1. A nethod for providing code
signing services, the method conprising the steps of: creating (414) at

| east one public key and at | east one corresponding 5 private key;




depl oying (415) each public key to protect at |east one sensitive APl and
storing (415) each corresponding private key; registering (420) at | east
one entity for code signing services, wherein the identity of each entity
is authenticated, and wherein an account record for 10 each registered
entity is created; receiving (430) a code signing request froma requestor,
said requestor being an entity registered at the registering step, wherein
the code signing request conprises an object that the requestor is
requesting to have signed wth a select private key of said at |east one
private key created; 15 digitally signl ? (470) the object, wherein a
digital signature is generated using sa d select private key; and
transmtting (&Z@s said digital signature to said requestor. 2. The nethod
of claiml1, each of said at |east one entity is a software
application dey eéa&§1 20 3. The nmethod of claim1l or claim2, wherein the
object is a soft og I Ardding Gpde signingsarvices: fscmethodeosmrising ie ¢l ai m 2,

wherein the objtgstofi s a hash of a software appl ication, said hash

db h - hi h h hod of
one of ol ai e 1 tocaia it oty BREEPpRl ARl e pstgertiir i sos

val i dating &redit @WK%fornatl on assom ated with each entity to 25
authenticate the i ngw ¥4 #4) eﬁaﬁpl.rbﬁéQt%ptB'pyo?ec‘FQ@IéésYoneﬁsenIh\?e ATIEItJPlgd of any

one of clains 1t erein the codé signing request received fromthe
requestor further E@Wiﬁ‘i“%@seaﬁh%‘&eéﬂféﬂdmgd}“t’%k§¥sgnature the second digital

si gnat ure associ at egiswiring (twogatnmueﬁ émlty f&nﬂad&\/@@ﬁ:ﬂg Berlibss, WRbRAAhe 41-
further conprises Rei

rlf seco |taI SI re before
the signing and trant}st’&8 %’Cher% \ég{hg?tg %&?'Bjr 69'“ Y acpRunt ‘ioﬁ'% 4" of any one
of clains 10to 6, ﬁ%nhtrh@ﬁe'@dwphtv&m@tedae step of providing a user

i nterface, wherei n,egg,\,,qg %@@Mb&ﬁe dérﬁrﬁffe &S@pgﬁ%g?o; ﬁ&glm\ﬁgeé feut 5 from

a user, wherein sajd Is used to popu account record of
one or nore regist B‘i"%a ?H‘i“t legistereg at thedegiptetnsistert, whprgindhey codgisignisgn t he
i nput conprises e- reuést ﬂﬁthpfisleﬁaﬁ b@j@ct tige el rBQﬁastoal&deqM%Qﬂ'r%ltB hhResigiel hod
_f urther conprises ¢ rhea sélgca private Eey of g d gt ieagt one private key created;
15 digitally signing (470) the object, wherein a digital signature is generated
using said select private key; and

transmitting (470) said digital signature to said requestor.

2. The method of claim 1, wherein each of said at least one entity is a software
application developer.

20 3. The method of claim 1 or claim 2, wherein the object is a software application.

4. The method of claim 1 or claim 2, wherein the object is a hash of a software

application, said hash generated by the requestor using a hashing algorithm.

5. The method of any one of claims 1 to 4, wherein the registering step (420)
comprises validating credit card information associated with each entity to
25 authenticate the identity of the respective entity.

6. The method of any one of claims 1 to 5, wherein the code signing request
received from the requestor further comprises a second digital signature, the

second digital signature associated with the requestor, and wherein the method




e-mail notification when said registering step is performed, if required by
said e- 10 mail notification settings. 9. The nmethod of claim7 or claimS8,
wherein the input conprises e-mail notification settings, and wherein the
met hod further conprises the step of sending (460) an e-nmil notification
when said code signing request is received, if required by said e-nai
_hotification settings. 15 10. The nethod of any one of clains 7 to 9,
wherein the input conprises e-mail notification settings, and wherein the
met hod further conprises the step of sending (460) an e-mail notification
upon the occurrence of at |east one of gn_error and irregul ar behavior, if
required by said e-mail notification setglngs 11. The nmethod of any one of

claims 7 to 1 ses a ex and wherein
the object i SOanN\%??gﬁP&ergréestééﬂaW%nf?ﬁ Si g%?nﬁéingst?lesr?ngﬁ] %/Bl?f?rettme expiry date
has not passedﬂgmfm a”ﬁﬁ@nﬁ@ﬁh@@t&ﬂﬁamrbn@daf claims 7 to 11, wherein the

i nput conprises a nunber of allowable signing requests, mhereln t he obj ect
is digitally st.gnedmethod hEanyfbhgﬁfcfl@msﬁa@ﬁqﬂﬁthéricémiﬁrﬁﬁxgﬁm&ﬁ ofof all owabl e

signing reques hat t here 25 n guests
remai ni ng, an r\?\)ﬁ %‘1’] ES‘% c? hYFTFR S ﬁ@?e”'ﬁﬁ"?ﬂ’fﬁﬁsaégp’ieﬂi %F eg‘Bf"ﬁupdati ng
t he nunber &f fsinh awedl ‘ehes“e:gﬁald@wéaquesib papulate (430¢ thesicgminhgestiep i s

perforned. 13.,0Ehe niBRt RQRtedd SHeOne of clainms 1 to 12, wherein a random
data service pr ovi des random data used to create the at | east one public

key and the atg ﬁgst n [ es ond| rivate t t he creating
step (414), and Wne'ing a"ﬂ\fﬁhﬂem@ gg@"‘t‘%ﬁ’éeé‘?%ﬁét' ALt er mi ni ng
(411) the ranctiﬂﬁmesanudnlereurythefnetﬁmefwrmedcnmprdesmesmpdfshrslpnbafgﬂa)lganZ) an
i ndi cator of tt—b?naﬁ ﬁ&ﬁi%ﬂ?}ﬁ%eﬂgéb il stérﬁ\P%tegﬁﬁer%%%f if & qéjurQQBS}’éa?ééO” of the

creating step (414). ter-

i nstructiord fHal T%'F?@PW??@"QShe steps of the nethod as cI aimed in any of
the preceding clainms, wherein said instructions are executable on a
conputing devi ¢ eTheliBethad efyminamdroiainpa onoﬁedéim@e&rqni&mhmj:aémmer Vi ces,

COMPrising a pidhibn Keings! & Ge"nﬁﬁ%jéej odThiMer BiknhsB Hedhdo'of Of Private

keys, a client I nformati ase orlng plurality of
account recor d¥ndigg o) @'b@l@aﬂ |ng?ﬁ0ﬁ@>narmen@aidtc9demmmg;@nueahIs received, if

required by said e-mail notification settings.

15 10. The method of any one of claims 7 to 9, wherein the input comprises e-mail
notification settings, and wherein the method further comprises the step of
sending (460) an e-mail notification upon the occurrence of at least one of an

error and irregular behavior, if required by said e-mail notification settings.

11. The method of any one of claims 7 to 10, wherein the input comprises an

20 expiry date, and wherein the object is digitally signed at the signing step only if the
expiry date has not passed.

12. The method of any one of claims 7 to 11, wherein the input comprises a
number of allowable signing requests, wherein the object is digitally signed at the
signing step only if the number of allowable signing requests indicates that there

25 are allowable signing requests remaining, and wherein the method further
comprises the step of updating the number of allowable signing requests after the
signing step is perforred.

13. The method of any one of claims 1 to 12, wherein a random data service
provides random data used to create the at least one public key and the at least




(452) which, when executed on a conputing device, perfornms the steps of the
nmethod as clainmed in any one of clains 1 to 13. 16. The system of claim 15,
further conprising a user interface (468) for receiving input froma user
to facilitate managenent of said account records. 111

-42-

one corresponding private key at the creating step (414), and wherein the method
comprises the steps of determining (411) the randomness quality of the random
data, and displaying (412) an indicator of the randomness quality to a user prior to
completion of the creating step (414).

5 14. A computer-readable medium comprising instructions for performing the steps
of the method as claimed in any of the preceding claims, wherein said instructions
are executable on a computing device.

15. A system for providing code signing services, comprising a private key store
(466) for storing a plurality of private keys, a client information database (464) for

10  storing a plurality of account records, and a code signing authority application
(452) which, when executed on a computing device, performs the steps of the
method as claimed in any one of claims 1 to 13.

16. The system of claim 15, further comprising a user interface (468) for receiving
input from a user to facilitate management of said account records.




