
1/18

network 300

400

User

200

100

Authentication 
request

Service 
access
client

Authentication 
request

Encrypted service 
communication

Encrypted service 
communication

Response 
data

FIG. 1 



2/18

Certification 
center 600

700

Blockchain network 500

Node 510 ...

Blacklist

Client node

110

Query request

User

FIG. 2 



3/18

Processor 410

440

Output 
apparatus 431

Input 
apparatus 432

User interface 430

Network 
interface 420

Memory 450 Operating System 451

Network communication module 452

Presentation module 453

Input processing module 454

Service communication apparatus 455

Receiving module 4551

Terminal 
device 400

Verification module 4552

Determination module 4553

Sending module 4554

Connection control module 4555

FIG. 3 

Receive an authentication request sent by a service access process
101

Perform synchronous verification processing on the service access process, and 
perform asynchronous verification processing on the service access process

102

Determine service key information allocated for the service access process according 
to a synchronous verification processing result of the service access process

103

Send the service key information to the service access process so as to perform 
encrypted service communication with the service access process based on the 

service key information

104

Control a communication connection used for bearing the encrypted service 
communication with the service access process according to an asynchronous 

verification processing result of the service access process

105

FIG. 4A 



4/18

Receive an authentication request sent by a service access process

101

102

Determine service key information allocated for the service access process 
according to the synchronous verification processing result of the service access 

process

103

Send the service key information to the service access process so as to perform 
encrypted service communication with the service access process based on the 

service key information

104

Control a communication connection used for bearing the encrypted service 
communication with the service access process according to the asynchronous 

verification processing result of the service access process

105

Perform synchronous verification processing on the service access process, and 
perform asynchronous verification processing on the service access process

Take a matching result between a process path of the service access 
process and a set security directory as a first verification processing result

201

Verify the signature information about the service access process to 
obtain a second verification processing result

202

Determine a synchronous verification processing result of the service 
access process according to the first verification processing result and the 

second verification processing result

203

Periodically match process information about the service access process with 
a process information blacklist, and take the obtained matching result

as an asynchronous verification processing result of the service access process

204

FIG. 4B 



5/18

Receive an authentication request sent by a service access process

101

Perform synchronous verification processing on the service access process, and perform 
asynchronous verification processing on the service access process

102

Determine service key information allocated for the service access process according to a 
synchronous verification processing result of the service access process

103

104

Control a communication connection used for bearing the encrypted service 
communication with the service access process according to an asynchronous 

verification processing result of the service access process

105

Send the service key information to the service access process so as to perform encrypted service 
communication with the service access process based on the service key information:

Encrypt the service key information according to a public key in the 
authentication request.

301

Send the encrypted service key information to the service access process ,
so that the service access process decrypts the encrypted service key 

information according to a private key

302

Receive a service request sent by the service access process; wherein the service request 
includes a key identifier and request data encrypted using symmetric key

303

Query a symmetric key corresponding to the key identifier in the service request in the 
distributed symmetric key

304

Decrypt the encrypted request data in the service request according to the 
queried symmetric key

305

Perform response processing on the request data obtained by the decryption 
to obtain response data

306

Encrypt the response data according to the public key, and send the encrypted 
response data to the service access process, so that the service access process 

decrypts the encrypted response data according to the private key

307

FIG. 4C 



6/18

Receive an authentication request sent by a service access process

101

Perform synchronous verification processing on the service access process, and 
perform asynchronous verification processing on the service access process

102

Determine service key information allocated for the service access 
process according to a synchronous verification processing result 

of the service access process

103

Send the service key information to the service access process so as 
to perform encrypted service communication with the service 

access process based on the service key information

104

Control a communication connection used for bearing the encrypted service 
communication with the service access process according to an asynchronous 

verification processing result of the service access process

105

Receive a credential request sent by the service access process; wherein the 
credential request is sent by the service access process when intercepting a 

service request of an application process, and a destination address 
of the service request is an address of a service server

401

Perform synchronous verification processing on the application process
402

Determine a service credential and a gateway address allocated 
for the application process, and send the service credential and the 

gateway address to the service access process according to the synchronous 
verification processing result of the application process, so that the 

service access process sends the service credential and the service request 
to a service gateway corresponding to the gateway address

403

FIG. 4D 



7/18

Security clientService access 
client

501. Authentication request 502. Perform
synchronous

verification processing 
on a service access 

process

504. Determine the
allocated service key

information according
to a synchronous 

verification processing 
result for the service 

access process
505. Send service key

information to establish
an asynchronous 

verification processing 
result of an encrypted 

service communication

506. Control a communication
connection used for bearing

the encrypted service 
communication according to 
the asynchronous verification 

processing result for the 
service access process

Security server

Notify to perform 
asynchronous 

verification processing 503. Perform
asynchronous
verification 

processing on the 
service access 

process

Service key information

for the service 
access process

FIG. 4E 



8/18

Save settings

Search service system

Search application packet

Strategy management

Account tree
Network-wide account

test
testgroup

lemon

Trusted application configuration

Application packet

Any application

Any application

Operating System

Windows

Mac

Inheritance

Windows Mac

Service system configuration

Service system

All urls

Inheritance

FIG. 5 

Confirm

Process details (process information)

Process name:

Operating system:

Signature 
information:

Version:

MD5

SHA256

xxmeetapp.exe Application name:

Windows Manufacturer: xx Corporation.
All rights reserved

Test results: Unknown

xx conference

...

1.5.8.456

005C04E9AD...

7dc65bf07879e...

FIG. 6 



9/18

Please enter...

Add gateway Delete in batches

Query

Security 
manager

Zero-trust 
gateway

Service 
system

Application 
management

Strategy 
management

Details 
about data

Access user 
management

Gateway:

Gateway name Gateway setting

Gateway 1 45.45.45.45:45

123.123.123.123:123

9.134.236.111:9443

9.134.235.68:9443

9.134.236.111:9443 9.134.235.68:9443...

Gateway 2

Gateway 3

Gateway 4

Gateway 5

FIG. 7 



10/18

Gateway 4

9.134.235.68 9443

Please enter IP 
group name Please enter start IP Please enter end IP Add

ConfirmCancel

+ Add

Edit zero-trust gateway

*Gateway name

*Gateway setting

00000 0.0.0.0 255.255.255.255 Delete

OperateIP group IP segment 
start address

IP segment 
end address

Clients in the following IP segments preferentially access the gateway (optional):

IP address: Port number:

FIG. 8 



11/18

Security 
manager

Zero-trust 
gateway

Service 
system

Application 
management

Strategy 
management

Details 
about data

Access user 
management

Please enter the 
service system

Please enter domain 
name, IP, port Start time ~ End

Add system Copy system Deletion in batches

System 
combination Service 

system:
Creation 

time:System 
combination 1

System 
combination 2

System 
combination 3

Service 
system Type IP/domain 

name Port Gateway that can access to 
the service system

Domain 
name

Domain 
name

Domain 
name

Domain 
name

*.xitong1.com

*.xitong2.com

*.xitong3.com

*xitong4.cn

All ports

All ports

All ports

All ports

Gateways 1 and 2

Gateway 3

Gateways 3 and 4

Service 
system 1

Service 
system 2
Service 

system 3

Service 
system 4 Gateways 3 and 4

FIG. 9 



12/18

Example: 127.0.0.1

ConfirmCancel

Newly-added accessible service system

*Service system:

*Category:

*IP:

+ Add IP

Example: 8000

+ Add  port

IP

*Port: All ports Specified port

FIG. 10 



13/18

ConfirmCancel

Newly-added accessible service system

Gateway that can access to the office system

4 selected          unchecked

Zero-trust gateway list Zero-trust gateway IP

Gateway 1

Gateway 2

45.45.45.45:45

123.123.123.123:123

Gateway 3 9.134.236.111:9443

9.134.235.68:9443Gateway 4

FIG. 11 



14/18

ConfirmCancel

Newly-added accessible service system

Accessible gateway group ordering

Order Zero-trust gateway list

Gateway 1

Gateway 2

Gateway 3

Gateway 4

FIG. 12 



15/18

Save settings

Search service system

Search application packet

Strategy management

Account tree
Network-

wide account
test

123

Trusted application configuration

Application packet

Any application
Any application

Operating system

Windows

Mac

Inheritance

Windows Mac

Service system configuration

Service system
System combination 1

Inheritance

testgroup

Mac

Windows
Windows

xx office software
xx text message

Resume inheritancexx conference

System combination 3

Resume inheritanceSystem combination 2

Unherited parent 
group strategy

Unherited 
parent group 

strategy

FIG. 13 
Security client

Two-
dimensional 

code

Log in first, and start your zero-trust office work

Account not 
logged in

Scan code to log in Account log in

Fast login

Not logged in

Zero-trust 
office

Virus 
checking 

and killing
Compliance 

test

Bug fixes

Computer 
tools

Trusted application 
not configured

Under office security 
real-time protection

Compliance 
strategy not 
configured

FIG. 14 



16/18

You are connected to the intranet of the company 
and have access to internal resources

Account 
logged in

Trusted software 
configuredlemon user

Zero-trust 
office

Virus 
checking 

and killing

Compliance 
test

Bug fixes

Computer 
tools

Under office security real-time protection
Protection strategy is on, and the anti-virus protection 
engine provides ongoing protection

Real-time 
protection strategy

Anti-virus 
protection engine

Security 
reinforcement 

strategy

Application entry protection

Desktop icon 
protection
Download 
protection

File system 
protection
Drive 
protection

Camera 
protection
Webpage 
firewall

Registry 
protection
Hacker intrusion 
protection

Process 
protection

USB flash 
disk 
protection

Security client

System bottom protection

FIG. 15 

You are connected to the intranet of the company and can 
access to internal resources

Account 
logged in

Trusted application 
configuredlemon user

Zero-trust 
office

Virus 
checking 

and killing

Compliance 
test

Bug fixes

Computer 
tools

Trusted application configured
Trusted applications and access rights have been 

configured based on your identity rights

Trusted 
applications

Intercepted 
applications

Security 
reinforcement strategy

Compliance 
strategy not 
configured

Under office 
security real-

time protection

xx conference

Security client

FIG. 16 



17/18

Service communication system

Access 
subject

Access 
objectUnified portal

FIG. 17 

Strategy 
center

Ticket 
center

Test 
service

Security 
client

Access
Proxy

Security server

Cloud 
server

Service 
server C

Service 
server B

Service 
server A

Ticket 
replacement

Process test

Ticket 
checking

Check 
result

Ticket
Request for 
forwarding

Verify and 
forward the 

request

Ti
ck

et
Re

sp
on

se

Re
qu

es
t

Ti
ck

et

Intelligent gateway
(Zero-trust gateway)

Conference 
application

Mailbox 
application

...

Terminal device

Service system

FIG. 18 



18/18

Security
client

Access 
proxy

Cascaded 
deployment 

cluster

Server 
Node 1

Server 
Node 2

Master control server

Configuration 
request

Configuration 
response

Ticket request

Process 
communication

Ticket, maximum number of 
times ticket is used, effective 

usage duration of ticket,
gateway address (IP address 

or domain name: port)
Gateway 
server 1

Gateway 
server 2

Gateway 
server 3

Gateway 
cluster

FIG. 19 

Policy 
center

Ticket 
center

Test 
service

Cloud 
server

Security
client

Access 
proxy

Security server

Blocking 
connection

Asynchronous 
testCharacteristic 

acquisition
Interface 

invocation
7

1 2
3

6
5

4

FIG. 20 


