8 MAY 2006 SPECI FI CATI ON SYSTEMS AND METHODS FOR AUTHORI ZATI ON OF DATA
STRINGS BACKGROUND OF THE | NVENTI ON Hand- hel d data processing devi ce% l‘\'m tzla
data entry and display functions are increasingly used in nunmerous Y 1006
situations. Well-known exanples of such devices include cellular telephones
and "personal digital assistant"™ (PDA) devices. As greater processing 10
power and decreased device siz& BDECOIEIGAL F@ddi | y avail abl e, the use of
hand- hel d data processing devices in nedical, health care, financial,

engi neering and other settings will becone increasingly w despread. The

ef fecti ve enisyeivdsREYEeNSS POR ADTHAZATIBACSEI5ARA enchtier! ay of

such data ar -

devi ces. Various drawbacks, however, exist in the data entry and display 15
provi ded by the currently avail abl e hand-hel d data processors. Particularly,
t he SnalBAGKGROUDD QHEHE BYRNTIO® d devi ces often conplicates the entry of

data vi a al phanuneric keypad, keyboard or touch screen. Various nechani sns
for user entry of al phanuneric characters have been enpl oyed in hand-held

devi ces. One Fuifethed®BALR PFotesingd\devides With! diea &ty Ad display functidisRfe” keyboard

on the device display, as occurs in many PDA devices.” The full keyboard is
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necessary for data entry. 25 Another approach to, data entry has been use of
a convemprocessang dediens hinmedical, hhathenee, ifmakaylp angintezingi and wihier sgitisgsowdk si ng or

actuation of an indiyvidual ke |1 . cycli t hrough eqch of. several

har act Sreote Bgmennaly Widereats Thasepive il ate Ry sars a8 the @pid oy | <
initial Qnlavaf d r HHM oS40 5 vi ce di spl ay.
30 Pr es?}/orﬁjggﬁg;ﬁgi @?%g@o%égu??%ﬁ%hagﬁges taﬂE&%s?g%%%%%%t%éE%ﬂﬁA,,’ while a
third ppexsismg dévitese Vatipls dmywbadsuhewevien, ediss pi thy dafa emtryBhd despthyso on. Wi |l e

thi s_approach .allows datfa entry w relatively small al phanuneric
keyE%d, %f‘ﬁ’égegrhyr'beS?rrgﬁltyiW&q%qléﬂ%f}c{‘gqlgﬂﬁtﬁ@ﬁ%ﬁ?@r%ynbol can require as nany
as four presses of a key to obtain a desired character. The entry of

al phanunmeric strings in this manner is not intuitive and is difficult for
un-trai ned u®erticularly, the small size of such hand held devices often complicates the entry of

data via alphanumeric keypad, keyboard or touch screen. Various mechanisms for user entry
of alphanumeric characters have been employed in hand-held devices. One such approach

20 has beeﬁ the use of a full "QWERTY" keyboard on the device display, as occurs in many
PDA devices. The full keyboard is familiar to most users, and the pressing or actuation of
only a single key is needed to enter and display the corresponding alphanumeric character.
Display of a full keyboard on a small device, however, requires that the individual keys or
buttons be very small, and the use of a stylus is necessary for data entry.

25

Another approach to data entry has been use of a conventional telephone

alphanumeric keypad wherein multiple pressing or actuation of an individual key allows
cycling through each of several characters associated with the key. For example, when the
"2" key is initially pressed, a "2" is correspondingly displayed on the device display.

30  Pressing the "2" key again changes the displayed "2" to an "A", while a third pressing of the

_ "2" key results in display of a "B", and so on. While this approach allows data entry with a

relatively small alphanumeric keypad, the entry of an individual alphanumeric symbol can
require as many as four presses of a key to obtain a desired character. The entry of

alphanumeric strings in this manner is not intuitive and is difficult for un-trained users.



1 8 MAY 2006 Further, many tel ephone keypads do not provide for the "Q' and
"Z" characters, and entry of these characters nust be accommobdated by
pressing a conbination of two or nore keys or by other data entry AY 2006
arrangenent. 5 Still another approach to data entry has been to provi geM
different portions of a display on different screen inmages, wth a button
or key provided to allow switching between the multiple screen inmages. For
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of the cﬁ)sﬁh@lydm{rémgedrfyngéﬁeﬁtpur such screens are often required for a snmall
di splay. "'The entry of al phanunmeric strings can be quite conplex and tine
consum ng due to the necessity of sw tching between screens. Another
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i n sof t vmuléplevsiaieeh imagese [Fat exahple,sd firat sunekn mayiod used te displagi@anmbes, while

conput atiqnal overhead. One approach to faster cal cyl ation has been
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a' 16-bi t CI;SC)., An even faster technique ytilizes a CRC circuit enbodied in
har dwar €21 bg gBitéepmpiek And tmg songimiag due i MR FEceshity Srawitchinghebliesn sScReNtiat a
stream witing each byte to the CRC circuit 25 which perforns the division
algorithm Wile use of a CRC circuit increases speed, the overhead of the
sof t war e | oopAmmalerstpbhanteghsideratia imtthe eparatiomef Hradihelbdad plocessinigor | ar ge
streans of data. Still  another consideration in hand-held data processing
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to a di ay “controller y I'n ves a software-exec op t hat

I ncr enmemplenientaddly d dieistont Pgdrithmtemtsidiedcimsoftwade] which ibydlatively dowian® to t he
di splay.controller.  This ar r_anglerrent I s slow for pixel-based displays, as
many by {R!YRSPnYderablgicppyiatigpaloveread.

One approach to faster CRC calculation has been through use of a software lookup
20 table in conjunction with AND and XOR operations to perform the equivalent of the division
algorithm. This technique is still relatively slow for large data streams, and requires a
significant amount of memory to store the look-up table (e.g., 512 bytes for a’16-bit CRC).
An even faster technique utilizes 2 CRC circuit embodied in hardware, together with a
software loop that increments through the data stream, writing each byte to the CRC circuit
25  which performs the division algorithm. While use of a CRC circuit increases speed, the
overhead of the software loop can still require relatively long periods of time for large

streams of data.

Still another consideration in hand-held data processing devices is the time associated
30  with writing data to the device display, which is typically a pixel-based liquid crystal display
(LCD). Data output to a display controlier typically involves a software-executed loop that
increments through the output data stream, writing a byte at a time to the display controller.

This arrangement is slow for pixel-based displays, as many bytes must generally be written



2 8 MAY 2006 in order to draw an al phanuneric character or icon on the

_ display, and the overhead of the software loop is increased by each ByMA 2005
that is thus witten. Many work environnents require that multiple users
have access to hand held data 5 processing devices, and validation of

aut hori zed users is yet another inportant consideration in the design and
oper at i o w@derso diawl@yvalphamumenie chhrandaocicos oh theadispliyrand siey oveptidad af then i s
entry of an identification (1D) character string by the user. The entered
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array or list in the device nenory. The software searches through the |ist
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match is foungafy watk édvidoRfhehistéquite thitdh@dpRlustRAave Sccei@dURhGdeld it | st s
typically arranged in sort order, and a binary search is perforned. String
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conpar i sypicdlbrarramged mudoltentere ad obinaritseanch ésparforined.e Strirgcos@parisdn asthist hese
needs, as well as others, and generally_overcones the deficiencies found in

the badRMELMAVEYS: CRTeaipRIRIBGMaRECf RIGEQTY BNaTdhe ArTBoRZeT S tNEN des
appar al Werd TER(R 1886 a8 HeSifnd Rheth Bﬂgg%ﬂ%eﬁ&p@tls,ﬁtcgg%%,wﬂmm of data

strings. The apparatus the T™hvention npri se, terns; a 30
menory oxtht & 18 cigpracteartmaxdnium Ishgth requyret 72,000 dyteslaFayharhthe kimeadegeisedefac h

corresponding to a data string representing. an authorized identifier; and
stotsd 5%@%%%@0%?{?%@@%@“&%%@53 tapeth, can boavitRlong BB ESRILILI ue
for ad ' 2 horization to the stored list of cyclic
redunda%%%téﬁggﬁaeg%@c%ﬁ%%yg% ne validity of the cyclic redundancy

There is accordingly a need for hand-held data processing devices and methods that
allow quick and easy entry of alphanumeric characters by users, that provides for rapid error
20  checking of data during operation and rapid writing of data to a display, and which provides
for rapid character string comparison for user authentication. The present invention satisfies
these needs, as well as others, and generally overcomes the deficiencies found in the

background art.

25
SUMMARY OF THE INVENTION

The invention provides apparatus, methods and systems for authorization or
authentication of data strings. The apparatus of the invention comprise, in general terms, a
30 memory containing a stored list of cyclic redundancy check values each corresponding to a
data string representing an authorized identifier; and stored programming configured to
compare a cyclic redundancy check value for a data string subject to authonzation to the
stored list of cyclic redundancy check values and determine validity of the cyclic redundancy

check value for the data string subject to authorization. The data strings repfesenting the



check value for the data string subject to authorization. The data strings
representing the 3 8 MAY 2006 authorized identifiers may conprise datﬁNMYZ%E
representing al phanuneric character strings indicative of authorized users.
The data string subject to authorization nay conprise a user- entered

I dentification string of al phanunmeric characters. The apparatus may further

conpr i seuthokesdridnoRas atdy\cohprico tth eehré@nting alphamumyerindhaaoet siginged f or
inputting the user- entered identificatiaon stri ng. " The nmenory may
addi t i onedicaive siprihorzed eneesd Phealgtasinng spbiecd te AYleEAtion MRay COMPEISR 28§t i ¢
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conprise a direct menory access controller operatively coupled to

menofy, eatersgdddentifraatiom stzingy Toh ewimary nayiaddisionaldy conapryse starap pegranuminge di r ect
menory access controller, wth the direct nmenor ccess .controller
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configured to calculate a Check value” 15 for the data stream The apparatus
may f ur stmmgs.conpri se stored programm ng configured to seed the cyclic
redundancy check circuit with selected initi-al values, stored progranm ng
configured to set up the direct nenory access controller with a source

addjgss for grgem BmbsdikRam (R agﬁaaéug?ﬁd s §af<ﬁfeffﬂ@mg§££c§§sr eam and

a size for t stream an ore rogra ng configured to Initiate
t r ansf ecomifollehepetati velg towgded toythe hrenbry, @atyclie ratuydancy ebeck2frcanoperatively from

the nmenory to the cyclic redundanc heck circuyit. The apparatus may
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address for the display data stream 30 stored programm ng configured to set
up the 78R W‘?né’éé@é%fioég?ﬁ‘f%q §tgqanwa{uﬁaélz§ errtgg%ata stréam, and stored

programming configured to initiate transfer of the data stream by the direct memory access
20  controller from the memory to the cyclic redundancy check circuit. The apparatus may

additionally comprise stored programming configured to read the calculated cyclic

redundancy check value from the cyclic redundancy check circuit, and stored brogramming

configured to store the calculated cyclic redundancy check value in the memory.

25 In still other embodiments, the apparatus may also comprise a display controller
operatively coupled to the direct memory access controller, with the direct memory access
- controller configured to transfer display data from the memory as a display data stream to
the display controller. The apparatus may still further comprise stored programming
configured to set up the display controller with a display address for the display data stream,
30 stored programming configured to set up the direct memory access controller with a source
address for the display data stream, a destination address for the display data stream, and a
size for the display data stream, and stored programming configured to initiate transfer of the

display data stream by the direct memory access controller to the display controller.



address for the display data stream a destination address for the display

- data stream and a size for the display data stream and stored pro.grwiﬂ[%
configured to initiate transfer of the display data stream by the diIB
menory access controller to the display controller. 4 8 MAY 2006 The subj ect
met hods conprise, in general ternms, creating a list of cyclic redundancy
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redundancy check values fromthe first conplter to the second conputer. The
conpar i rgbjeattocuthwrization. SEwrarbating thdbstlof syclwfredymslancy chedlvdlancnagbeck val ues
for a match with the cyclic redupdancy .check value for the data string
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BRIEF DESCRIPTION OF THE DRAWINGS

20 The invention will be more fully understood by reference to the following drawings,

which are for illustrative purposes only.
FIG. 1 is a schematic tllustration of a keypad in accordance with the invention.

25 FIG. 2A through FIG. 2H illustrate the entry of an alphanumeric character string on
the keypad of FIG. 1

FIG. 3 is a functional block diagram of a data processing device in accordance with
the invention,
30
FIG. 4 is a flow chart illustrating the transfer of data from a direct memory access

controller to a CRC circuit in accordance with the invention.



controller to a CRC circuit in accordance with the invention. 5 8 MAY 2006

- FIG 5is aflowchart illustrating the transfer of data froma direct AY 2008
menory access controller to a display controller in accordance with tan@
invention. FIG 6A is a flow chart illustrating the creation of a |ist of

aut hori zed check words for 5 al phanuneric character strings. FIG 6B is a
fl ow chart i|Fistriaaifloy ehaet iustpsing shentrasfsfeg of dptie dramme directonemnerytaseess st ri ng
to the I s% ﬁf taut orli zed cﬂec.k vvorgs. 1OID§TAI LEE DESCRI PTI ON OF THE

| NVENTI GPERHE: @ & isplay gqnirofley i Astioraanee ety le IDYEROANs |t her . it shoul d be
understood that. the invention is not limted to the particular enbodi nents
of the invention described below, as variations of the particular :
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claings. [t is also to be understood that the term nol ogy enployed is for the
pur pdse AJPIYRERF CRAARICIMARS Ul ar enbodi ments, and is not intended to be
limting. Instead, the scope of the present invention will be established
by the appended clains. Any definitions herein are provided for reason of
clarity, and FHGuRlisrofiowbeha0ilhenatimethe domparisoridf iarajphahtmetiecluraced  and
scientific terps_used herein are intended to have the sane neani ng as
cormmonl ipgderthe el pythergedehesk 4osdsy skill in the art to which the

i nvention pertains. The terns "al phanuneric character” and "al phanuneric
synbol " and grammatical 25 equivalents thereof as used herein neans any
nunmg0al , al phabetic | ett PETAMEBEIISKIdRETION OF ThB INvENTIONSY| | abi ¢ synbol , text
synbol, math synbol or any other synbol which may be used in the entry of
data froma keyboard or keypad by a user, or binary data corresponding to

or representi Mﬁ&i‘. F e QQM%E“ gy de, by
way of exarrp#hg?[te:lg?ran a f)lﬁgzﬁg?ﬁ ﬁe‘%é %@seﬁq rabi lé sﬁ\%‘%@?’é?g&&gﬁgd %)Ht}?lt:}téuat I on
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al phanuner.i ¢ cggr acters may. be entered by a user_ via nvent i onal  user
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6 of describing particular embodiments, and is not intended to be limiting. Instead, the scope

of the present invention will be established by the appended claims.

Any definitions herein are provided for reason of clarity, and should not be
20  considered as limiting. The technical and scientific terms used herein are intended to have
the same meaning as commonly understood by one of ordinary skill in the art to which the

invention pertains.

The terms “alphanumeric character” and "alphanumeric symbol™ and grammatical
25  equivalents thereof as used herein means any numeral, alphabetic letter, monosyllabic
symbol, polysyllabié symbol, text symbol, math symbol or any other symbol which may be
used in the entry of data from a keyboard or keypad by a user, or binary data corresponding
to or representing the same. Exemplary “alphanumeric characters” include, by way of
example, roman alphabet letters, Arabic numerals, and punctuation symbols such as

30 "periods", "commas”, "hyphens" and the like. The alphanumeric characters may be entered

by a user via conventional user input, or may be embodied in stored binary data.

The invention provides devices and methods for fast, easy and efficient use of hand

held data processing devices. Hand held computing devices often have only small keypad



8 MAY 2006 and display areas available, as well as limted nenory

- capability. The inventive devices and nmethods provide for, inter ali%WMYZMB
qui ck and easy entry of al phanunmeric characters on a small keypad or

keyboard, rapid check word calculation for data transfers, fast witing of

data to the device display, and fast and efficient authentlcatlon of user
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| ocgs ed ab[.lb'hr é1tQ0 tHHRP SHEi1IBP I the Brt Mhat WRSol s fuRdtidiRY SomponeARDf ihd MiberdtRYiSs 12 t hus
di spl ay hanuimeri ¢ characters in a nmanner simlar to conventi onal

tel ephodescmé@h@mm manesitarertém siog logic atidshs! iayplergentedwithingbe same cirgdt, ar iy i nary
al phanu e Sy ch}fn des i nstead of al phabet letters, the synbols for
30 "und e%ﬂtg culﬁ 18 sI ash" and "dash" as secondary al phanuneri c
characters. The first key 12 di splaying the nunber "0" as a primry

al phanuneric_synbol also_displays non-letter secondary synbols

cor r espondi n&etesringnewito EKacle's keyhnarket keynad 10 vacsardaperwith gheninvention is

20  shown. Keypad 10 includes a plurality of first, "hard" or “fixed” keys 12, and a plurality of
second, "soft" keys 14. Each of the first or fixed keys 12 on the keypad has at least one
primary alphanumeric symbol 15. Additionally, one or more of the fixed key$ may have a
secondary alphanumeric symbol or symbols 16 associated therewith. As shown, a primary
alphanumeric symbol 15 in the form of a single number or numeral is located on the central,

25  lower portion of each of the first keys 12, while secondary alphanumeric symbols 16 in the
form of three or four roman alphabet characters or text-related symbols are located in the
upper portion of the first keys 12. The first keys 12 thus display alphanumeric characters in
a manner similar to conventional telephone keypads. The first key 12 displaying the number
"1" as a primary alphanumeric symbol includes, instead of alphabet letters, the symbols for

30  "underscore", "period”, "slash” and "dash" as secondary alphanumeric characters. The first
key 12 displaying the number "0" as a primary alphanumeric symbol also displays non-letter

secondary symbols corresponding to "blank space”, "backslash”, "colon” and "comma”.



7 8 MAY 2006 Primary and secondary al phanunmeric synbols 15, 16 may be

. di splayed el sewhere on first keys 12, or nay be displayed adjacent -tgp?dy%%
first keys 12 or elsewhere in association wth the first keys 12. A delete
or backspace key 18 is included to allow deletion of al phanuneric character
entries as described below, and an "enter"” keg 20 is provided that 5 may be
used to ent er PEBAD Bdsgcondan-aplanumert syabols A5 gkd may be displaygd elsewhiss em may

b . I ( . tq - ' f th
ey 20, HRERRY 2o phr bl ispihedu b ReEL TR, Gt N0 100 SRRRATh SR, e
RRXi mum with e firsokteys 820 Ad@d1yte ak pikapdare ey 18 yoinoluded fo dkswdtled@tefM t h each of

the first keys 12. 'Upon 10 sel ection and actuation of one of the first keys
12, the ¥phanaslseashirgcleperigetsydesgitsdbslavnand as yemen key 80 asprovidgd it wi t h t he

actuated first 12 are djsp ed in__a lation wth the cond keys 14,
o th SonemeLBE ey <r RapHeR R RS e ingE RE REA R O b kBB B€ on it h
cor r es posgRathnsMIORLaksoul 4 selddigble faRAdA upor hRtlRATUABIthek&yTRol s 16  may be
di spl ayed directly on fhe second keys 14 as shown, or displayed adjacent to

the 15 second keys 14, or displayed el sewhere in association with second
keys 14. In the enbodi gent sho in.FIG, 1. keypad 10 [ s in.the formof a
touch screen tTHAR"FS f°g§%°PP§1 s&%y&}f&ﬂgﬂwﬁwﬁs%h& IH?’%‘E?I“H&/“W“D spl ay
22 may %?%Bédnﬁ;ﬁryaalﬂgﬂa‘ﬂ%ﬂrié kyRibals 16 aldeblardd Wit Eachldiehe fiRkE RRyRf12diRhay. I n
handhel d enbodi ments, display 22 will often be in 20 the formof a liquid

crydal sglespomyndactuation of one bf thefwstrkeys $hithy carespondinglesconddtyel d 24 wherein
are di splayed al.phan ric_characters se]ect ccqr,ding. to sel ective

act uat i GHP umpﬂgsmlﬁfﬁgw a_fﬁ‘)c?afe%s 1%%??’?2&&3%5@@33&&%@?3@1#&5 descri bed
bel ow. ﬁ‘és&ﬂtﬂﬁtwmﬁth%%é&wl&?s of, Wihﬁo&%&&ﬁa&ﬁﬂﬁhiﬂuﬁxﬁic‘ﬁ?ﬁxﬁoﬂ% &i@ﬁia?e‘%lcond
keys 14, any string 25 of alphanuneric chardcters may bé entered on the
keypad 10 assphiatipn adthi axprssparclingsecond kfy H. sBiessetendlafy alpharuserit 3ymbels|16s i n

the displayin f t i mary al phanuneric character, 15 .0f. th el ected
rst oy Sllaredifcbhy PRide SatnelRye T8 St AF sphben Bt edf o or « ne
COr 118S PQB&hAkeyS 84 UrdRdpYayal RIX8WHER lin Gss8Miahion Sith@ecindidegs $#ft keys 14. If the
primary al phanuneric synbol 15 displayed on display 24 is the synbol that

the user wished to enter, the secondary 30 keys 14 are not actuated. If, on

char acter s adoans AreiGeriirHE B KBl D% i SoRBBPRIGH et BAN™ ' ©
appr opr io¥efaid @@ duptinpated Withs: diSsiay 23 DisplagP2a6 e ®ithpide allhpiditgpapyed
primmary LED, CRT or other form of display. In handheld embodiments, display 22 will often be in
20 the form of a liquid crystal display or LCD. Touch screen/display 22 includes a field 24
wherein are displayed alphanumeric characters selected according to selective actuation of

the primary or first keys 12 and second keys 14 as described below.

By selective actuation of the appropﬁate first keys 12 and second keys 14, any string
25  of alphanumeric characters may be entered on the keypad 10. The pressing or actuation of a
selected first key 12 results in the displaying of the primary alphanumeric character 15 of the
selected first key 12 on display field 24, and also results in the display of the corresponding
secondary alphanumeric symbols 16 on the soft keys 14. If the primary alphanumeric
symbol 15 displayed on display 24 is the symbol that the user wished to enter, the secondary
30  keys 14 are not actuated. If, on the other hand, the user wishes to enter one of the secondary
alphanumeric characters associated with the second keys 14, the user may actuate
appropriate second key 14, This results in replacement of the displayed primary
alphanumeric character (number) in field 24 with the selected secondary alphanumeric

character (letter).



al phanumeric character (nunber) in field 24 with the sel ected secondary
al phanuneric character (letter). 8 e MAY 2006 The operation of the k%yfqﬂdZﬂ{]E

of FIG | is illustrated in FIG 2A through FIG 2H In FIG 2A a first
fixed key 12, which displays the primary al phanuneric character "4" and the
set of secondary al phanuneric characters "G', "H', and "I", is selected and

pressed or 5 actuated by a user. Actuation of the first key 12 results in

di splay of t nunber "4" in_ dis field 24,..a resul t s, idat i spl ay
of the letter e_'??e,“ﬁ‘oﬂr‘#élﬁdkewa& Bﬁhﬁgé ’%gb"(ﬁﬁ'i’feﬂé@/gfb'f}? &F?"gttltrg(}u?ﬁr?nat this
poi nt, rEGebK, Wi ERe@ RELI 2, WARCH Hﬁﬁﬁys thé | ﬁrﬁa?f*a]%ﬂﬁ:ﬁfméﬂé%@ﬁc%@ "4reghdiRe
selected. If the user instead wshed"to enter""G', "H'" or "I", the '

appr opr isat ef ssecnvady dlphanumeric chambiest "€ - 44t and {'Uatsesdlected agd presseidom and

actuation of the second key 14 di_spl ayi the.letter "H' by a user, as
Shovd 1 empted Ui SR oA uaignOf WpIRE bab e Tesbitt niIaneh te autb W The [ot t or
n Hl I n t M H T !;I]Fgl' ' 0 tl *y n 1 r n | n
fromt hiJs?ﬁ)s]@tﬁ% @é"e%:@nrgglg?qﬂé epﬂgprg ngf;tlhc ctﬁgslrtacg'z’gg sw fI 'E) ﬁg{ef%%ctme(ﬁ( tﬂ‘.ylgir' as
shown i n4FlIfxhe2iBer, epthasgemitsmetety eished entéSthe hambet 81", gie enteg bothat 20 inay bser

W shes to enter, the enter key 20 may be pressed. The user may continue to
expand tsﬁlécqeﬁlsif th¢ ussrdRsiead Wisherhiosrist i% C cfthse Wrowéice‘(??g‘ﬁ’d‘eﬂﬂd 18

act uat i ngjehQg 8 jate first keys 12 and/-0r second keys 14. As shown in
FI G ZCT% seecht?(%tggt%g' actuation of a second fixed key 12 with a primary

al pi@numeric 20 synbol "2" and a set of secondary al phanuneric synbols "A",
"B" and "C', is shown, which results in display of the nunber "2" in field

24 next to t helgstiey Aad agtyation of thespcong keyalfydisplayipe thedettere H Dyragiserep " g

and "C 3 f 14 Wl S n0M : er key

20 to eﬁ?@‘ﬁh?ﬁl‘;ﬂéhﬂa‘yg@@? ;“s’EePfjégng'E%? .“E%h,“%aeé ?h@%ﬁ%ﬁ%@fa@%}ﬁi‘gf@c i on

and actfiedd 24nThé uteh mayadtemeltikely sdldct ¢ G" oe SP droah thds et of bezohéddtryer " A" sel ects
s second 25 s

e SRS STt I S R S 28R L5 L
oL "Bl g Tl i e oTBELUPRT Pl PGB e e st
keys 14 to increase the length of the character string. 30 In FIG 2E, user
sel ection an h%clfslejralglil}(/) Qon%fnug ?o?e)zlja{lg Ehch?s%l ot1 ezntgrggg ghg;[luemder\{g éhgrz}cpe% by
selecting and actuating the appropriate first keys 12 and/or second keys 14. As shown in
FIG. 2C, selection and actuation of a second fixed key 12.with a primary alphanumeric
20 symbol "2" and a set of secondary alphanumeric symbols "A", "B" and "C", is shown, which '
results in display of the number "2" in field 24 next to the previously selected "H", and
displays the letters "A", "B" and "C" on the soft keys 14. The user may at this point press
the enter key 20 to enter the character string "H2". Or, as shown in FIG. 2D, selection and
actuation of the second key 14 corresponding to the letter "A" selects "A" from this second
25  set of alphanumeric characters, and results in replacement of the number "2" in the display
field 22 with the letter "A" such that "HA" is displayed in field 24. The user may enter the
character string "HA" or continue to selective actuation of first keys 12 and second keys 14

to increase the length of the character string.

30 In FIG. 2E, user selection and actuation of the first key 12 associated with the
primary alphanumeric symbol "9" and set of secondary alphanumeric symbols "W", "X",
"Y" and "Z" results in display of the number "9" such that "HAS" appears in display field 24,
and also results the display of the letters "W", "X", "Y" and "Z" in the second keys 14. The

user may enter the character string "HA9", or continue to select additional characters.



prlnary alphanunerlc synbol "9" and set of secondary al phanuneric synbols
"W, "X', "Y' and "Z" results in display of the nunmber "9" such that nggwﬁ
appear s in dlsplay field 24, and also results the display of the Ietters
"W, "X, oty and "Z" in the second keys 14. The user may enter the
characte rin
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selected char act suc ield I spl ay al phanuneric

char act edsplapiAie alpghahbteri?hasdemass "ISAMELt | ve actuation of a fourth fixed key
12 corresponding to the prinary al phanuneric character 5 and a fourth set
of al phanuneric characters "J", "K' and "L", such that i s displayed

n field 24 OB LB SRATAGHER 8L FIy 10 corl U ﬁtlgctﬂgt' nue to

change or |leng arac STt pressi eys

Sel ectiv mﬁiylwlﬁhaﬂﬁmeﬁc bh@aaactsn dnd QYOlﬂr’ﬂ'l £0bf ﬂpﬁaﬁmﬂldﬂ@ chéractérs "IF 0K "exdnpl e,
repl aces the "5' 10 in field 24 with "K' such that the desired al phanumeric

char act efl sstrthtbat HANS" isdisplaxedlinmfield 24a sThenusgnmiay eptehe zharapger stﬁmg poi nt ,

t he user.. C e t ent er el ec anumeric
Char ot e HAFTT Er B faelS eail o lensfén the el sTng MmN AAPRER W o
t he user S¢gstive@blubafibieof Be 88JoRa kgl di tbREpondinp herRINE6 éxablpdé, 26p18deS thy5"

sel ection and actuation of the appropriate first, fixed Keys 12 and second,

sof t10eyin ficdd 24 withe KI'Sual thab the dlesicad alpfianumevie charactenwriag SHAWKAis an
b | ect ed | 2
brecs. ¢ resR B R Rl 6B, A3 g BORL R LEE Y R0t th Pt e edfp 1o ™

char act eéntérrtﬁéfhdlétﬁ&i Apharthimenid @hihSer REhE CHAWE" €8 daBCiroddsBing il dedckided
character Dby actuation of the appropriate keys. 20 Entry of purely nuneric

char act efusthet balews Qrsthg gsqrewatwnmuwnm additionsladphapumarie oharpgigrsdyl y t he

Syrol s teeBR Sud ol rohe apbfomial il SRR 14 g BES Bt Bt o 1y

Seq Ltent i mhﬂmer dederibbd Agovel fl‘n@th%m%ﬁﬂﬁzit&hﬁnédrfe%f albﬁatﬁmie%cwyﬁibol m tRBRropri ate
" and "4" primary al phanuneric symbols thereon, w thout

act uat i oﬁ‘FleGFedé’ﬁQ déﬁplﬁ}’ﬁé» the BisE dnayyess the “dejetetearls; tﬁ)s"tbadéegck"a@né ZemeN r ed
i thout e Wil PRnERL B USCAT e PR Shef b oo BRI TR < e
char act ey ®tuatiog ofﬂﬁagpmmw kes.ent er ed by actuating the f Irst key wt h 3
thereon to display the characters "D', "E"
20 Entry of purely numeric characters strings using keypad 10 may be achieved by
actuating only the first keys, and not the soft keys that display the secondary, letter symbols.
For example, the numeric character string "1234" may be entered by sequentlally actuating
the appropriate first keys 12 with the appropriate "1", "2", "3" and "4" primary alphanumeric
symbols thereon, without actuation of any of the second keys 14. In other instances, a
25  desired character string may require successive actuation of various second keys 14 without
any intervening actuation of first keys 12. Thus, for example, the character string "FEED"
may be entered by actuating the first key with "3" thereon to display the characters "D", "E"
and "F" on the second keys 14, followed by successive actuation of the appropriate second
keys 14 to enter "FEED".
30
The keypad 10 advantageously allows entry of long, complex character strings of
mixed letters and numbers without any switching of view screens on the display 22. That is,

the first keys 12 remain constant in appearance on the display 22 during data entry via

keypad 10, with visual change occurring only in the alphanumeric characters displayed on

10



and "F' on the second keys 14, followed by successive actuation of the
appropriate second keys 14 to enter "FEED'. 30 The keypad 10 advantag%ﬂwim%
allows entry of long, conplex character strings of mxed letters and
nunbers w thout any swi tching of view screens on the display 22. That is,

the first keys 12 remaip constant in appearance on t di splay 22 _during
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al phanumeric characters 16 while first keys 12 and second keys 14 remain in
view. In the enbodinment shown in FIG 1 and FIG 2, the twelve first keys 12
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intuitive such that new users of keypad can understand its operation with

m ni mal keypad FQistsirolar tohatief 8 cemtentiprad telephone alphianwmeric keypad and ks of12
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non- nuneri c, al phabetic characters without réquiring swtching of "a display
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in displ f .all i at.ed , al ph i 15, 1 t hi ft
coys 10, SpIBNFAD o SEREN TG A BigR O T seFort e 16 rovid ik et 1 Recond
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12 as included both primary and secondary phanureri c syrbol s 15, "16.
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al phanuneric synbols 15 ngd, not, segondary al,phanuneric.synbols.. Generally
ot Pl e n e Shiacteis 13 e OR e 3ORART 4, R TS s Al i o

al phanurrild 24 s¥iRCdetodPkeyl f is Preskdd, | Thel enbBiYieR 67 G "E A EFIG 2hbkva ehdhy Of
the first keys 12 include both primary and second al phanuneric synbols 15,

16 as sHirsirkelyrl 2rs @icludedriwtiFpdnagy, andiseenmdary alphanamesnsyrobolkd§pkd 10 wil |
t &h . to th killed.in th t . i f thi
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alphanumeric symbols 15, and not secondary alphanumeric symbols. Generally at least one

of the first keys 12 will include both primary and second alphanumeric symbols 15, 16,
20  while in many embodiments, a plurality of the first keys 12 include both primary and second
alphanumeric symbols 15, 16 as shown in FIG. 1 and FIG. 2. |

Numerous variations of keypad 10 will suggest themselves to those skilled in the art
upon review of this disclosure and are considered to be within the scope of this disclosure.
25  Keypads with a different number and configuration of first keys 12 and soft keys 14 may be
used to allow selective entry of alphanumeric characters corresponding to multiple different
alphabets and/or writing systems. For example, a keypad in accordance with the invention is
usable to allow multiple hiragana, katakana and/or kanji characters to be associated with
individual first keys and selectively displayed on soft keys upon pressing the appropriate
30 first key.

Referring now to FIG. 3, the keypad 10 of the invention is used in association with a
data processing device 26. Data processing device 26 may comprise a hand held computer

such as a personal digital assistant or “PDA”. In other embodiments, data processing device

11



25 Keypads with a different nunber and configuration of first keys 12 and
soft keys 14 may be wused to allow selective entry of al phanuneric
characters corresponding to nultiple different alphabets and/or writifpay 700
systens. For exanple, a keypad in accordance with the invention is wusable
to allow nmultiple hiragana, katakana and/or kanji characters to be
associated with. individual first keys and | egtivel I %Pl Sof t
coye upolt s ERngrist P Rieh prabwt GBHRE A G af dsf s R iratrg 5
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processi ng device 26. Data processing device 26 may conprise a hand held
conput er otheultke esnputgreds dwa:{;vtth G0t sdypad 40 &3 eperately qeppled to g contradr

mbodi nents, data. ing device 11.8 MAY 2006 ' |
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conpyf er or clone thereof, an APPLE(r) conputer or clone thereof, a SUN(r)
workstation, or other like conputer. In the device 26, keypad 10 is
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wi t h soffedandantpeicekl (CRCireirarit38 4nd balisplayrdoatrelerd). CPEF 28 carties dewprdduslO i n

t he manner descri bed above i, s processed hy CPU 28 and stored or buffered 15
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controller that is operatively coupled to display 22 as shown in FIG. 1 and FIG. 2 and

described above, and provides for operation of display 22. Display controller 40 includes a

20  memory (not shown) for storage of display data.

The CPU 28, memory 34, DMA controller 36, CRC circuit 38 and display controller

40 are arranged on a motherboard (not s;hown) in a conventional manner and interconnected
thereon by address and data bus 30 and control/processing interface 32. Data processing

25  device 26 may comprise various additional components (also not shown) such as a hard disk
drive, floppy disk drive, NIC, CD drive, and/or other conventional hardware elements. Data
processing device 26 includes an interface adapter 42 that allows connection of data
processor 26 to an external computer 44 via an interface cable or connection 46. Adapter 42
and interface 46 may be in the form of a GPIB, RS-232, PCI, USB, SCSI, ETHERNET®,

30 FIREWIRE® or other IEEE 1394 interface, or other communication interface system for

transfer of data to device 26 from external computer 44.

System memory 34 will generally contain a suitable operating system and software

suitable for the operation of the various hardware components, which are operatively

12



40 are arranged on a not herboard (not shown) in a conventional manner and
I nterconnected thereon by address and data bus 30 and control/procesgmﬂgzmﬁ
interface 32. Data processing 25 device 26 may conprise various additrional
components (al so not shown) such as a hard disk drive, floppy disk drive,
NIC, CD drive, and/or other _conventional hardware elenents. Data processing
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Menory 34 ach&maﬂaM Nddhti&iaﬁ?%&lﬁe@ﬂf@?i?aﬂ%g’i‘fb capibADbEe LR fragsrdmd
transfer of data from menory 34 to display controller 40 via DVA controller
36, \Aherd@tanfranenmrw |3édo dtsptaytcnetroimAﬁtmeMmcostemllm 36f whiérsipl aag cardied r ol | er
40 with d est | ress. 1 set of, DMA controll er
36 w t h Ch A BeREA RN Bihipublel B SR RsehY aelftinfiedi com o se
i nf @b rratmmamd sétib bf BMA R0l B8 vhﬂﬁs’b%WanHQieﬁhrﬁdﬁbﬁ)éd@&éE infdriRtiod0 from
menory glyng\/A controller 36. Also included in nenory 34 is software or

al

progr amﬁnﬁ Blgupaize dnigrmatinn, and ingtiation of slas teanstey tcuélsblas eentrgler ddbjoatt to
aut hori t r validation to a stored list of conpressed
dat a stﬁ%ﬁd‘g&s %ﬁfeﬁﬁ‘l‘ éoﬁ} I8 ™

présentative of authorized identifiers, with

Also included in memory 34 is software or programming 52 capﬁble of comparing
20 compressed data stﬁngs subject to authorization, authentication or validation to a stored list
of compressed data strings in memory 34 representative of authorized identifiers, with
programming operations for acceptance of a data string input, transfer of the input string to
the CRC circuit 38 for compression, searching the stored list of compressed data strings in
memory 34 for a match with the compressed, inputted data string, and validation of the
25  compressed inputted data string. These programming operations are described further

below.

CRC circuit 38 provides for error detection in the transfer of binary data between the
various hardware components of data processing device by calculation of check numbers
30  that are used to verify the data stream at a destination. The CRC calculation is carried out by
seeding a polynomial with an initial value, and then sequencing through a stream of data into
which the polynomial gets divided. The dividend is used at each step as the new seed, with
the division algorithm being performed by CRC circuit 38. CRC circuits of this type are

well known in the art and need not be described herein.
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progranm ng operations for acceptance of a data string input, transfer of
the input string to the CRC circuit 38 for conpression, searching th

stored list of conpressed data strings in nenory 34 for a match WitheBtM%Y 2006
conpressed, inputted data string, and validation of the 25 conpressed

I nputted data string. These progranm ng operations are described further
below. CRC circuit 38 provides for error detection in the transfer of binary

data between pheyi¥sh hﬁ%gd\%%ﬁuﬁﬁ%%ﬂm @RQTciﬁ%ﬁt%a@'ix‘ﬁﬁ%ﬁﬁlﬁgin%l‘(’l:&e by

cal cul ati on of check ers 30 that are used to verify the data streamat a

dest i nat a softwarh dodpHGr ietemndnsing through tha daiacstteamtanid ywritsezaxfibytes o el GRGm al
with an i.nitial , val u%, and then sequenci hroLf%h a streamof data into
whi ch t heTqye GRr Qut DY BRI NERPerafioas. 1on ja tyjs mrangerIgsWisdp a5 t he

new seed ] | M S I | : ' [t 38.
GRC o v ol ofwal\ethaly 3hd BesBh O o) dith QabiRabl Fchll vl Tt

descri besiréagis@f datal Th8 sdfward @erhead cotlsideraionads$ parRCulurl) signifieantforhséids with a
CRC circuit has traditionally involved, a software |oop for increnenting

t hr ough hehd compying deviges dhwhighideyieg sige ippeses limitatipes erRavailableangraoygndi ed out

by progr@r&g tions. CRC calculation in this manner results in a
| arge s tm&aﬁgg’@ge iead and results in delays during calculation of check

values for large streans of data. The software overhead consideration is
particularly significant for hand held conputing devices in which device
si zelO nposes Thesubjact dysntinn exestomes this deavhagk by auliping M4 sogtrpBergircuito The

subj ect j{nventi .QVer L hi- | I

ol reort SERTBRhBRioY FIEREE chUiCa bR 0 GHG Gl NOrsAN APl b

cal cul atto@Bed CRUIIRUR 388vittba B&aEd idifals@fk, BRCCload thet DM, ddntlllar élasitr3sd
initial value, and to load the DVA controller circuit 36 wth the address

?f th \(/th fWitls thetpddeess r\f thia dirst e inthedatp stream ard the rmymbellmaf byfesds tharstream fswrr]r eam
i v .ation i aaT Lrcuit, 36
ot ot 1 PR 8 CFC R s Wads® TR IR OIR SRR G abbBi ™Y 55°7 o

cal ayl atimefess tha sebas bf bRksinto BBTRC theuieds forealtalation bf & ahedkagldee @nce
processed by CRC circuit 38, software is then used to read the resulting

cal cul at'BecRiffecRtasicas hpp beAngresessaddy €RGgircyit 38y softvae isdhen wredde read check
o e SRl RS il ARG Tl PGS B AR
t he tranhé ditacfredat Sinky séare 48 is only employed in association with configuring the
CRC circuit 38 and DMA controller circuit 36, initiating the transfer of data by DMA
20 controller circuit 36, and readout of the check values, the overall software overhead required
for calculation of the check value is small. The time required for CRC calculation using the
above procedure can be an order of magnitude shorter than is achievable by transfer of data

to CRC circuit 38 via software alone.

25 The calculation of check values using DMA controller circuit 36 and CRC circuit 38
in accordance with the invention will be more fully understood by reference to FIG. 4, as
well as FIG. 3. At event 100, software 48 loaded in memory 34 is started or initiated which
includes programming for carrying out operations associated with seeding the CRC circuit
38, setup of DMA controller circuit 36, initiating the transfer of data to CRC circuit 38 by

30 DMA controller circuit 36, and readout of calculated CRC values from CRC circuit 38.

At event 110, CRC circuit 38 is seeded with a desired initial value for the data stream
for which a CRC value is to be calculated. The initial value will vary depending upon the

size of the data stream and CRC value and the degree of confidence required in the integrity
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20 controller circuit 36, and readout of the check values, the overall
software overhead required for calculation of the check value is Smlﬂ'MAYE@@
time required for CRC cal cul ation using the above procedure can be an or

of magni tude shorter than is achievable by transfer of data to CRC circuit

38 via so re al one, 25 The cal cul ation of check val ues usi . )

cont r ol I‘éﬁth% ?tEﬁir?a@GTaﬁaat@ﬁ@W F@Ql’ich:E’g‘se’ic%ﬂr %éﬁ@easwce%ﬂf%&%i on
wll be i : 3. At
ovent 108 Aifhaptirlfc EARE Ao EVELERAD tyh Selcrficatfus Wleh ity >

i ncl udes34)nagrasmeamgranemiteato yr fronmexteraplaroatputarsi4assanyi extadable tbdeseedi ng t he
CRC circuit 3?, _tﬁetup of DMA controller circuit 36, initiating the transfer
of data a5 withaugmorygdpy 30 DVA control ler circuit 36, and readout of
calcyl ated CRC values fromCRC circuit 38. At event 110, CRC circuit 38 is
seedéd with a desired initial value for the data stream for which a CRC

value is to b&t eehcl2RDMA c-Bhﬁ'o]'lériIiﬂ'i@lset\l.?fbﬁtrﬁﬁdfénimgla)dammitﬁ@mon the
size of the data stream and CRC value and the degree of confidence required

in the igcaiyABdiom megayn§42Bb6 setuptwil seacrally comprse PrREiding asorcesldrassy

char act and <Xes AR RerebOHE ARBREIRYTE, td e Rubbbt Bn B i PR AIIE S oo

34, a dataasfel,te OMArconGGilédR] to or from exteérnal conputer 44, or any
execut abl e code associated with nmenory 34. 5 At event 120, DVA controller

36 18 set up for transferring a data streamto CRC circuit 38 from nmenory

34. This setu il er.al | ri.se.nrovidi. ce a d a
destination a wglslél#)g&ettﬁagnsge&? g%r‘*&%’sﬁ“@?‘? lghﬁdﬁgﬁgoﬁ%eecrﬁb%ﬁ%? é%trclﬁﬁs\gol ved
in the s and the HrsftHte oft the BMA saodh itrdrRfered by IIMA cait@ller 3B CRUIchARNST er
of the data streamis initiated or started by DVA controller 36, and the

first byRMAogontedenf3 may teeporpiily "sqies) Addreseandyatpiypnderhus0itecrea® 4 0 CRC
circuit. t : termporarily ~seize'. dress and data
transferDlg&ms%ﬁg%lg&ngaég{%%gfc ecc{%'g%gr%%fln]ftér(:l?gﬁ}r i P3nsfer of the data

stregamto CRC circuit 38. 15 At event 140, DMA controller 36 continues to
send bytes of the data streamto CRC
At event 140, DMA controller 36 continues to send bytes of the data stream to CRC
circuit 38 via address and data bus 30 in accordance with the setup information provided to

DMA controller 36 in event 120.

20 At event 150, DMA controller 36 makes a query as to whether all bytes in the data
stream have been transferred to CRC circuit 38. This query is made periodically after
transfer of each byte. If all bytes in the data stream, as determined from the data stream size
in the setup information from event 120, have not been sent, then event 140 is repeated. If
all bytes in the data stream have been transferred, then event 160 is carried out.

25 | | 7

At event 160 a CRC value or check number is calculated for the data stream by CRC

circuit 38 using a division algorithm.

At event 170, the calculated CRC value is read from CRC controller circuit 38 into
30 memory 34 for use in integrity checks for the data stream. At event 180, the check value

calculation is completed.

The invention also uses DMA controller 36 for fast transfer of data streams to display

controller 40 in order to reduce software overhead and speed up data display. Prior art data
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circuit 38 via address and data bus 30 in accordance with the setup

I nformation provided to DMA controller 36 in event 120. 20 At event. R AY 2006
DVA controller 36 makes a query as to whether all bytes in the data stream
have been transferred to CRC circuit 38. This query is nade periodically
after transfer of each te If all bytes in the data strea s,.det erm ned
Tt om t hemBRnE TSI e dPri yied ormert PSP R I Raip P38 have not
been serdyte-bBRteeiR Bltphtd d cﬁs{ilggﬁéﬂtﬁﬂler,lvfrith ik lovehk&RSof Me thRwARlIGopst r €eam have

been transferred, then event is carried out. 25 At event 160 a CRC val ue
or checkneraased byicachchbyte wiristen ¢o fherdisphey diisten. The myantiyn @R@omgsribgi t 38 using a

division, algorithm At event 170, ,the. cal cul at ed alue, is re from CRC
cont r of IERCERFEbY Pt Gt s Redasr Girsihitant enary 54, espley §ouflle 407 or  he
dat a5st ngAMMAloRYSI: 348%ith ?th%r&ﬂﬁ’lﬁ&%%ﬁ %ﬁlfy if Pk en%nﬁguﬁgap bethed. The

i nvention al so uses DVMA contrdl |l er for ffast transfer of data streans to
di spl ay DM@ntantdoller 364nd displayleonttodler 40) uoé te pitiatathe dateriséa bgMMdapeed up

data displ a Pri rt. data, 15 MAY 2006, pr ocessin stens have typically
used pr &GRERHETIS: Hy dipsiapting the %@war@&vrz%e%@éﬁfve é&g,gnﬁéwgbws g‘)?ffb, f or

out put [ | . s atkh oop

I ncr eas%@@g%@%ﬁgﬁnﬂoﬁ{ﬂgﬁ% ‘E%ﬁsga?sl p@%lﬁ&@{lqﬁﬂ'ﬁ]ﬁ %%ﬁ{a_ grh

over comésformation @eftiand/engsaphiys)takesylessginee)twHichais sppreciateddstihe dserevavtiyg f r om
mempry 34 to display controller 40 5 via DVA controller 36,, wth programm ng
usggoomt@ﬂ displen 22 L B? e LA GogirPHen Irogtnve N&P‘Wﬂ&feﬁw’gﬁ indhis uinagg |

di spl ay . G AN JM arel roll er
36. By gﬁ?ﬁﬁn@‘ﬁ %e%ﬁggggf?é&se%bggﬁz%é%ﬁvo (@ggﬁ[?dr%ﬁg g{:n(g%er ri r?{;é:lg’g%es from
menory towriepotesgdtabyteowt x dikpley cdifirollehe transfer is performed rapidly, and

the display of information (text and/or graphics) takes less tinme, which is
appreci ated by the user viewing 10 the display 22. Use of the DVA controller

36 to drive %a&h@glag%m%@mrcoﬂﬁoh& hhScml Ewiﬁﬁmemmqi&'ﬁwﬁﬁ BERAY Ngs of
up to 80% or nore oveéer the conventional use of a software [oop to wite
pi xéb ddully ydeesoadbyaretirepledy FiG i, asWelras Fidt 2 At eyrna 0@ sbftyyafohd® loadedr ol | er

36 in accordance ,wth the. invention wijJl be nore . 15 fully understqod b
ot o1 ondoTeg Ry &4 Ve o7 ipiHEd Wi ingludeg ProBmisg dor ATEAHE OB AN Gy

associated with setup of display controller 40, setup of DMA controller 36, and initiation of

the transfer of data to display controller 40 by DMA controller 36.

20 At event 210, display controller 40 is set up by providing display controller 40 with a
“write” command and a display destination address (in the memory of display controller 40)
for the data stream to be transferred to display controller 40. The data stream may comprise
any dipslayable data such as, for example, graphical user interface (GUI) data associated
with stored programming for display of icons or other features, data associated with a

25  character or string of alphanumeric characters entered on keyboard 10 by a user, or other

data stored in memory 34.

DMA controller 36 is set up in event 220 for transferring a data stream to display
controller 40 from memory 34. This setup comprises providing a memory source address
30  and destination address for the data transfer, and the number of bytes involved in the data

transfer, to DMA controller 36.

At event 230, the transfer of the data stream is initiated or started by DMA controller

36, and the first byte of the data stream is transferred by DMA controller 36 to display
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in menory 34 is started or initiated which includes programm ng for carrying
out operations associated with setup of display controller 40, setup qﬁﬂ"%
controller 36, and initiation of the transfer of data to display contar

40 by DVA controller 36. 20 At event 210, display controller 40 is set up by

provi di ng di spl é controller 40 with a "wite" command and a di sgl%
dest i nat fHrodlgnfesBMA gontrdlerdfray temperashy #9ize orfdressiagd daig)transfgr busi0 dat a

compr 1 st SRGAGFBR Kl a B, B 1 Bplcbarhy of UE AL k'GP

I nt er f acgonkfgiky) 4¢lat a associated wth stored prograrrm ng for -di spl ay of
i cons or other features, data associated wth a 25 character or string of
al phanuneric characters entered on keyboard 10 by a user, or other data

st or in memr ontrolle even 0 fo

tran?errl ng %%FP&Z‘%M% °6'tr8h %‘ipn“EB?‘Ft‘f%? ﬁg?Sf%d’stFB‘?ftFﬁéﬁd} Byfe oy
setup C%Hh&%&eﬂﬁ?&t‘ﬁ@&r@x%&ﬁdé&wé}ﬁ A¢khiRs. 30 and destination address
for the data transfer, and the nunber of bytes involved in the data

transfer, to DVA control ler 36. At event 230, the transfer of the data
streamis initiated rted ontroller the . fi.rst byte of
the data stre‘gh‘?‘feg %ﬂ.’i’@&%‘"ﬁé’% r?t‘}'{?ﬂﬁsrtoéé"eﬂlfr&ﬂé’éﬂé s dataviny 2006
cont r ol | gfeathhayPWeC @M sEleldqb dRPIaTRonErSMR AL brdin, 'tH@sct@ﬁjﬂfcﬁﬁﬁu@ﬁ'd dat a

transfer bus 30 as described above to create a channel for rapid

t r anéf erprofidedheo DMA cemtrcdhlrﬂﬁmn avepR29. Thiomuenylis madaoenddlcaékyelﬁncr gasferDVA
controll 6, con ransfer by sendi next byte.of. the data
St r eam 19 SEREOERy AT D he G41R P Eealh 48 He el Lo Gafs wpbi S0 Petnm

cont r 0l | @hup3fitFRkien RrofiHEelit S50, have VIt vBEE schk lo BYISH chiltrdlféP40l3hé cvehf ofn have
been transferred to display controller 40 according to the setup i nformation
10 pr oviidegpented DifalChyies iolthedat3d Stream banertice 2@nsfEired; thpipnogess ss cramjdeted at

peri odi calltg?c?%;ter transfer. of each byte. If all bytes in the data stream
as det erfff romthe data streamsize in the setup information from event
220,;5have not been sent to display controller 40, then event 240 is

repeated. |If all bytes in the data stream have been transferred, the process
i s conpl et ed Ehe ineengion ab®qrovides for increased efficiency in data processing devices by

decreasing the time and memory requirements needed for validation of data strings such as

user identification alphanumeric character strings. Hand held data processor devices

typically do not have sufficient memory to store a useful number of uncompressed user ID
20  character strings. In this regard, the invention provides for compression of data strings by

creation of CRC or check values for data strings representative of authorized identifiers.

' The CRC values for the data strings representing authorized identifiers are sorted and

stored in a list or lookup table in the memory of an external computer 44. External computer

25 44 may comprise, for example, a minicomputer, a microcomputer, a UNIX® machine, a
niainframe, a personal computer (PC) such as an INTEL® based processing computer or
clone thereof, an APPLE® computer or clone thereof, or a SUN® workstation, or other
appropriate computer with conventional hardware components (not shown) such as a
motherboard, central processing unit (CPU), random access memory (RAM), hard disk

30 drive, display adapter, other storage media, a monitor, keyboard, mouse, and other user
interface means, a network interface card (NIC), floppy disk drive, CD drive, and/or other

conventional input/output devices.
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The invention also provides for increased efficiency in data processing
devices by decreasing the tine and nmenory requirenents needed for 8 MAY 2006
val i dation of data strings such as wuser identification al phanuneric
character strings. Hand held data processor devices typically do not have
sufficient menory to store a useful nunmber of unconpressed user | D20
charact er st mMxtgysal dompukir$4heg lnaded inties RAYEm dpatatptarysigassuch as BOWSr essi on of

data strj ® i ® 0 ec alues fo ta strings

rep_reserw ﬁjﬁggy%f géﬁgmﬁﬁ% %ﬁ’f hcl(igﬁf's E"%{B}‘idf%@p\?gl f%ﬁ@%@}a" A8 data _
st rings afche&ERMnd HArdWirt ebia&ikntsAaR thit sA6¥ndh FIG.T iR Ada@ocesiP280albélt @ | i st
or | ookup table in the nenory of an external conputer 44. External conputer

25 f{'4 mewgithoolapger ]?Emdrp compomok a;iltadalerfpn stftagp u:lg g list ef ugicomms%a@r s(tri»;agle)JNl x((]I r)
mac ne a mal. n , per.sona coO Ut er sSucC S. an r ase
s oe ProeraBis 5 WpadtdliE e BrEP R the shtoaL Gempuiel s OB Ghne
pr ocess . . |

oot cuRilain O ValWIHEE Blrfilly oPBat? biftls, BRAAAE CRCVAMPMTod S

conventional hardware conpo
pr ocesslisgofithe CRCOPIles. rArdorted creabCRENEyes @RAEn transferrell addod@ilahided &

di spl ay ,adapter, qther stora dia, .a nonitqr, keyboard, nouse, and ot her
user | ARBAFORSESorag IR interice o ARY PiATeckin ARAnOT A fornugionzanep, iy dafisk drive, CD
drive, r ' ' ’ .C 2006

Ext o1 naP S Egr e SRS ubROAD ablMBie i, Bith SRSk Eered ipalliere O

UNI }Q r ) chargdt&dDOhies repr@SentiveOnSridentiicaidon.t he |1 ke. External conputer 48

may have an architecture and hardware conponents |like that shown in FIG 3
for data processor 26, albeit wth a |larger nmenory conponent suitable for

t f | st e 0f ' - ' ' ded
storage o aWI‘leﬁﬁ, {cﬁ'é:x% RPLRR SREred 3k fapt I Rsracter Rﬁﬁgg@ﬂeﬁ}gacggq hﬁrﬂ oade

in the nenory of external conputer "44 that 1s cap cul ating
CRC val besormpared agdinstdist ofystakd CRGvates fogdata swinigs ngpreseetifiR@uthatizsls, and
storing | ist . of the CRC val ues. .The sorted,  stored CRC yalues are then
©r anst oF RS S e npEe T srig TR By RO A # RGP and o1 or ed
| n_ IS MOiercttr bPbrogHinifing184dealn riinoiRS4 anBla®iRey OfardPis fricUfet thdiN9S

subj ect t(r) aut}ﬁ%rplgzatioﬁ,zlééslfcﬁ gg’ l?gy;r-gr?tegr ed paﬁ‘gﬁﬁ#gﬁ c(fgilo chﬁar acter

st ri ngscalepried £iRGvalue inthestwred ligof tuthpdzad GRC whes, Ifftbe CRCaabheofahe

st L el S g B BRI B e S R e R e o
;h%r?fécb gt:ﬁlx}gtii Vdated! MEHETHC vAIRL bf @€ idfdt IOt 15 RoCRTRA PSe tisO¥heGapRul ati ng
ID string is unauthorized.
20
Different sizes of CRC values can be utilized to provide different degrees of
confidence in authorization. For example, the use of 32-bit CRC values would result in only
aonein 4,294,967,296 chance that an invalid data string would be validated or authorized.
Use of a 16-bit CRC value provide a one in 65,536 chance of incorrect validation of an input

25  string, and 8-bit CRC values would result in a one in 256 chance of validation of an invalid

string. The size of the CRC values used may vary according to the level of security required.

The use of CRC values of character strings for validation or authentication of data
string CRC values provides some important advantages over the use of full character strings
30  for validation. The amount of space in memory 34 required for storage of a list or table of
| authorized strings is thus substantially reduced. For example, the storage of 4000 authorized
strings each having up to 18 characters requires about 72,000 bytes of RAM space for
uncompressed strings, which is beyond the memory capability for typical hand held data

processors. Compression of the 4000 strings to 32-bit CRC values in accordance with the
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15 therefor by programmi ng |loaded in nmenory 34, and a binary search is
carried out for that <calculated CRC value in the stored list of aut h?”l\f?@'
CRC values. If the CRC value of the input IDstring is found in the

aut horized CRC values in nenory 34, the input ID string is validated. If

the CRC value of the input ID strin found in the theln ut ID
string i'8VEMEh ROYTFEd® %GSWW%éﬂ%eﬁ?ﬂggbB I é‘?rﬁ%esogcthﬁe ire lis§ Ilged to

provi de ﬂxéé&meﬁceq@\gﬂ $5Sh&k st st Q:Pfcbﬁll?%?ed dat@sthhgsrﬂsaahe ffkh Eforgxaymee, the
use of 32-bit CRC values would result in only a one in 294,967, 296 chance
t hat an witlvahlyd ahetia 4294/96@,206 chahcb of umbitdattvatidationaut hori zed. Use of a
16-bit CRC value provide a one in 65,536 chance of incorrect validation of
an input 25 string, and 8-bit CRC values would result in a one in 256 chance
of validatio :] r | L y
varygaccordl nrbg&%gl%ﬁ%&gp?@%/déﬁm Hs%@%}rllqg/gqr% (’szli&r:géluké;ﬁ]é us é%!ﬁ éj@%& 5 tu(ge?sa of

char act aiméhe¢dded so fransforal list af anhorivedattipe fione ehé commiterdatanothst. rln nige @6
val ues provi des sone inportant advantages over the use of full character

st ri ngs oddangpeldgiataprocessors, tists ofipptherized 112 piangs asg ofispgioynipadedtiomy ed f or
N
” equeaq e ahinPfo hBRaRy fota AR GET Al dalltPursher KB SRAREMAY Y

to 18 cfb@haa-ttﬁunsl R$Q0P 1igR, fabewm;ﬂa Appfoximbe sy 7 sebdidsspaguired to temefar essed
“strings, which is beyond t he menory capability for t%/pl cal hand hel d data

pr 0dBss diss of NM18Rwe HA ssmes h@twmmeommeﬁgswb@n the 4009 detretrings ges i n

accor da space
of 16, 000 B et oozl EXCAARs, A RhASPYE o< AR KRy atgBEHS (o i BEo 70

t hese stmanédateconpressed data strings is quite high, as noted above, wth
only a one in 4,294,967, 296 chance of incorrect validation. 5 Conpression of
aut hori zed data strings into CRC val ues al so decreases the anount of tine
needed to tr : t

another. In the @éggd’ﬁlﬁlteﬁ%cﬁ@% ﬁgﬁ{% ﬁ%e%gg%gg(gr%QﬂP%gﬁgp&fmaut %l zed ID

strilfigs Lmﬂasmfoﬂeuy retevente adfiG. Bromd HGOGBeis Welt i FIS. 30 FiGe6 Aalhgkttaek thedat a
processor data transfer rate of 9600 baud via conventional RS-232

li nk, f&Feaé‘?ar?gr“é“’f%@plb%‘85’(F‘NﬁP’@PiﬁiF‘Qtasgé@éﬂﬁd%epéﬁsémﬁ'&ﬁﬁfraé@%e@ B$Asfer a 10
list of t 0]
st 11 ngs ‘St Fariieri hAReDERNEth SPBRUNE! Sompthehd Mhat Bl 800y

only abafifitk66A amonddeddut ¥ E3ociation with programming 54 residing on a separate,

external computer 44 having a memory sufficient to store a substantial list of uncompressed
20 user ID character strings. The events of FIG. 6B show the use of the compressed ID string

list in the data processor 26 for authentication of a user-inputted ID string.

At event 300 in FIG. 6A, programming 54 in the external computer 44 is initiated or
started to create a list of compressed, authorized identification or ID strings. This
25  programming carries out operations associated with acquiring authorized ID strings,
compressing the ID strings by calculating CRC values therefor, and sorting and storing of a

list of compressed ID strings.

At event 310, the first ID string is obtained from the memory of the extemnal
30 computer 44, and in event 320, the ID string is compressed by calculating a CRC value for
the string. This compression event may be carried out by conventional software techniques,
as the external computer 44 will typically have sufficient memory and processing power for
an all-software compression operation. Alternatively, the compression may be carried out

with a CRC circuit together with a software loop for carrying out the division algorithm. It
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baud rate. The use of conpressed data strings in the formof CRC values wl|
be nore fully 15 understood by reference to FIG 6A and FIG 6B, as

FIG 3. FIG 6A illustrates the creation of a stored |list of conpressed data
strings, representative of authorized user identification alphanuneric
character stri n%aipli n.an external conputer 44. That is, the events of FIG

6A are darPesanEmplatyd hasbe paiemehcamphcrbyrk heron]igsued iaghemapnes of data

separ at : ! ' 1.6l a
subet androf SR GO Ay M i o RSt Hitec ) il bmBBRRS B
FI G 6B GROwirchbie visseDMA tikeuiciathe faseet shovs in FIG 4 dndsdesdribeti ibowbaivithpr ocessor

26 for authentication of a user-inputted ID string. At event 300 in FIG 6A,
pr ogr antiiigmalsofty armaspests syvabied d thsrospresgions ThacomaresspddrRCayaliet ed to

Crecte il My PR RS B BPIY ESLAERLDRE R b8 Pebld B A 4088, oo
| D stringsmputegonpressing the ID strings by cal culating CRC val ues therefor,

and sorting and storing of a |list of conpressed ID strings. At event 310,
the first IDstring is obtained fromthe nenory of the external 30 conputer

44, and i ent 3 he | D string.i d | cul ati CRC val
for “the str iatpveitr0. hafiery & Bt Lol ol el Hbxrni oRP By v ent s onal
sof t war eviefti thelldSStringdtd beRBiprdsSed s veRinided 4bnyite! ménidiy ol kieYexbay

sufficient nenory and processing power for an all-softwaré conpression
opeift i sampnlerekithe lasediging torke commreassd hasmnatagt tsen eecived @nd gempissset, a CRC

' It ot Al ft ] LTyl t th '
a1 Gor I PO Fecaibheto 30e e Sriod TBs ARa B YRR AR ord s IR Cfomput er
44 may BReeIFDIiGLUrAEd bt t he manner of data processor 26, with data

associated with each string transferred directly fromnmenory to a CRC
circuit via a DMA circuit in the manner shown in FIG 4 and descri bed above,

with mni mals sof re .aspects..involved in the co ssion. The conpressed
CRC val uo. - ER! SFHBRRDRE b Ag InedTeat MomprésS P SRl s AOHP L T e
in the nidrRery, ster WhichPedet IUU is réjRERU &S Eompes£i¥ie Biring Iy, caRullitiag ¥ GRC made by
programming I1n the external conmputer as to whether the last string to be

conpr es yaigepareioacholiawing comprossionof the lask BB styings attavents3d0ethadist afo conput er .
17 Uhe | abreildd B e SRATRESR bRk 1Rl ERSpER iRE v, i

sorted. In event 360, the sorted list is stored in the memory of the external computer used

for the compression process of FIG. 6A.
20
At event 370, the stored list of CRC values is downloaded or transferred to the hand
held data processor 26 for use in user authorization as shown in FIG. 6B. Transfer of the
stored list of compressed ID strings may be carried out by data transfer via GPIB, RS-232,
PCI, USB, SCSI, ETHERNET®, FIREWIRE®/IEEE 1394, or other type of communication
25  interface from the external computer 44 to data processor 26. The list of CRC values is
stored in system memory 34. At event 380, the ID string list compression operation is
completed. It should be noted that, in certain embodiments, the events 300 through 370 may
be carried out on data processor 26 provided that memory 34 has sufficient capacity. In such
cases, the downloading or transfer of the completed list of compressed ID strings in event

30 370 may be omitted.

Referring now to FIG. 6B, at event 400, programming in memory 34 is started for
comparison of a user-entered ID string to the stored list of compressed ID strings prepared as

described above. This programming carries out operations associated with the transfer of a

20



event 340 is carried out. If the last string has been received from nenory

and conpressed, event 350 is carried out. Event 340 provides for ret[ﬁ@&eﬂﬁ
t he next unconpressed ID character string from 15 nenory, after whic b
320 is repeated to conpress the string by calculating a CRC val ue therefor.
Fol | ow ng conpression of the last |D string, at evenﬁ 330, the |ist of

conpr es §Hsamy GormgeRondig te the enteredI? stringdrony memery a4 19 SRCHirqEE38d8hondi ng
CRC val | S~ S : | h S St GV '

romory. SPTiPRGTion: @alcfhe dr AR coifested IDNMNE ol  Hhuchuitl B FmbpRetdl,

6A. 20 AintegmEID) stdng, andeaksngd eslidatish dedisibirfor\iie t@fipressed conidro@ D dirimg,
transferred to the hand held data processor 26 for use _in user

aut hor i ZenoOmaxingfrainenrhodimens berriggsredbygventd 0 deserihed beloye. of

corrpgessed I D strings may be carried out by data transfer via GPIB, RS-232,
PCl, "USB, SCSI, ETHERNET(r), FIREWRE(r)/|EEE 1394, or other type of

comuni cat i 0fRe?é_néi&%hl%bft@FK}.flrQf@FIG@Z,eéﬂe%dlaﬂlOQQﬁ&Uér@érséétrhfg giata processor
26. The list of values is stored in systemnenory 34. At event 380, the

| D stri alphangnedoeharastus ovrrespending wre wser 112 sinpigdryesdlective attentiod dfe not ed t hat
In certain enbodi nents.,the events 0 _t.hrough, 370 na be carried out on
dat o pr AREoBERe SIS 12t Rl kS dd o kil P Fitner Bxiliefabovern such
cases, the downl oading or transfer of the cofipleted |list of conpressed ID

strings in event 30 370 may be omitted. Referring nowto FIG 6B, at event
40010pr ogr aniteyentd 2fethe inpu8 ID siingteaterastbyf the userdsrpenviestod tod cemprsesedent er ed

ID stric t t |ist of - 1.D ' d d I bed
above, 1L R shein et of peBuesRIaBE i 1otk EABaaBRETTSI S «ranst or
of a 20 Gl PR M RISLHBABHIE WedReRMnRS td PIC. e Tt & 8 CRL l%Ir&ihiE‘QS from

menory 34 to CRC circuit 38 for conpression, searching of the list of
conpr es seateddqd with p dgsiredanitial valee; PMAtdentrodercidrip setapdor transfierenf ¢he dabi st ri ng,

d naki | i dat.i isian f h d D.st ri,pg.
Bvent - 4oRcHmagtRspRREpElh e st A atRe o 8vart AT EPREEpoR) £ lo GRE 3Bk PR D e
bel pgv. theREREMaiuRForPthe tnpu D sfEngls edcultt&by CRAEIrQMETE, afid thercalttbiteENt €rs a

string of al phanuneric characters corresponding to a user ID string by
sel ect i $RG¥aluafar ghe igput ID string is read from the CRC circuit 38 back to memory 34.

At event 430, the list of CRC values for authorized ID strings in RAM 34, created in
310-360 as described above, is searched for matches with the CRC value for the input ID
20  string calculated in event 420. The CRC value for the input ID string is compared to

individual stored CRC values in the list until a match is found

At event 440, a query is made as to whether a match has been found, i.e., whether the
CRC value for the input ID string is found in the list of stored CRC values for authorized
25  strings. If the CRC value for the input ID string is found in the list, event 430 is carried out.
If the CRC value for the input ID string is not found in the list, event 460 is carried out.
Event 440 may be carried out for each comparison between the CRC value of the input ID
string and the individual stored CRC values for authorized strings, such that the
determination in event 440 can occur upon detection of a match, and prior to search of th‘e

30 entire list.

At event 450, the input user ID string entered in event 410 is authorized according to
a match between the CRC value for the input ID string and one of the stored CRC values for

authorized ID strings. Following event 450, the validation of the user ID string is complete
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appropriate first keys 12 and second keys 14 on keypad 10 in the nmanner
descri bed above. 10 At event 420, the input ID string entered by therﬂ;ﬁ iﬁs
converted to a conpressed input ID string in the formof a correspo %ZUU
CRC val ue. Event 420 enconpasses the events 110 throughl 70 descri bed above
vvithref ren o,Fl.G 4. That is he,, CRC 'rc.uit - with a
desi r eq 2t Syent 410 A Eonaopentb e Spet Mupgirs i e yapgyiop T SFEF L iabhe da a
st ream gRb BSROALGH Y ?dgrérﬁﬂldg{w}atﬂoﬁ)s ﬁstsbélaﬁd%t Oidirfeld2céss eostoRAOry 34 to
CRC circuit 38, 15t eCRCva for the input string is calculated by
CRC ci r sesiure B8grmetidn ththeaaéroul at ed  CRC val ue for the input 1D string is
read fromthe CRC circuit 38 back to nmenory 34. At event 430, the |ist of
CRC val ues for authorized ID strings in RAM 34, created in .310-360 as
descq i bed abﬁY%veﬂt%éQﬁé a8 9D sBin g@ﬁ&&?& é’VcBMfd‘x@nGBﬁtH&ﬁéﬁ faqly the input 1D
20 string calculated in event 420. The CRC value for the input”ID string is
conpar esitisequenhelientsthat may mcadw@R@u&mhuﬂmmofthﬁeseh‘i[Bmtnngt adpravided oh i s found

At event 44 gquery |s, made ,.as to et her_a match been found, i.e
whet her c‘f%%‘&%{? Yoficamied quiand 3"?{15&78,?’!?9‘5% I fgriam ?’B FIMSA9YENY ﬂgtm@f

stored v, e i nput
I D stri %@p}éﬂ% &Isgafu?ﬁ ttalﬁggﬁrgt% ﬁg’é\glgﬁfﬁj %tﬂggsfogg‘ﬁvé@g%%ﬁ @20‘1?46 éu C%C val ue
f or t hedetaymine tHa alidity of the reehtetedusel IMnsttihg 11 st, event 460 is carried out.
Event 440 may be carried out for each conparison between the CRC val ue of

t held nput I D string and the individual stored CRC values for authorized
strings, suc n detection
of o i ch. - SiieThe pSent BRIRIE AEL bR detnBUE R MERrER PRE hedO" 0. “The

i nput uanbodlmcﬂlsrthergofentsmnﬁd be mnéarsatnbd 8y those slalledhmuhza:t tbmwanohusrtglanges

mat ch betw%en t.he ,;I ue for t g t&] &ﬁe of the stored
CRC val Wa¥ ¢ grade anq jHyalents FBYstrSP “t @m {0“21 tryesgirf At dat i on
of the YBE of ReFh¥enfibn! fn SRIRIE hfn h&ﬁ&h&@ﬁﬁ BE B adhpPa phitidiiat onal

events asSociated wth user |D’ str?ng val i atlo (not sh omﬁ may al so
occlfr, sitmatiomsngenas mmposglumpﬁnmﬁeo,rmo@ssm@seﬁep\mt ftepsy whdohjgctaw:cess to

t or ed formation to th 5 At.event 460 D st
ant or oAt EYRPPInY EreRE IRRHOR- SOguemprEaRaR et B bR oy 0

occur whgtgcgﬂét&qﬁéagﬂso% pBhdedierdiger 1D string, as provided in event 450,
are not carried out, and event 470 occurs. In certain enbodi nents, event 410

may



be repeated by a user to allowre-entry of an ID string, followed by gwanymgs

420- 440 again.to determne the validity of the re-entered user ID string.

,> 10 Wi le the present invention has been described with referénce to the

specific enbodi ments thereof, it should be understood by those skilled in

the art that various changes may beCiwde and equi val ents may be substituted

wi t hout departing fromthe true spirit and scope of the invention. In

. addition, many nodifications may be made to adapt a particular 15 situation,
mat er i conposihion of matter, process, process step or steps, to the

obj ect ia{\y@f’tlsgglﬂeﬁlsand scope of the present invention. Al such ‘

nodi fications are intended to be within the scope of the clains appended

. hereto. 22 8 MAY 2006 CLAI M5 What is clainmecFis: 1. A data processing

apparatus, conprising: (a) a nenory containing a stored list of cyclic

redundancy chdck val ues, eachAdglaladroepsing sppasdusdampyissigeck val ue

correspondi ng .ton data string.representi, n.authorized ,identifier, an

conpri sing daf® reprBEUADY ﬁ?@gﬁ?‘ﬁgéﬁﬁﬂﬁé }’rﬁ}%éﬁ?ﬁlé&rte P"‘L‘PFY ﬁb%c?‘ivﬁhﬁcﬁ’ﬁafhlé‘mgf

aut hori z r rﬁg’m‘ 1 : NRES cyclic

r edundanc l%ﬁggﬁnd\?g g}q%%)(rvs‘lg& (%atcgg Ogltg El ng a%%a}cégﬁ{mgt rgsﬁlt]ﬁ‘g% J‘lst'igz)atl Orf]zetﬂ o said

stored | idehiinbr sydcddngpri setudeia peyesehiokalphdrude: Rottaradet ermcnindvalivebf y of

sai d cyclic redundancy check value for said data string subject to

aut hor i zattherizeduserandpparatus of claim| , wherein said data string

subject to ayghori i I - i I f] i i f
a1 phanuner i ¢ opor acrars PrefERb SRR SAb e IE bRy RN, 8
conpri si agadtrkayRdtcopenakériliyn aosHd eldrdddiss of eydlieredundasal chekieyfaek and
configured for 1nputting; said uscr-entered identification string of

al phanuné¢mew1n1¢afmﬁdlﬁb pEsaid cyctisgredplaney eheckvalpp forsaid datp siridigsukigstdo nenor y
further C(‘)ﬁrgr.i Ses stored programm ng configured to calculate cyclic
redundanﬂkl CHEER Y al ues for a plurality of said data

2. The apparatus of claim | » Wherein said data string subject to

authorization comprises a uscr-cntered identification string of alphanumeric characters.

9, The apparatus of claim 1 or2, further comprising a kcypad
operatively coupled to said memory, said keypad configured for inputting said-vscr-cntercd

identification string of alphanumeric characters.

up'. The apparatus of claim 1, wherein said memory further compriscs stored
programing confligurcd to calculate cyclic redundancy check values for a plurality of said data
strinigs representing said authorized identifiers, and create said siored list of said cyclic

redundancy check values for said data strings representing authorized identifiers.

23



strings representing said authorized identifiers, and create said stored
list of said cyclic redundancy check values for said data strings 8 MAY 2006
representing authorized idcnti tiers. 23 B MAY 2006 5. The. apparatus of
claim1l1, further conprising: . (a) a direct menory access controller
operatively coupled to said nenory; (b) a cyclic redundancy check circuit
operatively cqupl ed

.Ilq sai d_di ?elct ;{e qrhg _access controller; (c) said
direct menory ‘ccessl‘ﬁ-aﬂl?‘}%‘i“ls_@ “aBh :g‘ﬁ WYP st er data from said
menory as a dagﬁ St LA (RemBh cEé’ﬁ'c'oﬁtr&lf@gggglgwy%ﬁfl‘édﬁé LR iniemarpd (d)

said cyclic redundancy check circulit confi to cal culate a check val ue
for said data(lgt r eamyclc reBbadamppahakusreolt opéraiivelp cofpled tesaid dimar nsimgy (a)
stored programm ng configured to seed-said cyclic redundancy cheek circuit
with a secestaatolrtial val ue; (b) stored programmi ng configured to set up
said direct nmeppry access controller with a source.address for i d. data
stream a dest&ﬁati ot gara?terggmggracg&ﬁs&Oﬁggéergpp@ga%ud g%'gm ?gi(%’g“ fr$r§rsa ai d
data Streﬁ@ho?‘ﬁ@sﬁﬂﬁta%ﬁ%ﬁ% i@ 9y AETBehdaReY Lk 8Hcdi JnRi tiate transfer of
said data streamby said direct” nenory access controller fromsaid nenory
to said cyclic(d)edussdngslicirdokdanty chick.cirduit Ttvefi guppdioatalsilaé achedknvabuc for said
thither conprising: (a) stored programm ng configured to read said

cal cul at e@f“%?‘é‘Pﬂ'&- redundancy check .value fromsaid cyclic redundancy check
circuit; and (b) stored programm ng configured to store said cal cul ated
cyclic redundancy check value in said nenory. S.. The apparatus of claim5,

further conprising é di smhaylppammgarb]grmSpfej&mbimhmisiﬁg}upl ed to said direct
menory access controller, sard direct nmenory access controlier configured:
to transfer di &l ays@mdprppwmmiagonbarsedicseed st sprlis redundansy chegh aiud &yith

di splay controller. he of apparatus of clains, further conprising; (a)
stored pr?)@‘f’l%%ﬁ‘émg%ﬁi(cgured to set up said display controller with a

di splay addregs foktopdl shoganithiny coafigursd (B said dircct memory access controller
with a source addrcss for said data siream, a destination address for said data stream, and a sizc
for said dota stream; and '

(c) stored programming confi gured o initiatc transfer of said dala siream by said

dircct memory access controlicr from said memory to said cyclic redundancy check circuit.

7. The apparatus of claim 6, further comprising:
() stored programming configured to read said calculated cyclic redundancy check
value from said cyclic redundancy check circuil; and ' _
(b) s‘tored programming configured to store said calculated cyclic redundancy check

value in said memory.

8. The apparatus of claim D, further comprising a display controller operatively
coupled to said dircet memory access centroller, 2aid dircet memory access controller configured

{o transfcr diéplay data from said memory as a display data stream io said display controller.
9. The afrt#rdfws of claim$, further comprising:

(2)  storcd programming configured to set up said display controller with a display

address for said display dala stream;
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6 MAY 2006 (b) stored programm ng configured to set up said direct nenor
access controller wth a source address for said display data stre&mMYé%ﬁ
destination address for said display data stream and a size for said

di splay data stream and (c) stored programm ng configured to initiate
transfer of said display data streamby said direct nmenory access
controller to said display controller. 25

- (b)  storcd programming configured {0 set up said dircct memory access cottroller
with a source address for said display data stream, a destination address for said display data

stream, and a sive for said display data stream; and
(c)  storcd programming configured to initiate transfer of said display data stream by

said direct memory acccss controller to said display confroller.

»
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