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In a first aspect, the invention is a computerised identity matching management
30 process for regulating the issue of secure assets, the process comprising the steps of:
. identifying an asset having a unique classification identifier;

identifying an issuer of the asset and a receiver of the asset, each comprising the
steps of:
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35 waiting to commence a capture process of a biometric representative of the issuer of thc
asset or the receiver of the asset, to initiate the capture process;



asset or the receiver of the asset, to initiate the
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- 30 example each asset may be uniquely identified by a radio frequency identifier. The
‘ unique identifier may be a machine-readable. The unique identifier, such as a barcode,
may be tamper-proof and may be secuiely attached to, or imprinted directly onto, or
into, the asset. In such an instance the identifier may be identified by scanning the

barcode. The invention is not limited to these examples.
35 The method may further include generating an alert if the receiver’s pnwlege
. does not match the asset classification.




into, the asset. In such an instance the identifier

may be identified by scanning the barcode. The
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" waiting to commence a-capture process of a blometnc rcprescntatlve of the issuer, to

~ initiate the capture process; .

30 the management. computer responding to the request by returning a
message to the capture apparatus at a first instant in time, the message containing a
unique code and receipt of the message containing the code at the capture apparatus
causing initiation of the capture process; .

- the capture apparatus encoding a captured biometric represcntattvc of the

35 issuer of the asset with the code;
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‘ In an gxample of the second or third aspects, the step of the management
30 computer returning the message to the capture apparatus may ocour at a first instance in
time. The management computer may receivé the encoded captured biometric at a
second instance in time, and the management computer operating to decode the
encoded captured biometric and initiate the matching process only when the second
instance is less than a predetermined time interval later than the first instance.

35 The computer may be further programmed to identify an issuer of assets.




the return of the asset. In an exanple of the second
or third aspects, the step of the nmanagenent conputer
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Fig. 1 illustrates a system 100 used to regulate the issue of and the return of -

30 secure assets. The system 100 includes an Tris Recognition client computer 105 which
is programmed to receive and transmit messages through a firewall and over the

* Intérnet to client software 108. - The client software 108 resides in a PC 115, The client
software 108 works with identification software 110 and an iris recognition camera 120
which includes a special lens to photograph the eye. Alternately, the client software

35 108 may work with identification software 110 and an imager 125, An iris recognition
server 135 accepts the iris image which is sent from the camera 120, In addition, it




Best Mbdes for Carrying Qut the Invention Fig. 1

illustrates a system 100 used to regul ate the issue of
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includes ah Iri's Recognition client conputer 105 which

Is programmed to receive and transmt nessages through

a firewall and over the Internet to client software
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The software 110, works with a barcode reader 130 which is used to scan a
secure asset for release or alternatively for its retum. |
25 ‘ In this example, the components of the system 100 are installed on site at an
armoury. The armoury stores secure assets such as firearms. Each firearm stored in the
armoury has a unique machine-readable, non-removable identification in the form of a -
barcode, , .
The PC 115 is.accessed by dispatching officers who have the authorisation to
30 release assets in and out of the armoury. The camera 120 is used to capture an iris
image of a dispatching officer when the officer 1s ‘on duty and responsible for the -
release of firearms from the armoury. The camera 120 also operates o capture an
. image of a receiving officer each time the officer wishes to draw one or more firearms
from the armoury and similarly when the officer returns the firearms to the ATIMOUTY.
35 - Figwe 2 illustrates the steps required to be underteken when a firearm is
requested for release. The dispatching officer starts a session 205. The system is
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3. The process according to c¢laim 1 or claim 2, further comprising the step of
- 35 generating an alert if the receiver’s privilege does not match the asset classification.



biometric and initiate the matching process only when
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record relating to the retrieval of the asset.
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B e ini 1] at Pags 9@@ﬁ%ﬁ%kﬂ&?%%&gg@%ﬁlﬁ%eﬁc%ﬁ?%%hﬁ%%*fe of the
themﬂ'&%tld&jasﬁggﬁ’t‘tﬁf PBfionet ri ¢ agai nst stored records
‘and gener at thagnamgdnish tcompatat, i afier oxining dhr exenget feveving the
of &ltedddsaptered wlagluR; st ch is found. 10. The process

according t ] [ e the.step of the.. . .
gpnagern B mattdte Loni %ﬁ%ﬁ%@ i

pt HE%Q% U8 Tigd @upaichyfor dherdepaded icppiiradh BiomeRior ggpisst stored
t hersserdagegendratong rap udentificatios cadeneprésastatbrad dedssnapkhenatnatch
bi omgbindc at. a second instance in time, and the
managenment conputer operating to decode the encoded
captured bionmetric and initiate the matching process
“onl JP-wh e progess aecoriing taslaimdeoriclpim 8ewhartitha step of the management
PO ecetmitaniveteding thiemiesshgs 1oathe legringt appueust dt@urk iaf & tfirst instance in
| NSHABGRe m i ' ;

fe lr]afgﬁaﬁ %B&%C%asﬁs%ﬂlg eﬁ&dg@ca%ﬂﬁlcdoﬁgm%c at a second

cl ai s 0. re t ts conprise any one or
o ERRcE, IR Vi coanAgsrasal semps ApGHAEnE & Aecoie, e encoded
phafipiieed hipaetric aprbiinitietd the matchidg praveks only, wheartbosdeosd instance is

- pr efesotisn dprtdvtdminad Gk @gahaldAGURRIEStirstligstankBe Process
aecording to any one of clainms 8 to 11, where the -

uni que igglent ifier i‘ﬁ securely attached to, or :
i pf 1°nt €4° ATOCEE APSPrEng 1 BY U eholaipid igdQewherq the apppis comprise
pr o5 sngc ometengr tthe dolloving Gfcawisaiwmepdst batbfy, phremeceutical
t he misdibatios dnd @pdduéts, AardoficsRplo@ibRafiRald 4nd IEHA dBEREARS
according to any one of clainms to 12, where the unique
Ldentifier : ' '
58’ % The process according to any one of claims 8 to 11, where the unique identifier
is securely attached to, or imprinted directly onto or into, the asset. |

13. The process according to any one of claims § to 12, where the unique identifier
is a barcode. :
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is aradio frequency identifier. 15. A conputerized

identity matchi ng nmanagenent system for regulating the
WO 3®ame0mB7 or the return of, secure assets, COPEI/APR200g/000880

a data depository to store records of assets each

havi ng a uni que asset classification identifier and a

record of receivers and receivers' privileges; an

asset identifier for identifyhsg the asset to be

i ssued or to be returned; a conputerprogranmed to:

receive_a request, fron1capture apparatus waiting to

c ontfie nc EhePrecest arrerdine de aassonsrof glampfior 42 wherp g ‘%’i‘?‘i“? Mjegtifier

t hds eaqaiafreuecpdlestificro i dentify a receiver who is

requesting the i ssue of an asset or the return of an

ass respond .t request to return a

* hel% apA PP S ERESHE sl WA o R OE Qi isee
dodd, Oréhﬂemmfeseﬂé‘@éqsm comprifieg:nessage contai ning the
code at atdun Qakidre t0PAGeatedsds BISREetd Bachi Bivir@N a Ofiniguee asset

Cap&&% Bl ggga%ﬁéﬁe{ ald s?{ec&ﬁt ?f}e%@&s % Wi e gc%tu Léﬁce' ve
encoded gy et 14°H%ﬁ‘€é?fé cngifying o ase%cs%e lswe‘? et e Fesgmed;
bi onet r e compmeat pengrammdalant i catl on server to performa

mat ching prx@e&»sesa feQudst, BdrPcapB: &kpé)faﬁﬁ; W&ﬁnnge&@&iﬁlﬁcnccacapmrc

ecor ds

capt ur ed aj.
Goripiitoby Wi m o BEAS I RT pisFBE i, ey o Bpoiparomto i
r ec’@ﬂ‘b‘éﬁ‘n&/ﬁh‘bﬂﬁ"é’: of @rasest of the retwe of axafeetiof an asset or

t he return eipoad taths ebquebtaln ratufibd &iessage fothié Bgphirl @pparatus, the

serﬁesrsage%k A6k sxr@aﬁlq&vme dACHREE ?ecvs{ ﬁm@meydag@ Q@ntﬁtﬂing the
er.m e rece IVI e nmat ches

£ S| e PRI ol efronfiton or i pheme iR | <
det er mi ned ¥is¥ FANBInG thedaessags glepri Yest Qepireg bicsmetrirfror $hpecapture
of spperans ssdodal withiie ce@lepand of the asset. 16. The

process”CCop Lo iR & tﬂ:‘eﬁ‘bf‘o@ncﬂkhgz{de the step of the
managenment conpui er retur ni ngﬂthe message to

capt ur e “3 SFAFEPHOR ST H 'S b R ARt T G for the
hederadrdgeprad Wonye egainst stired regortih endetocgaionte an identification

:: ﬁptm eEHbsaitRiveiof tidltrecdiveL RS & m@ﬁtﬂ@mge ihdlie ot BB ass@NA the retum
e

enc ofc}& &g gf.éﬁ %ﬁgﬂo e 1me?, el s% er ﬁmﬁagr t &%\ﬁ%thte I??cehver's gprivilege

pr of% f?eﬂg%em ?&qw@me%ﬂw asspicelagsifipption Adentifer,

pr- e@k@t i§ ramatnhds tetereninedt forning alus¢ rort] helatinighe tifei issmib of the asset or

b StAR&Em ot the askBe System according to claim15 or 16,
where the conputer is further progranmed to identify

an |ssuer of assets.18. The system according to any
onel®f dhgiprasess geqoglingrto clifrerls, whiee the siap 6f e mapagsment computer

as s edtigning dhef messdye rto itiRcéapes apamnd atcenranids fitsminstaned int thee, the.

ass @lan¥RMeht SSMFHeRYccl Vit s 8ABHed@aftured biometric at a second instance in

30 time, and the management computer operating to decode the encoded -captured
biometric and initiate the matchmg process only when the sccond instance is less than a
predetermined time interval later than the first instance,

17. - The system accOrdmg to claim 15 or 16, where the computer is further
35 pmgrammed to identify an issver of assets.



received by the receiver. 19. The system according to

any one of clains 15 to 18, where the record of the
w@g@sno®3use i ncludes a date and a tine that tPEeT/AT3092000830

recei ved the asset which the receiver returned. " 20.

The system according to any one of clainms 15 to 19,

where the conputer is further programmed such that if

a match is deternmined a nessage is able to be

~generated authorising the rel ease of "the asset to the
recﬁ ve% 21. The system according to an%; one of
cl al¥rs 18° f5terceQifine do pponepfsiaias 15 & §7mhere the record of each
pr cgpcihwee duther inclpiiatthd datmandetinedithibtsthe @kctckat i be dhd iBfier and
| SSldedivddbyMeabdefdr, 22. The system accordingto any one
of clainms 15 to 21, where the asset identifier is a
radj o frequency reader for identifying the asset.to be
Pssifed dhe sytepbagepnding ie any 2ae THdainssitSem 18c wherel thegreeapd of the
anyaseatie ued icludesn® dite dnd a2fime WA IBe idifer 38RREd leRbit dIGEN the
IS Redddth fRgR.4 €ader for identifying the asset to be
i ssued or to be returned. 24. An el ectronic nessage
for transm ssion froma bionmetric capture apparatus to
a chpullbe sgiteni agowingonpoy eme o dlaimke hS itd ¥9, nwiteeshins Gomputer is
lf”é tcmn& %regrmﬁ@wlsam pet the éigftcr%ﬂ?sl eétmﬁﬂ,nessegzaz ﬁ{g(s)s?}%er }J;grﬁa to be
a céa{%%}ﬁ{rg eé@%%é%g%%m%&gg? i ﬁrﬂgecrgfe%/v& of .the asset,
the captured i mage encoded with the uni que code .
obtZ2di nedhs systent igomlgputaey .one of claims 15 to 20, where the computer is

- further programmed such that if a match is not determined the issuer is alerted.

15 ‘ ‘ ‘ :
22. ~ The system according to any one of claims 15 to 21, where the asset identifier is
aradio frequency reader for identifying the asset to be issued or to be returned.

I :
23.  The system according to any one of claims 15 to 21, where the asset identifier is

20  abarcode reader for identifying the asset to be issued or to be returned,

24.  An electronic message for transmission from a biometric capture apparatus to a

computer during a computerized identity matehing process for regulating the issue of

an asset or the retumn of an asset, the clectronic message comprising a captured image
25 of a potential receiver of the asset, the captured image encoded with the unique code
‘ obtained from the computer, .



