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20  computing environments are known in the art (e.g., U.S. Patent No. 5,958,012, “Network

Management System Using Virtual Reality Techniques to Display and Simulate Navigation

to Network Components”). Monitoring systems may rely on enterprise components

generating and reporting events when they experience problems (e.g., disk crash, server

crash, network congestion, database access failure). However, when a first enterprise

25  component experiences a problem, (e.g., disk crash) the problem may have a ripple effect that

causes other enterprise components to experience problems (e.g., database access failure).

Therefore, a conventional monitoring system receives enterprise events from enterprise

components where many of the events are symptomatic events (e.g., generated and/or

reported as a result of other, more fundamental events) rather than root cause events (e.g.,

30  fundamental events). Distinguishing between symptomatic events and root cause events has
historically been difficult, requiring skilled operators and significant time commitments.

Relationships and dependencies existing between hardware and software components

within an enterprise computing environment lead to a single root cause producing

symptomatic events that may confuse operators and delay the identification of, and therefore
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enterprise components to facilitate determining whether an enterprise event identifies a root

cause. With these items established, the method includes instantiating correlation objects to
facilitate aggregating and correlating related enterprise events, receiving an enterprise event,
25  and determining a context from which the enterprise event was generated. Once the event
has been received, the method includes relating the enterprise event to correlation objects,
updating correlation rules to which the enterprise event applies, and determining a root cause
for the events based on the context from which the event was generated, the correlation rules,
the dependencies, and relationships between enterprise events and correlation objects. With

30 the root cause determined, the method generates an indicator associated with the root cause.
Another aspect of this application concerns a system for determining a root cause of
an enterprise event. The system includes an enterprise event receiver for receiving enterprise
events, a correlation rule data for storing correlation rules that facilitate determining the root

cause of an enterprise event, and a cause and effect data store for storing cause and effect
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interface, and a fourth interface that returns a root cause of the enterprise event, where the
25  root cause is determined by examining correlation objects received by the third interface.
Still yet another aspect of the application concerns a computer readable medium
storing a data structure associated with a correlation object. The correlation object includes a
field that stores an object identifier that identifies an enterprise object from which an
enterprise event was received, a field that stores an event message retrieved from the
30 enterprise event, and a field that stores correlation rules to which the enterprise event applies.
The correlation object also includes a field that stores the degree to which the stored
correlation rules have been completed, a field that stores a time period during which
enterprise events can be received, and a field that stores a root cause determiner identifier that

identifies root cause determiners to which the data structure can be provided.



3 WD 03/005200 PCT/US02/ 21376 In accordance with these aspects of the
application, certain illustrative exanples of the nethods, etc. are
descri bedwbes®d3200 N connection with the foll ow ng descri prcausanisvhe
annexed draw ngs. These exanples are indicative, however, of but a few of
t he vari ous ys. i.n whi he principhles of t.h o t em QU s,
A-Pls, and ne i%:c?vt&)?nclgewﬁﬂ?rﬁ egf/ gp qgtsa%ﬂghlfhaggfl%ﬁlggi %ﬁmdgﬁis{q %M?eng)ﬁ%eles J)fs

equi val et Snetkdd3eetcaghe ARt@{IRE harkn Mo veinetB@! Witk Shentllowing desripppaadihd rom
the follow ng detail ed description when considered_in conjunction wth the
dr awi ngstinpkgdedramags, L heseswawples gee indisalivigBoweveni of bk a few of thesaneRntays

bl ock di; g i i npl e
syst o ‘aniion te AhcRIATR! e HRMl: SR CONTRPL: B8 maRD md N R
exanpl e dndatheacié dnempiefabi inelnde Fiqgivakent3. | Othes tatedresges naneix aogel deatedesvandy
configuration of a cqQoperatjng set of roQt ,cause determ.ning systens

and/ or rRSCARE s%ppa@ntﬁ@%f degdoflgwines defaites 3%%%%%%@9%#%9@ iOPEEHOR es
an exanplgn fedrgnbor determining a root cause of an enterprise event.
Figure 5 1s a schematic block diagramthat illustrates an exanple system
for detennining a root cause of an enterprise event where the system
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PCT/ US02/ 2137P6igure 5 is a schematic block diagram that illustrates an example system for
determining a root cause of an enterprise event where the system includes an impact analyzer.
Figure 6 is a schematic block diagram that illustrates example logging data stores
20  associated with a system for determining a root cause of an enterprise event.
Figure 7 illustrates an example application programming interface employed with a
system and/or method for enterprise management.
Figure 8 is a flow chart that illustrates an example method for enterprise management.
Figure 9 is a flow chart that illustrates an example method for relating enterprise
25  events to correlation objects.
Figure 10 is a flow chart that illustrates example processing associated with
determining whether a correlation rule completion exists.
Figure 11 is a flow chart that illustrates example processing based on analyzing an
indicator produced by a root cause determiner.
30 Figure 12 is a flow chart that illustrates timer processing associated with example root

cause determination.
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Events and correlation rules can be processed by a root cause determiner. When an

event arrives at a root cause determiner, a timer can be initialized that determines a period of
25  time during which related events will be collected. Once the period of time has expired, then
a root cause determination can be made based on the set of collected events and correlation
rules affected by such events.
Once a root cause is identified, an impact analysis can be performed. The impact
analysis can examine enterprise events and proactively alert other potentially impacted
30 enterprise components to the root cause, initiate failover processing, initiate maintenance
processing, and/or alert operations staff, for example. Thus, the root cause determiner
harnesses and applies the knowledge and experience of enterprise management operators.
Conventionally, event management systems are presented with substantially all

enterprise events generated in an enterprise computing environment, making it more difficult
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A root cause determiner receives events from the enterprise computing environment.

Data retrieved from enterprise events can be used to populate event correlation rules. The

25  root cause determiner receives the events, populates event correlation rules, correlates and

aggregates the events, and after a sufficient number of events and/or after a sufficient period

of time has elapsed, determines the root cause of related events. The root cause determiner

can then report out the root cause event, reducing the number of events that are presented to a
management station, console, and/or operator.

30 A root cause determining system can include an event log that stores received events

and a root cause log that stores determined root causes. Logs can be employed to examine

reasoning employed by a root cause determiner to facilitate understanding and/or adapting

how aroot cause determiner arrives at a root cause determination.
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may also be implemented in combination with other program modules and/or as a

combination of hardware and software. A “computer cbmponen > reflers to a computer-

related physical and/or logical entity, either hardware, firmware, software, a combination

25  thereof, or software in execution. For example, a computer component may be a process

running on a processor, a processor, an object, an executable, a thread of execution, a

program, a program image, and a computer. One or more computer components can reside

within a process and/or thread of execution and a computer component can be localized on

one computer and/or distributed between two or more computers. Program modules typically

30 include, objects, programs, executable threads, data structures, etc. that perform particular

tasks or implement data types.

The environment illustrated in Figure 1 is but one example of an environment in

which the systems, methods, GUIs, and APIs can function and thus does not limit the scope

of such systems, methods, APIs, and/or GUIs. Well known computer systems and
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30 pointing and selection device, cameras, video cards, displays, and the like. The input/output
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interface 260 while a problem with the marketing server 270 is likely to impact the marketing
application 280. However, a problem with the web server 250 is not likely to cause a
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30  likely to cause problems with enterprise components 250, 260, 270, and 280.

Figure 3 illustrates a collection 300 of root cause determiners. Root cause
determiners generate root cause determinations based, at least in part, on events received at
event receivers. Thus, root cause determiner 310 reaches a root cause determination based, at

least in part, on events received at event receiver 340. Similarly, root cause determiner 320
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events 410 by analyzing correlation objects that are stored, for example, in a correlation

object data store 460. The correlation object data store 460 can be, for example, a stand-

25  alone or distributed database, a data structure (e.g., file, array, database table), and the like.

Correlation objects can comprise one or more correlation rules, and other information (e.g.,
correlation object identifier, time data, timer data).

The root cause determiner 440 has access to a correlation rule data store 450 that

stores one or more correlation rules. The correlation rules stored in the correlation rule data

30 store 450 can comprise, for example, a number of components for expressions that can be

evaluated to determine whether a set of values associated with a set of enterprise events

indicated a likely root cause for a problem for an entity in the enterprise 400. While a single

correlation rule may provide a single data point for determining a root cause, aggregations of

correlation rules collected in a correlation object can provide a set of data points that may
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statistics concerning t
One example root cause determiner 440 examines the degree to which correlation

rules associated with correlation objects stored in the correlation object data store 460 are
completed. For example, the root cause determiner 440 can produce statistics concerning the
25  number of correlation rules that are completed, and the complexity of the correlation rules
that are completed, (e.g., three component correlation rule vs. twelve component correlation
rule). Determining the degree to which correlation rules are completed and determining the
type and complexity of completed correlation rules facilitates selecting correlation objects for
further analysis in determining a root cause. Furthermore, determining the degree to which
30 correlation rules are completed facilitates reconfiguring a time period established by the timer
430. For example, if 100% of the correlation rules are 100% completed, then the time period
may be too long, since a valid root cause determination may be possible with less than 100%

completion. Contrarily, if a small percentage (e.g., 5%) of the correlation rules are complete,
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470. defining cause and effect relationships that may be stored in the cause and effect data store

470.

An enterprise 400 may include more than one domain. Furthermore, multiple

25  enterprises 400 may exist. In a multiple domain enterprise or in a multiple enterprise

situation an ultimate root cause determination may be predicated on one or more initial root

cause determinations made for separate domains and/or enterprises. Thus, one example

system includes a root cause determination receiver (not illustrated) that accepts as input one

or more root cause determinations from one or more root cause determiners 440. In one

30  example, the root cause determination can be passed to a root cause determination receiver as

an enterprise event, which facilitates flexibly creating dynamic networks of root cause
determiners.

One example user interface 480 is a graphical user interface that includes a display

and a selection device. The interface 480 provides for displaying a set of data entries on the
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An enterprise 400 may include nore than one domain. Furthernore, multiple
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data.including, but not limted to i rer dat ssociated with the tiner
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events that participated in populating a correlation rule associated with
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obj ect,

correlation objects considered, number of correlation rules considered, number of correlation

rules completed).

25 The interface 480 also presents information that facilitates adding, deleting, and/or
suspending correlation objects. Furthermore, the interface 480 facilitates forcing a
correlation by manually terminating the timer maturity clock.

The systems, methods and graphical user interfaces described herein may access a
variety of data structures. One example data structure that may be stored on a computer

30 readable medium is associated with a correlation object. A correlation object can include a

variety of fields. One example set of fields includes a first field that stores an object

identifier. The object identifier uniquely identifies an enterprise object from which an
enterprise event was received. A second field stores an event message retrieved from the

enterprise event. The event message may be copied directly from the enterprise event, or
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dependenci es, and correlation object statistics (e.g., nunber of events
consi dered, nunber of correlation objects considered, nunber of

correl at iwo 081003280 consi dered, nunber of correlation rul epCrarspt/eed). 25
The interface 480 al so presents inforination that facilitates adding,

del et / di | at.i | eGt h
"ot or 1 acuaf BEbREessRy PO ootRS, BRAGE pBhispl Bbiicing SHIRHIE Pl fond e, An.g
the ti mesxamlldithiddyficld ekes cCOMRIBBALIAIES to MidhOHE eArE i aBhiCAplids eThus, the

interfaces described herein may access a variety of data structures. One
exanpl e aickation obteciAgEregatns cREplatien sileytedacilitate dBrisT eHte BUSE diTEMIdEoRedi um

. Lo it . . _ . . . e
var ety S gl uly RIS Slofls s ARGBfilea E AC Bpatts 86 AR GO RBIE T °
st or s awrebjtieatrules donéd i the. thiti diedb pecéionpdend.i Foerxampigy dieyfourdk field tas an

enterprise object fromwhjch an. enterprise event was _received. A second
field st¥PEPeLnage Jplapdicans whey PRbRY oF B e aﬁ%hlf\%?sphwgeebe@véﬁ{npfﬁ%

event nmesyage MRY n&t%ngﬁais echr iRt fied 1AM aﬁe?&n@ HoBIpHGHE oFVERh: inbmpite WO
03/ 005200 PCT/ US02/ 21376 nmay be processe e.g., parsed, pattern t ched)
bef or e bwinreiptionoulesl An axbmpieliiindeld sdms a fime per@dplueinghiirich Entetpdiss tanéss

correlation rules to which the ente ise event applies. Thus, th

cor r o at FOnbOITERE g et SHh died shes 1:Be EBRPLERPm AT cide e B
rout;@ CausudeiRhiRabbOfuse AteRNabR IS whth thd dhtagtrdctatoseddatife éégﬁﬁbxat ed
w th the de%ree to which the one or nore 5 correlation rules stored in the
third fitehdpbde gedimplcan &d.previdedx ahyisethet dxemplsusixth fipld Gicdiptos sonstrgcting

per cent age .dat a indi cat i at, percent of the correlation rule ave been
Corp! ot bl Bpahtt AENRE PR AR erb ASp (PR R Bl el o o
of such i nconpkerees ilketi4ted ai eREmpleliRPactANalgxaBoeinf dobirhudit &gl WitloHRSoat ti me
period duri ng whi ch entg}g{)ri se events can be received. Am exanple_ sixth
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conponents other than the enterprise cohponent” associated w th the root
cause artbe [faiket¢ gf & dowestedafre carapluthry canhponento b e rexdeple; i ae dnterprise computingopt

. B f illustratian, . d : t t | i kel
S0 BY ardhuliBisly, combEiing & Beosht, BRIGES TS RN it S RIG R ot hip- e,
Upst r earmERARY l1ct WRANRNA T Wbblidesions, ttRe BaAIRE ToeGt GdgRYATIM & fidlilelyr & Of a

downst ream conput er conponent. For exanple, in an enterprise conputing
affect the back-end banking application, however, the failure of the back-end banking

application is likely to affect a large number of the front-end ATM applications.
Thus, the impact analyzer 500 can perform actions including, but not limited to,
25  notifying an affected enterprise component of the root cause and initiating impact processing
associated with the affected enterprise component. An affected enterprise component could
be notified through mechanisms including, but not limited to, an interrupt, a signal, a
message, and an event. Similarly, the impact processing can include, but is not limited to,
failover processing, restart processing, shut-down processing, security processing, and
30 maintenance processing. Failover processing can be employed, in the banking/ATM
example, to re-route ATM requests from the failed banking application to a back-up banking
application, for example. Similarly, restart processing can be undertaken to attempt to restart
the banking application. Shut-down processing may be undertaken, for example, to
temporarily shut-down the ATM front-end applications to allow an opportunity to perform
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stored.

Figure 6 also illustrates a root cause log data store 610 that stores determined root

25  causes. Storing determined root causes in the root cause log data store 610 facilitates, for

example, post solution analysis of how a root cause determination was made and scheduling

delivery of root causes to downstream root cause determiners. Also, storing root cause

determinations in the root cause log data store 610 facilitates training operators who will be |

tasked with enterprise management based on evaluating root cause determinations. A

30  historical log of root causes can be employed to produce simulations that simplify training
operators.

It is to be appreciated that the systems illustrated in Figures 4-6 can be implemented

on one computer component and/or, on two or more distributed, cooperating, communicating

computer components.
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exanpl e, in the banki ng/ ATM exanpl e, a single ATM machi ne may report one
thousand tinmes that it has been unable to access the banking application.
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training operators who will be tasked with enterprise managenent based on

eval uat | {#ysasot0 emplosed by cndias rpdiesd bx the mpiseanse defermypng ppplisation {ides
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f d / or dat by .t h | i, cat 70. .F |
Pt oo APt S8t deerR R L ahg oace BELe 468 velRy BEM wiRatBER 50, 2ccs
730, andi@rexhRfle, a%&%78&%@%%@%@7@@Qz{rpﬁropf&%re@cbszo tifeappliehticnause

determ ning application 770 Enpl oyi ng a root cause determ ni ng program
770 is 7 via thetARl T80 t Whilp e seetresseaietarminingppplirg@ors 7 At ts iHusiatsdr rgrierbe750

dot am e MARERLAP700 TRBY G A nBPELEES RBrchoy i ReleRBbins fHRdie,

i nt erfacgldmn?e%bdtso t he appl ication 770. This facilitates encapsul ati ng the
functionality of the application 770 while exposing that functionality.
Simlarly, thEusP aBosxaEw oPbhedtlldB0a sa efeapplieatigneProgight infaiaees can be
determn n e e

appi 1 ot and FB68 SRR rLddlp R Bl T ahe SR AR bY BROAGTY Mocormpter
provi de ¢oumppsent20 gan ddoessap pl roobtdusadeterifiningasystim ﬁdﬁl’or?fﬁﬁhodt%hﬂt@faaes ot

cause determ ni ng application 77Q is illustrated, it |s to
appridci altnél&H% hHt e dlopbimitegitos é‘nP 15t SpPdRseal tﬁi‘aﬁ ﬁ‘?CS’rVF%lc?QtWSFo‘?YFméaGssgcond

det er m ni,RgeSY #hef%Reives correlation rules associated with the enterprise events, a third interface

that receives correlation objects comprising correlation rules that include the correlation rule
received by the second interface, and a fourth interface that returns a root cause of an
enterprise event.
25 In view of the exemplary systems shown and described herein, implemented
methodologies are better appreciated with reference to the flow diagrams of Figs. 8 through
12. While for purposes of simplicity of explanation the illustrated methodologies are shown
and described as a series of blocks, it is to be appreciated that the methodologies are not
limited by the order of the blocks. Some blocks can occur in different orders and/or
30  concurrently with other blocks from that shown and described. Moreover, not all the
illustrated blocks may be required to implement an example methodology and additional
and/or alternative methodologies may employ additional blocks that are not illustrated.
Some methodologies may be implemented by computer executable instructions and/or

operations stored on computer readable media including, but not limited to, application
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and/ or methods. Thus, in one exanple of the APl 780, a set of application
programinterfaces can be stored on a conputer readable nmedium The
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umquely identify the enterprise event and the enterprise component experiencing the
problem. Enterprise events may also include information like, the duration of a problem, the
time at which the problem was first noticed, the time at which the enterprise event was
generated, the time at which the enterprise event was reported, and data values associated
25  with the problem (e.g., temperature = 85 degrees). Thus, correlating and determining root
causes of enterprise events includes receiving and processing a variety of enterprise events in
a variety of formats.
Since both the enterprise component that experienced the initial problem and related
enterprise components will be generating and reporting enterprise events, the method flow
30 charted in Figure 8 facilitates separating symptomatic enterprise events and root cause
enterprise events.
At 800, the methodology establishes a set of contexts from which an enterprise event
can be generated and/or viewed. Rules for determining a context may differ from enterprise

to enterprise as determined by a rule programmer, for example, and may vary within an
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Bool ean eeteplighedi Dependsncies fictijate deterrplmugewbethmancmmtpnsﬂ@vemléﬂmﬂes@ regtent s
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Thus, t helaBOMhRRRh RIS $S b Butetpfise simplifies searching for expected events and ignoring

unrelated events. For example, if an enterprise component A relies on an enterprise

component B, and an enterprise event is received from enterprise component A, then a

dependency established at 820 facilitates searching for enterprise events from enterprise

25 component B, and facilitates ignoring enterprise events from enterprise component C while

determining whether there is an upstream root cause (e.g., problem with entity B) for the
problems experienced at enterprise component A.

Since an enterprise computing environment can include a complicated network of

enterprise components with a large number of cause and effect relationships, establishing a

30  root cause for a problem with an enterprise component may involve analyzing a number of

related correlation rules. At 830, a correlation object is instantiated to facilitate aggregating

related correlation rules. As enterprise events arrive, they are routed to correlation objects

that house related correlation rules that determine a root cause. Aggregating correlation rules

into correlation objects facilitates, for example, parallel processing of correlation rules in
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Det erm ni ng t he cont ext
for the enterprise event data can be determined and the Boolean expression in the correlation
rule can be updated with the value. Furthermore, the correlation object, and/or the correlation
rule, can be updated to reflect the degree to which the Boolean expression is complete. By
25  way of illustration, a déta value that records the number of components of a Boolean
expression and the number of populated components of the Boolean expression can be
updated. Such completion data can control, for example, whether a correlation rule is applied
to root cause determination.
Blocks 840 through 870 can be contained within a loop that may be controlled by a
30 timer as described in association with Figure 12, for example. Thus, the set of blocks 840
through 870 may be repeated one or more times while a set of enterprise events is presented
to the methodology. At a later point in time, under programmatic control (e.g., a timer
expiring, a predetermined, configurable number of events being received), the loop is exited,

and at 880 a root cause is determined. Determining the root cause is based on at least one of
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cause involves selecting between the correl ation Oblj ects that have one or

nore cofPEelation ey updateeprardlatiny ebjects that aggregate correlation rules and ultimately

determines a root cause of the set of related enterprise events. The root cause determination

facilitates understanding what actions, if any, should be taken based on the root cause
25  determination. The indicator generated by the method can be evaluated to facilitate
performing appropriate enterprise computing environment management functions.

Referring now to Figure 9, a flow chart illustrates an example of relating an enterprise
event to one or more correlation objects. Relating an enterprise event to a correlation object
includes, at 862, identifying correlation objects associated with correlation rules to which the

30 enterprise event applies. For example, a correlation rule may have a number of components
in an expression. The components may reflect values available from an enterprise event.
Thus, an enterprise event can be related to a correlation rule by data based on whether the

enterprise event provides a value for a component of a correlation rule expression.
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period from when a first enterprise event occurs until the correlation root cause has matured

(e.g., a time in which it is reasonable to assume that substantially all enterprise events related

25 to the first enterprise event have arrived). The example correlation rule format can also

include a “transaction pipeline” field that can be, for example, a list of enterprise components

and events that indicate their failure. The example correlation rule format can also include a

“correlated event to generate” field that defines an enterprise event to generate if the

correlation rule is completed and produces a value indicating that the correlation contributes

30 to identifying a root cause. A correlated event to generate can include a field that has text
and/or data extracted from one or more enterprise events.

The example correlation rule format can also include a “destination event manager”

field that can be, for example, a list of root cause determiners and/or event managers to which

the correlated event described in the previous field can be sent. This facilitates establishing
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By way of illustration, a correlation rule may have four components that are logically ‘anded’

25  together to produce a Boolean true or false value. As described above, values for correlation
rule components can be extracted from enterprise event data fields. If the determination at
884 is yes, then at 885, the completed correlation rule is ranked to facilitate comparison to
other completed correlation rules. Rankings can be based, for example, on relative location
in a transaction pipeline.

30 At 886, a determination is made éoncerning whether there is another rule to examine.
If the determination is yes, processing returns to 883. If the determination is no, processing
proceeds to 887, where a determination is made concerning whether there is another
correlation object to process. If the determination at 887 is yes, processing returns to 882. If

the determination is no, processing proceeds to 888 where a root cause is chosen. The choice
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5 the first received enterprise event have been processed. Correlation

rul es can be dynamc, and thus formats may change over tine. If an
ent er pri swomampanent i s nodel ed by an enterprise object, Prhesa2zoreel ation
rule may contain fields |like an "object identifier"” field that facilitates

e uae P ROl SRt e BE 4 b erp ot SRk Rnd,

and nai Bélaétirigle higest hiedatlee HARYdViet, Dehdt edmapes for thosing@heeddtaianid &a
obj ect can have a state that may be exam ned to determ ne whether an

ent er pr i@y v rrex mot tlimited; t9, gaanuphpeleetiong pedera malshingagae neyral mefwerkat e

t hat afftgc%%b e action to be taken upon the determ nation that the
enterprise object is the root cause. For exanple, an enterprise object
that5is in aTumihgt esante Figikatld, nadditienat xprecdssidg t sssbdatbdewithod aanseerof a
nunber of 15 enterpri events, however, the actions taken based on the
" mai nt e H&RA élen&ddp@theg %trrf@rre@%% @J@ﬁ\{figtsrr@@f@cﬁooh?aélw Pyeats s o vy pharted. fﬁhﬁm t he
acti ons ,taken, | LB REroRRLE a QntRd i5diddt6 Mlodutddming” -
By way 8? iﬁhu%ha ?feoﬁ%}éc?if ?ﬁ% gﬁ?ergésle?’e?%ﬁ%ec date was - expected to be
"runni n§90 (Filgere ct i ons taken upon determ ning that the enterprise object

was a root c m ght include failover processing. However, if the

enter prise ob)ied00st AP 5 raids ISR VHRDR DRSS Bt U SRR ne be
to ipf oY W8S HIRRIHADIES hetwosk YRidot tlscRlctPBideRd a@botldaliBe &idrhiifbefil at O
conpl ete 't he mai ntenance before reporting any other enterprise events

associ affiest domain mipy apassesk dlere tshpthert rdoh catire defainineshintaeilitaie gpBabomtives4, a

determ nati on i s . .made. concerni ng.whet.her a correl athon rul.e is,compl ete.
By ey SF0t A So i Al oy Brofeta b Ml MeBalsTnE R e
are | ogicg@el deterdfifldby tPmeMEEishenldte sosiiteotheBaRt earet det@miters. allf the

val ue. As described above, values for correlation rule conponents can be

ext r act datermiwtienebl B0 Bevesvant] 1daem crteenriss event willebeipassedritethriometiods.gg4
'S Y8, aﬂﬁ/%fg%t ﬁ%germﬁg dcﬁmg?tcﬁ&ecﬁggﬂiﬁ&gf) MAL Li'lg%,' .d%?e%ﬁﬁﬁb@ i§ 3fide! tate

conpari son 8 | éted corre i'on ful es. nkings can be based,
f or examHether tnpisslaahésssgd dovaikiresn. Anmesshgacmiant passedpigpekmple, ®0a &ins8B6, a
determ natjon is de concer nfsng whet her there is . another rule.to exam ne.

If the GRPEAaHPAZRY/GhaY epgreer. 1hpdeicapsryleterningiion iregaasan gytopgled process to

det erm E‘@sfoil\%F‘thE%\cI)\ﬁPeauQé ‘{’&%?F&sﬁ_& a RARGESURe) (REY el Bh$ b8 1HEkEN ﬂ&l?ééei @n is

made concerni ng ether ‘there I's another correlation object to process. |f
t he det énfoimangi anopdratdBhat 8 rysst has ocassidngHowewrny ¢ woB&2usel detertthgation

O O o 0 e B SSa ol S e R BOHSS
exanpl ejf iy dexafinatifgat N20$EYesOdt 1130 kLRA&APPH AL BpHHT RlvAisteins ul es and
sel ecting the highest ranked rule. wever, other techniques for choosing
t he root caudd &, a determination is made concerning whether to initiate failover processing.
By way of illustration, if one disk in a redundant array of independent disks fails but there
remain a sufficient number of independent disks to perform the fault tolerance functions of
25  the redundant array, then failover processing may not be required. However, if a number of
the independent disks in the redundant array have failed so that the fault tolerance feature is
threatened, then processing that removes one or more of the failed independent disks from the
redundant array and inserts a different independent disk into the redundant array may be
undertaken. Therefore, if the determination at 1140 is yes, at 1150, failover processing can
30 be initiated.
At 1160, a determination is made concerning whether to initiate maintenance
processing. For example, the root cause determination of 880 and the indicator of 890 may

indicate that a disk is approaching a threshold value associated with disk fragmentation.
Since different disks may be affected and/or fail at different levels of disk fragmentation, a
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i nclude, but are not limted to, manual selection, pattern matching, and
neural network techniques. 5 Turning now to Figure 11, additional

processi goagmobat ed with a conputer inplenented net hodPCoruSowered ati ng
and determ ning root cause events is flow charted. The processing nay be
sel ecti perf.ar a . e I . i,ndj: uced 890
(Fi gur eé’]@lléfd A?I;qr‘%f‘ggl%ag gglg %}J%&]ﬁe?%ﬁ}}i gnaﬁ%%%&ggnggr%ﬁ%ge \Elmfe%? %gr %? od%féss an
event deapabiteden. IheBforsnythef methods tamat beorconifiguedned wartkmaicatlpoinitistes e
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al ong t Blasienance besed oriBerogh casasiemRngtipy of 80 andithe mgliqatos spaaraigd at $¢bt

cause d gr her. r d i hhgi cate
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to a console application and/or an operator. If a root cause determ nation
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det gpm Paﬁeh@ﬂ%)a@n%tﬁ%speﬁse&m Rt tRpSId: RfandhtRPREAveAt. then a message may
be di splayed for the operator. Thus, if the determ nation at 1120 is yes,
at 1130, a mééSdgenwiidprins qyarisie decdiyams it daA0, pdetermapation iganade POAKRIBE | s
made congepni whether 1o dnitjate i e i y

T ast r Aeeiat e "EAE (6 oL bl WP BhBRRE B RO I e

but t hedeterniianidatal 290fi iyed, €idn HUODES tidder insteped dBhe pelickfor tdidhetht dintart he
fault tolerance functions of 25 the redundant array, then failover .
pr ocessivil TaRys Asonguakls e fat gaes Set bY An LPSTAIYP! B entsrrsepepRhagnt

di skg | @n&i&%ﬁeﬁgﬂiﬁgﬁgg QH@M @@yﬁre%eaénlté?gri ZhBRk dbR8ins ¥ fimbOhey BRSE

t
feature 1s rea en processing that renoves one or nore o t he
failed arfitgpenddntvhile skssniallemettbrisesehdfod alomaarsr thy tiared niayster de taaa didrfezr ent

i ndependent di sk _into the redundant array.may.be. undertaken. Therefore, if
the det &FRPARETh o X §W§§1_y’ Bfemrissy m f*éiq%&b%rﬁaﬁ% %&65@?%&%{@%_ be
initiat gdy BhedlfOh 1608 HRIPBAEISOWHIIS cRRARIsELRCHNRN Mer¥BRL BRFivEID sihblki at e

mai nt enance processing. For “exanple, the root cause determ nation of 880
and t he depediderdiesrmayf b@@Git fragn shiorieti toagretihdd. a di sk i s approaching a

t hreshol d val soci ated wi t.h di,sk fragnentat.i on... Since.different.disks
rmy e a1 ecriba2ana et iod aif SoadrRiE guRtER S P ok i 5
23 WO 034 QARANRGENMUSIOZ: 2¥3éfated enterprise events has expired. If the determination at

1220 is no, then at 1270 the enterprise event is processed. Processing can include, but is not

limited to, logging the énterprise event, updating a correlation rule to which the event applies,
and the like. If, however, the determination at 1220 is yes, then at 1230 a determination is
25 made concerning whether the received enterprise event is likely to change a root cause
determination made after the expiration of the timer. The determination made at 1230
assumes that upon the expiration of a timer that a root cause determination will be made, as,
for example, at 1250. If the determination at 1230 is no, then at 1260 a determination is
made concerning whether a root cause has been determined for the set of enterprise events
30 collected between the starting and the expiration of the timer. If the determination at 1260 is
yes, then processing returns to 840. If, however, the determination at 1260 is no, then at 1250
the root cause is determined. Determining the root cause at 1250 can be performed by

methods and/or apparatus described herein.
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skilled operator may sel ectively perform mai ntenance at different |evels of
disk fragnentation. Therefore, the nmethod can be configured to

aut omat i cabDlog/oda20a i at e  mai nt enance based on the root cauPeTAdSvERIITMOAt i on
of 880 and the indicator generated at 890. Thus, if the determ nation at

1160 is yes, i nf enanc r .ng can be initiated at 1170.. 5 erring
now to Fi gur ﬁﬁf@%@ﬁﬁ?ﬁ & g‘%st ?}ﬂ@gh%%ctbg s‘ﬂ%eéq%?ése&?}r%ﬂ gtdﬁ%fotthe
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meani nchfﬂ a reasonabl e ton the
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At 840 an enterprise event I s received. At 1200, a determ nation is nade
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t hat cafvitheths teblbasathamiRandobredikeln® géneatniuderons epigtprizg elbnte Mdicatingent
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dependencj es. may benefit_.fromsharter_.tinmer periods. 20 1220 a
det or mi AAETEIFe PLenhBaE & SHEk ARP ket e 8oy bl P& e s drduolien  an
enterpr itiﬁfér,eﬁel'ﬂfgeolguzngﬁaéri @g.r ebabey eﬁ@?%?éév%&s el6mt 8liddR Sapphibitiond - may bkhe

determ nation at S no, t hen at the enterprise event is
pr ocess eeteivedo dbvaiver theentemoibe desnt igenerated hpthe datphaseds ttoyent dgynmepn

enterprise event, updating a correlation.rule to whi.ch th vent i,es,
and?f he Firﬁ‘é"twﬁ%f , Ith%\%}é\/@r, © ?ede‘%eeﬂ‘?ﬁ“ﬁ‘itl? Sn™ erlai%ﬁri‘% dﬁ@%‘?ery ﬁﬂet%ggt%’izso a
det er m RdnbPingisystéd. MBAEh, GIRE ehd tiR@r \WREikRCthd befpeceicves ndaitpd vt tent

is likely to change a root cause determ nation made after the expiration
of the dpisbse goieg deweceitldabs sescivede Gitven 18§00 satuprise eveats ingisatingghat a

expirati .a tiner t - 7] |+ O\ :
Far! oo il b ERoni anf di8hee ARG ALAIEL ol SRuthds it WBdRangs .
det er m fimhi ®hichshe gacleaChndeen iythgvdndtfhiting o read tventdisen, radetdredumtide nexdai ned
for the set of enterprise events 30 coll ected. between the starting and the

exp?? at fiom B OO0 pivarey rplptelraiqerise rPHALS GHDAPVIDEET &Y thyemterprisg fvent
processiagggg%@éd {B5tht QaB88se Jofng gtﬁ,y&gver, the deten-nination at 1260 is no,
12 t et

t hen at e root cause I's erm ned. Determ ning the root cause at
1250 can be peisftobeepproyiatedehitatis netivide despiped hengin e deteimidnghe rasit wausg4
can be performed on a single computer component and/or be distributed between two or more
cooperating, communicating computer components. It is to be further appreciated that the
25 methods described herein may be performed, where possible, in paralle]l by multiple
computer components.

Once a root cause is determined, one example method for enterprise component
management performs impact analysis. Impact analysis concerns determining which, if any,
enterprise components are likely to be impacted by the problem that initiated the enterprise

30 events that led to the root cause determination. By way of illustration, an enterprise that
includes a security server, secure and insecure back-end applications, and secure and insecure
front-end applications may benefit from an impact analysis of the security server going down.

For example, neither the insecure back-end nor insecure front-end applications are likely to

be impacted by the security server going down, however, both the back-end secure
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WO 03/ 005200 PCT/ US02/21376 If the determ nation at 1230 is yes, that

al though the tiner has expired at 1220 the enterprise event received at
840 is |iwelog/oexaochange a root cause previously determ ne@Catusox2680q t hen,
at 1240, the root cause previously determned is cancelled. Thereafter, at
1250, a . ca i e ] way | of 1+ t i f t
that 1 o ey 408 e, sEPTBSELLE dont Ul oLkl SRR HGERDT
set of anpaet philgss ewsriesd focidentifythef the mnizmpisb coapenkntatiat slhaild da infbirhed,

t housands of users accessing a single database through a gateway. |If the
dat abas@isgled ae(m, the {ike,asgdien yhe Foat cause dekspmiiabor g the, socyrite peregihas
applicag&&g&nﬁ§sociated with the web based application are likely to
generat & numerous enterprise events indicating that the gateway did not
respond. A | aVige hesl heor defcribrtl esbpye Sacled@nsevermd eikeinplas. | § i§,000veursd)ethan t he

bandwi dt h fqQr an, enterprise co in nvi.ronpent thereb reventi.ng.t he
t r ansni B3BHC e dese jt‘g’reﬁf F%‘é"eg&gfﬁ C%Bﬁé‘?téqrbﬂggm?%el%?gﬁ%é@d%il%ﬁg@écei pt
of the f)hrgéges SNRERShS hLURRins HRAMAUsCEURN anBPPbI GRlpIONRd B dorBingBMdbe

started. ring the pendency of "the timer, a large nunber (e.g., 10,000)
ent er pr ilstermemeny wof rowecof wysterappl ewatprionsventy Hewevarcenw efiordipmeslat,, int he

enterprij,se _event gener at t he, dat.abase as it .went down .nmay not. 15 be
recei veh’.e ﬁmﬁﬁg;e £B-e g@?ﬁﬁﬁ%r © blﬁ’ﬁéﬁ@&ﬁr@&?ﬁ&ﬂ?@r”%ﬁﬁ%%‘gA&&‘?ﬁd%? to
thei@vetis afph@gionds SMSARA tol BBBrac@faltelatibhe hoédiBEatBNS &RS varidiRne ThLr@lli se
event associated wth the database280|ng down coul d be received. G ven

10, 000 withisy theissepecefcthe sprendeceleinfy Furthermoregist thosytentsthaithe tasp GAARAF and
one | at Y P t indi ' o whi ch
the gat SABPRIAS ERURARH B RRon AELAR B ARk HRgR P E Bt et T
made 20nfannen §ifiglad Go GROtepat ‘@omiprisidled tas dhaintearn s iisterpested tvehehseneplsyddy as a
overridden by the enterprise event associated with the database goi ng
down. | frapsitinal perdiBs deitht ed that the met hods described herein for

determ ning a root cause can be perfornmed on a single conputer conmponent
and/ or be distributed between two or nore cooperating, conmunicating
conputer conponents. It is to be further appreciated that the 25 nethods
descri bed herein may be perfortned, where possible, in parallel by nultiple
conput er conmponents. Once a root cause is determ ned, one exanple nethod
for enterprise conponent nmanagenent perforns inpact analysis. |npact

anal ysis concerns determ ning which, if any, enterprise conponents are
likely to be inpacted by the problemthat initiated the enterprise 30
events that led to the root cause determ nation. By way of illustration, an
enterprise that includes a security server, secure and insecure back-end
applications, and secure and insecure front-end applications may benefit
froman inpact analysis of the security server going down. For exanple,

nei ther the insecure back-end nor insecure front-end applications are
likely to
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be inpacted by the security server going down, however, both the back-end
secure 25 WO 03/005200 PCT/ US02/ 21376 applications, and the secure

front - endwepplod2ed i ons, are |likely to be inpacted. Theref @ce/usot/msact
analysis may lead to identifying the enterprise conponents that should be
informed, disabled, and/or the |iKke, @Eggg§ﬁn t he root cause determ nation
that the security server has gone down. at has been descri bed above

i ncl udes several exanples. It is, of course, not possible to describe
every cgncei vabl e conbi nati on of conponents or nethodol ogi es for purposes
of descyﬂﬁﬂﬁﬁﬂﬂﬁ@d§?stens, met hods, GQUI's, and APls enployed in correlating
and determ ning root causes of system and enterprise events. However, one
of ordinary skill in the art may recognize that further conbinations and
per nfit afli ons Aacenpoasinplenentaicnettod firentetiiseltbmpangit npabgamment, comprisimged t o

enbrace alterations, nndi%icag%g&s, %ﬂ&}variatLons that fall i.thin the
scope of the_e?}ﬂ?’}leq %F_S grute ther %r{eritﬁfpflﬁi%e"(?ﬂ %beta’?a?ra_ e term
“includes” g RERIHRYLEt 0f cbR@atti! AldsGHatdRG Gfatdddt@ihifing WHRtHet 8h BRtergrite term

is intended to be inclusive in a nmanner simlar to the term"conprising"
as t hat evest pdengifiesa moopcatsed when enployed as a transitional word in a

claim 26 WO 0%@%35200 PCTgl(fSOZéZB? CLAVE?S What is clai meocl) iS: 5tSJ,[0A
conput er i mpfFE &t ?ré?thfi FREFCEMtEr P EE COMBOAIE Herdgementhoner

compoi SitdeditateQRtepBidisd viethar Sdnt@pricetiveitientiTegMrvbti alisean enterprise event
can be generated; establishing a set of correlation rules that facilitate

det er m ni ng Wsankating aAneax Bopy FaEelativpegtyedisitnfacilitale ageregangcamdserrelating
establ i shj.n el pendenci es between two or nore enterprise
conponei énggabﬁﬁw?gg?ﬁgtate determ ni ng whether an enterprise event
identifies aré@epingausrerptissévant;i ati ng one or nore correlation objects to
facilitate aggregating and correlating related enterprise events;

recei vi ng anJEiSTEINEG Seonicd fom which (e FiteRrise ©ERE WY ePPBHRdi ch t he
ent gsprise eyanin Was ofe s@%@éﬁt_’toJ&Jr%@rte'cgﬂeltaﬁ&lgggﬁg'pf' se event to one or

nore correl ation bjects; updating one or nore co ation rules to which

t he enter pri spdsingrineap pldresorrelatmnentes o which thoatterpassechbapiiegn at | east

one of, the %gt%n?él&ng arl ?cgrc])tvcﬂlils%hbe}sgf oref\ \é’? Petast one of, the context from which the event
was generated, the set of correlation rules, the set of dependencies, and one or more sets of
enterprise events related to one or more correlation objects; and

20 generating an indicator associated with the root cause.

2. The method of claim 1, where relating the enterprise event to one or more correlation
objects comprises:
identifying one or more correlation objects associated with one or more correlation
25  rules to which the enterprise event applies; and
extracting information from the enterprise event to facilitate updating the correlation

rules.

3. The method of claim 2, where identifying one or more correlation rules to which the

30 enterprise event applies comprises at least one of, parsing one or more enterprise event text
| fields, pattern matching one or more enterprise event data fields, and matching one or more
enterprise event identifier fields to facilitate comparison to one or more correlation rule text

fields, data fields, and identifier fields.
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was generated, the set of correlation rules, the set of dependencies, and
one or nore sets of enterprise events related to one or nore correl ation
obj ect s; wod3AW20€nerati ng an indi cator associated with tReTIS0Y2320S€E. 2.
The nethod of claim 1, where relating the enterprise event to one or nore

correl ajion bj ect ri.ses. identifyin r .e correlation objects
associ a%"ed m}-]?%ES%Qag(ﬁ%el’@%?ﬁeeeg. ghtyg azg)o?giﬁlggc?%gﬁ Wch the enterprise
event appl i egsteriflingXiHetfd o€ ot MbAY dvBelation fuleo BdmpRtiond efigl ke event to
facilitate updating the correlation rules. 3. The method of claim2, where
i denti fyi ng B9 oF mase souslatien sulp spmplistianrs exdstyiledinghetweny tha B¢ BF 110Ee event
applies &.fgga i one of, parsing one or nore enterprise event

t ext ffe S{Ohg'gl?tcgﬁnﬁh&n%?%hi ng one or nore enterprise event data fields,
and jmatching one or nore enterprise event identifier fields to facilitate

conpari son tg one_or e correlation fule text fields, data fields, and
Cdentifoer f 1 methos-p! ol ) cRISBRREREHONRIE BPeeeall SIS The et hod of ¢l ai m
1, where determning a root cause conprises: determ ning whet her one or
nore correlation rule conpletions exist; and if one or nore correlation
rul e cofpl et Tnsnatlods of dahedt iwigrddasedeon tthe indieator anoewent ¢copasskdttoon rul e
conpletiions. 5 5. The thod of claim1, conprising performng inpact

anal ysi SOVSISFREOPRORT: of claim 1, where based on the indicator an event
is ppssed to a downstream conponent. 10 7. The nethod of claim1, where
based on the indicator a nessage is passed to a downstream conponent. 8.
The net hod ofheimsthed of whdmelbwhew ased g thadindigator omesmee npmesedite dver
processgs. Eéaarcgmr gnentQ. The method of claim1, where based on the

i ndi cat o7 one 0 hBreirai nt enance processes are ran. 20 10. The nethod of
claim1l1, where the conputer inplenmented nmethod is perforned by a single

conputer conponent. 11. The nmethod of claim.1l, where the conputer
i mpl emeft ed methodof slaimol, yeherghasedygn the indicator one or more fail over processes

15 are run.

9. The method of claim 1, where based on the indicator one or more maintenance

Processes are run.

20 10.  The method of claim 1, where the computer implemented method is performed by a

single computer component.

11.  The method of claim 1, where the computer implemented method is performed by two

or more computer components.

25
12.  The method of claim 1, comprising:
initiating a timer that measures a time period during which enterprise events that will
be analyzed in determining a root cause are collected; and
delaying determining a root cause until after the timer has run out.
30

13.  The method of claim 12, where if an enterprise event that is likely to change the
determination of a root cause is received after the timer has expired, the root cause
determined from the set of enterprise events collected during the running of the timer is

canceled and a new root cause is determined.
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or nore conputer conponents. 25 12. The nethod of claim 1, conprising:
initiating a tinmer that nmeasures a tine period during which enterprise
event s t O 08003200 be anal yzed in determ ning a root causeParasoviizect ed;
and del aying determning a root cause until after the tinmer has run out.
30 13. The nethod of claim 12, where if an enterprise event that is likely
to change the determ nation of a root cause i's received after the tiner

has expi4.ed, Al tenpuedtreadbRemediatnestofinecoripaen ddeeutable indtriRtibey for iaseethv@nt s
collected during the running of the tiner is .canceled and a new root cause
i s det efO¥iREEIISS gompppRSEt BRBARSNanE the method eapprising: A conput er readabl e

medi um st or Eﬂ&lﬁﬁﬁ?ﬁ%@(oﬁéﬁfé&d&% \xjh%t{glq:)ég&éé@ﬁn‘%rév‘%ﬁt c%nrﬁ%g%g%flteﬁor

enterprise conponent managenent, the net I'sing: € i'shing a set
of contexts éstablishing atsebof entedationi rakes ehat fidcilitate deeermpdning athether 8n estemlolseé shi ng
a set of correlation rules that facilitate determ ning whet her an
enterpr?‘éeé‘“c{?vgﬁ?sqrﬂ%‘faiuﬁ?;es a root cause; establishing a set of

dependenci es eé?@&liéﬁi%@ 4 ¥Q Q' dd¥eh&entidt %fe%éeﬁ%?@ipﬁfb?@Teﬁtehﬁisefc%?ﬂﬂoh&xﬁ& i)
determ ni ng whether "an enterprise event identifies a root cause;

i nst ant fasilitatg detesniomgwirethereneeteaprissreveisjidantifies ardadchuset at e aggr egati ng and
correlating .10 related enterprise . events: recejving an enterpris vent ;
det er m ni ng BB St GGl o< THe G P Hog LA A g g ot gariie
rel gt i ngldtbecmBpaEPEJeaR; event to one or nore correl ation objects; updating
one or nore correlation rules to which the enterprise event applies; 15
det er mi ni ng teCPEUIE awRNtEPIRSFANioN at | east one of, the context from which

h . I I f
(e ovent, B8 ARGL3Sre PamSBb by SLARAS A I Bl 50

dependenci es, rrse e S réelated to one or

mor e corr el atdlfhgald @térpiis@ndngRN@icdr inttge adrrdlaibnestjets;associ ated with the
root cause. 20 15. A systemfor determni n,g}éa root cause of agn enterprise
event, conpr MRIaHEE ongey mAreopielaian ylghto Wigh iheesntarpage sVeREINPESS one or nore

ent gy prise eyaplShind Lo ‘éluféleib%‘ecf U G Qéstt%néto?rt;ﬁﬁtc%ﬁﬁextsh%?@hf&ﬂ?hé’&véﬂ?r e

correlation rules that facilitate determ ning the root cause of an
ent er pr ivae genaeaitd, the set of correlation rules, the set of dependencies, and one or more sets of

enterprise events related to one or more correlation objects; and

generating an indicator associated with the root cause.

20 15. A system for determining a root cause of an enterprise event, comprising:

an enterprise event receiver that receives one or more enterprise events;

a correlation rule data store that stores one or more correlation rules that facilitate
determining the root cause of an enterprise event;

a cause and effect data store that stores one or more cause and effect relationships that

25  facilitate determining the root cause of an enterprise event, where the cause and effect
relationships relate two or more enterprise components;

a correlation object data store that stores one or more correlation objects associated
with one or more candidate root causes, where the correlation objects comprise one or more
correlation rules;

30 a timer that defines a time period during which enterprise events that will be
considered when determining a root cause of an enterprise event will be received prior to
determining the root cause;

a root cause determiner that determines the root cause for one or more enterprise

events by analyzing one or more correlation objects; and
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a cause and effect data store that stores one or nore cause and effect
relationships that 25 facilitate determ ning the root cause of an

ent er pri swo@s@oi200 where t he cause and effect relationshi peTrEshzazs7é wo or
nore enterprise conponents; a correlation object data store that stores one
or nore correlatiaon qﬁ%ectstg%iocipted wi th one or nore candi date root
causes, wher 80 {HHEFRGS PR PLEFYR eb'io8c?aéls%orrprise one or nore correlation
rules; 30 a tinmer that defines a tine period during which enterprise events
that will be considered when determning a root cause of an enterprise
event wilfi bdbhedysicweef ¢laimpl St whergetherarfeipritg eveat Faseiver sepsives HNE BMRIEUS e

det enni t ] t f.or . ar tenpri
cvents boer,ey PG St Wekl 5ok BF oL HP ok on AR ol B0 0L B0
PCT/ £)S02ht213i66 evat providsrf ace that presents the root cause. 16. The system

of claim 15, where the enterprise event receiver receives one or nore
enterprise events fromat |east one of, one or nore enterprise conponents

and a mgaual Ty sgag&r@f IS g’:{e%el%rt%ic%ge- ard effd YaBY Sh&MUGHes Tndl JP mhore
use and eff

where the ca ect data store stores one or nore ftransaction
pi pel i n&anepeodpipelng ddpandenny helgonsiiPs.18. The system of cl ai m 15,
conprising an inpact analyzer that determ nes whether enterprise
conponents ot her than the enterprise conponent associated with the root

causg ang | i'[‘ﬁ@'s?ystteﬁl B chlrh erd, edntiisidiead @Rba AR 8 1R RIURIRE wistRyent .
19. The system of claim 18, where the 1 npact analyzer selectively perforns

at | easentgrpgise temppnentroethénthamytherentefprasstcothpenerd rmpsockéedcwitp dreaiopt efuse fe r oot
cause, i,nitiating ippact r 0GEeSSi associated with the affected

ent er prﬁggy&%%Sﬂ%ﬁ?gbﬁg‘B r%%&aEVsﬁe@ﬁ\e&Pg@?Sgi%e%Q, where the inpact
processing conprises at |east one of, failover processing, restart
processi ng, shut-domgyprocessing, security processing, and 20 nai ntenance

processilftg. The systemsaflaipn bt viczs theiiBwaetomshizel sedechively\reniormp gt leastpnst or e
t hat: st Qre [ e ' : S 0f . Is ,
whots b TRRE 4E PRl HRELIE BURBNR O E 1ol al AT Rl fUE et
event s, pwfvessing dod st oflithaine affecimicmtdrpsectonpontgt. uni queness of an
enterprise event to facilitate reducing storage requirenents by reducing
t he nunber of duplicate enterprise events stored.

20.  The system of claim 19, where the impact processing comprises at least one of,
failover processing, restart processing, shut-down processing, security processing, and

20  maintenance processing.

21.  The system of claim 15, comprising an event log data store that stores received

enterprise events.

25 22 The system of claim 21, where the event log data store selectively stores received
enterprise events, where the selection is made based on the uniqueness of an enterprise event
to facilitate reducing storage requirements by reducing the number of duplicate enterprise

events stored.

30 23.  The system of claim 15, comprising a root cause log data store that stores determined

root causes.
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30 23. The system of claim 15, conprising a root cause |og data store that
stores determ ned root causes. 30 WO 03/005200 PCT/ US02/ 21376 24. The
syst em ofwoloaioss2d®d, where the root cause determ ner conpuPes/ushz2degree to
whi ch one or nore correlation rules associated with one or nore correlation
obj ect So#re Tﬁg@étgﬁlegf cl§in?§5 mgres%fs—:tr%g% 8& sglcﬁl[e%ﬁfér cg‘ﬁlgﬁ?estt & dregl%E tause
det erm ner ranks”’one or nor e tandi date root causes an ccepts a~nmanual

i nput t Waichsehe 6t sndrbeofrelation aulee .assdbiatcthavithy@iceon afore kairslafién objeowrarsi ng a
correlation rule fabricator that facilitates defining a correlation rule.
10 27. q‘HEP1§§¢§tem of claim 15, conprising a cause and effect rel ationship
fabricator that facilitates defining a cause and effect rel ationship. 28.
The system of claim 15, conprising a root cause determ nation receiver that
reced veds. 15Thaeyshem wb ckim 86f whera siee et emust deteinainsr Hnlonomens moorervendidatoot
cause determ ners, where the .root cause determ ner considers the one or
mor e r obftot EatseRabaceeRis ﬁ&ﬁnﬁﬂs‘nmé]i‘flt&g?%%ﬁfpﬂ aU%%e root cause of the one
or nore enterprise events. 29. The system of claim 15, where the systemis
i npl enented in one conputer 20 conponent. 30. The system of claim 15,

wher e t B syThermystend s tctaitut Bdcdepsdes) at eeradationprde falnigatarethat dagldtatest s.
25 31. a'%e .%stem O{!}gﬁ' im1l5, where the interface is a graphical user

i nt er f adeiBDa cCRTEBHAIWS |+ eadabl e nedi um storing computer execut abl e
conppnents of a system for determning the root cause of an enterprise
event conprising: an enterprise event receiving conponent that receives one
or nor e2ént edpe isgeemveinelaim 130cempiining paapesnand pdedd treletippshin fgbsicaiet thatat
stores Angi, ARG COLRRL M OffcdiiliRodial  Tacilitate determining the root
cause of an enterprrse event; a cause and effect data storing conmponent
that stores one or nore cause and effect relationships that facilitate
determ ning the root cause of an enterprise event, where the cause . and

ef fect #&l at TBASYIFR of laind oy RIMBHSING f £0Q% PpRseS IRINAGRP SRRAAYSE thas Fogggycs
03/ 295200 BiHokPRR: Aoke QefrbHatiBhirb B o hbre 8b Pt Wfdfn D WHRR thb hat

stores one or nore correlation objects
root cause determiner considers the one or more root cause determinations when determining

the root cause of the one or more enterprise events.

29.  The system of claim 15, where the system is implemented in one computer

20  component.

30. The system of claim 15, where the system is distributed between two or more

computer components.

25 31.  The system of claim 15, where the interface is a graphical user interface.

32. A computer readable medium storing computer executable components of a system
for determining the root cause of an enterprise event comprising:
an enterprise event receiving component that receives one or more enterprise events;
30 a correlation rule storing component that stores one or more correlation rules that
facilitate determining the root cause of an enterprise event;
a cause and effect data storing component that stores one or more cause and effect
relationships that facilitate determining the root cause of an enterprise event, where the cause

and effect relationships relate two or more enterprise components;
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associated with one or nore candi date root causes, where the correlation
obj ects conprise one or nore correlation rules; a timng conponent that
defi nes awODioa®o2e0 i od during which enterprise events that Pairluso2/s3be

consi dered when determning a root cause of an enterprise event will be
recei ved pri of k8o ELALT ARG o f0hofi 2 Stordh GiRQ £ RHIGASHE B0
conponent that determ nes e ro6t cause for one or nore ‘enterprise events
by anal yssbdiged veittobnéror encto carelidité eovt @ajee wherate aoielsibiaybjecsmonsiise t hat
di splays the root cause. . 10 33. In a conputer system having a graphi cal
user i nPHrARYCCORBIICN HYesa di splay and a sel ection device, a method of
provi di ng ang,: | : 1| ef: - di she

met hod corrpriggl ng§ Eéﬂéék%le];en\r}?%?g&gﬁgge% ﬁlf(l)lfe ‘f;gg?%ﬁg%é% ?@SCH %Iéagﬁj sgfeégﬁg)[h é%”télm

ent ri esbe eprsalkent whep deterndfiing arroot canseisfan ditegbeise evann sitiil de receilved prior to
correl ation.object analyzed in determning a root cause; displaying the set
of dat adYFHHPILS BHTWOKEMPispl ay: receiving a data entry sel ection signa

i ndi cative of r§§i&a86d 8&EinARing @¥pEn&R B4 defmbnes 8 Rtk @R oRELF Yiorénd i n
response to the signal, selectively providing additional data associ ated

Wi t h t henteratise eDitseht anplyz8ug onFloe meee brcelationodbgéats; 380 where if the sel ected
data entry is.a {oot caqii d§gerp1n tioq, E}p?roviding the additional data
conpri ses pr%9F83H§°5?°P EP‘ 1FRagt NCAPIETt context data, a correlation
rulm a dependency data, a correlation object identifier, and a root cause
25 determner identifier. 35. The nethod of claim33, where if the selected
dat a en?ty ik acemppier svstern howpingct grappical/iwr mgfetipes eoaaiirisinghaldisplayaand a
conpri s rowi di ne. of I t e one
or ot e asRp BBk b E B8 et lng BIebhERY B o AEYRRL: dfhe SR, P00,
30 st atihstmetisod dmprisiiget of application programinterfaces enbodi ed on a
conput er readabl e nmedi um for execution a conputer conponent in

b
conj uncti on VAEGYIRE2 85591 ﬁ@a@n@ﬁsa;ﬁae}g?%ﬂw@%fatentrtrétr@r?ﬁeﬂ%g POl oet ¢Sk e of

an PNt CHQEhAR ISR GHTREbS L% A21Y0 BALARAAA, R4 UNRL 21376 a first
interface that receives an enterprise event; a sécond Intérface that
recei ves a cdispleliagitionset of datd entuibd ahthelkdéspéayt er pri se event
receiving a data entry selection signal indicative of the selection device selecting a
selected data entry; and
in response to the signal, selectively providing additional data associated with the data

20  entry.

34.  The method of claim 33, where if the selected data entry is a root cause determination,
providing the additional data comprises providing at least one of, an event context data, a
correlation rule, a dependency data, a correlation object identifier, and a root cause

25  determiner identifier.

35.  The method of claim 33, where if the selected data entry is a correlation object,
providing the additional data comprises providing at least one of, a timer data, an event log
data, one or more correlation rules, one or more dependencies, and correlation object

30  statistics.

36. A set of application program interfaces embodied on a computer readable medium for
execution by a computer component in conjunction with an application program that

determines the root cause of an enterprise event, comprising:
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applies; a third interface that receives a correlation object that
conprises one or nore 5 correlation rules including the correlation rule
recei ved W9 oBles2second i nterface; and a fourth interface POAUSKBRLLINOS a
root cause of the enterprise event, where the root cause is determ ned by
exam ni ng on . r [ ] ceived by the third interface.
37. A corrput%P%tggg%f%ﬁegﬁ&négleﬁy%s%ﬁ\?ﬁtlr%go%(sé%%‘r/éeng’ thereon a data structure
associ at ed watdecend ler€er thhiatdcoive®ld) esriel oo Fuls i togwhidh fthe Sdntdrpided et dmart
stores an _object identifier that identifies an enterprise object from

whi ch aﬁﬁgﬁﬁerprise event was received; a second field that stores an event
message et I} el el NRaCRLENRL 25 Bortdeln oBidklihdl ddnBhiilel Ak Sf Yigrs one
or nore correlatron rules to ich the enterpr{se event 5 applres; a
fouri h ¢oredlatidnhatesshadudisg theeorelgtiee rtlorashived by e eoendantenface andrr el ati on
rules stored _.in.the third field have bee leted; a fifth field that

f co f
stores a tin® BB BHriaae (PR RERCHTOhE BRR T I & PSS Y- BEOIPRBTAPEERUSE and
20 a si xtdatehingled Hy'é%‘ém%{iﬁg &% & hQRleofreMEsn Q%E@c% PacRRkd bg%ﬁh‘ infr ehtethl
identifies one or "nore root cause determnéers to which the data structure
can be provided. 38. A systemfor correlating events and determ ning a base
event, npri,sing: . nme for.receiving eyents; 2 ans for storin
event s: 5 fraand Seabugs SFoRRl Bt dovigeest Fotdha B A Rer aor aRean kg
mears f edrrdl@ionr dbjévt bemprigase event based on exam ning the degree to which

the one or nore correlation rules have been compl eted and the val ues
produced by & Histcleld dhait stesgs an @biest idpgtifer that identifies an enterprise object from

which an enterprise event was received;

a second field that stores an event message retrieved from the enterprise event;
a third field that stores one or more correlation rules to which the enterprise event
15  applies;
a fourth field that stores the degree to which the one or more correlation rules stored
in the third field have been completed;
a fifth field that stores a time period during which enterprise events can be received,
and
20 a sixth field that stores a root cause determiner identifier that identifies one or more

root cause determiners to which the data structure can be provided.

38. A system for correlating events and determining a base event, comprising:
means for receiving events;
25 means for storing events;
means for applying events to one or more correlation rules; and
means for determining a base event based on examining the degree to which the one
or more correlation rules have been completed and the values produced by the correlation
rules.
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