WO 2019/186536

PCT/1IL2019/050332

1/6

100-—.

101
{

A

104
\

Remote computer

112~
\

Processor
1 17’\
3

Coding module

115~ 118~
Driver Driver
module module

113~ 114
Network Network
module ™ module

| L 105(1
& (1)

e ]

105(2;/

Fig. 1

Client computer

102
{

Peripheral components

Processor
110~
Data

compatible
module

108\\

Coding
module

106~
\

|
Physical portion of the

peripheral component

~111
Storage module

107~

Network
module

S S —

(1 03
Network \

module

Peripheral components




WO 2019/186536

2/6

200
A

PCT/1IL2019/050332

System on chip (80OC)

(106

Processor

(110
A

module

Data compatibility

(202

Cryptographic
semantics module

411
\

203\\ Storage

204
/

Trusted
platform
module (TPM)

External
SOUICe
module

Network

module

\—109

Fig.2



WO 2019/186536 PCT/1IL2019/050332

3/6

Establishing a secured peer to peer communication channel
between the peripheral computer and the remote server
computer that is authorized to communicate with
the peripheral component

301

The coding module code data that is communicated between
the authorized remote server and the peripheral component |7 302
through the secured communication channgl

The peripheral component, authenticates the remote
computer using a non-symmetric key that includes a private ™ 404
key known to only the remote server

The peripheral component using non-symmetric key that
includes a private key known 1o only the peripheral
component encrypts a message and the remote computer
deciphers the message using a corresponding public key of

, ( , " \402
this particular peripheral component

A communication key {e.g. a symmetric key) known
to only the authenticated remote server and the

: : ) 403
authenticated peripheral module is generated

Using the communication key to code data communicated
through the secured communication channel for achieving

404
secured payload

Fig. 4
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Establishing a secured peer {0 peer communication channel
between the peripheral component and processor module | .gp1
that is susceptible of being compromised

Establishing a secured processor/fremote computer
communication channel between the processor that is B
susceptible of being compromised and the remote computer | 602

Fig. 6

Coding data designated to the remote computer " 9p4

Transmitting the coded data to the processor module
that is susceptible of being compromised through |~ 701
the secured communication channel

The coded data is transmitted from the processor

. TN701
module to the authorized remote server

Fig. 7

Receiving in processor module , that is susceptible
to being compromised, coded data transmitled by
the authorized remote server through the secured | \.gp1
processor/fremote server communication channel

Transmitting the coded data from the processor
module to peripheral component through the " \.g802
secured communication channel

Decrypting the coded data T \803
Fig. 8
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Establishing secured peer {o peer communication channel
between a peripheral component and another peripheral [ 1001
component of the pair of peripheral componenis

Coding data that is communicated between the one
peripheral module through the secured communication T\ 4gp2
channel with the other peripheral component

Translating the data of a first type {0 a data 1o a second type
or vice versa, thereby facilitating communication between 4p03
the peripheral components in a common data type

Fig. 10

Communicating a coded data from the first peripheral
component {o a second peripheral component through
a secured channel

T N1101

Decrypting the coded data 71102

Fig. 11




