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METHOD FOR ACCESSING DISTRIBUTED STORAGE SYSTEM,
RELATED APPARATUS, AND RELATED SYSTEM

TECHNICAL FIELD

[0001] This application relates to the field of computer technologies, and specificaly,
relates to a method for accessing a distributed storage system, a related apparatus, and a
related system.

BACKGROUND

[0002] A conventional network storage system uses a centralized storage server to store
al data. In such an architecture, the storage server becomes a system performance bottleneck
and a weakness in reliability and security, and it is difficult to meet a requirement of a
large-scale storage application. In a distributed storage system, datais stored on a plurality of
separate devices (that is, storage nodes) in a decentralized manner. The distributed storage
system uses a scalable system structure, and uses a plurality of storage nodes to share storage
load. The distributed storage system helps improve system reliability, availability, access
efficiency, and scalability.

[0003] As a storage capacity continuously increases, quantities of storage nodes and hard
disks in a distributed storage system also increase. A growing quantity of distributed storage
systems use an erasure code (English: erasure code, EC for short) technology to decentralize
data for storage on different hard disks, to improve data reliability. While ensuring system
reliability, the EC technology can further improve system performance effectively. Certainly,
in addition to the EC technology, another similar redundancy check technology may aso be
used in the distributed storage system.

[0004] A stripe (stripe) (for example, an EC stripe) includes a plurality of strips (English:
strip), and specifically, may include N data strips and M parity strips (for example, two data
strips and one parity strip). The M parity strips are obtained by means of calculation based on
the N data strips. A length of the data strip may be up to 1 Mb. In a conventional technology,
even though target data to be read in a read operation occupies only a small fraction of a

stripe, al data strips and parity strips in the stripe to which the target data belongs need to be
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read in each read operation, so that a data correctness check can be performed, thereby
ensuring correctness of the target data. However, a length of the stripe is usualy large, and
consequently, in a scenario such as random read, load of a hard disk is increased, and system

performance is greatly reduced.

SUMMARY

[0005] Embodiments of this application provide a data access method, and a related
apparatus and system.

[0006] According to afirst aspect, an embodiment of this application provides a data read
method. The method is applied to a distributed storage system including m storage nodes,
each storage node includes at least one memory (the memory may be, for example, a hard
disk, or a memory in another form), and m is an integer greater than 1. The method may
include the following steps. For example, when a terminal needs to request to read first data
from the distributed storage system, afirst storage node in the m storage nodes may receive a
first data read request from the terminal, where the first data read request carries first location
information, and the first location information is used to describe alocation of the first datain
a data body to which the first data belongs. If the first storage node determines, based on the
first location information, that a memory in which the first data is located is a first memory,
and the first memory belongs to the first storage node, the first storage node determines a state
(the first memory may be, for example, in atrusted access state or an untrusted access state)
that is of the first memory and currently recorded in a state information set (a state
information set cached by the first storage node). When it is determined that the first memory
IS in atrusted access state, the first storage node reads the first data from the first memory.
The first storage node sends a first data read response used for responding to the first data
read request to the terminal, where the first data read response carries the read first data, and
thefirst datais apart or al of datain astrip to which thefirst data belongs.

[0007] The data body in the embodiments of this application may be, for example, afile,
an object, afile segment, a database record, a data segment, or the like.

[0008] The state information set in the embodiments of this application is used to record a
state of a hard disk, and the like, and a format of the state information set may be, for
example, afile or another data format. If the format of the state information set is afile, the
state information set may aso be referred to as a"statusfile".

[0009] It can be learned that, in the foregoing solution, the state information set used for
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recording a memory state is introduced into the distributed storage system, and therefore the
state information set may be used to record and manage access states of the memories in the
distributed storage system. For a memory that is recorded as being in a trusted access state in
the state information set, requested data can be directly read from the memory and fed back to
the terminal. In such a case of trusted access, complex steps in a conventional manner of
reading al strips of arelated stripe and then performing a correctness check are not required,
and a data read amount is reduced, thereby helping reduce memory load and further helping
improve system performance.

[0010] In addition, in some possible implementations of this application, before the first
storage node determines the state that is of the first memory and currently recorded in the
state information set, the first storage node may first determine whether the state information
set has been cached; and if the state information set has been cached, the first storage node
may determine the state that is of the first memory and currently recorded in the cached state
information set, or if the state information set has not been cached, and the first storage node
and a management node that is configured to release a state information set are in a connected
state, the first storage node first obtains the state information set from the management node
for caching, and then determines the state that is of the first memory and currently recorded in
the cached state information set.

[0011] In addition, in some possible implementations of this application, before the first
storage node determines the state that is of the first memory and currently recorded in the
state information set, the first storage node may first determine whether the state information
set has been cached; and if the state information set has been cached, the first storage node
may determine whether duration for which the cached state information set has been obtained
exceeds a duration threshold (the duration threshold may be, for example, 2 minutes, 10
minutes, or 30 minutes, generaly, longer duration for which a currently cached state
information set has been obtained indicates a higher probability of invalidity of the state
information set). If the duration for which the cached state information set has been obtained
exceeds the duration threshold, and the first storage node and a management node that is
configured to release a state information set are in a connected state, the first storage node
first obtains the state information set from the management node, uses a latest obtained state
information set to update the previously cached state information set, and then determines the
state that is of the first memory and currently recorded in the cached state information set. If
the duration for which the cached state information set has been obtained does not exceed the

duration threshold, or the first storage node and a management node that is configured to
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release a state information set are not in a connected state, the first storage node determines
the state that is of the first memory and currently recorded in the cached state information set.
[0012] In addition, in some possible implementations of this application, the method may
further include the following steps:. If the first memory belongs to a second storage node in
the m storage nodes, it is determined that the first memory is in a trusted access state
(specifically, for example, the first storage node determines, based on the state information
set, that the first memory is in a trusted access state, that is, the state information set cached
by the first storage node records that the first memory isin atrusted access state), and the first
storage node and a management node that is configured to release a state information set are
in a connected state (When the first storage node and the management node that is configured
to release a state information set are in a connected state, there is arelatively high probability
that the state information set cached by the first storage node is a latest state information set
released by the management node, and therefore there is arelatively high probability that the
state information set currently cached by the first storage node is currently valid. Therefore, it
may be considered that, there is a very high probability that a case in which the first storage
node determines, based on the cached state information set, that the first memory is in a
trusted access state accords with an actual situation of the first memory.), the first storage
node forwards the first data read request to the second storage node. After receiving the first
data read request from the first storage node, the second storage node reads the first data from
the first memory, and sends the first data read response used for responding to the first data
read request to the first storage node or the terminal, where the first data read response carries
the read first data.

[0013] In some possible implementations of this application, the method may further
include the following steps: If the first memory belongs to a second storage node in the m
storage nodes, and the first memory is in a trusted access state (specifically, for example, the
state information set currently cached by the first storage node records that the first memory is
in a trusted access state), or if the first memory belongs to a second storage node in the m
storage nodes, the first memory is in a trusted access state, and the first storage node and a
management node that is configured to release a state information set are in a connected state
(when the first storage node and the management node are in a connected state, thereis avery
high probability that the first storage node obtains a latest state information set released by the
management node), the first storage node may add, into the first data read request, an
identifier of the state information set currently cached by the first storage node, and send, to
the second storage node, the first data read request into which the identifier of the state
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information set is added.

[0014] After receiving the first data read request from the first storage node, the second
storage node may compare the identifier of the state information set carried in the first data
read request with an identifier of a state information set currently cached by the second
storage node, and if it is determined by comparison that the identifier of the state information
set carried in the first data read request is the same as the identifier of the state information set
currently cached by the second storage node (When the identifier of the state information set
carried in the first data read request is the same as the identifier of the state information set
currently cached by the second storage node, it indicates that the first storage node and the
second storage node currently cache the same state information set, and in this case, thereis a
very high probability that the state information set currently cached by the first storage node
is currently valid. In this case, if the first storage node and the management node are in a
connected state, the probability that the state information set currently cached by the first
storage node is currently valid further increases. Therefore, there is a very high probability
that a case in which the first storage node determines, based on the state information set
currently cached by the first storage node, that the first memory is in a trusted access state
accords with an actual situation of the first memory.), read the first data from the first
memory, and send the first data read response used for responding to the first data read
reguest to the first storage node or the terminal, where the first data read response carries the
read first data

[0015] In the embodiments of this application, the identifier of the state information set
includes, for example, a version number of the state information set, and/or a data digest of
the state information set. It may be understood that, an identifier of a state information set of a
version may be specifically any information that can represent the state information set of this
version. The version number and/or the data digest of the state information set are/is merely
possible examples of the identifier of the state information set.

[0016] Generdly, a role of the management node is taken by a particular node (for
example, a particular storage node in the distributed storage system). However, in some
special cases (for example, a current management node becomes faulty or does not have a
sufficient processing capability), the storage node taking the role of the management node
may also be allowed to change. For example, a storage node A takes the role of the
management node in a time period (in this case, a node identifier of the management node is
also anode identifier of the storage node A), but in another time period, the storage node A no

longer takes the role of the management node and instead, a storage node B takes the role of
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the management node (in this case, the node identifier of the management node is a node
identifier of the storage node B). That is, because a storage node taking the role of the
management node may change in some specia cases, the node identifier of the management
node (that is, a node identifier of the storage node taking the role of the management node)
may change. Each storage node in the distributed storage system may cache a node identifier
of a storage node that is currently considered as a latest management node, and when finding
that the storage node taking the role of the management node changes, the storage node uses a
node identifier of a latest management node found by the storage node to update the node
identifier that is of the management node and previously cached by the storage node.

[0017] In some possible implementations of this application, the method may further
include the following steps. When the first memory belongs to a second storage node in the m
storage nodes, the first memory isin atrusted access state (specifically, for example, the state
information set cached by the first storage node records that the first memory is in a trusted
access state), and the first storage node and a management node that is configured to release a
state information set are in a connected state, the first storage node adds, into the first data
read request, a node identifier, currently cached by the first storage node, of a management
node that is configured to release a state information set, and sends, to the second storage
node, the first data read request into which the node identifier of the management node is
added.

[0018] If the second storage node receives the first data read request from the first storage
node, or if the second storage node receives the first data read request from the first storage
node, and the second storage node and the management node that is configured to release a
state information set are in a connected state, the second storage node compares the node
identifier of the management node carried in the first data read request with the node identifier
that is of the management node and currently cached by the second storage node, and if it is
determined by comparison that the node identifier of the management node carried in the first
data read request is the same as the node identifier that is of the management node and
currently cached by the second storage node (When the first storage node and the second
storage node cache the same node identifier of the management node, it indicates that the first
storage node and the second storage node consider a same storage node as the management
node, and there is a very high probability that the storage node that is considered as the
management node by both the first storage node and the second storage node is a currently
latest management node in the distributed storage system. In this case, if the first storage node

and the management node are in a connected state, there is a very high probability that the
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state information set cached by the first storage node is currently valid. Therefore, it may be
considered that, there is a very high probability that a case in which the first storage node
determines, based on the state information set cached by the first storage node, that the first
memory is in a trusted access state accords with an actual situation of the first memory.),
reads the first data from the first memory, and sends the first data read response used for
responding to the first data read request to the first storage node or the terminal, where the
first data read response carries the read first data.

[0019] In some possible implementations of this application, the method may further
include the following steps. If the first memory belongs to a second storage node in the m
storage nodes, and the first memory is in a trusted access state (specifically, for example, the
state information set cached by the first storage node records that the first memory isin a
trusted access state), or if the first memory belongs to a second storage node in the m storage
nodes, the first memory is in a trusted access state (for example, the state information set
cached by the first storage node records that the first memory isin atrusted access state), and
the first storage node and a management node that is configured to release a state information
set are in a connected state, the first storage node adds, into the first data read request, an
identifier of the state information set currently cached by the first storage node and a node
identifier of the management node that is configured to release a state information set, and
sends, to the second storage node, the first data read request into which the identifier of the
state information set and the node identifier of the management node are added.

[0020] If the second storage node receives the first data read request from the first storage
node, or if the second storage node receives the first data read request from the first storage
node, and the second storage node and the management node that is configured to release a
state information set are in a connected state, the second storage node compares the identifier
of the state information set carried in the first data read request with an identifier of a state
information set currently cached by the second storage node, compares the node identifier of
the management node carried in the first data read request with the node identifier that is of
the management node and currently cached by the second storage node, and if it is determined
by comparison that the identifier of the state information set carried in the first data read
request is the same as the identifier of the state information set currently cached by the second
storage node, and it is determined by comparison that the node identifier of the management
node carried in the first data read request is the same as the node identifier that is of the
management node and currently cached by the second storage node (When the first storage

node and the second storage node cache the same node identifier of the management node, it
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indicates that the first storage node and the second storage node consider a same storage node
as the management node, and there is a very high probability that the storage node that is
considered as the management node by both the first storage node and the second storage
node is a currently latest management node in the distributed storage system. In this case, if
the first storage node and the second storage node currently cache the same state information
set, there is a very high probability that the state information set currently cached by the first
storage node is currently valid. Further, if the first storage node and/or the first storage node
and the management node are in a connected state, there is a higher probability that the state
information set currently cached by the first storage node is currently valid. Therefore, thereis
a very high probability that a case in which the first storage node determines, based on the
state information set currently cached by the first storage node, that the first memory isin a
trusted access state accords with an actual situation of the first memory.), reads the first data
from the first memory, and sends the first data read response used for responding to the first
data read request to the first storage node or the terminal, where the first data read response
carries the read first data.

[0021] In some possible implementations of this application, the method further includes
the following steps: If the first storage node determines that the first storage node is in an
untrusted access state, the first storage node determines a stripe to which the first data
belongs, and the first storage node determines N memories in which strips of the stripe are
located.

[0022] If the N memories al belong to the first storage node, the first storage node reads
the strips of the stripe from the N memories; and the first storage node performs, based on the
read strips of the stripe, a check operation to obtain the first data (specificaly, the first storage
node first performs, based on the read strips of the stripe, the check operation to obtain the
strip to which the first data belongs, and then obtains the first data from the strip to which the
first data belongs), and sends the first data read response used for responding to the first data
read request to the terminal, where the first data read response carries the obtained first data.
[0023] In some possible implementations of this application, when x memories (the x
memories include the first memory) in the N memories in which the strips of the stripe to
which the first data belongs are located belong to the first storage node, and N—x memoriesin
the N memories belong to y storage nodes different from the first memory, the method may
further include the following steps: If the first storage node determines that the first memory
is in an untrusted access state, and determines that memories other than the first memory in

the N memories are in a trusted access state (or if the first storage node determines that the
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first memory isin an untrusted access state, and determines that memories other than the first
storage node in the N memories are in a trusted access state, and the first storage node and a
management node that is configured to release a state information set are in a connected
state), the first storage node sends, to the y storage nodes, a data read request that carries a
stripe identifier of the stripe and an identifier of the state information set cached by the first
storage node. Correspondingly, after receiving the data read request from the first storage
node, each of the y storage nodes may compare the identifier of the state information set
carried in the data read request with an identifier of a state information set currently cached by
the storage node, and if it is determined by comparison that the identifier of the state
information set carried in the data read request is the same as the identifier of the state
information set currently cached by the storage node (When the identifier of the state
information set carried in the data read request is the same as the identifier of the state
information set currently cached by the storage node that receives the data read request, it
indicates that the first storage node and the storage node that receives the data read request
currently cache the same state information set, and in this case, there is a very high probability
that the state information set currently cached by the first storage node is currently valid. In
this case, if the first storage node and the management node are in a connected state, the
probability that the state information set currently cached by the first storage node is currently
valid further increases. Therefore, there is avery high probability that a case in which the first
storage node determines, based on the state information set currently cached by the first
storage node, that the first memory is in an untrusted access state accords with an actual
situation of the first memory.), read a corresponding strip of the stripe from a corresponding
memory included in the storage node, and send the read corresponding strip of the stripe to
thefirst storage node.

[0024] Correspondingly, the first storage node performs, based on strips (which do not
include the strip to which the first data belongs) of the stripe that are collected from the y
storage nodes and the first storage node, a check operation to obtain the first data, and sends
the first data read response used for responding to the first data read request to the terminal,
where the first data read response carries the obtained first data.

[0025] In some possible implementations of this application, one of the m storage nodesis
the management node. The method may further include the following step: When a state of
the first memory changes from a first state to a second state, the first storage node sends a
memory state change report to the management node, where the memory state change report

indicates that the first memory isin the second state, the first state is different from the second
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state, and the first state and the second state each include any one of the following states: an
offline state, a data reconstruction state, or atrusted access state.

[0026] Correspondingly, after receiving the memory state change report from the first
storage node, the management node may update a state that is of the first memory and
recorded in a state information set cached by the management node into the second state, and
update a version number of the state information set cached by the management node; and the
management node sends an updated state information set to a storage node other than the
management node in the m storage nodes.

[0027] Correspondingly, the first storage node uses the state information set from the
management node to update the state information set currently cached by the first storage
node.

[0028] In some possible implementations of this application, the method further includes
the following steps: For example, when the terminal needs to request to write second data into
the distributed storage system, the first storage node may receive a first data write request
from the terminal, where the first data write request carries the second data and second
location information, and the second location information is used to describe alocation of the
second data in a data body to which the second data belongs. The first storage node
determines, based on the second location information, W memories related to writing the
second data. The first storage node segments the second data into W-T data strips, and
obtains T parity strips by means of calculation by using the W—T data strips. The T parity
strips and the W—T data strips form a stripe including W strips, the W memories are in a
one-to-one correspondence with the W strips, T and W are positive integers, and T isless than
W.

[0029] The first storage node determines states that are of the W memories and currently
recorded in the state information set cached by the first storage node, and when it is
determined that W1 memoriesin the W memories are in a non-offline state (and, for example,
W2 memories in the W memories are in an offline state), sends, to y2 storage nodes to which
the W1 memories belong, a data write request that carries a strip of the stripe and the
identifier of the state information set.

[0030] Correspondingly, after receiving the data write request from the first storage node,
each of the y2 storage nodes compares the identifier of the state information set carried in the
data write request with an identifier of a state information set currently cached by the storage
node, and, for example, if it is determined by comparison that the identifier of the state

information set carried in the data write request is the same as the identifier of the state
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information set currently cached by the storage node, writes a corresponding strip of the stripe
into a corresponding memory included in the storage node, or if it is determined by
comparison that the identifier of the state information set carried in the data write request is
different from the identifier of the state information set currently cached by the storage node,
refuses to write a corresponding strip of the stripe into a corresponding memory included in
the storage node.

[0031] For another example, in some possible implementations of this application, the
method may further include the following steps. For example, when the terminal needs to
request to write third data into the distributed storage system, the first storage node receives a
second data write request from the terminal, where the second data write request carries the
third data and third location information, and the third location information is used to describe
a location of the third data in a data body to which the third data belongs. The first storage
node determines, based on the third location information, W memories related to writing the
third data. The first storage node segments the third data into W—T data strips, and obtains T
parity strips by means of calculation by using the W—T data strips. The T parity strips and the
W-T data strips form a stripe including W strips, the W memories are in a one-to-one
correspondence with the W strips, T and W are positive integers, and T is less than W.

[0032] The first storage node determines states that are of the W memories and currently
recorded in the state information set cached by the first storage node, and if it is determined
that W1 memories in the W memories are in a non-offline state (and, for example, W2
memories in the W memories are in an offline state), and the first storage node and the
management node that is configured to release a state information set are in a connected state,
sends, to y2 storage nodes to which the W1 memories belong, a data write request that carries
a strip of the stripe. Correspondingly, after receiving the data write request from the first
storage node, each of the y2 storage nodes may write a corresponding strip of the stripe into a
corresponding memory included in the storage node.

[0033] For another example, in some possible implementations of this application, the
method may further include the following steps. The first storage node receives a third data
write request from the terminal, where the third data write request carries fourth data and
fourth location information, and the fourth location information is used to describe a location
of the fourth datain a data body to which the fourth data belongs. After determining, based on
the fourth location information, W memories related to writing the fourth data, the first
storage node segments the fourth data into W—T data strips, and obtains T parity strips by
means of calculation by using the W—T data strips. The T parity strips and the W—T data strips
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form a stripe including W strips, the W memories are in a one-to-one correspondence with the
W strips, T and W are positive integers, and T is less than W. When the state information set
cached by the first storage node currently records that W1 memoriesin the W memories arein
a non-offline state (and, for example, W2 memories in the W memories are in an offline
state), and the first storage node and the management node that is configured to release a state
information set are in a connected state, the first storage node sends, to y2 storage nodes to
which the W1 memories belong, a data write request that carries a strip of the stripe and a
node identifier of the management node that is configured to release a state information set.
[0034] Correspondingly, after receiving the data write request from the first storage node,
each of the y2 storage nodes may compare the node identifier of the management node carried
in the data write request with a node identifier that is of the management node and currently
cached by the storage node, and if it is determined by comparison that the node identifier of
the management node carried in the data write request is the same as the node identifier that is
of the management node and currently cached by the storage node, write a corresponding strip
of the stripe into a corresponding memory included in the storage node, or if it is determined
by comparison that the node identifier of the management node carried in the data write
request is different from the node identifier that is of the management node and currently
cached by the storage node, refuse to write a corresponding strip of the stripe into a
corresponding memory included in the storage node.

[0035] In some possible implementations of this application, when a strip allocated to a
memory (for example, a second memory) fails to be written into the memory because the
memory is offline, or the like, a reconstruction mechanism may be used to perform related
strip reconstruction after the memory goes online again. For example, W1 is less than W, and
the state information set cached by the first storage node currently records that W2 memories
in the W memories are in an offline state. The method may further include the following
steps: The first storage node generates a first reconstruction log, where the first reconstruction
log records a memory identifier of a second memory in the W2 memories, the first
reconstruction log further records a strip identifier of a first strip that corresponds to the
second memory in the W strips, the first reconstruction log further records the stripe identifier
of the stripe, and the second memory is any memory in the W2 memories.

[0036] Correspondingly, after the second memory in the W2 memories goes online again,
and the second storage node to which the second memory belongs collects the first
reconstruction log generated during an offline period of the second memory, the second

storage node obtains the identifier, recorded in the first reconstruction log, of the first strip

12



10

15

20

25

30

that needs to be written into the second memory; and determines W—T memories in which
W-T strips other than the first strip that are included in the stripe are located, reads the W—T
strips from the W—T memories, performs a check operation by using the W-T strips to
reconstruct the first strip that needs to be written into the second memory, and writes the
reconstructed first strip into the second memory.
[0037] It can be learned that the foregoing exemplified solution provides several possible
implementations that can be used to verify validity of a state information set to some extent.
These possible implementations help meet verification requirements of a plurality of
reliability levels, and further help meet a pluraity of read/write access efficiency
requirements.
[0038] According to a second aspect, an embodiment of this application further provides a
distributed storage system. The distributed storage system includes m storage nodes, each
storage node includes at least one memory, each memory includes a non-volatile storage
medium, and m is an integer greater than 1.
[0039] A first storage node in the m storage nodes is configured to: receive a first data
read request from a terminal, where the first data read request carries first location
information, and the first location information is used to describe a location of first datain a
data body to which the first data belongs; determine, based on the first location information, a
first memory in which thefirst datais located; and

if the first memory belongs to the first storage node, when a state information set
currently records that the first memory is in atrusted access state, read the first data from the
first memory, and send a first data read response used for responding to the first data read
reguest to the terminal, where the first data read response carries the read first data. The first
datais, for example, apart or all of datain a strip to which the first data belongs.
[0040] In some possible implementations of this application, the distributed storage
system further includes a management node that is configured to release a state information
Set.
[0041] The first storage node is further configured to: if the first memory belongs to a
second storage node in the m storage nodes, the first memory isin atrusted access state, and
the first storage node and the management node that is configured to release a state
information set are in a connected state, forward the first data read request to the second
storage node.
[0042] The second storage node is configured to: after receiving the first data read request
from the first storage node, read the first data from the first memory, and send the first data
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read response used for responding to the first data read request to the first storage node or the
terminal, where the first data read response carries the read first data.

[0043] In some possible implementations of this application, the first storage node is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, and the first memory isin atrusted access state, add, into the first data read request, an
identifier of the state information set currently cached by the first storage node, and send, to
the second storage node, the first data read request into which the identifier of the state
information set is added.

[0044] The second storage node is configured to: after receiving the first data read request
from the first storage node, compare the identifier of the state information set carried in the
first data read request with an identifier of a state information set currently cached by the
second storage node, and if it is determined by comparison that the identifier of the state
information set carried in the first data read request is the same as the identifier of the state
information set currently cached by the second storage node, read the first data from the first
memory, and send the first data read response used for responding to the first data read
reguest to the first storage node or the terminal, where the first data read response carries the
read first data

[0045] In some possible implementations of this application, the first storage node is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, and the first memory isin atrusted access state, add, into the first data read request, an
identifier of the state information set currently cached by the first storage node and a node
identifier of a management node that is configured to release a state information set, and send,
to the second storage node, the first data read request into which the identifier of the state
information set and the node identifier of the management node are added.

[0046] Correspondingly, the second storage node is configured to: after receiving the first
data read request from the first storage node, compare the identifier of the state information
set carried in the first data read request with an identifier of a state information set currently
cached by the second storage node, compare the node identifier of the management node
carried in the first data read request with a node identifier that is of the management node and
currently cached by the second storage node, and if it is determined by comparison that the
identifier of the state information set carried in the first data read request is the same as the
identifier of the state information set currently cached by the second storage node, and it is
determined by comparison that the node identifier of the management node carried in the first

data read request is the same as the node identifier that is of the management node and
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currently cached by the second storage node, read the first data from the first memory, and
send the first data read response used for responding to the first data read request to the first
storage node or the terminal, where the first data read response carries the read first data.
[0047] In some possible implementations of this application, the first storage node is
further configured to: if it is determined that the first memory isin an untrusted access state, x
memoriesin N memories in which strips of a stripe to which the first data belongs are located
belong to the first storage node, and N—x memories in the N memories belong to y storage
nodes different from the first storage node, send, to the y storage nodes, a data read request
that carries a stripe identifier of the stripe and an identifier of the state information set.

[0048] Each of the y storage nodes is configured to: after receiving the data read request
from the first storage node, compare the identifier of the state information set carried in the
data read request with an identifier of a state information set currently cached by the storage
node, and if it is determined by comparison that the identifier of the state information set
carried in the data read request is the same as the identifier of the state information set
currently cached by the storage node, read a corresponding strip of the stripe from a
corresponding memory included in the storage node, and send the read corresponding strip of
the stripe to the first storage node.

[0049] The first storage node is further configured to: perform, based on strips of the
stripe that are collected from the y storage nodes and the first storage node, a check operation
to obtain the first data, and send the first data read response used for responding to the first
data read request to the terminal, where the first data read response carries the obtained first
data.

[0050] In some possible implementations of this application, for example, one of the m
storage nodes is the management node. The first storage node is further configured to: when a
state of the first memory changes from a first state to a second state, send a memory state
change report to the management node, where the memory state change report indicates that
the first memory isin the second state, the first state is different from the second state, and the
first state and the second state each include any one of the following states: an offline state, a
data reconstruction state, or atrusted access state.

[0051] The management node is configured to: after receiving the memory state change
report from the first storage node, update a state that is of the first memory and recorded in a
state information set cached by the management node into the second state, and update a
version number of the state information set cached by the management node; and the

management node sends an updated state information set to a storage node other than the
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management node in the m storage nodes.

[0052] Correspondingly, the first storage node is further configured to use the state
information set from the management node to update the state information set currently
cached by the first storage node. Correspondingly, another storage node also uses the state
information set from the management node to update a state information set currently cached
by the another storage node.

[0053] In some possible implementations of this application, the first storage node is
further configured to receive a first data write request from the terminal, where the first data
write request carries second data and second location information, and the second location
information is used to describe a location of the second data in a data body to which the
second data belongs.

[0054] The first storage node is further configured to: determine, based on the second
location information, W memories related to writing the second data, segment the second data
into W—T data strips, and obtain T parity strips by means of calculation by using the W-T data
strips, where the T parity strips and the W—T data strips form a stripe including W strips, the
W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T isless than W.

[0055] The first storage node is further configured to: when the state information set
cached by the first storage node currently records that W1 memoriesin the W memories arein
a non-offline state and that W2 memories in the W memories are in an offline state, send, to
y2 storage nodes to which the W1 memories belong, a data write request that carries a strip of
the stripe and the identifier of the state information set.

[0056] Correspondingly, each of the y2 storage nodes is configured to: after receiving the
data write request from the first storage node, compare the identifier of the state information
set carried in the data write request with an identifier of a state information set currently
cached by the storage node, and if it is determined by comparison that the identifier of the
state information set carried in the data write request is the same as the identifier of the state
information set currently cached by the storage node, write a corresponding strip of the stripe
into a corresponding memory included in the storage node, or if it is determined by
comparison that the identifier of the state information set carried in the data write request is
different from the identifier of the state information set currently cached by the storage node,
refuse to write a corresponding strip of the stripe into a corresponding memory included in the
storage node.

[0057] In some possible implementations of this application, the first storage node is
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further configured to receive a second data write request from the terminal, where the second
data write request carries third data and third location information, and the third location
information is used to describe a location of the third data in a data body to which the third
data belongs.

[0058] The first storage node is further configured to: after determining, based on the
third location information, W memories related to writing the third data, segment the third
datainto W-T data strips, and obtain T parity strips by means of calculation by using the W-T
data strips, where the T parity strips and the W-T data strips form a stripe including W strips,
the W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T isless than W.

[0059] The first storage node is further configured to: determine states that are of the W
memories and currently recorded in the state information set cached by the first storage node,
and if it is determined that W1 memories in the W memories are in a non-offline state (and,
for example, W2 memories in the W memories are in an offline state), and the first storage
node and the management node that is configured to release a state information set are in a
connected state, send, to y2 storage nodes to which the W1 memories belong, a data write
request that carries a strip of the stripe.

[0060] Correspondingly, each of the y2 storage nodes is configured to: after receiving the
data write request from the first storage node, write a corresponding strip of the stripe into a
corresponding memory included in the storage node.

[0061] In some possible implementations of this application, the first storage node is
further configured to receive a third data write request from the terminal, where the third data
write request carries fourth data and fourth location information, and the fourth location
information is used to describe a location of the fourth data in a data body to which the fourth
data belongs.

[0062] The first storage node is further configured to: after determining, based on the
fourth location information, W memories related to writing the fourth data, segment the fourth
datainto W-T data strips, and obtain T parity strips by means of calculation by using the W-T
data strips, where the T parity strips and the W-T data strips form a stripe including W strips,
the W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T isless than W.

[0063] The first storage node is further configured to: if the state information set cached
by the first storage node currently records that W1 memories in the W memories are in a

non-offline state (and, for example, W2 memories in the W memories are in an offline state),
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and the first storage node and the management node that is configured to release a state
information set are in a connected state, send, to y2 storage nodes to which the W1 memories
belong, a data write request that carries a strip of the stripe and a node identifier of the
management node that is configured to release a state information set.

[0064] Correspondingly, each of the y2 storage nodes is configured to: after receiving the
data write request from the first storage node, compare the node identifier of the management
node carried in the data write request with a node identifier that is of the management node
and currently cached by the storage node, and if it is determined by comparison that the node
identifier of the management node carried in the data write request is the same as the node
identifier that is of the management node and currently cached by the storage node, write a
corresponding strip of the stripe into a corresponding memory included in the storage node, or
if it is determined by comparison that the node identifier of the management node carried in
the data write request is different from the node identifier that is of the management node and
currently cached by the storage node, refuse to write a corresponding strip of the stripe into a
corresponding memory included in the storage node.

[0065] In some possible implementations of this application, the first storage node is
further configured to generate a first reconstruction log, where the first reconstruction log
records a memory identifier of a second memory in the W2 memories, the first reconstruction
log further records a strip identifier of afirst strip that corresponds to the second memory in
the W strips, the first reconstruction log further records the stripe identifier of the stripe, and
the second memory is any memory in the W2 memories.

[0066] Correspondingly, for example, after the second memory in the W2 memories goes
online again, and the second storage node to which the second memory belongs collects the
first reconstruction log generated during an offline period of the second memory, the second
storage node obtains the identifier, recorded in the first reconstruction log, of the first strip
that needs to be written into the second memory, determines W—T memories in which W-T
strips other than the first strip that are included in the stripe are located, reads the W—T strips
from the W—T memories, performs a check operation by using the W—T strips to reconstruct
the first strip that needs to be written into the second memory, and writes the reconstructed
first strip into the second memory.

[0067] According to a third aspect, an embodiment of this application further provides a
storage node. The storage node is one of m storage nodes included in a distributed storage
system, each storage node includes at |east one memory, each memory includes a non-volatile

storage medium, and m is an integer greater than 1. The storage node includes a
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communications unit and a processing control unit.

[0068] The communications unit is configured to receive afirst data read request from a
terminal, where the first data read request carries first location information, and the first
location information is used to describe alocation of first datain adata body to which the first
data belongs.

[0069] The processing control unit is configured to: if it is determined, based on the first
location information, that a memory in which the first data is located is a first memory, and
the first memory belongs to the storage node, when a state information set currently records
that the first memory isin atrusted access state, read the first data from the first memory.
[0070] The communications unit is further configured to send a first data read response
used for responding to the first data read request to the terminal, where the first data read
response carries the read first data.

[0071] In some possible implementations of this application, the communications unit is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, the first memory is in a trusted access state, and the storage node and a management
node that is configured to release a state information set are in a connected state, forward the
first data read request to the second storage node.

[0072] The first data read request is used to trigger the second storage node to: after
receiving the first data read request from the first storage node, read the first data from the
first memory, and send the first data read response used for responding to the first data read
request to the storage node or the terminal, where the first data read response carries the read
first data.

[0073] In some possible implementations of this application, the communications unit is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, and the first memory isin atrusted access state, add, into the first data read request, an
identifier of the state information set currently cached by the first storage node, and send, to
the second storage node, the first data read request into which the identifier of the state
information set is added.

[0074] The first data read request is used to trigger the second storage node to: after
receiving the first data read request from the storage node, compare the identifier of the state
information set carried in the first data read request with an identifier of a state information
set currently cached by the second storage node, and if it is determined by comparison that the
identifier of the state information set carried in the first data read request is the same as the
identifier of the state information set currently cached by the second storage node, read the
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first data from the first memory, and send the first data read response used for responding to
the first data read request to the storage node or the terminal, where the first data read
response carries the read first data.

[0075] In some possible implementations of this application, one of the m storage nodes is
the management node.

[0076] The communications unit is further configured to: when a state of the first memory
changes from a first state to a second state, send a memory state change report to the
management node, where the memory state change report indicates that the first memory isin
the second state, the first state is different from the second state, and the first state and the
second state each include any one of the following states: an offline state, a data
reconstruction state, or a trusted access state. The memory state change report is used to
trigger the management node to: after receiving the memory state change report from the first
storage node, update a state that is of the first memory and recorded in a state information set
cached by the management node into the second state, update a version number of the state
information set cached by the management node, and send an updated state information set to
a storage node other than the management node in the m storage nodes.

[0077] The processing control unit is configured to use the state information set from the
management node to update the state information set currently cached by the storage node.
[0078] According to a fourth aspect, an embodiment of this application provides a data
access method, applied to a first storage node. The first storage is located in a distributed
storage system including m storage nodes, each storage node includes at least one memory,
each memory includes a non-volatile storage medium, and m is an integer greater than 1.
[0079] The method includes: receiving, by the first storage node, a first data read request
(from a terminal), where the first data read request carries first location information, and the
first location information is used to describe alocation of first datain a data body to which the
first data belongs; and if the first storage node determines, based on the first location
information, that a memory in which the first data is located is a first memory, and the first
memory belongs to the first storage node, when a state information set currently records that
the first memory is in a trusted access state, reading, by the first storage node, the first data
from the first memory, and sending a first data read response used for responding to the first
data read request, where the first data read response carries the read first data.

[0080] According to a fifth aspect, an embodiment of this application provides a storage
node. The storage node is one of m storage nodes included in a distributed storage system,

each storage node includes at least one memory, each memory includes a non-volatile storage
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medium, and mis an integer greater than 1.

[0081] The storage node includes a processor and a communications interface that are
coupled to each other. The processor is configured to perform some or all of the steps of the
method performed by afirst storage node (or another storage node) in the foregoing aspects.
[0082] For example, the processor is configured to: receive a first data read request by
using the communications interface, where the first data read request carries first location
information, and the first location information is used to describe a location of first datain a
data body to which the first data belongs; and if it is determined, based on the first location
information, that a memory in which the first data is located is a first memory, and the first
memory belongs to the first storage node, when a state information set currently records that
the first memory is in a trusted access state, read the first data from the first memory, and
send, by using the communications interface, afirst data read response used for responding to
the first data read request, where the first data read response carries the read first data.

[0083] According to a sixth aspect, an embodiment of this application provides a
computer readable storage medium. The computer readable storage medium stores program
code. The program code includes an instruction used to perform some or al of the steps of the
method performed by any storage node (for example, afirst storage node or a second storage
node) in the first aspect.

[0084] According to a seventh aspect, an embodiment of this application provides a
computer program product including an instruction. When the computer program product runs
on a computer (the computer is, for example, a storage node), the computer performs some or
al of the steps of the method performed by any storage node (for example, a first storage
node or a second storage node) in the foregoing aspects.

[0085] According to an eighth aspect, an embodiment of this application provides a
storage node, including a processor and a communications interface that are coupled to each
other, and a memory. The processor is configured to perform some or al of the steps of the
method performed by any storage node in the foregoing aspects.

[0086] According to a ninth aspect, an embodiment of this application further provides a
service system, which may include a distributed storage system and a termina. The
distributed storage system and the terminal are communicatively connected. The distributed
storage system is any distributed storage system provided in the embodiments of this
application.
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BRIEF DESCRIPTION OF DRAWINGS

[0087] FIG 1-A and FIG 1-B are schematic architectural diagrams of some distributed
storage systems exemplified according to an embodiment of this application;

[0088] FIG 1-C is a schematic diagram of memory state transition exemplified according
to an embodiment of this application;

[0089] FIG. 1-D is a schematic diagram of an organization form of a state information set
exemplified according to an embodiment of this application;

[0090] FIG 1-E and FIG. 1-F are schematic diagrams of some stripe organization forms
exemplified according to an embodiment of this application;

[0091] FIG 2-A and FIG 2-B are schematic diagrams of some file organization forms
exemplified according to an embodiment of this application;

[0092] FIG 3-A is a schematic flowchart of a state updating method exemplified
according to an embodiment of this application;

[0093] FIG. 3-B and FIG 3-C are schematic diagrams of some organization forms of state
information sets exemplified according to an embodiment of this application;

[0094] FIG 4-A is a schematic flowchart of another state updating method exemplified
according to an embodiment of this application;

[0095] FIG. 4-B and FIG 4-C are schematic diagrams of some organization forms of state
information sets exemplified according to an embodiment of this application;

[0096] FIG 5-A is a schematic flowchart of another data access method exemplified
according to an embodiment of this application;

[0097] FIG 5-B is a schematic diagram of an organization form of a reconstruction log
exemplified according to an embodiment of this application;

[0098] FIG 6 is a schematic flowchart of another data access method exemplified
according to an embodiment of this application;

[0099] FIG 7-A is a schematic flowchart of a data reconstruction method exemplified
according to an embodiment of this application;

[0100] FIG 7-B and FIG. 7-C are schematic diagrams of some organization forms of state
information sets exemplified according to an embodiment of this application;

[0101] FIG 8 is a schematic flowchart of another data access method exemplified
according to an embodiment of this application;

[0102] FIG 9 is a schematic flowchart of another data access method exemplified

according to an embodiment of this application;

22



10

15

20

25

30

[0103] FIG 10 is a schematic flowchart of another data access method exemplified
according to an embodiment of this application;

[0104] FIG 11 is a schematic diagram of a distributed storage system exemplified
according to an embodiment of this application;

[0105] FIG 12 is a schematic diagram of a storage node exemplified according to an
embodiment of this application; and

[0106] FIG 13 is a schematic diagram of another storage node exemplified according to

an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0107] The terms "include', "have", or any other variant thereof mentioned in the
specification, claims, and the accompanying drawings of this application are intended to cover
a non-exclusive inclusion. For example, a process, a method, a system, a product, or a device
that includes a series of steps or units is not limited to the listed steps or units, but optionally
may further include an unlisted step or unit, or optionally further includes another inherent
step or unit of the process, the method, the product, or the device. In addition, terms "first",
"second”, "third", "fourth”, and the like are used to differentiate objects, instead of describing
a specific sequence.

[0108] With reference to the accompanying drawings, the following first describes some
possible architectures of a distributed storage system.

[0109] Referring to FIG. 1-A and FIG. 1-B, some technical solutions in embodiments of
this application may be specifically implemented based on a distributed storage system of an
architecture exemplified in FIG1-A or FIG 1-B or a variant architecture of the distributed
storage system. The distributed storage system includes a plurality of storage nodes that are
connected by using the Internet (in some scenarios, the storage node may also be referred to
as a "storage serving node"). A terminal may perform access, such as read/write, to the
distributed storage system by using a network.

[0110] It may be understood that a product form of the termina (termina) in the
embodiments of this application may be, for example, a mobile Internet device, a notebook
computer, a server, a tablet computer, a palmtop computer, a desktop computer, a mobile
phone, or aterminal device of another product form capable of sending a data access request
such as a data read request or a data write request. In the embodiments of this application, the
terminal may also be substituted by a host (host).
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[0111] The storage node includes one or more memories. The memory in the
embodiments of this application includes a non-volatile storage medium, and the memory
including the non-volatile storage medium may also be referred to as a non-volatile memory.
In the embodiments, the memory may be, for example, a storage medium such as a hard disk,
a compact disc erasable, or asolid state disk. In FIG. 1-A and FIG 1-B, an example in which
the memory is ahard disk is used for description.

[0112] The storage node may further include a network interface card, an internal memory,
a processor, an expansion card, and the like. The processor may be interconnected to the
memory, for example, by using the expansion card. The storage node may be interconnected
to another storage node or another peripheral device by using the network interface card of the
storage node. The network interface card may be considered as a communications interface of
the storage node.

[0113] The processor may include functional units, and these functional units may be
hardware (for example, a processor/field progranmable gate array (English: field
programmable gate array, FPGA for short) circuit, or a combination of a processor/FPGA
circuit and other auxiliary hardware), or may be software. For example, in the architecture
exemplified in FIG 1-B, the processor may run functions such as a client (English: client), a
data service (English: data service, DS for short) unit, and a status monitor. When being run,
these functions may be considered as a module in the processor. When not being run, a
program for implementing these functions may be a program in the interna memory, and in
this case, it may also be considered that these modules are located in the internal memory. In
genera, these functions are in each storage node, and specifically, in a combination of a
processor and an internal memory in each storage node. For convenience of description, these
modules are drawn within the processor in FIG. 1-B. In some specia cases, for example, in a
System-On-a-Chip (system on chip, SoC), the processor itself has a storage function, and
program code may be directly burned into the processor. In this case, the internal memory is
no longer a mandatory component.

[0114] The client is a system input/output (English: input output, 1O for short) interface of
a corresponding storage node and is mainly responsible for receiving an access request sent
by another device (for example, atermina or another storage node). The access request is aso
referred to as an 10 request. The access request is, for example, a data read request or a data
write request. The DS unit is mainly responsible for receiving the access request sent by the
client, performing a read/write operation on alocal memory based on the access request, and

returning a result of the read/write operation to the client. The monitor may be responsible for
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monitoring a status of a memory included in a corresponding storage node, and certainly the
monitor may further be responsible for monitoring a status of the corresponding storage node,
and the like.

[0115] For example, a monitor may be deployed in each storage node in the distributed
storage system, and the monitor in each storage node may be configured to monitor
information such as a status of a memory included in this storage node. Further, monitors of
all storage nodes may be connected together to form a monitor cluster. In addition, one
"primary monitor" is elected from the monitor cluster in a manner specified by an
administrator or by using an election algorithm, and remaining monitors are "secondary
monitors’. A storage node in which the primary monitor is located may be referred to as a
"management node". For example, each secondary monitor may send, to the primary monitor,
a current state of each memory included in a storage node in which the secondary monitor is
located. The primary monitor may generate a state information set based on collected
information such as a state of a memory included in each storage node. The state information
set may be, for example, briefly referred to as a "node map (English: node map)", a "status
file", or the like. The state information set records information such as a state of each memory.
Further, for example, the secondary monitor may send, to the primary monitor, a current state
of the storage node in which the secondary monitor is located. The state information set may
further record a state of each storage node, and the like. As described above, the monitor is a
function implemented by the processor by executing the program in the internal memory. In
genera, it may be considered that the monitor is a function of the processor and the internal
memory or that the monitor is a function of the storage node. Therefore, in the following
description, a function of the primary monitor may be performed by a primary processor, or
by a primary processor, the processor, and the internal memory, or by a primary storage node;
a function of the secondary monitor may be performed by a secondary processor, or by a
secondary processor, the processor, and the internal memory, or by a secondary storage node.
[0116] The primary monitor may actively push a latest state information set to another
storage node, or another storage node may actively request a latest state information set from
the primary monitor. A monitor (that is, a secondary monitor) in the another storage node may
cache the received state information set into an internal memory of the another storage node,
and the state information set cached in the internal memory is a state information set locally
maintained by a corresponding storage node (a corresponding monitor). Each time the
secondary monitor receives a state information set from the primary monitor, the secondary

monitor may use the state information set latest received from the primary monitor, to update
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the state information set currently cached by the secondary monitor. That is, the secondary
monitor ensures that the currently cached state information set is the latest state information
set received by the secondary monitor.

[0117] It may be understood that, when the secondary monitor and the primary monitor
are in a connected state, the state information set currently cached by the secondary monitor is
usually the latest state information set released by the primary monitor. However, when the
secondary monitor and the primary monitor are not in a connected state, the secondary
monitor may miss the latest state information set released by the primary monitor, and
therefore the state information set currently cached by the secondary monitor may not be the
latest state information set released by the primary monitor. Certainly, if the primary monitor
has not released a new state information set within a period when the secondary monitor and
the primary monitor are not in a connected state, the state information set currently cached by
the secondary monitor may still be the latest state information set released by the primary
monitor. Devices in a connected state can directly or indirectly communicate with each other.
Therefore, a storage node that is in a state of being connected to the management node can
obtain alatest version of the state information set from the management node.

[0118] A status (access status) of a memory includes an online (English: online) state and
an offline (English: offline) state. The online state includes a data reconstruction state and a
trusted access state. The data reconstruction state may also be referred to as a catch-up
(English: catchup) state. The trusted access state may also be referred to as a normal (English:
normal) state.

[0119] It may be understood that, if data reconstruction needs to be performed, a memory
may enter a trusted access state after the data reconstruction is complete; or if no data
reconstruction needs to be performed, a memory, for example, may directly change from an
offline state to a trusted access state. In general, both the offline state and the data
reconstruction state can be considered as an untrusted access state.

[0120] The status of the memory reflects validity (that is, trustable or not) of datain the
memory. If the memory is in a trusted access state, it indicates that data allocated to the
memory is all successfully written into the memory. That is, the memory into which the
allocated data is all written is in a trusted access state. For example, when a memory isin a
trusted access state, it may be considered that data on the memory in such a state is valid. For
example, when amemory is in a data reconstruction state, it indicates that at this moment, the
memory is reconstructing related data that is lost during an offline period. In this case, it may

be considered that data on the memory is probably invalid, that is, the memory is in an
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untrusted access state. When a memory is in an offline state, it may be considered that in this
case, data on the memory isinvalid, that is, the memory isin an untrusted access state. It may
be understood that the memory in an offline state cannot be accessed, and data can neither be
read from nor written into the memory.

[0121] Referring to FIG 1-C, FIG 1-C exemplifies possible manners of transition
between different states of a memory. The memory may change from an online state to an
offline state, or may change from an offline state to an online state. Specifically, for example,
the memory may change from an offline state to a data reconstruction state or a trusted access
state, or may change from a data reconstruction state to a trusted access state, or may change
from a data reconstruction state or a trusted access state to an offline state.

[0122] The memory may be offline due to a pluraity of factors. For example, when a
memory in a storage node cannot be detected by the storage node, or when a storage node
receives a fault status report (the fault status report indicates that the memory is offline) from
a memory, the storage node may set a state of the corresponding memory to an offline state.
For another example, when the management node (primary monitor) fails to receive a
heartbeat message from a storage node a plurality of consecutive times, it indicates that the
storage node is in an offline state, and the management node may set all memoriesincluded in
the storage node to be in an offline state.

[0123] The state information set may record a memory ID and a state of each memory,
and may further record a node ID and a state of a storage node to which each memory belongs.
Referring to FIG 1-D, FIG 1-D exemplifies a possible representation form of a state
information set. The state information set includes a version number of the state information
set, and an identifier and a state (the state may be, for example, an offline state, a data
reconstruction state, or a trusted access state) of each memory (the memory is, for example, a
hard disk in the figure).

[0124] Because the state of the memory varies with time, the state information set is
adaptively updated upon a change of the state of the memory. For example, after the
management node (primary monitor) receives a memory state change report (a state of a
memory changes, for example, the memory is unplugged and powered off, or is powered on
again) or determines that the memory is offline (for example, the management node has not
received a heartbeat message from a corresponding storage node within specific duration), the
management considers that a condition for updating a state information set is met, and the
management node updates the state information set. An updated state information set
corresponds to a new version number, and the updated state information set records a changed
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memory state. The management node pushes the updated state information set to another
storage node (secondary monitor). The version number of the state information set may be
generated by the primary monitor based on a global variable. Specifically, for example, each
time the state information set is updated, the version number increments by +1 or +2 on a
current basis. Therefore, different version numbers may indicate different state information
sets, and whether two state information sets are the same can be determined by comparing
version numbers of the two state information sets.

[0125] The memory in the distributed storage system may store various data bodies (the
data body refers to data that can be stored by the memory, and the data body may be, for
example, afile, an object, arecord, or data in another format). Generally, considering a factor
such as system reliability, different strips of a same data body are respectively stored into
different memories. A parity strip can be obtained by performing a redundancy check
operation (for example, an EC operation) on a data strip. A check redundancy configuration
(for example, an EC configuration) is used to describe a proportion relationship between a
data strip and a parity strip in a stripe. For example, a check redundancy configuration of a
file may be denoted as A:T, and in this case, A is a quantity of data strips included in a stripe,
and T (T indicates redundancy) is a quantity of parity strips included in the stripe. For
example, assuming that a redundancy check algorithm is an EC agorithm, when the check
redundancy configuration (that is, the EC configuration) is 2:1, 2 is a quantity of data strips
included in a stripe (EC stripe), and 1 is a quantity of parity strips included in the stripe. That
IS, in this case, the stripe includes two data strips and one parity strip, and the two data strips
and one parity strip that are included in the stripe are respectively stored into different
memories. That is, three memories are needed to store the two data strips and one parity strip
that are included in the stripe. For another example, assuming that a check redundancy
configuration (that is, an EC configuration) is 16:4, 16 is a quantity of data stripsincluded in a
stripe (EC stripe), and 4 is a quantity of parity stripsincluded in the stripe. That is, in this case,
the stripe includes 16 data strips and 4 parity strips, and then 20 memories are needed to
respectively store the 20 strips included in the stripe. Other cases may be understood by
analogy. FIG. 1-E exemplifies a stripe including two data strips and one parity strip. FIG. 1-F
shows a stripe including a plurality of data strips and a plurality of parity strips.

[0126] Further, one distributed storage system can support one or more check redundancy
configurations, each check redundancy configuration may correspond to one or more check
member groups, and each check member group includes a plurality of memories. Certainly,

memories included in different check member groups may be completely different or may be
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partialy different, that is, each memory may serve one or more check member groups. For
example, if acheck redundancy configuration is 2:1, each check member group corresponding
to the check redundancy configuration includes three (2 + 1 = 3) memories. For example, if a
check redundancy configuration is 4:2, each check member group corresponding to the check
redundancy configuration includes six (4 + 2 = 6) memories. For example, if a check
redundancy configuration is 16:4, each check member group corresponding to the check
redundancy configuration includes 20 (16 + 4 = 20) memories; and so on.

[0127] In addition, when a length of a file is too large (for example, the file length is
greater than 1 Gb), sometimes for convenience of management, the file may be divided into
file segments, for example, file segments that are not greater than 500 Mb or 1 Gb. Referring
to FIG 2-A, FIG 2-A is a schematic diagram in which a file is divided into file segments.
Each file segment of the file may correspond to a same or a different check redundancy
configuration, and check member groups of different file segments may be the same or
different. In this case, a file segment may be considered as a file. For example, referring to
FIG 2-B, FIG. 2-B isaschematic diagram in which afileis not divided into file segments.
[0128] The following describes some related methods in this application by using some
embodiments.

Embodiment 1

[0129] With reference to the accompanying drawings, the following first uses an example
to describe a state updating method. The state updating method is applied to a distributed
storage system. For example, the distributed storage system includes m storage nodes. The m
storage nodes may include, for example, storage nodes Nd2, Nd1, Nd3 and Nd4. For example,
the storage node Nd1 is a management node. An implementation in a case in which the
distributed storage system includes more or fewer storage nodes may be understood by
analogy. In the following exemplified solution, a non-management node mainly actively
triggers the management node to update and release a state information set.

[0130] Referring to FIG 3-A, FIG 3-A is a schematic flowchart of a state updating
method according to an embodiment of this application. Referring to FIG 3-A, a state
updating method provided in an embodiment of this application may include the following
steps.

[0131] 301. When a state of a memory Nd2-D1 in the storage node Nd2 changes, the
storage node Nd2 sends a memory state change report Reportl to the management node Nd1,
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where the memory state change report Reportl is used to indicate a latest changed state of the
memory Nd2-D1.

[0132] The memory state change report Reportl may carry a memory identifier, a state
identifier, and the like of the memory Nd2-D1. For example, when the latest changed state of
the memory Nd2-D1 is an offline state, the state identifier of the memory Nd2-D1 carried in
the memory state change report Reportl indicates the offline state. For another example, when
the latest changed state of the memory Nd2-D1 is a data reconstruction state, the state
identifier of the memory Nd2-D1 carried in the memory state change report Reportl indicates
the data reconstruction state. For still another example, when the latest changed state of the
memory Nd2-D1 is atrusted access state, the state identifier of the memory Nd2-D1 carried in
the memory state change report Report1 indicates the trusted access state; and so on.

[0133] 302. The management node Nd1 receives the memory state change report Reportl
from the storage node Nd2, and the management node Nd1 updates, based on the memory
state change report Reportl, a state information set currently cached by the management node
Nd1.

[0134] Specificaly, for example, the management node Nd1 updates a state that is of the
memory Nd2-D1 and recorded in the state information set currently cached by the
management node Nd1 to the state that is of the memory Nd2-D1 and indicated by the
memory state change report Reportl, and updates a version number in the state information
set (that is, aversion number of the state information set itself).

[0135] For example, when a monitor is deployed in each storage node, specifically, a
secondary monitor in the storage node Nd2 may send the memory state change report Report1
to the storage node Nd1. Correspondingly, a primary monitor in the management node Nd1
may receive the memory state change report Reportl from the storage node Nd2.

[0136] For example, the state information set that has not been updated by the
management node Nd1 is exemplified in FIG. 3-B. For example, the state information set that
has been updated by the management node Nd1 is exemplified in FIG 3-C. Certainly, in
actual application, the state information set is not limited to such exemplified forms.

[0137] 303. The management node Nd1 sends a latest updated state information set to
other storage nodes.

[0138] Correspondingly, the storage nodes Nd2, Nd3, and Nd4 separately receive the
updated state information set from the management node Nd1. The storage nodes Nd2, Nd3,
and Nd4 separately use the state information set from the management node Nd1 to update
their respective currently cached state information sets. In this way, the state information sets
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cached by the storage nodes (Nd1, Nd2, Nd3, and Nd4) can keep relatively synchronized.

[0139] The foregoing solution provides a mechanism in which the non-management node
mainly actively triggers the management node to update and release the state information set.
Specifically, when a state of a memory in a storage node changes, the storage node actively
sends a memory state change report to the management node, so as to trigger the management
node to update and release a state information set in a timely manner based on the memory
state change report. This mechanism helps enable each storage node in the distributed storage
system to synchronize the state information set to a greatest extent, helps enable each storage
node to learn, in a relatively accurate manner, a state of each memory in the distributed
storage system, and serves as a basis for a subsequent read/write operation performed based

on the state of the memory.

Embodiment 2

[0140] With reference to the accompanying drawings, the following uses an example to
describe another state updating method. The state updating method is applied to a distributed
storage system. For example, the distributed storage system may include m storage nodes.
The m storage nodes may include, for example, storage nodes Nd2, Nd1, Nd3, ..., and Nd4.
For example, the storage node Nd1 is a management node. An implementation in a case in
which the distributed storage system includes more or fewer storage nodes may be understood
by analogy. In the following exemplified solution, the management node mainly updates and
releases a state information set based on a result of heartbeat monitoring on other storage
nodes.

[0141] Referring to FIG. 4-A, FIG 4-A is a schematic flowchart of another state updating
method according to another embodiment of this application. Referring to FIG. 4-A, another
state updating method provided in another embodiment of this application may include the
following steps.

[0142] 401. The management node Nd1 receives a heartbeat message periodically sent by
each storage node.

[0143] 402. When the management node Nd1 has not received, within specified duration
(the specified duration may be, for example, 5 minutes, 10 minutes, 20 minutes, 1 minute, or
other duration), a heartbeat message sent by the storage node Nd2, the management node Nd1
may consider that the storage node Nd2 is in an offline state; and when considering that the

storage node Nd2 isin an offline state, the management node Nd1 updates a state information
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set currently cached by the management node Nd1.

[0144] Specifically, the management node Nd1 updates states that are of al memories
included in the storage node Nd2 and recorded in the state information set currently cached by
the management node Nd1 into an offline state, and updates a version number of the state
information set.

[0145] For example, when a monitor is deployed in each storage node, specifically, a
primary monitor in the management node Nd1 may receive the heartbeat message periodically
sent by a secondary monitor in each storage node.

[0146] For example, the storage node Nd2 includes memories Nd2-D1, Nd2-D2, and
Nd2-D3. In this case, for example, the state information set that has not been updated by the
management node Nd1 is exemplified in FIG. 4-B; for example, the state information set that
has been updated by the management node Nd1 is exemplified in FIG 4-C. Certainly, in
actual application, the state information set is not limited to such exemplified forms.

[0147] 403. The management node Nd1 sends a latest updated state information set to
other storage nodes.

[0148] Correspondingly, the storage nodes Nd3 and Nd4 separately receive the updated
state information set from the management node Nd1. The storage nodes Nd3 and Nd4
separately use the state information set from the management node Nd1 to update their
respective currently cached state information sets. In this way, the state information set cached
by the management node Nd1 can keep relatively synchronized with the state information sets
cached by the other storage nodes (for example, Nd3 and Nd4). However, the storage node
Nd2 isin an offline state, and therefore cannot receive the latest state information set released
by the management node Nd1. Therefore, during an offline period, a state information set
cached by the storage node Nd2 cannot keep synchronized with the state information set
cached by the management node. When the storage node Nd2 goes online again, the storage
node Nd2 may actively request the latest state information set from the management node to
update the state information set cached by the storage node Nd2. Certainly, the storage node
Nd2 may alternatively wait passively until the management node releases the latest state
information set again; and use the latest state information set that is released by the
management node again to update the state information set cached by the storage node Nd2.
[0149] The foregoing solution provides a mechanism in which the management node
mainly updates and releases the state information set based on the result of heartbeat
monitoring on the other storage nodes. This mechanism helps enable each storage node in the

distributed storage system to synchronize the state information set to a greatest extent, helps
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enable each storage node to learn, in arelatively accurate manner, a state of each memory in
the distributed storage system, and serves as a basis for a subsequent read/write operation
performed based on the state of the memory.

[0150] It may be understood that in some possible implementations, the state updating
methods described in FIG. 3-A and FIG. 4-A may both be applied to a same distributed storage
system. That is, the management node updates and releases the state information set based on
the result of heartbeat monitoring on the other storage nodes; aternatively, the
non-management node may actively trigger the management node to update and release the
state information set.

Embodiment 3

[0151] With reference to the accompanying drawings, the following further uses an
example to describe a data access method, which is mainly used for a possible scenario in
which a terminal writes data from a distributed storage system. The data access method is
applied to the distributed storage system. For example, the distributed storage system includes
m storage nodes, and the m storage nodes include storage nodes Nd1 and Nd2. A memory
Nd2-D1, a memory Nd2-D2, and a memory Nd2-D3 are al located in the storage node Nd2.
This embodiment is mainly described by using an example in which a corresponding check
redundancy configuration is specifically 2:1, that is, a stripe includes two data strips and one
parity strip. A case of another check redundancy configuration may be understood by anal ogy.
[0152] Referring to FIG. 5-A, FIG. 5-A is a schematic flowchart of a data access method
according to an embodiment of this application. As exemplified in FIG 5-A, a data access
method provided in an embodiment of this application may include the following steps.

[0153] 501. When a terminal needs to write data into a distributed storage system, the
terminal sends a data write request that carries to-be-written data to the distributed storage
system. For convenience of the following description, the data write request is named W3 in
this embodiment. In this step, the storage node Nd1 receives the data write request Wg3 from
the terminal.

[0154] The data write request Wg3 may carry data Datal (the data Datal is the
to-be-written data), a file identifier of a file to which the data Datal belongs, and location
information of the data Datal. The location information of the data Datal is used to describe a
location of the data Datal in the file to which the data Datal belongs. The location
information of the data Datal includes, for example, a file offset address of the data Datal
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(thefile offset address of the data Datal indicates a start location of the data Datal in the file),
alength of the data Datal, and the like.

[0155] 502. The storage node Nd1 segments data Datal into two data strips (for
convenience of the following description, the two data strips are named a data strip Pd1 and a
data strip Pd2 in this embodiment), and the storage node Nd1 obtains one parity strip (for
convenience of the following description, the parity strip is named a parity strip Pj1 in this
embodiment) by means of calculation by using the two data strips, where the one parity strip
and two data strips form one stripe including three strips. For example, the data strip Pd1 and
the data strip Pd2 may be the same or different in length.

[0156] 503. The storage node Nd1 determines, based on location information of the data
Datal, memories related to writing the data Datal.

[0157] For example, the memories that are related to writing the data Datal and
determined by the storage node Nd1 are the memory Nd2-D1, the memory Nd2-D2, and the
memory Nd2-D3.

[0158] Generally, during alocation of file data to memories, memories to which a
segment of file data is specifically allocated for storage are usualy determined based on a
location of the file data in a file. Therefore, the memories related to writing the data Datal
may be determined based on the location information of the data Datal.

[0159] The foregoing three memories (Nd2-D1, Nd2-D2, and Nd2-D3) are in a
one-to-one correspondence with the three strips. Specifically, for example, the parity strip Pj1
corresponds to the memory Nd2-D3, the data strip Pd1 corresponds to the memory Nd2-D1,
and the data strip Pd2 corresponds to the memory Nd2-D2.

[0160] 504. The storage node Nd1 determines states that are of the memory Nd2-D1, the
memory Nd2-D2, and the memory Nd2-D3 and currently recorded in a state information set
locally cached by the storage node Nd1.

[0161] A case in which the state information set locally cached by the storage node Nd1
currently records that the memories Nd2-D2 and Nd2-D3 are in an online state (a trusted
access state or a data reconstruction state) and that the memory Nd2-D1 isin an offline stateis
used as an example for the following description.

[0162] 505. When it is determined that the memory Nd2-D2 and the memory Nd2-D3 are
in an online state and that the memory Nd2-D1 is in an offline state, the storage node Nd2
writes the data strip Pd2 into the memory Nd2-D2, and the storage node Nd2 writes the parity
strip Pj1 into the memory Nd2-D3.

[0163] In this step, datais normally written into remaining non-offline storage nodes even
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when there is an offline storage node, because according to an EC check agorithm, even
though a specific quantity of strips fail to be written, the strips that fail to be written can be
restored by reconstruction by using strips that are successfully written, and no data loss is
caused. Provided that a quantity of the strips that fail to be written does not exceed a quantity
of parity strips, the EC check agorithm can function normally. Certainly, another check
algorithmis similar thereto.

[0164] 506. Because the memory Nd2-D1 in the storage node Nd2 is in an offline state,
and accordingly the data strip Pd1 fails to be written into the memory Nd2-D1, the storage
node Nd1 or the storage node Nd2 generates a reconstruction log logl.

[0165] The reconstruction log logl records a strip identifier of the strip (the data strip Pd1)
that fails to be written, and a memory identifier of the memory (the memory Nd2-D1) into
which the strip fails to be written. The reconstruction log logl may further record a stripe
identifier of a stripe to which the strip (the data strip Pd1) that fails to be written belongs, and
the like. The reconstruction log logl is used for subsequent reconstruction of the data strip
Pdl after the memory Nd2-D1 goes online again. FIG 5-B exemplifies a possible
representation form of a reconstruction log logl. Certainly, another representation form may
also be used.

[0166] It may be understood that if the memory Nd2-D1 is also in atrusted access state,
the storage node Nd2 may directly write the data strip Pd1 into the memory Nd2-D1. In this
case, the storage node Nd1 or the storage node Nd2 does not need to perform arelated step of
generating the reconstruction log logl.

[0167] A data write scenario for which the foregoing solution is mainly used is a possible
scenario in which memories corresponding to strips in a stripe are al located in a same
storage node. In this possible scenario, the state information set used for recording a memory
state is introduced into the distributed storage system, and therefore the state information set
may be used to record and manage access states of the memories in the distributed storage
system. Data can be directly written into a memory in an online state. For a memory in an
offline state, a related reconstruction log can be directly generated without a need to generate
arelated reconstruction log after a data write attempt fails. In the scenario exemplified in this
embodiment, in the prior art, first the data write attempt is made, and the related
reconstruction log is generated after the data write attempt fails. In the solution of this
embodiment, useless attempts can be reduced, thereby improving data write efficiency and

further helping improve system performance.
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Embodiment 4

[0168] With reference to the accompanying drawings, the following further uses an
example to describe another data access method, which is mainly used for another possible
scenario in which a terminal writes data from a distributed storage system. In the previous
embodiment, memories corresponding to strips are located in a same storage node. In the
scenario of this embodiment, these memories are located in different storage nodes.

[0169] For example, the distributed storage system includes m storage nodes, and the m
storage nodes include storage nodes Nd2, Nd1, Nd3, and Nd4. A memory Nd2-D1 belongs to
the storage node Nd2, a memory Nd3-D1 belongs to the storage node Nd3, and a memory
Nd4-D1 belongs to the storage node Nd4. This embodiment is mainly described by using an
example in which a check redundancy configuration is specificaly 2:1, that is, a stripe
includes two data strips and one parity strip. A case of another check redundancy
configuration may be understood by analogy.

[0170] Referring to FIG 6, FIG 6 is a schematic flowchart of another data access method
according to another embodiment of this application. As exemplified in FIG. 6, another data
access method provided in another embodiment of this application may include the following
steps.

[0171] 601 and 602. Steps 601 and 602 are the same as steps 501 and 502. Therefore, for
related descriptions, refer to corresponding steps 501 and 502, and details are not described
herein again.

[0172] 603. The storage node Nd1 determines, based on location information of data
Datal, memories related to writing the data Datal.

[0173] For example, the memories that are related to writing the data Datal and
determined by the storage node Nd1 are the memory Nd2-D1, the memory Nd3-D1, and the
memory Nd4-D1. The foregoing three memories (Nd2-D1, Nd3-D1, and Nd4-D1) are in a
one-to-one correspondence with the three strips. Specifically, for example, a parity strip Fj1
corresponds to the memory Nd4-D1, a data strip Pd1 corresponds to the memory Nd2-D1, and
adata strip Pd2 corresponds to the memory Nd3-D1.

[0174] 604. The storage node Nd1 determines states that are of the memory Nd2-D1, the
memory Nd3-D1, and the memory Nd4-D1 and currently recorded in a state information set
locally cached by the storage node Nd1. A case in which the state information set locally
cached by the storage node Nd1 currently records that the memories Nd3-D1 and Nd4-D1 are

in an online state and that the memory Nd2-D1 isin an offline state is used as an example for
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description.

[0175] Specifically, if the storage node Nd1 and a management node are in a connected
state, the storage node Nd1 can determine the states that are of the memory Nd2-D1, the
memory Nd3-D1, and the memory Nd4-D1 and currently recorded in the state information set
locally cached by the storage node Nd1.

[0176] 605. When it is determined that the memory Nd3-D1 and the memory Nd4-D1 are
in an online state and that the memory Nd2-D1 is in an offline state, the storage node Nd1
sends a data write request Wql to the storage node Nd3 to which the memory Nd3-D1
belongs, and the storage node Nd1 sends a data write request W2 to the storage node Nd4 to
which the memory Nd4-D1 belongs.

[0177] For example, the data write request Wql carries the data strip Pd2 and a version
number of the state information set that is locally cached by the storage node Nd1 currently.
Further, the data write request Wgl may further carry a length (the length may be, for
example, 110 Kb) of the data strip Pd2, a file offset address of the data strip Pd2, a stripe
identifier of the stripe to which the data strip Pd2 belongs, a strip identifier of the data strip
Pd2, afileidentifier of afileto which the data strip Pd2 belongs, and the like.

[0178] For another example, the data write request Wq2 may carry the parity strip Pj1 and
the version number of the state information set that is locally cached by the storage node Nd1
currently. Further, the data write request Wq2 may further carry alength of the parity strip Pj1,
the stripe identifier of the stripe to which the parity strip Pj1 belongs, a strip identifier of the
parity strip Pj1, and the like.

[0179] It may be understood that the storage node Nd1 adds, into a data write request sent
to other storage nodes, the version number of the state information set cached by the storage
node Nd1, so that other storage nodes can verify, by comparing version numbers, whether the
state information set cached by the storage node Nd1 isvalid.

[0180] 606. After receiving the data write request Wql from the storage node Nd1, the
storage node Nd3 compares the version number of the state information set carried in the data
write request Wqgl with a version number of a state information set currently cached by the
storage node Nd3.

[0181] If it is determined by comparison that the version number of the state information
set carried in the data write request Wql is the same as the version number of the state
information set currently cached by the storage node Nd3, and the storage node Nd3 and the
management node are in a connected state (that is, a secondary monitor in the storage node

Nd3 is normally connected to a primary monitor in the management node), it may be
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considered that the secondary monitor in the storage node Nd3 can receive, normaly in a
timely manner, a latest version of a state information set released by the primary monitor in
the management node. Therefore, in this case, it may be considered that the state information
set currently cached by the storage node Nd3 is the latest version of the state information set
maintained by the primary monitor. The version number of the state information set carried in
the data write request Wql is the same as the version number of the state information set
currently cached by the storage node Nd3, that is, the state information set currently cached
by the storage node Nd1 is also the latest version of the state information set maintained by
the primary monitor. In this case, the state (trusted access state) that is of the memory Nd3-D1
and recorded in the state information set currently cached by the storage node Nd1 is aso
supposed to accord with an actual situation, and the storage node Nd3 writes the data strip
Pd2 into the memory Nd3-D1.

[0182] In addition, if it is determined by comparison that the version number of the state
information set carried in the data write request Wql is different from the version number of
the state information set currently cached by the storage node Nd3, it may be considered that
the state that is of Nd3-D1 and recorded in Nd1 is not accurate. In other words, although the
state that is of Nd3-D1 and recorded in Nd1 is a trusted access state, it cannot be ensured that
an actua state of Nd3-D1 is a trusted access state. Because Nd3-D1 may be in an untrusted
access state, the storage node Nd3 may refuse to write the data strip Pd2 into the memory
Nd3-D1.

[0183] It should be particularly noted that when a storage node and the management node
are in a connected state, there is a relatively high probability that a state information set
cached by the storage node is the latest state information set released by the management
node. However, in some relatively specia cases, even though the storage node and the
management node are in a connected state, if the storage node becomes temporarily faulty
exactly the moment the management node releases the state information set, or quality of
communication between the storage node and the management node is extremely poor exactly
the moment the management node releases the state information set, it is possible that the
storage node cannot obtain the latest state information set released by the management node.
That is, even though the storage node and the management node are in a connected state, there
is still avery low probability that a state information set cached by the storage node is not the
latest state information set released by the management node. Therefore, when the storage
node and the management node are in a connected state, version numbers of their respective

currently cached state information sets are further compared; and if the version numbers are
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the same, it may be considered that their respective currently cached state information sets are
valid. This practice can further improve reliability.

[0184] Further, the storage node Nd3 sends a data write response Wr1 used for responding
to the data write request WqLl to the storage node Nd1. The data write response Wr1 carries a
result of a write operation on the data strip Pd2. Specifically, when the storage node Nd3
successfully writes the data strip Pd2 into the memory Nd3-D1, a result of the write operation
is a write success; or when the storage node Nd3 fails to write the data strip Pd2 into the
memory Nd3-D1 (for example, the storage node Nd2 refuses to write the data strip into the
memory Nd3-D1), a corresponding result of the write operation isawrite failure.

[0185] 607. After receiving the data write request W2 from the storage node Nd1, the
storage node Nd4 makes comparison, similar to step 606, between version numbers of state
information sets (a difference lies in that the storage node Nd3 changes to the storage node
Nd4, and the data write request Wl changes to the data write request Wq2), to determine
whether to write a parity strip Pj1 into the memory Nd4-D1. A specific execution process of
step 607 is not described herein again.

[0186] Step 606 and step 607 may be performed simultaneously or performed one after
another.

[0187] 608. The storage node Nd1 receives a data write response Wrl from the storage
node Nd3, and the storage node Nd1 receives the data write response Wr2 from the storage
node Nd4.

[0188] Further, if a data write response indicates a corresponding write failure, the storage
node Nd1 may resend a corresponding data write request to request a rewrite. For example, if
the data write request Wr1l indicates a corresponding write failure, the storage node Nd1 may
resend the data write request Wql to the storage node Nd3.

[0189] 609. Because the memory Nd2-D1 in the storage node Nd2 is in an offline state,
and a data strip Pd1 fails to be written into the memory Nd2-D1, the storage node Nd1
generates a reconstruction log logl, and the storage node Nd1 sends the reconstruction log
logl to a storage node (for example, the storage node Nd3 and/or the storage node Nd4) into
which a strip is successfully written. Correspondingly, the storage node Nd3 and/or the
storage node Nd4 may receive and store the reconstruction log logl, where the reconstruction
log logl is used for subsequent reconstruction of the data strip Pd1 after the memory Nd2-D1
goes online again.

[0190] The reconstruction log logl records a strip identifier of the strip (the data strip Pd1)
that fails to be written, and a memory identifier of the memory (the memory Nd2-D1) into
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which the strip fails to be written. The reconstruction log logl may further record a stripe
identifier of a stripe to which the strip (the data strip Pd1) that fails to be written belongs, and
thelike.

[0191] A data write scenario for which the foregoing solution is mainly used is a possible
scenario in which memories corresponding to strips in a stripe are not located in a same
storage node. In this possible scenario, the state information set used for recording a memory
state is introduced into the distributed storage system, and therefore the state information set
may be used to record and manage access states of the memories in the distributed storage
system.

[0192] Specificaly, this embodiment describes a method for writing to-be-written data,
and memories corresponding to strips in a stripe corresponding to the to-be-written data are
not located in a same storage node. When the storage node Nd1 and the management node are
in a connected state, and the state information set cached by the storage node Nd1 records that
the memories Nd3-D1 and Nd4-D1 are online, the storage node Nd1 preliminarily considers
that data can be successfully written into the memories Nd3-D1 and Nd4-D1. To verify
validity of the state information set cached by storage node Nd1, the storage node Nd1 adds,
into the data write request sent to other storage nodes (the storage node Nd3 and the storage
node Nd4), the version number of the state information set cached by the storage node Nd1.
Other storage nodes compare the version number of the state information set carried in the
data write request with version numbers of state information sets cached by the other storage
nodes. When the version number of the state information set carried in the data write request
is the same as the version numbers of the state information set currently cached by the other
storage nodes, it may be considered that the state information set cached by the storage node
Ndl is vaid. Therefore, a state that is of a related memory and recorded in the state
information set is supposed to be accurate. In this case, corresponding data write is usualy
successful, and therefore the data is directly written into the related memory. Otherwise, it
may be considered that the state information set cached by the storage node Nd1 may be
invalid, and therefore a state that is of arelated memory and recorded in the state information
set may be inaccurate. In this case, corresponding data write is very likely to fail, and
therefore refusing to write is arelatively proper practice.

[0193] An effect of this embodiment is similar to that of the foregoing embodiment in the
following: For a memory in an offline state, a related reconstruction log can be directly
generated without a need to generate the related reconstruction log in a conventional manner

after a data write attempt fails, thereby helping improve data write efficiency and helping
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improve system performance.

Embodiment 5

[0194] With reference to the accompanying drawings, the following further uses an
example to describe a data reconstruction method. The data reconstruction method is applied
to a distributed storage system. For example, the distributed storage system may include m
storage nodes, and the m storage nodes include storage nodes Nd1, Nd2, Nd3, and Nd4. The
storage node Nd1 is a management node (that is, a storage node in which a primary monitor is
located) that releases a state information set. For example, a memory Nd2-D1 belongs to the
storage node Nd2, a memory Nd3-D1 belongs to the storage node Nd3, and the memory
Nd4-D1 belongs to the storage node Nd4. The data reconstruction method may be, for
example, performed after the solution exemplified in FIG. 6

[0195] Referring to FIG. 7-A, FIG. 7-A is a schematic flowchart of a data reconstruction
method according to an embodiment of this application. As exemplified in FIG 7-A, a data
reconstruction method provided in an embodiment of this application may include the
following steps.

[0196] 701. When the storage node Nd2 determines that the memory Nd2-D1 goes online,
the storage node Nd2 sends a memory state change report P2 to the management node Nd1,
where the memory state change report P2 may indicate that a state of the memory Nd2-D1
changes from an offline state to a data reconstruction state. Specifically, for example, the
memory state change report P2 may carry a memory identifier and a state identifier of the
memory Nd2-D1 (the state identifier is a state identifier of the data reconstruction state, that is,
astate indicated by the state identifier is the data reconstruction state).

[0197] 702. The management node Nd1 receives the memory state change report P2 from
the storage node Nd2, and the management node Nd1 updates a cached state information set.
Specificaly, the management node Nd1 updates a state that is of the memory Nd2-D1 and
recorded in the state information set cached by the management node Nd1 to the state that is
of the memory Nd2-D1 and indicated by the memory state change report P2, and updates a
version number recorded in the state information set.

[0198] For example, when a monitor is deployed in each storage node, specifically, a
secondary monitor in the storage node Nd2 may send the memory state change report P2 to
the management node Nd1. Correspondingly, a primary monitor in the management node Nd1

may receive the memory state change report P2 from the storage node Nd2.
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[0199] For example, the state information set that has not been updated by the
management node Nd1 is exemplified in FIG. 3-C. For example, the state information set that
has been updated by the management node Nd1 is exemplified in FIG. 7-B. Certainly, in
actual application, the state information set is not limited to such exemplified forms.

[0200] 703. The storage node Nd1 sends an updated state information set to other storage
nodes.

[0201] Correspondingly, the storage nodes Nd2, Nd3, and Nd4 separately receive the
updated state information set from the management node Nd1. The storage nodes Nd2, Nd3,
and Nd4 use the state information set from the management node Nd1 to update their
currently cached state information sets. In this way, the state information sets maintained by
the storage nodes (Nd1, Nd2, Nd3, and Nd4) can keep relatively synchronized.

[0202] 704. The storage node Nd1 instructs the storage node Nd2 to perform data
reconstruction for the memory Nd2-D1.

[0203] It may be understood that the management node Nd1 may instruct, by sending the
updated state information set, the storage node Nd2 to perform data reconstruction for the
memory Nd2-D1; alternatively, the management node Nd1 may instruct, by using another
message (for example, a data reconstruction notification message), the storage node Nd2 to
perform data reconstruction for the memory Nd2-D1.

[0204] 705. After the storage node Nd2 receives a notification of data reconstruction for
the memory Nd2-D1 from the management node Nd1, the storage node Nd2 collects, from the
storage node Nd3 and/or the storage node Nd4, a related reconstruction log generated during
an offline period of the memory Nd2-D1.

[0205] 706. The storage node Nd2 reconstructs data based on the collected related
reconstruction log generated during the offline period of the memory Nd2-D1.

[0206] Specificaly, for example, the storage node Nd2 collects a reconstruction log logl
generated during the offline period of the memory Nd2-D1. The reconstruction log logl
records a strip identifier of a strip (a data strip Pdl) that fails to be written during the offline
period of the memory Nd2-D1, and a memory identifier of a memory (the memory Nd2-D1)
into which a strip fails to be written during the offline period of the memory Nd2-D1. In
addition, the reconstruction log logl may record a stripe identifier of a stripe to which the
strip (the data strip Pd1) that fails to be written belongs, and the like.

[0207] The storage node Nd2 may determine, based on the stripe identifier of the stripe to
which the data strip Pd1 belongs, the stripe to which the data strip Pd1 belongs, and obtain
other strips (a data strip Pd2 and a parity strip Pj1) of the stripe to which the data strip Pd1
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belongs. The storage node Nd2 performs a redundancy check operation based on the data strip
Pd2 and the parity strip Pj1 to reconstruct the data strip Pd1. The storage node Nd2 writes the
reconstructed data strip Pd1 into the memory Nd2-D1.

[0208] It may be understood that when the storage node Nd2 collects a plurality of related
reconstruction logs generated during the offline period of the memory Nd2-D1, the storage
node Nd2 may first perform deduplication on the plurality of collected reconstruction logs,
and then separately perform data reconstruction based on each reconstruction log obtained
after the deduplication. A manner of performing data reconstruction based on the
reconstruction log may be the same as that described in the foregoing example.

[0209] 707. After completing data reconstruction for the memory Nd2-D1, the storage
node Nd2 sets the state of the memory Nd2-D1 to a trusted access state. Further, the storage
node Nd2 may send a memory state change report P3 to the management node Nd1, where
the memory state change report P3 may indicate that the state of the memory Nd2-D1 changes
from the data reconstruction state to the trusted access state.

[0210] 708. The management node Nd1 receives the memory state change report P3 from
the storage node Nd2, and the management node Nd1 updates the cached state information set.
Specificaly, the storage node Nd1 updates the state that is of the memory Nd2-D1 and
recorded in the state information set cached by the storage node Nd1 to the state that is of the
memory Nd2-D1 and indicated by the memory state change report P3, and updates the
version number recorded in the state information set.

[0211] For example, when a monitor is deployed in each storage node, specifically, a
secondary monitor in the storage node Nd2 may send the memory state change report P3 to
the management node Nd1. Correspondingly, a primary monitor in the management node Nd1
may receive the memory state change report P3 from the storage node Nd2.

[0212] For example, the state information set that has not been updated by the
management node Nd1 is exemplified in FIG. 7-B. For example, the state information set that
has been updated by the management node Nd1 is exemplified in FIG 7-C. Certainly, in
actual application, the state information set is not limited to such exemplified forms.

[0213] 709. The management node Nd1 sends an updated state information set to other
storage nodes (for example, Nd2, Nd3, and Nd4).

[0214] Correspondingly, the storage nodes Nd2, Nd3, and Nd4 may separately receive the
updated state information set from the storage node Nd1. The storage nodes Nd2, Nd3, and
Nd4 may separately use the state information set from the management node Nd1 to update
their currently cached state information sets. In this way, the state information sets cached by

43



10

15

20

25

30

the storage nodes (Nd1, Nd2, Nd3, and Nd4) can keep relatively synchronized as much as
possible.

[0215] The foregoing solution is mainly used for a data reconstruction scenario after an
offline memory goes online again, and the foregoing solution provides a possible data
reconstruction mechanism in such a possible scenario. After a memory that is originaly
offline goes online again, a storage node of the memory notifies the management node. The
management node updates a state that is of the memory and recorded in the management node
to an "data reconstruction state", and then the management node releases a latest state
information set to other storage nodes, to notify other storage nodes that the state of the
memory has been updated into an "data reconstruction state”". Subsequently, a related storage
node reconstructs a strip that previously fails to be written into the memory. After
reconstruction is completed, the storage node in which the memory that goes online again is
located updates the state of the memory that goes online again to a "trusted access state”, and
instructs the management node to update the state of the memory that goes online again to a
"trusted access state”. Subsequently, the management node releases a latest state information
set to other storage nodes again, to notify the remaining storage nodes that the state of the
memory that goes online again has been updated into a "trusted access state”.

[0216] In this embodiment, the state information set used for recording a memory state is
introduced, and therefore the state information set may be used to record and manage access
states of memories in the distributed storage system. This helps a storage node in the
distributed storage system learn, in a relatively accurate manner, state switching (switching
from an "offline state" to an "data reconstruction state”" and then from the "data reconstruction
state” to a "trusted access state’) of a memory, helps reduce a failure probability of a

read/write attempt, and helps improve system performance.

Embodiment 6

[0217] With reference to the related accompanying drawings, the following further uses
an example to describe another data access method, which is mainly used for a possible
scenario in which a termina reads data from a distributed storage system. The data access
method is applied to the distributed storage system. For example, the distributed storage
system includes m storage nodes, and the m storage nodes include storage nodes Nd2, Ndl1,
Nd3, and Nd4. A memory Nd2-D1 belongs to the storage node Nd2, a memory Nd3-D1
belongs to the storage node Nd3, and a memory Nd4-D1 belongs to the storage node Nd4.
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This embodiment is described by using an example in which aformat of adatabody is afile.
[0218] Referring to FIG 8, FIG 8 is a schematic flowchart of a data access method
according to an embodiment of this application. As shown in FIG 8, a data access method
provided in an embodiment of this application may include the following steps.

[0219] 801. When the terminal needs to read data from the distributed storage system, the
terminal  sends a data read request to the distributed storage system. For convenience of the
following description, the data read request is named Rql in this embodiment. In this step, for
example, the storage node Nd1 in the distributed storage system receives the data read request
Rq1 from the terminal.

[0220] For example, the data read request Rgl carries a file identifier of a file to which
data Data2 (the data Data2 is to-be-read data) belongs, and location information of the data
Data2. The location information of the data Data2 is used to describe a location of the data
Data? in the file to which the data Data2 belongs. The location information of the data Data2
may include, for example, afile offset address of the data Data2 (the file offset address of the
data Data2 indicates a start location or an end location of the data Data2 in the file), alength
of the data Data2, and the like.

[0221] 802. The storage node Nd1 determines, based on location information of data
Data2, amemory in which the data Data2 is |ocated.

[0222] For example, the storage node Nd1 determines that the memory in which the data
Data? is located is the memory Nd2-D1. For example, the file to which the Data2 belongs is
divided into a plurality of data strips (and parity strips) during storage, one of the data stripsis
stored in the memory Nd2-D1, and the data Data2 is a fraction of this strip.

[0223] 803. The storage node Nd1 determines a state that is of the memory Nd2-D1 and
currently recorded in a state information set locally cached by the storage node Nd1. In this
embodiment, the storage node Nd1 and a management node may be in a connected state, or
may not be in a connected state.

[0224] For example, when the state information set currently cached by the storage node
Nd1 records that the memory Nd2-D1 isin a trusted access state, step 804 is performed; or
when the state information set currently maintained by the storage node Nd1 records that the
memory Nd2-D1 isin adatareconstruction state or an offline state, step 807 is performed.
[0225] 804. If it is determined that the memory Nd2-D1 is in a trusted access state, the
storage node Nd1 may add, into the data read request Rql, a version number of the state
information set that is locally cached by the storage node Nd1 currently, to obtain an updated
data read request Rqgl, and the storage node Nd1 sends the updated data read request Rl to

45



10

15

20

25

30

the storage node Nd2 to which the memory Nd2-D1 belongs.

[0226] That is, the updated data read request Rql may carry the version number of the
state information set that islocally cached by the storage node Nd1 currently. Further, the data
read request Rgl may further carry the location information of the data Data2, the file
identifier of the file to which the data strip Pd2 belongs, and the like.

[0227] It may be understood that the storage node Nd1 adds, into a data read request sent
to another storage node, the version number of the state information set cached by the storage
node Nd1, mainly to help the another storage node verify, by comparing version numbers,
whether the state information set cached by the storage node Nd1 is valid.

[0228] 805. After receiving the data read request Rgl from the storage node Ndi, the
storage node Nd2 may compare the version number of the state information set carried in the
data read request Rql with a version number of a state information set currently maintained
by the storage node Nd2.

[0229] If it is determined by comparison that the version number of the state information
set carried in the data read request Rql is the same as the version number of the state
information set currently cached by the storage node Nd2, and the storage node Nd2 and the
management node are in a connected state (that is, a secondary monitor in the storage node
Nd2 is normally connected to a primary monitor in the management node, and in this case, it
may be considered that there is an extremely high probability that the state information set
currently cached by the storage node Nd2 is a latest version of the state information set
maintained by the primary monitor), the storage node Nd2 may read the data Data2 from the
memory Nd2-D1. Alternatively, if it is determined by comparison that the version number of
the state information set carried in the data read request Rql is different from the version
number of the state information set currently cached by the storage node Nd2, the storage
node Nd2 may refuse to read data from the memory Nd2-D1. Alternatively, if the storage
node Nd2 and the management node are not in a connected state (that is, a secondary monitor
in the storage node Nd2 is not normally connected to a primary monitor in the management
node, and in this case, it may be considered that the state information set currently cached by
the storage node Nd2 may be a latest version of the state information set maintained by the
primary monitor, or may not be alatest version of the state information set maintained by the
primary monitor), the storage node Nd2 may refuse to read data from the memory Nd2-D1.
Certainly, in some scenarios of a relatively low verification level, it is aso possible that
regardless of whether the storage node Nd2 and the management node are in a connected state,

provided that the version number of the state information set carried in the data request Rgl is
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the same as the version number of the state information set currently cached by the storage
node Nd2, the storage node Nd2 can read the data Data2 from the memory Nd2-D1.

[0230] When the storage node Nd2 successfully reads the data Data2 from the memory
Nd2-D1, the storage node Nd2 sends a data read response Rrl used for responding to the data
read request Rql to the storage node Nd1, where the data read response Rrl carries the read
data Data2. When the storage node Nd2 fails to read the data Data2 from the memory Nd2-D1
(for example, the storage node Nd2 refuses to read data from the memory Nd2-D1), the data
read response Rrl may carry aresult of aread operation (the result of the read operation is a
read failure).

[0231] 806. The storage node Nd1 receives a data read response Rrl from the storage
node Nd2, and if the storage node Nd2 successfully reads the data Data2, the storage node
Nd1 may obtain the data Data2 from the data read response Rr1.

[0232] The storage node Nd1 sends the data read response Rrl used for responding to the
dataread request Rql to the terminal, where the data read response Rrl carries the data Data2.
Then this procedure ends.

[0233] 807. If it is determined that the memory Nd2-D1 isin an untrusted access stete, the
storage node Nd1 determines a data strip Pd1 to which the data Data2 belongs, and the
storage node Nd1 determines a stripe to which the data strip Pd1 belongs, where the stripe
includes the data strip Pdl1, a data strip Pd2, and a parity strip Pj1. The storage node Nd1
determines memories in which the data strip Pd2 and the parity strip Pj1 are located.

[0234] For example, a memory in which the data strip Pd2 is located is denoted as the
memory Nd3-D1, and a storage node to which the memory Nd3-D1 belongs is denoted as the
storage node Nd3. For example, a memory in which the parity strip Pj1 is located is denoted
as the memory Nd4-D1, and a storage node to which the memory Nd4-D1 belongs is denoted
as the storage node Nd4.

[0235] In this step, the memory in which the strip to which the to-be-read data Data2
belongsis located isin an untrusted access state. Therefore, in this step, the storage node Nd1
that receives the read request determines the memories in which the remaining strips of the
stripe are located, so as to subsequently use the remaining strips to restore, by using a check
algorithm, the strip in which the Data2 is located, and obtain the Data2.

[0236] 808. The storage node Nd1 sends a data read request Rg3 to the storage node Nd3
to which the memory Nd3-D1 belongs, and the storage node Nd1 sends a data read request
Rg4 to the storage node Nd4 to which the memory Nd4-D1 belongs.

[0237] For example, the data read request Rg3 carries a strip identifier of the data strip
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Pd2 and the version number of the state information set currently cached by the storage node
Nd1. Further, the data read request Rg3 may further carry a length of the data strip Pd2 (the
length is, for example, 110 Kb or another length), a file offset address of the data strip Pd2, a
stripe identifier of the stripe to which the data strip Pd2 belongs, and the file identifier of the
file to which the data strip Pd2 belongs, and even may further carry a segment identifier of a
file segment to which the data strip Pd2 belongs.

[0238] For example, the data read request Rg4 carries a strip identifier of the parity strip
Pj1 and the version number of the state information set that is locally cached by the storage
node Nd1 currently. Further, the data read request Rg4 may further carry alength of the parity
strip Pj1, astripe identifier of the stripe to which the parity strip Pj1 belongs, and the like.
[0239] 809. After receiving the data read request Rg3 from the storage node Nd1, the
storage node Nd3 compares a version number of the state information set carried in the data
read request Rg3 with a version number of a state information set currently cached by the
storage node Nd3. If it is determined by comparison that the version number of the state
information set carried in the data read request Rg3 is the same as the version number of the
state information set currently cached by the storage node Nd3, and the storage node Nd3 and
the management node are in a connected state (that is, a secondary monitor in the storage
node Nd3 is normally connected to a primary monitor in the management node, and in this
case, it may be considered that the state information set currently cached by the storage node
Nd3 is a latest version of the state information set maintained by the primary monitor; the
version number of the state information set carried in the data read request Rg3 is the same as
the version number of the state information set currently cached by the storage node Nd3, that
is, the state information set currently cached by the storage node Nd1 is also the latest version
of the state information set maintained by the primary monitor; in this case, a state (trusted
access state) that is of the memory Nd3-D1 and recorded in the state information set currently
cached by the storage node Nd1 is also accurate), the storage node Nd3 reads the data strip
Pd2 from the memory Nd3-D1. Alternatively, if it is determined by comparison that the
version number of the state information set carried in the data read request Rg3 is different
from the version number of the state information set currently maintained by the storage node
Nd3, the storage node Nd3 may refuse to read the data strip Pd2 from the memory Nd3-D1.
[0240] Further, the storage node Nd3 sends a data read response Rr3 used for responding
to the data read request Rg3 to the storage node Nd1. The data read response Rr3 carries a
result of a read operation on the data strip Pd2. Specifically, when the storage node Nd3
successfully reads the data strip Pd2 from the memory Nd3-D1, the result of the read
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operation carried in the data read response Rr3 is a read success, and the data read response
Rr3 carries the data strip Pd2. When the storage node Nd3 fails to read the data strip Pd2 from
the memory Nd3-D1 (for example, the storage node Nd3 refuses to read the data strip Pd2
from the memory Nd3-D1), the result of the read operation carried in the data read response
Rr3isaread falure.

[0241] 810. After receiving the data read request Rg4 from the storage node Nd1i, the
storage node Nd4 performs an operation (for example, comparing state information set
versions and sending a data read response Rr4 to the storage node Nd1) that is similar to that
performed by the storage node Nd3. Reference may be made to step 809 for this step, and
therefore details are not described herein.

[0242] 811. The storage node Nd1 receives the data read response Rr3 from the storage
node Nd3, and the storage node Nd1 receives the data read response Rr4 from the storage
node Nd4.

[0243] Further, if a data read response indicates a corresponding read failure, the storage
node Nd1 may resend a corresponding data read request to request a re-read. For example, if
the data read response Rr3 indicates a corresponding read failure, the storage node Nd1 may
resend the data read request to the storage node Nd3 to request again to read the data strip Pd2.
For another example, if the data read response Rr4 indicates a corresponding read operation
failure, the storage node Nd1 may resend the data read request Rg4 to request again to read
the parity strip Pj1; and so on.

[0244] 812. When the storage node Nd1 obtains the data strip Pd2 and the parity strip Pj1,
the storage node Nd1 performs a check operation by using the data strip Pd2 and the parity
strip Pj1, to obtain the data strip Pd1 and obtain the data Data2 from the data strip Pd1. The
storage node Nd1 sends the data read response Rrl used for responding to the data read
request Rgl to the terminal, where the data read response Rrl carries the data Data2.

[0245] When the storage node Nd1 obtains the data Data? from the data read response
Rr1 from the storage node Nd2, the storage node Nd1 sends the data read response Rrl used
for responding to the data read request Rgl to the terminal, where the data read response Rrl
carries the data Data2.

[0246] It can be learned that, in the foregoing solution, the state information set used for
recording a memory state is introduced into the distributed storage system, and therefore the
state information set may be used to record and manage access states of the memories in the
distributed storage system. Specifically, a mechanism isintroduced as follows: A storage node
that receives a data read request makes a corresponding data read decision based on aresult of
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comparison between a version number that is of a state information set and carried in the data
read request and a version number that is of a state information set currently cached by the
storage node. Version number comparison helps better determine validity of the used state
information set. For a memory that is found by means of verification to be in a trusted access
state, requested data can be directly read from the memory and fed back to the terminal. In
such a case of trusted access, complex stepsin a conventional manner of reading al strips of a
related stripe and then performing a correctness check are not required, and a data read
amount is reduced, thereby helping reduce memory load and further helping improve system
performance.

[0247] This embodiment describes a method for reading to-be-read data, and the
to-be-read datais a fraction of a strip or an entire strip. If a storage node in which the strip is
located is trusted, the to-be-read datais directly returned to a device (aterminal or a host) that
sends arequest. If a storage node in which the strip is located is untrusted (in a reconstruction
state or an offline state), a check operation is performed by using other strips (strips other than
a strip to which the to-be-read data belongs) of a stripe to which the to-be-read data belongs,
so as to obtain the strip to which the to-be-read data belongs and obtain the to-be-read data
from the strip.

[0248] The storage node Nd1 adds, into a data read request sent to another storage node,
the version number of the state information set cached by the storage node Nd1, mainly to
help the another storage node verify, by comparing version numbers, whether the state
information set cached by the storage node Nd1 is valid. When the storage node Nd2 is
normally connected to the management node, in this case, if the version number of the state
information set carried in the data request Rgl is the same as the version number of the state
information set currently cached by the storage node Nd2, it may be considered that the
storage nodes Nd1 and Nd2 cache a same latest state information set, and the storage node
Nd2 can read the data Data2 from the memory Nd2-D1. Alternatively, when the storage node
Nd2 is not normally connected to the management node, in this case, it may be considered
that the state information set currently cached by the storage node Nd2 may be the latest
version of the state information set released by the management node, or may not be the latest
version of the state information set released by the management node. It is difficult to
determine validity of the state information set currently cached by the storage node Nd2, and
therefore the storage node Nd2 may refuse to read the data Data2 from the memory Nd2-D1.
Certainly, in some scenarios of a relatively low verification level, it is aso possible that

regardless of whether the storage node Nd2 and the management node are in a connected state,
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provided that the version number of the state information set carried in the data request Rgl is
the same as the version number of the state information set currently cached by the storage
node Nd2 (when the two version numbers are the same, there is a relatively high probability
that the state information set cached by the storage node Nd1 is valid), the storage node Nd2
can read the data Data2 from the memory Nd2-D1. Some mechanisms for verifying validity
of a state information set are introduced, and therefore this helps better determine validity of
the used state information set.

Embodiment 7

[0249] With reference to the accompanying drawings, the following further describes
another data access method. The data access method is applied to a distributed storage system.
For example, the distributed storage system includes m storage nodes, and the m storage
nodes include storage nodes Nd1, Nd2, Nd3, and Nd4. A memory Nd2-D1 belongs to the
storage node Nd2. This embodiment is described by using an example in which a databody is
afile.

[0250] Referring to FIG. 9, FIG 9 is a schematic flowchart of another data access method
according to another embodiment of this application. As shown in FIG. 9, another data access
method provided in another embodiment of this application may include the following steps.
[025]] 901. When a termina needs to read data from the distributed storage system, the
terminal may send a data read request to the distributed storage system. For convenience of
the following description, the data read request is named Rql in this embodiment. In this step,
for example, the storage node Nd2 in the distributed storage system receives the data read
request Rgl from the terminal.

[0252] For example, related information carried in the data read request Rgl in step 901 is
the same as the related information carried in the data read request Rgl in step 801.

[0253] 902. The storage node Nd2 determines, based on location information of data
Data2, a memory in which the data Data2 is located. A solution of determining, according to
location information, a memory in which data is located is already described in other
embodiments, and therefore is not described herein again.

[0254] For example, the storage node Nd2 determines that the memory in which the data
Data? is located is the memory Nd2-D1.

[0255] 903. The storage node Nd2 determines a state that is of the memory Nd2-D1 and
recorded in a state information set locally cached by the storage node Nd2.
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[0256] For example, the state information set currently cached by the storage node Nd2
records that the memory Nd2-D1 isin atrusted access state, and the storage node Nd2 and a
management node are in a connected state (that is, a secondary monitor in the storage node
Nd2 is normally connected to a primary monitor in the management node, and in this case, it
may be considered that the state information set currently cached by the storage node Nd2 isa
latest version of a state information set released by the primary monitor).

[0257] 904. If it is determined that the memory Nd2-D1 is in a trusted access state, the
storage node Nd2 may read the data Data2 from the memory Nd2-D1, and the storage node
Nd2 sends a data read response Rrl used for responding to the data read request Rl to the
terminal, where the data read response Rr1 carries the data Data2.

[0258] Alternatively, when it is determined that the memory Nd2-D1 is in an untrusted
access state, reference may be made to the implementation in the scenario exemplified in FIG.
8: collecting other strips of a stripe to which the data Data2 belongs, and obtaining the Data2
by using the other strips. Details about a specific implementation are not described herein
again.

[0259] It can be learned that, in the foregoing solution, the state information set used for
recording a memory state is introduced into the distributed storage system, and therefore the
state information set may be used to record and manage access states of the memories in the
distributed storage system. Specifically, a mechanism isintroduced as follows: A storage node
that receives a data read request makes a corresponding data read decision based on a state
that is of arelated memory and recorded in a state information set cached by the storage node,
and a status of connection between the storage node and the management node that releases
the state information set. This helps better determine validity of the used state information set.
For amemory that is found by means of verification to be in atrusted access state, requested
data can be directly read from the memory and fed back to the terminal. In such a case of
trusted access, complex steps in a conventional manner of reading all strips of a related stripe
and then performing a correctness check are not required, and a data read amount is reduced,
thereby helping reduce memory load and further helping improve system performance.

[0260] In this solution, if the to-be-read data (the data Data?) is located in the memory
(ND2-D1) of the storage node (Nd2) that receives the data read request from the terminal/host,
and the storage node (Nd2) and the management node are in a connected state, it may be
considered that a memory state recorded in the state information set locally cached by the
storage node (Nd2) is relatively reliable. When the state information set records that the
memory (Nd2-D1) is in a trusted access state, the to-be-read data (the data Data?) can be
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directly read from the memory, and then returned to the terminal/host.

Embodiment 8

[0261] With reference to the accompanying drawings, the following further describes
another data access method. The data access method is applied to a distributed storage system.
For example, the distributed storage system includes m storage nodes, and the m storage
nodes include storage nodes Nd2, Nd1, Nd3, and Nd4. A memory Nd2-D1 belongs to the
storage node Nd2, a memory Nd3-D1 belongs to the storage node Nd3, and a memory
Nd4-D1 belongs to the storage node Nd4. This embodiment is described by using an example
in which adatabody isafile.

[0262] Referring to FIG 10, FIG 10 is a schematic flowchart of another data access
method according to another embodiment of this application. As shown in FIG. 10, another
data access method provided in another embodiment of this application may include the
following steps.

[0263] 1001 and 1002. Steps 1001 and 1002 are the same as steps 801 and 802. Therefore,
for related descriptions, refer to corresponding steps 801 and 802, and details are not
described herein again.

[0264] 1003. When the storage node Nd1 and a management node are in a connected state,
the storage node Nd1 determines a state that is of the memory Nd2-D1 and recorded in a state
information set locally cached by the storage node Nd1.

[0265] For example, when the state information set currently cached by the storage node
Nd1 records that the memory Nd2-D1 isin a trusted access state, step 1004 is performed; or
when the state information set currently maintained by the storage node Nd1 records that the
memory Nd2-D1 isin adatareconstruction state or an offline state, step 1007 is performed.
[0266] When the storage node Nd1 and the management node are not in a connected state,
the storage node Nd1 may forward a data read request Rgl to the management node, or
forward the data read request Rq1 to another storage node that is in a state of being connected
to the management node, and the another storage node that receives Rgl determines a state
that is of the memory Nd2-D1 and recorded in a state information set locally cached by the
another storage node, and performs subsequent related operations according to the state of the
memory Nd2-D1. For details about the subsequent operations, refer to steps 1003 to 1011 in
this embodiment. In this embodiment, a case in which the storage node Nd1 and the

management node are in a connected state is used as an example for description.
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[0267] 1004. If it is determined that the memory Nd2-D1 is in a trusted access state, the
storage node Nd1 sends a data read request Rqgl to the storage node Nd2 to which the memory
Nd2-D1 belongs.

[0268] 1005. After the storage node Nd2 receives the data read request Rgl from the
storage node Nd1, the storage node Nd2 may read data Data2 from the memory Nd2-D1. The
storage node Nd2 further sends a data read response Rr1 used for responding to the data read
request Rql to the storage node Nd1, where the data read response Rr1 carries the read data
Data2.

[0269] 1006. The storage node Nd1 receives the data read response Rrl from the storage
node Nd2, and if the storage node Nd2 successfully reads the data Data2, the storage node
Nd1 may obtain the data Data2 from the data read response Rrl. After this step is performed,
the procedure ends, and the following step 1007 and other steps are no longer performed.
[0270] 1007. If it is determined that the memory Nd2-D1 isin an untrusted access state,
the storage node Nd1 determines a data strip Pd1 to which the data Datal belongs, and the
storage node Nd1 determines a stripe to which the data strip Pd1 belongs, where the stripe
includes the data strip Pdl1, a data strip Pd2, and a parity strip Pj1. The storage node Nd1
determines memories in which the data strip Pd2 and the parity strip Pj1 are located.

[0271] For example, a memory in which the data strip Pd2 is located is denoted as the
memory Nd3-D1, and a storage node to which the memory Nd3-D1 belongs is denoted as the
storage node Nd3. For example, a memory in which the parity strip Pj1 is located is denoted
as the memory Nd4-D1, and a storage node to which the memory Nd4-D1 belongs is denoted
as the storage node Nd4. The storage node Nd1 determines states that are of the memories
Nd3-D1 and Nd4-D1 recorded in the state information set locally cached by the storage node
Nd1.

[0272] That the state information set currently cached by the storage node Nd1 records
that the memories Nd3-D1 and Nd4-D1 are in a trusted access state is used as an example for
the following description. When the state information set currently maintained by the storage
node Nd1 records that the memories Nd3-D1 and Nd4-D1 are in an untrusted access state, a
data read failure may be directly fed back, or states that are of the memories Nd1-D1, Nd3-D1,
and Nd4-D1 and recorded in the currently cached state information set are checked again after
specified duration.

[0273] 1008. The storage node Nd1 sends a data read request Rg3 to the storage node Nd3
to which the memory Nd3-D1 belongs, and the storage node Nd1 sends a data read request
Rq4 to the storage node Rg4 to which the memory Nd4-D1 belongs.
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[0274] For example, the data read request Rg3 carries a strip identifier of the data strip
Pd2. The data read request Rg3 may further carry alength (for example, 110 Kb) of the data
strip Pd2, afile offset address of the data strip Pd2, a stripe identifier of the stripe to which the
data strip Pd2 belongs, and a file identifier of afile to which the data strip Pd2 belongs, and
even may further carry a segment identifier of a file segment to which the data strip Pd2
belongs.

[0275] For example, the data read request Rg4 carries a strip identifier of the parity strip
Pj1. Further, the data read request Rg4 may further carry a length of the parity strip Pj1, a
stripe identifier of the stripe to which the parity strip Pj1 belongs, and the like.

[0276] 1009. After the storage node Nd3 receives the data read request Rg3 from the
storage node Nd1, the storage node Nd3 reads the data strip Pd2 from the memory Nd3-D1.
[0277] Further, the storage node Nd3 sends a data read response Rr3 used for responding
to the data read request Rg3 to the storage node Nd1. The data read response Rr3 carries a
result of a read operation on the data strip Pd2. Specificaly, when the storage node Nd3
successfully reads the data strip Pd2 from the memory Nd3-D1, the result of the read
operation carried in the data read response Rr3 is a read success, and the data read response
Rr3 carries the data strip Pd2. When the storage node Nd3 fails to read the data strip Pd2 from
the memory Nd3-D1, the result of the read operation carried in the data read response Rr3isa
read failure.

[0278] 1010. After the storage node Nd4 receives the data read request Rg4 from the
storage node Nd1, the storage node Nd4 reads the parity strip Pj1 from the memory Nd4-D1.
[0279] Further, the storage node Nd4 sends a data read response Rr4 used for responding
to the data read request Rg4 to the storage node Nd1. The data read response Rr4 carries a
result of a read operation on the parity strip Pj1. Specifically, when the storage node Nd4
successfully reads the parity strip Pj1 from the memory Nd4-D1, the result of the read
operation carried in the data read response Rr4 is a read success, and the data read response
Rr4 carries the parity strip Pj1. When the storage node Nd4 fails to read the parity strip Pj1
from the memory Nd4-D1, the result of the read operation carried in the data read response
Rr4 isaread failure.

[0280] 1011. Storage node storage node storage node storage node storage node storage
node storage node storage node storage node storage node storage node storage node storage
node storage node and 1012. Steps 1011 and 1012 are the same as steps 811 and 812.

[0281] In this embodiment, a storage node (Nd1) receives the read request, but the data
(the data Datal) that needs to be read is located in a memory (Nd2-D1) of another storage
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node (Nd2). If Nd2 and the management node are in a connected state, and the state that is of
the memory Nd2-D1 and recorded in the state information set locally cached by Nd2 is a
trusted access state, the data that needs to be read can be directly read from Nd2-D1. If Nd2
and the management node are not in a connected state, memories (Nd3-D1 and Nd4-D1) in
which strips (the data stripe Pd2 and the parity stripe Pj1) located in other memories are
located are determined, where the stripes are in a strip in which the data that needs to be read
islocated. If the memories (Nd3-D1 and Nd4-D1) in which the strips (the data stripe Pd2 and
the parity stripe Pj1) located in other memories are located are in a trusted access state, and
the storage nodes to which the memories Nd3-D1 and Nd4-D1 belong and the management
node are in a connected state, the stripes located in other memories are read, a strip (Pd2) in
which the data (the data Datal) that needs to be read is located is obtained by using a check
algorithm, and the data (the data Datal) that needs to be read is obtained from Pdl and
returned to a terminal/host.

[0282] It can be learned that, in the foregoing solution, the state information set used for
recording a memory state is introduced into the distributed storage system, and therefore the
state information set may be used to record and manage access states of the memories in the
distributed storage system. Specifically, a mechanism is introduced as follows: a storage node
that receives and transfers a data read request makes a corresponding data read request
transfer decision based on a state that is of arelated memory and recorded in areleased state
information set cached by the storage node, and a status of a connection between the storage
node and the management node that releases the state information set. This helps better
determine validity of the used state information set. For a memory in a trusted access state, a
related storage node can be directly triggered to read requested data from the memory and
feed back the read data to the terminal. In such a case of trusted access, complex stepsin a
conventional manner of reading al strips of arelated stripe and then performing a correctness
check are not required, and a data read amount is reduced, thereby helping reduce memory
load and further helping improve system performance.

[0283] The following further provides related apparatuses for implementing the foregoing
solutions.

[0284] Referring to FIG 11, an embodiment of this application provides a distributed
storage system 1100. The distributed storage system includes m storage nodes, each storage
node includes at |east one memory, each memory includes a non-volatile storage medium, and
m is an integer greater than 1. A first storage node 1110 in the m storage nodes is configured
to: recelve afirst data read request from a terminal, where the first data read request carries
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first location information, and the first location information is used to describe a location of
first data in a data body to which the first data belongs, and determine, based on the first
location information, afirst memory in which the first datais located; and

if the first memory belongs to the first storage node, when a state information set
currently records that the first memory isin atrusted access state, read the first data from the
first memory, and send a first data read response used for responding to the first data read
reguest to the terminal, where the first data read response carries the read first data. The first
datais, for example, apart or all of datain a strip to which the first data belongs.
[0285] In some possible implementations of this application, the distributed storage
system further includes a management node that is configured to release a state information
Set.
[0286] The first storage node is further configured to: if the first memory belongs to a
second storage node in the m storage nodes, the first memory isin atrusted access state, and
the first storage node and the management node that is configured to release a state
information set are in a connected state, forward the first data read request to the second
storage node.
[0287] The second storage node 1120 is configured to: after receiving the first data read
request from the first storage node, read the first data from the first memory, and send the first
data read response used for responding to the first data read request to the first storage node or
the terminal, where the first data read response carries the read first data.
[0288] In some possible implementations of this application, the first storage node 1110 is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, and the first memory isin atrusted access state, add, into the first data read request, an
identifier of the state information set currently cached by the first storage node, and send, to
the second storage node, the first data read request into which the identifier of the state
information set is added.
[0289] The second storage node 1120 is configured to: after receiving the first data read
request from the first storage node, compare the identifier of the state information set carried
in the first data read request with an identifier of a state information set currently cached by
the second storage node, and if it is determined by comparison that the identifier of the state
information set carried in the first data read request is the same as the identifier of the state
information set currently cached by the second storage node, read the first data from the first
memory, and send the first data read response used for responding to the first data read
reguest to the first storage node or the terminal, where the first data read response carries the
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read first data

[0290] In some possible implementations of this application, the first storage node 1110 is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, and the first memory isin atrusted access state, add, into the first data read request, an
identifier of the state information set currently cached by the first storage node and a node
identifier of a management node that is configured to release a state information set, and send,
to the second storage node, the first data read request into which the identifier of the state
information set and the node identifier of the management node are added.

[0291] Correspondingly, the second storage node 1120 is configured to: after receiving the
first data read request from the first storage node, compare the identifier of the state
information set carried in the first data read request with an identifier of a state information
set currently cached by the second storage node, compare the node identifier of the
management node carried in the first data read request with a node identifier that is of the
management node and currently cached by the second storage node, and if it is determined by
comparison that the identifier of the state information set carried in the first data read request
isthe same as the identifier of the state information set currently cached by the second storage
node, and it is determined by comparison that the node identifier of the management node
caried in the first data read request is the same as the node identifier that is of the
management node and currently cached by the second storage node, read the first data from
the first memory, and send the first data read response used for responding to the first data
read request to the first storage node or the terminal, where the first data read response carries
the read first data.

[0292] In some possible implementations of this application, the first storage node 1110 is
further configured to: if it is determined that the first memory isin an untrusted access state, x
memoriesin N memories in which strips of a stripe to which the first data belongs are located
belong to the first storage node, and N—x memories in the N memories belong to y storage
nodes different from the first storage node, send, to the y storage nodes, a data read request
that carries a stripe identifier of the stripe and an identifier of the state information set.

[0293] Each of the y storage nodes is configured to: after receiving the data read request
from the first storage node, compare the identifier of the state information set carried in the
data read request with an identifier of a state information set currently cached by the storage
node, and if it is determined by comparison that the identifier of the state information set
carried in the data read request is the same as the identifier of the state information set
currently cached by the storage node, read a corresponding strip of the stripe from a
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corresponding memory included in the storage node, and send the read corresponding strip of
the stripe to the first storage node.

[0294] The first storage node is further configured to: perform, based on strips of the
stripe that are collected from the y storage nodes and the first storage node, a check operation
to obtain the first data, and send the first data read response used for responding to the first
data read request to the terminal, where the first data read response carries the obtained first
data.

[0295] In some possible implementations of this application, for example, one of the m
storage nodes is the management node. The first storage node is further configured to: when a
state of the first memory changes from a first state to a second state, send a memory state
change report to the management node, where the memory state change report indicates that
the first memory isin the second state, the first state is different from the second state, and the
first state and the second state each include any one of the following states. an offline state, a
data reconstruction state, or a trusted access state.

[0296] The management node is configured to: after receiving the memory state change
report from the first storage node, update a state that is of the first memory and recorded in a
state information set cached by the management node into the second state, and update a
version number of the state information set cached by the management node; and the
management node sends an updated state information set to a storage node other than the
management node in the m storage nodes.

[0297] Correspondingly, the first storage node is further configured to use the state
information set from the management node to update the state information set currently
cached by the first storage node. Correspondingly, another storage node also uses the state
information set from the management node to update a state information set currently cached
by the another storage node.

[0298] In some possible implementations of this application, the first storage node is
further configured to receive a first data write request from the terminal, where the first data
write request carries second data and second location information, and the second location
information is used to describe a location of the second data in a data body to which the
second data belongs.

[0299] The first storage node is further configured to: determine, based on the second
location information, W memories related to writing the second data, segment the second data
into W-T data strips, and obtain T parity strips by means of calculation by using the W-T data
strips, where the T parity strips and the W—T data strips form a stripe including W strips, the
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W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T isless than W.

[0300] The first storage node is further configured to: when the state information set
cached by the first storage node currently records that W1 memoriesin the W memories arein
a non-offline state and that W2 memories in the W memories are in an offline state, send, to
y2 storage nodes to which the W1 memories belong, a data write request that carries a strip of
the stripe and the identifier of the state information set.

[0301] Correspondingly, each of the y2 storage nodes is configured to: after receiving the
data write request from the first storage node, compare the identifier of the state information
set carried in the data write request with an identifier of a state information set currently
cached by the storage node, and if it is determined by comparison that the identifier of the
state information set carried in the data write request is the same as the identifier of the state
information set currently cached by the storage node, write a corresponding strip of the stripe
into a corresponding memory included in the storage node, or if it is determined by
comparison that the identifier of the state information set carried in the data write request is
different from the identifier of the state information set currently cached by the storage node,
refuse to write a corresponding strip of the stripe into a corresponding memory included in the
storage node.

[0302] In some possible implementations of this application, the first storage node is
further configured to receive a second data write request from the terminal, where the second
data write request carries third data and third location information, and the third location
information is used to describe a location of the third data in a data body to which the third
data belongs.

[0303] The first storage node is further configured to: after determining, based on the
third location information, W memories related to writing the third data, segment the third
datainto W-T data strips, and obtain T parity strips by means of calculation by using the W—T
data strips, where the T parity strips and the W—T data strips form a stripe including W strips,
the W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T islessthan W.

[0304] The first storage node is further configured to: determine states that are of the W
memories and currently recorded in the state information set cached by the first storage node,
and if it is determined that W1 memories in the W memories are in a non-offline state (and,
for example, W2 memories in the W memories are in an offline state), and the first storage

node and the management node that is configured to release a state information set are in a
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connected state, send, to y2 storage nodes to which the W1 memories belong, a data write
request that carries a strip of the stripe.

[0305] Correspondingly, each of the y2 storage nodes is configured to: after receiving the
data write request from the first storage node, write a corresponding strip of the stripe into a
corresponding memory included in the storage node.

[0306] In some possible implementations of this application, the first storage node is
further configured to receive athird data write request from the terminal, where the third data
write request carries fourth data and fourth location information, and the fourth location
information is used to describe alocation of the fourth data in a data body to which the fourth
data belongs.

[0307] The first storage node is further configured to: determine, based on the fourth
location information, W memories related to writing the fourth data, segment the fourth data
into W—T data strips, and obtain T parity strips by means of calculation by using the W-T data
strips, where the T parity strips and the W—T data strips form a stripe including W strips, the
W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T islessthan W.

[0308] The first storage node is further configured to: if the state information set cached
by the first storage node currently records that W1 memories in the W memories are in a
non-offline state (and, for example, W2 memories in the W memories are in an offline state),
and the first storage node and the management node that is configured to release a state
information set are in a connected state, send, to y2 storage nodes to which the W1 memories
belong, a data write request that carries a strip of the stripe and a node identifier of the
management node that is configured to release a state information set.

[0309] Correspondingly, each of the y2 storage nodes is configured to: after receiving the
data write request from the first storage node, compare the node identifier of the management
node carried in the data write request with a node identifier that is of the management node
and currently cached by the storage node, and if it is determined by comparison that the node
identifier of the management node carried in the data write request is the same as the node
identifier that is of the management node and currently cached by the storage node, write a
corresponding strip of the stripe into a corresponding memory included in the storage node, or
if it is determined by comparison that the node identifier of the management node carried in
the data write request is different from the node identifier that is of the management node and
currently cached by the storage node, refuse to write a corresponding strip of the stripe into a

corresponding memory included in the storage node.
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[0310] In some possible implementations of this application, the first storage node is
further configured to generate a first reconstruction log, where the first reconstruction log
records a memory identifier of a second memory in the W2 memories, the first reconstruction
log further records a strip identifier of afirst strip that corresponds to the second memory in
the W strips, the first reconstruction log further records the stripe identifier of the stripe, and
the second memory is any memory in the W2 memories.

[0311] Correspondingly, for example, after the second memory in the W2 memories goes
online again, and the second storage node to which the second memory belongs collects the
first reconstruction log generated during an offline period of the second memory, the second
storage node obtains the identifier, recorded in the first reconstruction log, of the first strip
that needs to be written into the second memory; and determines W—T memories in which
W-T strips other than the first strip that are included in the stripe are located, reads the W—T
strips from the W—T memories, performs a check operation by using the W-T strips to
reconstruct the first strip that needs to be written into the second memory, and writes the
reconstructed first strip into the second memory.

[0312] It may be understood that functions of the distributed storage system 1100 in this
embodiment may be implemented based on the solutions in the foregoing method
embodiments. For some parts that are not described, refer to the foregoing embodiments.
[0313] Referring to FIG. 12, an embodiment of this application further provides a storage
node 1200. The storage node is one of m storage nodes included in a distributed storage
system, each storage node includes at least one memory, each memory includes a non-volatile
storage medium, and m is an integer greater than 1. The storage node includes a
communications unit and a processing control unit.

[0314] The communications unit 1210 is configured to receive a first data read request
from a terminal, where the first data read request carries first location information, and the
first location information is used to describe alocation of first datain a data body to which the
first data belongs.

[0315] The processing control unit 1220 is configured to: if it is determined, based on the
first location information, that a memory in which the first data is located is a first memory,
and the first memory belongs to the storage node, when a state information set currently
records that the first memory is in a trusted access state, read the first data from the first
memory.

[0316] The communications unit 1210 is further configured to send a first data read
response used for responding to the first data read request to the terminal, where the first data
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read response carries the read first data.

[0317] In some possible implementations of this application, the communications unit
1210 is further configured to: if the first memory belongs to a second storage node in the m
storage nodes, the first memory is in a trusted access state, and the storage node and a
management node that is configured to release a state information set are in a connected state,
forward the first data read request to the second storage node.

[0318] The first data read request is used to trigger the second storage node to: after
receiving the first data read request from the first storage node, read the first data from the
first memory, and send the first data read response used for responding to the first data read
request to the storage node or the terminal, where the first data read response carries the read
first data.

[0319] In some possible implementations of this application, the communications unit is
further configured to: if the first memory belongs to a second storage node in the m storage
nodes, and the first memory isin atrusted access state, add, into the first data read request, an
identifier of the state information set currently cached by the first storage node, and send, to
the second storage node, the first data read request into which the identifier of the state
information set is added.

[0320] The first data read request is used to trigger the second storage node to: after
receiving the first data read request from the storage node, compare the identifier of the state
information set carried in the first data read request with an identifier of a state information
set currently cached by the second storage node, and if it is determined by comparison that the
identifier of the state information set carried in the first data read request is the same as the
identifier of the state information set currently cached by the second storage node, read the
first data from the first memory, and send the first data read response used for responding to
the first data read request to the storage node or the terminal, where the first data read
response carries the read first data.

[0321] In some possible implementations of this application, one of the m storage nodesis
the management node.

[0322] The communications unit is further configured to: when a state of the first memory
changes from a first state to a second state, send a memory state change report to the
management node, where the memory state change report indicates that the first memory isin
the second state, the first state is different from the second state, and the first state and the
second state each include any one of the following states: an offline state, a data

reconstruction state, or atrusted access state.
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[0323] The memory state change report is used to trigger the management node to: after
receiving the memory state change report from the first storage node, update a state that is of
the first memory and recorded in a state information set cached by the management node into
the second state, update a version number of the state information set cached by the
management node, and send an updated state information set to a storage node other than the
management node in the m storage nodes.

[0324] The processing control unit is configured to use the state information set from the
management node to update the state information set currently cached by the storage node.
[0325] It may be understood that functions of the storage node 1200 in this embodiment
may be specificaly implemented based on the solutions in the foregoing method
embodiments. For some parts that are not described, refer to the foregoing embodiments.
[0326] Referring to FIG. 13, an embodiment of this application provides a storage node
1300. The storage node is one of m storage nodes included in a distributed storage system,
each storage node includes at least one memory, each memory includes a non-volatile storage
medium, and m is an integer greater than 1.

[0327] The storage node includes a processor 1310 and a communications interface 1320
that are coupled to each other. The processor is configured to perform some or al of the steps
of the method performed by a first storage node or another storage node in each of the
foregoing method embodi ments.

[0328] A memory 1330 is configured to store an instruction and data; the processor 1310
is configured to execute the instruction; and the communications interface 1320 is configured
to communicate with another device under control of the processor 1310. When executing the
instruction, the processor 1310 can perform, according to the instruction, some or all of the
steps performed by any storage node in any method in the foregoing embodiments of this
application.

[0329] The processor 1310 is also referred to as a central processing unit (English: Central
Processing Unit, CPU for short). In specific application, components of the storage node are
coupled together, for example, by using a bus system. In addition to a data bus, the bus system
may include a power bus, a control bus, a status signal bus, and the like. However, for clarity
of description, various buses are denoted as the bus system 1340 in the figure. The method
disclosed in the foregoing embodiment of this application may be applied to the processor
1310 or implemented by the processor 1310. The processor 1310 may be an integrated circuit
chip and has a signal processing capability. In an implementation process, the steps of the

foregoing method may be completed by using an integrated logic circuit of hardware in the
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processor 1310 or an instruction in aform of software. The foregoing processor 1310 may be
a general purpose processor, a digital signal processor, an application-specific integrated
circuit, afield programmable gate array or another programmable logic component, a discrete
gate or a transistor logic component, or a discrete hardware component. The processor 1310
may implement or perform methods, steps, and logical block diagrams disclosed in the
embodiments of this application. The general purpose processor 1310 may be a
microprocessor, or the processor may be any conventiona processor, or the like. The steps of
the method disclosed with reference to the embodiments of this application may be directly
performed and completed by using a hardware decoding processor, or performed and
completed by using a combination of hardware and software modules in a decoding processor.
The software module may be located in a mature storage medium in the art, such as a random
access memory, a flash memory, a read-only memory, a programmable read-only memory, an
electricaly erasable programmable memory, or a register. The storage medium is located in
the memory 1330. For example, the processor 1310 can read information from the memory
1320, and compl ete the steps of the foregoing method in combination with the hardware.
[0330] For example, the processor 1310 is configured to: receive a first data read request
by using the communications interface 1320, where the first data read request carries first
location information, and the first location information is used to describe a location of first
data in a data body to which the first data belongs; and if it is determined, based on the first
location information, that a memory in which the first data is located is a first memory, and
the first memory belongs to the first storage node, when a state information set currently
records that the first memory is in a trusted access state, read the first data from the first
memory, and send, by using the communications interface, afirst data read response used for
responding to the first data read request, where the first data read response carries the read
first data.

[0331] An embodiment of this application provides a computer readable storage medium.
The computer readable storage medium stores program code. The program code includes an
instruction used to perform some or all of the steps of the method performed by any storage
node (for example, afirst storage node or a second storage node) in the first aspect.

[0332] In addition, an embodiment of this application provides a computer program
product including an instruction. When the computer program product runs on a computer
(the computer is, for example, a storage node), the computer performs some or all of the steps
of the method performed by any storage node (for example, a first storage node or a second

storage node) in the foregoing embodiments.
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[0333] In addition, an embodiment of this application further provides a service system,
including a distributed storage service system and a terminal. The distributed storage service
system and the terminal are communicatively connected. The distributed storage service
system is any distributed storage service system provided in the embodiments of this
application.

[0334] All or some of the foregoing embodiments may be implemented by means of
software, hardware, firmware, or any combination thereof. When software is used to
implement the embodiments, the embodiments may be implemented all or partially in aform
of a computer program product. The computer program product includes one or more
computer instructions. When the computer program instructions are loaded and executed on
the compuiter, the procedures or functions according to the embodiments of this application
are al or partialy generated. The computer may be a general-purpose computer, a dedicated
computer, a computer network, or another programmable apparatus. The computer
instructions may be stored in a computer readable storage medium or may be transmitted from
a computer readable storage medium to another computer readable storage medium. For
example, the computer instructions may be transmitted from a website, computer, server, or
data center to another website, computer, server, or data center in a wired (for example, a
coaxial cable, an optical fiber, or a digital subscriber line) or wireless (for example, infrared,
radio, or microwave) manner. The computer readable storage medium may be any usable
medium accessible by a computer, or a data storage device, such as a server or a data center,
integrating one or more usable media. The usable medium may be a magnetic medium (for
example, afloppy disk, a hard disk, or a magnetic tape), an optical medium (for example, an
optical disc), a semiconductor medium (for example, a solid state disk), or the like. In the
foregoing embodiments, the descriptions of the embodiments have respective focuses. For a
part that is not described in detail in an embodiment, reference may be made to related
descriptions in other embodiments.

[0335] It should be noted that, for brief description, the foregoing method embodiments
are represented as a series of actions. However, persons skilled in the art should appreciate
that this application is not limited to the described order of the actions, because according to
this application, some steps may be performed in other orders or simultaneously. It should be
further appreciated by persons skilled in the art that the embodiments described in this
specification are all example embodiments, and the related actions and modules are not
necessarily required by this application.

[0336] In the severa embodiments provided in this application, it should be understood
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that the disclosed apparatus may be implemented in other manners. For example, the
described apparatus embodiment is merely an example. For example, the unit division is
merely logical function divison and may be other division in actual implementation. For
example, a plurality of units or components may be combined or integrated into another
system, or some features may be ignored or not performed. In addition, the displayed or
discussed mutual couplings or direct couplings or communication connections may be
implemented by using some interfaces. The indirect couplings or communication connections
between the apparatuses or units may be implemented in electrical or other forms.

[0337] The units described as separate parts may or may not be physically separate, and
parts displayed as units may or may not be physical units, may be located in one position, or
may be distributed on a plurality of network units. Some or al of the units may be selected
according to actual requirements to achieve the objectives of the solutions of the
embodiments.

[0338] In addition, functional units in the embodiments of this application may be
integrated into one processing unit, or each of the units may exist alone physically, or two or
more units are integrated into one unit. The integrated unit may be implemented in a form of
hardware, or may be implemented in aform of a software functional unit.

[0339] When the integrated unit is implemented in the form of a software functional unit
and sold or used as an independent product, the integrated unit may be stored in a computer
accessible memory. Based on such an understanding, the technical solutions of this
application essentialy, or the part contributing to the prior art, or all or some of the technical
solutions may be implemented in the form of a software product. The computer software
product is stored in a memory and includes requests for instructing a computer device (which
may be a personal computer, a server, or a network device, and may be specificaly a
processor in a computer device) to perform all or some of the steps of the foregoing methods
described in the embodiments of this application.

[0340] The foregoing embodiments are merely intended to describe the technical
solutions of this application, but not to limit this application. Although this application is
described in detail with reference to the foregoing embodiments, persons of ordinary skill in
the art should understand that they may still make modifications to the technical solutions
described in the foregoing embodiments or make equivalent replacements to some technical
features thereof, without departing from the spirit and scope of the technical solutions of the

embodiments of this application.
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CLAIMS

A data access method, wherein the method is applied to a distributed storage system
(1100), the distributed storage system comprises m storage nodes (1110, 1120, 1200, 1300),
the m storage nodes comprise a first storage node (1110), each storage node comprises at
least one memory (1320, 1330), each memory comprises a non-volatile storage medium,
and m is an integer greater than 1; and

the method comprises:

receiving, by the first storage node (1110), a first data read request from a terminal,
wherein the first data read request carries first location information, and the first location
information is used to describe a location of first data in a data body to which the first data
belongs; and

if the first storage node (1110) determines, based on the first location information, that a
memory (1320, 1330) in which the first data is located is a first memory, and the first
memory belongs to the first storage node, when a state information set currently records
that the first memory is in a trusted access state, reading, by the first storage node, the first
data directly from the first memory,

and when a state information set currently records that the first memory (1320, 1330) is
in an untrusted access state, collecting other strips of a stripe to which the first data
belongs, and obtaining the first data by using the other strips, which comprise one or more
parity strips, and performing a correctness check,

and sending a first data read response used for responding to the first data read request to

the terminal, wherein the first data read response carries the read or obtained first data.

The method according to claim 1, wherein the method further comprises:

if the first memory (1320, 1330) belongs to a second storage node (1120) in the m storage
nodes (1110, 1120, 1200, 1300), the first memory is in a trusted access state, and the first
storage node (1110) and a management node that is configured to release a state
information set are in a connected state, forwarding, by the first storage node, the first
data read request to the second storage node; and

after receiving the first data read request from the first storage node (1110), reading, by
the second storage node (1120), the first data from the first memory (1320, 1330), and
sending the first data read response used for responding to the first data read request to
the first storage node or the terminal, wherein the first data read response carries the read
first data.
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The method according to claim 1, wherein the method further comprises:

if the first memory (1320, 1330) belongs to a second storage node (1120) in the m storage
nodes (1110, 1120, 1200, 1300), and the first memory is in a trusted access state, or if the
first memory belongs to a second storage node in the m storage nodes, the first memory is
in a trusted access state, and the first storage node (1110) and a management node that is
configured to release a state information set are in a connected state, adding, by the first
storage node into the first data read request, an identifier of the state information set
currently cached by the first storage node, and sending, to the second storage node, the
first data read request into which the identifier of the state information set is added; and
after the second storage node (1120) receives the first data read request from the first
storage node (1110), if it is determined by comparison that the identifier of the state
information set carried in the first data read request is the same as an identifier of a state
information set currently cached by the second storage node, reading the first data from
the first memory (1320, 1330), and sending the first data read response used for
responding to the first data read request to the first storage node or the terminal, wherein

the first data read response carries the read first data.

The method according to claim 1, wherein the method further comprises:

if the first memory (1320, 1330) is in an untrusted access state, x memories in N memories
in which strips of a stripe to which the first data belongs are located belong to the first
storage node (1110), and N—x memories in the N memories belong to y storage nodes (1110,
1120, 1200, 1300) different from the first storage node, sending, by the first storage node
to the y storage nodes, a data read request that carries a stripe identifier of the stripe and
an identifier of the state information set;

after receiving the data read request from the first storage node (1110), comparing, by each
of the y storage nodes (1110, 1120, 1200, 1300), the identifier of the state information set
carried in the data read request with an identifier of a state information set currently
cached by the storage node, and if it is determined by comparison that the identifier of the
state information set carried in the data read request is the same as the identifier of the
state information set currently cached by the storage node, reading a corresponding strip
of the stripe from a corresponding memory (1320, 1330) comprised in the storage node,
and sending the read corresponding strip of the stripe to the first storage node; and
performing, by the first storage node (1110) based on strips of the stripe that are collected
from the y storage nodes (1110, 1120, 1200, 1300) and the first storage node, a check
operation to obtain the first data, and sending the first data read response used for
responding to the first data read request to the terminal, wherein the first data read

response carries the obtained first data.

69



10

15

20

25

30

35

The method according to any one of claims 1 to 4, wherein one of the m storage nodes
(1110, 1120, 1200, 1300) is the management node; and

the method further comprises:

when a state of the first memory (1320, 1330) changes from a first state to a second state,
sending, by the first storage node (1110), a memory state change report to the management
node, wherein the memory state change report indicates that the first memory is in the
second state, the first state is different from the second state, and the first state and the
second state each comprise any one of the following states:

an offline state, a data reconstruction state, or a trusted access state;

after receiving the memory (1320, 1330) state change report from the first storage node
(1110), updating, by the management node, a state that is of the first memory and recorded
in a state information set cached by the management node into the second state, and
updating a version number of the state information set cached by the management node;
and

sending, by the management node, an updated state information set to a storage node
other than the management node in the m storage nodes (1110, 1120, 1200, 1300); and
using, by the first storage node (1110), the state information set from the management

node to update the state information set currently cached by the first storage node.

The method according to any one of claims 1 to 5, wherein the method further comprises:
receiving, by the first storage node (1110), a first data write request from the terminal,
wherein the first data write request carries second data and second location information,
and the second location information is used to describe a location of the second data in a
data body to which the second data belongs;

determining, by the first storage node (1110) based on the second location information, W
memories related to writing the second data, segmenting the second data into W-T data
strips, and obtaining T parity strips by means of calculation by using the W-T data strips,
wherein the T parity strips and the W-T data strips form a stripe comprising W strips, the
W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T is less than W;

when the state information set cached by the first storage node (1110) currently records
that W1 memories in the W memories are in a non-offline state, sending, to y2 storage
nodes (1110, 1120, 1200, 1300) to which the W1 memories belong, a data write request that
carries a strip of the stripe and the identifier of the state information set; and

after receiving the data write request from the first storage node (1110), comparing, by
each of the y2 storage nodes (1110, 1120, 1200, 1300), the identifier of the state information
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set carried in the data write request with an identifier of a state information set currently
cached by the storage node, and if it is determined by comparison that the identifier of the
state information set carried in the data write request is the same as the identifier of the
state information set currently cached by the storage node, writing a corresponding strip
of the stripe into a corresponding memory (1320, 1330) comprised in the storage node, or
if it is determined by comparison that the identifier of the state information set carried in
the data write request is different from the identifier of the state information set currently
cached by the storage node, refusing to write a corresponding strip of the stripe into a

corresponding memory comprised in the storage node.

The method according to any one of claims 1 to 5, wherein the method further comprises:
receiving, by the first storage node (1110), a second data write request from the terminal,
wherein the second data write request carries third data and third location information,
and the third location information is used to describe a location of the third data in a data
body to which the third data belongs;

after determining, based on the third location information, W memories related to writing
the third data, segmenting, by the first storage node (1110), the third data into W—T data
strips, and obtaining T parity strips by means of calculation by using the W—T data strips,
wherein the T parity strips and the W-T data strips form a stripe comprising W strips, the
W memories are in a one-to-one correspondence with the W strips, T and W are positive
integers, and T is less than W;

if the state information set cached by the first storage node (1110) currently records that
W1 memories in the W memories are in a non-offline state, and the first storage node and
the management node that is configured to release a state information set are in a
connected state, sending, to y2 storage nodes (1110, 1120, 1200, 1300) to which the W1
memories belong, a data write request that carries a strip of the stripe; and

after receiving the data write request from the first storage node (1110), writing, by each of
the y2 storage nodes (1110, 1120, 1200, 1300), a corresponding strip of the stripe into a

corresponding memory (1320, 1330) comprised in the storage node.

The method according to claim 6 or 7, wherein W1 is less than W, and the state information
set cached by the first storage node (1110) currently records that W2 memories in the W
memories are in an offline state; and

the method further comprises:

generating, by the first storage node (1110), a first reconstruction log, wherein the first
reconstruction log records a memory (1320, 1330) identifier of a second memory in the

W2 memories, the first reconstruction log further records a strip identifier of a first strip
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10.

that corresponds to the second memory in the W strips, the first reconstruction log further
records the stripe identifier of the stripe, and the second memory is any memory in the
W2 memories; and

after the second memory (1320, 1330) in the W2 memories goes online again, and the
second storage node (1120) to which the second memory belongs collects the first
reconstruction log generated during an offline period of the second memory, obtaining, by
the second storage node, the strip identifier, recorded in the first reconstruction log, of the
first strip that needs to be written into the second memory, determining W—T memories
in which W-T strips other than the first strip that are comprised in the stripe are located,
reading the W-T strips from the W—T memories, performing a check operation by using
the W-T strips to reconstruct the first strip that needs to be written into the second

memory, and writing the reconstructed first strip into the second memory.

A distributed storage system (1100), comprising m storage nodes (1110, 1120, 1200, 1300),
wherein each storage node comprises at least one memory (1320, 1330), each memory
comprises a non-volatile storage medium, and m is an integer greater than 1; and

a first storage node (1110) in the m storage nodes (1110, 1120, 1200, 1300) is configured to:
receive a first data read request from a terminal, wherein the first data read request carries
first location information, and the first location information is used to describe a location
of first data in a data body to which the first data belongs; and

determine, based on the first location information, a first memory (1320, 1330) in which
the first data is located; and

if the first memory (1320, 1330) belongs to the first storage node (1110), when a state
information set currently records that the first memory is in a trusted access state, directly
read the first data from the first memory,

and when a state information set currently records that the first memory (1320, 1330) is
in an untrusted access state, collect other strips of a stripe to which the first data belongs,
and obtain the first data by using the other strips, which comprise one or more parity strips,
and performing a correctness check,

and send a first data read response used for responding to the first data read request to

the terminal, wherein the first data read response carries the read or obtained first data.

The distributed storage system (1100) according to claim 9, wherein the distributed
storage system further comprises a management node that is configured to release a state
information set;

the first storage node (1110) is further configured to:

if the first memory (1320, 1330) belongs to a second storage node (1120) in the m storage
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11.

12.

nodes (1110, 1120, 1200, 1300), the first memory is in a trusted access state, and the first
storage node (1110) and the management node that is configured to release a state
information set are in a connected state, forward the first data read request to the second
storage node; and

the second storage node (1120) is configured to:

after receiving the first data read request from the first storage node (1110), read the first
data from the first memory (1320, 1330), and send the first data read response used for
responding to the first data read request to the first storage node or the terminal, wherein

the first data read response carries the read first data.

The distributed storage system (1100) according to claim 9, wherein

the first storage node (1110) is further configured to:

if the first memory (1320, 1330) belongs to a second storage node (1120) in the m storage
nodes (1110, 1120, 1200, 1300), and the first memory is in a trusted access state, add, into
the first data read request, an identifier of the state information set currently cached by
the first storage node (1110), and send, to the second storage node, the first data read
request into which the identifier of the state information set is added; and

the second storage node (1120) is configured to:

after receiving the first data read request from the first storage node (1110), compare the
identifier of the state information set carried in the first data read request with an identifier
of a state information set currently cached by the second storage node (1120), and if it is
determined by comparison that the identifier of the state information set carried in the
first data read request is the same as the identifier of the state information set currently
cached by the second storage node, read the first data from the first memory (1320, 1330),
and send the first data read response used for responding to the first data read request to
the first storage node or the terminal, wherein the first data read response carries the read
first data.

The distributed storage system (1100) according to claim 9, wherein

the first storage node (1110) is further configured to:

if it is determined that the first memory (1320, 1330) is in an untrusted access state, x
memories in N memories in which strips of a stripe to which the first data belongs are
located belong to the first storage node (1110), and N—x memories in the N memories
belong to y storage nodes (1110, 1120, 1200, 1300) different from the first storage node,
send, to the y storage nodes, a data read request that carries a stripe identifier of the stripe
and an identifier of the state information set;

each of the y storage nodes (1110, 1120, 1200, 1300) is configured to:
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13.

14.

after receiving the data read request from the first storage node (1110), compare the
identifier of the state information set carried in the data read request with an identifier of
a state information set currently cached by the storage node, and if it is determined by
comparison that the identifier of the state information set carried in the data read request
is the same as the identifier of the state information set currently cached by the storage
node, read a corresponding strip of the stripe from a corresponding memory (1320, 1330)
comprised in the storage node, and send the read corresponding strip of the stripe to the
first storage node; and

the first storage node (1110) is further configured to:

perform, based on strips of the stripe that are collected from the y storage nodes (1110,
1120, 1200, 1300) and the first storage node (1110), a check operation to obtain the first
data, and send the first data read response used for responding to the first data read

request to the terminal, wherein the first data read response carries the obtained first data.

The distributed storage system (1100) according to any one of claims 9 to 12, wherein one
of the m storage nodes (1110, 1120, 1200, 1300) is the management node;

the first storage node (1110) is further configured to:

when a state of the first memory (1320, 1330) changes from a first state to a second state,
send a memory state change report to the management node, wherein the memory state
change report indicates that the first memory is in the second state, the first state is
different from the second state, and the first state and the second state each comprise any
one of the following states:

an offline state, a data reconstruction state, or a trusted access state;

the management node is configured to:

after receiving the memory (1320, 1330) state change report from the first storage node
(1110), update a state that is of the first memory and recorded in a state information set
cached by the management node into the second state, and update a version number of
the state information set cached by the management node; and

the management node sends an updated state information set to a storage node other than
the management node in the m storage nodes (1110, 1120, 1200, 1300); and

the first storage node (1110) is further configured to use the state information set from the
management node to update the state information set currently cached by the first storage

node.

The distributed storage system (1100) according to any one of claims 9 to 12, wherein the
first storage node (1110) is further configured to receive a first data write request from the

terminal, wherein the first data write request carries second data and second location
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information, and the second location information is used to describe a location of the
second data in a data body to which the second data belongs;

the first storage node (1110) is further configured to:

determine, based on the second location information, W memories related to writing the
second data, segment the second data into W—T data strips, and obtain T parity strips by
means of calculation by using the W—T data strips, wherein the T parity strips and the W—
T data strips form a stripe comprising W strips, the W memories are in a one-to-one
correspondence with the W strips, T and W are positive integers, and T is less than W;
the first storage node (1110) is further configured to:

when the state information set cached by the first storage node (1110) currently records
that W1 memories in the W memories are in a non-offline state, send, to y2 storage nodes
(1110, 1120, 1200, 1300) to which the W1 memories belong, a data write request that
carries a strip of the stripe and the identifier of the state information set; and

each of the y2 storage nodes (1110, 1120, 1200, 1300) is configured to:

after receiving the data write request from the first storage node (1110), compare the
identifier of the state information set carried in the data write request with an identifier of
a state information set currently cached by the storage node, and if it is determined by
comparison that the identifier of the state information set carried in the data write request
is the same as the identifier of the state information set currently cached by the storage
node, write a corresponding strip of the stripe into a corresponding memory (1320, 1330)
comprised in the storage node, or if it is determined by comparison that the identifier of
the state information set carried in the data write request is different from the identifier of
the state information set currently cached by the storage node, refuse to write a
corresponding strip of the stripe into a corresponding memory comprised in the storage

node.

The distributed storage system (1100) according to any one of claims 9 to 12, wherein the
first storage node (1110) is further configured to receive a second data write request from
the terminal, wherein the second data write request carries third data and third location
information, and the third location information is used to describe a location of the third
data in a data body to which the third data belongs;

the first storage node (1110) is further configured to:

after determining, based on the third location information, W memories related to the
third data, segment the third data into W—T data strips, and obtain T parity strips by
means of calculation by using the W—T data strips, wherein the T parity strips and the W—
T data strips form a stripe comprising W strips, the W memories are in a one-to-one

correspondence with the W strips, T and W are positive integers, and T is less than W;
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the first storage node (1110) is further configured to:

determine states that are of the W memories and currently recorded in the state
information set cached by the first storage node (1110), and if it is determined that W1
memories in the W memories are in a non-offline state, and the first storage node and the
management node that is configured to release a state information set are in a connected
state, send, to y2 storage nodes (1110, 1120, 1200, 1300) to which the W1 memories belong,
a data write request that carries a strip of the stripe; and

each of the y2 storage nodes (1110, 1120, 1200, 1300) is configured to:

after receiving the data write request from the first storage node (1110), write a
corresponding strip of the stripe into a corresponding memory (1320, 1330) comprised in

the storage node.

The distributed storage system (1100) according to claim 14 or 15, wherein W1 is less than
W, and the state information set cached by the first storage node (1110) currently records
that W2 memories in the W memories are in an offline state;

the first storage node (1110) is further configured to generate a first reconstruction log,
wherein the first reconstruction log records a memory (1320, 1330) identifier of a second
memory in the W2 memories, the first reconstruction log further records a strip identifier
of a first strip that corresponds to the second memory in the W strips, the first
reconstruction log further records the stripe identifier of the stripe, and the second
memory is any memory in the W2 memories; and

after the second memory (1320, 1330) in the W2 memories goes online again, and the
second storage node (1120) to which the second memory belongs collects the first
reconstruction log generated during an offline period of the second memory, the second
storage node obtains the identifier, recorded in the first reconstruction log, of the first strip
that needs to be written into the second memory; and

determines W—T memories in which W-T strips other than the first strip that are
comprised in the stripe are located, reads the W-T strips from the W—T memories,
performs a check operation by using the W—T strips to reconstruct the first strip that needs
to be written into the second memory (1320, 1330), and writes the reconstructed first strip

into the second memory.

A storage node (1110, 1120, 1200, 1300) comprised in a distributed storage
system comprising m storage nodes, wherein the
storage node comprises at least one memory (1320, 1330), each
memory comprises a non-volatile storage medium, and m is an integer greater than 1; and
the storage node (1110, 1120, 1200, 1300)  comprises:
a communications unit (1210), configured to receive a first data read request from a
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terminal, wherein the first data read request carries first location information, and the first
location information is used to describe a location of first data in a data body to which the
first data belongs; and

a processing control unit (1220), configured to:

if it is determined, based on the first location information, that a memory (1320, 1330) in
which the first data is located is a first memory, and the first memory belongs to the storage
node (1110, 1120, 1200, 1300), when a state information set currently records that the first
memory is in a trusted access state, read the first data directly from the first memory, and
when a state information set currently records that the first memory is in an untrusted
access state, collect other strips of a stripe to which the first data belongs, and obtain the
first data by using the other strips, which comprise one or more parity strips, and
performing a correctness check,wherein the communications unit (1210) is further
configured to send a first data read response used for responding to the first data read
request to the terminal, wherein the first data read response carries the read or obtained
first data.

The storagenode (1110, 1120, 1200, 1300) according to claim 17, wherein

the communications unit (1210) is further configured to:

if the first memory (1320, 1330) belongs to a second storage node (1120) in the m storage
nodes (1110, 1120, 1200, 1300), the first memory is in a trusted access state, and the
storage node and a management node that is configured to release a state information set
are in a connected state, forward the first data read request to the second storage node;
and

the first data read request is used to trigger the second storage node (1120) to:

after receiving the first data read request from the storage node (1110, 1120, 1200, 1300),
read the first data from the first memory (1320, 1330), and send the first data read
response used for responding to the first data read request to the storage node or the

terminal, wherein the first data read response carries the read first data.

The storage node

(1110, 1120, 1200, 1300) according to claim 17, wherein the communications

unit (1210) is further configured to:

if the first memory (1320, 1330) belongs to a second storage node (1120) in the m storage
nodes (1110, 1120, 1200, 1300), and the first memory is in a trusted access state, or if the
first memory belongs to a second storage node in the m storage nodes, the first memory is
in a trusted access state, and the first storage node (1110) and a management node that is
configured to release a state information set are in a connected state, add, into the first
data read request, an identifier of the state information set currently cached by the first

77



10

15

20

25

30

35

20.

21.

storage node, and send, to the second storage node, the first data read request into which
the identifier of the state information set is added; and

the first data read request is used to trigger the second storage node (1120) to:

after receiving the first data read request from the storage node, compare the identifier of
the state information set carried in the first data read request with an identifier of a state
information set currently cached by the second storage node (1120), and if it is determined
by comparison that the identifier of the state information set carried in the first data read
request is the same as the identifier of the state information set currently cached by the
second storage node, read the first data from the first memory (1320, 1330), and send the
first data read response used for responding to the first data read request to the storage

node or the terminal, wherein the first data read response carries the read first data.

The storage node

according to any one of claims 17 to 19, wherein one of the m storage nodes

(1110, 1120, 1200, 1300) is the management node;

the communications unit (1210) is further configured to:

when a state of the first memory (1320, 1330) changes from a first state to a second state,
send a memory state change report to the management node, wherein the memory state
change report indicates that the first memory is in the second state, the first state is
different from the second state, and the first state and the second state each comprise any
one of the following states:

an offline state, a data reconstruction state, or a trusted access state; and

the memory (1320, 1330) state change report is used to trigger the management node to:
after receiving the memory (1320, 1330) state change report from the first storage node
(1110), update a state that is of the first memory and recorded in a state information set
cached by the management node into the second state, update a version number of the
state information set cached by the management node, and send an updated state
information set to a storage node other than the management node in the m storage nodes
(1110, 1120, 1200, 1300); and

the processing control unit (1220) is configured to use the state information set from the
management node to update the state information set currently cached by the storage node
(1110, 1120, 1200, 1300).

A data access method, applied to a first storage node (1110), wherein the first storage node
is located in a distributed storage system (1100) comprising m storage nodes (1110, 1120,
1200, 1300), each storage node comprises at least one memory (1320, 1330), each memory
comprises a non-volatile storage medium, and m is an integer greater than 1; and the

method comprises:
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receiving, by the first storage node (1110), a first data read request, wherein the first data
read request carries first location information, and the first location information is used
to describe a location of first data in a data body to which the first data belongs; and

if the first storage node (1110) determines, based on the first location information, that a
memory (1320, 1330) in which the first data is located is a first memory, and the first
memory belongs to the first storage node, when a state information set currently records
that the first memory is in a trusted access state, directly reading, by the first storage node,
the first data from the first memory, and when a state information set currently records
that the first memory (1320, 1330) is in an untrusted access state, collecting other strips
of a stripe to which the first data belongs, and obtaining the first data by using the other
strips, which comprise one or more parity strips, and performing a correctness check,
and sending a first data read response used for responding to the first data read request,

wherein the first data read response carries the read or obtained first data.
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