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DRAWINGS

Receive a login request submitted by a user by using a browser, and verify a user 1D
and a password that are included in the login request

/ S101

v

Obtain browser information of the browser and user information of the user after the
verification on the user ID and the password succeeds

| s102

v

Concatenate the user ID, the user information, and the browser information into key
plaintext based on a predefined concatenation method and concatenation sequence
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v

Generate raw data plaintext based on the user ID and a preset token expiration time,
and encrypt the raw data plaintext by using a preset first encryption algorithm, to
obtain raw data
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v

Encrypt a pre-generated header, the raw data, and the key plaintext by using a preset
second encryption algorithm, to obtain a dynamic key
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v

Combine the header, the raw data, and the dynamic key into a login token
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FIG.1
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Receive an operation request submitted by a user by using a browser, where the
operation request includes a login token issued previous time

|~ s301
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Extract a user ID of the user from the login token
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v

Obtain user information of the user corresponding to the user ID and browser
information of the browser
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v

Concatenate the user ID, the user information, and the browser information into key
plaintext of a verification token based on a predefined concatenation method and
concatenation sequence

" S304

v

Generate raw data plaintext of the verification token based on the user ID and a preset
token expiration time, and encrypt the raw data plaintext of the verification token by
using a preset first encryption algorithm, to obtain raw data of the verification token
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v

Encrypt a pre-generated header of the verification token, the raw data of the
verification token, and the key plaintext of the verification token by using a preset
second encryption algorithm, to obtain a dynamic key of the verification token
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Combine the header of the verification token, the raw data of the verification token,
and the dynamic key of the verification token into the verification token
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Verify the login token by using the verification token
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FIG. 3

Login request receiving module / 401
[
Information obtaining module / 402
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Key plaintext concatenation / 403

module
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Raw data encryption module / 404
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Dynamic key encryption module / 405
[

Login token combination module /406
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