*GIIIIQ*i!E!ERIPTICN ELECTRONI C- COMVERCE ASSI STI NG METHOD 5 Technical Field
.The present invention relates to an el ectroni c-conmerce assisting nethod
capabl e of snoothly and securely conducting electronic conmerce on a '

conmmuni cat i uch as the Internet, and to an el ectroni c-comerce
assi sting 4&mmmm‘mmm’wm realizing the el ectronic-comerce assisting nethod.
Mre particul ardy, the present invention relates to an

el ectroni c-comerce assisting nethod, in which a person desiring to
purchase a product can pay using a credit card w thout letting the credit

card nunb wmmm,mmmm\m to 15 another person, and the cybershop can
prevent | "posing", wherein a credit card nunber is illegally

obt ai ned, t husewdsduci ng the risk ggcggg&gngack, and to an el ectronic-
commer ce assisting server for reaP|2|ng the ‘el ectronic- commerce assisting

et hod. 20 RUEHRAIIR Rl RISSSAryc Yk rel ates to an

el ectroni c-conmerce assisting nmetho Ich costs required for
count er measur es agai nst | eakage of card information in a cybershop and an
NSP (Network Service Provider) having a nenbership server in which card 25
information of nmenbers is stored can be reduced, and to an - 2

5 Technical Field

The present invention relates to an electronic-commerce
assisting method capable of smoothly and securely conducting
electronic commerce on a communication network such as the
Internet, and to an electronic-commerce assisting server for

10 realizing the electronic-commerce assisting method. More
particularly, the present invention relates to an
electronic~commerce assisting method, in which a person
desiring to purchase a product can pay using a credit card
without letting the credit card number become known to

15 another person, and the cybershop can prevent losses due to
"posing", wherein a credit card number is illegally obtained,
thus reducing the risk of charge back, and to an electronic-
commerce assisting server for realizing the electronic-
commerce assisting method.

20 Furthermore, the present invention relates to an
electronic-commerce assisting method, in which costs
required for countermeasures against leakage of card
information in a cybershop and an NSP (Network Service
Provider) having a membership server in which card

25 information of members is stored can be reduced, and to an
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el ect roni c- conmer ce assisting server for realizing the el ectronic-comrerce
‘assi sting nethod. Background Art 5 Electronic commerce, that is, buying and
selling of products and services (hereinafter sinply called as ‘
"products”) in cybershops or cybermalls, which is one use of cyberspace
constructed on a comuni cation network such as the Internet, has becone
active. 10 Current el ectronic-commerce transactions are dom nated by
credit sales wherein paynment is settled after a predeterm ned period of
time has el apsed fromwhen the producty was purchased. When purchasing a
product in a cybershop or a cybermall, a person desiring to purchase a 15
product conpletes a product purchase procedure by inputting credit card

informatiqQn using a browser displayed on a displa evice provided in a
communi ¢ &HSGTF R T EFAT zfssspla?‘%é'\‘?so?%vecron%{)ﬁ e‘ilea(qﬁérléi%é“fhteer referred
to as a "@C'z. The inputting of .credit card jnformation in electronic 20
comer ce 3 PR Ge8FY6 e & S5 Sty é“%é}'ﬂ#er that the person desiring to

purchase a product inputs data of only the credit card nunber or both the
credit card nunber and the card expiration date using the browser, and

then tr EEE ta to the cybershop. 25 The cybershop transmts the
recei ved 3?! o%&gﬁgg?redit card nunber, or the credit card nunber and the

card g Electronic commerce, that is, buying and selling of
products and services (hereinafter simply called as
"products") in cybershops or cybermalls, which is one use of
cyberspace constructed on a communication network such as
the Internet, has become active.

10 Current electronic-commerce transactions are dominated
by credit sales wherein payment is settled after a
predetermined period of time has elapsed from when the
product was purchased. When purchasing a product in a
cybershop or a cybermall, a person desiring to purchase a

15 product completes a product purchase procedure by inputting
credit card information using a browser displayed on a
display device provided in a communication terminal such as
a personal computer (hereinafter referred to as a "PC").

The inputting of credit card information in electronic

20 commerce is usually performed in such a manner that the
person desiring to purchase a product inputs data of only
the credit card number or both the credit card number and
the card expiration date using the browser, and then
transmits the data to the cybershop.

25 The cybershop transmits the received data of the credit



expiration date to the credit card conpany via a dedicated line, etc.
.Based on the data, the credit card conpany confirns the validity of the
credit card and the credit 5 1limt, and transmts the results to the
cybershop. Based on the received confirmation results, the cybershop
determ nes whether or not the product should be transferred. As a result,
in electronic conmmerce, credit risk to the cybershop can be avoided. 10
Since the electronic comrerce is conducted in cyberspace, and, unlike an
actual shop, the person desiring to-pgrchase a product and the shop are
not face to face, forgery cannot be detected by actually confirm ng the
credit card, and the signature witten on the credit card cannot be 15

verified. Far this reason i s .ver ifficult for the cybershop to
deterningaﬁﬁePH@ eor ﬁ5ttpﬁecfﬁgdl c%&%d e aﬁdeﬁéétFﬁﬁy connerce is a
true user,_and, ther S nQg ffect ve nmeans for reventln%ggﬁ || egal

product puPERasécty a§8n§8n |IF§§§F CE5EaicRMRG e Irédi®t er of 20
o oo FEREONGRAY PRSLAG B (e GAld VSRl CHBLSIIALLE ool fa]%&;ﬁg to as

"posi ng ' Thi's manner, preventln

i ncl udi ngohlek egal kyc00L3al Bh%% %fCEﬁ@'Er%ﬁrg %%@B?% QYthep%§E@g However,
on the other hand, since the deterntnlng sel I'i ng the product
is onstheighep §hgetrﬁhgmﬁh§kthe results to the cybershop. Based on

the received confirmation results, the cybershop determines

whether or not the product should be transferred. As a

result, in electronic commerce, credit risk to the cybershop

can be avoided.

10 Since the electronic commerce is conducted in
cyberspace, and, unlike an actual shop, the person desiring
to purchase a product and the shop are not face to face,
forgery cannot be detected by actually confirming the credit
card, and the signature written on the credit card cannot be

15 wverified. For this reason, it is very difficult for the
cybershop to determine whether or net the credit card user
in electronic commerce is a true user, and there is no
effective means for preventing an illegal product purchase
by someone illegally obtaining a credit card number of

20 another person and posing as the card user (hereinafter
referred to as "posing").

In this manner, there is no means for preventing fraud
including illegally obtaining a credit card number by
"posing". However, on the other hand, since the determining

25 right for selling the product is on the shop side, the risk



of charge back (refund) for making up noney lost by a true credit card
.owner and a credit card conpany due to the paynent settlenent for
illegally purchased products is inposed on the shop. 5 The charge-back
risk on the cybershop in electronic conmerce is higher than that in actual
transactions. In particular, in online shopping in which products such as
mar ket abl e commodities are handl ed, a very high charge-back risk is .

i nposed on the shop. 10 The cybershop constructs and nanages a nenbership

i nformati on dat abase in which the credit -card nunbers of the nenbers are
stored in such a manner as to be associated with nenbership |IDs and
passwords. A strict security system needs to be organized so that credit

d f 15 cannot. be ill.eqally disclaqsed to a nalicious
hacker B seasoF AR (R Bl 5ot m R grrgom%a:rtm e
it . i.s. qhi h_n tQ.be _ignored.. On the other hand, the
tssﬁgrizrg ?%é%ggn Ia%\?ngg’gﬁgg%g& ra’l s%tl%eld%tt ﬁ:ar,% ic’ro“\pﬁélycrdélcﬁ ttocg:?lc? nunmber of
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in trou caused through no fault er own unneceéssary
di spute. ;fhesRuesaneaeOkndpch a risk becones a large factor for preventing
the w despread use of electfronic commerce. 25 Therefore, in order that the

credig card npRbegnhh8g89%back risk on the cybershop in electronic
commerce is higher than that in actual transactions. 1In
particular, in online shopping in which products such as
marketable commodities are handled, a very high charge-back
risk is imposed on the shop.

10 The cybershop constructs and manages a membership
information database in which the credit card numbers of the
members are stored in such a manner as to be associated with
membership IDs and passwords. A strict security system
needs to be organized so that credit card numbers of members

15 cannot be illegally disclosed to a malicious hacker
(cracker), and the cost of maintaining and controlling the
security system is high enough not to be ignored.

On the other hand, the true credit card owner has a
risk in that, if the credit card number of the owner is

20 illegally obtained and abused, the owner becomes involved in
trouble caused through no fault of his/her own and
unnecessary dispute.

The presence of such a risk becomes a large factor for
preventing the widespread use of electronic commerce.

25 Therefore, in order that the credit card number is not



illegally obtained by another person on the Internet, for exanple, a
.technol ogy for encrypting and transmtting credit card nunbers (for
exanpl e, SSL (Secure Socket Layer)) has been put into practical use.
However, since the 5 transm ssion data usually passes through a | arge
nunber of unspecified nodes on the Internet until the data reaches its
destination, sinply by encrypting the data, it cannot be said that
suf ficient counternmeasures against the risk of theft and falsification of
data have been taken. 10 Wth respect. so_this, an NSP in which the
follow ng electronic-comrerce assisting systemis adopted has appeared.
In this system the nenbership IDs and the passwords of the registered
menbers qf the NSP are stored in the menber shi p atabase in such a manner
as to be ‘d4SG&?t ei'tyed"%(ﬁ et’:{]g’yl 6T REFP MHSTE Tre fisdt
pur chases _a roduct bers whi ch af f | Ilated W th the
cor r esporidi aﬂ%lﬁSP ttl‘?é:hﬁ‘l? ethﬁe&f:é"é’lﬂté‘rigs ]iéatrésdmb g a5pditput ti ng
t he menbershi n ass as on t rship 1D and
20 passmg:r %r& t um%l%% d(lftnost Sa et hé sc?yb@dscﬁ)orp, hseoc nges i@rﬁger shi p
dat abase j 0 r e gredit qgge quests the credit
sor &ﬂlet htnh %Shctarl el O%afdeto’ confti rm

card corrpan credit car “he credit, and

charges the Gradidi on %racL rl%]iép%eeg‘”efsbaﬁh%u%fh tahq | fun@fd Jpunber .

Since 25 this system obvi ates or the cybers o to recor
unspecified nodes on the Internet until the data reaches its

destination, simply by encrypting the data, it cannot be
said that sufficient countermeasures against the risk of
theft and falsification of data have_been taken,

10 With respect to this, an NSP in which the following
electronic-commerce assisting system is adopted has appeared.
In this system, the membership IDs and the passwords of the
registered members of the NSP are stored in the membership
database in such a manner as to be associated with the

15 credit card numbers.

When a member purchases a product in a cybershop which
is affiliated with the corresponding NSP, the purchase
procedure is completed by merely inputting the membership ID
and the password. Based on the input membership ID and

20 password, the NSP, instead of the cybershop, searches the
membership database in order to specify the credit card
number, requests the credit card company which handles the
credit card to confirm the credit, and charges the credit
card company on the basis of the credit card number. Since

25 this system obviates the need for the cybershop to record



and hold the credit card nunbers of the nenbers, the cybershop is released
fromthe risk of the card nunbers being disclosed due to access by a
cracker. However, in this system in order that the nenbership 5 IDs and’
passwords are associated with the credit card nunbers, it is necessary to
transmt the data of the credit card nunber to the correspondi ng NSP over
the Internet when the card nunber is registered at the first tinme, when
the credit card is changed, or when the card nunber is changed. 10
Therefore, at that tinme, there is a i gk-of the credit card nunber being
stolen and used on the Internet. In place of this data transm ssion,
notification of the credit card nunber using a tel ephone or a facsimle is

Compl ox A0 IR Gt R ARFLORIHAY ottt e T 4any to occur

because the data is updated through human _.intervention, According to this
system é:lyt%r%lfg TH né {}éaa eaag'éac%fforognr é:éllet rclasrkd Onfl;rﬁolheer scafrrdonr%utn}%eercsyber shop can
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nmenber ship 1if ormation d ase at t th card nunbers of
member's cannohohevkll egal ky1abtakaed bino MRl ¢haus dhackempkesagker). and

the cost of maintaining and controlling the security systemis sO ?éh
that §t QAN ANDSasBHNIHOEE associated with the credit card

numbers, it is necessary to transmit the data of the credit
card number to the corresponding NSP over the Internet when
the card number is registered at the first time, when the
credit card is changed, or when the card number is changed.

10 Therefore, at that time, there is a risk of the credit card
number being stolen and used on the Internet. 1In place of
this data transmission, notification of the credit card
number using a telephone or a facsimile is possible.
However, this is not practical because the procedure is

15 complex and time-consuming, and security problems are likely
to occur because the data 1s updated through human
intervention.

According to this system, although the leakage of

credit card numbers from the cybershop can be prevented, a

20 strict security system needs to be provided in the
membership information database at the NSP so that credit
card numbers of members cannot be illegally obtained by a
malicious hacker (cracker), and the cost of maintaining and
controlling the security system 1s so high that it cannot be

25 ignored.



- 7 On the other hand, for the point of view of the credit card owner,
.even though the above-descri bed system nakes it possible to avoid the risk
that the card nunmber is disclosed on the network in individual '
el ectroni c-conmmerce 5 transactions, when the card nunber is registered in a
plurality of NSPs, the credit card nunber of the owner exists in a
distributed manner in a plurality of nmenbershi p databases on the network in
a manner simlar to the conventional case in which the card owner nay
worry that 10 there is an increased ehgnee of the card nunber being stolen
and used. In the case where the nenbership ID also serves as the
electronic mail address, if only the password is disclosed, it is possible

f i pi Vi t i il .f t hat to_tak
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desiring'to purchase a product connects to the _ _
NSP and  RURERASRT WS dk QUG dihAMA 1AM d NG rifdangaction is

concluded after an authentication assisting server queries the NSP on the
basi s5of tifa@skRtaddeswrdh e RSP humber is registered in a
plurality of NSPs, the credit card number of the owner
exists in a distributed manner in a plurality of membership
databases on the network in a manner similar to the
conventional case in which the card owner may worry that

10 there is an increased chance of the card number being stolen
and used. In the case where the membership ID also serves
as the electronic mail address, if only the password is
disclosed, it is possible for a recipient receiving
electronic mail from that member to take "posing".

15 Consequently, a security problem occurs, and also a
situation occurs in which the recipient becomes
unnecessarily suspected and is given trouble.

In addition to the above-described system, the
following Internet settlement system has been proposed. 1In

20 this system, when a person desiring to purchase a product
connects to the Internet via a predetermined NSP and
purchases a product from a cybershop, the transaction is
concluded after an authentication assisting server queries
the NSP on the basis of the IP address of the person

25 desiring to purchase a product in order to identify that



25 desiring to purchase a product in order to identify that person (U.S.
Patent No. 5,899,980 is a related invention). |In this system since a
paynent settlenent using a credit card is not used, as long as this system
is used, the credit card nunber data will not be disclosed and will not be
5 stored anywhere on the Internet. However, since in this system

el ectronic commerce using credit cards is not presupposed fromthe

begi nning, the | eakage of credit card nunbers does not becone a problem
and does not solve problens arising-fmomelectronic commerce on the
presunption 10 of the use of credit cards on a conmmunication network. An
obj ect of the present invention is to provide an electronic-comerce

i sti t hod f thl . I Ct i £l ect i
commer co BT e ot GRS Vot THRP S5 & G VO O A s ot ng

server fq; .reali4{g9 t he electronic-connﬁgce assi sting nethod.. Another
obj ect of g hjtgupsr eaent 'nvent o ipsa%moenptr osveit elemaennteluesc]tnr i cqrceoériﬁ%r ce

assistin d._j j r jsrd r a Jpro .can pay
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realizing the electronic-comerce assisting nethod. Another object of the
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capabl e of reducing the risk of charge back in a cybershop in credit sales
'n system, electronic commerce using credit cards is not
presupposed from the beginning, the leakage of credit card
numbers does not become a problem, and does not solve
problems arising from electronic commerce on the presumption
10 of the use of credit cards on a communication network.

An object of the present invention is to provide an
electronic—-commerce assisting method capable of smoothly and
securely conducting electronic commerce on a communication
network, and an electronic—comﬁerce assisting server for

15 realizing the electronic-commerce assisting method.

Another object of the present invention is to provide
an electronic-commerce assisting method in which a person
desiring to purchase a product can pay using a credit card
"without letting the credit card number become known to

20 another person, and an electronic—-commerce assisting server
for realizing the electronic-commerce assisting method.

Another object of the present invention is to provide
an electronic-commerce assisting method capable of reducing
the risk of charge back in a cybershop in credit sales in

25 electronic commerce, and an electronic-commerce assisting



25 el ectronic comerce, and an el ectroni c-comerce assisting server for
realizing the el ectronic-comrerce assisting nethod. Another object of the
present invention is to provide an electronic-conmerce assisting method
capabl e of reducing 5 costs required for counterneasures agai nst |eakage
of card information in a cybershop and an NSP having a nmenbership server
in which card information of nenbers is stored, and an el ectronic-comrerce
assisting server for realizing the electronic-conmerce assisting mnethod.
10 Di sclosure of the Invention The afomerenti oned object can be achi eved by
an electronic-comerce assisting server for assisting a user in the
purchase of products or services, the electronic 15 commerce assisting

server c i sing: nagenent, sectiqn f.or managi ng credit, card nunbers
and uni q%’éwr\l)ue?bg% S %&%lezgin@gr}fl}eorﬁﬁt%ce & tcogg?%%%rﬁ)s‘és‘r]ss “¥ed in a
credit c¢ang gy such a manner that these are associated with each other
for each user; ‘a transm ssion section for transnitting 20 an instruction

for a Settle”ﬁHBtEErtBﬁgﬂﬁ%rgwh%ﬂeapEgggﬁ%tinggnEQ%nsggt%?”EQ%V??%OCiated
re ; of ~per

with the purchase is eive and a settl enment section ormng a

settl emenfy me&%\fﬁwm&%&@&%ﬂ%&)%ﬂ%@éﬁ%&} S ydmpypr as to

correspond to the instruction into a credit card nu
5 costs required for countermeasures against leakage of card

information in a cybershop and an NSP having a membership
server in which card information of members is stored, and
an electronic-commerce assisting server for realizing the
electronic—-commerce assisting method.

10
Disclosure of the Invention

The aforementioned object can be achieved by an
electronic-commerce assisting server for assisting a user in
the purchase of products or services, the electronic-

15 commerce assisting server comprising: a management section
for managing credit card numbers and unique numbers
differing from the credit card numbers stored in a credit
card in such a manner that these are associated with each
other for each user; a transmission section for transmitting

20 an instruction for a settlement to the user when a request
of the settlement associated with the purchase is received;
and a settlement section for performing a settlement by
converting the unique number received in such a manner as to
correspond to the instruction into a credit card number

25 inside the management section.



25 inside the managenent section. - 10 In the el ectroni c-comerce
.assisting server of the present invention, the managenent section further
manages personal attribute information in such a nmanner as to be '
associated therewith, the instruction for a settlenent 5 containing an
instruction for requesting an input of the personal attribute information,
and the settlenent section perforns personal identification authentication
using the personal attribute information received in such a manner as to
correspond to the input, and perforns pgsettlenent. 10 In the

el ectroni c-conmmerce assisting server of the present invention, the
personal information contains one or nore of the tel ephone nunber
information, the.pame_ information, the birthday informatiaon, and the

security codelPofhEhElESEFONES FREMEFEReAEALSSHET SPFUEE &nthe achi eved by
o servi EEEE PRGRISGT (e SBFABIBNT SRATOT COHGS MRS op of
el "l LS O 00 o BTSN AT0S ot Uy e pur chase o
e A LA, SHENALALIN, S il e Stored [
receiyin%OEQ%ikgggl%ﬁ Mnstruction for requesting an input of the
personal attribute information, and the settlement section
performs personal identification authentication using the
personal attribute information received in such a manner as
to correspond to the input, and performs a settlement.
10 In the electronic-commerce assisting server of the
present invention, the personal information céntains one or
more of the telephone number information, the name
information, the birthday information, and the security code
of the user.
15 The aforementioned object can be achieved by a
settlement method performed on a computer used by a user
when products or services are purchased, the settlement
method comprising: a step of receiving an instruction for a
settlement associated with the purchase; a step of operating
20 a credit card in accordance with the instruction and
transmitting a unique number differing from a credit card
number stored in the credit card to an electronic-commerce
assisting server; and a step of receiving the result in
which a settlement is performed using the credit card number

25 associated with the unique number in the electronic-commerce



which a settlenent is perfornmed using the credit card nunber 25 associ at ed
W th the unique nunber in the electronic-comrerce - 11 assisting server.
The af orenentioned object can be achieved by an el ectronic-comerce
assisting nethod for assisting a user in the purchase of products or
services, the electronic 5 commerce assisting nethod conprising the steps
of : managing credit card nunbers and uni que nunbers differing fromthe
credit card numbers stored in a credit card in such a manner that these
are associated with each other for eachluser; transmtting an instruction
for a settlenment to the user 10 when a request of the settlenment associ ated
with the purchase is received; and performng a settlenent by converting
the uniq r.r jved in such a manner as to correspond to the
instruct%%ﬁﬂin %%a%gggﬁ%{card nunber inside the managenent section. 15

The el ectroni %h%o%?Eﬁeﬁ%ﬁ%ﬁ%h”gbﬁgﬂogaﬂf NS AL SIRAL 1y AReNtion further

conprises the step o managi ng personal attribute information in such a

manner a% it 1 ASnieite RS0 | _rﬁg&acﬂ%yc&ésggt g tah%s.%]tti'r{enent

containing an instruction for requesting an input of the personal 20
attri but &HeNiRFd N o AR RRIFY MG 185 :18] tHdentddd Lati an

aut hentication using the personal attribute information received in such a
mannes asdntheG®d eIAG iy method comprising the steps of: managing
credit card numbers and unique numbers differing from the
credit card numbers stored in a credit card in such a manner
that these are associated with each other for each user;
transmitting an instruction for a settlement to the user

10 when a request of the settlement associated with the
purchase is received; and performing a settlement by
converting the unique number received in such a manner as to
correspond to the instruction into a credit card number
inside the management section.

15 The electronic-commerce assisting method of the present
invention further comprises the step of: managing personal
attribute information in such a manner as to be associated
therewith, the instruction for the settlement containing an
instruction for requesting an input of the personal

20 attribute information; and performing personal
identification authentication using the personal attribute
information received in such a manner as to correspond to
the input, and performing a settlement. |

In the electronic-commerce assisting method of the

25 present invention, the personal information contains one or



the input, and performng a settlement. In the el ectronic-commerce
.assisting nethod of the 25 present invention, the personal information
contains one or - 12 nore of the tel ephone nunber information, the nane
information, the birthday information, and the security code of the user.
The aforenenti oned object can be achieved by an 5 el ectroni c-conmerce

assi sting programfor assisting a user in the purchase of products or
services, the electronic- comrerce assisting program conprising the steps
of : managing credit card nunbers and uhique nunbers differing fromthe
credit card nunbers stored in a credit card in such a manner 10 that these
are associated with each other for each user; transmtting an instruction

for a selament dssqehated W tindde RUSHAse Lo the yser, when a request

of the settlenent  "assoc € purchasei’s ccélVd; and perform ng

a settl :CONVER LI Is rr ' [ 5 & anner
as to corg?%s%tggﬁcyylt gl't ﬁc@%: %t%t&?ta&gﬁq#%tr@%a@ c;%rnéd?i[%%i \é%l%d Sn%lf%gi&%lﬁﬁd&e t he
managenepts $@et ;@R The el ectroni c-conmmerce assisting program of the

present invention further conprises the steps of: managing personal
attribute inforgBhEeBehmBnsii6hed BBHEBE Bant BebP8cROc38806,aLRD therewith,

the instruction for the settlenment containing an instruction for
request i eg eaft roApdt- cohmeltee assisting program for assisting a user
in the purchase of products or services, the electronic-
commerce assisting program comprising the steps of: managing
credit card numbers and unique numbers differing from the
credit card numbers stored in a credit card in such a manner
10 thaf these are associated with each other for each user;
transmitting an instruction for a settlement associated with
the purchase to the user when a request of the settlement
associated with the purchase ié received; and performing a
settlement by converting the unique number received in such
15 a manner as to correspond to the instruction into a credit
card number inside the management section.

The electronic-commerce assisting program of the
present invention further comprises the steps of: managing
personal attribute information in such a manner as to be

20 associated therewith, the instruction for the settlement
containing an instruction for requesting an input of the
personal attribute information; and performing personal
identification authentication using the personal attribute
information received in such a manner as to correspond to

25 the input, and performing a settlement.



personal attribute information; and perform ng personal identification
,authentication using the personal attribute information received in such a
manner as to correspond to 25 the input, and performng a settlenent. - 13
In the el ectronic-comrerce assisting programof the present invention, the
personal information contains one or nore of the tel ephone nunber
information, the nane information, the birthday .information, and the
security code 5 of the user. Brief Description of the Drawings Fig. 1
shows the network configuration in an 1®lectroni c-comerce assisting server
1 according to an 10 enbodi ment of the present invention. Fig. 2 shows the
overall configuration of a comunication termnal 2 in the
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5 of the user.

Brief Description of the Drawings

Fig. 1 shows the network configuration in an
electronic-commerce assisting server 1 according to an

10 embodiment of the present invention.

Fig. 2 shows the overall configuration of a
communication terminal 2 in the electronic-commerce
assisting server 1 according to the embodiment of the
present invention.

15 Fig. 3 shows the overall configuration of an IC card 10
used in the electronic-commerce assisting server 1 according
to the embodiment of the present invention.

Fig. 4 shows an example of data within a customer
database in the electronic-commerce assisting server 1

20 according to the embodiment of the present invention.

Fig. 5 chronologically shows the procedure of
electronic commerce in the communication terminal 2 of a
person desiring to purchase a product and an electronic-
commerce server 46 in a cybershop in the electronic-commerce

25 assisting server 1 according to the embodiment of the



el ectronic comerce in the comunication terminal 2 of a person desiring
.to purchase a product and an el ectronic- comrerce server 46 in a cybershop
in the electronic-conmerce 25 assisting server 1 according to the ‘
enbodi nent of the - 14 present invention. Fig. 6 shows an exanple of a
screen di splayed on a browser of the communication termnal 2 of a person
desiring to purchase a product in each operation procedure of the 5

el ectroni c-comerce assisting server 1 according to the enbodinment of the
present invention. Best Mdde for Car+yieg-Qut the Invention Referring to
Figs. 1 through 6, a description will be 10 given of an

el ectroni c-commerce assisting nethod and an el ectroni c-comerce assisting
server fqr. realizing the electronic-comrerce assisting nethod according to
an enbogFﬁgﬁgtoﬁnf%gtﬁfggent i nvention. The overall configuration of the
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be described Ti erenc e net wor k
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1, in an electronic-comerce assisting server 1 acco Cﬁ ng to

embodi ment, eyReLSRORS AORRE 42 e RS AR PV AT AR s fRPI e in
Fig. 1) which are connécted to a comuni cation
5 electronic-commerce assisting server 1 according to the

embodiment of the present invention.

Best Mode for Carrying Out the Invention
Referring to Figs. 1 through 6, a description will be

10 given of an electronic-commerce assisting method and an

electronic-commerce assisting server for realizing the

electronic-commerce assisting method according to an

embodiment of the present invention. The overall

configuration of the electronic-commerce assisting server
15 according to this embodiment will be described first with

reference to Fig. 1.

Fig. 1 shows the network configuration in the
embodiment of the present invention. As shown in Fig. 1, in
an electronic-commerce assisting server 1 according to this

20 embodiment, cybershops 40 and 42 (two shops are shown as an
example in Fig. 1) which are connected to a communication
network and which are opened in cyberspace, and a
communication terminal (one communication terminal is shown
as an example in Fig. 1) 2 of a person desiring to purchase

25 a product, who accesses the cybershops 40 and 42, etc., in



network and which are opened in cyberspace, and a conmunication terninal
.(one communication termnal is shown as an exanple in Fig. 1) 2 of a
person desiring to purchase 25 a product, who accesses the cybershops 40
and 42, etc., in - 15 order to purchase a product, exist. A comrunication
network 32 is a network of either a donmestic or an international

val ue- added conmuni cation network (VAN), or in which these are conbi ned.
As a 5 conbi ned exanple of a donmestic and an international val ue- added
communi cation network, there is the sotgalled Internet. Furthernore, for
exanpl e, a conmuni cati on network containing a digital public tel ephone
line, such as a packet conmunication network and | SDN, which is used to
transfer 10, data in a ceIIuIar épo e, etc., as a conponent of the network,

is al so IfdSFdd? BRRRS Y st |on netmork |n mhlch a digital

tel evision brgadcast net wo g.both wirel
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conbi ned uni exanp e comiuni cation network 32 is

the 28 | Riidi8led (HnAAMYY caatdo%sttqrdﬂanﬁi #n At RGN value-

added communication network, there is the so-called Internet.
Furthermore, for example, a communication network containing
a digital public telephone line, such as a packet
communication network and ISDN, which is used to transfer

10 ldata in a cellular phone, etc., as a component of the
network, is also included. Furthermore, a communication
network in which a digital television broadcast network
(including both wireless and'wired communication such as a
cable television), a public telephone line, etc., are linked,

15 is also included. 1In the manner described above, the
communication network 32 of this embodiment has a wide
concept including one of these various forms of
communication broadcast networks and a combined unit thereof.

For example, when the communication network 32 is the

20 Internet, the communication terminal 2 of the person
desiring to purchase a product is a work station or a PC
having an electronic-mail transmission/receiving function
and a browser function, and the communication terminal 2 is
connected to the communication network 32 through an ISP

25 (Internet service provider (one form of NSP)) 30 via a



desiring to purchase a product is a work station or a PC having an
.electronic-mail transm ssion/receiving function and a browser function,
and the comunication terminal 2 is connected to the comunication network
32 through an ISP 25 (Internet service provider (one formof NSP)) 30 via a
- 16 communication line 6 such as a dedicated line or a public I|ine. The
browser has a function for accessing a predeterm ned URL (Uniform Resource
Locator) on the Internet and for displaying a home page. The conmmuni cati on
termnal 5 2 of the person desiring to gpurchase a product is able to

obtain product information by accessing the cybershops 40 and 42 on the
Internet via the browser and to transmt the intent of purchasing a

product. The cybershops ,40 d 42 has an, e].ectropi_c-connerce 0 server 46
for proc&?%’w?&rtil&@sslﬁé’c?uggtsé‘é’elaét G0 FAED purtch &e aofp“&rjjdcﬁ.ucts from
the co nicati%n tg{ninal of Bpe ersog.desirin t o purchase a product,
so that préduct TEnPEEHESToR 3k émé‘r&d\ﬂ“d F 1 &97E L mfhi cati on terni nal

2 of the rson_desiri t chase a product aqn the |Internet, 15 . and
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or recei yed fﬂoﬁ&&@%&éwiac Hn) &atg%r.m e %ﬁ%{renrﬂlﬁcﬂro%oncedngﬂ%{nrailng to

purchase a pro nor e, exarrpl e, e comruni catl on

netwogk 32 ¢S 13 N 11 4dI0 B RAGKS s LOMMPHKAION s able to

obtain product information by accessing the cybershops 40

and 42 on the Internet via the browser and to transmit the
intent of purchasing a product.
The cybershops 40 and 42 has an electronic-commerce
10 server 46 for processing various requests relating to the
purchase of products from the communication terminal 2 of
the person desiring to purchase a product, so that product
information can be provided to the communication terminal 2
of the person desiring to purchase a product on the Internet,
15 and data for carrying on with a product purchase procedure
is transmitted to or received from the communication
terminal 2 of the person desiring to purchase a product.
Furthermore, for example, when the communication
network 32 is a network including a packet communication
20 network, the communication terminal 2 of the person desiring
to purchase a product i1s a cellular phone having an
electronic-mail transmission/receiving function and a
browser function, so that data can be transmitted to or
received from the cybershops 40 and 42 via the packet

25 communication network.



20 network, the communication ternminal 2 of the person desiring to
.purchase a product is a cellular phone having an el ectronic-nai

transm ssion/receiving function and a browser function, so that data can
be transmitted to or received fromthe cybershops 40 and 42 via the packet
25 communi cation network. - 17 Wth renmarkabl e advances in information
technology (IT) in recent years, a use of a conmunication network using
PCs has becone easy. Furthernore, electronic commerce using the

comuni cation termnal 2 including at {gast one of a 5 cellular phone, a
per sonal handyphone system (PHS (registered trademark)), and a portable
information termnal has cone to be conducted frequently and extensi vely,

for the Ini E?w'éﬁhﬁ%&ggﬁebﬁy%@v%?%%? For =t G A

(reglster d .t of lne. Arovi ded b Inc., a
cel lular %noneaehaw r?érsd blgrré‘lvxs/seer unc Cir%n# |ls ctolnonnec tdy? tLhSlQ%M%rshet vi a
an i- %%ssgevc%rmé %a%rfer " AREERE 4 NG IRREIANIP St g it

possi bl e to purchase a ‘the el ect roni ¢ connerce ASS5i s i ng

syst em acLafiimiGatli® me%naqu'mq{cmdar&ghe;weeas@rbﬁé &fd 10N c- commer ce
assi sting server 44 is connected to the comuni cation network 32. The
el ect § ONiEIQ/HR GhoATS| o iged sifaemAfiyphone system (PHS
(registered trademark)), and a portable information terminal
has come to be conducted frequently and extensively, and
services in which cellular phones are used as connection.
terminals for the Internet have already started. For

10 example, in i-mode (registered trademark of NTT DoCoMo,
Inc.) provided by NTT DoCoMo, Inc., a cellular phone having
a browser function is connected to the Internet via an i-
mode server in order to access the cybershops 40 and 42,
making it possible to purchase a product.

15 In the electronic-commerce assisting system according
to this embodiment, furthermore, an electronic-commerce
assisting server 44 is connected to the communication
network 32. The electronic—commerce assisting server 44
responds to an authentication assisting request output from

20 the cybershops 40 and 42 via the communication network 32.
Based on the IP address of the communication terminal 2 of
the person desiring to purchase a produét, sent from the
cybershops 40 and 42 together with the authentication
assisting request, the electronic-commerce assisting server

25 44 allows the browser of the communication terminal 2 to



responds to an authentication assisting request output from 20 the
.cybershops 40 and 42 via the comuni cation network 32. Based on the IP
address of the comrunication termnal 2 of the person desiring to purchase
a product, sent fromthe cybershops 40 and 42 together with the
aut hentication assisting request, the el ectronic-comrerce assisting server
25 44 allows the browser of the conmunication termnal 2 to - 18 display a
screen for requesting the output of credit card information. It is
possi ble for the el ectronic-conmerce- st sting server 44 to specify the
card nunber of the credit card on the basis of the received credit card
information. 5 For this pur pose, the electronic-connerce assi sting server
ctl Qn fQr car unber and

| . .
3ﬁ|aﬂg ﬁg%%g ggp? 8r| ron1tﬁ3e§Fé8gi |n %rﬁggéféc§i%ﬁ d Fﬁ a credit
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correspond to the 15 instruction into a credit card nunber inside the

nmanagenent  sesti ORis Basegoss, t BReSpeEEELEHi 6L EihetaEdaBY BRI ngt he
server 44 includes a management section for managing credit
card numbers and unique numbers differing from the credit
cafd nﬁmbers stored in a credit card in such a manner that
these are associated with each other for each user; a

10 transmission section for transmitting an instruction for a
settlement to the user when a request of the settlement
associated with the purchase is received; and a settlement
section for performing a settlement by converting the unique
number received in such a manner as to correspond to the

15 instruction into a credit card number inside the management
section.

Based on the specified credit card number, the
management section of the electronic-commerce assisting
server 44 accesées an authentication database (not shown)

20 disposed within a credit card company, searches for credit
OK/NG data of that credit card stored in the authentication
database, generates the credit OK/NG data of the credit card
of that card number, and transmits the data to the
cybershops 40 and 42 from the transmission section.

25 Here, between the cybershops 40 and 42 and the



managenent section of the el ectronic-comerce assisting server 44 accesses
.an aut hentication database (not shown) 20 disposed within a credit card
conpany, searches for credit OK/ NG data of that credit card stored in the
aut henti cati on database, generates the credit OK/ NG data of the credit
card of that card nunber, and transmts the data to the cybershops 40 and
42 fromthe transm ssion section. 25 Here, between the cybershops 40 and
42 and the - 19 electronic-conmerce assisting server 44, in addition to
the connection by the comuni cation-nggwork 32, a dedicated-I|ine
connection, an OBN (Open Business Network) connection, or an Internet VPN
connection may be selected. OBNis an IP 5 (Internet Protocol) service
dedi cat ed .t 0o busi,nesses, disconnected fron1the Inter(ﬁg_ BN has .a | ow

cost, an@%c%oﬁq"ﬁwwﬁﬁ%}%ﬁ%%vﬁﬁ ¢t hat? 6t t'd‘e‘?ﬂ & 'S i ne

d h h- d t d d | t
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and t he ti?xg{% n%ﬂ”'%r fefeiatelteRis e} e%aEPfteh ARuasdesadbed gedigated |ine
and OBN. errlng tort , e overall configuration of the
comugi Ca(tﬂnQ:réfn%rﬂnﬁl%lto%oqqc%réi'ﬂQ:et U H&H Y BilMinesses,
disconnected from the Internet. OBN has a low cost, and a
high~-level security comparable to that of a dedicated line
and high-speed communication using a wide band can be
obtained in almost the entire area of Japan. The Internet

10 VPN is a service in which the Internet can be used like a
dedicated network. Although it is easy to make an overseas
connection, there are cases in which the security is lower
and the band is narrower compared to the above-described
dedicated line and OBN.

15 Next, referring to Fig. 2, the overall configuration of
the communication terminal 2 according to this embodiment
will be described. The communication terminal 2 is
connected to an ISP 30 via the éommunication line 6. A
reading/writing device 4 for reading/writing various types

20 of data from and into a storage device of the IC card 10
having a credit card function is connected to the
communication terminal 2.

The communication terminal 2 has a display device 24
for displaying a browser screen and a printing device 26 for

25 printing the screen. Also, the communication terminal 2 has



wi || be described. The comunication terminal 2 is connected to an ISP 30
.via the communication line 6. A reading/witing device 4 for

readi ng/witing various types 20 of data fromand into a storage device of
the 1C card 10 having a credit card function is connected to the

comuni cation termnal 2. The communication termnal 2 has a display device
24 for displaying a browser screen and a printing device 26 for 25
printing the screen. Al so, the communication termnal 2 has - 20 a control
section 20 for centrally controlling-atd the devices and for performng
vari ous conputation processes, and a storage device 22 for storing various
types of data. The control section 20 stores various types of data of the
5 1C card 10, ut framt adl WWItIn deV| to he st orage
devi ce 22, croé’ét(féﬁprseed:ect rbg) d:at trr&ﬁl% ngg]ed%e{)]l and
performnms zQnputat ther %ﬁ?lﬁﬁ%g'S Shows the over al | confl uratlon of
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in a non-contact nmanner In order to transmt/recel ve data, and cont r ol
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e

the storage device 22, reads predetermined data from the
storage device 22, and performs a computation thereon.

Fig. 3 shows the overall configuration of the IC card
10 according to the embodiment. The IC card 10 has a credit

10 card function. The IC card 10 has a storage device 12
formed of a semiconductor memory such as a flash EEPROM, a
communication control section 16 and an antenna 18 for
performing communication with the outside in a non-contact
manner in order to transmit/receive data, and a control

15 section 14 for centrally controlling them.

When the IC card 10 is held above the reading/writing
device 4, transmission/receptien of data using
electromagnetic waves is performed between the antenna 18 of
the IC card 10 and the antenna (not shown) within the

20 reading/writing device 4. The electromagnetic-wave data has
been encrypted by triple DES in which, for example, an
encryption process based on a data encryption standard which
is made public by U.S. National Bureau of Standards is
performed in triple.

25 The storage device 12 within the IC card 10 has stored



When the I1C card 10 is held above the reading/witing device 4,

transm ssion/reception of data using electromagnetic waves is perforned
bet ween the antenna 18 of the IC card 10 and the antenna (not shown)
within the 20 reading/witing device 4. The el ectromagneti c-wave data has
been encrypted by triple DES in which, for exanple, an encryption process
based on a data encryption standard which is nade public by U S. National
Bureau of Standards is performed in triple. 25 The storage device 12
within the IC card 10 has stored - 21 2iherein unique nunber data for the
el ectroni c-commerce assisting server 44 to specify the credit card nunber
of the -card. The unique nunber data is witten into the storage- device 12

when the | C card 10 |s issyed froma credit card 5 issuing conpany. The
uni que ndSEE 4TS YRGS < ?ﬁeo tg'tﬁJe‘ﬂceec CEQRHT 1'Fﬁrgnumsri c

character %sq_fstail}l tseJrQretr°4244t |ts f@’e %St%rg@#tggﬁfs f or ned of CC}b%eS
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th
differ {0m  hats uhere il AN Lhe MY e, rurber data 15, sent as the

credit informatio roni c-comer ce aSSIS |ng S ver 44,

O cour sgetihg Gar %k@f’p'tﬁ@ itel écifg:tde 1P 1s%elfe$tf)r5‘?éom 'age& di€
information, and so on may be a as t credit card orna |on When a
net wos k Q%@ﬂidd“ﬁbm%any. The unique number is, for example, a code
sequence, in which alphanumeric characters of about 16 to 24
digits coexist, which is formed of codes which have a one-
to-one correspondence to the credit card number, but differ
from that number.
10 At least the unique number data is sent as the credit
card information to the electronic-commerce assisting server
44. Of course, the card expiration date, other personal
identifiéation information, and so on may be added as the
credit card information. When a network other than a
15 communication network of CAFIS, such as OBN, is to be used,
personal attribute information other than the credit card
number can be transmitted. In that case, as in the customer
database shown in Fig. 4, the electronic-commerce assisting
server 44 manages credit card numbers and unique numbers
20 differing from the credit card numbers in such a manner as
to be associated with each other, and also manages the
personal attribute information in such a manner as to be
associated therewith. The personal attribute information is
attribute information associated with the owner of the

25 credit card, for example, birthday information (4-digit



15 communi cation network of CAFIS, such as OBN, is to be used, personal
attribute information other than the credit card nunber can be
transmtted. In that case, as in the custonmer database shown in Fig. 4,
the el ectronic-conmerce assisting server 44 manages credit card nunbers
and uni que nunbers 20 differing fromthe credit card nunbers in such a
manner as to be associated with each other, and al so nanages the personal
attribute information in such a manner as to be associated therewith. The
personal attribute information is attz2bute information associated with
the owner of the 25 credit card, for exanple, birthday information (4-digit
- 22 information of the year of birth, 8- or 6-digit information of the

date of i rftorpmat&%l egﬁo %%r |é1f q_rLrEEHtl QN (| r,scl dii,qﬂgit or\é\r}haql'e or a
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English, and first name written in English). The phrase
"manages in such a manner as to be associated with each
other" may be such that, as shown in Fig. 4, the above may
be managed by one database, and a plurality of databases may

10 be used by using certain key information (for example,
customer numbers (not shown), unique numbers, and credit
card numbers) as in an RDB (Relational Database).

In this case, personal attribute information is not

stored in the storage device 12 of the IC card. When the

15 electronic-commerce server 46 instructs an operation of the
credit card (the screen 56 of Fig. 6), a screen (e.qg., a
pop-up window) for instructing an input of personal
attribute information is displayed together with the screen
56 of Fig. 6 so as to request the user to input the personal

20 attribute information. In this case, the personal attribute
information to be input may be one or more of the above.
Furthermore, the number of pieces of personal attribute
information to be input may be determined on the basis of
the amount of the purchase. For example, for more than 2000

25 yen, one piece of personal attribute (security code) may be



stored in the storage device 12 of the I1C card. Wien the 15

.el ectroni c-conmerce server 46 instructs an operation of the credit card
(the screen 56 of Fig. 6), a screen (e.g., a pop-up w ndow) for
instructing an input of personal attribute information is displayed
together with the screen 56 of Fig. 6 so as to request the user to input
the personal 20 attribute information. In this case,, the personal
attribute information to be input may be one or nore of the above.

Furt hernore, the nunber of pieces of-pggsonal attribute information to be
i nput may be determ ned on the basis of the anount of the purchase. For
exanpl e, for nore than 2000 25 yen, one piece of personal attribute

ity - 23 | t, d f th 4000 yen, two pieces
O por S ATDINE (SRR D HRF bi T S GRS ay be

i nput . ts er |_.atfribute infarmation .input by the 5 yser is
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managed e custonmer database illustrated in Fig. 4, and the
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the 10 whole or a part o e information formation)

does ot yERLCH.s \Wag ithey %@C@l%on@c&gJMﬁecmrscﬁrﬁf%ﬂé}g Server
44 perfornms a

44 determines whether or not the input personal attribute
information matches the information managed by the customer
database illustrated in Fig. 4, and the electronic-commerce
assisting server 44 may not allow the settlement when the

10 whole or a part of the information (e.g., birthday
information) does not match. When they match, the
electronic-commerce assisting server 44 performs a
settlement process. As a result of the above, even if a
malicious third party obtains the credit card itself, since

15 the malicious third party does not know the personal
attribute -information, a settlement process is not performed,
and thus a more secure transaction environment can be
provided to the user. |

While referring to Figs. 1 through 4, the operation

20 procedure in the electronic-commerce assisting server 1
having the above configuration will now be described further
with reference to Figs. 5 and 6. A description will now be
given by using an example in which a person desiring to
purchase a product operates the communication terminal 2 so

25 as to connects to the cybershop 40 which provides a home



settlenment process. As a result of the above, even if a malicious third
.party obtains the credit card itself, since 15 the malicious third party
does not know the personal attribute information, a settlenent process is
not performed, and thus a nore secure transaction environnent can be
provided to the user. Wile referring to Figs. 1 through 4, the operation
20 procedure in the el ectroni c-commerce assisting server 1 having the
above configuration will now be described further with reference to Figs. 5
and 6. A description will now be givemsby using an exanple in which a
person desiring to purchase a product operates the comruni cation term nal
2 so 25 as to connects to the cybershop 40 which provides a honme - 24 page
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pr oduct
commerce assisting server 44 in the cybershop 40 in the
electronic-commerce assisting server 1 according to this
embodiment. Fig. 6 shows examples of the screen displayed
on the browser of the communication terminal 2 of the person
10 desiring to purchase a product in each operation procedure.

Initially, the person desiring to purchase a product
allows a Web browser to be displayed on the display device
24 of the communication terminal 2, and inputs a
predetermined URL for the cybershop, so that a top page 50

15 of the cybershop shown in Fig. 6 is displayed via the
communication network 32. Next, the person desiring to
purchase a product positions the pointer of the mouse in,
for example, a "product purchase site" button shown in the
top pége 50 and clicks the mouse button, so that a product

20 purchase screen display request is sent (step S1).

The electronic-commerce server 46 receiving the product
purchase screen display request displays a product purchase
screen 52 shown in Fig. 6 on the browser of the
communication terminal 2 (step S2). When the person

25 desiring to purchase a product inputs the retrieval keyword



allows a Wb browser to be displayed on the display device 24 of the
.communi cation termnal 2, and inputs a predetermned URL for the
cybershop, so that a top page 50 15 of the cybershop shown in Fig. 6 is

di spl ayed via the comunication network 32. Next, the person desiring to
purchase a product positions the pointer of the nmouse in, for exanple, a
"product purchase site" button shown in the top page 50 and clicks the
nouse button, so that a product 20 purchase screen display request is sent
(step Si). The electronic-conmerce seryer_46 receiving the product
~purchase screen display request displays a product purchase screen 52
shown in Fig. 6 on the browser of the conmmunication termnal 2 (step S2).

When the person 25 desiring to purchase a product inputs the retrieval
keywor d S8 5 LF LA FHAT Hro MR Tr RHRADIRAR GHRRRES Hedih 52 on

t he connﬁpication t.erm.nal 2, the .electronic-commerce server 46 searches
d q';% %seco
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product purchase screen 52.

When the person desiring to purchase a product has
found the desired product on the product purchase screen 52
displayed on the browser of the communication terminal 2,

10 the person positions the pointer of the mouse in "purchase"
and clicks the mouse button, so that a product purchase
request is sent to the electronic-commerce server 46 (step
S3).

The electronic-commerce server 46 of the cybershop

15 receiving the product purchase request transmits the data of
a payment method selection screen 54, shown in Fig. 6, for\
selecting a payment method, so that the data is displayed on
the browser of the communication terminal 2 (step S4). Here,
if the person desiring to purchase a product selects a

20 payment settlement using a credit card, a credit-card

| settlement selection request is sent to the electronic-
commerce server 46 (step S5).
When the credit-card settlement selection request is
receilved, the electronic-commerce server 46 sends out a

25 credit confirmation request together with the IP address of



and clicks the nouse button, so that a product purchase request is sent to
the el ectronic-comerce server 46 (step S3). The el ectronic-conmerce
server 46 of the cybershop 15 receiving the product purchase request
transmts the data of a paynent nethod selection screen 54, shown in Fig.
6, for selecting a paynent nethod, so that the data is displayed on the
browser of the comrunication termnal 2 (step S4). Here, if the person
desiring to purchase a product selects a 20 paynent settlenent. using a
credit card, a credit-card settlenent26election request is sent to the

el ectroni c- conmerce server 46 (step S5). Wien the credit-card settl enent
sel ection request is received, the el ectronic-conmmerce server 46 sends out

a 25 credit i i r .t fogether wit I ress_of - 26 the
he %%%Jn% tqg;nm?c%[ nal gke J}e thvgi .g]negrt{]ogl A;eusffcﬁ ng to

. hE
conmuni cation termna € person desiTi ase a product to

the el WGy 145§ : sed the IP
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purchase @ RfRduct , (A3PH@ted wth the authentication assisting request,
the el ectronic- commerce assisting server 44 transmts the data of an input

pronpting scregge@boff thel easadaeldsuprt kaeCabamud ildae i dneadicp@hwni ki ng
devi ce", shown in Fig. 6, to the '

5 of the person desiring to purchase a product, associated
with the authentication assisting request, the electronic-
commerce assisting server 44 transmits the data of an input
prompting screen 56 of "Please hold up the card to the
reading/writing device", shown in Fig. 6, to the

10 communication terminal 2, whereby the data is displayed on
the browser of the communication terminal 2 (step S7).

When the person desiring to purchase a product holds up
the IC card 10 to the reading/writing device 4, at least the
unique number data within the credit card information stored

15 in the storage device 12 of the IC card 10 is received, as
electromagnetic data encrypted by triple DES, by the
reading/writing device 4. The encrypted unigue number data
received by the reading/writing device 4 is temporarily
decrypted, then, an encryption process by SSL is performed

20 thereon, and the resulting data is transmitted from the
communication terminal 2 to the electronic-commerce
assisting server 44 (step S8).

After the electronic-commerce assisting server 44
decrypts the received unique number data, the electronic-

25 commerce assisting server 44 specifies the card number of



10 communi cation terminal 2, whereby the data is displayed on the browser
.of the communication terminal 2 (step S7). Wen the person desiring to
purchase a product holds up the IC card 10 to the reading/witing device
4, at |east the unique nunber data within the credit card information
stored 15 in the storage device 12 of the I1C card 10 is received, as

el ectromagnetic data encrypted by triple DES, by the reading/witing
device 4. The encrypted uni que nunber data received by the reading/witing
device 4 is tenmporarily decrypted, then,-an encryption process by SSL is
perfornmed 20 thereon, and the resulting data is transmtted fromthe
comuni cation termnal 2 to the electronic-comerce assisting server 44

(step S8).,. After..the e q{ oni.G- commerce assisti server 44 decrypts the
recei ved tﬁlrﬁb\qcureednlutrrbcear"lqga Ifalo,“pttﬁnee etectrodice 95 Qo r cqgneassi sting server
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nunber data. el'ectroni c-commerce assisting server
Corner oA of LS LSS TP UAAPY ST IR WEBRIS, e, o
table, thg&ACT AN G CUBRIEE ASSIE | bt SR AhiPesddde£Sod e, Lard
nunber of thé credit card from the unique nunber data. Based on the
speci §i e¢ddrREdorR it WHIENe, 1t electronic-commerce assisting
server 44 specifies the card number of the credit card from
the unique number data.
Based on the specified credit card number, the
electronic—-commerce assisting server 44 accesses an
10 authentication database disposed inside the credit card
company, searches for the credit OK/NG data of the credit
card, stored in the authentication database, and generates
credit OK/NG data of the credit card of that card number.
Next, the electronic—commerce assisting server 44 transmits
15 to the cybershop 40 the generated credit OK[NG data to which
unique number data corresponding to the credit card number
is attached (step S9).
Based on the received credit OK/NG data, the
electronic-commerce server 46 of the cybershop 40 determines
20 whether or not the credit of the card is allowed to conclude
an electronic-commerce transaction (step S10).
When it is determined in step S10 that the credit
cannot be allowed, a transaction unconclusion screen 60,
shown in Fig. 6 is displayed on the browser of the

25 communication terminal 2 so as to ask the person desiring to



el ectroni c-commerce assisting server 44 accesses an 10 authentication

.dat abase di sposed inside the credit card conpany, searches for the credit
OK/ NG data of the credit card, stored in the authentication database, and
generates credit OK/ NG data of the credit card of that card nunber. Next,
the el ectronic-comrerce assisting server 44 transmts 15 to the cybershop
40 the generated credit OK/ NG data to which unique nunber data
corresponding to the credit card nunber 1is attached (step S9). Based on
the received credit OK/ NG data, the -e&ctroni c-conmerce server 46 of the
cybershop 40 determ nes 20 whether or not the credit of the card is

all owed to conclude an el ectroni c-commerce transaction (step S10). Wen it

s detergied i SR At dheuaiedid o qanngl he allpved, g fansact i on

e
unconcl usion screen shown Tn Fig is7di splaye e er of the
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5). 5 Wiqrteb k3i1dehanhred bhatnlhe okedl i i6an jke mid owsd, a transaction
concl usi on screen 58, shown in Fig. 6, is displayed on the browser of the
conmmi cati ongh@hnifals2determined that the credit can be allowed, a

transaction conclusion screen 58, shown in Fig. 6, is

displayed on the browser of the communication terminal 2

(step 812). Nearly in synchronization with the display of

the transaction conclusion screen 58, the electronic-

10 commerce server 46 of the cybershop 40 creates a sales file,
and transmits to the electronic-commerce assisting server 44
the sales file to which the unique number data is attached
(step S13).

In the electronic-commerce assisting servef 44, the

15 unigue number data of thé received sales file is converted
into the credit card number, the settlement result is
transmitted to the user, and when a predetermined deadline
is reached for the credit sales volume by the card, the
settlement section of the electronic-commerce assisting

20 server 44 issues a bill for the person who has purchased the
products (step S$14).

As has been described in the foregoing, in this
embodiment, since the unique number data instead of the
credit card number is disclosed on the communication network

25 32, the credit card number of the person desiring to



(step S12). Nearly in synchronization with the display of the transaction
.conclusion screen 58, the electronic 10 conmerce server 46 of the cybershop
40 creates a sales file, and transmits to the el ectronic-comerce
assisting server 44 the sales file to which the unique nunber data is
attached (step S13). In the electronic-commerce assisting server 44, the
15 uni que nunber data of the received sales file is converted into the
credit card number, the settlement result is transmtted to the user, and
when a predeterm ned deadline is reached-for the credit sales vol unme by
the card, the settlenment section of the electronic-comerce assisting 20
server 44 issues a bill for the person who has purchased the products

tep S14) _As has heen, d b this _enbodinent,
S noo ChOUHRE RRER T 4 A e ST AT i CAPIRT s

di scl oseq1 Q% tll}ce 3020"%19% ng(ﬂarheet \Aé)yrblr(eorczjsuccfp 51e ol eﬂt ca d%}hneutr?% of the
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30, or the ‘credit card nunber 1s store n any no rmore, also

in the elgeptimanet i ¢ dat a,camuini catd REHE i CddmbA b AT (he
readi ng/witing devi'ce 4, the ~unique nu data lea an t credi t
card punpitee@®he IC card 10 and the readlng/wrltlng device 4, the
unique number data leaks, and the credit card number is not
transmitted or received.
As a result, the credit card owner can avoid the risk
of the card number being disclosed on the communication
10 network 32 and being stolen and used in individual
electronic—-commerce transactions. Furthermore, even if
membership registration is made in a plurality of ISPs 30
and cybershops 40 and 42, the credit card number of the
owner is not stored in a plurality of membership information
15 databases connected to the communication network 32.
Therefore, it is possible to greatly reduce the risk of the
card number being stolen and used.
According to this embodiment, in electronic commerce,
among those other than the true owner of the credit card, it
20 is only the electronic-commerce assisting server 44 that can
handle the credit card number. Furthermore, it is only the
authentication database (not shown) of the credit card
company, which can be accessed by only the electronic-

commerce assisting server 44, where the credit card number

25 1s stored. That is, if the assisting system according to



transmitted or received. As a result, the credit card owner can avoid the
.risk of the card nunber being disclosed on the conmunication 10 network
32 and being stolen and used in individual electronic-conmerce '
transactions. Furthernore, even if nenbership registration is made in a
plurality of ISPs 30 and cybershops 40 and 42, the credit card nunber of
the owner is not stored in a plurality of nmenbership information 15

dat abases connected to the comruni cati on network 32. Therefore, it is
possible to greatly reduce the risk ofsghe card nunber being stolen and
used. According to this enbodinent, in electronic cormerce, anong those
other than the true owner of the credit card, it 20 is only the

el ectroni c-conmerce assisting server 44 that can handle the credit card

nunber . ERASHEMRGAEMERTE 1S HFedt RE &@Fﬁéﬁﬁ%ﬁﬂﬁqm?%ﬁﬁ%5§§€%ﬂuﬁ“%homn) of
t he credi r conpan ich can be acg ssed onl he el ectroni c-
conmer ce §§§Sst pggﬁﬂ%?lg%y'ﬁﬁeﬁng%§ 6§%W“Hﬁ%b VY s stored.

That is |f th ass ti stem rdln to - nbom

used, anlél ﬁ& b% syst |ﬁa i Y fﬁ31p055| %1 eﬁhe
credlt car I i |IlegaIIy obtalned by a third party IS
conS|derg y%%e %@é ezeragan be realized. 5 According to this enbodinent, it

i's nog necessg&gogaing to this embodiment, it is not necessary for
individual cybershops 40 and individual ISPs 30 to construct
. and manage a membership information database in which credit
card numbers of members are stored in such a manner as to be
associated with member IDs and passwords. As a result, it
10 1is possible to greatly reduce the cost of maintaining and
managing the security system for preventing illegal leakage
of credit card numbers by a cracker.
In the manner described above, according to this
embodiment, it is possible to realize an IC card by which
15 electronic commerce on a communication network can be
conducted smoothly and securely, and an electronic-commerce
assisting method and system using the IC card. This makes
it possible to make a payment which feels secure when using
a credit card without letting the credit card number become
20 known to another person in the electronic commerce.
According to this embodiment, it is possible to reduce
the risk of charge back in cybershop, which occurs by an
illegal electronic-commerce transaction as a result of
"posing" in which the credit card number is illegally

25 obtained. Furthermore, it is possible to reduce costs



i ndi vi dual cybershops 40 and individual I1SPs 30 to construct and nanage a
.renbership informati on database in which credit card nunbers of nenbers
are stored in such a manner as to be associated with nenber.|Ds and
passwords. As a result, it 10 is possible to greatly reduce the cost of

mai nt ai ni ng and managi ng the security systemfor preventing ill egal

| eakage of credit card nunbers by a cracker. In the manner descri bed
above, according to this enbodinent, it is possible to realize an IC card
by which 15 electronic comerce on a 8brmAuni cati on network can be
conducted snoothly and securely, and an el ectroni c-commerce assisting

met hod and systemusing the IC card. This nakes it possible to make a

paynent i eels sec e i credit card without letting the
credit cggﬁﬁﬁﬁ%%ggﬁﬁééﬁﬁé%%g#%%%ﬁ%ﬂg@é%ﬁﬁ%%ﬂl%ﬁﬂ%gﬁl?i\?ﬁﬁgelectronic
conmer ce.. i.ng t.q thi %%% Q1ﬁ%ﬂ¥ 4 4 RASS t dus the risk
of char gé’r@g}%%{a?dnl%glyﬁglr saﬂo%,,b %c occdur‘—isnt t%\inSPan I IPQLS‘-ﬂalnpergbe eip

el ect ronig; r.Ccelir §§§g4 ; I y ng"< 4 ich the
credit cas%d nurrbenr Q\?}{sl%{]l ega %31%% 0 1{tlgcl%rjleéoff. Q‘tﬁ?ﬁ er rrlor%es',ﬂ({}té@'s possible to

reduce costs rhdlpreeaHicr edvharkieaulenBRaIURES R0RINThel GBlkoge of card
information in a cybershop and an NSP having a nenbership server in which

card §nf fewidideDfenRyiMentsS, Hrl athridifs RiEEMcd MY i is not limted
to the above-
possible.

For example, although in the above-described
embodiments, the electronic-commerce assisting server 44
requests unique number data from the communication terminal

10 2, this may be executed instead by the electronic—-commerce
server 46 of the cybershop 40.

However, the above-described embodiments in which the
electronic—commerce assisting server 44 directly obtains
unique number data have a higher security. 1In particular,

15 when other credit card information, such as the card
expiration date, the personal authentication data, and so on,
"is to be requested, preferably, the method of this
embodiment in which the electronic-commerce assisting server
44 directly receives the transmission data from: the
20 communication terminal 2 is adopted.

The electronic-commerce assisting server 44 of the
above-described embodiments specifies the card number of the
credit card from the received unique number data on the

basis of the correspondence table of unigue numbers and

25 credit card numbers, but the present invention is not



5 descri bed enbodi nents, and various nodifications are possible. For
.exanpl e,

el ectroni c-comer ce assisting server 44

al though in the above-descri bed enbodinents, the

the communication termnal 10 2, this may be executed instead by the
el ectroni c-commerce server 46 of the cybershop 40. However, the
above-descri bed enbodi nents in which the electronic-conmerce assisti

server 44 directly obtains unique nunber data have a higher security.

particular, 15 when other credit card gmformati on, such as the card
expiration date, the personal authentication data, and so on, is to be
requested, preferably, the nethod of this enbodinent in which the
el ect roni,G- C% rce SSIStIn server. 44 directly receives the transm ssion

data fr
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procedure reverse to the above.

An IC card in which unique number data is stored is
issued from a specific credit card company. When the need
to present, input, or transmit the credit card number occurs
when a credit card is used in a shop which is not affiliated
therewith, of course, the credit card number may be
displayed on the surface of the IC card.

In the above-described embodiments, although a
description is given by using a non-contact IC card as an
example, the present invention is not limited to this
example, and of course can be applied to a contact-type IC
card. In this case, transmission/reception of data is
performed by bringing the data reading/writing terminals of
an IC card into contact with the data input/output terminals
of a dedicated reading/writing device.

As described above, according to the present invention,
it is possible to smoothly and securely conduct electronic
commerce on a communication network.

According to the present invention, payment using a

credit card can be conducted without letting the credit card

ng a



al gorithmand is stored in the I1C card, and the credit card 5 number is
.specified fromthe uni que nunber data by a procedure reverse to the above.
An 1 C card in which unique nunber data is stored is issued froma specific
credit card conpany. \Wen the need to present, input, or transmt the
credit card nunmber occurs 10 when a credit card is used in a shop which is
not affiliated therewith, of course, the credit card nunber may be

di spl ayed on the surface of the IC card. In the above-described

enbodi nents, although a description-i33given by using a non-contact |IC
card as an 15 exanple, the present invention is not limted to this
exanpl e, and of course can be applied to a contact-type IC card. In this

caser Ut N LLECRILAN o] SRS pBELLSTTRI-DLOELIGL NG i, 12
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networ k. "According to the present invention,” payment usi

can be cerduGtedWekshawt dieidddias ithedemdide card - 33 nunber beconme known
to another person in electronic coomerce. |In addition, according to the

presemt inventi@Bhekhok&, costs required for countermeasures against
leakage of card information in a cybershop and an NSP having

a membership server in which card information of members is

stored can be reduced



possible to reduce the risk of charge back in a cybershop in credit sales
in electronic conmmerce. 5 Furthernore, costs required for countermnmeasures
agai nst | eakage of card information in a cybershop and an NSP having a
menber ship server in which card informati on of nenbers is stored can be
reduced - 34 CLAIM5S 1. An electronic-comerce assisting server for
assisting a user in the purchase of products or services, 5 said

el ectroni c-comerce assi sting server conprising: a nmanagenent section for
managi ng credit card nunbers and unigee hunbers differing fromsaid credit
card nunbers stored in a credit card in such a manner that these are
associated wth each other for each said user; 10 a transm ssion section
for transmtting an instruction for%ﬁ%ﬁg%tlenent to said user when a
request of a settlenent associated W he purchase is received; and a
settlement section for performng a settlenent by converting said unique
nunber received in such a manner as 15 to correspond to the instruction

into a creditjcar g, nUFREE rohaSL 858l 0.™IAGLTRNL SBGLLON 2 AN
ing o} a|n1f,

el 'ectroni c-comerce assi sting server accor wherein said

managenenls s3@&hing of Weldier Mg 2 R NP rAiddd bW dfardmtion in
such a manner as to be
5 said electronic-commerce assisting server comprising:

a management section for managing credit card numbers
and unique numbers differing from said credit card numbers
stored in a credit card in such a manner that these are
associated with each other for each said user;

10 a transmission section for transmitting an instruction
for a settlement to said user when a request of a settlement
assoclated with the purchase is received; and

a settlement section for performing a settlement by
converting said unique number received in such a manner as

15 to correspond to the instruction into a credit card number

inside said management section.

2. An electronic-commerce assisting server according
to Claim 1, wherein said management section further manages
20 personal attribute information in such a manner as to be
assoclated therewith, said instruction for a settlement
containing an instruction for requesting an input of said
personal attribute information, and
said settlement section performs personal

25 identification authentication using the personal attribute



associated therewith, said instruction for a settlenment containing an
instruction for requesting an input of said personal attribute
information, and said settlenment section perfornms personal 25
identification authentication using the personal attribute - 35

information received in such a manner as to correspond to said input, and
perfornms a settlenment. 3. An el ectronic-comerce assisting server according
5to Caim2, wherein said personal information contains one or nore of
the tel ephone nunber information, the fwne i nformation, the birthday
information, and the security code of said user. 10 4. A settlenment nethod
performed on a conputer used by a user when products or services are
purchased, said settlenment nethod conprising: a step of receiving an

i nst r uct iid orEe td e ttECEIBIRd  1as SHE e AN Afe THURHFSSPORS! £S5t ep of
operating g credit card in accordance with the instruction and

transmt oG &PYtquéRtumsEt S & SR TSR credit card nunber stored in
said credit card to an electronic-comerce assisting server; and a step of
receiving the result in which a settlenment is 20 perforned using said

credit card nynber_a i.a wi_t h i ni, nu (. 1n_sai .
electronic-cogﬁerég §§§§§F%§g°38998§§°g 28813¢Eng Tl a%COleng
5 to Claim 2, wherein said personal information contains one

or more of the telephone number information, the name

information, the birthday information, and the security code

of said user.

10 4, A settlement method performed on a computer used by
a user when products or services are purchased, said
settlement method comprising:

a step of receiving an instruction for a seftlement
associated with the purchase;

15 a step of operating a credit card in accordance with
the instruction and transmitting a unique number differing
from a credit card number stored in said credit card to an
electronic—-commerce assisting server; and

a step of receiving the result in which a settlement is

20 performed using said credit card number associated with said

unique number in said electronic-commerce assisting server.

5. An electronic-commerce assisting method for
assisting a user in the purchase of products or services,

25 said electronic-commerce assisting method comprising the



5. An el ectronic-comrerce assisting nethod for assisting a user in the
.purchase of products or services, 25 said el ectronic-comerce assisting

nmet hod conprising the - 36 steps of: managing credit card nunbers and

uni que nunbers differing fromsaid credit card nunbers stored in a credit
card in such a manner that these are associated with each 5 other for each
said user; transmtting an instruction for a settlenent to said user when
a request of the settlenent associated with the purchase is received; and
perform ng a settlenment by converting s@id unique 10 nunber received in
such a manner as to correspond to the instruction into a credit card
nunber inside said managenent section.. 6. An el ectronic-comerce assisting
met hod ac| ordln 15 to Caimb5, further conprising the steps of: nanagi ng
per sonal 2 ‘e information in such a nanner as to be associ at ed

t herew t h, the instructio ettl enent contalnlggﬁan instruction

for requestlna aﬁglPﬁpﬁfegﬁts5?58p8P§§ﬁ5F St B&ﬁ@e!ﬁPg ion; and 20
perfor m ng delsqnale Jdentlfy Galdan @lum%%us% S0 LN parsgnal

attribute™in Ion recelved In SUC manner 0O correspon

i nput, a%%r%? %Qr”h%gaaﬁ%ﬁﬂéfﬂgﬂgt these are associated with each

5 other for each said user;
transmitting an instruction for a settlement to said
user when a request of the settlement associated with the
purchase is received; and
performing a settlement by converting said unique
10 number received in such a manner as to correspond to the
instruction into a credit card number inside said management

section.

6. An electronic-commerce assisting method according
15 to Claim 5, further comprising the steps of:
managing personal attribute information in such a
manner as to be associated therewith, the instruction for
said settlement containing an instruction for requesting an
input of said personal attribute information; and
20 performing personal identification authentication using
the personal attribute information received in such a manner

as to correspond to said input, and performing a settlement.

7. An electronic-commerce assisting method according

25 to Claim 6, wherein said personal information contains one



7. An el ectronic-commerce assisting nmethod according 25 to Cdaim6, wherein
.said personal information contains one - 37 or nore of the tel ephone
nunber information, the nane information, the birthday information, and
the security code of said user. 5 8. An electronic-comerce assisting
program for assisting a user in the purchase of products or services,

sai d el ectronic-comrerce assisting programconprising the steps of:
managi ng credit card nunbers and uni que nunbers 10 differing from said
credit card nunmbers stored in a credit37card in such a manner that these
are associated with each other for each said user; transmtting an
instruction for a settlenent associated wth the purchase to said user

when a request of 1 ettl enent _associated with t urchase is
recei ved;oararrlnc?repeor gcr%n% Ecgeslaepshquﬁ enBnt- by tonver t ny Ecg}eg Hi%ue nunber

received i : : rrespond tq t [ ruct | jnto
credit calrr{c}r nu el%“pﬁgﬁh e bgl}léc}%na;ﬁalgnenent lsoce}}:’t ihagnnq %é Q%Jeé&ln&rw Uud
el ectronigr GMmeraeAssisting programaccording to daim38, further

conprising the steps of: nmanagi ng personal attribute information in such a

5 8. An electronic-commerce assisting program for
assisting a user in the purchase of products or services,
saild electronic-commerce assisting program comprising the
steps of:

managing credit card numbers and unique numbers
10 differing from said credit card numbers stored in a credit
card in such a manner that these are associated with each
other for each said user;
transmitting an instruction for a settlement associated
with the purchase to said user when a request of the
15 settlement associated with the purchase is received; and
performing a settlement by converting said unique
number received in such a manner as to correspond to the
instruction into a credit card number inside said management
section.
20
9. An electronic-commerce assisting program according
to Claim 8, further comprising the steps of:
managing personal attribute information in such a
manner as to be associated therewith, the instruction for

25 sald settlement containing an instruction for requesting an



manner as to be associated therewth, the instruction for 25 said
settlenent containing an instruction for requesting an - 38 input of said
personal attribute information; and perform ng personal identification
aut henti cation using the personal attribute information received in such a
manner as to correspond to said input, and performng a settlenent. 5 10.
An el ectroni c-commerce assisting programaccording to Caim9, wherein
sai d personal information contains one or nore of the tel ephone nunber
information, the nanme information, thggb+rthday information, and the
security code 10 of said user.

input of said personal attribute information; and
performing personal identification authentication using
the personal attribute information received in such a manner

as to correspond to said input, and performing a settlement.

10. An electronic—-commerce assisting program according
to Claim 9, wherein said personal information contains one
or more of the telephone number information, the name
information, the birthday information, and the security code

10 of said user.



