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FLOW ENVI RONMENT BACKGROUND Fi el d of the Invention
The present invention concerps-nmanagi ng system state
for a systemhaving nultiple nessages for rel ated
transactions in a nessage flow environnent, and nore
particularly concegng gnedgsyip suehy af enV|ronnent
for granting and relea3|ng, to a selected one of the
nmessages, exclusive access to a system resource.
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want applications Iocated anywhere within their
enterprise to be linked together, and even to send
BACKERO to systens of other business enterprises,
such as those of their custonmers and suppliers. A
sinple exanple is of two payroll systens that need to
Fieddnodinitbet Enwenhieach ot her. Numerous issues arise in

t hj effort t
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a shetemoganenysmietwpnkesespbabkOrBE vsilA@cd YeaSBad@ians in
formats. In the payroll exanple, for instance, both
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one ot her system reover
selpcobﬁewne|bEUSheamedsbyesheegaynshweeaaapbs t® a system
resrelatlvely sinple. Data produced by one application
ffiy “flave a data structure that is nore unrecogni zabl e
to another application. It is. of course WO
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To put business enterprise data to more productive use,
the data must be moved reliably among different software
applications. That is, businesses want applications located
anywhere within their enterprise to be linked together, and
even to send messages to systems of other business
enterprises, such as those of their customers and suppliers.

A simple example is of two payroll systems that need to
communicate with each other. Numerous issues arise in this
effort, not the least of which concerns communication among
disparate applications running on heterogeneous networked
platforms using diverse data formats. In the payroll example,
for 1ﬁstance, both of the systems may have employee names but
with a name stored in“one field in one system and in more than
one field in the other system. Moreover, the problem
illustrated by the payroll example is relatively simple. Data
produced by one application may have a data structure that is

more unrecognizable to another application. It is of course



possi bl e to transform data between applications, but

as data is shared anong nore and nore systens the
woyerhsrd becones unacceptabl e, and future nmaPCL/EBPBNEE14190

becones a large and often nessy job. This situation

has I ed to an increasing focpgs-on integration tools,

such as IBMs WebSphere MXeries Integrator ("WQ"),

for devel opi ng nessage processing applications with a
poscdinien tApplraeaificam Beagr detwagn riglfiace iOAEl,) but as data
, "WebSphere MXeries Integrator” is_a trademark of
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di stribution hub, i.e., a sort of a broker, for
mespysgades passi ng anong ot her applications, and may

accor.di ngl e referred herei.n as a."Bragker." 1In
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differenCes, such as different operating systens.
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operating systems.

This kind of enterprise integration application is
typically characterized by graphical tools and a high level
flow language for configuring a flow of messages on a
structure of interconnected nodes, including numerous
predefined nodes, creating what may be referred to as a
"workflow" or "message flow" environment. That is, within the
Broker, individual functions are assigned to a collection of
interconnected nodes, with the processing and transformation
actiﬁities taking place in the nodes. Through the deployment
of predefined and customized nodes, a sophisticated
processing environment is built in which nodes perform
operations on message data within a message flow, and have the

ability to access information outside the message flow, such



3 as information in a database or an externa
application, and to | eave the nessage fl ow by pl acing
W@20088SHEGE Oon a queue. Certain support is typPCHEP3003/014190

provided for nultithreading in a Broker such as W) .

A nessage can be read from & queue to begin the

nmessage flow and can be placed into a queue to

term nate the flow of the nessage. There can be
as huofbirpeeibhown patihsabeteeen theeknpuhadndppérrkmhabnngand
Eodes th respect es concurrently flomnng
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termmhhtbhtnadedowesﬁaghs mbssagenpomhaaé tan pei Ataktbple flow

system state, For exanple, twy nmultithreaded
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such as a database. The nanner in which the threads
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threads is to force related nessages to join. See_for
tra%%%ﬁﬁF@n NBEXNRCEESH| 2, CORMOPAF BRPUKGS 65897, #§oapiatabase.
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More Synchroni zation-Join Activities That |nclude
important for transactional integrity, i.e., for maintaining

to

the system in a proper state. Howevér, in conventional
workflow applications processing nodes do not automatically
and explicitly maintain transactional integrity of messages
flowing through the system. Instead, the developer must
carefully maintain transactional integrity within the bounds
of the message flow by diligently structuring the Broker
application and applying its predefined transactional
properties.

'One known way to _structure a message flow application to
maintain transactional integrity among threads is to force
related messages to join. See for example, Notani et al., US
Patent No. 6,397,192 Bl, "Synchronizing One or More Workflows
Using One or More Synchronization-Join Activities That Include

Synchronization Logic," May 28, 2002. However this may cause



Synchroni zati on Logic," May 28, 2002. However this may
cause WD 2004/ 057462 PCT/ EP2003/ 014190 4 a
weeookosence penalty, particularly when this jPCTEPII0O3/014190
includes forcing nultiple-threads to becone
essentially single- threaded -Therefore, a need exists
for inprovenents in a nultithreaded nessage fl ow
envi ronnent to manage nmultiple nessages for rel ated
a ptrassashtensenSUMYARYaOEiTHEar NvENTEONtThe fioigonggincludes
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"wor kf Low nodes" ), iLn r software application
mesf?@?%ih?rarﬁgggggetggﬁﬁéggggﬁgésed by instructions
associ ated with such a node may be referred to sinply
rocessed by the node.") The processing

as_being "
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interconnected in a flowpath (also referred to
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"workflow'). In such_a set ui.si.t.i
. tly b
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processing the nessage. o
or simply a "workflow"). In such a set, the lock acquisition,
system resource access and lock release nodes of the set are
interconnected in a flow path and process a respective one of
the messages in a sequence defined by the flow path. The
processing includes granting access to a system resource
exclusively for the set's respective message responsive to the
set's lock acquisition node processing its respective message.
The system resource is accessed for the message responsive to
the set's system resource node processing the message. The
acceésing of the resource for the message includes changing a
certain system state. The exclusive accessing of the system
resource is released responsive to the set's lock release node
processing the message.

Herein the term "workflow process" is used to refer to an

instance of a process for processing a message by instructions



Herein the term "workfl ow process” is used to refer to
an instance of a process for processing a nessage by

WO p@insmt: ons WO 2004/ 057462 PCT/ EP2003/ 014190PCHEP2003/014190
associated with nodes in a flow path. It should be
appreci ated that accordingt @ the above descri ption a
system resource is selectively protected by a "l ock"

hani sm t | ock out, i.e., prevent [tiple
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. system resource, that workflow nmust currently own the
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reading the followi ng detail ed description and upon
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wor kflows I n a conputer application program using
own ke NP ARt edrvasi igemodestdrore messages i n. fi nanci al

tra<5]§qu ion L hg n. di ment, of th
pr esentéﬁsg'vzarl(%‘?%g%%% ézd??ﬁlu%n;?lgltaessp%?iflaonvg ey forms
of cumputrereappin catl Droedsmygraiparsemy Jpeki fghdnty the
£ {el easi n(? no.dles % messages in_ airline reservation
L TARAR 1Y Lo FHW P HP R BRAT e e gm0 the
ac@miﬂ@\@gwﬁ{gs FIG 3 illustrates workflows in a
conputer application programusing |ocking and

rel easi ng nodes for nessages accessing a nultiplexed
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£irRSREEIS tHantrddil pus faQrcording to an embodiment of the
present invention.

FIG. 2 illustrates workflows in a computer application
program using locking and releasing nodes for messages in
airline reservation transactions, according to an embodiment
of the present invention. |

FIG. 3 illustrates workflows in a computer application
program using locking and releasing nodes for messages
accessing a multiplexed transmission line, according to an
embodiment of the present invention.

FIG. 42 illustrates additional aspects of workflows for
two.messages relating to the same transaction, according to an
embodiment of the present invention.

FIG. 4B illustrates additional aspects of workflows for
two messages relating to the different transactions, according

to an embodiment of the present invention.



two nessages relating to the different transactions,
according to an enbodi nent of the present invention.
wO\e»020046D57462 PCT/ EP2003/ 014190 6 FIG 5 PCT/EP2003/014190
illustrates a conputer systemfor an systemform of
the present invention. DETAI4ED DESCRI PTI ON OF A
PREFERRED EMBODI MENT The clains at the end of this
application set out novel features which applicants
beFrevesarialobatraceer astbmpaterheysitamefbroan $hetem form
i nvention, a preferred node of use, further
of ShPePrPFEStahdvVEBVARPages, will best be understood by
reference to the follow ng detail ed description of an
illustrative enbodi ment read in conjunction with the
DETAEbGﬂpQE?CBQPEIQWiﬁgsA RBEEERREB BYROPSMENT, 1, flow
pat hs 100A and 10 ond instances of -a
ThefF%ﬁﬁBﬁtﬁt 358 PP ugFrg ea ?8? lcaﬁ%ﬁﬁu?e? ap%lﬁca?lon
feapligtawhiatCapgiigahesabetibodi geat chRhratberpsesentt the
i nvention. The flow paths 100A and _100B are for
invgpsdessi nghei ARHERALORY afsREETBRESEhRPIReqfi Heea further

objEbgﬁbgsséﬁheadgﬁﬁg%BéstowEETaE@sEhSetﬁﬂﬁé?gEb885b§ron1
Inception to conplétion. As used herein, the term

reféfpngrcial therafisatbiwony dehslildésdastransachi ofi an

.- -1 nvol vi.n f account infor t on.
1113 B Rel P BREBRIRERT! £BSGOLH corTuRG EEP Wi BPagi ng
accamggagghQOGYaa@ﬁggnt, security, nutual fund,

pron1ssory not e, securltilagreenent COﬁﬂEfCla| Bagerf_

or REESFT1Bgt BOW. tThBIF| owv pAtAY BADASahB0R0oBdeABAB, first

and?%¥8oﬁ 1%%@5nggs @dgsf%89Apégﬁougpe1§qu§€ga%gngor a

roug respective I nt erconnect ed by
componaecappmscacCbnnpcbgnaml15@@0bénmgenon@deembgéﬁmand of

che PERBEBR HFS"EHB™ 1 oW Bat RS BOR Anki01DoBPr 3008 are for

protébgshgateﬁancihereraﬁyabelaﬁbttnae retfistangesinitéhetate
f[om;g aths, or there nmay only be one instance,
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comﬁi§9§8ﬁt'oﬂs'ﬁsgabﬁgkggnpytﬂen§é§ﬂ98f§ﬁgnc1al transaction"
includes a transaction involving updating of account
information or a transfer of a financial asset of any sort,
including a depository account, security, mutual fund,
promissory note, security agreement, commercial paper, or real
estate. The flow paths 100A and 100B each have a number of
nodes 120A through 150A and 120B through 150B, respectively,
interconnected by connections. (Connection 115A, between node
120A and 1252, is explicitly numbered for illustration.)
Althopgh only two flow paths 100A and 100B are illustrated,
thefé may be multiple instances of the flow paths, or there
may only be one instance, depending on the circumstances.

That is, a financial transaction is embodied by a message and
regquires access to a system resource, in this case a database.
A number of messages 105 are shown waiting in an input queue

110 for availability of a thread from a thread pool (not



requires access to a systemresource, in this case a
dat abase. A nunber of nessages 105 are shown waiting
WO ooansi4eput queue 110 for availability of a pe¢w/ERPZH03/014190
froma thread pool (not WD 2004/ 057462
PCT/ EP2003/ 014190 7 shown)7 Upon thread
availability, a first instance of a flow path 100A is
created and the input node 120A for the instance
shomwarovedromedsage b0z iflabmltihe, qaede rs10 inEtenget iodns flow

re proper for of .these financgi al
pat by HRO B o s G G EPSEaPETs LEHE £y% she ipstance
rem@@@%I%uh@%s%@% 33t €reh @neepuidie 3y8tem resource,
i.e., the previously nentioned database. There may be
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tra% %@3 &ioﬁe E%Eetﬁ%ystgkéoo?etﬂ%”%&%%%mﬁeiiages
8 §arre tra

nsacti on ReSpecti ve "nessages 105
parmayulerprhee ssed ec offic ar z:emtkaynbyybhem sekoofrceoddse., the
a3300|ated wi.th an |nsk§nce of aflowp
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message 105 for the same transaction and the second

al8ﬁe§§a@@m£@@uﬁomeﬁﬁ@geﬁréﬁéaéprothSSpm@céggeéactlon
Res& B%Ebreﬁk%§8g% a&%%h% %?“b@%% sseHStancurFen%ly by the

OW pat Cbnsequ fransacti ona
setibfegbdb¢ assuelameaewlahcahdungtbﬁcéhbehaSﬁﬂBthagh e.g.
o_ensure that only Qroper actions are

t
noafle” 13P%. shegrotna0f, sRsatt PERdaNiE e TowapeLhl 1oRe. n

thed8hBBAIRentNBE FEc. WASNLWBEK 15550888088 hBEsage 105 for
transacti on for each of the messages 105 the gata base

thespame Wwirensglange, anddthet fonasndhacsnege appr bpri she
trahgagg§ogprgepr%E%%gegfcg ng%gﬁ ?fﬁrggng%hggngﬁg bSath

propria new s reason
insoaaceet i.ef. ,acllioanpatar 100B. nEGSﬁgéqHEthyOpartyaEEactlonal
taken for the transaction.at a given tinme, and the
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same transaction. Mreover, the action but nmust be

traggapkepadabef ohe shétac@ésghﬁgdabab@ﬁe That is, when work

is done on the transaction for each of the messages 105 the
database state will change, and actions that were appropriate
in the former state of the database may no longer be
appropriate in the new state. For this reason, only one set
of actions for one message may properly be taken for the
transaction at a given time, and the set of actions must be
completed before another action may begin for the other
message related to the same transaction. Moreover, the
actién but must be completed before the accessing for the
other, or else the integrity of state of the database will be
corrupted, or at least indeterminate.

To address this issue, the flow paths 100A and 100B use
respective "lockTransaction" nodes 120A and 120B, i.e., a type

of node referred to herein more generally as a "locking node."



other, or else the integrity of state of the database
will be corrupted, or at |least indetermnate. To
w@oan®esae1 his i ssue, the flow paths 100A and 1POBEP®@3/014190
respective "l ockTransaction® nodes 120A and 120B,
i.e., a type of node referrged to herein nore
generally as a "l ocking node." WO 2004/ 057462
PCT/ EP2003/ 014190 8 Wth respect to those nessages
witHObebpeog pbocﬁsseSméysagespeosi Melh@spaaeesseé bpdes
120A and 120B which relate to sanme_transaction
resppatL¥ekiR§EABEBE 220RCART E?%%aﬂ@d &28PuehiehaEelake to
thetgaﬁgetgéhggé§§oho eﬂgylagﬁlﬁé n§§e§E§§@ﬂe§ndlg5grant
According to an aspect of the enbodinent, such
excloskTeaasaessohonbe detsbase prevehy avees$ thethessages
dat base ther such syste resour ce for othe
105 G o nEar PEALS e 8agBs S DAL GF of PRI SORACLBoRFf { SRt
lockT2A838EL0BE. ndBbSA88PeEbt HABTONESaE¥EEEM o the database
performance. |In other enbodinents, however, a
or PBHRRTr AHSHCEYERSHOBBSHBESE pE ey ePEhaE cESBCHBTERE Messages
thaflahpDase10Eoq0LCh; PHEDCRY SLEMLRSOLORE [ OFnPLNELpect
concurrent nmessages regardliess o et her e
imprnegsagegsaen petﬁbeﬂanoedlfIﬂrenhertemheémménns, Bewawer, a
exanpl e, the transaction ma e eg
Loc KRR 57 OB ahR B e Ot P AL heR CaBRY 168 hag Betabdee or
oth®AYHEBhL, sywbbshragyghdceestltotRed &6ﬁ6§fﬁén@fmé§§§§es
fromthe account to another account, while another
regaedgge 9@5wh§th@rc5h@eme$ﬁ@geaa@ﬁ%n¥elah¢@htooﬂlfferent
tragQyLsespoul d result in leaving the funds in the
account. The accessing of the database is for posting
inAsraateaampmethEhéata@asectDanemayngetaepaymasteregarding
fromt gc Eunt such as_a debit to ége dat base in .
a PRheich %ro PRe®Chayibnt TREsEGRSA7C ef 2, MR ﬁeac%%%men
whi®h &be16apeshhatifAna EsSaP6r HOPSEINGsOfr@m the account to
stop- paynent indicating in the database to override
ano{Rer pagAeHnti nehi let pRAther thespagaehd nbsshgecpacel the
es at ocC gan 2
ey PR SF jegRfrng R PERTLE R PORy T ne hunds
in 408, abobuptist The accessing of the database is for posting

information to the database concerning the transfer from the
account, such as a debit to the database in the case of the
payment message or else, in the case of the cancellation
message, posting of a stop-payment indicating in the database
to override the payment instruction if the payment message is
processed later. The locking nodes 120A and 120B ensure
that processing is serialized for the messages 105, but just
with respect to the messages 105 relating to the same
trangaction and just with respect to accessing the database.
It is advantageous to system performance that the locking
is limited in the above fashion rather than serializing to a
broader extent. That is, in some applications other
processing of messages for the same transaction, besides

accessing the database, may not be precluded. Since the



with respect to the nessages 105 relating to the sane
transaction and just with respect to accessing the
waladoalosEe2 It is advant ageous to system perf or PENER2003/014190
that the locking is limted in the above fashion
rather than serializing to-a9 broader extent. That is,
in some applications other processing of nessages for
the sane transaction, besides accessing the database,
lockeygnats Berpred Jded. t8i doektihg RWOC2E64L057462 database such
PCT/ EP2003/,014190 9 I;@Sing.ks l.Limted j.ust to
OthESCRFRG SEECESs TPy BTE CFaCabadd SUER® ot fier SpPEYadLPIg oS
thafBYrRcee@aty Liskewtsalited pyadnaniageany ndit for other
processing is not halted by the |ocking node for other
mesgageggésathalo d@tnerledleate thet ReNSafE asaTSdOni-on.
To . I in. iLfle.detall, pr i y
(185 TRAUCIO0R 0 R CFFRGr GoCorraca. SrPirhainey by flow
pata&caogat idanhabasertheraldesadybkedcked fbyhaneaickherunt database
. instance_of node 120A, ,e.g., node 120B, th t he
is PhSEaRYe LOCKREBYI OR SRET SDFOATERED OEQ%?{}Q@" €.g., node
1208at apase the hestelrased. nbliet hgodalahase fioy RBle lock on the
already |ocked by another instance of node 120A, then
datmbesggéolds ireleagether Ir 6bessadabyskodki ngtheda crgyA
r, the tr ct.iQn.. Responsiyve t hi r I.ng .
R e e s e M L e s
furahker pressages 15 loekdhnigngotie tthéa fame theansacisieonion .
Then, for the nessage 1Q5 that i;@gr nted. excl usive £
Respepgdyer 5o hEiGaPIREEE SBPINGHe ReIGAL 2pr 0 LS PG S5y 1RI ©
theReadahaktePalahasqiode r130Aceads shhessthate refi dtheg to the
dat abase for the nmessage 105. Next, in_an .
samgpdaeateandacti ofhsode I¥ZAthehmessaasadObohgtatie pyanted
d i_n._an d a e
xR R s e B A B HERe, 1% BEgE =R Thpe oy
Reaflse atipbatiabgsef nidde databasaedwouhed snelktedef fthe database
exanple, the _previously nentioned debit for the
forp HreReAag8ade or T stBpPayREAT STRAFCACTONTY GPde 13°A
thel R@a63a6eh cpayTRRl TRSSRg8tedhgnauRdaknngpeh i@ ateDatabase
transaction woul d include, for exanple, indicating a
nodgayABAt thes sivade of shepdpsghere hadupdesed for the message

105. The updating of the database would include, for example,
the previously mentioned debit for the payment message or the
stop-payment indication for the cancel payment message. The
updating of the transaction would include, for example,
indicating a payment was made or stop payment had been
approved. It may include changes regarding the date on which
payment is expected, changes in who is to be paid, who is
respopsible from making payment, currency to be used for
paymént, or even some text string containing special
instructions to buyer or seller.

Next, after processing by node 140A has updated the
database for the message 105, the exclusive accessing of the
database is released responsive to the FfeeTransaction node

145A processing the message 105, and the message 105 is then



approved. It may include changes regarding the date on
which paynment is expected, changes in who is to be
w@200d/05MbD i s responsi ble from maki ng paynment PCT/EP2003/014190
currency to be used for paynent, or even sone text
string containing special - il@structi ons to buyer or
seller. Next, after processing by node 140A has
updat ed the database for the nmessage 105, the
plaerd usi we actessi qyevk flAE bifapabasesisngr skeasagive to node

resp Lve to the FreeTransaction node
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rellRen n¥YOr2Q0460%7 482 tReTaEP24883601438@s art0frpkacedatiess
an out put %Peue 175 by processing responsive to node
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o §CCe3S® tThe dat abase 1or ot her messages 105 in
1006t henusnstaerdes of the rom;path relatlng to the sane
transacti.on, such as f| oglpath 0B
a

str
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is %QQusk%atEBuibEabe@o ?htércaﬁﬁmﬁﬁétiﬁﬁ|b%@bk@ﬁ REQgEaM
using |ocking and rel easi ng nodes for nessages in

lockiipbi pad redepvaridonodeans ot NeAsagescoRdrAg lisean
res F%?Qig%nEr%FSgg%lORresgg %péﬁgtkgnanTgﬁbgéﬁﬁg ? 8% the

S0 be 0 reservations o
prelsiend, 1nnehudbng re&ereabmpme oEOFIa hét ahyornlao be

ﬁ erformance event. The fl g. go has_a _.nunmbe c
2PPl 48512265 RESGEN 22861 Por BBHnEA1Ee 596&8éﬁ88tF8ﬁ§rva ions

for(énh%E%EEBE RURRer fREneanagehi-on 2ha, Fhel\WwpeRhN0de has a
and 225, is explicitly set out for illustration.)

num@ﬁéeOégapdeS aPOhGgRUeH §86nantrsROpaER t2GobYs connections .

|| t t t
(SR Bl B oSU RS 20815 pBRS8kS! HRES 08 e
225as1BnekbelpﬁeuyoustemampEer ttheusegatviahi.on Once again,

arcHEBBESHA" o2, ZIRPIEE gD TESRRISART,LAAIER, oub-pachs
in kREQr BRELON t8ak-abase panduat$pak HRBRLAGedab@base. flow path
Messages 205 arise from .

200. And also as in the previous example, the reservation
transaction is embodied by a message and reguires access to
system resources, in this case a flight information database
and a seat mapping database. Messages 205 arise from
ticketing agents, web programs, customers, etc. seeking to
book flights, including seat assignments. The messages 205
wait in an input queue 210 for availability of a thread from a
thread pool (not shown). Upon availability of a thread, the
flow path 200 is instantiated for the thread and the input
nodé'é20 for the path 200 instance removes a message 205 from
the gqueue 210.

In the embodiment of FIG. 2, as in FIG. 1, actions that
are proper depend upon the states of the databases.

Respective flight reservation messages 205 may be processed

concurrently by the set of nodes associated with an instance



ticketing agents, web prograns, custoners, etc.

seeking to book flights, including seat assignnents.
wabm4noeRenges 205 wait in an i nput queue 210 POT/EP2003/014190

avai lability of a thread froma thread pool (not

shown). Upon availability-ofilathread, the flow path

200 is instantiated for the thread and the input node

220 for the path 200 instance renopves a nessage 205
of tm@wﬁlmMep@méuéoﬂlo Tifn thieer eedsodiomentthefn PIN@, rZ2segyation
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concurrently by the set of nodes associated with an
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rocessed ncurrently, an inte | |ssue ari ses.
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fll?h%k etyhageNthayCYskatel i8ermitg eadesheardi thererbout
ht, which may include informng the agent, etc.
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h 3
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ocated, and
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cusRefees bhe.messaae A8 ko nade 28HelOre¥hbsw khQU! the node

reserving a flight.

235 passes the message 205 to node 280 to exit without
reserving a flight.

Once an open flight is located by node 230 the message
205 is passed to LockFlight-Access node 240. If the flight
information database is not already locked by another instance
of node 240, then the present instance of node 240 locks
access to the flight information database for the particular
flight, thereby preventing other messages 205 for the same
flighp from accessing the database, and the present node 240
graﬁts exclusive access to its message 205. If the flight
iﬁformation database is already locked by another instance of
node 240, then the present instance of node 240 waits for the
lock on the flight information database to be released. (This
may be implemented by assigning a token to the flight

information database for each flight. In this manner ,a node



Once an open flight is |located by node 230 the nessage
205 is passed to LockFlight-Access node 240. If the
wo baoglos7461 nf or mat i on dat abase is not al ready |PCREP2003/014190
anot her instance of node 240, then the present
i nstance of node 240 | ocks laceess to the flight
i nformati on database for the particular flight,
t hereby preventing other messages 205 for the sane
240f girght sf eanlasiesshrageshetdathbadetahadet herpebsefilight
node.240 _grants_excl usiv ccess to its nessage 205.
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node 250, whjch_asks the agent whether to tr agaLn .
to bPvorgatlp G FUGY BBORTHG: hERGMEPPapfetagBlRcearder ¥hich
seak@nbEY fagabh, pt-ba Eéoﬂbfehuﬁaﬁubmeiﬁ§§§a§§ Lonagde

245, which searcﬁes for or pronpts for a manual input

Pregpranpew

Once it is determined at node 255 that a seat is open of
the type preferred, the message 205 is passed to
LockSeatAccess node 260. If the seat mapping database is not
already locked by another instance of node 260, e.g., if the
node 260 receives a token for the seat mapping database for
the particular flight, then the ﬁresent instance of node 260
locks access to the database for the particular flight,
thereby preventing other messages 205 for the same flight from
accessing the database, and the present node 260 grants
exclusive access to its message 205. Then the message 205
that was granted access to the seat mapping database is passed
to RecordReservation node 265, which records the seat
assignment and flight reservation in the flight information

and seat mapping databases. The information recorded in the



preference. Once it is determ ned at node 255 that a
seat is open of the type preferred, the nessage 205
wo soopasEerl to LockSeat Access node 260. |f thePGEEP2003/014190
mappi ng database is not already | ocked by another
i nstance of node 260, e.g.-, 13 -the node 260 receives
a token for the seat mappi ng database for the
particular flight, then the present instance of node
dat26@sdsodles adcoesppendelde tdattaleagesisaget B Spdiori dwlraher
flight, thereby preventing other nessages 205 for the
Proscam® % ght from accessing the database, and the
pr &eei, RodendBRageanins ieXgladskwe tactessakteddataccess node
message 205. Then the nessage 205 that was granted
270ac pbdsht g elligasesathpapgpiang N@RPaAPas 8aitabpass ad thy gespect to
R rvati. no 63, i re - .
e e S PP gt OeBodn, 2 ERcENSBRER, % B8 bvailaple
thel nfotfemntfioan thandeaeamhappppiondadababaseratThes assigned to
i nformation recorded in the WO 20 4/057432 ,
nodscepEpr0dEea1 Hgomessege 45 RBSSES ite BriGasshengbircsess
nodene7mes saden203kbek sbukther sebr @6es$hRghtNeXifortdd® ion
message 205 is passed to Rel easeSeat Access node 270,
datwfpesle wéltbagsesreRé Seathenppirtdctatabidealitt h stespest by
to_ the dculLar .fLight u 0 [
onck por TRl a7 e S PR Eear Pl
infdatahdee Waatbwae akatgwed besipnde 260nodkenr4ibhe Next,
nmessage i s passed to Rel easeFlight Acces node 275, ,
nodGhPdR P@ﬁé@?séhﬁem§§§egetHQ5fFPgﬁFanP85ﬁa?ﬁ8n “hien in
rurdatahase Whthpbespeet ihoahheukahti eukae bbioghhergUGh can
as' b once agai n maeki ng avail abl e the token for the
awafilti ghir thiesf preaeseandat(abss showal - wabiabsingivedncd udede
40. .Next, : > _passe h S [ C
gene T h0 HREGA AL TPl nopr BSes P hE Agsags Phhn Printing
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processing (not shown), which may include generating
mesgaq6t PPcation to the agent and customer, printing a

Ui gkelrréhg nokagsdrea.tBe LAf ohgRbhen 8pran¢edut gathesoo
is illustrated for a computer application program using
locking and releasing nodes for messages accessing a
transmission line (not shown) to perform some communication
transaction, according to an embodiment of the present
invention. The example of FIG. 3 is generally applicable to a
variety of communication transactions, including transactions
involving the sending and receving data packets, such as
according to a TCP/IP protocol. Once again, there may be
multiple instances of the flow path 300. That is, messages
305 &ait in an input queue 310 for availability of a thread
from a thread pool (not shown). Upon thread availability, the
flow path 300 is instantiated and the Input node 320 for the
instance removes a message 305 from the queue 310. The

message 305 is than passed to FormatData node 325, which



message 205. Referring nowto FIG 3, an instance of a
flow path 300 is illustrated for a conputer
wa@ppkiosasi on program using | ocking and rel easPCEPINEE14190
for nessages accessing a transm ssion |ine (not
shown) to perform sone commid cati on transaction,
according to an enbodi nent of the present invention.
The exanple of FIG 3 is generally applicable to a
forpatisetiheofdatenhes ¢dts ¢y Itghsac s catignudinghich the

| mestsr ggesaﬁ)tg ans bequv‘)lt\ija (gntﬂ% %endl ng and receving d?thie

et’s,” such as~ according 6 a TCP/ 1P pr ot ocol .

agamre richer @remerbac v ideperndistareeshef s d IcﬁWthe
path 300. That is, messages 305 wait in_an input

Cragfalies siny flolfleavamhéa“qﬂqrf ofthe mﬁsme froémlé Hsee@ next
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path 300 is instantiated and the I nput no
anatfeer jinsttance odnoede 3 3Pessdga 30% orewenite igedeace of

nOdaélgf Tg“% it ‘ﬂ%g\%Bsogﬁ’Eﬁ‘ot hagilpepéﬁ%%;fg’o POt st 141f

thef @rmishildda odatldnkon st e S yaremcer 1apMdacaki emdi®er
whi ch the nessage 305 is_being transnmtted. The next

InSEAGSEr Cde g de en&§eﬁp6ﬁetRé@@@@Fel@ﬁtPﬁ§e of node 330

a [ I e me
o e e B e E R e Preenting

Oth&ErG&@%ab@@ké@Sbﬁromn@bheﬁsungtén@e obndodheSSQesbhannode

t he sent |nstance of 30 waits f t he
330 R A DR B Brlasel 26 A L8 S ekline mose! o fgssage
305i S.sn(tiheaﬂ m@@y.s,dl aoked ohyraest hede 3RSt anGe cof predes the

330, then the present instance of node 330 | ocks
mesgeges s 0o teh éﬁ“tl:tgﬁ% 89r6n 3¥Onénct Réiepy theegere agsociated

w1t9tH%He”@%@a9%3e§géuEE9”]chesskﬂg fh88a @ngogh?roce551ng at

present node 330 grants exclusive access to
n0d¢e§§@geSBOSmpTheedesshge pa8B5eiss thhemepasged tbo

Re LSS RI S R0 9A0 A4 af (51 'ORE 28dchESDEraREd 1 th
traneaét34d bs executedsmiseiont henBBssapen30bepheeesgknds
pasggd to node 345, which releases the line, such as by once
again making available a token for the line that was assigned
to node 330. Next, node 345 passes the message 305 to Exit
node 350, which in turn places the message 305 in an output
queue 360 where it can await further processing (not shown).
Referring now to FIG. 4, aspects are illustrated for of a
method for managing message flows, according to an embodiment
of the present invention. As previously, messages 405 in
queue’410 may be processed concurrently by instructions
assoéiated with respective computer software application
processing nodes. A first message 405.1 is processed by a
first thread of instructions associated with a first set of
processing nodes, including lock acquisition node 420A, system
resource access node 425B and lock release node 425C. The

nodes of the set are interconnected in a workflow 410A



node 340 is conpl eted, then passes the nessage to

Rel easeXm t Lock node 345. At node 340 the nessage is
W0 ec@n®fidtl ed on the transm ssion |ine. Then t hECTYERRAs@14190

is passed to node 345, which releases the line, such

as by once again naking aval?able a token for the

line that was assigned to node 330. Next, node 345

asses the nmessage 305 to Exit node 350, which in
defmmuaaé@s%wmgg%%%wgaﬁ%twkf%fe mEpage

gohere A Lanayaids d¢d hers Br oGe s {NY P Yecona

Referring nowto FIG™ 4, aspects are illustrated for
thusfad ofeitrresd Yadyiareen sy gvr isssshgd fH ewssecaoobraithepft o
an _enbhodi nent of the .present inventi.qn. As :
Pr RATOSI ) Tes YIS HOY 11y e T Iy pge 4208, system
re YGRS SRtE N GlIdEe I o Rihd NYdIGtd 1se aasRCiaE®  The
with respective computer software application

nodfH s ity TREREK! KT ATt PEXS A ATEIPRA 95 daessaprkilow
a r r .
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410&cqui siti on node 420A, system resource access node

42 and | ock .rel ease no 425C.. The odes of the set
R e e RS BN & O GRS B Frsiaes
exdAAGH iR QA A XY a sy enflefdgyuietaa sS@0uRce HeOworkflow' s

processingsthe wor kfl ow s nmessage 405.1. A second =
nesfEgLadd %05 T2 SROSIYCe S sy e dddei s tiackagcsuisition
noden%terlACFﬂr% !i%tseq“ \@;}eb:t%v%ec&%%%a? .4%f5 .1 at time tO0.
processing nodes, |ncIu§ ng | ock acquisition node
(Th2 @B arsistemf reesewsc 6 sadddss theded 258 sanh ilrdely an

. rel ease node 430B...Th ades .of the second set are
RIS AR dieotba T a WGRFRG SRFOBT ShGRry P F0B
worlKiy e 4ans Hec ludelanee refi ngolkid10w i Al ceERe to the system
processi ng for workflow 410A includes granting .
resQpaIcEsidrd deteddie wogkdystem Fese@oce 4050 2f gespipasive to

the QIS s MRI3AYe AA%11 1S YRR %8 0RO e skl QWS
| ock node 426& |%

acqui sition processi ng S respective
respessaye 4@5shoat 406me e tifiEhé2granting of access is
i'H%%J%%%%%s%in%C %&r&g%k%qow 410A also includes accessing
426A the system resource 450 for the message 405.1 responsive
to the workflow's system resource node 425A processing the
message 405.1. This includes the message 405.1 changing a
certain system state. Since the system resource node 425A is
after the grant node 420A in workflow 410A, and the system
resource 450 is accessed responsive to processing by the
system resource node 425A, the system resource cannot be
acce;ged until after the grant node 420A acquires the lock
402k.for message 405.1.
Likewise, the processing for workflow 410B also includes
accessing 426B the system resource 450 for the message 405.2
responsive to the workflow's system resource node 425B

processing the message 405.2, which also includes the message

405.2 changing a certain system state.



i nstance of a |ock 402x.) Likew se, the processing for
wor kf I ow 410B i ncl udes granting excl usive access to
W0 b®4syasbEm resource 450 for the workfl ow s neEGEEE®03/014190
405. 2 responsive to the workflow s |ock acquisition
node 420B processing its -rgspective nessage 405.2 at
time t2. The processing for workflow 410A al so
i ncl udes accessing 426A the systemresource 450 for
t hehaepsagesdbglivesponki vew 4bOAhelanrkhbmmﬂessyeﬂeasing

resoirce node 425A rogesaln% tge nessag EO
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the grant node 420A in workflow 410A, and the system

mesgagoutfb-450 Lskaweégseahee@p@ﬁgﬁ%engofprowegkaQWb9lOB
alsghgnc?X§ggn}éf3ggr un Ileg%? %% aéggggghéeggzggg system

accesse e gran
resaﬁﬂUéresotbesbﬁﬁklvéoed the wﬁskﬁgew4@516ckerEease,node
t he processing for workflow 410B al so incl udes
43OECE§§§?ﬁ§1E96%h?h@e§§%?%n4?és%urce 450 for the nessage

40§n2théeéﬂeaéimsn£olibﬁswpakéaowhsFﬁ&st@n1Eﬁéoyﬂggt
node 425B processing the nessage 405. 2, ich al so

mesgageudes. ﬂhesnégsagetramsagtchanélﬁgdatbersacﬁnéy@eéﬁage

a0sShalg. (YO 2004/ 0274 2a§§%ég QO§/01§%$080th1% SZQ§es 405.1
procéssing Tor Work Aalso ine es ‘releasrng

andt hesexcl urkvexatcessing of the systesm gesnuvedetdS5bhe system
responsive. to the workflow s | ock rel ease node 430A

re59P66@séﬁHngh%henﬁgéaﬁ%taﬁ% jock| redprialtipg nodes 425A and

425ﬁr9§e§ébB9nE96e“95kéﬁ@“&é&@@&t?'é? tHé'PQ§§e5€L6é5h8§sage s
the exclusive accessing of the system resource 450

tranespbmense tbcchedmngkflo%pskléeereTbnse nbdehe43o08k
Focessin sage 40 t he enbo
acalt PEERO B Prere FF (RE Firef MEREITOREE nng prpnvea

theafifaﬂsaébsa@eX4aad1tﬁecéeQOﬂd ﬂEéSQg@teﬂOEertScéOﬂSO as

the same transaction X. For, both nessages 405.1 and
showpsin Fife &xcFagi 1PFY 3FTLhe’ hreRsBOQFahfal fort e second

mesS¥§ECAYHS5 .2 denies the second message 405.2 access to the
system resource 450 until the lock release node 430A for the
first message 405.1 releases the lock 402x, i.e., the
exclusive accessing, at time tl, since the first message and
the second message are for the same transaction X.

In other words, in the example depicted in FIG. 4A since
the system resource node 425B is after the grant node 420B in
workflow 410B, and the system resource 450 is accessed
responsive to processing by the system resource node 425B, and
sincefmessage 405.1 has acquired the lock 402x before message
405lé , the system resource 450 cannot be accessed for message
405.2 until after the release node 430A releases the lock 402x
at time tl and grant node 420B acqguires the lock 402x for
message 405.2 at time t2. Note that this does not involve
joining the instruction threads, but merely involves the lock

acquisition nodes 420A and 420B both checking for common



resource 450 by the respective | ock acquisition nodes
425A and 425B is responsive to the identity of the
WO e®@poOs6Ye nmessage's transactions. Accor di ngPGT/EPHOK014190

402x Thus, if the lock acquisition node 425A for the
first nessage 405.1 has grahfed the first nessage

405. 1 access to the systemresource 450, as shown in
FIG 4, the | ock acquisition node 425B for the second

tramessagendpsagddenf esomhen secaptiapbssngeands5£foundecessquiring

t he . 450 until the | ock I
and BakoqssRdT bot hBORT FISE NeBsale G0BNT"r Ef eRSRE i nRS
respO6Ki gO2¥%, i.e., the exclusive accessing, at tine tl,

since the first nmessage and the second nessage are
f oRef@er SRgenPYahgabifontX. theofdee WRFWSlovh ¢hea and

X I i d. .t p.F I €.S e €§O0LIY, CEy, ;
4108 208 SudR BLF i Bn R AR EREEE o DR T HRE NI R T Gu B
insddfBe hainghéosydi EfieresoutcenddOtisnactbssetime.

responsjve to processing b he system resource node
SpeGbERC LI BPRRRSReiLhy HPSET: HasCHaRER BUORRD. | GakLe
mes404X betopeiBessad8 tABsAcridhevSySAeRbrasayr €6 4RO

cannot be accessed for nessage 405.2 until after the

embe@ipere pbdeha3nathef cdceiCEq@ | DERCE0OPRe mesppgest £05.1

a g% a n i 4
and s 08 oRhnotar PP BSH ERER LT L O8] i S edEqng messace
4051 vbs vgranbedi agcébhe tostheictyonenhreadsycbutsthebel yhe lock

i nvpl ves the | cqui si ti on ngdes 420A 420B
aCapbT RELRRRING F0r B cOrmor I SgRn oBgagase 2052
indBSIAEEROPY/ 04180 nd7 théE ansaet +ONSas@Nfodkf 480ATPHr the

transactions are found, acquiring and releasing the

firspckredasasef 65t hehednnoheasehistleti ongluse¥ponsroes yng-

ferrj 0 he_s Kf-l 4 :

Thge i %Qszﬁ@%if @E%%%kl%\é flia
Y2108 ar e sﬁomm %ﬁ éW|t he Tes ag%s ﬁo .g and ég e
messdgeéhi 85 . 2 nssapecenbeing fock dd2erent theansmaet toms by their

this . tinge. . Specificallly, ssa 405.1 is .for a
resRRSRLYEL [ BRK LECRN F ok TsRites 40805 Radrbi08, 8 both
prodddNsRGt FOR Meshe§85diNY. 1 OatdiesosMPodiyeatc8Est BBe system
met hod depi cted, since the nessages 405.1
resource 450 at the same time.

In another embodiment (not shown), the exclusivity of the
accessing of the system resouce is independent of identity of
the transaction for a lock acquisition node's message. In
this case, independently of whether the first and second
messages are for different transactions, 1f the lock
acquisition node for the first message has granted the first
message access to the system resource the second message
access is denied access to the system resource by the lock
acqﬁisition node until the lock release node for the first

message releases the exclusive accessing, just as shown in

FIG. 4A where the messages are both for the same transaction.

Referring now to FIG. 5, a computer system 510 is shown that

is generally applicable for the embodiments described. The



and 405.2 are for different transactions, the second
nmessage 405.2 is granted access to the system
wo emansTae2 450 by the | ock acquisition node 42BGI/£P1003/014190
t he second nessage 405.2 independently of whether the
| ock rel ease node 430A for tiBe- first nessage 405.1
has rel eased the exclusive accessing. Thus, as shown,
nessages 405.1 is granted a | ock 402u while nessage
sysden. 81051gcanﬁed a backedB3vy ai5t he vadettiileemeyotlebR0,

respective_ | o ition nodes 420A.and 0B, so
€-9hot pr805§ % %ogzﬁes§a§8§n36§gl sx&C&oééé 'may9- @
mou@@ceﬁsnbhgoiﬁiﬁgglméﬁ%99r§§545@ 8t  t Rensamerll BBskl| Nfloppy
anot her enbodi nent (not shown) , fhe exclusivity of the

dlShec@QsRﬁy oﬁnﬁh@V@ysﬁed1aeééapéaVsdEHdéﬁeﬁ@énha@ﬂng a
di Sﬁg sc e%% tﬂ% tran%%ﬁt 88 ggg gr g%ra%g%Eﬁh%Lg?ﬁgFam

' §Tnessage. thi'é " case, ndepen ent

1nstbactubﬁb awﬁlﬁacamé eessagpseabe b@bcdsbberenﬁ to
transactions, if the lock ach|S|t|on node for the

impd pMERtn¥aEAG8ShEELGAARERASt RE Ri MefhofedBagecardasnse yith

thetﬁﬁeéxﬁke&hbéaeqbﬁe t@%m?@ﬁ@ﬂgs”Eﬁé@QQedagﬁe§§ském 510 are
deni ed access to the systemresource by the |ock

1ntacqgnsﬁtted bydbugnbiD .t ha towkunaéfessensodevioe thet

age rel ease h cIu e, acgess ust
s104h) CRBYnELRC BFCORACUREP o P e Rosdhose. ShBCba A FgFmation

exchBfigéapetiveansagkicen. 51Rehrar bafehodatea EhEtlérsa
conputer ;system 510 is shown that s general
apphi ¥ableUsofTPREIBRBGEI FEAES™deslr FBERS Rh¥aRpety of

for%Q04AHéZﬁéZnBCE/EB%QQ%AQlééﬂButer1§ys§¥ﬁteHb%erame

includes a processor 515, a volatile nenory
compuger Eﬁwtamkeyb@asdaSZSn aIp0€nnenga§e¢ueecsaoPDé,gan

a_nonvo il e nenor 535
enofoatl PEosBy0h) ok EhoESROM - ahtcovD, Tna"s alEpragonc. the
sysdemi 620508 havipyg alsdispbays§§teﬁnruhhmﬁgytﬁéOAandor Linux
535 are for storing ram instructions, which are
opepzbelgabYECEY pRoc §§o @iSaPﬁllFﬁEP@ﬁentiVaFPSGger he

o€ RgEh et S oA 18 MEhAHG! BnasqorHaNgE Wi kha ED€tem 510 and

present 1 nvention. Conponents included in system 510
thegiandows NT operating system. It should be understood that
" the term "computer system" is intended to encompass any device
having a processor that executes instructions from a memory
medium.

The memory medium preferably stores instructions (also
known as a "software program") for implementing wvarious
embodiments of a method in accordance with the present
invention. In various embodiments the one or more software
programs are implemented in various ways, including procedure-
baseaAtechniques, component-based techniques,.and/or object-
oriented techniques, among others. Specific examples include
XML, C, C++, Java and Microsoft Foundation Classes (MFC).

While the present invention has been described in the

context of a software application and a computer system, those

of ordinary skill in the art will appreciate that the



i nterconnected by bus 540. A conmuni cations device
(not shown) may al so be connected to bus 540 to
wepa@plos74snf or mat i on  exchange between system SROT/APZN03/014190
ot her data carriers. In various enbodi nents system 510
takes a variety of forns- iiAcludi ng a persona
conputer system nmainframe conputer system
wor kstation, Internet appliance, PDA, an enbedded
progeeeessof Wwhehpmeseny, iaventianoaseesbpdidentof bigdng
. ste 10_is an LBMRLS 0_system running. the AlLX.
ai s bR g, EelP e o SEAR AR ENE AT ADSTEESEighS n 2
varkBtgnethebrmshand\Whktappki patsenti Snkentiidg appaiesBM
Net Vi sta system 510 and the W ndows NT operating ,
equaydyekPIRrAdRES @théhgnBarsieBdathabre RE Fépral bearing
medﬁQOHEEEQEl?y§E%@ £hS chRLENded A-CRGQMRASS cARY, de¥ERH] es
aving a processor that executes instructions froma
of mempuyernedhdaiblEhaedenninciredeumeppetiebdlel-ryseomesiia such

Lnstructions (als kn as a "s war e _pr.og ') _far
& FLREPRREnE e BPE LS SEns T Rants Rt o ol RO RS ahd
tradef9Edange tpbkhrtie apeastnks GNYeRk10ANd BnkabigOus

enbodi nents the one or nore software prograns are

compypieptAPE LADKEri ous ways, including procedure-
ba?ﬁg beghpiduesy 6eMpARCRt-baned LBERNLANES nadnfken

object- orie t echni ques, anobng others. Spec
preeganplesornpuugeseXVof CllGstrafdva, abdtMier os¢f intended to

Foundati.on C asses, C), while the present inventj.on
be RRHAUREAVHeSET thed I ot hBe EBREBKECBY t8 S0Pt vard ioclosed.
MangPRbHEat toRiand anEGOKRYEBE16)St @A 1t BeSappafredidicBathiose of
skill in the art will appreciate that the WO

ord2paxy05¥aé2 PCTLEP2608/014190 19 processes of the
pr@éePEiEQ¥SEEL°@h@rgmﬁéﬁﬁgéﬁtgfwg§éhghogbﬁt%h@“%%gcéibed

conput er readabl e nediumof instructions in a variety
in ofdéer re badtt kablthe phespnincnpérti ofi &ppl iesention, the

e ualhy regardl ess of the partjcul ar, type qf signal .
prag Qs aPRLAFa taBhaarTy HGea e aPFy ba: Sthgratnary skill
in €dhst akbutbolinabxamphasthefl iseaRYteh .M egdahbasmedhar

i ncl ude recordabl e-type nmedi a such ,
embodiments having various modifications may be suited to a
particular use contemplated, but may be within the scope of
the present invention. Moreover, it should be understood that
the actions in the following claims do not necessarily have to

be performed in the particular sequence in which they are set

out.



a floppy disc, a hard disk drive, a RAM and CD- ROVs
and transm ssion-type nedia such as digital and
wa@eakosr46zonmuni cati ons |inks. The descri pti onP@f/EP1ve3/014190

present enbodi nent has been presented for purposes of

illustration, but is not rFnkénded to be exhaustive or

tolimt the invention to the formdisclosed. Many

nodi fications and variations will be apparent to those

of ordinary skill in thdatI M reiterate, the

enbodi nents were chosen and described in order to

best explain the principles of the invention, the

practi gahegppli €ati RANaghtlgt Aeepabbef dber swhkrein messages

ordinary skill in the art to understand the
maYlh@eﬁFPéﬁSSQQrF@H§u6Fﬁ€F1@n§ﬁd%ﬁ§ﬁ¥§°Eé@Pﬁga§§PFéé§ed with
resgeétibgaabﬂﬁat@ysgm Lbedph9ifar PBh! LEULBLSHAS nodes, the

ontenpl ated, bu ? I n t e scope O t he
methoésentprngengi on. Nbreover it should be understood

that the,actions thefollmmng h g E ‘

neRBESSEPPLHIhav lFS BESpaPfor¥ed Fﬁr? eSBhr PEcapgFructions
ass58gHeRgewk BhWai ehrkheyear 8£Sgtocoytinfha3B8084/ 05%4620des of

PCT/ EP2003/ 014190 - 20 CL Al MS 1. A nethod for
thengpbgPR§NAESBRGECPPBRE L aAet i A WBskhgey dmaynpeg a sequence
forpé%sagsgngoewcqsmckx stlméggg§étogﬁ gassociated wth

spective conputer software I cation processing
noﬁesceshengnathedondnmessagg bpraceesong aet|o§t

., _hessa ge by a flrs% g oé nstrucé ons SS0C 3

insErpRELOPFr 8P S8EE26FApFHE séiﬁﬁcﬂﬁ gt R 8688§589n9 nodes

inttheosRbcbelngni At RpeRANERHT efhéne @nWohkh| G¥rdel bikngnalude
sequence for processing the workflow s nmessage; and

at b?@@és§?ﬁ@eﬁté§@0ﬁ@chE§§§§éSb91@nse%bﬁﬁe§efeépurce access
and'Tgéﬁuféigggeaﬁgegkatggd“&ﬁg §8§9an§0$ﬁ?rgafh a workflow

processi ng nodes I ht er connec In a
inciWhéestn such workflows include at |east respective
logkagggggséké?uéi%gsggggggsggrgesgggggsresource for the
workflow's respective message responsive to the workiflow's
lock acquisition node processing its respective message;
accessing the system resource for the message responsive
to the workflow's system resource node processing the message,
wherein the accessing of the resource for the message includes
changing a certain system state; and
releasing the exclusive accessing of the system resource

responsive to the workflow's lock release node processing the

message.

“2. The method oﬁ claim 1, wherein the second workflow is

a second instance of the first workflow.

3. The method of claim 1, the first and second messages
being for transactions and the exclusivity of the access being

further responsive to identity of the transaction for the lock



and | ock rel ease nodes, and the processing for such a
wor kfl ow i ncludes: granting exclusive access to a
weyeiesidsesource for the workflow s respecti VECTYERBa@14190
responsive to the morkflom[s2llpck acqui sition node
processing its respective nessage; accessing the
systemresource for the nessage responsive to the
acherfd QW s, ¥stemd C&adE Procasal N Pe cquisition
nessage, erel n the accessing of the resource For
nodehef are ey ef i et udessagdh g npraan ot ttdian Siisd e rmesd sd e
and rel easing the excl usive accessi.ng. of the system
2CTRR Ut & 1% ORI VR T BTR T W RS G TR T Rdie Steps
of :node processing the nessage. 2. The nmethod of claim
1, wherein the second workflowis a second instance
of deiwimg dthensredansivnessapife Jataasd tof @iqissten leesource
fi,r st S I ' f [ ctions .
by i AR SRR 28 (] FeqdfREANS HEh cne
lodkespdrsisee ricld dent ithe dfirdte Mgsanrsec ddredss thee l@aKlusive
WO 2004/ 057462 PCT/ EP20Q3/014190 - 21 acquisition
ACHTTF Y SRS S Wifer's! F1S TS Q8 SaGfuidtd itdie srsRnd
medsdigd M ifd sormssagafas Hraad dde fid st nessage
access to the systemresource the nethod conprises the
st eFRNtaNg ddigy i9RF Atk RESEHUE AESSEge tac ddss IS ttdme resource
byfﬁﬁgfi IETUL &5 )lélﬁ%déxggfﬂ§%lfgéeéﬁh ‘éﬂ%gé” the
second Tmessa e_unlq the - I'ock 76l éase node Tof° T he
indepesidemrdsages méleadras tihe Iood tsilvRdsaereksifiy; the first
responsive to the first ssage and the second nessage
- MeSFEGTy PPeT HHESSTe e Soive A& SGeAmd ng IRensIve to
theSEGANE MRISAGR WLEThd SIS KRIRNSLIUNEE 14V dierent
| ock acquisition node for the second nessage
trapsgsyarvdent |y of whether the |ock 'rel ease node for
the first nessage has rel eased the excl usive
accessing, responsive to the first nessage and the
sedand Ties segddieiofy fadraich fif er@lt first and second messages

being for a transaction and the exclusivity of the access
being independent of identity of the transaction for the lock
acquisition node's message, wherein independently of whether
the first and second messages are for different transactions,
if the lock acquisition node for the first message has granted
the first message access to the system resource the method
comprises the step of:

denying the second message access to the system resource
by the lock acqguisition node for the second message until the
lock yelease node for the first message releases the exclusive

accessing.

5. The method of claim 1, wherein the messages are for

financial transactions.



transactions. 4. The nethod of claim1, the first and

second nessages being for a transaction and the
wexokosiswity of the access being i ndependent BPET/EP2003/014190

identity of the transaction for the lock acquisition

node's nessage, wherein i rdeperdently of whether the

first and second nessages are for different

transactions, if the lock acquisition node for the

filbst mbeesagehods odr aiten 1t hghtresh frbesagesagesssreo for

the systemresource the nethod conprises the step of:
TeSEENGTHG t & 2EEEGhd “MSssage access to the system

resource by the | ock acquisition node for the second

message until the |ock release node for the first

medsag8heemesbed ohecdrémudi vehegeéBsshrgmessapigs are for

f._clai rein the nessages are for
g TR &=

PCT/ EP2003/ 014190 - 22 6. The nmethod of claim1,
wherein the nes%%%es are.for reser [

L1 Eneabt PARS S0 LoInBARERIBE BESSPEFME LoVRnEPERR imBessages

may"BeS 3¢S edked ebnceFeHRlGabOAnkE20s8ebhansissBcifited with
system for managi ng nessage fl ows wherein nessages

respgytheeprorpysed conctwprenePylbgarasnr pEpcessing nodes, the

Sys%%%$%£%%§q8@k h respective conputer software
appl i'cati on processi ng nodes., the system conpri sing:

a pr oeeseksBdngnuhita nmenory unit operatively coupl ed

to the processin% unit . aid haviag certa%n : .

i n&t PEEPFENEDESr OPREA51-EELY s 6PIPHAGr EPn PR PTRFESELEG, Untt
and! BaQRekabkerhesPensi¥act9ohbereer LakNpkBebkUeh, ORBerk@n the

perform steps conprising: processing a first nmessage
progpsgoki Ast operabfie HesPQErigRs toashecraredini tRsgructions

i e pr i.ng _nodes, the nodes of the set
to %Sﬁﬁérﬁn 5% gnﬁgggzgsﬁ%gé wor kf | ow path defining a

processing a first message by a first set of instructions
associated with a first set of processing nodes, the nodes of
the set being interconnected in a workflow path defining a
sequence for processing the workflow's message; and

processing a second message by a second set of
instructions associated with a second set of interconnected
processing nodes interconnected in a workflow, wherein such
workflows include at least respective lock acquisition, system
resource access and lock release nodes, and the processing for
by such a workflow includes:

" granting exclusive access to a system resource
exclusively for the workflow's respective message responsive
to Eﬁe workflow's lock acquisition node processing its
respective message; .

accessing the system resource for the message responsive
to the workflow's system resource node processing the message,
wherein the accessing of the resource for the message includes

changing a certain system state; and



sequence for processing the workflow s nessage; and
processi ng a second nessage by a second set of
WO p@ismbt ons associ ated with a second set of PCT/EP2003/014190
i nterconnected processing nodes interconnected in a
wor kf | ow, wherein such workBl ews include at |east
respective |l ock acquisition, system resource access
and | ock rel ease nodes, and the processing for by
sucklearonkf tbe enclugdye Qpaﬁﬁﬁngge@élG@ﬁv@y§@@€sgeﬁ@urce
res on%%%%”‘re%%ur %rk%ﬁ%luglﬁg %ﬁe%g% W%%?fg?gc ssing the
Fe especti ve message respon3|ve € Work Sck
meSQQQQISItIOH node processing its respective nessage;
accessing the systemresource for the nessage
responsive to the workflow s systemresource node
Pr gcesghng st he AP332g8aimMBer Gha LhE 26eeseRALL RS 10w is
resource fof the messagé includes changing a certain
a ssygshdmistsabececand WDe2G04505%46RLPET/. EP2003/ 014190 -
23 releasing the exclusive accessing of the system
resource responsive to the workflow s | ock rel ease
node .pr @gessiB@ethef messages, 9thEh€isyst amdokeeloaidm
8, wherein the second workflow is a second instance
mesgrIeRe PRILAGL LRET KFPBRACESONThangy ShenrEr Luparmty, ofhéhe

acc%ﬁ%sbeéﬁg sgeendy ?EEB@Q%%erkBQ1ﬁ85t%E§”%%CEh%”%r%%@action
t t he Fther

e exclusivity of access being
forrebpoﬂsckeatqundenubnynoﬂefhemESaasactWhareﬁuriﬁhﬁhe lock

ac UISItI nn wher ei n
acayd g raPR BRORodBT! Bh% RATFL, DEShabeabachas gran: 60% first
mes%hbétacﬁé§§a§© aseesgstemt hessyustenthesauepe thapstieps
conprise: denying the second nessage access to the .

sy SeBiings bifc 8°CB)dt RESEBER 8E6GFSI EPofNRoG¥SEER FREOUTCe
by ?ﬁ%oﬁgcﬁeaéag§sﬁﬂﬁbh hBae ESQKtB%'EeéSnﬁoﬁ%ségg BEtil the

I rst nessage rel eases the exclusive accessi ng,
1ockesp@aaseenbdetﬁerfthstfnesSagesaadethelseseﬁdthessagéusive
accgggg gfoEeEBSnéﬁgg Eragﬁac%aggt message and the second
message being for the same transaction; and

granting the second message access to the system resource
by the lock acquisition node for the second message
independently of whether the lock release node for the first
message has released the exclusive accessing, responsive to
the first message and the second message being for different

transactions.

11. The system of claim 8, the first and second
messages being for a transaction and the exclusivity of the
accéés being independgnt of identity of the transaction for
the lock acquisition node's message, wherein independently of
whether the first and second messages are for different
transactions, if the lock acquisition node for the first
message has granted the first message access to the system

resource the steps comprise:



granting the second nessage access to the system

resource by the |l ock acquisition node for the-second
woremsagEe2 i ndependent |y of whether the | ock rePEBER2003/014190

node for the first nessage has rel eased the exclusive

accessing, responsive to “tRé& first nessage and the

second nessage being for different transactions. 11.

The systemof claim@8, the first and second nessages

beﬁﬁEYFBG Eh?rﬁﬁgaﬁéiBﬁséﬁaetﬁécéﬁﬁlEgiQP?ySXFt?Weresource
by 266€$8cReLAgy BdePEAdRREOkokdeAL E¥cBhal RBssage until the

transaction"for the |lock acquisition node' s nessage,
locheeékasendegentient Eheof irshenhesaghereélessesntheeesndusive

messages are for different transactions, if the |ock
acCHBgalr¥iti on node for the first message has granted

the first nmessage access to the system resource the

steps conprise: WO 2004/ 057462 PCT/ EP2003/ 014190 - 24

dehyi ngThReS¥8EBNdOfeSsad® Accubsrednt hRespseeppes are for
FinbBaQUR CEL o RY EQﬁth?k acqui sition node for the second

nessage untl? the | ock rel ease node for the first

nessage rel eases the exclusive accessing. 12. The

system claim8, erein_the ssages, are for

7Y Ranc: Shervantan:; Bt Tain' Oy VERRRER bR Crafhnges are for
res¥b@hael Bnt bLalBSEBPEEsare for reservation .

transactions. 14. The nethod of claim8, wherein the

‘messages are for conmunication transactions. 15.

5

Conput e r i £h ram aps.t

oot oot AR el NSe TR, Sbohrdaay wih an or (s o

comphainmgtiont borddsawhiéonshe programis executed in a
conmput er system 16. Conputer program according to
claim15 stored on a conputer readable nedium

15. Computer Program with program code means to perform
the steps of the method in accordance with any of the claims 1

to 14, when the program is executed in a computer system.

16. Computer program according to claim 15 stored on a

computer readable medium.



