-1- METHOD AND SYSTEM FOR DETECTI NG MOBI LE DEVI CE POSI TI ON | NFORMATI'ON
FRAUD The subject of the present invention relates to a 5 '
system for authenticating the GNSS. position, GNSS bei ng an wmaﬂwﬁﬂmﬁﬂnving
fromthe expression "G obal Navigation-%atellite Systens", '
‘el ement or device. It ainms to detect, not jamm ng, but- spoefing“tttHe——

frel B of road BT Hip Ssvche R nizeOlihd AR e SEFIG WP fnop the
geol ocat ed roNi t or | ng or pay menINEPERMARION FRAHDnpbi | e el enent corresponds,

for exanple, to a person 15 or an animal, a vehicle or even any object. The
nobi | eel ectroni ¢ term nal st hati npl enent applications reqri ring information

concerni ng thefr Aphital Bsi PFERBonprP¥E heaRs Fora2ksti neti iy 20
their positimatlasdacandat el y sasstpassi bbe. kathehtscasahel | ithe gemiggati on

systens are conmpnly us t hese systens_being designated by the acronym
s, An exabtarnr e GRS o BEEnTY f her oy o T B s 2t o
d obal Positéspirags Byst EmloRs 1The vigaggan ySafe bbsti¢ i Spstiermsd, staforsy

requirement hn,a) PosiibROLNg PPl AL EON that dseridd caleddom a dggal
poi nt of view (pay-per-use system Insurance, parking and road network
not ably), orl&Ha¥ci AV apFPCOALREn 8BRE el B IR ‘©hr &el 8t TN4Y)S j ust  as

i(n ankarmj i fcaaé@ﬂitiam iaS’lcprji}tJ]_bEﬁ%Sf r @rt hex ahepPi o Otfhéeffgéiltiﬁ &f goods
tracki ng of _containers user _saf et riving, assi stance). The

equi prrent  usB@3fh glyogtoé)%ayt’haltlr?%l gﬁgﬁget h?%g{ yﬁgsgfeme?pp%r'ﬁ%afsc?ona%fe
usual Iy i nviothbdlegantooseegdenanttopimunprapspnentangsteiowever, the radio
link with the satellites is an open and vul nerabl e signal, unless to

t hese markets because of the broadcasting and the nanagenent of the access
keys. It is RoRebgdentlprsedsi e o hronf @6opErEPLGe Serd Person

15 or an animal, a vehicle or even any object.

The mobile electronic terminals that implement
applications requiring information concerning their
geographical position comprise means for estimating

20 their position as accurately as possible. For this,
satellite geolocation systems are commonly used, these
systems being designated by the acronym GNSS. An
example of a GNSS system 1is the GPS system, GPS
standing for Global Positioning System.

25
The integrity of positions is a strong requirement in a
positioning application that is critical from a legal
point of view (pay-per-use system: insurance, parking
and road network notably), or a judicial application
30 (electronic bracelet or tag) just as in an application

that 1is critical from the viewpoint of security of
goods (tracking of containers), user safety (driving

assistance).

35 The equipment used in systems that implement this type
of application are usually inviolable and use secure
communication means. However, the radio link with the

satellites 1is an open and vulnerable signal, unless
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5 o0r anill-intentioned person to induce false positions in a receiver,
even wWithout interfering in the onboard unit (OBU), and to do so with

i nexpensi ve equi prent of receiver-regenerator type, covering the antenna of
the receiver, that is also easy to set_ surreptitiously. 10 Contrary to
‘t he equi pnent of janming or of spoofing emitting on a zone, attacking the
service to the users in this zone, such devices affect only a receiver,
that of the tsonthespematkessuseecandee ofr tlss baoagicastingatard eshean be

i mpl enent ed pjgh KRR & HHRINRRIAI Ok 10 i nject a GNSS signal
corresponding to the desired trajectory to bypass the application: for
exanple, to avoid the generation of an alert in nonitoring equi pnment, such
aﬁ thehelzgctl_rtoni@lEdsﬁgélqﬁép@nyt pesehang rﬂbzﬁ‘?@ﬂhépt—éb@ﬁéfﬁdéby mﬁhrp?ssage
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positioning 1Th a paying area (parking, town centre). The checking of the
oper ati on ofreadfd iashi keFenafia HentyYPs  geHeringt i s c antensa f‘i’&egh& mobi | e
control poi iespeiWhere tihe: COBShIkeN@asy tdess Ghakarieptienbusils .checked
a posteriori_w.th the registratiagn details of the observed vehicl.es. Fraud
equi prmehf caﬁ?%@dfybetaeg‘?}é%e&%pﬁ‘@n& I%?‘ut FAMHEE e O heRks SPPPE 1HSsi ti on
bei ng publ i sheicttihgush &qubpsentatyckicenttlsd | gev 5es vioe thef fuseiral
information for_,the 35 points that. i o] are : users, for
the nobile plopl‘ ntthsl)sf “BiFfefen gn% h%%g %%?ggﬁeé ? ggt %eelaééys%?fétgﬁlgé of the
posi tion estdfimttihms mm-edoperathive corssinst edorecarbe lessck smplex

moni toring the Aheoldl et K&l ahbYemsht€A0ER af AR i3S Sig@RhS tr bY
conpari son wth secondary 5 sources such as notion sensors,” or the

measur eABnt %7 SRREFLr fi GNSP gl alTheCEBREPIRERRY &° t hRe meleSdt&ent s can
al so be cheaked;dvtdisy Ngodigidadls tehé 0abpd itaehbnguesomotrlylenakld ng 10
the termnals to locate the transmtters of a etv;é)rk. Thi s t.echni %ge IS

of ten referrBPIY akPCva@&F GG . Ah eREnpl t h&™ nﬂ\oéﬂg:rﬂxéﬂ n of

di gital tattepiignerst di soladsedhs n tthee pteeritrcapp | dataaeiadD 2009/0@7133. 15
Mor eover, th { ng e i appl. caty ons po Wn

anti -tarrperi%ﬁpi%gict?g%n%ashgggyegﬁdt hgg%e%#?ngpg%gtaﬁg ei%%an@es, on

t he proRéctivrtwial hdodaca dm ghawnt PeY-LeenmapPrRdcasdess,s and t de &hicl e.
20 Such net hpds) ar & iMAnitAese daxs 4@k emant @dskbBvbbo . avahd aklyeceaigrer ci al
receivers. For sone, they assune a significant_cost resulting fromredesign
work at the @ PIRe tahdrBess R IFFVERS AR Wark FEvErntily S cul ar,
redesi gni ng ithepdds bioOrcd ecedv@rsuch theuds. consunmer market represents a
significant cost and | eadtinme. O her nethods presuppose the addition of
sensors in the nobile equipnent:inertial units such as described in the
appl i catson R 100458831 medsureiment sflutaibof risgudresedi gmal pagrsage

i nformation cel Lt 0 WK, £ OF ¢ einag dessribeddn the
application @%%%4%0&H%E{el?§a?§%tﬁot gL%r anteed a dlgogg%s??cgtbed. at t acks
can at |east (pawkinglyteoWnciaanimet-hefe Tkheckead rpf erBAt QPBREIRE present
invention, ugtikegetPenexistLhdipReheacBesonai Ghagarenialhyy eaifiaddie 35
addi tion of secondary position Information, or nore soghl Sti cat_ed _si gnal
processi ng i t HEPEARSCPBEERLI SIS oS tBe uSeRFRSTRAFYr Mt iBIF
suppl i edoby ¢hergiagi veventof exi sthagkeydpea wigdsauelrirequi mindt t htheuse
registration details of the observed vehicles. Fraud
equipment can also be designed to be silent in these
checks, its position being published to such equipment
by a centralized service (official information for the
35 points that are fixed or shared by the users, for the

mobile points).



of other sensors, in the case of normal operation of the device. Thi

met hod i s based on col |l aborati on between receivers via a centralized

infrastructure for exanple. 5 No hypothesis is made on the prelimnary

functioni ng

‘suppose that proportion of

of a receiver in normal nngg3w4thout attack, but we shal

S

receivers subject to cheating is enough weak so
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Moreover, the securing of the 1location applications
presupposes known anti-tampering protection measures,
on the securing of the exchanges, on the protection of

the data originating from other sensors in the vehicle.

Such methods are not these days implemented in the
available commercial receivers. For some, they assume a
significant cost resulting from redesign work at the
chip level and/or at the driver software 1level. 1In
particular, redesigning the chip for receivers on the
consumer market represents a significant cost and
leadtime. Other methods presuppose the addition of
sensors in the mobile equipment:inertial units such as
described in the application FR 1000588, measurement of
radiofrequency signals or information of the cellular
network, for example, as described in the application
FR 0807400. They are not guaranteed and sophisticated
attacks can at least partially circumvent them.

The idea implemented by the present invention, unlike
the existing approaches which generally require the
addition of secondary position information, or more
sophisticated signal processing in the GNSS reception,
is notably to use the information supplied by the

receivers, of existing type, without requiring the use
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- 5 - potentially inpacted by falsified signals, this nethod being
chatacterized in that it conprises, in conbination, at |east the foll ow ng
st eps: determ ning at | east one datum associated with 5the
position P1 of a GNSS receiver, i, Transmtting and storing said data,

‘aggregating a nunber of data associated with the position of a nunber of

GN\SS receivers belonging to a set Ech(Pi), on a size of sanple and a 10

period of tiafe stheri sensergi.ven t RhesHHss, of o BRI PeTYhi PR c it

Zt atistical tdﬁet?déﬁtcé.s GHAIAC hRIUHId C O%@,-f Hageaut bent ice13a@edat ion )
eterm ning at | east one, consistency indicator |c(Pi o aring the
first data RIOMESH HECIEVHHT hVLai d‘yrcé%tﬁ/azil?e%nén%%ésgéﬁFggg?e(fo%at a
obt ai ned frardnigleset Ech of receivers k, on an interval of tinme including
at least_a position Pi (t), authenticating the position Pi of said nobile

20 el emeRt by using one or nore of said consistency indicators Ic(Pi) in an
aut henti ci t Waldrypotdresimcis onade on thespralindpiaciyodusttiicadadowibehal f

of the user of this LECelVEr ha12hdRIafdhde POshdk ONpPL. &5 sThe 1

aggregation and i ndicator conputation steps are perforned, for exanple, in
a central i zeRR8Ae FhAked BIPROTORTUNI €4t | FFTFMNTK t BUBAFAT notid e
el ements. 3QHGCOIEH Nk tonsuylRr vedlk s6ethgyr egatieniend dadecatbor be

conput ation steps ar rformed within sai bi.l e. el enents _|ink t oget her
and f or APng kﬁdﬁett'\/\or‘%&%bl | DY ngﬂﬁgif)ri ﬁtgﬁgggdof i st ebutpé)c?sclgj Sut ati on.
35 To aut herdeciatees tdie gpasdfiiron. Pi (t) of a nobile el ement the consistency

indicator Ic(Pl) is, for instance, conputed on the basis of the strength

Sk(n, t) of signal received by the receiver k, by considering the - 6 -
The receiver installed on a mobile vehicle collects the

GNSS position information and transmits it to an
15 authentication module which combines and consolidates
this information in a current and historical base, and
computes confidence indicators on the measured
trajectories from which a probability of fraud can be
-estimated, indicators which are based on:
20 e the quality of the signal received from a satellite,
in a given area: the signal/noise density ratio, or
C/NO (carrier-to-noise density ratio), the |user
differential range error, better known by the acronym
UDRE, or the global position quality: position
25 uncertainty,
e the signal quality compared to the history in this
place,
e the azimuth, the elevation of the satellites seen
compared to the historical map, and/or
30 e the associated cell in which a receiver may be

located in a communication network.

The invention relates to a method for authenticating
the position P;(t) of a mobile element, a mobile element
35 comprising at least one GNSS receiver, i, having a
function for estimating the position P;(t) of this
mobile element, from said signals "authentic" of the

constellation GNSS, the aforementioned receiver being



receivers k in the vicinity of the receiver 1, arranged at a range |ess
than e, at the instant (tk), with tk - t < At, and At, s being paraneters
of said consistency indicator, in which n is the pseudo range nunber (PRN)
S5 of a satellite in sight of the receivefs. According to a variant to

aut henticate the position Pi(t) of a nobile elenent, according to a
measurement 10 associated with a satellite n, the nmethod uses a set of
sanpl es obt At@nticdmhy HRreree abyYpdsalisidiedhazstgniks whtBhst MEHHES ti on Pk
n cat o8 by LA azi T e ovat] o DA1 001 L k- 18 Surr e ontly ol

i ndi cate y e azimth, elevatio r..ao(t is sufficient cl ose
15t0 P1(t) HAPFRATION Acdrhty t(r}bé)zai%‘?/]agrc? gt%teﬁﬁ henti cate t%e posi tion
Pi(t) of a nobil & elevemiiniagroadi Ngdsx aogéoliaEtumasssecietadi ng tho al l

the satellites see t he net.hod us e f. |l gs froma historical
posi ti oné base, fo&%ipcqr?”%leorbo%i t%i%o% é%sgt Ete%gl?’%g?aﬁt’ t'" is sufficiently
close to Pi(t). e TrRmwnittiry@elatiorind gpidotaexanpl e, conprises, 25

combimng at leay Jiadge M N9 SRPSE of NEAEANaLEUEL hRRAOL i HTRhe
visibility of a satell]te based on reports of positions of the receivers k
stored in a databagesition of a numbey| 9§ SN§F ERESVEEFE HCBHUY in
order to 30determ n& t he gensiscn (@d ,t henber deize' thie camplleatand of the
probabi ity estimte of %i ngi Eg a satellite n at.a o%'ti on Ii as @
functiof%f the aziRfkHPdi PectiBR SUPS H i 'ch %,lv?lgr g‘ﬁegsgu#ﬁt’i S as to
the uncertainty of d¢beaidbdiar estgoiflcannd <tate girictzelbi Katy ptRrt 1€ ), as a

consi stency | ndi cal g ks deduced. S PUADERG READADI L1 da £t Mt es for each

e determining at least one consistency indicator
Ic(Pi), by comparing the first data associated
15 with said receiver i and the aggregated data
obtained from the set Ech of receivers k, on an
interval of time including at least a position P;
(),
e authenticating the position P; of said mobile
20 element by using one or more of said consistency
indicators Ic(P;) in an authenticity decision
function or to raise a suspicion of fraud on
behalf of the user of this receiver i, as
regards the position Pi.
25
The aggregation and indicator computation steps are
performed, for example, in a centralized device linked

by a communication network to said mobile elements.

30 According to a variant the aggregation and indicator
computation steps are performed within said mobile
elements linked together and forming a network,

following the principles of distributed computation.

35 To authenticate the position P;(t) of a mobile element
the consistency indicator Ic(P;) 1is, for instance,
computed on the basis of the strength Sx(n, t) of signal

received by the receiver k, by considering the



card({n}), in which {n} is the set of the visible satellite nunbers
repbrted by the receiver i. According to a variant the nethod constructs a
table of 5 network cells based on the reports of the historical positions
Xh stored in the database and of contingent information supplied by the
communi cation network such as the cell identity Cell-Id in a nobile
cellular network and in that it determ nes, as indicator of 10 consi stency
“bet ween theﬁﬁﬂﬁﬂ%ﬁﬁ?zhuiﬁfﬁh@xﬁﬁﬁ%ﬁ&%yp@glFh@anFelﬁeFaﬁgeaﬁ%ﬁﬁﬂ@dbetween

Pl and the aggregaish Psdd |hen ) and dre thadtdde UGS, aatdjenticity
function, the value of the p robabllltzﬁthat the cell Hg ported for the
t

target receivefti15306t rdspoRdLaIEE HBAFIEFERER BIY) SHHCt FONSARHPEEch(Pi )
whi ch servesms dstfoar enoe wisithensatls afhd hesuss t range shamedrf dPRN)i s cel | .

Met hod uses, for e X8 t.he ne ur & d the d. on 20 of authenticity
in feedb ckooéatr?ea g&el% on osflgt e sa%pe S cecl§$e El’ng to a variant said
nmet hod uses a data filtering nmechani smexcludi ng any past and future datum
25 concerning the termnal of a user for which at |east a suspicion of

fraud is raised. Method uses, for exanple, an obsol escence nmechanismin
whi ch the dACETTSHIghi ER the V@AY ugde aﬁHtH?PF%??tﬁréﬂSD FosilhiioRed by

age ?rg flel :ﬁh qdé f [&ﬂn shewdpase, té’l/exﬁé%@b' b&ﬁﬁﬂ@lﬁ@s&lcﬁséﬁlﬂ@?sﬂﬁehﬁhtal

adapt e o] e datum _said criter ei ng chosen the follo i st:

t he codeé? qwﬁ%%ﬂFl%ﬁQQNﬂﬁﬁb ?éh%F%r% dEP%t@ﬁLégaLBﬁe?hé S&tel %lte nis
t he subjectsﬁmpﬂdmnobtaahe@nfbymthe nastoelcadt wysitions Base, th@.globa
quality, un ilidy.d e e t he
constellatlgﬁ{ ﬁﬂﬂs dp (iélas%%@??ét%gv#g%b? gﬂaa?a are del et ed
when 5 the tpmu Dmén;tp@@bnngof ndiheat satelbguenay éﬁdﬂﬁét§§rré0§pl &€ to
within s i s AhOKRIAN ODSELVEGn! bkl RaRd t Ryeshol durricienthy ealdsedata are

del et ed when the positive sgoo i ng |nd|cator frequency on sane cell is
15 to P, (t) and ab

According to a variant to authenticate the position
P.(t) of a mobile element, according to a global measure
relating to all the satellites seen, the method uses a

20 set of samples from a historical positions base, for
which the position Px at the instant t' is sufficiently
close to P;(t).

The data aggregation step, for example, comprises,
25 combining at least the following steps:
ethe construction of a map of visibility of a
satellite based on reports of positions of the
receivers k stored in a database,
eanalysis of the cloud of points in order to
30 determine the density and the border,
ethe computation of the probability estimate of
finding a satellite n at a position Py as a
function of the azimuth direction o, elevation 0,
for an assumption as to the uncertainty of the
35 direction §, and
ethe probability p(P;, {n}), as a consistency
indicator is deduced from these probability

estimates for each satellite PRN n, with Ngix =



10above an observed |ikelihood threshold, any datumis del eted when an age
limt is reached, or any other criterion characterizing the possible

obsol escence of the datum 15 Method uses, for exanple, a data filtering
mechani sm excl udi ng any past and future fdata relating to a place on which
‘the false alarmrate exceeds a defined threshold. 20 The invention al so
relates to a systemfor authenticating the position Pi gt) of a nobile

el enent, a nobi | e calrshdm} Jooripy ivdiigh atn) ebst theeseNsstr &bei vésible havi ng
a function for estdjfRhiingd hRmpRsid bk dd o2y Addesivambiil e el enent,

characterized in that it conprises at least the followng elenents: a
| ocati on and broadcasting device suitable for determ ning the position

and/ or the gspeeddiha vk | vael @ientiaadhethoanashstiragthi al eadlieont 30
information tgo a position server responsible for storjin nd/ or_.usi.ng said
i nf or mat Pon,PeRY eF?L?soia(ﬁﬁéis ﬂﬁv&&ﬁiﬁﬁpg?ﬁﬁalo t#’%‘%s EESE 655 La
constell ati qmsx_:iﬂ;isntsellcht esoaed aimobhégdaa@baﬁbcamd)notrazmmem,t 35 a
database conti g (& eLense; 48! By 0l NAdth SN LNCRECLBER! Weich 2
no - - a nod

processi ng ul'e execut a data“aggregation process,. ul e
for determ mshg téensicefléncydpRbiLEHt oFslhhFéh eceé vapkddien, ceHd UdRSS

posi tion valgasiand Ghem the base, it deteidduks, f 045 detatiddwbsugFect data
O oS! hons Ol i & et hef LR oS Ad svantsaa gl (he
position Py, a range metric between Py and the
aggregated positions Xh and in that it uses, as
authenticity function, the value of the probability
that the cell reported for the target receiver
15 corresponds to the position P;) and the sample E(P1)
which serves as reference is the set of the positions
stored for this cell.

Method uses, for example, the measure and the decision
20 of authenticity in feedback on the selection of the

sample.

According to a variant said method uses a data
filtering mechanism excluding any past and future datum
25 concerning the terminal of a user for which at least a

suspicion of fraud is raised.

Method uses, for example, an obsolescence mechanism in

which the data for which the exactitude and utility are

30 diminished by age are deleted from the base, by

establishing obsolescence criteria adapted to the

datum, said criteria being chosen from the following
list:

e the code quality, strength, UDRE data are deleted

35 when the satellite n 1is the subject of a

notification by the control authority,



an illustrative and nonlimting exanple wth appended 10 figures which
represent: Figure 1, an exanple of a systemfor |ocating a nobile device,

such as a vehicle, by satellite, Figure 2, a diagram of the various

el ements involved in the method and the gystem according to the
‘15invention, Figure 3, an illustration of the space-tine vicinity of a
point Pl, Figured4,an illustration ofthesatellite orientation and of the

definition maskienghe2091ehalr quslisymapnaassraingy t andz iavaiitd alpdd iélvevat i on

of visibility atgapohpt, adidlE fhehheHBasunLerRl 20 changest ke cl oud

observed, Figure 7, an illustration of the spatial vicinity and

25orientation f(S“rOda?-fsJﬁdel lite observation at a point PI, and Figure 8, a

representati on of thecekhteetonst rutdilom iopoldagy 30eTadsluted, when

generi ca%ly, thet net hod ., accor di ng?,\#o the i veﬁ:ti on_for authenti c%thieng t he

GNSS posPtion of BE mBBPLETYSYI T 1RDut IS eESGREE EY LB edbiTd

posi tion source,saaned lpylarss ngtd hewatkbhnt eet uke ohbbhe r evei vissroed ent |y

used, consists rl‘?ﬁ‘]?etﬁ.l:%dcﬁi [ 8@ Mg i ng the tenporal consistency and/or the
the p

spatial consistency o ositioni'ng information transferred between a
number of users.® thelpceld g@adal Pl eseiedogh &hatpl &heF PeEAGR of a
nmobi | e el ement hdurisiy eihii eatbhe mdilen@) eprnteei Ramabl €e1D he a
vehicle. The | ocation system conprjses,..onb ard%gie vehicle 10, a location
and broafcast i ng*RRXA PLILING] &t ‘?%?d'éilﬁ ©ldntended to deternmine
t he position and/ amyt hedspeed D adeedtede ahdnt oahr angei t ltimis | dsati on
information to areoaocgl té on server 3 responsible for storing it and/or using
it. The | ocation and br'oadcast i ng devi ce conprises a receiver 4 10 of GNSS
(d obal Navi gat i*®orp1Sat @lnlyi t eoSheren crigemien suBRzZRCELIGRE M olfdle

Posi tioni ng Syst sTEEEI M1 dd AN tded hy @%&Qﬂst el lation of satellites -

5a, 5b and a nobile comuni cation transcel ver

15
Method usesg, for example, a data filtering mechanism
excluding any past and future data relating to a place
on which the false alarm rate exceeds a defined
threshold.

20

The invention also relates to a system for

authenticating the position P;(t) of a mobile element, a

mobile element comprising at least one GNSS receiver,

k, having a function for estimating the position P; (t)

25 of this mobile element, characterized in that it
comprises at least the following elements:

e a location and broadcasting device suitable for
determining the position and/or the speed of a mobile
element and for transmitting this location

30 information to a position server responsible for
storing and/or using said information,

e a receiver of GNSS navigation signals transmitted by
a constellation of satellites and a mobile
communication transceiver,

35 e a database containing reference data originating from
these receivers,

e a processing module executing a data aggregation

process,



15 The position information is conputed by the GNSS receiver 4 through the
userof signals 13a and 13b transmtted by the satellites 5a, 5b according
to met hods known to those skilled in the art. 20 Figure 2 schematically
represents, in a sinplified manner, the @rchitecture of the systemfor
‘authenticating the position of a nobile device according to the invention.
25 The trajectory of the G\SS receiver installed on a nobile device

consi sts of *a sadsllfeof GASSIHLBIRY oASNPLEERNCEsENAACaioRs WhsCant s t
whi ch have assQeiatrd Widda ! heRr acResI o tURGE Al WdyY ARjardom ftihee
uncertainty At. The nobile device is said to be "true" 30 and the positions
are "aut henti &5 they are conputed from"authentic" signals, that is to
say signal s « ransgddledtdy déee&NSTy conspett atihoa. ofheosthibasdefi ae is
said to be "fratbd.Lﬁlfint " and the positions "not authentic" in the contrary
case. 35°The dt% 21 $%i"%#t%e to a position PL of a receiver GNSS, k, will
be transmtted and nenorized in a centralized device, not represented on
the Tigure fdned eASLNe O ahap'aedf\»agﬁfg;?% Jf thho godatabase ey sihe
centralized device w e connecte a communi cation network to the

nobi | e el enefitkl WECHFRITRFE VRHPRTEPRE 0BBs eRreing fBfpAessTiRédOrd&ta wit hin
the nobile 5:¢l enekeriliviheraf oheABNhi NAGd Sl SwbehnGppireIeeonnect ed
and form ng a network tq exchange such data, according to the principles of
the di stPi butsies d'mldgh H?Pﬁ%fb? the objectives of the systemis,

not abl y, to detBrugae 1, heaaut &eatpret yobf at heyposmt | Bor of LlacaBNSE r ecei ver
by using the orati.on be [ i i zed

i nfrastruct urgr?ék%%lre eé;éa\}nlp%e’ t%%@ﬁ(%%%%éﬁ%%’r \@?(%‘gﬁi{ “which all ows
for the 15 corpigumson2of ar ddegraory dfi sthe i varipesi ellemengsdaryduigsl i ed by
the various usgy rggei Vigtsnodd thayt Ldent thkeahi oBccbRaqhder dp quarantee
respect for privacy. It Is also possible t0 use a decentralized

i nfrastfact ur esTHLIERABpi ng each of the receivers k 20 with means suitable
for executing tigusd eps ah tihgusirkad Accof diRg kpathe timeeniicimithhe

sanpl e Ech of the reference data associated with the receivers which are
taken into accOurf RO ®¥et®rnmine the 25 authenticity is, for exanple,

obtai ned frommBigint i std cal dase 24wt icombi nes antheconsatieddtids dat a

such as: the g: é{l an, P i i .. a.nmobi | e devi ce
equi pped with cg]? re%%fha@éé,gggth% E‘gegil%ﬁ%é_rgﬁnn%%l omthe satellite or
PRN ( Ps@@do-RantpereNuithed ) naphaceardéngf tohazdgethdiaide edeviaiiorafe error

(UDRE) and the,yaih o {NQE cargdehef onoi se density ratio) of the visible
satellites. e Figure 6, the measurement of range to the cloud
observed,
e Figure 7, an illustration of the spatial vicinity and
25 orientation for a satellite observation at a point P,,
and
e Figure 8, a representation of a cell reconstruction

topology.

30 To sum up, dgenerically, the method according to the
invention for authenticating the  GNSS position of a
mobile device without having recourse to a second
position source, and by using the architecture of the
receivers currently used, consists notably in

35 evaluating the temporal consistency and/or the spatial
consistency of the positioning information transferred

between a number of users.



35 The process according to the invention is going to select a rel evant
sanpl e Ech of data, frompositions of the other receivers, for exanple, on
criteria as the nearness or proximty in the space and according to - 12 -
i ndi cator type, nearness in orientation;gr_of nearness in the tine. An
‘optional almanac of the constellation o% satellites, 5 23, supplies the

(el evation, azimuth) pairs of the satellites theoretlcall vi sible by a
recei ver k. PREILE| LickeREEeSREF oAl £XPMIRLR) Ofr el FAHERD coFpat BFPdd®and when

needed, or Satl@n%dmﬂ/\n id biﬂesatamlra%I tehen nitsdial d Oe:E@ﬁ@ldt upelihg e®IRUtation

of the indicat as W | ﬁ % descri pbed bel o manac 23.1i S %sed to

deternine t & | |§kﬂ%ﬁ%§ % h E?oi?ﬁﬁFlﬁﬁaFV§§%Qn8°WP§FBFFVt?npﬁsg The

function of thepresktsiaglopdu el@@atsonotaldl yoranddnsxiesut denidat a,

agg" egat Lon rocess ARGl ndsLe; ek hodg, kngunat ocLhosecskiiiled ik he art,
a

by optinizing e st I cal “conput ati ons h are presente herelnbelow
for each of pdssitimti candfer deber sheddbefow Vﬁhﬁ%l%l@%@lé@lt@ﬁ@ﬁ@ﬂﬁon on

this sanpl e \gxtd act a.ﬁféimé i Sg@ 0f NMBagyEesnon sE¢kedi visded by
card (Ech)) éﬁaﬁrm}ﬁggﬁggﬁpof a ou% %? poi nt n?pe of Pndfcatgrs " map of

visibility 'TeFRPRSIRHS ff%%tmﬁFR§1m? Fre 12T of Ut HPS agfregdtion is a
StatlstlcalIhﬁatﬁﬁhIaﬂdImré&deaé@ﬂn@ydeqﬂt@neampr$pesfange05125rswandler

th b . h E

char act 0P st FaSur ISP AT FBRET S ST 6ol SUARETT o 19 508t on Pl
i s considereshais as ast @GRSOWUSLobRAr eRcsifdoniheg piisstemon pleced®reks

el bed. e A0 20UGhLOOS LDEC6AbEULILERN: 0ol 8T 03LOLEHS Wi L ou!

contributio secon ary posttionin w t hout period
devoi d of aﬁtd@&§1Qmﬁﬁﬁmun%ﬁﬂﬁlQﬁlWﬁﬁ&ﬁ%ﬁkﬂ%ﬁrﬁﬂed 35 data, but the
reference energes fromstored data. The capacity of authentification

appears after the _ , ,
15 The position information is computed by the GNSS

receiver 4 through the use of signals 13a and 13b
transmitted by the satellites b5a, 5b according to

methods known to those skilled in the art.

20 Figure 2 schematically represents, in a simplified
manner, the architecture of the system for
authenticating the position of a mobile device

according to the invention.

25 The trajectory of the GNSS receiver installed on a
mobile device consists of a series 21 of GNSS positions
P,(t), estimated at instants t which have associated
with them a position wuncertainty AP and a time
uncertainty At. The mobile device is said to be "true"

30 and the positions are “authentic” if they are computed
from ‘"authentic" signals, that is to say signals
transmitted by the GNSS constellation. The mobile
device is said to be "fraudulent" and the positions
"not authentic" in the contrary case.

35
The data 21 relative to a position P; of a receiver
GNSS, k, will be transmitted and memorized in a

centralized device, not represented on the figure for



initiation of the database, the quality of this reference being increasing
with tinme since the - 13 - initialization of the device and the nunber of
concerned receivers. The nodul e processing 22 contains, for exanple, at 5
least one nechanismof filtering receivifng_the results, which nodifies the
conposition of sanples, and has the effect of decreasing the frequency of
erroneous results. 10 The feedback in the device between decision_of

-aut henti ci t yearPnse| et ol Kigadtion r euifRés £ | dararageprotesEnRi t hin
thet ﬁyst elm fc.t&_rﬂchalfwﬁwaiéml A vx@f_ﬁlk apd &Jtaﬁn@é@@@sgpl ﬁewbgﬁunﬁ:bh%_ilbgedbalgk
on e sel ection e sanple js.kno o _jnmprove the reliability o

t he devi ce. nlet'féf“:flﬁﬁcttic’ontg‘fe t'ﬁ8£é§§r emg‘?rf‘%ﬂt%}) tat a W%‘esrt ati3t i &4l ybase
24 is not ablprdaeg=et akn, té N memoapitzenuthasanelagtaconskthianttitat aophilai ned

fromthe_authentic 20 signal s, recej QPS recs) . e of
this basd Zf can be dO?fFE‘)'Wi tfﬁhaat aé%(g]?%rﬁé{n%%bﬁ om terer%%ﬁﬂaﬁ\ég{no%%ﬁtn be
true, or a liargeramjredted ofndr fermdmg il sekyoxks iedekebangfe sygihset .

Three nmechanisp aLecolaingXa®! enePrvigetfo8 agoregat NG tdatated M ng to
25 increase the robustness™of the systemto the errors present in the

col | ect ed d&t3LCWHF therefore the detection efficiency. A nodule 26 makes
It possible to determ ne consistency 30 indicators. This nodule 26 notably

[ ecel veRob et ol L alegas S5 e R spoLil o yelies end o
suspect dat detrteymisid i ohe. autlehticity of the position of a GNSS
receiver by using the collaboration between receivers k
via a centralized infrastructure, for example the
position server 3 (Figure 1) which allows for the
15 comparison of recent or historical positioning data
supplied Dby the various wuser receivers, without
identification, in order to guarantee respect for
privacy. It is also possible to use a decentralized
infrastructure by equipping each of the receivers k
20 with means suitable for executing the steps of the

method according to the invention.

The sample E., of the reference data associated with the
receivers which are taken into account to determine the
25 authenticity is, for example, obtained from a
statistical base 24 which combines and consolidates
data such as:
e the position, the speed, the direction, of a mobile
device equipped with a GNSS receiver,
30 e the signal number from the satellite or PRN (Pseudo-
Random Number), the value of the user differential
range error (UDRE) and the ratio C/NO (carrier-to-

noise density ratio) of the visible satellites.

35 The process according to the invention is going to
select a relevant sample Ech of data, from positions of
the other receivers, for example, on criteria as the

nearness or proximity in the space and according to



basis of the avail able detection mechani snms, notably the data of a doubtful
user (for whomthere has been proven or assuned fraud). This filter
excludes fromthe base any past and future datum concerning the termnal 5
of a user for whomat |east a suspicion,gf _fraud is raised by the spoofing
"detection, or by any other checking neans. This filtering targets the
quality of the base used as reference, in order not to depend on the
-proportion dhdicrdst Ua@s. ﬂﬁ@rm¢$$eﬂpn@nﬁ§ﬂﬁﬂﬁ¥9ﬂJQﬁl@ nepregsfpl e,

i npl ement ed ;in diee ypdul e 22, A filtering nmechani sm excludes fromthe base
24, the places on which the detection is not reliable, in order to prevent
the false alarns due to the highly variable 15 nmultiple paths and | ocal
envi ronnment ssn Bptsidnda ealmcawdes frhenmcbhetbasetaoy pdsicaaed lfittedr,e dat um
concer ni pg pl ace_on .whi ch, t he f | se_alarmate exceeds, a defdn

t hr esholg %'Ansblg?gllggceggs m(;\% YFERPT s u%zeldmftghdelpatlrﬁrorﬁt%g‘ebase 24
t he data forsadaldh tidse ehe@retudalhﬂdvuhebmaIbyyaaneqﬁunenshedTh$ age
and does 5o .y &l at)éié\ta@oﬁbsgkﬁﬁeg?ea%' S Wity 09 3gdabiig

Exanpl es of criteria are given or severa p 5 of data. This
met hod i nvolwhen mnerdedf %bEF@raﬁdWééﬁnéé'{eedDi%@lm pafitiqppdata to

i npl enent at i Qe Pfupheneet @i@tﬂ%&cbh‘fb&ﬂqe cenlii ahtded aandwdi 3t Webut ed.
30 The use |s made, for exa a dat abase. centrgtlzed in one or rnore
ser ver s1PhatdesariRed cbelskd ffr%?m IBANREcevetS WFSch TRcEaFETHES

posi tioni ng wiad ainBieateme cefarkisodrica®r wglabitdy ofaride vdatisiddeyi s 35
determ ned in_an inplenentation by a trade-off between cost and
performance. ™ Ima typical inplenentation, a base will cover a country or a
region. - 15 - An alternative inplenentation of the nethod according to
the inventiofd Seh-Us$Ena o%atébg%ceg@&ngs wb&ird babed bepyeen: g rwber of
servers in the comruni cation ne even the sharing of this

i nf or matPon GxaGieh aoBRt2 %ﬂﬂ?%ﬂ%ﬁ%?nTBEOEFFECPCEBFﬂéBSr&Pi&ﬁq&gﬁﬁeen
recei vers meyhduh based iz eadspr] synam CoigE OHPS, (a:;gr@p@irbetmggde;fﬂewed by a
radi us or a nunber of term naIH# 10 The no Ig}z 26 and 27 % %

i mpl ement ed SFAHSEITRE NSSTRITAHAor i A ntr & Sser v&F Y he case
of a totall yhalechaidaladw zsk |emﬁremtta’te amdszcipd ddwcr Bosd vies sow .

(oonst Vet syide 4aLa eRsd S0 EATRUL ook b1V Saih Dk gig g L1
criteri 30 average the sum of measures on Ech divided by car
(Ech)) or the border of a cloud of point (type of
indicators " map of visibility " and " map of networks
")y. The result of this aggregation is a statistical
data 25 1little affected by equipments spoofing or
25 swindler, the number of these equipments being weak in
the sample Ech. This characteristic measure of the
authentic signal, relevant for a position P,, is

considered as an autonomous reference for the position

P..

30
As described in the following equations, the
calculation of indicators, without contribution of

technology of secondary positioning, and without period
devoid of attacks, bases itself on no predetermined
35 data, but the reference emerges from stored data. The
capacity of authentification  appears after the
initiation of the database, the quality of this

reference being increasing with time since the



These variations relate to the inplenentation and not the principle of the
met hod, explained in the 20 centralized inplenentation. In this case, the

t echni ques "known to those skilled in the art" in distributed conputing,
services qualified as "peer-topeer”, as,yell as the cognitive science field
"of collaborative problem sol ving, are applied in order to 25 performthe
aggregation function and the indicator conputation wthin the nobile

.devi ce. The ialigoraimatisred afl owbeor d¢reieggragat i dheof danhesdn &irel evant

scal e accor didygdshdde-Lnspligdated 30 datum The aggregation of a
sufficient nunber of positions, or the sanple Ech illustrated in Figure 3,

as a vicinity of the point Pl, increases the confidence in the average
measur enent SpheS nlodgd eas ptrbeetsermgr ab2andonpaihg| desi atd:emgld,m aad by At

and e re pe |veI of 3 t hese ns.does not. ul spersion
of theseg S %%+Tmb§9 %ig Sthat Fﬁgeégﬁggaééregas$§mgétep uses
statistical wnxﬂhumuésfi«aomhet@omp@setahmIqﬁj$amph@sarahd thesogtiem ze t he

search in th ba t at t heef or, sent ed
"effdt LNEe f}f‘gE OERY dee%zgl 14 t N AR RIE

bel ow, the sum o neasurenents on I Vi rd(Ech) has been chosen
for the aggreggiliteh- neans or aggregator. To optinize the detection, this
value 5 may, in certain cases, be pre-conputed, and stored in the base.

10 The feedback in the device ©between decision of
authenticity and selection of sample, realizes a
learning process within the system formed by the
receivers and the proposed device. This feedback on the
selection of the sample 1is known to improve the

15 reliability of the device.

The function of the aggregation of data in a
statistical base 24 is notably to retain, in an optimum
manner, consistent data obtained from the authentic
20 signals received by the GNSS receivers. The use of this
base 24 can be done with data obtained from terminals
known to be true, or a large majority of true terminals
is assumed from the outset. Three mechanisms are, for
example, provided for aggregating data, aiming to
25 increase the robustness of the system to the errors
present 1in the collected data, and therefore the

detection efficiency.

A module 26 makes it possible to determine consistency

30 indicators. This module 26 notably receives the data
from the almanac 23, the GNSS position values and from
the base 24.

The function of a module 27 is notably to detect the

35 suspect data or positions.

The system comprises a filtering mechanism by which the

doubtful data are excluded from the base 24, on the



The nodul e 27 for detecting suspect data or positions, may be identical to
t he* one described in its general 10 principle by patent No. FR11/00961, for
exanpl e, which estimtes one or nore statistical indicators, nodule 26,
denoted Ic(PJ or Ic(n, POin which n cofpesponds to a satelllte nunber, and
"P1 to the position of a receiver i at a given instant, fromwhich it is 15
possi ble to construct a decision function concerning the position

-aut hent i ci t Pagfisa @bbitke dévicdd 2l eof daLeEEEPRerMEChARMIRY oRAREevi ce.
To this endtHd &st£0%% B eqabQotsal tiseircaltyr anhbmue/Hedesenhogbeeval ue, a

fraud probability estimtor p(P1l 2 0 i lity/ necessi vaI es
accordi ng t ®AWES l&rzf‘sf%ﬂ?%&)ofr%‘bﬁi 'ggg%‘ %gﬁﬁehgxﬁ ef’lgé uzzy
sets" Inforbﬁd Qam}anﬂaﬁbnhhdl fRtde dia’iaerSGanyaknthhéAlteﬁnma)l sets a

reasonab e tg for I|n gue_p " Set tems 156
(2005) 321 - 5 SXI?)er 7S va % ete| %Q‘%@ép&au Far rEéE%grelsg)jf ?Pon o] a degree

of confi denomiiged hdyposihei OﬁpPQfeflgt hdetreckiony k®r 1igi @y agthep) =
le(n, PI > Ty Alq}gl)m?alqswh'mg f§1@e£ﬂ9§e'€a§:%%%h<¥rga §ha 89ty piggoabi ity

estimator p(Pl which f;7[0; Co[ [O i.S an’_increasing
function V\/mté}? s?%%%lal‘léllege§st h’éeﬁwré%%orlﬁnofréeﬂ nOFhl"s f 4RBEPEN 9 chosen
froma rmdelth:ar Wfﬁm abf onoﬁesbeuaeyal i urhestfllrmte@frlngf et apricihabi | ity

of fraud, adj d using 35paraneters The terizing val ues
are, forlex Iﬂ?écat“%’r 'h&‘@%ﬂeteld lr(‘) t}b‘? [?%%Lpﬁeaa%%‘rs p>0and m>
0. They all ow for t he adj ustnent of the decision according 5 to the

observed di SfribytLadngl it fidialoritiged AL RAMPhES LA eagnt aljare of

real trajecto edtra ectorie %lven mobi | e deV|ce
p is. defi nedlkErasheon iveice ehetﬁeteet@enl éScBPEe¥poAalAE t M 9FidsHBability

of confidengg, O%ré\@eﬂ& CeRebeauged 1 s &R tHe thanmigfly thi%.rflléﬂﬁté on.
Since p(Pl) is the probablllty of spoafing, the co Ierret %P to this
val ue i$5a probatiig t P huttEht iGIR: TH NG %y P( Yo ce 15

i ndicator |c{fuivids i Stxdi aivred fozye Ol’lafhyOf Iiahﬁ: censl stfenayrd ndiatamor s or
statisti cal |nd| cators 26 qr., a conbi nat.i of,_.so f_th dicators by
gt hETATIH G i T TT00d SRTHIR 178 e hse | Ehiged’ qdets

appl ying the ed in 5S¢ déscri bed in
t he patent FXd¢4HDD6], dafiithed tlesthahd. of 20 the four ori gi nal types of

indicator: real tine quality, historical quality, visibility, network,

descri bed bel ow, using the coll aboration between receivers. 25 Si naI
qual i ty2Pn rAsal opisﬁéescence mechanism is used to delete from t

base 24 the data for which the exactitude and the

utility are diminished by age, and does so by

establishing obsolescence criteria suited to a datum.

Examples of criteria are given below for several types
25 of data.

This method involves a set of mobile and connected
terminals. Two implementations of the method are
described: centralized and distributed.
30
The use is made, for example, of a database centralized
in one or more servers that can be accessed from each
receiver, which receive the positioning data. The
service area of a server and of the database 1is
35 determined in an implementation by a trade-off between
cost and performance. In a typical implementation, a

base will cover a country or a region.



One possibility of inplementing the invention consists in detecting the
spoofing by using a signal quality index, when an apparatus transmts to a
GNSS receiver 30 GNSS signals generated or transforned from authentic
_signals (receiver-regenerators). In pr_a?Fi ce, such a device transmts a set
of signals wth propagation delays an alleged | ocation. However, this
"spoofing" cannot imtate the quality of the signal which is 35 received at
.a given | ocdn oaltennptrarei daptemenfigdoidmgofeiiée Nethed ecsordingt the

al 'lggedofﬁzirttd'r gﬂu'nés §n0%ﬁ€§6n0‘l; lifsaC]Etoit L?s"’er‘dnoé1 &%%Qﬁﬂéeﬁ_ t@ﬁhlt?bQF]sat i on O}‘
- - recejvers, be capabie of reproducing the quality o e signa
at this pl ackstHPEshal bﬁE‘é{g?’E‘y Gat & teﬂgfors%?"v(rlé%%i XP a i“eS °

c:)ﬁpar ed th&hﬁ‘ntﬁi:th’:‘iicﬁualrieIthiad,a pepoetred byhéheshi®cihhyerss t tatisare

cl osest, _sign strength,  uncertaint to_the_user posktion,.. nce of
posi tion?> 1%%9@59% OS5 68 atwgo%flf% pSSLBIE Ty tgtﬁll%g idnlt%%scg:ccount a
si gni fi cant qupidlstraniaf beteeerr secehivelrsi savheéocasasef ppadd-dldc (ne
alternative J - PeLfongs a i §t8L0C He 16 A5 W hy dak g QLi ginat i ng
fromthe coodr}é?ée{%c\‘aeédevﬁg%eég l%SBII;Eeseelc ar actleri s;Mi)}%:saof Gh%% signal s

(recei ved byrunker i regr®iraks) i n the exanple of a centralized service)
are managed, for exanple, in real-tinme collaboration:

10 The modules 26 and 27 may be implemented either in a
GNSS terminal or in a central server 3. In the case of
a totally decentralized implementation, each of the
receivers reconstructs the data needed to compute the
indicator by interacting with the receivers belonging
15 to the sample and itself evaluates the spoofing

criteria.

These variations relate to the implementation and not
the principle of the method, explained in the
20 centralized implementation. In this case, the
techniques "known to those skilled in the art" in
distributed computing, services qualified as "peer-to-
peer", as well as the cognitive science field of
collaborative problem solving, are applied in order to
25 perform the aggregation function and the indicator

computation within the mobile device.

The algorithms used allow for the aggregation of data
on a relevant scale according to the consolidated
30 datum. The aggregation of a sufficient number of
positions, or the sample Es illustrated in Figure 3, as
a vicinity of the point P;, increases the confidence in
the average measurements, as long as the temporal and
spatial deviation (limited by At and & respectively) of
35 these positions does not result in the dispersion of
these measurements. It will be noted that the data
aggregation step uses statistical techniques "known to

those skilled in the art", to optimize the search in



the satellite nunbers being tracked by the receiver 20(Tracked PRN) depend
on the location, on the instant, on the obstacles, on the multiple paths,
signal -noise ratio (C/NO for each satellite (PRN) received, relative to
the total signal, depends on the interfegence, reflections and maskings
“(notably 25by foliage). Signal/frequency noise ratio (C/ NO of the signal
The idea inplenented by the nmethod according to the 30 invention_is, in
.this exenpl &Me enbdseneand t FhonsEPUBHEARIPAEI catldt cBRPar iLOFTMUHEST NO,

ei t her absolp:kte%ée{ter&l]@aw (the bomt aft aReGNS-vRinte drvigled dhyideghosen
ref erence val ue, aver age over a given | t erval i gnal received

by a mobile ]Q}’ev?%’é é%c So SR agBOBER S otf ed §9§%§9a5§88m wi th
ot her recei waf saggraggteen tEspopalimianplthe det8ctibet, Stl(ms tvalle t he

ratio C/ of the Si nal recelvedo first i_\ver ocation or
an al |l eged 91t i %lﬁ ftt:)aln5|cna}:see hi’s ngﬁecgfn?)%% \é) pen Eogﬁht e
receiver, ortlteheb@”ﬁenna and on the installation 5 thereof on the m)bl | e

el enment, the recommended nethod is to use a relative neasurenent in order
to dlspense with the differences between termnals k. SI(n, t) is subjected
to random vahatnedsle | A7of@&r deFaRting ZIPRCT afRE2 aPar MOSAtE O he

i ndi cat f)r I Qrsay Sbléxﬂ.rc%iiﬁﬂd:ally 48 Ithteegjsraél dgseﬁgbeﬁhf&rduiabl efenefrailhi ﬁ

interva tal ,. contain a_ suf of neasuyrenment,s, this

rel ati véOC/ I‘H@ IH?W]oeedb%yPQLEﬁBSgsﬁ ]E/;lbcoeg]#al ue T afi® F‘Fflrﬂ? r #6 e ng

conpar ed to ddeinctiaesonk tde melmt | seaCibloiohlt hendecataesl, simgeadls Sk(n,

t on a 15 ec e E eGelv e f each
) Ry aéh&éé”&cgg P(Btfhe 1 ar{ &) %ﬁ Phi dHenPRy ho%'f)oprﬁso

of the recei'vers IS Stor abése and the net
consi der thecq eeei satelkite whebgwi npng &: the rdeei peFitignr apfed at a

range | ess than geat fheyd ngt argnxérk) idddare 1] soo . RQ det skch 3 {k such
that (Plc,P1)<8 and Itk - tl< 0) in which d(Pk P1) is the range between

two trahsm tRAFSHS t |t6’nsc%1FSF6‘é‘é’t:| Ghsdesagian  uncelon, sancsd 25 t he
vicinity in dndrepapdtspacenaihdrite Jasusemantmdih{lig tevheechmeked. a

receiver i mounted on the device. To this end, it is
possible to use, typically, a true/false logic value, a
fraud probability estimator p(Pi) or
20 possibility/necessity values according to the fuzzy
logic of Lofti Zadeh (Zadeh, L.A. (1965). "Fuzzy sets"”,
Information and Control 8 (3): 338-353, Novak, V. "Are
fuzzy sets a reasonable tool for modeling vague
phenomena?", Fuzzy Sets and Systems 156 (2005) 341 -
25 348), this wvalue being a digital representation of a
degree of confidence in the position Py of the receiver
k:
e logic flag L(P;) = Ic(n, P;) > T, € {0;1}, in which T
is a chosen threshold, or
30 e probability estimator p(P;) = £(Ic(n, P;)) in which £:
[0; o[ — [0; 1] is an increasing function which
standardizes the indicator on [0;1]. This function is
chosen from a model or experimentation to be a valid
estimator of the probability of fraud, adjusted using

35 parameters.

For example: p(P1) = 2/n*arctan(f Ic") e [0;1] is

continuous and satisfies these bounds.



The indicator Ics of the C NO of the signal received by a receiver k over a

time interval [tOtl] is expressed 30 as foll ows: P (1) wth Ech
(Pi) defined in lcs(n,P1)=E: (0) v Sk (7, t k) Si(n,t)dE chSk
card(E"(P1)) - 20 - sanple than the-interval [to;t1l], p being chosen

"according to statistical criteria (p=1 conbines the deviations as absol ute
val ue, and p=1 as quadratic) and n is the nunber of a satellite in view of
.the 5 receivers. The forrmula for the absolute CNOis (1) with SI= Sk= 1 .

User error hAccgrdhngcteianphervandlepf preceedidly, ékamslPpssitplee to

determ ne an i ndicator based on statistics fromneasurepgents of quality of
these si gnali@ ¥ i\bd"dlMe he relei P& B0 s%ﬂ:‘ﬁt%s uge? ggf"flgr &htii él' range

error (UDRE)THRy sdledw i f€r PR adhesenént nofheher desdistibed attosidjmgl . The
Bnd user " o hRUBEE 0P e ALa T LB EbaoE o Ene I LA br T 0c 6ni ng the
posi ti on of smmElds t essprrstdrdratdimwn dfy e lac rtom@gjraddor iEsi | @ridon off
Precision), leéfEiéH(%E%H%é@@rggéafokna given mobile device. B is
defined as the inverse of the value Ic corresponding to
a probability of confidence of %. m can be used to set

10 the "ramp" of the function.

Since p(P;) 1s the probability of spoofing, the
complement 1-p(P;) to this wvalue is a probability of
authenticity. This probability p(P1) confidence
15 indicator Ic(n, P;) is obtained from one of the
consistency indicators or statistical indicators 26 or
a combination of some of these indicators by applying
the methods known to those skilled in the art, those
described in the patent FR11/00961, and at least one of

20 the four original types of indicator: real time
quality, historical quality, visibility, network,
described Dbelow, using the collaboration between
receivers.

25 Signal quality in real time

One possibility of implementing the invention consists
in detecting the spoofing by using a signal quality
index, when an apparatus transmits to a GNSS receiver
30 GNSS signals generated or transformed from authentic
signals (receiver-regenerators). In practice, such a
device transmits a set of signals with propagation
delays an alleged location. However, this "spoofing"
cannot imitate the quality of the signal which 1is
35 received at a given location. In practice, the spoofing
device is not exactly at the alleged position; as a

matter of fact it cannot, without a collaboration of



20 the ionosphere, and on the strengths (C/NO. A consistency indicator is
then constructed on the basis of the UDREs: 25 in which Wk(n,tk) is the
UDRE val ue conputed by the receiver k at the time t, and the fornula is
simlar to 30 the fornula (1), since thegdefinition of Gk, p and n in which
"the notation Lrk (dot over Wk) signifies a reference value of Wk- - 21 -
are excluded,is due notably to interference, reflection and maski ng.
~Typi cal |y, iafhexr cercphiersSsubh icaPableptdfonserppder inhehlpasdPdd tinder a
bridge or thyoughk aigielat e ahsence of GNSS position is reflected by a
| ogi c value 01(t), which can be conpared to the unavailabilities undergone
by anot her user by using a "global" indicator determ ned as foll ows: I t
wi || be noterhd nstibaaflorqud Bty 1Hate?2) cofBhteédatidiheadatecaiesxcorpar ed over
tines t’StkcV\cl)hnllpCahrea&et\c/>er1é/heCI %sl%nal quality data reported by the
receivers that are closest, signal strength,
uncertainty as to the user position, absence of

position.

10 A real-time collaboration is possible by taking into
account a significant population of receivers, which is

the case of road toll. One alternative is to perform a

historical comparison with data originating from the

cooperative devices.
15

These characteristics of GNSS signals (received by the

central server in the example of a centralized service)

are managed, for example, in real-time collaboration:

e the satellite numbers being tracked by the receiver

20 (Tracked PRN) depend on the location, on the instant,
| on the obstacles, on the multiple paths,

e signal-noise ratio (C/NO) for each satellite (PRN)
received, relative to the total signal, depends on
the interference, reflections and maskings (notably

25 by foliage).

Signal/frequency noise ratio (C/NO) of the signal

The idea implemented by the method according to the
30 invention is, in this exemplary embodiment, to
construct an indicator comparing the C/NO, either
absolute or relative (the instantaneous value divided
by a chosen reference value, as the average over a
given interval) of a signal received by a mobile device
35 to the average of C/NO of a signal associated with

other receivers in a given temporal sample.



15 and the sanple Ech is defined at (0) by the instantaneous range of the
recei vers. To conbi ne these indi cators lcs(n, P1) or lcu(n, Pi of "code"
quality (by satellite) into a single "global"” 20 indicator, an average is
then applied to all the visible satellijgs_according to the formula: Ics
“(Pi) = ECcs(n,P, ) /card(MS) , VIS or ?cu (P,) = Z Tel, (n, P,)
[card(VIS) , Ins ) 25 2) Signal quality history According to another

.i npl enent at il&@¥ Sut(ni stpobsi bhe tatdet &/ HPnefi ﬁéiecétlﬁpéllb'y”eﬁ@llﬂﬁdhioé‘t ori cal

data resul tigng £3@gftf Oeaestarage, of £ppsidi anscdiom I’diﬁb%.ﬁ'l obmegrea or

receivers over tine. These data haealr rrulatedln roximt
to the posi HH HCHP: Secg’ll\‘?&e t lﬁevé‘ﬁé’@iesg?nTh PﬁB& mERe % xmey

possi bl e t o teasea wdre cafputihé onanteans uf Andi euh sahqal e;n\mitaﬂlaﬁltohne
InStantaEeo%%erégge Ehtﬁ%tégbfﬂgl 1eEQﬂ@V9 recommended method
is to use a relative measurement in order to dispense
with the differences between terminals k. S:;(n, t) 1is
subjected to random variations. In order to minimize
the false alarm rate, the indicator Icg is expressed by
10 integrating over the duration of this interval [tO;
tl], containing a sufficient number of measurements,
this relative C/NO, divided by a chosen reference
value, and this ratio being compared to the values of
the relative C/NO of the received signals Sx(n, t), on a
15 specific sample Eqn(P;) of receivers k. The position Py
of each of the receivers k is stored in the database 24
and the method will consider the receivers k in the
vicinity of the receiver 1 arranged at a range less
than &, at the instant (tyx), |tk - t| < At.
20
Let E. = {k such that (P, P;)<e¢ and |tx - t|<At} (0)

in which d(Pg,P;) 1is the range between two transmitter
positions or locations, and At, & are parameters for

25 the vicinity in time and space of the measurement P;(t)
to be checked.

The indicator Icg of the C/NO of the signal received by
a receiver k over a time interval [tO0;tl] is expressed

30 as follows:
S, () P (1) with Ewm(P;) defined in
Si(mt) T S'k
S, card(Ech )H

Ics (n,P) = IH

35 in which the notation §, (dot over Sx) signifies a

reference value of Sy as the average over a larger time



- 22 - does require filtering on azinmuth and el evati on, which conditions

t he neasurenents of the signal froma satellite, as illustrated in Figure
4. A distinction will be drawn for gl obal neasurenments (relating to all 5
the satellites seen, see fornulae 5 and,@) _or neasurenents for a satellite
‘at the sanme elevation and azinuth relative to Pk (fornulae 8 and 9). The
nmeasur enents of gl obal signal quality, user and 10 unavailability (lce, Icu
;and 1co) nmaypakasoehar edtift hinterNglle pdoifibn, Rit ReASIr elSOSER to
tinme; thus, dd@iiohpl dodseateesivse tbeidetiait (po ofcdisimespltheE = {kid
(Pk . 11)) < 15 Thus, the htigt rical pser ungert i nty indicat.or and the set
of sanpl es NG A2 3 ke Valeey Re(Pr é‘ﬁrﬁruta%f Bt PR E11( 10
defined abouwe. 29 Sihee hlebebsenfe af ShESliécept ian viespectfi ehe o a
total maski |4 | on it i i t [ I fi t | obal
I ndi cat o?’ V\n’n’%%éu \_%?e 'ergrr\lge #%r‘ﬁ}lﬁ]zgo%%?\t g%‘%on&%gklgj(%i 36/5:11%\]. ?tgo' (q\?vi tgh ECM
(e.o. E h(Pi)widand €:%,100 defined abc , (6) ye.

User error

10 According to another way of proceeding, it is possible
to determine an indicator based on statistics from
measurements of quality of these signals received by
the receiver k, such as user differential range error
(UDRE) by satellite PRN, inherent in the transmitted

15 signal. The position uncertainty also depends on these
range errors between satellite and user, on the number
of satellites used, on the indicator concerning the
position of satellites, better known by the acronym DOP
(Dilution of Precision), on the propagation delay in

20 the ionosphere, and on the strengths (C/NO) . A
consistency indicator is then constructed on the basis
of the UDRES:

p

U,(nt,)
Uy(n,t) 2, U,
j card(E, (Pl )) l

Ul

Iey(nR) = | (2)

fo

25

in which Ug(n,tx) 4is the UDRE value computed by the
receiver k at the time t, and the formula is similar to
30 the formula (1), since the definition of lﬁ, p and n in
which the notation lﬁ (dot over Ux) signifies a

reference value of Uk.

The absence of GNSS position, if the cases of startup

35 of the receiver, or of failure of the receiver itself



El, (pi) The gl obal quality data (uncertainty and availability) are
del®et ed when the constellation has been nodified 30(satellite renoved or
added). However, the neasurenents on a satellite PRN (UDRE, C/ NO are
mandatorily associated with the user poghtion and with the orientation of
"the satellite. Fromthis 35 orientation of the satellite devolve the range
tothe - 23 - satellite, the maskings, the reflections at this point,

.whi ch becaus&ef €rcdudeler ni A€ t hduat t MREAP B arkP t hd F§EicHeEeSsat h, and

ultimtely thenRasigretsd ek ihg antybhea psepdonr angeaar path,5 stiké C/ No,

UDRE data are initially associated jn the base 24 wth a receiver k and
with an instdHeHEy ,nsoyaEBFWatVfBﬁ? W33 1He é’ﬁgglrl i fe TR aton,

gi ven by theHmsmugingl esur(razli mut h, el evation) at the reported 10 point P(k),
by corrpu%i ng, fromthe al manac 23, the position of the satellite n at the
instant T. The code quality data (strength, UDRE) are del eted when the
satel lite n Te t Absenbeectt oFNSS npoistitden oks byefthectsdcdit ral laaisority

(called NANUY, 1.6 a @inmgn satglddd e, the sebeEChEBinpatat hecsanples t aken
into account for the conmputation of the _ indicators (lcs, Ice, ''co) on a

measur enent BI@ @Rt e s updeygprfedy tBAHREY oHSEY PV i HEtPFalfue 4
with a rangeduswdl on f@scd®od st emichddli a6) fdEloveen the pair of angles
(a, 0) r&gresenting the satellite orientations of the receiver k and the

angl es for the target receiver 1: 25E' 1,(131)=tt",lcid(Pk(t"),1;(t))< c et
d((a0(t, 1)), (a0(ti K))<(7)>. O,()
co,(B)=|"[0,@)-—L2——1 (3)
card(E (PI ))
It will be noted in the formulae (1), (2), (3) that the

data are compared over times t, ty which are very close
15 and the sample E, 1s defined at (0) by the

instantaneous range of the receivers.

To combine these indicators Icg{(n, P.) or Icy(n, P;) of
"code" quality (by satellite) into a single "global"
20 indicator, an average 1is then applied to all the

visible satellites according to the formula:

Ieg(P,) = Y lIeg(n,P) /card(VIS) ,

VIS

or Iey(P) =D Ic,(n,P,) /card(VIS) :

VIS
)

25
2) Signal quality history

According to another implementation, it is possible to
determine indicators by using historical data resulting
30 from a storage of positions for a number of users or
receivers over time. These data have already been
accumulated in proximity to the position Px of a
receiver to be checked. This method makes it possible
to base the computation on a sufficient sample, when

35 the instantaneous sample E. is too small. However, it



in which a is the azinuth and O the elevation of the satellite n for the
user at Pk, at the instant t', or the pair aO(tl1,k), and simlarly
a,0(tl,k) for the 30 checked position Pl at the instant t. This is
‘illustrated in Figure 7 where each axisybn_fact represents two di mensions.
By nmodifying the fornulae (1), (2), (3) to use the 35 history, the data are
conpared for the instants t', and the sanple FEi c&éPli is defined . in
posi tion andlagsereqwiERIdfL1BATERTt R AFGEI0T /e PEBERYEPH: by Pangul ar
?%;entatlﬁn<ii%§ﬁtigﬁff“%ﬂ&atQﬁéi%&rfﬂ@ﬁi§6dofThEhe- 24gnafior fwboae @), (5),
are thus aqbtained respectjve or the indicatqrs (lce,  lce,.lco), in
whi ch the dastaé:ea?rajelq:cedrrpaﬁedl D ra?éi tHe SHAET %E t‘é lfﬁelngé:nlé)?lstency
i ndi cator basied dvet §eashgfiar tlrcdvegt measarement ps évebat angetoerrldr
become, gespgelivelver1i LN sot®F She (PEbfigiLACd 5l ¢ Sq ESsk(no)
measurements for a satellite at the same elevation and

azimuth relative to Py (formulae 8 and 9).

The measurements of global signal quality, user and

10 unavailability (Ics, Icy and Ico) may be associated with
a single position, with no relation to time; thus, the
global indicators use the definition of the sample
E, ={id(R.R)<e}

15 Thus, the historical user uncertainty indicator and the

set of samples considered are

P with

. (5)

Ie,(B)=|"

I(t) I.(t) .
—JI—';_ N Z(r'.k).eE:,, kI'k card(Ech (Pl ))

E. (P) defined above.

20 Since the absence of GNSS reception is specified to a
total masking situation, it is also possible to
directly define the global indicator without reference

to the orientation:

> o,

25 Ico(B)=[[0,(n) - L2l (6
o(R) io 10 card(E,,(P,)) ©
with defined abave.
Ecll(Pl) |

The global quality data (uncertainty and availability)
are deleted when the constellation has been modified

30 (satellite removed or added).

However, the measurements on a satellite PRN (UDRE,
C/NO0) are mandatorily associated with the user position
and with the orientation of the satellite. From this

35 orientation of the satellite devolve the range to the



S (nt) Card (E' ch (Pi)) above. 10 with t' a variable tinme over
" which the nmeasurenents are performed, 15 lcu (n, Pl) = above. These
indicators U k(n,t') z with , (9 E ch (Pl)defined for each observed

- 23 -

satellite, the maskings, the reflections at this point,
which because of this determine the attenuation and the
multiple-path, and ultimately the measured strength,

and the pseudo-range error.

The C/No, UDRE data are initially associated in the
base 24 with a receiver k and with an instant t, and,
by derivation, with the satellite orientation, given by
the two angles (azimuth, elevation) at the reported

10 point P(k), by computing, f£from the almanac 23, the
position of the satellite n at the instant t.

The code quality data (strength, UDRE) are deleted when
the satellite n is the subject of a notification by the
15 control authority (called NANU).

On a given satellite, the set Eaxw(Py) of the samples
taken into account for the computation of the
indicators (Ics, Icy, Ico) on a measurement of strength
20 W, is defined in addition by a 1limit value & with a
range function (as maximum, Euclidian) between the pair
of angles (a,0) representing the satellite orientations
of the receiver k and the angles for the target

receiver 1:
25 E' (P)={.kid(R({),R()<e et d((@B(t,), (@b k) <& (T)

in which o is the azimuth and 6 the elevation of the
satellite n for the user at Px, at the instant t', or
the pair ob(t',k), and similarly o,0(t',k) £for the
30 checked position P; at the instant ¢t. This 1is
illustrated in Figure 7 where each axis in fact

represents two dimensions.

By modifying the formulae (1), (2), (3) to use the
35 history, the data are compared for the instants t', and
the sample E'wh(P;) is defined in position and time, in
addition to the range of the receivers by an angular

orientation range of the satellite received. The



U(n, t)(e.k).CGEh(P1)k Cl,card (E ch (Pl)) can be consolidated
satellite,as glven by the formulae(4). 20 3) The visibility history map
(azimuth, el evation) Anotherconsistencyindicator26i sbasedont he
visibilityofsatellites.Forthis,theaggregation step 22involvesconstructing
"a map of visibility of

formulae (4), (5), (6) are thus obtained respectively

for the indicators (Ics, Icy, Ice), in which the data

are compared on one and the same time t.

5 The consistency indicator based on the signal strength,

and the "pseudo range" error become, respectively:

‘ S, (n,1") P with
oS, n,t " k).eE' S ,
Ics(n,_P])z'r 1(. )_(l k). Ech(Pl)' k ’ (8) E'ch(Pl) defined
Wl S, card(E',, (R)) H
above.
10
with t' a variable time over which the measurements are
performed,
‘ Uk(n,t') p with
1 t t'.k).eE' U . -
IcU(n,P])z.r Ull(]”’ ) _wneFar) T (9) E'c, (P;) defined
Ly i

card(E'ch (E )) ” ’
15 above.

These indicators can be consolidated for each observed
satellite, as given by the formulae (4).

20 3) The visibility history map (azimuth, elevation)

Another consistency indicator 26 1is Dbased on the
visibility of satellites. For this, the aggregation
step 22 involves constructing a map of visibility of
25 satellites based on the historical position reports, in
any place defined typically by an interval of
coordinates in a given reference, bearing in mind that
the visibility is determined mainly by fixed obstacles
such as assemblages, buildings and a density of leaves
30 or forests. Thus, the possible orientation of the

visible satellites is an envelope of all the



25 satellites based on the historical position reports,in

anypl acedefi nedt ypi cal | ybyani nterval of coordinates in a given reference,
bearing in mnd that the visibility is determ ned nmainly by fixed
obstacles such as assenbl ages, bui |l di ngssand a density of |eaves 30
“orforests. Thus, t hepossi bl eori entati onofthe

vi si bl esatel | i tesi sanenvel opeofallthe - 25 - occurrences received by any
receiver inQEQEENGRSSi tTRPe1Ved usPYat 88Yi n THGRIVEB. Thi s2obFeveed

visibility beidg gly Mardaladd i baiyure forested or nmountai nous zone, is
a discrimnating nmeasure with regard to the real position. On the other
hand, the visibility follow ng the al mmnac can be identical on hundreds of
km The st atTisild catbseetdddvobibbobityubeiiony ofersuchariabmbe ofinviusibainl,ity thus
present35 forested or mountainous zone, is a discriminating
measure with regard to the real position. On the other
hand, the visibility following the almanac can be
identical on hundreds of km. The statistical method of
construction of such a map of visibility thus presents
10 a decisive advantage of relevance as criterion of
detection of spoofing with regard to the wuse of
almanac, and on the other hand an economic advantage
compared with other methods of forecast of the
visibility.
15
A consistency indicator is defined Dbetween the
visibility map and each satellite reported as being
visible or not accordance to the position of a
candidate or of a receiver. The reference procedure for
20 this principle is to compute the probability estimate
E(n,Px) of seeing the satellite n at a point Pg, at the
orientation (a, 6), from the negative form of Figure 6,
extracted from the cloud of the satellites of
orientation (a, 0) seen at this point Py, to within g,

25 the observations being stored in the historical base H.

The inclusion of an observation at a point Y, under the
orientation (B,p), in this cloud, is defined according
to a measure of distance in a system of coordinates

30 chosen (for Example maxi (xi-yi) <e or xi, resp yi
being coordinates (latitude, longitude, height) in the
WGS84 (World Geodetic System - on 1984) for the
positions P; and Y), and in a similar way a distance
between («, 6) and (£, p).

35

The probability estimateof a satellite visibility 1is

computed as a function of the range inside or outside



10 a decisive advantage of relevance as criterion of detection of spoofing
with regard to the use of al manac, and on the other hand an econom c
advant age conpared with ot her nethods of forecast of the visibility. 15 A
consi stency indicator is defined betweep.the visibility map and each
"satellite reported as being visible or not accordance to the position of a
candi date or of a receiver. The reference procedure for 20 this principle

is to conputef t hBipr sHaBId i t §nésaimEle EGENRLYof oS ediigy ¢HeUSat dPeite n at

a point Pk, prd heedd ephat £9BuGais0)inddem tded negpt{veutaiaeof thiegure 6,
extracted fromthe cloud of the satellites ‘of Ori entatlg8 %&qw) seen at
r

this point PRTS o' HIHn Ehe25UnRLigns dAYatRoRepRAg &

hi storical hese bheThevisthiusiop ofisan ohamb\igtlboa at mowsred, VY, ttmader t he
orientation nthsclou s defi . urg of
di stancel‘:’l n a(ao a?s‘—’mrﬁ “of é(:oor%ﬁ)e eé %ngewg%gﬁ&% ggg i)Tgegmagggﬁ ot -yi) <e
or xi, resp ];pcatﬂel eepncicdridingat épaq.”ltaaﬂt uds, ﬂ:@l’lmmm maeﬂlglmgsll nOtIhe WGS84
(World Geodef 1& g%ll}t?;gtb N 1984} hor f%é}pm tthgns f&df&gtgl} arddn a

simlar way a et'veen (a, A and (S, p). - 26 - of thls cl oud,
and of the REEEFNR of IRheTEPBEUEC FRCTRASE d’éliﬁ%edFH@CEFLSBdrlo?‘ﬁsr’fﬁeﬁ@ and
enpty outsi dey theséveendhitfbés trtehef Wdd 10N teyvbei betaugedabe laiew edge

of the visibjlity is nanbi uous. ver rance of di spersed
ori ent apronsA%ﬁﬁ/ be" &R gh"Of P8§é XSndF?H&ﬁ@t?gart‘)&I 5P r?ﬁ‘(?fjary
maski ngs, orfmadudmpte- pat hhp, sdme hplaoder tbhamtﬂrdJmazt orlsk eabovertaal n. In

order to inc %§ﬁ e E%g he
satellite wgsl? %J] %9?%?%%%8?0%11}%%?% vvhen the positive mgl cator (or
spoof i ng) fr@tﬂ@ﬁkﬂ@ﬁ@tah%)sarre place (to within 2) is above an observed

l'i kel i hood threshold (environmental filter as described above). 15 The
probability estimateof  findin asatelll at a po IQn P1 asafunctlon
of the EI?rech?%nPE°%?|b(‘éiF}?u ogn‘} %}%nabfat L5t an
assunption csdeetivmg theaslncaertfaiﬂat)io@f blie dhéemiﬁbtéb.onsagbt aﬁ)lned by
the fO"Om‘”ﬁaéfHJ%ﬂfL é%%vation) given by the almanac, for an
assumption concerning the uncertainty of the direction

¢, is obtained by the following formula:

20
. Min{d{o L(Xha e HdX. X e
E(n,X)=E(a, 6, knowing X)=1- Mzn{\d(a.&,a!ﬂn,.(f_\ill 1»1_49} H.dX.XI)<e)
da.df
in which (a, 0) are observations of satellites
associated with a historical position Xh and
25

(da., 80) the acceptable deviations defined by the cloud

of the ocbservations.

The statistical indicator deduced from these
30 probability estimatesis therefore the probability P(P; ,
{n}) combining the probability for each satellite PRN
n, which aggregates the probability with Ngx =
card({n}), in which {n} is the set of the numbers of
visible satellites reported by the target receiver,

35 done by a known method.

4) The network history map (Position, Cell)




Wn (d(a.Oat.On).(XI.a.0) EH ti(X X') 5 c¢) E(n, X)) =E (an, 6L,

knowi ng X) =1- da.JOin which (a, 0) are observations of satellites
associated with a historical position Xh and 25 (8a, 80) the acceptable
devi ations defined by the cloud of the ghservations.
‘Thestatisticalindicatordeducedfronthese 30 probability estimtesis
therefore the probability P(Pi i% conbi ning the probability for each
.satel | ite PRNIGHrashi&h égb?@g‘éf—é@ He pedrssentsy \@Retheat ¥ard(of), in

which {n} i prhhresgingf é&@s s ¢h wc'iﬂr@termtleigl i tes tgpoet ed>fby t he

t ar get recelver 5 nmet hod. 4 hi st ar
(Position, G&Y%oTk . %éEiSFﬁékﬁ %heﬁﬁ??fﬁ%lyogepg §en$§ SERSt may of
pr oceedi ng qmmﬂﬂﬂdﬂqy|thoostractmﬂgeavbabladﬁ net woa k celllls femad t he
reports pf the h| stechr c% %rl)lst%ggpgilgdreg 8l i E%m %chcéetllo,nt ﬁnd 5

conti ngeRt i1 OFHELT ON supp ofmuni cat i on networ
reporting ofnettheamnm tipons ttiyEt hrepmmllm de¥i ddie t hesivdng s‘@Ydtﬂ’J@bl e of

cells to ch he RO3{dd On?héﬁp%iﬁg @élfdhecatﬂregeéfr@eﬂyeﬁ;o Hadrr i nciple
isillustrate mnth the cel [ Tdentit in a nobile cel lLular

net wor k obtéﬂﬁédHQFHﬂ%@nﬁonﬁﬁﬁp6ﬁﬁﬁonbﬁetRB?k %&ﬁﬁﬁ?ﬂrﬁ?QQ}W?Qnﬂﬂ$Eﬁ known
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those skilled in the art.

The collaborative building of this cross-reference
15 table cells and positions presents an economic
advantage with regard to the network use of data

existing as criterion of authentification.

The indicator of consistency between the database and

20 the candidate position X is a metric of range d(P., Xh)
between P, and the aggregated positions Xh in the
database H.

The probability that the cell C;q reported for the

25 target receiver 1i=1 corresponds to the reported
position P; is computed on the basis of the near
positions stored in the base, or: P(cell=C;4, knowing P;
)= > d(p;, Xh)

cellule= C,,, knowing P,) = &oca=l_____(4
p( id W g l) Zd(P]’Xh) ( )

(Xh.C;;"heH

30 in which this denominator is calculated only once for
the complete base (or for all the C;4'), and the sample
Ecn(P;) which serves as reference is the set of the
positions of a receiver k stored for this cell. The
learning of the field of each cell by the base 24 is

35 illustrated in Figure 8.



20 the candidate position Xis a nmetric of range d(Pi, Xh) between Pl and
t'he aggregated positions Xh in the database H The probability that the
cell Cdreported for the 25 target receiver i=1 corresponds to the
reported position Pl is conputed on the a§is of the near positions stored
“in the base, or: P(cell.Cd, know ng Pl = d(Pl , XI) (xn,c,d p(cellule =
Cd, knowwng P1) =(1 1) E d(P, , Xh) och.c,dlEH 30 in which this

_denoni nat or lts Wil Ubat Bat el i}héﬁcéhﬁor’“ettﬁ’@dcd%ﬁﬂset’éh%ag%l%()?df 88 &1 the

ad) , andtta@e %@E&Jc@.a@@d Pwlt\ml ehesewes aposafiarerce duvinke el of the
positions of receiver for this cell. .The | earni ng of the field

of each cel Iaﬂﬂfeﬂ?é:%e Zﬁn s &5 | Retat E8FHTE gAY 8. SECOBFAIY ¢ | |
be not ed t halodilteioret bod ausmethba G | rhdtasra"t agymssodnat gldaty t Htt he GNSS

positiong duyfi t he.a atio and. doesc-n ecﬂig e o]

posi ti ongby %%ﬁ?odf%gg" ﬁﬂ q(rd.p rlsoql I%ft %glte % %8$¥te;§ﬁf S’g%&%/he

conpari son d:fhet her®881@b¥s®rkorpmltmqme alueadyt waercpbbedi ol &heeady

descri bed i g;t FRB07400. The del etion of obsolete data can be
en a

triggered er of alarns reflecting a possibility of fraud in

t he val ue of the p05|t|on transmtted are raised on the sane cell wthin a
short time (@BRov@eBetikel bliobddrashodsa whnhChbd nfp:l-ig:@éﬁed heheal iadi ty of
t hese data, or sinpl ter a fixed age. Slncet estored 15

per manehP| y, T c?énf‘" Faftd S n?f §P5Eh 13‘ 3 aﬁ'hg TaHdr é8ati on of

the data fortist atdlie O:aﬁ tplue ppeeisti:onptraesmt.ethdl gues rak sevin oo thieose
skilled in té&‘%bezo Aty %h&@at 5 t8h8f?£' M 7fe U Ney S age S.L&@é‘eg.l@u%%cf he

search in the base and t Istica nputations in the 1ndicators. For
exanpl e, the:mﬂdﬁmkd)nreadm@ﬁremlelm&t@eﬁhﬁyveéideEy afe tAggce §RG s of the

data (k,t) Qi asppbpetapielng Basea WYLh £adkd Nekerbaty azeestReed
15 permanently, sufficient valid data remain for the

check.

The aggregation of the data for statistical purposes
comprises techniques “known to those skilled in the
20 art”, in order to optimize the storage space and the
search in the base and the statistical computations in
the indicators. For example, the sums of measurements
divided by card(E) are aggregators of the data (k,t) on
a subset of the base, which can in certain cases be
25 precomputed. Very close data can be replaced in the
base by an average datum, without substantially

modifying the principle explained.

It should be noted that it is essential to manage, in
30 this base, the obsolescence of the data, the relevance
of the measurements observed being able to be
challenged by modifications to the environment. For
example, the coverage of a cell is modified with any
change to the topology of the network.
35
The method and the system according to the invention
make it possible to avoid subtle fraud mechanisms which

would try to avoid the events triggering road charging



25 preconputed. Very close data can be replaced in the base by an average
datum w thout substantially nodifying the principle explained. It should
be noted that it is essential to manage, in 30 this base, the obsol escence
of the data, the relevance of the neasukpgnents observed being able to be
"chal I enged by nodifications to the environnment. For exanple, the coverage
of a cell is nodified wwth any change to the topol ogy of the network. 35
.The method afFadfe St oftEcedY didyEedb tAE | AVEAEKSN AARED t 3fossBi e to

avoi d subt | esdaiatictyeehafisds hich pespe try to avoid the events
triggering road charging - 29 - (areas or virtual gate) or attacks ained

at the security of goods or of people. The solution ought to allow for a

hi gh fraud dmiecsoDutfopesaghtage, aadew siddt |2 highd frhndmdetequeesi ve

har dwar e eqw ment. No addition ifi Len i Q?ﬁde i sting
GPS recel ver éaﬁcientap%ﬁ i ES%T ner i mg{r%aw%g |$\?%r$rhtl zf at qr?%%ptﬁgl%s?ﬁ y serve
as proof. lMhadEdwddey, ghuipwmtol tNesadditian a aut siafd fofcad igay pds use

context al sq,JBies '5np0@1§éb|§x§§tm§r0@@st heelBl¢@hi Ly Titn wiban iaieas. 15
The col | aboration of the users, nost of them "non defrauders” (true

terminal s w%ﬁF%’d‘E%%@ né%f@ﬁ“f"‘(’iﬁoﬁ gﬁ%‘?“} r‘r‘haré’esthssﬁB%’l bFe YD F&tect the
“def raudi ng"pstsefr s who report information inconsistent with this signal,

and with_no addl tional sensor in the nobile 20 equipnment, and also with no
change £8 the GPS receiver. - 30 - CLAIM5 1. Method for authenticating

t he positi orFRig1)y of thenuizd ecgl ehmerste (dfYtemiampbulteideemeht ac@EdY- Si ng

per-use context also makes it possible to improve the

integrity in urban areas.

15 The collaboration of the wusers, most of them "non
defrauders" (true terminals with authentic navigation
signal) makes it possible to detect the "defrauding”
users who report information inconsistent with this
signal, and with no additional sensor in the mobile

20 equipment, and also with no change to the GPS receiver.



5 at |east one G\SS receiver, k, having a function for estimating the
position P1L (t) of this nobile elenent (10), fromsaid signals "authentic"
of the GNSS constellation, the aforenentioned receiver being potentially

al located by falsified signals, 10 thiggnethod being characterized in that
it conprises, in conmbination, at |east the follow ng steps:

determ ning at | east one datun1(21) associ ated with the position P1 of a
_GN\SS receiver, i, 15 Transmtting anf™¥S ng said data (21), aggregating
a nunber of data (22) associated with the position of a nunber of GNSS

ime Superior Lo MALHA 50t | ANGORGF S S8R0t Pae LELR 1 Pobnt 8Fat ot cal
data (25) charactesbidid cebémehe autdent ac meobgia , eletedantnicn:impgiatinlgeast one
consi stepcy indicatof, ) gf Pihe( 2igs b%lﬁsgﬁvéf' ng tggd\grgég?mb%%

associated wth said receiver i and gr egat'e tained from
the set Ech of re?cmvwslrkatmgahhenms\mlo@f Rij nit)i nef uthhg aoblidgst a

position Pi (t), efgﬁéﬁﬁulfﬁy'n9r$£7%ai8es@Qﬁhlbomaahﬁgn%ibd 020 thebi | e
el ement (10) by using one or nore of said consistency indjcators IC(PI) in

an authenticity @S GPathftidont Bt t FH&i &% ARG off SGEAE Yo
behal f of the usedeitigtpbentfelyPr allogateegasysfabeiposdt Is(irgnlall.s,35

2. Met h ding to daim1l, characterjzed in that th i d
i cat 0P comput A SPEBECH: o Jertr nEHArACSELAEal 1 b BEGLco M nked by

a - 31 - comunicaipoisewt wonk coobdabad ivobi | el emgnt $hel@Eel1ldwiichod
according to d algge]ps characterized in that 5the aggregation and i ndi cator

conput ati on steps
e determining at least one datum (21) associated

with the posgition P; of a GNSS receiver, i,
15 e Transmitting and storing said data (21),

e aggregating a number of data (22) associated
with the position of a number of GNSS receivers
belonging to a set Ech(Pi), on a size of sample
and a period of time superior to given

20 thresholds, to obtain a significant statistical
data (25) characteristic of the authentic
signal,

e determining at least one consistency indicator

c(Pi}, (26), by comparing the first datum
25 associated with said receiver i and the
aggregated data (25) obtained from the set Ech
of receivers k, on an interval of time including

at least a position P; (t),
e authenticating (27) the position P; of said
30 mobile element (10) by using one or more of said
consistency indicators Ic(P;) in an authenticity
decision function or to raise a suspicion of
fraud on behalf of the user of this receiver i,

as regards the position Pi.

35

2. Method according to Claim 1, characterized in that
the aggregation and indicator computation steps

are performed in a centralized device linked by a



are perfornmed within said nobile elenents (10) |inked together and form ng
a metwork, following the principles of distributed conputation. 10 4. Met hod
according to Claiml, 2 or 3, characterized in that, to authenticate the
position Pi(t) of a nobile elenent (10)g;the consistency indicator Ic(Pi)
"i's conputed on the basis of the strengtﬁ Sk(n, t) of signal received by the
receiver k, by 15 considering the receivers k in_the vici nitl_/L of the
.receiver 1, arrarffEnunicatigiye ntserhante, 881€he™PRitEnt SEEFNLRK th tk -
t < At, and At, e(dlaging paraneters of said consistency indicator, in which
nis the satellite nunber in sight of the 20receivers. 5. Method according
to daiml, 2 or 3, characterized in that, to authenticate the position
Pi(t) of a mobil eetliserdccaodinidgli g Cbaimnkasuherentez2bhzadsda &hadt with a

satellite n the Jelhod yses a set gl samples: obtalagd, fyama st i cal

positions base, in whi e positron . nEl—:e e’Instant t' and
the orientation cfre heexdicaead ewathadi caged byohhke aAlandnts30dléVati on

pair ae(t', k) is syffd£i eghb¥neloshd 0eBimihy ANndehdrk]l) £o18ouwikighod
according to Claiml, 2 or~3, characterized in that, to authenticate the
position Pi(t) ofthe IriRminteselTnehistBbred PRI EgiIbal neasur enent
relating to all the satellites seen, the nethod uses a set of sanples from
a historical positiqgns. - 32 -. basge r.which_the position Pk_at the

i nstant 1P i% suf’#‘?@i%qwt?i/c%%%’égt%é P{:?‘? Y, Ny ﬁSdBacc??S‘ra&’iaﬁ&etr&zﬁ aimil, 2
or 3, characterizied Bhatihato taetieai cgoge egael @osittEproRpit)sesti

conbi ni ng at Ieaqﬁogj[kfelzcegllbeg%geﬂgos(tﬁgs: dHe %‘?;Q%tirs},t%ﬁ'ic‘i’/n Qf, & JBR LOf

visibility of a sate : n reports of positions-of the receivers k
stored in a databesePi)24}s rtomPREe@si @nofthehebasbad off Ble nstnendgitder to

Sk(n, t) of signal received by the receiver k, by
15 considering the receivers k in the vicinity of the
receiver 1, arranged at a range less than g, at
the instant (tx), with tx - t < At, and At, ¢ being
parameters of said consistency indicator, in which
n 1is the satellite number in sight of the

20 receivers.

5. Method according to Claim 1, 2 or 3, characterized

in that, to authenticate the position P;(t) of a

mobile element, according to a measurement

25 associated with a satellite n, the method uses a

set of samples obtained from a historical

positions base, in which the position Py of a

sample at the instant t' and the orientation of

the satellite n indicated Dby the azimuth,

30 elevation pair aB(t',k) 1is sufficiently close to
P,(t) and afB(t,1).

6. Method according to Claim 1, 2 or 3, characterized

in that, to authenticate the position P;(t) of a

35 mobile element, according to a global measurement
relating to all the satellites seen, the method

uses a set of samples from a historical positions



determ ne the density and the border, the conputation of the probability
gstimate of finding a satellite n at a position X as a function of the
azimuth direction a, 15 elevation 0, for an assunption as to the
uncertainty of the direction 4, and in that the probability p(Pi, {n}) is
"deduced fromthese probability estl mat es, as consistency indicator for each
satellite PRN n, with Nsat 20 = card({n}) in which {n} is the set of the
.visible satelli t@%ﬁmbe?%rrﬁbbﬁbe&hﬁy RAfd ik Rera . tRE MBRABANECESr ding t o

Aaiml, 2 or 3, ihahadiRiiaady 20 dde tdwmtp,9a)d nmet hod constructs a table
of netvvork cells based on the reports of the historical positions Xh stored

in the database (24) and of contingent information supplied by the
comuni cati on. netl\m’ﬂbc}?lwd‘bdhsdirﬁ@ el Clatientity o303Celcdhalrddterd zedbi | e

cel | ul ar _net wor k andtlhn e cang:eélg%l E'L%?atti% | ;g{:gst ogorgg consi stency

bet ween ?he dat abase “a ion aran ric between X
and t he aggregat ezpnpmm:mg)mst Xreastd the tﬂ@ll@mme%tem authenticity

function, the 35 vgl yg,ofther @@é‘@hlbkyatb@é the Gﬁgkbmaeg e¢ for the
target receiver corresponds to t position X and the sa h whi ch

serves as - 33 - ref e”"raé%ﬁ:]eht%etﬁé%ét oF tWﬁHsﬁtPSnsp%?b‘Fje%ln? 0Pt his

cell. 9 Met hod accor ditg fer&dwire k s'&:@d‘ed% 11€l’air@63tt£|5a§@d 28)jin that it
uses, s the neasure and the deci srhon i a hﬁgntl ci |n fe&dbaq:k on the
corgt

sel ectl of the safplFPEE I ePhod e Eféfl O cRAPEEt el zed in
that 10 it uses a datdeternite rtgwreikatsymaaxctlumb rigozaci‘g/r,past and future

datum concerning thg t tﬁghlp(afta@ §1er Eo%&\ghl%pagéslf%g A USRI on of

fraud is raised. 15 11 accor characterlzed
in that it uses an obsof ebtrghieg n@cm‘ﬁel‘,htﬁ BhREhat Pesasigenf & aghidch t he

exactitude and utilitysage: b nighed de age Ankide! etad ddamd he base
(24), ﬁ est abl i shing obsol escen&e criteria adagt ed to 20t he dat u sai d

criteri &obei ng chosen $¥SREHI T Al owPhg PPst 2SSYRREEGHe Fialty,* i rengt h,
UDRE data are del et ed whesrtdienisat ekl itk ndisetbeosulf, ecindf ia nofatf i cation

by the control authority, probability p(P;, {n}) is deduced from
these probability estimates, as consistency

indicator for each satellite PRN n, with Ngat

20 = card({n}), in which {n} is the set of the
visible satellite numbers reported by the

receiver k.

8. Method according to Claim 1, 2 or 3, characterized

25 in that said method constructs a table of network
cells based on the reports of the historical
positions Xh stored in the database (24) and of
contingent information supplied by the
communication network such as the cell identity

30 Cell-Id in a mobile cellular network and in that
it determines, as indicator of consistency between

the database and the candidate position X, a range

metric between X and the aggregated positions Xh

and in that it uses, as authenticity function, the

35 value of the probability that the cell reported
for the target receiver corresponds to the

position X and the sample E. which serves as



25 the global quality, uncertainty and availability data are del eted when
t'he constellation has been nodified, the satellite visibility data are

del eted when the positive spoofing indicator frequency on the 30sane pl ace
to within s is above an observed |ikelihgod threshold, the cell data are
"del eted when the positive spoofing indicator frequency on the sanme cell is
above an observed |ikelihood threshold, 35 any datumis del eted when an age
Adinmt is reachedreiGTreffe ot helfheritadr i oh ER& RATITIAM FRerpds<FBl e

obsol escence of thggatdam. - 34 - 12. Method according to one of Clains 9,
characterized in that it uses a data filtering nechani sm excludi ng any past
and future data relating to a 5place on which the false alarmrate exceeds
a defined thlreshMeathod according to Claim 1, 2 or 3, characterized

5 in that it |uses, uses the measure and the
decision of authenticity in feedback on the

selection of the sample.

10. Method according to Claim 9, characterized in that

10 it uses a data filtering mechanism excluding any
past and future datum concerning the terminal of a

user for which at least a suspicion of fraud is

raised.

15 11. Method according to Claim 1, 2 or 3, characterized
in that it uses an obsolescence mechanism in which
the data for which the exactitude and utility are
diminished by age are deleted from the base (24),
by establishing obsolescence criteria adapted to

20 the datum, said criteria being chosen from the
following list:

e the code quality, strength, UDRE data are
deleted when the satellite n is the subject of a
notification by the control authority,

25 e the global quality, uncertainty and availability
data are deleted when the constellation has been
modified,

e the satellite visibility data are deleted when
the positive spoofing indicator frequency on the

30 same place to within & is above an observed
likelihood threshold,

e the cell data are deleted when the positive
spoofing indicator frequency on the same cell is
above an observed likelihood threshold,

35 e any datum 1is deleted when an age 1limit is
reached,

e or any other criterion characterizing the

possible obsolescence of the datum.



12.

Method according to one of Claims 9, characterized
in that it wuses a data filtering mechanism
excluding any past and future data relating to a
place on which the false alarm rate exceeds a
defined threshold.



