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BACKGROUND
Field
This invention generally relates to wireless communications. More particularly,
the invention relates to handoff between a relatively fixed wireless system and a cellular

communication system.

Background
Table 1 summarizes acronyms and abbreviations.
Table 1: Acronyms and abbreviations
AP Access Point
BS Base Station
CDMA Code Division Multiple Access
ESN Electronic Serial Number
EVRC . Enhanced Variable Rate Codec
FA Foreign Agent
FFS For Further Study
GPS Global Positioning System
HLR Home Location Register
HW Hardware
IETF Internet Engineering Task Force
IMSI International Mobile Subscriber Identity
108 Inter Operability Specifications
IP Internet Protocol

LAN Local Area Network



P Internet Protocol LAN Local Area Networ kMAC Medi um

Access Control MAD Mobil e Addressed nessage MGW Medi a
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I dentification Nunber MP MJhile Internet Protocol MO

Mobile Originated MS Mobile Station MSC Mbil e

L t chi ntrdsr Wé@'ﬁi | e Term nat ed NGLAN Next
er at RNMG&RVE Mli on Administration Managenent
MAR/EP OpRibile Aréggedinissags on Managenent &

Provi si oni ng OCS Chi wan Cell ul ar Server PPP Point to
M&Vnt P §ateywayQual ity of Service RFC Request For
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MP Si
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e Network Managenent Protocol SS

MiNppl enﬁﬂ@bjdeehﬂnaélénmnmgnal ing System #7 SW
ftwar e, CP Transport Control Protocol

N@)_P Useﬁﬂcf@?alé?ea{ﬁg B8 Vol B Voi ce over P VRS

M®i ce OMobilez@dgifatast Save WAN W de Area Network

MS Mobile Station

MSC Mobile Switching Center

MT Mobile Terminated
NGLAN Next Generation LAN
OAM Operation Administration Management

OAM&P Operation Administration Management & Provisioning
0oCs Obiwan Cellular Server

PPP Point to Point Protocol

QoS Quality of Service

RFC Request For Comments

RLP Radio Link Protocol

SGW Signaling Gateway

SNMP Simple Network Management Protocol

SS Supplementary Service
SS7 Signaling System #7

SW Software

TBD To Be Done

TCP Transport Control Protocol
ubpP User Datagram Protocol

VolP Voice Over IP

VOPS Voice Optimized Power Save
WAN Wide Area Network

WSS Wireless Soft Switch
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FIG 2 shows a Signaling Path and a Protocol Stack in
accordance wi th an enbodi nent; [0006] FIG 3 shows a
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W th odi me 00 sho a. handof f
o e BB oE BR5E ot Stepaling datho A daroesh Stk ROBaPERGe. with an

ehBB88%enf:! G 6 shows a sequence of events for the
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8 ot he protocol stack at the wirel ess termnal
af t eFIGhe dnewdof flovdh@e GO hkaBpEamMbishin¥olvedtindnBMP. handoff in
DESCRI PTI. ON [0012] In an enbodi nent, handoff between a
aggordanss yitham cahed Hn@él | ul ar cormmuni cation systemis
pr OV'F%SS fl[o%la?’ll Brrde ﬁ%&:l% iR acobPdRBR tvith an embodiment;
desi ghed To provi e nomadi ¢ ce I"ar “services
I ncl Wi ng shoevscesequatce lof EvdntEor &&Zlaildoff procBdide;]l 1

network is, used. as Io as t he vojce aIJt

to bglécz dpigls the PURPeal stk et 3}? Vuclgssaie y‘a‘?fs re the Fadofr in
n ceptable level. In an

agﬁ%g nentE&Q?ﬁﬁﬁgh?glggpquallty degr ades bel ow an

acce[FdGbBe:lepmthetpretO@te]sstgcrk &l thowsirdessricmsivalcaftdr the handoff in

hang off et ween the 802.11 and a CDMA | XRTT net wor Kk,

A e systemintegrates the user
experlence such that the user is nostly unaware of the
underlying transport used to S]Pport cel | ul ar
services. One of the vaDFSE@RIBPIIONo ensure that the
user interface (U) that the user uses remains
unchanged when the user noves froma WAN to the LAN.

[0015}h Keyembbdidleat, headoff esetwe@p s t witelesc| LA, dndt a cellular
are not limted to: [0016] Voi ce services using
cepmamicatovsysian isprgided.codec (EVRC) (MD and M)

In an embodiment, a system is designed to provide nomadic cellular services

including voice over LE.E.E. 802.11. An 802.11 network is used as long as the voice
quality is likely to be acceptable. Voice quality is measured and maintained to be at an
acceptable level. In an embodiment, if the voice quality degrades below an acceptable
level the design allows seamless call hand-off between the 802.11 and a CDMA 1xRTT
network, for example.

The system integrates the user experience such that the user is mostly unaware
of the underlying transport used to support cellular services. One of the value-add is to
ensure that the user interface (UT) that the user uses remains unchanged when the user
moves from a WAN to the LAN.

Key cellular features supported include, but are not limited to:

Voice services using Enhanced Variable Rate Codec (EVRC) (MO and MT)

SMS (MO and MT)

Cellular (CDMA like) Supplementary Services

Idle hand-off between the two air interfaces
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functions as a SIP Server for the wireless unit and as a CDMA BSC for the MSC. A

- SIP Registrar is used to register users in the SIP/WLAN domain. The SIP Registrar

[0025]

[0026]

maintains the translation between IMSI/ESN and the IP address for each user in the
SIP/WLAN domain.

The media gateway (MGW) and the signaling gateway (SGW) are controlled by
the OCS and are used to communicate with the MSC using A1/SS7/T1/E1 for signaling
and over A2/T1/El for voice transfer. The Signaling Gateway translates between
SIGTRAN (IP) and SS7, and the Media Gateway includes vocoders, and it translates
between EVRC/RTP and PCM/T1/EL.

The network includes an MSC (Soft-Switch) to provide services to the wireless

terminals in SIP/WLAN mode. This MSC supports standard IOS Al and A2 interfaces
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signaling and over A2/ Tl/El fsor voi ce transfer. The
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copRledyogml ERL?@ﬁﬁﬁdS?gh@ﬁﬁéhe MSC (SS) 212 is coupl ed

to aﬁ@ly%n Gl 15 CDMAGEYWA net wor K

222 is cC ugﬁ%ﬂo an HLRZS’g4 and %%E%NSC 226. [0028]

The s"ﬁhgrpadnpcrg sprak$shoivonmclBde witdess re@@mzsaawwmew 238, OCS

AP M G PR MR AN B Suds
and_ GO RGLekniekiopO ool ok £903RIIEHSIPITE] BDP 250, Ip 252,

term nal protocol stack 236 includes SIP 248,

an® 80321 25hdTBOWLAN APiprofsel stackne3Rrngipdescioai] 1R 398.3 258,

546550508 30 SR 3R pa T, 2R gl 05 6,

SAIGGRANDD7968P B2GTHRANGY 9, 24P e, SaW 36cd 2tddk ZRBeincludes
SGW pr ot ocol stack 242 includes S| GIRAN 276,
M%%qutocol stack

SHOTRAN o, IBS78p802.3 280 537 12, ZBQ TTEe2805CThs

I AR R R R I s L PR e 6. The
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Tl /El 299. [0031] Figure 3 shows a Voice Path 300 and
28P0t ocol Stack 301 in accordance with an

Figure 3 shows a Voice Path 300 and Protocol Stack 301 in accordance with an

embodiment.

Figure 3 shows the way the MGW 304 is used to translate between EVRC and
PCM protocols. The wireless terminal exchanges voice packets with the MGW 304
using the EVRS/RTP/UDP/IP protocol, while the MGW 304 exchanges voice frames
with the MSC 306 (or PSTN 308) using the PCM/E1/T1 protocol.

The signaling path 300 shows wireless terminal 310 coupled to WLAN AP 312
using 802.11 314. WLAN AP 312 is coupled to IP network 316. IP network 316 is
coupled to S/MGW 304 using VoIP 318. S/MGW 304 is coupled to MSC (SS) 306
using PCM/T1(AZ2) 320.

The signaling path 300 shows VoIP 322 and PCM/T1 324.
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MGW 304 using the EVRS/ RTP/ /1P protocol, while the

MGW 304 exchanges voice frares with the MSC 306 (or
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signali’ng pa PCM T1 324
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304530 0037 7l 106 ST REOS: oF i A5G ARpedbght 330

mélggésup@ﬁ PR B34 1R, 386 PYER pidfdcoll facdkdidcludad PCM 374 and
8 11 342. The WLAN AP protocol stack 326 incl udes

TiB2314. 344 and 802.3 346. The MSWN protocol stack 328
S| ncl. u[de EVEIéQC 3t48’ RTP 350, UDP 360, W 362, 802.3
J?é@@ém_ TI/El 368. The MSC protocol stack

330 pAG ?Qﬁe BESDMila2 Gbsenigtidn il b3 vded tﬁhﬂmﬁ@é’h&mme& Athid implies

stack includes PCM 374 and. Tl /El f%ﬁ scrl ption
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ude 1B GDr eau phicessingcsigeding. It ovitii tmmhe,l thvhedlludpy suibscripgon ysing SIP
the, WLAN environment, will use SIP for call processing
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usin I diwbet Redhddb IP addr
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8l0r326040] Handof f Management [0041] Handoff is

deflﬁgﬁid(fpraQQééﬁw%@tlve and idl e nodes. The chall enge
is to design for all of the various ways

h
802. Hand¥ s dafmed dpil batb achyrianhidin mor%e&beﬁl Phallepge is to design

for all of the various ways that the 802.11 AP’s are deployed and maintain performance
as the client is used in these 802.11 networks.

Four types of handoff include:

Inter-AP handoff within a WLAN network (talk or idle mode)

WLAN to CDMA handoff (talk or idle mode)

CDMA to WLAN handoff (idle mode only)

Inter-BS handoff within a CDMA network (talk or idle mode)

All four types of handoff are supported in idle mode, and all types of handoff
except CDMA to WLAN handoff are supported in talk mode.

Inter-AP Handoff

Inter-AP handoff occurs when the wireless terminal moves from the coverage
area of one AP to the coverage area of another AP. The three stages involved in inter-
AP handoff are

Handoff trigger: This will occur when the quality of the link between the

wireless terminal and the OCS is unsuitable. Note that a trigger does not always result



as the client is used in these 802.1 networks. [0042]

Four types of handoff include: [0043] Inter- P handoff
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to CDVA handoff (talk or idle node) [0045] CDMA to

WLAN handoff (idle node only) [0046] Mer-BS handof f
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2.11 association and hi gher |ayer functions. ({0053]
tet failsyibbrm flowadf qohwolopreeesds emstep A0S Tele tet spgcgpds, then the flow

andoff in cord e wth an enbodi nent is shown in
og?c@&o;p@peqﬁggﬁtggaﬂgz’ join new AP. A candidate AP
[0054] |1 St I Steplanai nedt fsrpupfothied X SetamendRetlier atbegt a4, APHe better
wireless termnal is in talk node. A _scan js perforped
than aisecond thrrsheldndnterafB endoffgs alloysdy ﬂn%rﬁfée é%%&eli Phnter-AP
ual it j : LN j
S8 B 005opkt F ARl o, AP procscs
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handoff is allowed, If the test fails, e | ow of
00551 cont Botchbbadigiels e oot AP Erisopatst 0 bk Bl succeeds,
ddiee LKy flrWhntrol proceeds to step 402. If the handoff fails, then the AP is
removed from the list in step 416 and the flow of control proceeds to step 408.

p—y

[0056] In step 414, a test is performed to determine whether a CDMA signal is above a
fourth threshold and CDMA handoff is allowed. If the test succeeds, then the flow of
control proceeds to step 410. If the test fails, then the flow of control proceeds to step
418.

[0057] In step 410 a handoff to CDMA is attempted. If the handoff succeeds, then the
wireless terminal operates in CDMA mode in step 420. If the handoff fails, CDMA
handoff is set to not allowed in a local database in step 422 and the flow of control
proceeds to step 408.

[0058] In step 418, a test is performed to determine whether the best tier 2 AP is better
than a fifth threshold, inter-AP handoff is allowed, and the number of inter-AP attempts
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of control proceeds to step 410. [0054] In step 408, a

test is performed to determ ne whether a best tier 1
WARSe4tsez t er than a second threshold, inter- ARCTEAZI0$/635480

is allowed, and the nunber cgf inter-AP attenpts is

|l ess than a third threshold.” If the test succeeds, the
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thE0 M ﬁbwpcrf%%ﬁ%’f plfReddsaB 402, 1t he HoRgbfrfraild, Sherd tenflow of
ow of cont proceeds to step 418. [0057

In
comtrepprbterda thatedd2f. T sIEDNRG,ithe APrisAppeted ﬁq’mtthfe}lst and the flow

andof f su cee en the wireless term nal operates
0 Eﬁ{\ﬂi eg{l@{; 420. If the handoff fails, CDVA

h andpidr- A hﬁﬁ‘doff & mebilatdm@medd ias i 802.¢ alsystama lfaseppiosed to the
step 422 and the fl ow of control proceeds to step 408.

mpbisSisisted hendeft g is eommeanly psedin celyarhpndeveds: er ni ne

}M;reteg%%? ::jlh q}aﬂﬁ%tff 1§ ﬂ:}% e&egﬁfc}zﬂ of zpﬁ%rtd%ff 15&1@@& tBatl ésgénlﬁalrl% says that
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L ik LR T iy e v
F%%Eﬁﬁ gl %0.5.? f%% is hdfiRdhed & tBE QRrefbdStermiralll IThé Giasl step in

nks 1s perforned. CDVA handoff is
h&Rlofhtie tied émtﬂoranﬂhmﬂeffn\mbhnnmlvepsrthg setup of ptnsmpyejcq rath, and

set to zero. The flow gf control proceeds to step 408.
ﬂ[ed%‘@}]laq%%ftﬂé%o@f@wea" ndoff is attenpted to a best

tierg @gffﬂ% {he handoff succeeds, then the flow of
contro pr oc %ds to step 402. If the handof f fails,

2 2 gnThE egemlemwonfofc anhandpfipirigeerds sovewed Py differeni Weghpnisms
G onpt bk PR B g o ot kb 1 00O
I's mMpRhher aeiRbédh R BRden 802. 11 systerrs (as opposed
to the nobil e assisted handoff that %9
| n c@waiypes elkandoitspgers U@B?F_gﬁn%rta@ﬂ LT(%EEJ@X‘? mlo e inter-AP
P EREHE S koo RHMIA and it fer nat essent i al Iy

An inter-AP handoff trigger is generated when the link quality of the current AP

degrades, and there is reason to believe that moving to a different AP improves
performance. The comunication link comprises the wireless terminal-AP link, and the
AP-OCS link. In case the wireless terminal-AP link is degraded, moving to a different
AP may result in a better link. The AP-OCS link, however, is likely to be shared among
all APs on a network, and degradaion of the AP-OCS link can only be remedied by
handoff to 2 CDMA network. A WLAN to CDMA handoff trigger is generated when
the AP-OCS link is degraded, while an inter-AP handoff trigger is generated when the
AP-wireless terminal link degrades.
Inter-AP handoff trigger
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the quality of the current link is unsuitable. Based

on the handoff trigger, handoff is executed to a CDVA
woeidoste1nr to anot her AP. The handoff execut i PCT/USRE4/635480

depends on a list of candidate A" s that is

mai ntained at the wireless termnal. The final step in

handoff js th | ; e final s
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AP- I nk, however, is l'ikely to be shared anong all
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can gnly be renedie an to;.a Netor Kmofd  than
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er ese co tions are net [0070] Max
othétpaytycount is reached for upstreamtransm ssion.
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WLAN to CDMA handoff trigger
A WLAN to CDMA handoff trigger is generated in the following cases.

When 3a or 3b are met, while the downstream traffic is below a threshold (the

case where erratic downstream traffic is caused by delay in the internet backbone)

When the RTT between the wireless terminal and the OCS exceeds a certain
value for three consecutive measurements. The RTT is measured by special
RTT Request and RTT_Ack packets that are exchanged between the wireless terminal
and the OCS periodically. “

As shown in Figure 4, WLAN to CDMA handoff can also take place if inter-AP
handoff fails (even when no WLAN to CDMA handoff trigger is generated).

Handoff Trigger in Idle Mode

A handoff pre-trigger is generated in idle mode when any of the following three

conditions is met.



[0072] The traffic on the downstream (originating at

the current AP) is higher than a threshold and either
wo@tooshelsinl | om ng conditions are net. [0073] TPET/US2004/035480

downst ream vocoder buffer enpty for nore than

Handof f _Enpty_ Buffer Threshgllod [0074] The upstream

buf f
[0083] pac k@%% ‘ﬁ%ﬁty ?j il t i ups . grﬁngk%g%‘?& {hegl% %é\ltﬁ{esglgﬁhgtg Iikg%fpihvesp acket
reglied Rbrdtian @ ¢l netbausfcrashhikyionsy ot tekeptnee than a certain

party [0075] The objective here (in case 3) is to
argpwtiof E}Hiesh between traffic qual ity degradation due to

[0084] queugleﬂgA‘ﬁ}I? g2y ARVREE i Rlp e th A kLB d1eSIaBREL is not received

backbo vol'ce packets ‘are recelived erratically
w(thhm&rtahxdalﬂymnﬁ(myr@ﬂlmsal ly (case c) \Nhl le the

traffic js occupied. b e cket t he el se
00ss1 ¢ elstyl SrReR Qb6 PepHee e po st s of K e Egponses

108 beRW £64&¢h fAvesh®Mi Ng to a different AP. [0076] W_AN

to CDVA handoff trigger [0077] A WLAN to CDMA hand

[0086] t ri g@sce the bgedmff presigiger i gendratel. o igredess dyminad Grity Pthe 802.11

p%\g?ro%v%mtoﬁ? eaélﬂgftgn?f it S%nasl%e%ﬂé e]g err aHl !g&gﬁgl og%lfa{ug%nin%de' =

tHel lafivé fespensse arelielflel dy have ldve sighilestiengthpthelvhiosiess terminal
[0079] When the RTT between the wreless term nal and
genesatexshandeHdHESS: certain val ue for three consecutive

msas Qg@{ geasured by speci al
[0087] equeﬂln%a% AAE packets that are exchanged
[0088] bet Wemoe tahemvlbﬂf dhgse it eenemtzal, thechandeff@gscution function is called.

erjodj cal | 0080 .no in Figure A4,
FigRdse “eééi‘ﬁ a%ﬁ%refn{ ailét Scapiiopie WIS J cpepizcyysotutions
alsBd & A{e trigobVBehandaf dndlthe 9@ refndts are used
gener at ed 0081 Handoff rigger in 1dl e Mode [ 0082]

tohcdrmtrdetfaf ligh |oé candl@g@APss FgeQbiveandia talls mfaﬂeehwa\éermemng after

B A SR T TSR 3T ) 5

defcriBek e RlchMBuddas koptintifithesesnmify finthien fot mfrélasmtenmnal in
nunber of retransm sSions, or takes nore than a

tadk rmaimb}argatmtlngfqurmgtlol{ @b(gxt] hagdelf wnﬁ@étewpggaefqm &@nhandoff

the res to a keep alive packet is not received
eSS & gﬁt ain delay period (say 300 ns).

[0089] Note that irrespective of informaiton gathered before the handoff trigger, the

wireless terminal always sends a probe to the target AP before it actually associates with
it. The objective of optimizing scanning is to maintain a candidate list at the wireless
terminal, such that the probe response to the very first AP on the list is successful with
high probability.
Candidate AP list

[0090] A wireless terminal in WLAN talk or WLAN idle mode maintains a candidate

AP list in order to support handoff. In an embodiment, this list comprises the following
entries for each candidate AP Y.

[0091] MAC address of AP Y

[0092] SSID (network identification) of AP Y
[0093] Last reported signal strength from AP Y
[0094] Inter-AP handoff related metrics

[0095] Inter-AP handoff reliability (tier 1 to 4)



[ 0085] Signal Strength: The signal strength of
recei ved beacons or keep alive responses falls below a
w@esosairs1t hreshol d. [ 0086] Once the handoff preEET/USPGE035480

is generated, the wirel ess t1 rmnal exits the 802.11

power save node, and attenpt's to send keep alive

packets. i n .nor nmal rat | he keep alive
[0096] | ag W?B%fOJP%“a%ﬁﬁé@@%‘%?d%ggﬁsg%%%m strength, the
[0097] Wi I eN@sBer dTukubabssHe Bk alods handudRdo AP Y1 i gger. [0087]

Mai nt ai ni ng a Candi date AP Li st [0088£f On%ﬁf handof f
[0098] i gjemberoigaerepditldhut dow) ilgaads hadatsig unction

is C ' ' I; i a list
09917 BBl o B A TER By B e AT % sean
[00100] i S PNuhbensdnaidcessiil ietehmndohindoffs ¢madP Y s gener at ed,

and the scan results are used to construct a list of
[00101] ¢ andy# ﬁ‘éalﬂb@.s"oﬁbfscﬁﬁi%vﬁﬁﬂ in tal k node, however,
[00102] scanp fgmahter a handoff trigger may result in delay

and a degradation in voice quality. This section
[00103] descBédueisy sstiing (cactake gitless of thedpllpingeralugs) scanni ng

funcgfion for a.wireless termnal in talk node by
[00104] ¢ hQP?Ihg’oisﬁ?LB}twati on about handoff candi date APs

[oo1os; bef oneEmrdyanerlkey bt OG8Er is generated. [0089] Note
that irrespective of informaiton gat her,lgg bef90é§ t he
n

[00106] hand¥FHP reqiigeitkey ehwirglessdrrrigal, Butaof gyaikeblgdo ds a
prob 0.1 he .t before it actually associ ates

(00107} i ¢ hﬁlA%.rP "recdég]g}g%pv of optim zing scanning is to

[00108] MAi NEAPequitd(Reydatvardlesstteratindl fautwiot &1 QES) t er mi nal ,
such_t hat_the probe_ response to the very first AP on

[00109] { he Fiagdoff Relahihtya8d §FCHHHYh hi gh probability.
[po110] cand ﬁﬂ?&%ﬁﬁq& i&%fricé %gi%@rpzéte\iﬂ o BbIRSs (56578t bedufl yWeAMgs).

talk o e node nai ntains a candidate AP |ist . .
[00111] i n oiLewesl It onslighfer@bitvan dervice nohavalablebeyeneiampt @pgosiation with

list conprises the following entries for each

Afandi date AP Y. [0091] MAC address of AP Y [0092] SSID

joo112] (N€tYMRLY i;qﬁﬁ?'.nfai.% kR )mede ARrAT QR3]habast. Idiparotednter-AP
signal strength fromAP Y [0094] Inter- P handoff

hamwlodf @dy méen COMAQDYBYailehleer - AP handoff reliability

[00113] f];ing %@tf ﬁ&{%%@gl%gﬂbl&“ TOR! nBfe SHECKBSabiofrVnky WRES cDMA
not available. Idle mode inter-AP handoff irrespective of CDMA signal level.

[00114] Level 4: highly reliable. Talk and idle mode inter-AP handoffs even if CDMA

signal available.
[00115] The ordering of the candidate list is based on the handoff tier and the reported

signal strength. First sort the level 4 candidates according to signal strength, and then
the level 3 handoff candidates according to signal strength, and so on.

[00116] For some deployments, the OCS database may not have the security key that
enables the wireless terminal to handoff to the candidate AP. If the AP requires a
security key that is not available at either the OCS or at the wireless terminal, the
wireless terminal moves the handoff reliability of the AP to level 2.

[00117] OCS database maintenance

[00118] The OCS database initializes the candidate AP list. The OCS database contains
an entry of the following form for each AP. The entries include a list of known neighbor



[0097] Nunber of unsuccessful talk node handoffs to AP
Y [0098] Nunber of successful (but slow) idle node

whawdoifes2t o AP Y [0099] Nunber of successful Perus2004/035480

fast) idle node handoffs to AP Y [00100] Nunber of
unsuccessful inter mode handdffs to AP Y [00101] Call

P T 5P e ek Rl scm

quiatityl 1g¥oRg an@kecatly {eBRib04)r edpaple(no security) [00105]
VEP required (key at OCS) [00106] WEP required (key at

W reless termnal, but not available to OCS) [00107]
EAP required (key at OCS) [00108] EAP required (key at
wireless termnal, but not at OCS) [00109] Handof f
Reliability and Security [00110] The reliability
metrics is interpreted as follows (subject to security
settings). [00111] Level : unreliable, Cbiwan service
not avail able, never attenpt association with AP.
[00112] Level 2: marginal. No tal k node inter-AP node
handoff. 1dle node inter-AP handoff only when CDMVA not
avai l abl e. [00113] Level 3: noderately reliable. Talk
node i nter-AP handoff only when CDVA not avail abl e.

I dl e node inter-AP handoff irrespective of CDVA signa
| evel . [00114] Level 4: highly reliable. Talk and idle
node i nter-AP handoffs even if CDVA signal avail abl e.
[00115] The ordering of the candidate |list is based on
t he handoff tier and the reported signal strength.
First sort the |evel 4 candi dates according to signa
strength, and then the | evel 3 handoff candi dates
according to signal strength, and so on. [00116] For
sonme depl oynents, the OCS dat abase may not have the
security key that enables the wireless termnal to
handof f to the candidate AP. If the AP requires a
security key that is not available at either the OCS
or at the wreless termnal, the wreless term na
noves the handoff reliability of the AP to |evel 2.
[00117] COCS dat abase mai nt enance



[00118] The OCS database initializes the candi date AP
list. The OCS database contains an entry of the

wo edosowienzy f orm for each AP. The entries i ncl UPET/ES100£035480

of known nei ghbor12 AP addresses and sonme of their
properties such as |last reported signal strength ,
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[00119] The entries in the Inter-AP handoff column are described below

[00120] Inter-AP handoff reliability (tier 1 to 4)

[00121] Number of successful talk mode handoffs to AP Y

[00122] Number of unsuccessful talk mode handoffs to AP Y

[00123] Number of successful (but slow) idle mode handoffs to APY

[00124] Number of successful (and quick) idle mode handoffs to AP Y

[00125] Number of unsuccessful inter mode handoffs to APY

[00126] Inter-AP handoff reliability in the OCS database may be different from th¢

reliability in the wireless terminals candidate list (because of security settings).

[00127] The entry for the row corresponding to the self ID is constructed as follows. The

number of handoffs of different types is simply the sum of the lower rows, while the tier

is the minimum of the tiers of all AP’s in the record.

[00128] The neighbor AP list entries for AP X are updated based on measurement made

when the wireless terminal is in WLAN talk or WLAN idle mode, and is associated




reliability in the wireless term nals candidate |i st
(because of security settings). [00127] The entry for

W0 b@soowizor responding to the self 1D is constPUDUSIOAB35480
follows. The nunber of hand?ffs of different types is
sinmply the sum of the | ower oms while the tier is
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initialized as: [00132] CDMA Handoff Reliabiliy=3

[00132] éOOlGEMWaINPf h%hllWF%el i abi |ity=3 [00134] Overal |
ervjce it If there is a record in the
[00133] CCS.@g é%ggéum¥ﬁAR%@§&ﬁ§%ds the entry to the wirel ess
[00134] ternovaggﬁgxﬂiiﬁ?hwé4used to formthe candidate AP
| nei o) P.to d
(001381 1§ moltahegpct teserd erip RS GtBee 4y (s RS RE Sty T gpreless
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[00136] X. TAddingl hevyumighbyr aR to I?ecdmdeaph tws @thﬁQSSemmgpal detects

et G0 B S FGAR R, e ocs
%J‘gﬁéw 5w it flle érf%rydi%I« AP X YAk s ghalt) 2@ dbndini towsod the entry

O respectivel’y. The SSID and channel entries are
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y entries—
résgééti'véi;ﬁ 786 SSﬁD endichen@ elitfies &S fDleaf usitpetheguoPresponse sent by

0137] If the new AP has the same SSID as AP X, its
APaYdof The seswrly| $qttyngss of dhe mgwy AP are set accormding to 1ts SSID.

The handoff reliability entries are initialized depending on the SSID of the new AP.

[00137] If the new AP has the same SSID as AP X, its handoff reliability is set to 4.

[00138] If this new AP has a different SSID, its handoff reliability is set to 3.

[00139] Successful talk mode handoff to AP Y: Revise the handoff history entries for the
row corresponding to AP Y. Increase handoff reliability by 1.

[00140] Successful idle mode handoff to AP Y: Revise the handoff history entries for the
row corresponding to AP Y. There can be two types of successful idle mode handoffs,
quick and slow.

[00141] Quick: If the number of quick idle mode handoffs crosses a number divisible by

two, increase the handoff reliability by one.



[00138] If this new AP has a different SSTD, its
handoff reliability is set to 3. [00139] Successful

wo adok/omede handoff to AP Y: Revise the handof f PET/E81904/035480
entries for the row corresponding to AP Y. Increase
handoff reli ab| [ ty by . 8?[40] Successful idle node
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nunber of unsuccessf ul

e node_h ff
[00146] nunbEnsudasiiyl bansofftor %GDM@éJ@wg&eﬁ?‘%ge i, (VA bandoff history,

bi | .i
e b M AT R o RSBy BYRAZSCH Y S ory, ang

[00147] | ncrmmscmﬁnmmandoff reliability by one. [00146]
Unsuccessful handof f e%lo a CDMA networ k: Revise the

[00148] COMATR081A Fiandest yloliney 2 uaR SHEAPHE ENANaRtof fsearch for

bislph #0N9 1O bebashsd,
C%@%%Sﬁbﬁgog%ﬁﬁ?? st an&gﬁd cg%%ielnes@agsca: mec h?ﬁi ISI?nereless
tehﬁlmapdr%ormgtheafolﬁewmgfnﬁemtlonagdi date A ' s for handoff.
or each channe t o _be, scann irel
(001451 ¢ or v TERRRBERS et BRI SRR GSRBY SEPARES) Qora0]

Move
00150 SLARSHE I HRIow © IH66DEsY direiie@gicdl 296 Wek aidd WAV vector to
[ ] del a %?00150 Set backoffg’vw ndow to Probegg)lgay

zghar Bbgmmo@nylﬂbeﬁlopm@@omrs) and NAV vector to zero.

01511 ¢ ae kianarg neF 5% BTG PleBEpekATAY genBig Sbodiing to curent

traAnii§ddn.t ransm ssion. [00152] Transmit probe packet

(packet duration about 250ns)
[00152] Transmit probe packet (packet duration about 250ps)
[00153] Wait for response to probe packet (observed delay about 1 ms)
[00154] Probe packets can be of two types: broadcast or unicast. A broadcast probe has

destination address ff:ff:ff:ff:ff:ff, and any AP may respond to it. A unicast probe has a
specific destination address, and only the AP with the destination address of the probe
packet responds to a unicast probe.

[00155] Continuously updated candidate AP list

[00156] In order to provide fast handoff, continuous active scanning is supported while
in talk mode in accordance with an embodiment. When continuous updates are used,
every ScanInterval seconds (say 1 sec), a wireless terminal in talk mode scans one
channel. If possible, the scanning operation commences immediately after a packet has
been received on the downstream (to prevent a downstream packet from being missed

while the wireless terminal is scanning another channel). The scan results are used to



[00153] Wait for response to probe packet (observed
del ay about 1 ns) [00154] Probe packets can be of two

WO 2e®116lb2 oadcast or uni cast. A broadcast probRCTES2004/035480
destination address ff:ff:ff;ff:ff:ff, and any AP may
respond to it. A uni cast pr%ﬁ)e has a speC| fic
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bulkd &t AL ARG L GR RAl P alse A cp T JlliCto the current AP
%? §@st probe. [00155] Cbntlnuously updat ed candldate
P st [00156] In order to prOV|de fast an 3
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th Bg in accordance with an enbodlnent V%en cont i nuous
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P8s are used, every Scanl nterval seconds (say 1
[00158] S€C)Thechattl6 | ABgidbter 1ist iglsoited badel omtle edres farneach candidate.
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T

seconds, the wireless terminal conducts a full channel scan. This scan is used to update
the OCS database, but the candidate AP list shall not be used in idle mode. Instead, a
full channel scan is conducted before handoff.

[00166] Handoff Execution

[00167] Talk Mode Handoff Execution: Based on entries for each candidate, the
candidate AP list is sorted. If the signal strength of the AP on top of the list is
sufficient, handoff is attempted to the AP on top of the list. If handoff fails, the wireless
terminal tries to link with the next AP on the candidate list, and continues this process
until a timer expires, or a maximum number of handoff attempts have been made. See
Figure 4 for details.

[00168] Idle Mode Handoff Execution: The wireless terminal exits the 802.11 power

save mode, and scans all channels valid for the operating regulatory domain to construct
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[00177] 802.11 to 1x Handoff in Voice Mode

[00178] An active state handoff features a handoff from 802.11 operation mode to native
1xRTT mode. '

[00179] Deciding between inter-AP and CDMA handoffs

[00180] When the current AP has low signal strength, we need to decide whether to

handoff to a CDMA network or WLAN. For example, in a home WLAN (with only
one AP), attempting to handoff to an alternate AP will result in additional delay, and
handoff to a CDMA network is attempted as soon as the WLAN link degrades in
accordance with an embodiment. On the other hand, in an enterprise deployment, there
are likely to be many AP’s and handoff to an alternate AP should be attempted before
handoff to a CDMA network is attempted.
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[00188] During a voice call in 802.11 operation mode, the wireless terminal should
monitor both networks (802.11, CDMA). If the reception power of the 802.11 falls
below a certain threshold, the wireless terminal should report the reception power of
both networks to the OCS. The OCS may then invoke intersystem handoff procedure to
CDMA. Hence, this handoff procedure is mobile assisted. As part of this procedure, the
OCS should forward the Handover Command that is received from the IS-41 MSC to
the user terminal. The user terminal should then terminate its operation in 802.11
operation mode, tune to 1XRTT mode, kick start its CDMA protocol stack into Active
mode and perform the standard CDMA handoff sequence together with the target base
station.

[00189] Handoff Trigger
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-iownl i nk for Handof f _Ti meout Threshol d [ 00193] The
[00195] f r actliherO0$ mays ssillepiack distanofodatien deanntt rteget €00Ad=]l for the

handoff. As a result and unlike native CDMA, the OCS is unable to determine the
unique identification of the target CDMA cell, based on PN offset alone. The wireless

terminal should therefore acquire the Paging channel of the target cell and obtain the
BASE _ID from the System Parameters message. To reuse standard CDMA design and
implementation, the wireless terminal should remain in the flavor of the idle state
mentioned above. This may cause a small waste of battery consumption, but simplifies
the implementation significantly.

[00196] The user terminal should also monitor the reception power and rate of the 802.11
mode. In case the reception power of the 802.11 network falls below a predefined
threshold, the user terminal should send a PSMM-like signaling message to the OCS, to
report the receive power of both networks. The PSMM -like signaling message should
contain the SID and NID of the CDMA system, the BASE_ID for the reported cells and
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over the 802.11 network.
[00206] In step 508, the wireless terminal returns an acknowledgment to the OCS to

confirm receipt of the Universal Handoff Direction Message.

[00207] In step 509, the OCS sends a Handoff Commenced message to the MSC to
notify it that the MS has been ordered to move to the target BSS.

[00208] In step 510, the wireless terminal tunes to CDMA mode and kick start its
protocol stack to Active call state. The wireless terminal then tunes to its allocated
traffic channel and starts transmitting reverse NULL traffic data. Protocol stack

initialization at the wireless terminal is further described below.
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call state, the handoff agent can deliver the Handover Command signaling message
received from the OCS to the CDMA protocol stack. The CDMA protocol stack can
then perform the standard CDMA handover sequence with the target BSS.

[00217] All the above processing should be hidden from the user (within reason) and has
to meet strict time constraints.

[00218] The design approach for the wireless terminal software should use existing
AMSS features and API wherever possible and to introduce code changes where
needed.

[00219] Figure 7 depicts the protocol stack at the wireless terminal before the handoff.

[00220] Figure 8 depicts the protocol stack at the wireless terminal after the handoff.

[00221] 1x to 802.11 Handoff in Idle Mode Only
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uEISLARS, oo thlhs Mgt SR aT Ry i A ti08 femice can be
cohifigieéd ttoMBseC QIS tpréfeitbd - acbQ21BAKEive KOS M IMXNIOa&N used for
for the wireless term nal software should use existing

apiheefiqaige.ur BADIHY iappsedhior edptsr apibouticsfien.anbhe billing records are
bt Uh Séiﬂﬁarc&é‘t@&@? ﬁﬁ? Efsté?l? ?)ge%grves the look and feel with SMSS

integration, supplementary service support, seamless service availability and
simultaneously monitoring 1x and NGLAN networks.

[00228] The system provides the ability to simultaneously monitor the 1x and the
NGLAN networks. The handoff trigger and target selection support help to determine if
a handoff is needed. In a preferred embodiment, this occurs in about 80 seconds.
Additionally, the system determines the target within about 20 milliseconds. The sleep
modes between 802.11 and 1x are coordinated and the core BSC development support is

integrated.

NGLAN ->1x Handoff



[00219] Figure 7 depicts the protocol stack at the
W reless termnal before the handoff. [00220] Figure 8

wolepsoisi1t he protocol stack at the wrel ess teP@i/ngt004/035480

[00229]

[00230]

after the handoff. [00221] x to 802. Handoff in Idle
Mode Only22 [00222] In a enb®tli nent, handoff fromx to

002, ThehgGARBPLLEA Bt TR RS oA ety B Sen

CBHMAGYO®@) Thé nleagtd beRraRAahs IPIESC had enetiisntd aemMuahieled over
AP is high, the wreless termnal attenpts to

igernplamptocak e itself with that AP. It can use the data
channel of x to conmunicate with the OCS to get the
appropriate keys to access the 802.11 network. Once
the wireless termnal is associated wwth the AP, it

wll _register th t e network (MsSC). [00223] Inter-BS
Hand(WH%‘i (@I\ﬁl\@@ @5} 00224] Inter-BS handoff in CDVA
node is conpletely i ndependent of LAN operation.
[00225] This invention provides cellular voice and
data service over W.ANs. The invention al so provides
integrated cellular service with NGAN stens from
billing and distribution. This mtigates the difficult
coverage and depl oynment issues by providing
appropriate core network integration. Al so, the system
is backward conpatible with 802.11. [00226] Single
nunber/ Two networks. Cellul ar nunber works on either
the x network or NGLAN. The core network recognizes
whet her to deliver service to x or NGLAN. Handoffs in
the idl e node noves between networks and the core
network delivers it to the nobile. x handoffs handle
the active support of NG.AN. Service Integration
[00227] Cellular service is delivered using a x
system NGLAN service is delivered using NGLAN. Both
can be nonitored sinmultaneously. The outgoing service
can be configured to use the preferred access. AKEY,
ESN and I MSI are used for authentication. RADIUS is
used for data authentication. The billing records are
consistent with cellular systens. This system
preserves the | ook and feel with SMSS integration,
suppl ementary service support, seanl ess service
avai l ability and sinultaneously nonitoring x and NG.AN
net wor ks. [00228] The system provides the ability to
simul taneously nonitor the x and the NGLAN networks.
The handoff trigger and target selection support help
to determne if




a handoff is needed. In a preferred enbodi nent, this

occurs in about 80 seconds. Additionally, the system
waledsomones the target within about 20 m || i sePCHUS2004/035480

The sl eep nodes between 802.1 and x are coordi nat ed

and the core BSC devel opnment 2%upport is integrated.

NGLAN - > x Handof f 23 [OOZZ@\L@&@ NGLAN i s term nal

initiated. The message flo simlar to the ones

ol Tortk i AR B port At reros AN ® Cladasfor for
VWHAT o wir&tbdy 1M1, cotdpridia: MS . A method of handof f

froma local area netvvork'(LAN) to a CDVA network for

a [ el. erm nal. L si-na;. det er m.ni cess
ol HERYARE bahRaR i PSR FURE s L bR M e A0
sorti.ng the AP candjdate [list based in part on signal

st PUHBE el eandigate lis bpsegd 1pparkpn signalsirsagtn ed thephagality of AP’s;
fromthe AP candidate |ist based in part on signal

st sddenging aafAR frempheiAR|cathdidatt libfHased thepaetrom signad si@ength of the
hanfoff t kgger has been triggered based in part on
quBlUFaliy 8 ireless ternminal link; and connecting to
the selectedAP if a handoff trigger occurs and the

si detatminingerigpntiofftriggerhasdieen trigperdd hasedyngrmrtcon quakhity offee
signal strength of current AP by a hysteresis |evel.
2. ECW?%FE@{F@?ﬁﬁaI, conpri sing: neans for

determ ning an access _point (AP) candidate list froma

pl semmepting terthogeleptcd AR Her hagdoH driggen gcqureaml g signaltiength of
P o . e
of PR ArtsBRier Mo BT SbARAD P Shrrfid uPEPE Bk

cakdeldate |ist based in part on signal strength of the
plurality of AP's; nmeans for determ ning a handoff

trigger has been triggered based in part on quality of
a wreless termnal link; and nmeans for connecting to

th 3§I ect ed AP.i{ a handoff trigger occurs and the
sign

wireless terminal, comprising:
means for determining an access point (AP) candidate list from a plurality of AP’s;

means for sorting the AP candidate list based in part on signal strength of the
plurality of AP’s;

means for selecting an AP from the AP candidate list based in part on signal
strength of the plurality of AP’s;

means for determining a handoff trigger has been triggered based in part on quality

of a wireless terminal link; and

means for connecting to the selected AP if a handoff trigger occurs and the signal
strength of the selected AP is greater than the signal strength of a current AP by a

hysteresis level.

3. Computer readable media embodying a program of instructions executable by a
computer program to perform a method of handoff from a local area network

(LLAN) to a CDMA network for a wireless terminal, comprising:



strength of the selectedAP is greater than the signal
strength of a currentAP by a hysteresis |evel.
w@iossn2 r eadabl e nedi a enbodyi ng a program oPCT/US2004/035480
" instructions executable by a,conputer programto
perform a nethod of handof f ffom a local area network
(L -0- . f . k-l t ] , .
cotrmiitnd oy P OMENAT) b BB EL SRS AT A
candj.date |ist froma plyrality of AP s; rting . the
APt A e ndidata e beserl i part b Signalvigth of iejiRliprof AP's;
the plurality of AP's; selecting an AP fromtheAP
c asedscting en |APsfroth Al AP icandidate listrbas¢dpmaiartsinrségngd biraxfgtit dikthe
pl ur alli t , AP's; determ ning a handoff trigger has
be%HratWé’é‘gi’éd based in part on quality of a wreless
termnal |ink; and connecting to the selectedAP if a

hafdemtiningjadyadofp Biageshasheen feggstagrhasedinmarpniquetity dfa
se%gkg@tﬁé%ngﬁi%ed?ber than the signal strength of a
AP by a hyste

curren resis |evel.

connecting to the selected AP if a handoff trigger occurs and the signal strength of
the selected AP is greater than the signal strength of a current AP by a hysteresis

level.



