ANONYMOUS ELECTRONI C VOTI NG SYSTEM AND  ANONYMOUS
ELECTRONI C VOTI NG METHOD 5 TECHNI CAL FI ELD [0001] The
present invention relates to anonynous el ectronic
voting system and nmethod and, nore particularly, to an
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systemis a systen1that el ectronically realizes
uni nscri bed secret vote effected through a network,
fore exanple. Exanples of the conventional anonynous
el ectronic voting system are described in Patent
Publication 1 and a non-Patent Publication 1. In the
I ' cription, the "vote" includes a vote
TEC%@AE?@@ andi date from anong candi dates set
forehand, as well as a questionnaire etc. which
[Ocn]bfloms a free description. In addition, t he
"candi date" and "candi date nane" are directed not only

t'dlee prodedit qmr@nm@ﬁn@leclat@sn@ﬁe aﬁ‘oﬁ 1BIces | @lectronic
but also to an 25 elenent (item or an el énent nane
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voter from an assenbl
dAnonyvymous lPGCUTODI(: ‘y()tlg‘j g stem and an anonvymous
g Sy Y

electronic voting method, which is capable of being used from

various client environment.

' BACKGROUND TECHNOLOGY
- [0002]

An anonymous electronic voting system is a system that
electronically realizes uninscribed secret vote effected through

a network, fore example. Examples of the conventional

anonymous electronic voting system are described in Patent

Publication 1 and a non-Patent Publication 1. In the following

description, the “vote” includes a vote for electing a candidate

from among candidates set beforehand, as well as a

| questionnaire etc. which allows a free description. In addition,

.t_he “candidate” and “candidate name” are directed not only to a

candidate and a candidate name in an election, but also to an

element (item) or an element name (item name) in a case
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As shown in Fig. 28, a conventional anonynmous 5
el ectronic voting systeminél udes an anonynous
decryption system 900 configured by a wi ndow center
901 and a plurality of decrypting shuffle centers
9Q2, and a . ,vote managengnt center (voting server) 910
wherneiByfhe Edemeatioron glcineads name Hghysetected by the
. decryption system 900 is provided in order to keep |lo
intenthensofr ey woteptfeormnani asssatblpr outputting the
decrypted result while securing secrecy for the
[(Njoggrrespondence between the voter and the encrypted
voting data. [0004] The conventional anonynous

el ectropi ot i em 45 havi such .a
cé‘g |ggﬂ§]tc‘y &Egr:t}?‘ ‘ a32$0II WS Ibﬁ%ﬁ‘]tlopiallst aRgRrymous
_.w ndow center 901 and the decrypting shuffle center )
electsgpig, e\é@&lrpgmssesnermormlub&e& amhe AR EMOUSchdacryption

an encryption key for voting, and transmt the sane

- system P08 corfiguredabymentwindosy 8¢hternDOL rmdfaeplurality

each voter of the public information. [0006] After
1 i [ S ot encr
Of e ey YaihEn, S S fors SO0 R dTRE  XRItR Ty nagement

vot

conte, PEbTiAR §35FB) Q) B M N Pou 8l Rocess. The

transmtiing the encrypted voting contents and the
anonyigous dtﬁf@%épm@nt%ys&m&@r@qmrdedeme@rdmto keep
At this stage, each voter creates the encrypted
the searewy cofit ente,aadd lis used for outputting the decrypted

result while securing secrecy for the correspondence between

-the voter and the encrypted voting data.

[0004]

The conventional anonymous electronic voting system
having such a configuration operates as follows.
[0005]

First, the window center 901 and the decrypting shuffle
center 902 create public information of the system, such as an
encryption key for voting, and transmit the same to the vote
management center 910, which notifies each voter of the public
infofmation. | | |
[0006]

After the voting period starts, each voter encrypts own
voting contents based on the public information, to create an

encrypted voting contents, and also creates a digital signature
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. digital signature in the own client termnal, and
transmts the 5 encrypted véting contents and the
digital signature to the vote managenent center 910

fron1the own client terminal. through a variety of
91Q verifiges

net wo The voie. nanggement ce
of tHEMIIES HamsINTinETs Shexim Rl wHnE Gananhand the
of the voter based on the list of electorate nanes,
digitaldsigasiuge e Ithe stete onanageypeat comteg SddentAt this
' after confirmng that there is no duplication of the

stagepleach 0POTer dfd®red hiev ety peetod oriai @%)ntfdiﬁs and the
P &

vot e managenent center 910 fi'ni shes regi Stration of

digithesTebEmeeis' SRRk HIfohR, Kt af EnigriRsits the

f the votin eriod to he WAndO center 901 of
encrmge thyghAL %ﬂt@aﬁ&@;, enfdgitalrdgnalig denthe vote
901 decrypts the Ilist of the encrypted voting
mar ggemend candegh9itk fromrife iowstelkitnd termanadothrough a
pernmutes the voting contents in 20 the |[ist to obtain

| Vdrld dﬁ sict®f orkal. nt'Fhie Wﬂd‘@nﬁ?fﬁ%ﬁ?@nﬁf@ent@f 9 1e Ver1f1es

list of the plaintext voting ntents to the vot

{ o
the @@%%@r@@ﬁl%gﬁ%%&ﬁ%g Sapilisy U‘E?E%B?E@éeﬂsght of the
voter 3856eh PRothendiSt abweleatarabo N amess and accepts the
Publication 1: JP-2002-237810A Patent Publication 2:

recemdpc&mczsypsed voting contents after confirming that there
is no duplication of the vote.
10007]

After the voting period expires, the vote management
center 910 finishes registration of the votes, and transmits the

list of the encrypted voting contents received between the start

and the end of the voting period to the window center 901 of

- the anonymous decryption system 900. The window center 901

decrypts the list of the encrypted voting contents through the
decrypting shuffle center 902, permutes the voting contents in
the list to obtain the list of plaintext voting contents, and
returns the list of the plaintext voting contents to the vote
management center 910.

[0008]

The vote management center 910 tallies (sums up) the

voted results based on the list of the plaintext voting contents
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Patent Publication 3: JP-2002-344445A 5 Non- Pat ent
Publication 1. "Realizationgof Large-scale Electronic
Voti ng System using Shuffling" on second neeting of

I nformati on Processing Society of Japan, March, 2001,
by SAKO, Kazue etc. including other six nenbers. 10

receiPEEESUREIRE WHEJOWENEHEr 9010 em (o be Sol ved by

the Invention [0009] In the conventional anonynFus ;
Eﬁ%@@?@“ﬂ?%@y e IRANOLEIRION &1 o %
Efatans PRk atiop B r DS S IR 5 vore.

securing_the secrecg is difficult to achi-eve. This is
n

bPadesd Pub kcatjoni 3n JRr2080%+3¢4ddAam used by the

voter in the conventional anonynous el ectronic voting

SO APt edit! fPﬁWlic&ﬁdﬁadl 0”“H€aﬁ%a‘i$&h¢ €ofay.afg@-scale

smal | storage capacity and | ower processi ng

T g T AN T ——
of InfRiHERiANE IR Yia SotaeTom o Moy o8B, by
In addition, there is another problemin the

SAK@ngexzmerﬁlc ammhndm edtherogix meimbersystemin
that it is difficult to verify the el ectorates and

thus to prevent a vote by an wunqualified electorate
and/ or duplicated votes in a vote (such as

DISCLOSURE OF THE INVENTION

Problem to be Solved by the Invention

[0009]

In the conventional anonymous electronic voting system,
if the client terminal used by a voter is a device having a small
storage capacity and a lower processing throughput, such as a

cellular phone, a problem arises in that a vote securing the

secrecy is difficult to achieve. This is because the encryption

processing program used by the voter in the conventional
anonymous electronic voting system is difficult to load on the
device having a small storage capacity and a lower processing
throughput, and on the other hand, if the voting contents are
transmitted to and encrypted by another device, the voting
contents are known to the another device executing the
encfyption processing. |

[0010]
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5 public office election) having a | arge nunber of

public electorates. This i  because, al t hough the
conventional electronic voting system premn ses that

all the voters are registered on the common

pybl i cskew-certjficate base,for th digital, signature .
ujg'bl FAE1L Oy ihﬁﬁ?h%taﬂggh%, Pmi}lednbagetlhascmrbventmnal

not been widely used heretofore. [0011] In view of

anonjhacisvelectroria votinggpstent imethpesinds difficult to

invention to provide an electronic voting system and

verifan theonglevroratsd r and g9 teet m%‘ﬂlfh @' &ote by an

Capabl e of 15 performng the votes e securing t

umuETER Eleclafdhs afit SHRALRALPRS LIS (Blon as
. . h : 001 [ .
publid SHHIEE, celECHian) phavahe | W elarae { RUMRWEe 0bo public
an anonynous el ectronic voting system and an anonynous

electaratesoni c Thisngisrethedawsesh althoagdb! thé  conventional
performng an electorate certificate even if the

electeondict V@tiﬁg{)ﬁsg_bkeh‘i‘e ﬁﬁﬁfﬂs%"sat ERafr eal’legiﬁée[\?%?f‘s are

t he conmon-p ey entication basé is no

regisfEel. Sty Eatnrh L o LIiEk ARG b 8Be for the

. .. aspect thereof, anonynous el ectroni ¢ voting_ system
d1g1taf“%1gdmgl_re used Tor voters authentication, such a base has

‘not been widely used heretofore.

[0011]

In view of the above, it is a first object of the present.

invention to provide an electronic voting system .and an

anonymous electronic voting method which are capable of

performing the votes while securing the secrecy of a vote

delivered even from a device having a small storage capacity

and a lower processing throughput, such as a cellular phone.
[0012]

It is a second object of the present invention to provide

an anonymous electronic voting system and an anonymous

electronic voting method Which are capable' of performing an

~electorate certificate even if the condition where all the

- electorates dare registered on the common-public-key

authentication base is not yet established.
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5 a voter termnal for receiving a list of

combi nati ons of candi date fane and encrypted

candi date nane, to transmt said encrypted candi date

nanme of a selected candidate via a network; at |east
: one. engy yipti on server for. receiving and re- |o
M_ea%gﬂfpg(ﬁg'lt% @%ﬁ%%tmdi date name to create

encrypted voting data, and returning the encrypted
[001&}ing data to the voter terminal having transnitted

the encrypted candi date name; a voting server for

rqqﬁf’é:\églféséhft Pﬁ?"ebiﬂtiléi‘ihsktﬂg'?ﬁg?i?'s‘t gn ¥ firsf 4%eﬁ9tﬁ{ereof,

term to create a ettive encryp

: VOl | t i ncr.ypt;eds vot i ng dat a,

an anhy ol 1bEEPAATRIo GE 4T FrERF GHRIRGIITR LT Ve

encrypted votin data via the network:; and a ) )

d@cF)/ roﬁeiéliilﬂgalfg@de%ﬁ?meg #hdist sofocognbinations of
effective 2o encrypted voting data received fromthe

candidateqame andt enorypted a:amdndaftephalmtf:?mo transmit said
candi date nanes rearranged fromthe list o t he

encryppfed!icgnaidate! chatfe N flagd sebecsed (BantfdA® via a
erver receives the plaintext candidate nanmes from
Iuﬂwvégﬁ.decryption server, to tally vote results based on
‘ the received plaintext candi date nanes. 7 [0014]"-
In a,preferred enbodi nent of the anonynous electronic
val | A§a§§'st(bﬂ€of3flﬁé)’ﬂltﬂ@ﬁl aspeveroffone rgcdisring and re-
i nvention, the voting server is connected to the

encryjeingtihe smorgpiedoogmliglate name to create encrypted

voting data, and returning the encrypted voting data to the
voter terminal having transmitted the encrypted candidate
name; |

a voting server for receiving the encrypted voting data

from the voter terminal to create a list of effective encrypted

voting data from among received encrypted voting data, and

transmitting the created list of the effective encrypted voting.

~data via the network; and

a decryption server for decrypting the list of the effective
encrypted voting data received from the voting server, to create .

a list of plaintext candidate names rearranged from the list of

the effective encrypted voting data,

wherein the voting server receives the plaintext candidate:

names from the decryption server, to tally vote results based on

‘the received plaintext candidate names.
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5 decryption systen), and is provided with an
encryption neans, wherein 4 voter term nal havi ng
therein no encryption neans is connected to an
aut henti cati on server. The encryption server includes
[(")12 re-encryption means, whereas the authentication
‘ Jrver includes ID coalition neans and a common- base-
| @ signature creation neans. [0015L In the above '
cdir iy preferted hemboidimentvef thenanonymous electronic
conmbi nation of plaintext candi date nanme and encrypted

votimanslydee m rafretie firget QSQFe%ft"blfathbagﬁ&e”iPt invention, the

encryptlon nmeans, 15 The Vvoter termn havi ng no

 vorinf OISR LI S B AURIRIES SR hfymymons

t he, vot er n_engr.yption.s .after re-encrypting
decrypEidRsyslei banddiitopionidod.awilhi ag sacgption Means,
decrypts the received encrypted data by using an
whergaonganvodedeteyminal havisg therein acieaverypeidnrsieans is
obj ect of the present |nvent|on [0016] In addition,

- connécyetertot e @ﬁthéﬁ\ti@ﬁti&lcﬁ’m@rbas'fhé'@ﬁékggﬁgﬁ)n server

creation means perforns intra organlzatlon per
incluffid | bt GUer{BEGH. WS, L SmERers; AR Suchércation
servely aIBRLIG e bk alflibnf menie whdd AcHomimoasbase-

affixing thereto a comon-base digital signature to

81gnaﬁuaev6reatn@nnnnaansThus t he aut hentication server
certifies based on the digital signature of the

' [001@qthentication server that

In the above configuration, the voting server transmits a

‘combination of plaintext candidate name and encrypted

candidate name to a voter terminal having no encryption means.

‘The voter terminal having no encryption means transmits the
~encrypted candidate name corresponding to the candidate name
~ elected by the voter via an encryption server after re-encrypting

- the encrypted candidate name. The voting server decrypts the.

received encrypted data by using an anonymous decryption

system, to achieve the first object of the present invention.

[0016]

In addition, a voter terminal having no common-base-

‘signature creation means performs intra-organization personal
- certification, the authentication server converts the voter ID in

a closed organization into a common-base ID by using a ID
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~ the persan

5 the personal certificate is perfornmed using an

exi sting authentication baSe, whereby the second

obj ect of the present invention can be achieved.

[0017] The present invention provides, in a second

spect 10 thereof, an anonynous electroni c voting
coalidiBr.means.ding tiansmits tasembrmation ob D and voted

network; a first encryption server including a first
contents bynaffiing theate @200)mimonsbese nhigithlrsignature to

encryption parameter for each of the voter term nals
the VYooY PYSEhfin ¥ or "Rhiy@). thid éﬁit;lﬁéﬁ'tiééﬂ%dﬁséi*@g?: Ec):?}értifies

paraneter to the voter ’term na a second encry

er.vertincd-udi S d onver si.on ans for
basedSBHE b Hisdiap AEA0Hte 3 AnE ANBLERIARYK {&fver that
transni%ging t he..second _paraneter to fhe vpter ..
. gevstiicateer vsr porfoganed ngisingypasad existing
voting data from 20 the voter terminals to create a
authenticatioaf fleasey ewdrarelpy etheosecondadbjectrodnthe present
recei ved encrypted voting data, and transmtting the

inversfioni &hh isé ﬁhié{;ﬁggﬁfect ive encrypted voting data

via the network; a decryption server for
[00]3§fryptrng the list of the effective 25 encrypted
ing data received fromthe voting server, to create
9_..a list of plajntext, candi date names, rearranged from
t ld1ei spresenfhdnveséione provi vili iy seeond aspect
wherein: the voting server receives the plaintext

thereodydidearomamro u s releatre mies vt bgn systeen, including:

voted results based on the
voter terminals connected to a network;

a first encryption server including a first data conversion

means (206) for creating a first encryption parameter for each

of the voter terminals from public information, and transmitting

‘the first parameter to the voter terminals;

a second encryption server including a second data

conversion means for creating a second encryption parameter,

. and transmitting the second parameter to the voter terminals;

a voting server for receiving encrypted voting data from

the voter terminals to create a list of effective encrypted voting

data from among received encrypted voting data, and
transmitting the created list of the effective encrypted voting

~data via the network; and

a decryption server for decrypting the list of the effective

~encrypted voting data received from the voting server, to create
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5 received pl ai ntext candi date nanmes; and the voter

term nal s each include an efcryption neans for

encrypting voting contents based on the first and

second encryption paraneters to create encrypted

oti.ng,data, and transnmts the encrypted yofing data _,

glamt%t <andidats NGNS IR 3ATRNG rﬁ'com the list of
enbodi ment of the anonynous el ectronic, voting system

the efifadtéveeenct ygeteet v affing e sregsertereient i on, the
voting server includes the first conversion neans
| rlfli@a@ot’fn%h%rﬁﬁfrY@ébi’@g@ezﬁé ?lfa‘iﬁ?ttaﬁ"ﬂo&ﬁ ate names

15 th irs

el ectronic Voting systemo aspect, an
i nel.u 5€ec0 nver.si,gry nean i nste f th ,
fron g EEAYEHRTTSE 8Ty e AL PPlad 2R501Es (Dabfd on the
anonynpus el ectron|c voting systemof the first
receh\é%acﬁfam&ﬁxit ﬁ@ﬂd)l@tft draines; aRel udes an encryption '-
nmeans (encrypted- data creation neans). 20 [0019] In

t theanoierdera gralowachoinobudesaameacyypiion tmeans for
the preferred enbodi nent of the second aspéct, the

theé votin

encrxg‘ggfggar'g@?i’ﬁg Peoheetse Baskd! ofe! Ehbalfiol and second

or~encryption processing

encryBRIGH; Do ' iake [hchxPledt YOrnEnaTaba, and

voter termnal, and the encryption server_simlarly
transgaats)rtiw ancprarrptesf voling dath tectheseotingrserver.
_encryption processing of the voting contents by using
. [0018] second conversion means, to transmit the
resultant encrypting paraneter to the voter

In a preferred embodiment of the anonymous electronic

voting system of the second aspect of the present invention,:the

- voting server includes the first conversion means instead of the -

encryption means in the anonymous electronic voting system of

the first aspect, and includes the second conversion means

instead of the re-encryption means of the encryption server in

the anonymous electronic voting System of the first aspect, and
the voter terminal includes an encryption means (encrypted-
data creation means).
[0019]

In the anony.mous electronic froting system acéordihg to

the preferred embodiment of the second aspect, the voting

~server performs a part of calculation necessary for encryption

processing of the voting contents by using the first conversion

means, to transmit the resultant encrypting parameter to the




5 termnal. The voter term pal inputs, in addition to
the voting contents, the 1% st conversion result
received fromthe voting server and the second
conversion result received fromthe encryption server
] SRET t ed-,data_creatji.on neans to at.e
vote FexPidhl, M doihE: EntiiBlith Saer Sidifl perferms a
t |nvent|on can be achi eved. EFFECTS OF THE

| o E&ﬁé
part ol atjongieqessanynjesuenerypiion procesging of the
system of the present 15 invention achieves an

~votinglveomentishabyt has¢hect tlee secundy convarsiont f igads, to

even froma device having a snmall storage capaC|ty
a t+hewe n t [
trans¥it 2 chevereUALERT, Endi IR PR RPoIESTHE | voter
avi ng-va |l arge_c ut.ing anobunt in th ncr ptIO .
termiffif.2 L fol6r “BoPinin e 16puts, cth baditto! ko the voting

termn [0021] In addltlon t he anonynous

- contemtsst € m ims:ttu@@nygmtsammfresmh peesdmed nfrom othe voting
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achi eves an advantage that the secrecy of the vote’

serverarabd Stdmlrsécﬁmd idohlersibn | fepalf Oraeéﬂ%da fPom the

device having a small storage capacity and

encrBEEILTSEISY | RO YA dond ETE—

by the de ptiqn r . Qrresppndence
creatg) iy Bind Chotipeacabis Y e unbiend et dobest of the
canpot be_known even after aII the encrypted voting 5
preseadt m‘éeatu@nrganebmaalhmmde the pl ai nt-ext voting
contents are

EFFECTS OF THE INVENTION

[0020]
The anonymous electronic voting system of the present
invention achieves an advantage that the electronic voting can

be performed even from a device having a small storage

capacity and a lower processing throughput. This is because all

the encryption processing or the conversion processing having

a large computing amount in the encryption processing need

" not be executed by the voter termmals

[0021]

In addition, the anonymous electronic voting system of

the present invention achieves an advantage that the secrecy of

the vote can be secured even if the vote is performed by a

device having a small storage capacity and a lower processing
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encrypted by both the votiﬂa_server and the encryption
server and thus each of t voting server and the
encryption server alone cannot decrypt the encrypted
voting data. [0022] 10 In an anonynous el ectronic

' voting s em af referre epbodi nept of th
throyghpais °! VS (s bEGaUSE: he ARchEpioBciad thay eacrypted
. preventing an unjustified vote even if the condition
votinghelatan isl perfieraned: byathe dmm‘)%tmmrw\i'@r,t and thus the

common- public-key authentication base is not

- correi%?cﬂ@tiieﬁf@@'- bevween | ﬁhée“é’ﬂéﬁgmeﬂ copiARe davanaid the

mted certification neans in speci

- plainfERFCLABIRE BECRRNH ey &f HErelra R e fEHBlad voting

the digital i gnature of the aufhentication server
data %%raﬁgryme@@gl@abﬁ%aus\ﬁeﬂleip mtextvotingcontents are
verified by the authentication 20 server. BEST MODES
encryjor ARRYb Ioth T HEOE NVENS EEXMe 1] Q@Rﬁ]tlmxaencpggfteonemrver
enbodi nents of the present invention 25 will be
and @Rsst eheth |0f dgli@l Iv.d’lz'ih% 't encento thee ehierypifon'Server
0 Fig. shows the

[0024] [First Enbodi nen

alonelCaTE Aoty Rl &b FLBIEd Totihb Batar ne "2

esent invention. This anonynous el ectronic voting

- I
-[(")2§ﬂsten1includes voter termnals 100, 110, 120, 130,

140, 150 havi ng ] -
In an anonymous electronic voting system of a preferred

embodiment of the present invention, the voting can be effected
While preventing an unjustified vote even if the condition
‘wherein all the electorates are registered in the common-:
.public-'key authentication base is not established. This is
.,be_cause_ an electorate having a limited certification means in a

specific organization can be verified by the authentication

| -server, and the voting data thereof is affixed with the digital

20

25

_'-signaturé of the authentication server, whereby the data can be
_Vcrified as such by the voter verified by the authentication

SEIVEL.

BEST MODES FOR CARRYING OUT THE INVENTION
'{0023]
 Next, preferred embodiments of the present invention

will be described in detail with reference to the drawings.
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di fferent conponents and processing throughputs, a
voting center (voting serv@) 200, an authentication
server 300~ encryption servers 400, 410, 440, and an
anonynous -decryption | o system 500. The encryption
servers 400, 410, 440 are connected to the voter

[OOQFEininals 100, 110, 140, respectively. A variety of

. hodes exist in_the connection fromthe voter

[First &mbediment]110, 120, 130, 140, 150 to the voting
center 200, and include a direct connection of sone
t gibhe voti t 5 i FeeNN i of
otFﬁgl ot iglfo Gadt §he é@%féggﬁ\?ﬁéétﬂhe%f %n°fanonymous

s to the voting center

-electfﬁb'iﬁd”ffhgf‘ﬁhﬁﬁﬁfééﬁh@%?ﬁ@i‘ﬁ%oﬁoSiﬁklﬁﬁ'ee?ﬁ'ﬁ@fﬁ%@%‘t of the

vi a.the aut hentication server 300.  Here, two or, nore

presegit dackentien. t elhisaanepymons eboctrmmic 1¥ofing syStem

. 150 may exist, although not illustrated for a
includiespIvoterntieampnapos€00,n 1800 t 120, 430 nd40yo180 having

termnal may be connected to a single encryption

 diffeféhrClooRipn@its? 4l BlotRs¥ine’ FhIBUTHBULES a voting -

connected® o a single ryption

conteS(GRIIEL' ShriBHICraA0E, 48, UM Setfer 300,

the configuration of each voter term nal 100, 110

encrypiion servers, 44y, 4il0, 44 Qe aard . anpogyrepusalecryption

voter termnal 100 includes a display unit 101, such

system a5@0di spI'Blie agnionyyitiont séidremicd@8, but10ns 440 are

a keyboard, and a device-side certification neans

 conndfied¥Y the WteectéMlifals 100, 110, 140, respectively. A

15

variety of modes exist in the connection from .the voter

~ terminals 100, 110, 120, 130, 140, 150 to the voting center 2‘00,

~and include a direct connection of some to the voting center

200, and a connection of others to the voting center 200 via the
authentication server 300, and a parallel connection including
the direct connection and the connection via the auth_elit_ication

server 300. Here, two or more of each voter terminal 100, 110,

120, 130, 140, or 150 may exist, although not illustrated for a
simplification purpose. In addition, a single voter terminal

may be connected to a single encryption server, or a plurality

. of voter terminals may be connected to a single encryption

25

server. Moreover, the encryption server and the authentication

server may operate on'a Common Server.

[0025]
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the voting server 200, authentication server 300, and
encryption server 400 via alXommunication line etc.

[0027] 10 The voter term nal 110 includes a display
unit 111, such as a display, an input unit 112, such

butt d a.keyboard, d .
| VA ot GOnTigUEaLioB: gifat@ah cveter denmingl1160, 110,

and is connected to the voting server 200,

120, al30¢rt40at150 wdll e doScrimeldencryption server 410

: via the communication line etc. 15 [0028] The voter
[Oozﬁﬁrninal 120 includes a display unit 121, such as a
dirsplay, an input unit 122, such as buttons and a

k a j:ce-Si certifiycation-: ns 123
SRRV ner ore rliRG 00 BG4 aeR A A BEAT ialt 104, such
Vot | server 200 and 2o _authentication server, 300

as a dilﬁpigé(:c%ﬂﬂllﬁm&tlilﬁht 102, e [a9dmpttoms andea keyboard,
term nal 130 includes a display unit 131, such as a

~and didpvage-sidenpertifictatiéa meamsd 03 tamd doccennected to

keyboard, .an intra-organization-base-signature

. | 13 d i 13
the gﬁg@ingn TRIErl 33209 \iag.%ﬂ{bﬁf‘fdé’t%'ngz @gggégnd‘?roo, and

I s°connected to tHe i ng server

tjcati rver 300 via the comunication |ine
encr Pt P IO WL & CmAdn A PR AL & di spi ay
- it 141, such 5 as a display, an input unit 142,
'Ujoziﬁch as buttons and a keyboard, and a
common- base-si gnature creation neans 143, and is.

The voter terminal 110 includes a display unit 111, such

- as a display, an input unit 112, such as buttons and a keyboard,

and an intra—organization-base—signature creation means 113,
and is connected to the voting server 200, authentication server-
300, and encryption server 410 via the communication line etc. -
[0028]

The voter terminal 120 includes a display unit 121, such

“asa display, an input unit 122, such as buttons and a keyboard,

a device-side certification means 123, and an encryption means

124, and is connected to the voting server 200 and

authentication server 300 via the communication line etc.
[0029] |

The voter terminal 130 includes a display unit 131, such

- as a display, an input unit 132, such as buttons and a keyboard,

-an intra-organization-base-signature creation means 133, and

an encryption means 134, and is connected to the voting server
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connected to the voting server 200 and encryption

server 440 via the communi¥ation line etc. [0031] 10

The voter term nal 150 includes a display unit 151,

such as a display, an input unit 152, such as buttons

and,; a keyboard ,.a common-b -sighatyre creation, neans _,
200 degl HtHaRT AL SRV aEa00 542 dhe icoBumMRIGation line

the voting server 200 via the comrunication |line etc.

~€tC. 15 [0032] The voting server 200 includes an

el ectorate-list data base 201, a conmmon-base
|IN)3@ggnature verification means 202, an encryption means
- 203, and a storage device 204, such as a hard disk

e oS SR TR S Aok ARG, Balf a1, suc
as a JisRLaT: iSO BLRIL 3600 seas budons anda keyboard,
certification nmeans 301, an

and iat mmmmn-zbaSenst%naturgnathetibﬁzveniefeimt ilef3, and 1is.
means 302, a common-b as e- signature creation 15

‘conngeesd $83thendceind sfé’ﬁ\l'éf@ﬂg”%& §§g:-rygt98i4]se?%eer 440

encryption servers 400, 410, 440 inclu
via tEECIMARInIERERANing Bl 1 on means 103, 123 of the
(00317

The voter terminal 150 includes a display unit 151, such
as a display, an input unit 152, such as buttons and a keyboard,
a -common—base-sigﬂature c_réation means 153, and - an

encryption means 154, and is connected to the voting server

200 via the communication line etc.

[0032]

The voting server 200 includes an electorate-list data

base 201, a common-base signature verification means 202, an

encryption means 203, and a storage device 204, such as a hard

disk drive, and is connected to the voter terminals 100, 110,
120, 130, 140, 150 and authentication server 300 via the
-.communicafion line etc. Ir N
[0033]

The authentication server 300 includes a server-side

- certification .means 301, an intra-organization-base-signature

verification means 302, a common-base-signature creation
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termnal I M120 comuni cate, W th the server-side
certification means 301 of } e aut hentication server
300 so that the identifier of the voter operating the
voter termnal is io verified to be 1D, and
[ it t . si_de |f|cat|on means
mea@%ms’%aa%fmt E@ﬁf@bﬁ@?@p%gﬁj% notify the

thentication server 300 of the identifier 1D of the

IIN333§ter j operating the voter term nal 100, 120. [0036]

is The encryption neans 124, 134, 144, 154, 203,
prbhedeé¢nd ph@ﬂotmr\tersn néOfO 1201-1(130 4400, ihgdude re-

and the votlng server 200, receive an encryptlon

.encrjagbi(bﬁ ﬁ?é/af(saﬂl-‘gla 13 et fgg\g)@g& Aefp v -byand

out put encrypted Voting da
[003§Ecrypting v based on Y. 20 [0037] The re-encryption
‘ ans 401, 411, 441 of the encryption servers 400,
4 440 r.eceiye the engryption public key Y and
gﬁwpé@a'w@rsaa edaeatifgoptiondmeanst 10e3y,efi&3/mﬁdhe voter
voting data E (v) obtained by encrypting E(v) based

‘termimal. 1501[1903&]206 dbmimindcade ganith i ontked gngletver-side

creation neans 113, 133 of the voter termnals 110

certlﬁ%tﬁé‘if'rﬁéaﬂte%‘fr%gttﬁ% YRlt tﬁf‘%ﬁpﬁ( ‘é% crr? () so that

I ntra- organlzatlonl ntifrer

the oIS " FEPIRK" ol FEHR il T i i

directed, to i organlzatlon of the voter j.
verified to be IDj, and communicate with the server-side

‘certification means 301 of the authentication server 300 to
notify the authentication server 300 of the identifier IDj of the

voter j operating the voter terminal 100, 120.

[0036]
The encryption means 124, 134, 144, 154, 203, provided

in the voter terminals 120, 130, 140, 150 and the voting server
200, receive an encryption public key Y and 2 plaintext voting
~data v, and output encryp.ted voting data E(v) obtained by
encrypting v based on Y.

[0037]

The re-encryption means 401, 411, 441 of the encryption
servers 400, 410, 440 receive the encryption public key Y and

~encrypted voting data E(v), and output re-encrypted voting data

'E' (v) obtained by encrypting E(v) based on Y

- [0038]
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[0039] The intra-organizat%gn-signature verification
means 302 of the authenticetion server 300 receives
encrypted voting data lo E(vj), intra-organization
identifier IID, intra-organization digital signature
Sejp.an erification public key Pj, and,judges
arbhRointiE-ofE8p I FRNE s anpfutki clfatian fsieans 113, 133
data (E (vj), . I1.D)), based on the signature public key

of thg vptenofermanmls dobtlpnlBdbereceneeuthecesrarypted voting
nmeans 143, 153 of the voter termnals 140, 150 '

data f0ej )y eintra-ergamization iideweifaer 5ID) of eHeCRoter J and a

identifier A D of the voter j and signatrre_ pri vat
: ' = ur soe
signihe) prigateUifey (GBRECNTHE) Al GYEBBE F digital

. 0041] Jhe nmon; base- si gn e.\Cr 1.0 ans 303 of

mgne{tﬁge Llﬁ%nt%opcrat the saﬁﬂ@f gw‘ﬂ&@ei 11 hedugstad edo  the
voting data _ E(vj), common identifier A D of the

organtgatiqn afhtheiyedeurje public key dk for the :
aut hentication server, and outputs the 25 common- base

‘ﬂ)OSﬁlgital signature Sek of the voter j for the data 17
(E(vj), CID)). [0042] The common-base-signature

ThE SRR AL ARAAR AT AR means 302
of thEgthkaiosthn, ENVER B0 SEREal &L SleslglE  Bting data

.\cal cul ated o . s . o
E(vj), intra-organization identifier IIDj, intra-organization

digital signature Sej and verification public key Pj, and judges

whether or not Sej is correctly calculated for the data (E(vj),
IIDj) based on the signature public key dj.
[0040]

The common-base-signature creation means 143, 153 of

the voter terminals 140, 150 receive the encrypted voting data

- E(vj), common identifier CIDj of the voter j and signature

private key dj, and output the common-base digital signature

Sej of the voter j for the data (E(vj), CIDj).
[0041] |
The common-base-signature creation means 303 of the

authentication server 300 receives the encrypted voting data

.E(Vj), common identifier CIDj of the voter j, and signature
- public key dk for the authentication server, and outputs the

common-base digital signature Sek of the voter j for the data
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based on the signature priv?%e key dk for the data
(E(vj), D). [0043] The rrespondence between the
intra-organic identifier 1o Ill)j and the common
identifier CID) is registered in the ID coalition
a of the authentication server 300, and if an
CE(Vfﬁtggué?ganic.identifier I11)j] is input thereto, a
rresponding comon identifier CID is output
“)04§ﬁerefron1 [0044] 15 The anonynous decryption system
SQO creates and outputs an encryption public key Y in

acFhedapommioh-blas e-dd ﬁulrmfvemlifllcmlbﬁpuméan@ 202 of
the outside. If the lis encrypted voting data

the Mﬁ'?%faﬂ@nfsgzgOzxs%%gpig%fﬁ;ﬁww B 130EC),

comflif§Ashitier Cldin “shd” Fomindtzbaler jdfgital signature

nce of the one-to-one correspondence bet ween t he

Sek, ||a§1cf ojudges npthether o noé Selbuis gorneatdy) calculated

The intra-organi zati on-si gnature creation neans 113,

 based3@nlthe &figetee priveare kaly diTorlBRe dhaga g(n)e, CIDj). .

common- base-si gnature creati‘on neans 143, 153
-U)0433ter term nals 140, 150, and the co nmon-b ase
-signature creation neans 303 of the authentication

300 h d f t 5 di.gital ...
SPENE! GPRCBRTNdCRE B R R e TR Griil ffnitior
signature verification neans 302 of the authentication
IIDj sadethe common identifier CIDj is registered in the ID

coalition means 304 of the authentication server 300, and if an_

/intra-organic identifier IIDj is input thereto, a corresponding
common identifier CIDj is output therefrom.

10044]

The = anonymous decryption system 500 creates and

outputs an encryption public key Y in accordance with the

“default information input from the outside. If the list of

"encryptcd voting data E(vj) is input from the outside, the

anonymous decryption means 500 decrypts the list of E(vj) and

'outputs the list of the plaintext votmg data vj rearranged at

random, and the data certifying presence of the one-to-one

‘correspondence between the list of the input E(j) and the output

vj.
[0045]

The intra-org’anization-signature creation means 113, 133
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300 and the conmon-base-si gnature verification neans
202 of the voting server 280 are provi ded for
verifying, the digital signature. A digital signature
usi ng a common publlc key, such 9 io as RSA

of tfqcViHer drsminaln 1d eoh3thr shdedmipdpahasy-signature

t he signer j for the data V is cal cul ated by using

- creatipa meansilghd 153 of the stetaeyenmitalnd gr]éO; and the

by the follow ng relationship: §v=v*dj nod n, 15 and

commsbﬁs}@tsi%nmulrél cal¢gaiipsuccesshyd ¥ DSUBeréf the
if the wi ng relationship holds: § v*ej=V nod n,

auth Rt R CSehyen, 30D wHEn AfE HIDYHedr 15 Ereating o

. . raise-power th VA dj aps e result of
d1g1tai, §;g§a¢/utr§ thg)gj Ptf] Oha cp hg intrgo@gganization-
Her e, ,.€, and n are integers expressed by: n=p X
81gnaj;ureﬁndvdr1ﬁrcejtmnwane(amﬂ)3& pf )th&SamheteraJtmn server
factors p and q. A pair (dj, ej) which is unique 19

300 ﬁﬁﬂ Qh@l ém@ﬁﬁromesseas%nhvﬁrea%rifﬂfmdn mhws 202 of

in secrecy by t each signer j whereas a

the FalinéT oy RS pRAVAHEATIOR Sertbe Vi aigita

the sig ure verification processing is 5

signafgiuc fgd(t] ital siguaﬁyrphasmﬁr aseema%@a pablenkeys such
open

as RSA encryption, may be used as this digital signature. If the

RSA encryption is used here, the signature Sjv of the signer j
~for the data V is calculated by using the V and signature

-;private key dj of the signer j by the following relationship:

Sjv=V*dj mod n,
and the signature verification is successfully performed if the.
following relationship holds:

Sjv”*ej=V mod n,

by using the V, Sjv, and verification public key ej. It is to be

noted that “*” means the symbol of raise-power, and thus V*dj

means the result .of-raising V to the dj-th power (i.e., VY).
[0046] | | |
Here, dj, ej, and n are integers expressed by:
n=p X q; and
diX ej=1mod (p-1) X (¢-1),

for two prime factors p and q. A pair (dj, ej) which is unique
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ID and (n, ej) to obtaint]ﬂi(n, ej). The dj is

referred to as signature-creation private key whereas
the (n, ej) is referred to as signature-verification
public key. [0047] 10 The identifier ID in the intra

*for efB2BIARE TS, ShERELH Sos bR aRAT S i Aoheld i

IS intra-organi zation,identifier, such as an .
'SeCrf‘efFﬁS?Byeéi?@ocfé!C pSignérajowikencas anppirhen; mjdr ksl open to

of a specific organization. Thus it is possible that

‘publideindeelaficm sta5thel ddurdfier diDjerehttiper spoaer j.  For

bel onging to different organizations are the sane
. . . - h . .
Verlfligtelmq\??[ﬁf;ﬂ he%q'g!eng [ ;'l ’SP%&‘ tgﬁeﬂffe; Elei tclt ratpe“(_f%%%wg 18
condf Rt b BbEe Atk i EsRuileBlSig e The open

. conbination of the 20 signature-verification public
IDj amd (B, ej) twvrobtptmdihg (0, ted). | Hhendjos medferred to as
. only the internal of the organization as well. [0048]
signamhiereditonh priv atbekiedewhidiad Bhef (hheef) d9eresrred to
well as (n, ej) in the ¢omon -b as e-signdture
1 irgnviEg - 03 and conmon- base-
as Sl%ilclgzgtrgre verl %@?trll gnl?ﬁmlelgi(’ﬁ:skezg2 is 20 wdely open to
[004:j;f public, and thus is a common identifier whichis
all ocated to different persons. Information
i ngluding the commmon identifier is registered in the
elldte origtentifier dHabae Adue dHnftoa4erganization-signature

creation means 113, 133 and intra-organization-signature

verification means 302 is an intra-organization identifier, such:

‘as an employee code, open to and used in only the internal of a.

specific organization. Thus, it is possible that the identifiers

~allocated to different persons belonging to different

organizations are the same IDj, whereas the correspondence-

"between such an identifier and the identifier of the electorate:

(such as electorate name) registered in an electorate list is not

necessarily open to the public. The combination of the

_-si-gnature—Verification public key (n, €j) corresponding to the

- IDj may be open to only the internal of the organization.as well.

[0048] |
On the other hand, the identifier IDj of the signer as well
as (n, ej) in the common-base-signature creation means 143,

153, 303 and common-base-signature verification means 202 is
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The device-side certification means 103,123 of the
voter terminals 100, 120 add the server-side
certification means 301 of the authentication server
300 are provided to perform personal certification.

. + Here, the personal certification based on |lo an ] s
widely &HP&:H@} @i 'Ptﬁhhca ;@é’éév\bﬁbl,s ds welcommon identifier
. personal certification based on an terninal

whicler isf irate allocateld uter differensypersores. be Iisformation
[0050] For perform ng personal certification based on

inclidin Dthé%é@ﬁh@é&leﬁd‘errﬁ]ifi@f‘qst E‘&gﬁ%ﬁéﬁ@({l dint{ife electorate

correéspondence between e | ntra-of’gani zation
- i oy f the voter and the password is
1ISt(#ggﬂéééég%ogéforehand in the authentication server

. The device-side certification neans 103, 123
- [0049

nsmts the intra- organization identifier 11D of
the voter, input via the input unit 20 102, 122, to

t fEheudeariciessti denceetificaiion fineansr 103,51%3 of the voter:
certification neans 301 confirns that the received

termin®ls i BOOI @Qﬂﬁéhf?dntﬁ@eséh? rsgiéiégté;&t?gan 'iég;g ans 301

identifiefs whi are registere ore ates

of thE AU REatinf A 300! 8t B idEd 1 Sperform

meaps 103.. 123 inp t he password pw i nput_via 21

-persapal iGggtifigatiom2 Here,oHie persenabeentificatiomtbased on

hash function, such as SHAl, and returns the

an IDecharactesutrain vahde & passwier dyutasenwethtaonttseryersonal
300. The server-side certification neans 301

ist of the intra- organiza 1 ers an

systeMSCHRHE f¥elS' N9

- certifieldtioyebadiad h Ph RYIATAAILCE A Catd P bf eEYERar phone:

- [0050]

For performing personal certification based on the ID-.

“character train and the password, the correspondence between

the intra-organization identifier of the voter and the password
is registered beforehand in the authentication server 300. ‘The
device-side certification means 103, 123 transmits the intra-:
organization identifier IIDj of the voter, input via the input unit
102, 122, to the authentication server 300. The server-side

certification means 301 confirms that the received IIDj is

included in the list of intra-organization identifiers which are
registered beforehand, creates random number ¢, and returns
the same to the voter terminal 100, 120. The device-side’

_cer.tifica'tion means 103, 123 inputs the password pw input via
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the 11D as a key. The server-side certification,

means 301 inputs the pM/analc into the hash functlon

such as SHA1l, and recognizes the voter operating the

voter termnal 100 120 as the voter identified by the

JID, if.th esul t ut value | o coincides wth
the ltf}iéqlt/a‘ﬂl}é rleOés i m3 ﬁaeraad@m auimbericointo a hash

120. [0051] In the present enbodi ment, the techniques
funciiox; swesh ias SHA Patamd f&tbim@tthwrésufl@anemuvpﬁt value r
can be used for the 15 encryption neans 123, 133," 153

to thROAWHvAERG (1B Zoﬁf’éerOOe”Tﬁ@ s%eﬂ%‘ide“?%d?i‘f‘lcatlon

the voting server he re- encryption méans

e 3044 FEBNAE L VeI SoclFouThe Tinidfom ihe

. 2 f the techniques descrjbed in the Patent
list Qﬁ@hﬁcmtwqrg\amzam igentifiprs and: passyeordsyby using
araneters (pL, gL, t) and session ID fromthe voting

the FHDjens2ep, kole arBhemservewide |cortifioation: wkhns 301

create the public information (p, g, g) and a private

| 1npui‘s‘33th>éngﬁ§e§n?l‘d 'iﬁtépl-lwqh]afsg fgglgftﬁg‘q,hgﬁ&}ﬁl ) C'S(’HAi and

d return

- recogRiZés i Vi procing. (B 03k G rindnalc1 08126 as the
votet aw?gﬁifém"ﬁbﬁ} byhend ) oif 2£heef‘é‘é’s§{r§mé' outpuix value
" c01nc1des with the value r returned from the voter terminal 100,
- 120.

- [0051]

In the present embodiment, the techniques described in

the Patent Publication 1, for example, can be used for the

- encryption means 123, 133, 153, 203 provided in the voter
terminal 120, 130, 150 and the voting server 200, -the re-
“encryption means 401, 411, 441 provided in the encryption
"'ser_vcr 400, 410, 440, and the anonymous decrypfion system. 50.
- 10052]

If the techmques described in the Patent Publlcatlon 1 are

‘used upon input of the security parameters (pL, qL; t) and
session ID from the voting center 200, the anonymous
‘decryption means 500 will create the public information (p, q,
~ g) and a private key X based on the (pL, gL, t), output the
';p_ublic information (p, q, g, Y) after adding the public 'key_ Y to




5 where k is an integer. The g is a source which
creates the subgroup of or@érs g in nmodulo p. The pL
and gL are the |length of the prinme factors p and q,
and the t is the nunber of repetition tinmes to be
usgi.farjgreation and verification of the data in,
the phblic aafampations Ardaretisarthespnedosthg voting center
performed for the change of the sequential order. The
200.seHsira pl Bnd qraiedhte fparafetatissohfiliGhmal tdwecryption,
object for the processing. Exanples of the object for
[ .
and gre iR hCtoyS e fIRed' BY, PhePIINFInY Fol dNGHSRip:
ogggkngg f i the decryption key X by 15 cal cul ati ng:
- vRER ol E,’mhere the decryption key X is a random
er, which,is selected at .random fromthe nunbers

'Whefﬁé wl§. amobaiegen. Thaengr ypt imorsovaae whichsxreates the

153, 203 receives the public information (p, q, g, V)
subgaoap! efnoaxderstq nin dae diilo apd d‘theugi,eaﬁ@'qu,d_are the

voylng.data.E(V|). The E(V|) |s.exEresse_ by the pair
leng(ifof ¥ile prsakea2iors pléhd ) and dHe Tof Rhe/nyfinber of

. t 3 | ai t tj.ng_ dat I . .[-0054
repefifiifchims th B WRAUTHGE eifeihiabd Vesittcrtion of the

a certificate that _ the encrypted voting

o tQ create 2 . .
- data gdna pg%@rreaf@a_ certifying that a correct processing is
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- performed for the change of the sequential order. The session

ID is an identifier for distinguishing the object for the

“processing. Examples of the object for prbcessing include

“election of a prefectural governor and city council members.

The public key Y is obtained for the decryption key X by

- calculating:

Y=g"X mod q,

~where the. decryption. key X is a random number which is

selected at random from the nﬁmbers below q.
[0053]
The encryption means 123, 133, 153, 203 receives the

public information (p, q, g, Y) and plaintext voting data vi, and

outputs encrypted voting data E(vi). The E(vi) is expressed by

 the pair (Gi, Vi) by calculating:

(Gi, Vi) = (g"r mod p, viXY"r mod p),

where r is a random number selected at random for the
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5 after legitimately know ng the r. For exanple, after
generating a random nunber23%i in the encryption of
vi, the random nunber verification data a i and ti
are created by using; a i=g"si nod p; ci=HASH (p, q,
.49, Y, G, Vi, ai); and 10 ti=ci X ri+si nmod P. This
plam%@rxﬁ viodang datap¥iverified by cal culating: ci =HASH
- (p, 9, g, G, a i), and by exam ning whether or not
[0054He following relationship holds: g°ti X G~ f -cij a
i "nmod p. 15 Here, HASH (p, g9, g9, Y, G, Vi, ai) is a

LIRS o715 IBUKSHIE fn BoelpbneSls gfhodlfntent 1o
creatst T ELHRRRET TR Thie ‘Shory hedl ool Biver Sy created

dat a, E(vi G, Vi), and outputs encrypted voting data

-afterdegitimetiely knowrngr theerl biForhexampde( @ftervgenerating

and is obtained by calculating: AVi X YAS (Gi,
a randonr f@nbes s ivdie SRArpptidh G ¢i, thesrantAHCHumber

nunber sel ected at random for the 24 e€ncrypt voti ng

veriffGfidhidity o f Rlf (RRAECEAEH by Tsitlg,™ O

equati1on

@ i=g”"si mod p; |
ci=HASH (p, q, g, Y, Gi, Vi, @i); and

ti=ci Xri+si mod p.

: This certificate can be verified by calculating:

- ¢i=HASH (p, q, g, Gi, @i), and

by examining whether or not the following relationship holds:

ghti X Gi*{-ci} = @i mod p.
Here, HASH (p, q, g, Y, Gi, Vi, @i) is a value obtained by

._inputting P, 4, & Y, Gi, Vi, and ai'into the hash function, such
~as SHAL.
- T0055]

" The re-encryption means 401, 411, 441 receives the.

~public information (p, q, g, Y) and encrypted voting data E(vi)
= (Gi, Vi), and outputs encrypted voting data E'(vi). E’(vi) is-
expressed by the group (G'i, V'i), and is obtained by

-calculating:

(G'i, V'i)= (GiX g"s mod p, ViXY"s mod p).

Here, s is a random number selected at random for the
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(Gi, Vi) = (G Xgs nod p, nod p) = (gAfr+SI Vi XYA
nmod p, jr+sj nod p), s and ?ﬁe pl ai ntext voting data
vi can be obtained by processing FE (vi) sinmlarly to
t he decryptlon processi ng conducted to E(vi). That

encrygitegb HaTE dat By thedtds todestoted Mt theEollowing

voting center 200 inputs the Ilst of El= (G, Vi) and
equadeesi holds:into the anonymous decryption system 500,
the anonynous decryption system 500 decrypts the Ilst

f "ot | r
y ((gﬁid Xgirypt F};ﬁxk yS ﬁﬁggg flf‘frclegﬂg? tgﬁ%isgsépon ID

SE?CLe;“é”?eéfé @@Fﬁ%ﬂ&tﬁiyﬁ {Hp A8 e
and gﬁ@ p 55&%&&33@@%&85&3&3&% & msaeigfgfé%ygﬁ?ocessmg

Vi) and the list of vi, to the votlng center 200.

E' (Vl[)osmﬂaﬁbyme thec decpgstidas pidedssmpacentducted to E(vi).
Publlcat|on 1 are used as the nethods for creating p,

Thatd.isg ﬁ?fdyﬂi'g@ﬂ?t r3;‘%11'1'fﬂe0f51|n§f1?'arl§.'f')treated for the

rearran g the ord hereof, certifying”the presence

Lr ndence between the |ist of

decrféti@@l 1?988#%5?@ ‘Eﬁgtr% and verifying the sane.
%ﬁ [0058] 25 In this context, i nputs and out puts of
[005 e constituent

After the voting center 200 inputs the list of Ei= (Gi, Vi)

and session ID into the anonymous decryption system 500, the

'-anonymous-decryption system 500 decrypts the list of (Gi, Vi)
‘based on the public information (p, q, g, Y) and decryption key

X specified by the session ID, and returns the list of plaintext

‘voting data vi, which are rearranged in the order at random, and

the certification data, which certifies presence of the one-to-

‘one correspondence between the list of (Gi, Vi) and the list of

vi, to the voting center 200.

[0057]
The techniques descrlbed in Patent Publication 1 are used

as the methods for creatmg P, q, g and X decrypting the list of

(G1, Vi), rearranging the order thereof, certifying the presence
- of the one-to-one correspondence between the list of (Gi, Vi)
and the list of vi and verifying the same. o

[0058]
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el ements are described mainly in the case of using the
t echni ques described in Pateht Publication 1. It is to
be noted that techniques for certifying the presence
of the one-to-one 5 correspondence between the |ist of

ry ted datg a d t.he d&%a | j st out put a%teﬁ t he .
addt yHRIHACH iBRwE 28, ouip ge Constituent
|nfornat|on of the concrete correspondence itself are
elemeadsr i hee i deseribed 2magaby (P ertheulddsat ioh 2)sing the
JP-2002- 344445A (Patent Publlcatlon 3) etc., and that
techﬁ escdrsor§bekd ifeMstek?d PuBBicdGdn 'E: eIE¥Ptd Be noted

ns 401, 411, 441, and anonynnus ecryption system

that E&%ﬁ%@?& 7o, SRt Rlnti " Phe' ARRAEEE" o ihe, fRENo-one

vot ten1of t r.esen enbodineat w |l be
correspéh "Pebvigen; ﬂme SRk eper¥pied data pad the data
defaul t of the anonynous el ectronic voting system of
list awipwt efder theodeceyptisiv shereod, mthmgltsan%deakgout of

transmts security paraneters (pL, gL, t) and

the iﬁf@!rﬁi‘atl%ﬁo dﬁetﬁ%ont SRET W1y }fdﬁﬁ@g%c@oltself are

(step Al The anonynous decryption s

desofe 5 DA001. TSP A TP LR, PRS0 P 2002-

0 A3).. Th 200
34444%&' n& erﬁ'}/rgtr éu?@lg?:t&ffmn eit%o}/%'@@ethsfévt gREEpption
25 AMd Thus, the default is finished. 26 [0061]
means 123, 133, 153, re-encryption means 401, 411, 441, and
anonymous decryption system 500 may be realized by using

those techniques.

10059]

| Next, overall operation of the anonymous electronic
voting system of the present embodiment will be described.
[0060]

Fig. 2 shows operation for the default of the anonymous

‘electronic voting system of the present embodimeént. First, the

voting server 200 transmits security parameters (pL, qL, t) and

Session ID to the anonymous decryption system 500 (step Al).

The anonymous decryption system 500 creates public

information (p, q, g, Y) based on (pL, qL, t) (step A2), and
returns the same to the voting server 200 (step A3). The voting
server 200 registers (p, q, g, Y) in the. storage device 204 (step
A4). Thus, the default is finished.
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Next, operation of the vote %§S|ng the voter termnals
100, 110~ 120, 130~ 140, 14D will be described with
reference to Figs. 3to 9. Figs. 3 to 8 show
processi ngs by the voter 5 termnals 100, 110, 120~

[0061 02 140, 150 (as well as processings by the voting

rver, authentication server, and encryption server,
relevant to the proussings by the voter term nals).
Fr}&ext Dpezativasohridee 30 ey 31 siarg dyeo v beg terminals 100,
operation fromthe start of reception of votes to the

110, tiQJQ/ df 300t Qﬁl~0l 01590W111Af5f9fdb§%rl’l9éd”§iviﬂi'Pé’ference to

stars, a voter, . ., el ect or at e, ,accesses to

Figs 541 0, 9 VSR, 8 S 19 RScES, R-vote
tefﬂlﬁ@%f@@ Libnmgfm ol 13{%%4105;9 Cas well rasprecessings

step Ab-1 in Figs. 3, 4, 7), whereas in a vote from

by tflﬁe votmagt e&&ﬂi\fﬁl‘ 1azuthammca5mna seanveeyotamd- encryption
informati on request is transn1tted (step A5-2 in Figs.

serves, feléWant Toe thet prOCRYSife Wy (ROVIRACINRENAIR). Fig.

encrypt ed-voti ng- nfornatl quest fromthe voter

9 debEiibes Péf%%eﬁ%lﬁls%‘@sas%?p%ﬁﬂ?ﬁém' APt fFfn the

create.the l. st of E(v in Figs.
start @% recepligryofeyoies t&’njéhﬁuéﬁ\ ]d) ngsﬁﬂﬁﬁﬁron (p, g~ &
Q and list of (vj, E(vj)) to the voter termnal 100,
[00620o, 140 (step A7-1in Figs. 3, 4, 7). On the ot her
hand, if the votlng server 25 receives a nere

120, 130 or 150, gh vot er Isgrg?nsnalﬁ ég%&:rét Er?@ teﬂ'é@ﬂorate,

accesses to the voting server 200 via one of the voter terminals
100, 110, 120, 130, 140, 150. At this stage, in a vote from the
- voter terminal 100, 110, 140, an encrypted-voting-information
‘request is transmitted (step AS-1 in Figs. 3, 4, 7), whereas in a

~vote from the voter terminal 120, 130, 150, a mere voting-

~ information request is transmitted (step AS5-2 in Figs. 5, 6, 8).

20

25

* The voting server 200, upon receiving the encrypted-voting-

information request from the voter terminal 100, 110, 140,
encrypts all the candidate names vj based on the public

information (p, q, g, Y) to create the list of (v, E(vj)) (step A6

- in Figs. 3, 4, 7), and returns the public information. (P, 92 Y)
and list of (vj, E(vj)) to the voter terminal 100, 110, 140 (step

A7—1 in Figs. 3, 4, 7). On the other hand, if the voting server

receives a mere voting-information request from the voter
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public information (p, q, 9. Y) and list of plaintext
candi date nanes vj to the 2/7oter termnal 120, 130,
150 (step A7-2 in Figs. 5~ 6~ 8). 5 [0063]

Her ei nafter, processings up to transm ssion of the

; kN at re.s atgly described for of the
tefmiﬁ%\lﬂ%ﬂmﬁ%ﬁsorl , 11@,131? efsggrmaﬁ?ébq degarns the
10 The voter, termnal 100, upon receiving (p, d, g, Y) .
publigdintoemationof(povig, BoviY) ard kistwofi plaiptext candidate

di splays the list of yj on the display unit 101, and

namedevjvooethehester togmfpal 420 ! VA i
t he lei st of vj via the input uh?@[bgg(?sq%?gf%g?%ﬁ Figs.
5. 6.1@ys, the voter termnal 100 transmts E(vi) 15
> “’cofresponding to vi and the public information (p, q,
006%3’ Y) to the encryption server 400 (step A100-2).
[ xt, the encryption server 400 inputs the received
E&-\I/i) and Fublic information (p, 4d, g, Y) to the )
r Hereigpfion precessings wpl tol mansmissiony of the voting
re-encrypting E(i) (step A100-3), and returns E (i) to
data tawe vo¢pardfelyer desdribed (foere4¢R0oY the'epottheterminals

voter termnal® 100 acquires the intra-organization
: [ tiffr@r 114 t oter through the input unit
-100’ }gg?’ (:I[ezft?i fllje@ t]%ieoi ﬂtejrq organi zation identifier |lDi
Ooé@t he authentication server 300 by using the
[ m nal -side certification neans 103 (step A100-5),

and 25 transmts E'a%vi) to the authentication server

sdthesveperiterminals 1Q0@paspon receiving (p, q, g, Y) and
the list of (vj, E(vj)), as shown in Fig. 3, displays. the list of vj

on the display unit 101, and the voter elects and inputs a

candidate: name vi from the list of vj via the input unit 102

- (step A100-1). Thus, the voter terminal 100 transmits E(vi)

corresponding to vi and the public information (p, q, g, Y) to

the en’cryption'server 400 (step A100-2). Next, the encryption

server 400 inputs the received E(vi) and public information (p,

| q, g, Y) to the re-encryption means 401 to calculate E'(vi) by

re-encrypting E(i) (step A100-3), and returns E’(i) to the voter
terminal 100 (step A100;4). Then, the voter terminal 100
acquires the intra-organizat'ion identifier TIDi of the voter
through the input unit 102, certifies the intra-organization
identifier IIDi to the authentication server 300 by using the

terminal-side certification means 103 (step A100-5), and

transmits E’(vi) to the authentication server 300 (step A100-6).
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The aut hentication server 300 inputs the intra-
organi zation identifier |1 D8 of the voter confirnmed by
the server-side certification neans 301 into the ID
coalition nmeans 5 304, and obtains the corresponding
[(H]6§ﬂnnon identifier D (step A100-7). Then, in the
thentication server 300, the pair (E (vi), C D)
and the signature private key dk for the
atthent iazathentieatton3omereernp@00o0 tieputs the intra-
conmon- base- signature creation neans 303, whereby the
organ®rapivka iFieraqyry S h epbia T
& server SogdfdgglfiE'g?viI?!m CIGltf)i ;Iﬂ}és ?r@aﬁ@de?sﬁ%h?@d by the

serv @800 celPErRAIAR SHRLE 171530 MAEBREAGER means
304, ag¢t rebatiing ths eorEcsppmding: Kommoni idoptiticr CIDi
E(v'b), as shown in Fig. 4, displays the list of vj

(stept Ai 8-79t erThen héndilse! aythenticationnsetver v30@, the pair

el ects and inputs a candidate nanme vi fromthe |ist
_ P i i\t ha i ity t : -1 Fi
(B, "IGIDR), Londihe Cfpriafie’ gidhiy ey Mk Hor the
. di [ t.h blic, inf ti ~
authRHFIBRC, Rerks ARG, 05 PYRAG Po° PR SBohmda-base-

. The encryption_server 410 i nputs the

. _Fig. 4
signatade V)GGGE(LWP apacps i 03 nf svhanedny (pthe, gonymon-base

. into the re-encryption neans 411 to calculate E (vi)
signatyree-sekr ypfi theE(authegstien tAaH0-Servod &)@etflﬁmsg}i’(vi),
E (vi) to the voter termnal 110 (step A110-4). The 29

CIDi?-OEsetrb:ﬁ'tE‘dI“iflb)t{éﬁoAE%-%}.he’I‘HE "Foth8ARIEAtIAN server 300

denti fier

transmits (Ei, CIDi) = (B'(vi), CIDi) and Sek to the voting

server 200 (step A100-9),
- [0066] |

The voter terminal 110, upon receiving (p, q, g, Y) and

the list of (vj, E(vj)), as shown in Fig. 4, displays the list of vj

to the voter on the display unit 111, and the voter elects and

inputs a candidate name vi from the list of vj via the input unit
112 (step A110-1 in Fig. 4). The voter terminal 110 transmits
E(vi) corresponding"-to vi and the public information (p, q, g,

Y) to the enéryption server 410 (step A110-2 in Fig. 4). ‘The

encryption server 410 inputs the received E(vi) and public

information (p, q, g, Y) into the re-encryption means 411 to

calculate E’(vi) by re-encrypting E(vi) .(step A110-3, and
returns B’(vi) to the voter terminal 110 (step A110-4). The
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of the voter and signature Erlvate key di into the
‘intra- organization-signatul® creation neans 113,
cal cul ates the intra- organization digital signature
Sei for (E (vi), Ill)i) (step AL10 5 5), and returns
"(vi), LID).and Sei to the authentigcati,on ,erver
Voteégﬁ&ogﬁaﬁl@i& NPpRtDene T azemganizakioom idanidfier 11D
300 verifies whether or not Sei is legitimtely
of the cvicdesd and (signaYurel Dprivased eyt hdi i énto the intra-
signature private key di in the

organfﬂtﬁm@hgéfgﬁ%tm% erengt &&h5! ] 1 i?d' ea]futates'the intra-

(step Al110 successtul Ty veri

Orga@#??@f@iéﬁ%ﬁiéﬁ atiite, S e R (RToRbFols e ‘AL 10-

304 (st t he authenticatiaon
5), asléacz're 3@'@1(3 ngﬁt gvﬂij ﬁDlgle@Illdl Stid et hﬁgr&uth@ntlcatlon

private key dk for the aut hentication server 300 into

servehd(0rfateipasdI0-gnpt ure creation neans 303, to .

out put the common-base digital signature Sek of the

"{006iﬂthentication server for (E (vi), CID) (step

10-9), and transnits (Ei, CD) = (E (vi), CD)

[S@éé]eﬁu%ﬁg‘r{li%ﬁéﬁr ﬁf:ﬁf{rff‘i%@?f FoR S SRRer 3rq not Sei

ys t he_list of vj

' d, the f d
is 1dgistnatelyn calculatady fam (Rov)andIDig vbased on the

el ects and inputs a candidate nane vi 25 fromthe |ist

signaturg piravate lklegrdnl t1n12ﬁ1éStlmréla@ghmzﬁt@o@ﬂmgnature |
voter termnal 120 inputs vi and the pu

verifiCABIOR aR¥a AR 302 ¢step A110-7). If successfully verified,
the authentication server 300 acquires a common identifier

CID1 corresponding to IIDi in the ID coalition means 304 (step

A110-8). Next, the authentication server 300 inputs E'(vi),
CIDi and the signature private key dk for the authentication

server 300 into the common-base-signature creation means 303,

to output the common-base digital signature Sek of the

authentication server for (E’(vi), CIDi) (step A110-9), and

transmits (Ei, CIDi) = (E’(vi), CIDi) and Sek to the voting

server 200 (step A110-10).

[0068]

The voter terminal 120, upon receiving (p, q, g, Y) and

the list of vj, displays the list of vj to the voter on the display

unit 121, and the voter elects and inputs a candidate name vi

from the list of vj via the input unit 122 (step A120-1). The
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Y) into the encryption neaqg{124, to create E(vi) by
encrypting vi based on Y (Step Al120-2). Next, the

voter termnal 120 certifies the intra-organization
identifier IID of the voter to the 5 authentication

votef TEXEAP /0 MA% i 5 SHS IR IE WibFRIAERR (. 0. &,
v) i RBR. SR FSeast I bstto GreathERL By enerypting
organi zation identifier 11D of the voter confirnmed by

vi basedsemr Ysi (steqer A¥20a2)on Ners, 3thei woterheerinal 120

'ppalipipn means 30, to o Rain a correspondi ng conmon
certifHRPLhE, b Brdsherati lon TN PR ghter o the
auth AR BV 3R Y M IS B DEJHRessidR, B8t ffication

nmeans.303, to create the commopn-base-signature Sek
means; f% i Y(stepoi ) h@ﬁ)mz&nd), tHAMSmatR N E{vigi , to the
D) = (Evi), AdD)

and Sek to the voting server

authewtication 8¢20¢7)30000308p Al 20e4yot er terminal 130,

: upon receiving (p, d, 9, and the list of vj, as

l}ﬂ)ﬁgﬂomn in Fig. 6, displays the list of vj to the voter
onh the display unit 131, and the voter elects a

.C | dat . vi..fromthe |ist j and inputs, the .

| smévi Ay 1104k { SE3Y €lst egbﬂsolh!?*lt’ﬁhe €er Intra-
terntnal_éBO LPen Lnputs vi. 25 and the public

organizatiea ieentalier IEDivpfithe votercoybimedby thensever-
. 134, to create E(vi) by encrypting vi based on Y (step
side certification means 301 into the ID coalition means 30, to
obtain a corresponding common identifier CIDi (step A120-5).
The authentication server 300 then inputs the pair (E(vi), CIDi)
and signature private key dk of the authentication server 300,
CIDi) into the common-base-signature creation means 303, to

create the common-base-signature Sek for (E(vi), CIDi) (step -

- A120-6), and transmits (Ei, CIDi) = (E(vi), CIDi) and Sek to

the voting server 200 (step A120-7).

- [0070]

The voter terminal 130, upon receiving (p, q, g, Y) and

the list of v, as shown in Fig. 6, displays the li,st. of vj to the

voter on the display unit 131, and the voter elects a candidate

name vi from the list of vj and inputs the same via the input
- unit 132 (step A130-1). The voter terminal 130 then inputs vi

“and the public information (p, g, g, Y) into the encryption
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A130-2). The voter term nal 130 then inputs the intra-
organi zation identifier |11 of the voter i, signature
private keys di and E(vi) into the intra-org

ani zation- signature creation 5 neans 133 to cal cul ate
the intra-organization digital signature Sei for

| mean€E(l3y%, toocyeate eE(Xijob3) emoryptimgnivisbaged Jon Y (step

I1Di) and Sei to the aut entication server 300 (step

A133Y- 4) . ThO7lotethetay Icitii@”th%rﬁ’erl ts the intra-

verifies whether or not Sei 107is Iegltlnate y

orgof4GHGHGBREAR LI0e LA TYHREC Sl privac

rifi i,on, neans 302 (step A130-5). If successf ul
keysdtian gﬁ(wﬁa II4Q HAIR i letirAoRTganiZa tion-signare création
common identifier CID  corresponding to Ill)i in the

meand k33l to ical owhate 3the( $heraiSrgaddzariomhdigital s1gnature
aut henti cati on server 300 inputs E(vi), D and the

Sei fyaUB(vaY, HIDY fekep K130-9) MU eRihSHIIS PEIYS), 1IDi)

300" i*nt as e- nature crea I on

and 815! hELIAthen i TR F0R00 O L P -

ﬁiBO-?), and transmts (Ei, 20 QD) = (E(vi), CID)
{OCY7 d Sek to the voting server 200 (step Al130-8).
[0072] The voter term nal 140, upon receiving (p, q,

gIhe awmthenbecationofetver 00 verifieswhethefior not Sei:
7, displays the list of vj 25 to the voter on the

s legiuBmn Sall oot BACO (RboFians i privhkkey di

for (H{¥Y), IIDi) in the intra-organization-signature verification -

means 302 (step A130-5). If successfully verified, the.

authentication server 300 acquires a common identifier CIDi

corresponding to IIDi in the ID coalition means 304 (step
A130-6). The authentication server 300 inputs E(vi), CIDi and -

the signature private key dk of the authentication server 300

~ into the common-base-signature creation means 303, to output

a common-base digital signature Sek of the authentication

server 300 for E(vi), CIDi) (step A130-7), and transmits (Ei,
'CIDi) (E(vi), CID1) and Sek to the voting server 200 (step

 A130-8).

X

- [0072]

The voter terminal 140, upon receiving (p, q, g, Y) and-

the list of (vj, E(vj)), as shown in Fig. 7, displays the list of vj

“to the voter on the display unit 14'1, and the voter elects and




10

S 15

142 (step A140-1). The voter term nal 140 then
transmits E(vi) correspondihg to vi and public
information (p, q, g, Y) to the encryption server 440
(step Al140-2). The encryption server 5 440 inputs the
) received E(vi) and the public information (p, q~ O, .
Inputs a ﬁa@lduiatge-mmq{m sromeofitye dast waf o4 vmaaﬁte input unit
E' (vi) by re-encrypting E(vi) (step A140-3). and
142 Q?’EP %1&0-\/1). tThewotent eeriminad (4B eisteansmits E(vi)

. The 'voter terminal 140 then inputs the

corr TR o T A BuBIRY M OB (p, .98 ¥ to the
encriBIRN SeTvRE coafokshabe g ). o Bhé suEeption server
(E (vi), AD) (step_Al40-5), and.. transnits (E,
440 mpufs=the raceiverlpb(vandase the publia infosmation (p, q,
200 (step A140-6) 15 [0073] The voter term nal 150,
by

g, Yydorto ¢be® terenaryptich Meand 449 tostaltulhteal
re-entty i “B(RhTstens K03 b, Ut B (YD) to the

shown in Fig. 8, displays the list of vj.to the vot

the_input, unjt 152 20, : A150-1). The vot |
voter rifiak 400 (ier AT Dhe s Note teFrainah 140 then

) g, 9, Y) into the encryption neans 154, to creates,
inputs( the eymmoenpbiasg identitic o ND{softhel sot)x. i;Tekgnature .

voter term nal 150 then inputs the common-base

‘-privai'egrheyr ed@l [@indOfEt’g?i)/Oﬁﬁlto st aids mmionbaskeyighature |

and E(Vi) into the 25 common- base-signature creatio

c’reatgﬁlﬁgﬂgﬁjﬁn%"l%gﬁc( (fllﬁ)aflﬁglaf? ?g{%g%&ﬁﬁdﬂ%ﬁ% digital

~-signature Sei for (E’(vi), CIDi) (step A140-5), and. transmits ..
~ (Bi, CIDi) = (E’(vi), CIDi) and Sei to the voting server 200
- (step A140-6) |

[0073]
The voter terminal 150, upon receiving (p, q, g, Y) and

the list of vj, as shown in Fig. 8, displays the list of vj to the

R - voter on the display unit 151, and the voter elects and inputs a

.20

25

candidate name vi from the list of vj via the input unit 152

(step A150-1). The voter terminal 150 inputs vi and the public

information (p, q, g, Y) into the eﬁcryption means 154, to

creates E(vi) by encrypting vi based on Y (step A150-2). The

voter terminal 150 then inputs the common-base signature CIDi
".-Qf the voter, signature private key di and E(vi) into the

common-base-signature creation means 153, to calculate the
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A150-3), and transmts (B, D) = (E(vi), AD) and
Sei to the voting server 280 (step Al1504) [00741 5
The processings up to transmission of the voting data
are described above. The processings for receiving

t h ti t dtallyin he votes after cl .of
_ Comlﬂﬁg‘lg @éggma?g?@ag%%mab%ﬂegfé%i rfgﬂ't e(, (Ml h éff)ﬁ (Step

reference to Fig. 9. 0'07%[ 10 The voting server 200, i
A15Qed), rawdi traws(HtSs ,) G0 pex (Eﬁc:m)g h€IDi) and Sei to
aut henti cati on server 300, confirms that Sek is the

the vicidhig RRYe et 30U (SeePYANSQa4Yhent i cation server 300
for ?Ei , dD), i

i'n the conmon<b as e.-signature

: [007%3“ fication nmeans 202 (step A8-1). The voting server

O retrieves in the electorate 15 |i st database 201
t ssure that A D is registergd and vpte from, d D
i 3“ ﬁ@tpr@é:@imag&eu& §0( éfapsmissionf the steting mlata are
C D) and Sek in the voting-data storage device 204,
describ:draboves iThehprelcessimage fosredatisiage thel vidting data
fact that the vote by AD 1s finished (?tgp Al10-1).
W S i .’ -
and tAlkyiaL! fHesobres Z0br MBSOl ThE' Vores #ill B described

fromthe voter term na confirns

: . ei. ks t | eaitinate.sighature of the voter i
hereme,tﬂ}ﬂb%%)erg%%gﬁgﬁlge onmon-b as e- signature

rification nmeans 202 (step A8-2). The voting server

-[007550 retrieves in the electorate |ist database 201 to

assure that CID is registered 25 therein and vote _
fﬂ‘ckm&@tm% setver&0edipoimreceivin ?§H),. CIDi) and Sek
registers (Ei, CID) and Sek in the votlng-élata

from stkea@utdfenfication server 300, confirms that Sek is the

' legitimate signature by the authentication server 300 -for (Ei,
CIDi), in the common-base-signature verification means 202

- (step A8-1). The voting server 200 retrieves in the electorate

list database 201 to assure that CIDi is registered and vote from
CIDi is not received before (step A9-1), and registers (Ei,
CIDi) and Sek in the voting-data storage device 204, and
records in the electorate list database 201 the fact that the vote
by CIDi is finished (step A10-1). The voting server 200, upon
receiving (Ei, .CIDi) and Sei from the voter términal 140, 150,

confirms that Sei is the legitimate sighature of the voter i for
(Ei, CIDi) by using the common-’base—signature verification
means 202 (step A8-2). The voting server 200 retrieves in the
electorate list database 201 to assure that CIDi is registered

therein and vote from CIDI is not recciv_ed before (step A9-2),
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decryptnd

204, and records in the electorate |ist database 201
the fact that the vote by D is finished (step
Al10-2). [0076] After the vote is closed, the voting
server 200 transmts the list of all the Ei recorded

i.n_the_vot a e de 204, nd t he
registgss | ORT: oE P nd S el indhanovg e Jabar sferage device
system 500 in step A2 to the anonynous decryption
204, and aecoodssirethae e)lectbeasechgtodatabasepibh thestfaot that
500 | o decrypts the Iist of Ei based on the public
the vigteobyeCHDI (i finished (seas Al )N session |D and
the private key X, to cr the " Ii‘st of plaintext
“)07%gllng data vj rearranged therefromat random and
tificate data z certifying presence of the
onezt 0-gne correspondenc tween the |ist of
L ReFieTs dhgy L(¢] qsuseﬁrbﬁ@&liﬁe oting Lﬁ%veﬁeZB{)sttransmlts
v' and the z to the voting server 200 (step Al3). The
the lmit ofgatbther Booecorded nlnetlyeatveeth?edatanstd)page device

recei ved plaintext voting data vj, and rel eases the

204, f%mﬂt tlhé tébbméﬁteﬂﬂ\l"’ﬁr ﬁ%ﬁﬁﬁéd 28o0Ne¥he anonymous

advant ages of the present e rment will be

L Yy s e —
.systegp,o‘ié& E

r tern1 0, 110, 25 140,  and th
1€ ARONIUMQ S ed;@cwptma system 500
encryﬁefd votlnggdata el ect ed by the voters and
listeof Ei based on the public information (p, q, g,

_'Y) specified in session ID and the private key X, to create the
list of plaintext voting data vj rearranged therefrom at random

and certificate data z certifying presence of the one-to-one

correspondence between the list of Ei and the list of vj (step

A12), and returns the list of vj and the z to the voting server

200 (step A13). The voting server 200 tallies the votes based

-on the received plaintext voting data vj, and releases the result
of tally (step A14).
{0077]

Next, advantages of the present embodiment will be

“described.

10078]

In the present embodiment, the voting server 200

transmits encrypted voting data to the voter terminals 100, 110,

140, and the encryption servers 400, 410, 440 re-encrypt the
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resultant data to the voting server 200. Thus, even a

voter termnal having no e¥cryption neans can perform

a vote while securing the secrecy of the vote. In

addition, since the voter 5 termnals 100, 120 i nclude

the device-side certification neans 103, 123 and the &
encrypiednviatingndasavelcstod ey uthe moters and tramsmit the

certification nmeans 301, a certification can be

resulehhecideda Wo ¢ votifiga gigidpl 2000natPheys 2R &YeA voter

the voter termnals haVving no signature creation

term{ LR PTRE°)8) RACEBIB S hErchh BAHALy PbiESwhile

t he, aut.henti cati on

common- base digital.signature o
- SCCULIAE e TRy 0 the: Hete ne vo@éit?ttépm,nguacm@hc voter

120 include the intra-organization-signature creation
termimals 1060, 120 dnclude the devicetsddeseevéifisation means
i ncludes the intra-organi zation 15 signature

paes | ot )
103, \3@8%13 and the Eﬁ%h%rﬁﬁ%_a%@ég;tbgrg?{%ﬂ lintludesthe server

, the encrypted voting i Xxe intra-

side SRITEIGBM LM, S0 Ul HERTERSHRLH b, W Bigected -

i1 e being ixed wth the

\ With(\zllgHﬂﬁ%ﬁ%@ﬁgi&%gggﬁmmr%aﬁmm thei yotes: terminals

300 after the intra-organization identifier is

havingmersighatue iore atiommeass cdmvidieby teaasehytting the

all the voters can vote even if the voters are not

H t B H . - H t 1 . . . -
encrypRid! et e TN YSrEEIsely e DY wlEvatixing

~ the cﬁ@&‘iﬁ?f-ﬁé@?@fﬁﬁﬁ{ﬁigpiaﬁ?pgﬁfpfﬁéi dethendeitioR®Server
- 300. Further, since the voter terminals 100, 120 include the

. intra-organization-signature creation means 113, 133 and the

authentication server 300 includes the intra-organization-

signature verification means 302 and the ID coalition means

- 304, the encrypted voting data affixed with the intra-
organization digital signature can be verified by the
‘authentication server 300, and then transmitted to the voting

“server 200 while being affixed with the common-base signature

of the authentication server 300 after the  intra-organization

identifier is converted into the common-base identifier,

whereby all the voters can vote even if the voters are not

| registered in the common open-key authentication base.

- [0079]

Although the case wherein a single authentication server
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Fig. h@géggh' ' shéty RecKOSER Srbe BN Al

servers may be provided for _respective organizations
if the voters belong to di®%erent organizations.
[0080] 5 [Second Enmbodi nent] Next, a second _
enbodi nent of the present invention will be described
with referengce. to,.drawi,ngs. ,The anon s electronic. ]
300 s O ¥dEsh ist drsCELREA: heketl reit L ierent iButlregfication
10 is such that the voting term nals 100, 110, 140 .
servers| miayi denproidedaferc respectivanergdizatdons if the
144, the encryption nmeans 203 in the voting server
voteBbékonepioatifferent!orghnisaniopy.on mans 206 and
an encryption-certificat® verification. neans 207,
-[008(2 re-encryption neans 401, 411, 441 are replaced by
S Eond conversi on neans 405, 415, 445, and a
con si;on J15 verification server 700 including a
[SecggﬁijﬁmQﬂd‘JHﬂﬁm ation means 701 is provided, in the
anonymous el ectronic voting systemof the first L
ed¥exitpemtsastond iembiadimhen D@l itheTpresent invention will
conversi on means 206 receives the open 20 o
be devaitaid Oﬁviﬁﬂdr@fé?é?%g%fcﬂ rd&‘%{st Wihpe" 99t (YdShymous

encryption paraneters

clectbRYE! I AE Sk LIER! ool AORERLy ABR0REEa, shown in

orddt 0, 140 include

and out puts second conversjon data
]

conversion-certificate data. 37 [0083 _ .
encrypted-data creation means 104, 114, 144, the encryption

means 203 in the voting server 200 is replaced by a first

conversion means 206 and an encryption-certificate verification.

means 207, the re-encryption means 401, 411, 441 are replaced

by second conversion means 405, 415, 445, and a conversion

verification server 700 including a conversion verification

means 701 is provided, in the anonymous electronic voting

| i-system of the first embodiment shown in Fig. 1.

[0081]

The first conversion means 206 receives the open

- information, and outputs first conversion data (first encryption

parameters) and first conversion-certificate data.
[0082]

The second conversion means 405, 415, 445 receives the -

public information, and outputs second conversion data (second

encryption parameters) and second conversion-certificate data.
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Encrypted data creation neans 104, 114, 144 receives
the public information, fi¥st conversion data, first
conversion- certificate data, second conversion data,
second conversion 5 certificate data and pl ai nt ext
. ting contents, and outputs the encrypted voting
[("]Séjta E(i) and an encryption certificate which
certifies that E(vi) is legitimately created. [0084]
TEnenypted dataecreatbanenveansi 184 o 1dkaitdLaecdives the
receives the public information, encrypted voting data

| e a el en ' ,
publi\-;&}] Vllﬁféﬁ@nﬁﬂifdﬂg ( i tcecbinvEpdiba &ata%”gﬁggft' [%%gé(]ersmn-

et her or not is legitimately cre

. jr on (e} S nd conver si on .
certiffiatd 'datfo¥eLDst , FEHN e ERln o S - SERSh oy sion-
. 104, 114, 144, ag& encryption- certificate
certifigity dataandaplantesfevating cortentneand outputs the
hereinafter, if the techniques described in Patent
encrypbedcwotong data 'ﬁé(g?i afd @n henerymtions ceatifivdtenwhich

system Soo. 20 [00 The first conversion neans

certiffey tHRPE(VR) s TedMenPAELE creitedrmtion (P, 4. 9.

Y) thereto, [ ect nunber r snaller than q,
'[008¢Td d at random and calculates: (gA YA 25 (G, Yr, r)
mod p, r nod p, r), 38

The encryption-certificate verification means 207
receives the public information, encrypted voting data E(vi)
and encryption-certificate data, and verify whether or not E(vi)

is legitimately created.

- [0085]

The first conversion. means 206, second conversion means

405, 415, 445, encrypted-data creation means 104, 114, 144,
~and encryption-certificate verification means 207 operate as

- described hereinafter, if the techniques described in Patent

Publication 1 are applied to the anonymous decryption system

500.

[0086]

The first conversion means 209, upon input of the public

information (p, q, g, Y) thereto, selects a random number 1

smaller than q, and d at random, and calculates:

(Gr, Yr, 1) = (g"r mod p, Y"r mod p, 1),
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- numBBHS sifhtHdethsn 7 ﬁgdic?mi?%t% 7o q 25 Lo oblhi n

.to output second conversion data (Gs, Ys, s), and calculate:

number selected at random and smaller than q.

-first’ conversion data (Gr, Yr, r), first conversion-certificate -

to output first conversion data (G, Yr, r), and also
calculates: (CGd, d) = (g"d3%od p, d) to output first
conversion-certificate data (Gd, d). [0087] s The
second conversi on nmeans 405, 4. 15 445, upon input of
c information thereto, selects a

t he &y | (p,
to Oua‘mg sueenversmn datar(%rq Yand)painﬂllth@sCE(lG&llates

= (g”"s nod p, Y*s nod p, s) to output second
@e;sql))n: g%d( \p ds)), and cal culate: 10 (Qu,

u) = (g*u u) to output second conversion data

to 0'??’%%*a%%%@YPg?f?ﬁaﬁégmﬁ%éé“ﬂﬁ%ﬁh“ér%deﬁt dat a

[OO%Z ation nmeans, upon input of the 1s first conversion
a (Gr Yr, r) first conversion-certificate data
(Cﬁ second conversi on data (Gs Ys, s), secon
E@ﬁlftérCDﬂl\é&tSiQﬂtmE(a'nS 41)5,a|4d$>4 844159me0n input
voting contents vi, calculates: E(vi) (G X Gs nod

of the pibKcrinfoYsn 0 ¢.0p0b t g .
l101I:at a E(vi )n Ion ag‘glﬁt)llqégﬁ q’] 8 Y?r 316?2?‘3 tsgéjlc%/(g%d‘t P’oﬁandom

ggﬁsy?g,ptsbo:r_l f&‘j:\tslﬁllé: te dxa];\a a t) 3nd out put the

(Gu, u) = (g"u mod p, u)

to output second conversion data (Gu, u). Here, u is a random

[0088]

The encrypted-data creation means, upon input of the

data (Gd, d), second conversion data (Gs, Ys, s), second

conversion-certificate data (Gu, u), and plaintext voting

contents vi, calculates:

E(vi) = (Gr XGs mod p, viXYr XYs mod p)

to obtain encrypted voting data E(vi). In addition, the

encrypted-data. creation means calculates:
@ =Gu X Gd mod p; |
c=HASH (p, q, g, Y, Gi, Vi, @); and
t= c><(r+s)+u+d mod q |

_fto obtain the encryption-certificate data (a t) and output the
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and aSsuring whe

encryption-certificate data (a, t) in addition to the
encrypted voting data (G ,3%i). [0089] The
certificate using the encryption-certificate data is
5 verified by the encryptlon certlflcate verification
means 207 cal cul ati ng:

Y, , Vi, a)
encryptiessocrtifiaaéendatar (rwt, t)uarr mgdmtm;nrm athenehicpypted

holds: g"t X G”™ 1-cl a nod p. 10 [0090] The
VOtuH?@M@ﬁﬁ(QPIVEﬁDfICatlon neans 701 verifies whether
of not the conversion data (G, Yr, r) and
[ 0 version-certificate data (Gd, d) are legitimately
Cretated based on the publlc information (p, q, g9, Y).

I t he te f(ﬂg?s described. in Paten£ 15 Publlcatlondﬂ . .
tis SETALIGRIG nESARGN s CaCTYBHIR-GoEtificateo data is

. the conversion verifjcation neans 701 receives the
verifpedi ity theoremctyptien-gertifizatecorsrificationt aneans 207 -
Yr, r), and conversion-certificate data (G, d), and

Cdlculggggg acceptable if all the follow ng equations
20 G =G r nod P, Yr=Y*r nod P, and Gd=Y~d nod

sy R RNTDOG" R animus” "

Ssiting whether’or not the following relationship holds:

g"tXGi*{-c} = @ mod p.

[0090]

- The conversion verification means 701 verifies whether

or not the conversion data (Gr, Yr, r) and conversion-certificate -
data (Gd, d) are legitimately created based on the “public -
information (p, q, g, Y). If the techniques described in ‘Patent

Publication 1 are used in the the anonymous decryption system .

500, the conversion verification means 701 receives the public

information (p, q, g, Y), conversion data (Gr, Yr, 1), and

~conversion-certificate data (Gd, d), and judges acceptable if all

the following equations hold:
Gr=G"r mod p;
Yr=Y"r mod p; and
Gd=Y"d mod p,

and ]udges unacceptable if any one of those does not hold.

[0091]

Next, ,Qperation of the a'nonym_bus electronic voting
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system of the present enbodinent will be descri bed.
Figs. 11 to 13 show proces#ings in the voter
term nals 100, 110, 140, respectively, (and
processi ngs by the voting server, authentlﬁatlon
serv and encryptiop server relevant to the
systegno séhﬁgprﬁﬁeﬁ%gem edimentiwallsbe atesaripeds Figs. 11
expl ains processings fromthe start of receiving the

to 13 oshewo trlmeem s tierdeé . voteirs tépnbiq it dDOhat 10, 140,

t he operatlon in e default in the presen
resp e ﬁonb‘i‘P&% LV Qtétl%???%%ée”‘server

o) S|n1Iar to in the first enbodi and
auth%ﬂﬁﬁ&f{ 6% Sss‘ésgt.an@ Spadyptian; servedogewint to the
[0092] Hereinafter, processings fromaccess to the
procwmgsséﬂvetrlm&@ovmeahetemmnalsam aad 1Fdg. 1164 eaplains
to transm ssion of the 15 voting data will be

proceksiqigdefronVodsd sfdwt \f erecefving! tﬁ@ovdﬂés t#0the tally

transmts a voting- information request and

-therega@vqtggoeocﬁ&%bssgeﬁqgt sg]é;eggféﬁg)@ f;g][ tﬁg dgtault in the
_ preselﬂpZOO on rec?é%fﬁl}ﬁ OﬂVﬁ‘éSllgln %Ir_setﬂuesﬁ, liment

first conversi on nmeans 206 to create the first
and thateoperatiemn of ther vofeanderminals 120, 130, 150 is

conversion-certificate data (&d, d) (step B6 in Flgs

‘similat, t@, th3t iandtliet Ufrfrstt heaghadtimnent, 9a¥d Ythus those

(G (s), Yr(s), r) and (Gd, d) 25 to the Voter termna

- operat?8nslafe 6ﬂ91ttEHePo?7de§cFiﬁﬁonll 12, 13). 41
- [0092] |

Hereinafter, processings from access to the voting server

200 by the voter terminal 100, 110, 140 to transmission of the
~voting data will be described.

[0093]

The voter terminal 100, 110, 140 transmits a voting-

information request and a conversion-data request to the voting

~server 200 (step BS in Figs 11, 12, and 13). The voting server

200, upon. recelvrng the conversion-data request inputs the

public mformatron P qeY) into the first conversion means

206, to create the first conversion data (Gr, Yr, r) and first

conversion-certificate data '(Gd d) (step B6 in Figs. 11, 12, 13),
~ and returns these data (p, g, g Y), (Gr(s), Yr(s), r) and (Gd d)
to the voter termmal 100, 110 140 (step B7 in F1gs 11, 12, 13).




' Fﬁgslﬂdaﬁﬁ%p@ﬂdley

The voter term nals 100, 110, 140, upon receiving (p,
g, 9, V), (G, Yr, r) and 4ad. d) fromthe voting
server 200, transmt (p. g, g, Y) and a
conversion-data request to the encryption server 400,
410, 440, respectively, éstep B100- 1, B110-1, B140-1
The voterrtgsminglsi108,d 16) . 140¢ wpornypeceivdagdps q, g, Y),
400, 410, 440, upon receiving the public information

* (Gr, (Y1, ) andv(Gdg d pdroanstive- d@ttmgegmter DO0u tidesmit (p,

publlc |nfornat|on (p, g~ & o the respecdtive

9 g’iﬁ% _conver SI on gg’?gﬁfgﬁs Igé&fl?%s:fliﬁd t@éoSWﬁlb% Server
400, ‘é‘?%’erzw%ii%rstp'ééfa ks> (3tép, BLOY-TnB1dtihe BE40-1 in

s), and (Gu u} to the voter termnals 100, 110,
(stEhe BnuyptiemGarversoton,nd10, 440,
Figs. 11, 12, 13). [0094] 15 Hereinafter, part of

uponpr eeeesvins uphto phblican t i ng_d
P di fferent gron1tha oflgﬁeigF?ZP9£ﬁ§E%| Nt \%tllg’ng9 and

- convessmhIBReEy i‘iblﬁh%ési"‘?ﬁ% rigtiihation (p, g, g,

10

R

Y) i T seSBsicsive secnnd-colvemion maans 05, 415, 445,
conversion- certificate data (Gd, d), second

to createethiecoserond @onversipmndataetGs] Ys, s) and second
conversion-certificate data (Gu, u), inputs the voting

| t | Y
convefsi(?ned,@elfg{fwav% bt?’(atﬁ]e e O111) Ggm&gb Bﬁlh(ﬁ@iz 'B110-2,

B14RCiHPHigY. f faty o 1 "?ﬁ”ﬁn]cp‘feth?néz(Gs, Ys, s) and (Gu, u)

to the voter terminals 100, 110, 140, respectively (steps B100-3,
- B110-3, B140-3 in Figs. 11, 12, 13).

[0094]

Hereinafter, part of processings up to the transmission of

“the voting data different from that of the first embodiment will
‘be described separately for the respective voter terminals 100,

110, 140.

© [0095]

20

25

The voter terminal 100, as shown in F1g 11, upon

;'recelvmg the first conversion data (Gr, Y, 1), first conversion-
s_certlflcate data (Gd, d), second conversion data (Gs, Ys, s) and
second conversion-certificate data (Gu, u), inputs the voting
contents vi input by the voter i, as Well as (Gr, Yr, 1), (Gd, d),

(Gs, Ys, s) and (Gu, u) to the ,elicry_ption creation means 104, to
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cal cul ate encrypted voting data E(vi) and

encryption-certificate -dat4(a, t) (step B100-4), and

transmts E(vi) and (a, t) to the authentication

server 300 after certification of IID (step B100- 6).

The authentication server 300 creates the common-base_
calculafie;engrypled: vpdingrdatar HEvi)and: comnyption-eertificate
st ) 1o B10BM on s L i Fo

alta t(rdns s [

ser\r}er 200 ?step 8103‘-;9{;11[00961]181&1%'1@?5&? E%erm(/nar '19 to the
authdaficadchaier 00 dheeu et AR A0H It B100-

tifl cd, d [ data (Gs,

6). VEhe, dAPREnSRAHIOR  sCkvaiordal, cttaiste thet comymon-base
.. ui, J nputs t2§ E)ti n contents,vi input by the voter .
digital signaturesSek pfy&;erguthmn@atlom@emﬁ X)0afer (E(vi),

(Gu, u) to the encryption creation neans 114, to 15
(¢, th Clli} (@telp/rBi@ﬁk@),nandhtﬁaﬁémitsa'@(%ifog g, 't,llheCIDi)

encryption-certificate “data (a, t) (step

and Seketo HEWSHind 3t 20T (Slep BLAO-9) gy,

I ntra-organi zat igrtal” si
[Oogéz , t), 11D) (step B110-5), and transmts (E(vi),
: , t), I'ID) and Sei -to the authentication server
3&&(& ep, B110-6) ., The 20 aut hentication server 300
cdm@r mOteht tesminak hd 1@gi asnskovengriat ukdgnf 12D upon
for (E(vi), (a, t), IID) (step B110-7), acquires a
receivemgobhied€itstl convekionrd e @rndY ko r2|, Fir§t @dnveesion-
ID Coalition nmeans 304 (step AI10-B), créates the

cortifEAEn e GR I R s 48T S eerefon Bita (B, Yy §) and
secotd' 8P an-BRAiFiRAE daca”™ (G’ b), Yinputs the voting
contents vi input by the voter i, as well as (Gr, Yr, 1), (Gd, d),

(Gs, Ys, S) and (Gu, u) to the encryption creation means 114, to

‘calculate encrypted voting data E(vi) and encryption-certificate

data (@, t) (step B110-4). The voter terminal 110 then creates

the intra-organization digital signature Sei for (E(vi), (@, t),

IIDi) (step B110-5), and transmits (E(vi), (@, t), IIDi) and Sei

to the authentication server 300 (step B110-6). The

authentication server 300 confirms that Sei is the legitimate

signature of IIDi for (E(vi), ( &, t), IIDi) (step B110-7),

acquires a common identifier. CIDi corresponding to IIDi from

~the ID coalition means 304 (step Al 10-8), creates the common-

base digital signature Sek of the authcntication server 300 for

(E(vi), (@, t), CIDi) (step B110-9), and transmits (Ei=E(vi) (@,
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t), QD) and Sek to the voting server 200 (step
B110-10) [0097] The voter 4%rmnal 140, as shown in
Fig. 13, upon receiving the first conversion data
(C; Yr, r), first conversion- 5 certificate data (Cd,
second conversion data (Gs, Ys, s) and second

d
t), CibhijeasibSelerta theavetimpaseuerd00 (stsp BlH0-10

voting contents input by the user as well as (G, Yr,

_ Ujogﬁﬂ (&, d), (G, Ys,.s) and (Gu, u) into the

crypt ed-data creation nmeans 144, to calculate the

CZfIl.éPf?QJéP ARarERd) E(%@Ep%%mgﬁgi%'ﬁ@] Yiig- 13, upon

th { th t al
recelylé}gu ee gg$t p@fﬂyéggf@ﬁsd@&g ft;oi 3¢5td' I glt conversion-
B140-5), and transmts (E =E(vi), (a t Clb), and

. certifigate datea (degl)geseeolﬁﬂ)m(()ntvmsﬁwc@ta [G981Ys18) and

The above description is directed to processings up to

secohlansohver’iod-ceitifiedted dais- GQ%ngeEuggxﬁ) if¥ the voting

reception o the voting data an

| o SR SEBLAR C E ,

4 20 0991 T e voting seryver 200, up
d} G@U(, fm@:typtednda$ak6teaﬁmnemeans 144,

authentlcatlon server 300 confirns in the

 to caloulntebdire sepcaypted evotingt ichnt aveB(yi P02 nichagnBely ption-

Is the Iegltlnate S|gnature of the authentication

certifidat® ¢ [On () GaeP BI14614Y. Brhb vA¥: t€Emihal 140

e encryptl n c

- then creates the common-base digital signature Sei for (E(vi),.
. (@, t), CIDi) (step B140-5), and transmits (Ei=E(vi), (@, t),
- CIDi), and Sei to the voting server 200 (step B140-6).

[0098]

The above description is directed to processings up to

- transmission of the voting data. Processings for reception of
the voting data and subsequent thereto will be described
"hereinafter_ for the part different from that of the first

embodiment, with reference to Fig. 14.

[0099] |
The voting server 200, upon recelvmg (Ei, (a, t), CIDi),

and Sek from the authentication server 300, confirms in the
common-base-signature verification means 202 that Sek is the
-le_gitimate signature of the authentication server 300 for (Ei,

CID1i) (step | B8-1), confirms in the ‘encryptionécerti_ﬁcate |
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verification neans 207 that Ei is legitimtely created

(step 139- 1), retrieves ind4dhe electorate |ist

dat abase 201 to confirmthat CD is registered and

that vote fromd D has not been received (step

BIO1), recordsagb , (a, t), AD) and Sek in the 5
verifiontiondaneansol4yp theat & tode (Frtdm@tﬂal ndcndwEeh(step B9-

that vote fromdD is finished in the electorate

1), r@t?te@'@éaﬁﬁ%@@d@ﬂcﬁﬁht@listl)d (s d§§t20%o%v%ror@ﬁm that

upon receiving (Ei,

CID{? iﬁoﬁb&@@@#éni@“ﬂﬂelﬁﬁﬂ?. rEM&a Cf9i has gt been
recel(\?%(lio(s: ?e% Lﬁ%‘d—ﬂate 58 at &J]Efgzﬁa.t,:ﬁs (oﬁ%}h); afﬁ)cri i{ in the

encrypted-certificate verlflcatlon means 207 that Ei

voting-dagat steragy dessicsl 20tpaBd Yecords i dvesfact nthat vote

t he electorate | i st database 201 to confirmthat Cl D

from SR RS ARt 1 or
B VRN RSB A0 o T

abase 201 (step,1311-2)

CIDHand: 868 feaimd o v ofen toumioeds: Adihyil 50 euafirms in

20 voter tern1na|s 100, 110, 140, after the reception

~ the ccxﬂmmmmebasg -signatume iverificaticoubmeanst 302t tleat Sei is

(p, 9, g, received fromthe voting server, first

the Kt oérzaeﬁ@%enfvg;f:msw{ﬁe?@gﬁ: Qi 85, 9 <CIDi)

| (Stepﬁﬁﬁzyeﬁﬁnﬁrﬁfi' i} rE e CBASEviRed cenriRidRid Ve tication
| means 207 that Ei is legitimately created (step B9-2), retrieves:

- in the electorate list database 201 to confirm that CIDi is.

15

200

25

registered and vote from CIDi has not been accepted (step B10-

2), records (Ei, CIDi) and Sek in the voting-data storage device

- 204, and records that the vote from CIDi is finished in :the

electorate list database 201 (step B11- 2)

[0100]

The voters having finished the vote through the own

voter terminals 100, 110, 140, after the reception qf the voting
data, may input the public information (p, q, g, Y) received
from the voting server, first conversion data and first
B | fconversion-certificate data (Gd, d) into the convérsion
. certificate means 701 of the conversion verification server 700, :

“to verify whether or not the first conversion data and the first
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20
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conversion-certificate data are legitimately created
fromthe public informatiofd (p, q, g, Y). The voter
may al so verify simlarly whether or not the second
conversion data (Gs, Ys, s) and

conversion-certificate data (Qu,, u) received fron1fhe
COHV§r§h@ny§ﬁré}fl§@t\¢erSan@o,amld,eguztmnmbe]l)egcreaﬁcé from the

created from the public information (p, g, g9, Y), by
publici mformatiower §pong, vgri ¥ fat iTherepoterOmay Wieo verify
conversion verification server 700. [0101] 1

iy eer 8 et SR g TP i, O, Y. 9
and. SRR SGH A g 550l SO S B5Rived from the

descri bed. [0103 In the present enbodinent, the
CNCryphrQyus Y ors 4b£l, did), A0 rare degitimateby aneated from

140 i nclude the encrypted-data creation nmeans 104,

-theﬁﬂblid%ﬁo%@ﬁmi&,\/ ecabag, t¥9, vy nﬁs?ﬁgafth\eefcéﬁgersion

i ncl udes the first sion ans “206, a that t

veriffERtTh | oA/ 70100 168 HEhvBELIS, NETICRRy, server

700 the voter termnals 100, 110, 140 to create the
*encrypted voting data wthout performng a
: nplicated cal cul ati on. Moreover, since the 25
[Oli)ﬁﬁcrypted voting data is cal cul ated based on both the
first 46
Processings subsequent to close of the vote are similar to

_throse in the first embodiment, and are omitted herein for

description.

10102])

Next, advantages of the present embodiment will be

described.

- [0103]

In the present embodiment, the configurations that the

.-V'oting terminals 100, 1'10, 140 include the encrypted-data
~ creation means 104, 114, 144, respectively, that the voting

server 200 includes the first conversion means 206, and that the

encryption server 400, 410, 440 include the second conversion

‘means 405, 415, 445, respectively, allow the voter terminals

100, 110, 140 to create the encrypted voting data without

performing a complicated calculation. Moreover, since the

encrypted voting data is calculated 'based on both the first
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conversion data and second conversion data, each of

the voting server 200 and €ncryption servers 400,

410, 440 al one cannot know the plaintext voting

contents fromthe encrypted voting data of the voter

In addition, the encryption-certificate data 5 created
conveysioa eatay pneliseanendreaniversionsdatd, edich df4heavoting

be verified by the processing same as the processing

servépQﬁ)DearRI‘Céﬁ@fy?zlzﬁﬁf Sefrveatse 4302 41¢pt ﬂdt()’yafd‘ﬁf: cannot

encryption means 134 154 of the votfer term na

know{gthe 38airtioxt PHIEE: eRR T TagiRathe FibEfbled voting

data GboReotFE. adal iddiEon e soneTyplioneaniifigate data
the voting contents such as the candi date nanes are

createidcbyy ithe snemptadtdatacreation vioteniigubdi, chibdi,r k%4 can
of free description wherein the voter decides the

ication mea

usi ng he co rsion

- be.vggifi@ﬁim t ¢hEsS m‘gé‘é%ﬂi;gf??&h@”asﬁﬂé’?ﬁf’%%ﬁﬁiﬁ@r for the
enery BB AL B GRS RB fcheans 124,

. ' 200 [ d i
134, 324" Sp e votercummnaiadn 21 180218 0o Hardher, since the
transmtted fromthe encryption server 400, 410, 440
voterar termagialisrai (), cidd) ed 14@mirtelwde! | the nfenorypeed-data
(p, 9, g, Y) can be verified. Accordingly, if the
creati@hi Ngngafier 1494, or 1S ALY Pl é@ﬁWlﬁzﬁgO?he“l@’resent

infend to i npéde thé vote by ansm tt

* embold}HL TR BPIEIRIET Bl I RN fFegrbesein the

..act wll be 47 . . .
voting contents such as the candidate names are fixed in

advance but also to the vote (questionnaire) of free description

- wherein the voter decides the voting contents at his discretion

15

20

25

- [0104]

Further, by using the conversion verification means 701,

whether or not the first conversion data and first conversion-
 certificate data transmitted from the voting server 200 as well

as the second conversion data and second conversion-certificate

data transmitted from the encryption server 400, 410, 440 are

'legitima'fely created from the public information (p, q, g,. Y)

can be verified. Aécordingly, if the voting server 200 or the

- encryption servers 400, 410, 440 intend to impede the vote by
transmitting illegitimate conversion data or .conversion-

certificate data to a voter terminal, the illegitimate act will be
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reveal ed. This suppresses the illegitimte act by the
voting server 200 or the effcryption servers 400. 410,
440. [0105] [Third Enbodinment] 5 Next, a third
enbodi ment of the present invention will be described
with reference to the drawi ngs. The anonynous
revealeekt r Shhisveuppresseenthe thegitimatarbadinbyt thewoting
in Fig. 15 is such that an encrypted -certificate
servete200 oa! (198 SReYPhtiSf seeveyst A0 P19, dedp an
certificate- ng encryption means
[01(%50VIded i nstead of the encryption neans 203 in the
|ng server 200, certificate- affixing re-encryption
s.402, 41 442 are provided instead of the
[TTUIEE I heans 401, 411, 441 of the encryption
server 400, 410, 440, respectlvely and. a
ehbeyhyt aothire wiboed Ement fo £ shieopresent tavearntdon weill be

15 encryption-certificate verlflca |on neans 602 are

described 0gdthn referdh E&CtyPLs- ‘(;Fh' 'éﬁUﬂ’j?mous-

server 600, in the anonynous e ectro

electiFLEN Stistd iy iy BB Bhind mﬁ%ﬂﬁa@bﬁ éﬁiwaﬁsm Fig.

205 receives the public infaorpation ingluding
15 IS&eﬁilptﬁaﬁ %ubﬁn&rw@teéamrtlﬁuaaﬁeeycru&mtupmmrver 600
out puts E(v) obtained by encrypting v based on Y and

1s furthei f prevddead a ansloertificds- ﬂﬂklﬂ%@h@r 108 means

legitimately encrypting v based on e certificate

205 # e[é‘féVFdE@ R P FOPhEE AP ptidh2 me¥nd €28 S the

voting server 200, cert1f1cate~aff1x1ng re-encryption means 402,

412, 442 are provided instead of the re-encryption means 401,
411, 441 of the encryption server 400, 410, 440, respectively,

and a encryption-certificate verification means 601 and a re-

encryption-certificate verification means 602 are provided in

the encryption-certificate verification server 600, in the

anonymous electronic voting system of the first embodiment

shown in Fig. 1.

- [0106]

The certificate- afflxmg encryption means 205 receives

the pubhc information mcludmg encryptlon public key Y and

plaintext data v, and outputs E(v) obtained by encrypting v
based on Y and certificate data w showing that E(v) is obtained
by legitimately encrypting v based on Y. The certificate-

affixing re-encryption means 402, 412, 442 receives the public
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15

48 information including the encryption public key Y
and encrypted data E(v), adA8 outputs E (v) obtained
by re- encrypting E(v) based on Y and certificate data
w showing that E (v) is obtained by legitimtely
. re-encrypthga E{y) based 5 on Y. [0107] _The
infoumatypm oingdundimgat theer eniaryptiomespubdic key Y and
receives the public information including the
encrypieybt idatapufE(e), kand a@dtP'ﬁQsD'E’f(Wt oltdnedady re-

verifies whether or not E(v) 8 i s obtai'ned by
encryPRABTIANY Y PARRE-ORIY, ARG CeRBHiShIE Whita owe; whowing

ubl ig iaforymatiqgn incl udj the encryptijon
that ﬁfﬁ‘f 1§e95taéﬂ€' ¥ %ﬂ&nﬁ@% rr&-@mxj%géwga&(ﬂ based
YE'(v) obt ai ned by re- encrypting E(v), and certificate

ON Ydata w, and verifies whether.or 15 not E (v) is

obtained by legitimately encrypting E(v) based on Y.
[01Q7P})08] If. the techniques described in Patent

Publication | are wused, the certificate- affixing

e

[

TR | SRCHPNGHRCAIAR | NS AR Gn, means, 601

receifls thé BBl infdFERbion  Belaitatine e heayipsion public

calculating: (G, Vi) = (g"r

| ” {é?, ViL and obt ai ned by .
key ¥oang the platntest data wsand werifies awtreilver oot E(v)

. sel ected at rapdon1for t he pl ai nt ext
is obtained by legitimately encrypting v based on Y. The re-

-encryption-certificate  verification means 602 receives the

public information ‘including the encryption public key,

“encrypted data E(v), re-encrypted data E’(v) obtained by re-

encrypting E(v), and certificate data w’, and verifies whether or

not E’(v) is obtained by legitimately encrypting E(v) based on
Y.

. [0108]

20

25

If the techniques described in Patent Publication 1 are
used, the certificate-affixing encryption means 205 receives the

public information (p, q, g, Y) and plaintext voting data vi, aﬁd

outputs the encry_pted"v"oting data E(vi) and certificate data w.
E(vi) is expressed by the pair (Gi, Vi) and obtained by

calculating:

(Gi, Vi) = (g"r mod p, viXY"r mod p).

Here, 1 is a random number selected at random for the plaintext




49 wvoting data vi. Thus, r is output as the
certificate data w. [0109]49The certificate-affixing
re-encryption neans 205 receives the public
information (p, q, g, Y) and encrypted voting data s
E(vi) = (G, Vi), and outputs the encrypted voting
Votmgtdaam (ii.) Bhusgar is fowtpet des the ceetifichtesdata w.
expressed by the pair (Gi. Vi) and obtained by
U)lO@%Iculatlng (Gi, Vi) = (G”s nmod p, ViXY"s.nod p).
Fbre sSis a randon1nunber sel ected at randomfor the

Eglééglglggglafﬁﬁ?iﬁf& eg¥ptfoh°nf¥ARY 285 YB%eives
the RQ@H tio certllaﬁlc te, \‘/a)?rlngl(&,aS |ag?dcn§%ra)§£é@ wotmg data
udges the certificate to be acceptable if both the

‘E(Vd‘ ot | (dWipgVdguandnoutpuis thee amdr?Ptedd voling datdvE'(vi)

nod p hold, and Judges the certificate to be

and cbk@ﬁhtat@t dath 303, O (Vi) iSeendnendid BY thd YAl (G,

20 The re-encryption-cer i cate

Vi) g g‘ﬁ‘ﬂ%ﬂ“{%ﬁ@l#}?%‘éﬁa i clie 16 be actept abl e i f

10

15

\XH]M RZI o % q”é“ OR;bﬁ%fulaéﬁeg;évrpnfgert i ?Pgat e
Heretg 1bse.':1I ;Lrel%éﬁlnﬁlfrﬁl;e? ns)élcér(]:ie(c)if at random for the plaintext
voting data vi. Thus, s is output as the certificate data w'.
[0110]

The encryption-certificate - Vefific-ation means 601
receives vi, (p, 4, g, Y), E(vi) = (Gi, Vi) and w, judges the
certificate to be acceptable if both the following equations:

Gi=G"e mod p; and

Vi=viXY"*W mod p

~ hold, and judges the certificate to be illegitimate if any one of

20

25

them does not hold.

10111]

The re-encryption- certlflcate Verlflcatlon means 602

receives (Gi, Vi), {(p, q, g Y), E' (V1) =(G'i, V'i) and w, ]udges

the certificate to be acceptable if both the following equations:

G'i=Gi"w' mod p; and -«
Vi=ViXY"w' mod p

hold and judges the cert1f1cate to be 111eg1t1mate if any one of
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50 them does not hold. [0112] Next, operation of the
anonynous el ectronic voting50system of the present
enbodi mrent will be described. Figs. 16 5 to 18 show
processi ngs of the voter term nals 100, 110, 140,
respectively (and processings by the voting server,

_theflI'a oesmebhald.server and encryption server relevant

to the processings in the voter termnals). Fig. 19
[O]jbzﬁlains processi ngs correspondi ng to the operation
fromthe reception io of the votes to the tally

NG TOCSBROR! 67, Yhé afhgibiouS, el oting
systéigp o1 §' prastny empogimenbavillnbimegsagbad. Figs. 16

enbodi ment. Thus, those operations are omtted for
to 18esbowt psocessings 3f Hhei vateer feprooeds Ag30f r 0, 140,

the access to the voting server 200 by the voter

respéetivielyi s Yaghd 113i)rdé@s§i’n%s?”3%ﬁ3i Ghe Of ﬁ@ﬁﬂ’ng’“ "Cerver,

data wi'l | be described. [01 The voter ternrtnals

authefficddbn SRevESn i, SCRERIFRR, eryercaslevant to the

upon recejving the,

‘ The. ti 200, .
' P’roc%ﬁgxf@égelj?ﬁof%é?r Vlﬂ‘t&frmttﬁé'mﬂéatﬁ t, chtiges Hvjgxplains

by encrypting vj for all the voters vj based on the )
processingsi aosrespoarding, to, thie dperatioa fsom the reception
certificate- affixing encryption nmeans 205, creates

of theheotes to the tally thereof. The operation of the default in

- the present embodiment is similar to that in the first

embodiment, and the operation of the voter terminals 120, 130,

150 is similar to that in the present embodiment. ‘Thus, those

15

20

operations are omitted for description.

- [0113]

Hereinafter, processings from the access to the voting

“server 200 by the voter terminals 100, 110, 140 to transmission
of the Voti'ng data will be described.

[0114]

The voter terminals 100, 110, 140 transmit an :encrypted.
Vo'ting-infbrmation requesf to the voting "servcr 200. ‘The
voting server 200, upon receiving the .encryP_ted-Voting-
information request, creates E(vj) by encrypting vj for all the

voters vj based on the public information (p, q, g, Y) in the

.certificate-affixing "en‘cry,p'ti_on; -niea_iis 205, creates the
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E(vi)oan

51 certificate certifying that E(vj) is obtained by

legitimately encrypting vj5lbased on the public

information (p, q, 9, Y) (step C6 in Figs. 17, 18,

19), and returns the public information (p, g, g, Y)

.and the list of (v] E(\%),‘V\d)_ to the voter termnals
certifimates eeotifying sthatCE(wj)i s. aistained 14y lpgithnately
' The encryption servers 400, 410, 440, upon receiVing
encrgpting anfl Bwe@udbhi chenpabrati ﬁ‘[‘fdf(’%lﬂ’iogl’ (f%)(fl{ %DOIY‘)E (step

voter  termnals, input”E(vi) and . q, 0,

C6 65,17, 18,9199, It QLA B BBRP FjEBinitEon (o, g,

g, YEadi tHaLshal @ivB (v, vt fecths veber temBipals 100,

encrypting E(vi) based on (p, g, g, Y) (steps Cl00-1,
110, a4d(ste in Flgﬂ'.glﬁ,lbg, W78).18), and returns
E'(vi) and wi to the 15 voting term nals 100, 110,

._—[,011530 (steps Cl00-2, C110-2, Cl40-2 in Figs. 16, 17,
1

). [0116] The above description is directed to part

ST RIS s, OPS A0 480 MipiL eceiving
. enbodi . 1.0117 - i '
T P T R A
flowhart of Fig. 19. [0118] 2S The voters having

termimalisor inputheB{viy amdufp,tg Wt Y) into the certificate-

affixing re-encryption means 402, 412, 442, respectively, to

create E’(vi) by re-encrypting E(vi) and certificate data: w’i

which certificate that E’(vi) is obtained by legitimately

encrypting E(vi) based on (p, q, g, Y) (steps C100-1,-C110-1,
C140-1 in Figs. 16, 17, 18), and returns E’(vi) and w'i to the
voting terminals 100, 110, 140 (steps C100-2, C110-2, C140-2
in Figs. 16, 17, 18).

[0116]

The above description is directed to ‘part’ of the
processings up to transmission of the voting data, which is.
different from that of the first embodiment.

0117 |
Next, processings after reception of the votes will be:

described with reference to the flowchart of Fig. 19.

[0118]

The voters having perform.ed the vote through the voter
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52 termnals 100, 110, 140, after the reception of

the voting data, transmtsS2he public information (p,

g, g, Y) and list of (vj, E(vj), W) received from

the voting server 200 as well as (E (vi), w)

received fromthe encryption server to the 5
termenatypt00s- L&, 14y after ithe asiceptien«of dhe otimg data,

Cl15). The encryption-certificate verification server

transaffts
e B PR B IR of (45

fi h
E(vigewiy' TPRRivgd (ramp e arosing. shvt 2D 0 Es el as
h t C16 d
(B*(Beo” @?&Jm&sﬁ e*?mm Bne™ elicaypaion. srner; 4o the
, verjficatign_ neans 602, to verify whether or
encryption¢eestificabe avesifigation sorates 0@0c(stepn€C15). The
E(vi) based on (p, q, 9, Y) (step Cl17), thereby

- encry tmmtwgtﬂfi@atesvbﬁfmfatmsﬁr 'sfe'rWﬂ @U@Siﬁﬁ,}ﬁgsihelﬁubhc

119] Next, the advantages of present e

ator G i s T B0 o v

encrypboncquitieats veniicatlon s do0de Wha eadgnivhether

termnal s the encryption-certificate verification
or notealsE{¥j ) care \abtainedneyhiegitimate e mtryptis VJ based

obt ai ned by legitimately encrypti ng V) based on
cgm%g 2
o (mr aﬁﬁs%\q (ﬁ (r@bﬁ)vvl) ﬁdtnlod]t e vot| g%\éﬂ;ﬁﬁggé gy(w) W
into tﬂ{@tr%”%kﬂﬁyptlon_ verification means 602, to verify whether

or not E’(vi) is obtained by legitimately éncrypting E(vi) based:
on (p, q, g, Y) (step C17), thereby outputting the results of

verification (step C18).

10119]

Next, the advantages of the present embodiment wil be

 described.

[0120]

In the present embodiment, the voting server 200

“includes the certificate-affixing encryption means 205, wherein
the list of (vj, E(vj), wj) is transmitted to the voting terminals,

the encryption-certificate verification means 601 can verify

whether or not the E(vj) is obtained by legitimately én,crypting

~vj based on ®, 9, g Y). Accordingly, if the voting server 200

transmits (Vj, E(v’j_), w) to the voting terminals by pretending
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53 that (vj, E(v'j), w) is obtained by encrypting vj,
the illegitimcy will be r¥veal ed. This suppresses
the illegitimate act by the voting server 200. [0121]
5 1n addition, the encryption servers 400, 410, 440
i nclude_ the certlflcate affixing re-encryption neans
that 4q¥j,41B(v44), w9spésti obitpinetkr by Ee(rwnyplﬁ(m%]) vj, the
w are transmtted to the voter term nals, and

t
illegériengety apillc & 'rfe'\ge?ilﬁé:dsrgl“l:li;@osb@gpngg%% 9@8 Faegitimate

verify~ whether or n

act DRESHEPRATYE SRFFHE0R. SO0, Pased on (p, 9. g, 0

W while pretending that E(vi) is legitimately
[013 ] ehe

ypted, such an illegitimcy will be reveal ed.
Thi's S%Epresses the illegitimte act by the
eder wetd tioser thesencoyption 4¢avers d0Q21410, 440 include

addi tion, although the configuration wherein t he

the @@‘Fttﬂibmé a€fixin rgatl%-\ﬁfcfyg%ﬂnrﬁ%%fsm 25 412, 442,

pr ovided in anot r server ncryptl on-certifitate

respeGEIEINRIEOAR, AN haf TP e

certlflcate verifjcation is

) rein.t enc n-
Voterpr erovnals,; hamﬁté & eCRGIIPHOB-cortificate: verification

el enent thereof ;to conduct the verification during

..imcanshe6061|®gn Reerifer , wehvetlier oronfoyuBi(vey ieyobeained by

enpl oyed wherein the verification neans s prOV|ded

t URL
Ieg1tilﬁattEQ en%ﬂ@f}r @lﬁgr T(¢F) 2 bag gid t Us mryp ¥ o Y).

th ereo to ver e ‘certl |cate of

- AccoMin¥ly, if the encryption server returns E'(v), E(v1_), w'

while pretending that E(vi) is legitimately re—encrypfed,- such

an illegitimacy will be revealed. This suppresses the

illegitimate act by the encryption servers 400, 410, 440.
[0122]

In addition, although the configuration wherein the

~encryption-certificate verification means 601 is provided in
~another server (encryption-certificate verification server 600)
to verify after the'voting is finished, another configuration may
be employcd wherein the encryptlon certlflcate verification is
provided in the voter terminal as a constituent element thereof

to conduct the verification during the voting. Further, another

configuration may be employed wherein the verification means

~is provided in the encryption server as a constituent element

‘thereof to verify only the certificate of Ifencryption by the
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54 encryption during the voting, and to verify only

the certificate data by th® encryption server after

the voting. Further, another configuration my be

enpl oyed wherein the encryption- certificate _

verificatiqQn means 601 and re-encryptjion-certificate 5
encrypfioncaureng rﬁg@nycdangr and dw aeerify omd wdéher certificate

terminal, to performall the verification during the

| data Yot ithe ch@i3ghtidiFsenveFatfedi i voting. aFw%trHér, another

enbodi nent of the present invention will™ o b
confHREEHEA “hidy! B8 CRIRIOIA,AHESR ' encryption-
certififE Heiritictsfon 3. ol idereenchunsiSnesprsificate

..t he vote can be nore robustly, secured. The present
verifteabiomemeans €2 areoprovided on the wedegpteominal, to
15 servers for a single voter termnal. [0124] 'The

- perfommnabbtheey esifienitioyodnd nyy thenveltinbe fourth

enbodi ment shown in Fig. 20 i"s such that, the voter
[(xlgqﬂwﬁrmﬂ 100 connects to k encryption servers 400-1
' to 400-k, with k 20 being an integer equal to or

N l.arger thgn 2 d simlarly the voter termnals 110,
[Pt"IQquigﬂﬂggﬂn@%niﬂcryption servers 410-1 to 410-k and

encryggion servers 440-1 to 440-k, respectively, in .
t NeXhony heuzrth embodiment nof stix epresentiisvention will

enbodi nent shown in Fig. 1. The encryption servers

be ded¥ribad woth ke feienic@Yd eheldrawiigs44Inlthe 448rymous

i nclude the re-encryption neans

- electronic voting system of the first embodiment, by allowing a
- single voter terminal to use a plurality of encryption servers,

. the secrecy of the vote can be more robustly secured. The

present embodiment includes a more number of the encryption

servers for a single voter terminal.

[0124]

‘The an_onymous electronic voting system of the fourth

“embodiment shown in Fig. 20 is such that, the voter terminal

100 connects to k encryption servers 400-1 to 400-k, with k

being an integer equal to or larger than 2, and similarly the

- voter terminals 110, 140 connect to encryption servers 410-1 to

410-k and encryption servers 440-1 to 440-k, respectively, in

the anonymous electronic voting system the first embodiment

‘shown in Fig. 1. The encryption servers 400-1 to 400-k, 410-1
to 410-k, and 440-1 to 440-k include the re-encryption means
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55 401-1 to 401-k, 411-1 to 411-k, and 441-1 to
441-k, respectively. The c®nhfiguration of the voter
termnals 100, 110, 120~ 130, 140, 150, voting server
200, and authentication server 300 is simlar ;o]that
n the fjirst, enbodi ment sho 5 Fi 0125
401- lI]«elextt ﬂt—.ditkon Zgflt-lle et@on%llskel e&ﬂ%on|4:4)flzoﬂ| ngo 441-k,
system of the present enbodinent will be descri bed.

respecgveldt. The2gosib Mwnmlomhbyvt)InerVMﬁnmals 100, 110,
termnals 100, 110, 140 io (and processings by the

120, vqt30§ qer154yt h%‘tiﬁg; @@ﬁslfx gngoﬁfcwné’ﬁucanon

serve ‘'evant to processi ngs

r a net e r n the
servegeAnf; k%)slmilérﬁt teyaoﬂh hirstoeithodiméat shown in
in the first. enbodlnent and that the operation by
Fig. dhe voter terminals 120, 130, 150 are 15 sinilar to
that in the first enbodi nent. Thus these operations
[0125]e onmitted herein for depiction. [0126] Hereinafter,
processings fromthe access to the voting server 200

SR, e T, o OB ISBOIOE yoting

systel§;BPAe, BF0sehle milOARST b SRCG L bechooFigs. 21

A5-1 25 in Figs. 21, 22, 23). The votln server

to 2$?§i(1§owopm@@§|s\m@ thy the voter terminals fOO, 110, 140

(and processings by the voting server, authentication server and

encryption server, relevant to processings in the voter.

terminals). It is to be noted that opération in the default of the’

. present embodiment is similar to that in the first embodiment,"

and that the operation by the voter terminals 120, 130, 150 are

similar to that in the first embodiment. Thus these operations

‘are omitted herein for depiction.

[0126]

Herelnafter processings from the access to the voting

server 200 by the voter terminal 100, 110, 140 to transmission

of voting data will be described.

[0127]

The voter terminals 100, 110, 140 transmit an encrypted-

-v.otiil_g-'information request to the voting server 200 (step A5-1

in Figs. 21, 22, 23). The voting server 200, lipon 'receiving thc |
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encrypted-voting-information request, encrypts all the

candi dat e nanes vj based ors6t he public information (p,

g, 9, Y), to create E(vj) in the encryption neans 203

(step A6 in Figs. 21, 22, 23), to return the public

information (p, g, g, Y) and list of 5 (vj, E(vj)) to
encryptedovetingrimfarmation 110requ@stst epencrypts  Fiadd. the

21, 22, 23). The voter term nals, upon receiving (p,

candidats nafnendjt bﬁs'ddsbrpft(ljln@' iqelﬂdi\d Infodheetiong 5?“,eq, g, Y),

list of vj to“the voter isplay units 1

to crgdte BY) HTHE Shefy Bt fioalS AR (8P AL R, Figs. 21,
22, 255,6) Tt dhé: Dilblicintoromatitm, (Ragitpe y) and list of
. transmt the encrypted . data E(vi) corresponding to
(vi, B(vphy tputshiec voteprtexuninals, 190,91 M), tb4Oh€stepsA7-1 in
encryption servers 400-1, 15 410-1, 440-1 (steps

~ Figs.0291-22 D3} I'THE Aolet teThdtnald; 1ffon %@éeiggﬁg (p,q, 8 .

encryption Servers 400-1, 410-1, 440-1 i nput t

) Y T BN, SUSbAGIS HELSH BEETIY e vorer

on st g aes 0T L 5L, 816 el s

in Figs. 21, 22, 23), and return E 1(vi) to the voter
candidate vil framp theibistied viwdastieoimput waits 101413, 142
in Figs. 21, 22, 23). Subsequently, the voter

(step$ ATOBGLE AQA 0110 AIHD 1T ds it D4y I22003) ned from -

irst encrypfion servers 4 ! , 440-1to
U]lzéjm second 25 encryption servers 400-2, 410-2, 440-2,
| | owing E 1(vi) to be 57 -

The voter terminals 100, 110, 140 then transmit the:

- I.encrypted ~data E(vi) corresponding to vi and public
information (p, 9> 8 Y) to the first encryption servers 400-1, |
- 410-1, 440-1 (Steps D101-1, D111-1, D141-1 in Figs. 21, 22,
- 23). The encryption servers 400-1, 410-1, 440-1 input the.
received encrypted data B(vi) and ;public' information (p, q, g,
Y) into the re-encryption means 401-1, 410-1, 440-1,
i'espectively, to calculate E’1(vi) by re-encrypting E(vi) (steps

D101-2, D111-2, D141-2 in Figs. 21, 22, 23), and return

B’1(vi) to the voter terminals 100, 110, 140 (steps D101-3,
D111-3, D141-3 in Figs. 21, 22, 23). Subsequently, the voter

terminals 100, 110, 140 transmit E’1(vi) obtained from the first

‘encryption sefvers 400-1, 410-1, - 440-1 to the second
~encryption servers 400-2, 410-2, 440-2, allowing E'1(vi) to be




10

20

23

encrypted again to thereby obtain E 2(vi).

Herei nafter, these processfhgs are iterated for al

the encryption servers 400-1 to 400-k, 410-1 to

410-k, and 440-1 to 440-k, to obtain the encrypted

data E k(vi) (steps DI Ck- 3 D11k-3, D14k-3 in Figs. 5
encrepieel agajn ®hetleerebyt abtizin E’R(Vl) cddegepnafitet,o these

the data obtained by re-encrypting E(vi) for k tines.

‘procésingieare! HeFaiels f%ﬁoa} e WAcHIpUah8ekvErYl 400-1 to

as th encrypted dat nsmtted to the

400-R: L 0PPO- 12 4PR4T) 4 AR 043,90121@& F44%k, 510 (SbERMn the
encrfﬁ?éﬁq%%%oﬁ%&mﬁ (e Dk 3, 0Lliiod; 934163 ime Figs.

present enbodinment wll be described. 15 [0130] In
21, 2:21,e2ﬂ)ese’ﬁheeﬂ:wmi1 d daea VBl gvio)ecmmel spoedseto the data

the encryption servers 400-1 to encryption

obtafiféders 4196%11&9}!@&?11@ B 9ncrgptlien (pfesr s “fhet voter

to 440 respect ransmt the encryp

termfifafs 106,216, trf‘?ﬂeg@%rﬁglé%ﬁ@ﬂé&'aﬁgﬁ% ehergpied data

f k tinmes, to the voting server 200., Accordingly,
E'(Vlsn|t@ssbea|transm1tée€bttmgther\zmtlwatwaaﬁimypsebﬂer 300 or
servers collude together, the plaintext voting

votingserver 200a(ste pbeDILOGGEID 110 Dlnﬂ@dnt Fegs. 21,

secrecy of the votes can be strongly 25 assured. 58
22, 23). Subsequent processings are similar to those in the first

_’embodiment.

[0129]

Next, the advantages of the present embodiment will be

described.

- [0130]

In the present embodiment, the voter terminals connect to

~ the encryption servers 400-1 to -4007-1'(, encryption servers 410-1
to 410-k, =and_.encr'yrption servers 440-1 to 440-k, respectively,
and transmit the encrypted data E’(vi), obtained by re-

encrypting E(vi) transmitted from the voting server 200 for the

total of k times, td the voting servér 200. Accordingly, unless

all of the voting server and k encryption servers collude

together, the plaintext voting contents vi cannot be detected
from E’(vi), and the secrecy of the fv.otes'-_can be strongly

assured.
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[0131] It is to be noted that although the nunber of
encryption servers connect®d to the voter termnals
100, 110, 140 is k for -each herein, this nunber need
not be the sanme and nay be 5 different for them In
dition, sone voter termnals may share sone

U)13igcryption servers as in the case of the first

enbodi ment. [0132] Moreover, as in the third )
effboid tenbemetedntlray. althougicthensryniber ofreacryption

may include a certificate- affrxing re- io encryption

ServaTRSIECTE LA O LR AR, 07, 10T K for
cach] BEGFGRCCTbA TR Tt ol B8 i tbitb and may be
y

. el ectronic voting system of the second enbodi nent,
dlffeﬁf;n&vil{oigt efngle gddition; mome motaetarminals mayf share
encryption servers, the secrecy of the votes can be

somenenemgitisn seysarseds il thencaseno fetthedirspiembsdiment.
that a |l arger nunber of encryption servers are

. U313Q¥B|oyed corresponding to a single 20 voter termn nal

134] The anonynous el ectronic voting systen1ofhthe
fifkth nbodi_nent 0 LnyFig., 24,.i s sych, that, .t .
VMbtecSinas ThoBREohhLid ce bR dinde it b ee: dir Fig. 15,
400-1 to0,400-k, with k 25 being an integer equal to or :
each |engeypiien server tmayoiaclede a certificate-affixing re-

encryption means, to create certificate data for the encryption.

[0133]

[Fifth Embodiment]

Next, a fifth embodiment of the present invention will be

‘described with reference to the drawings. In the anonymous

electronic voting system of the second embodiment, by

-allowing a single voter terminal to use a plurality of encryption

servers, the secrecy of the votes can be more robustly secured.

The present embodiment is such that a larger number of

- 20

25

encryption servers are employed corresponding to a single

voter terminal.

10134]

The anonymous electronic voting system of the fifth

'-,_em‘bodiment- shown in Fig. 24 is such that, the voter terminal
- 100 connects to k encryption servers 400-1 to 400-k, with k

being an integer equal to or larger than 2, and the voter
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termnals 110, 140 connect to the encryption servers

410-1 to 410-k and encrypt3®n servers 440-1 to 440-Kk,

respectively, in the anonynous el ectronic voting

system of the second enbodiment shown in Fig. 10. The

encryption servers 400-1 to 5 400-k, 410-1 to 410-k,
termimal14b10,t d4¥Eonnediude sheostcrypbiosi serveassd10-1 to

40S-1 to 405- k, 415-1 to 415-k, and 445-1 to 445-Kk.

- L
+10-Eou eyeryisfomBclyn Y40 1e oeIY Eorkesgtetively, in

the %&i@@b@fp@ﬁ%ﬁlé‘%&dﬁ} RIS SFEACHE the second

nversjon-certifi ta (Gum u
embo@ S q‘gm, 6 .i‘hﬁdepc?y.pt,loaqaew@m 460-1 to
Aun1n0d p, um. [0135] 15 The encrypted-data
400- k;eéﬂl(bﬂ mbenst 104k, 1whd 144041t lte 440sk t imolmdes second
100, 110, 140, upon input of the first conversion

convgféﬁoﬁqnearﬁs 405 L ¢oF 40518, 41'5- (gfb %lsl{sa"&nd 445-1 to

rst conversion-certificate data

445- Eecgﬁefc%ﬂ%&ﬁéiﬁiﬁgr 2m X, W8 steedll Coayersion

k t f t data (Gl ).t
- meangakdSum, (4451 Hemy po gﬁﬁ@eﬂge?b @slcnglgp)n(ag servers

the plaintext voting contents, calculate the encrypted

 400-nmt 4dd)-dat, 4804 breadeothe hee Eonldwonversibimoadata (Gsm

E(V|)(G Vi) 25 (G X Gsl X G2 X ... X Gk nod p, vi

Ysm, s\fh)xa‘ffd $€cond conversion-certificate data (Gum, um).

"Here:

(Gsm, Ysm, sm) = (g"sm mod p, Y"sm mod p, sm); and
(Gum,um) = (g"um mod p, um).

[0135]
The encrypted-data creation means 104, 114, 144 of the .

voter terminals 100, 110, 140, upon input of the first
- conversion data (Gr, Yr, 1) = (g"r mod p, Y*r mod p, r) and
~ first conversion-certificate data (Gd, d) = (g"r mod p, d) from

the voting server, and input of the k second conversion data

(Gs1; Ysl, sl) to (Gsk, Ysk, sk) and k conversion- certiflcate -
data (Gul, ul) to (Guk, uk) from the k encryption servers as

well as the plaintext voting .contents, calculate the encrypted

- voting data E(vi) based on the following equation:

E(vi) = (Gi,Vi) -
= (GrXGs1XGs2X -+ XGsk mod p, viX YrXYs1
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XYs2X ... X Ysk nod p) Furthernore, the encrypted-data

creation nmeans 104, 114, 148 calcul ate: a=GQUXCGdI XGCd2X

... X Gk nmod p; 5 c=HASH (p, q, 9, Y, G, Vi, a);

t=C X (r+sl +s2+--+sk) +u+dl +d2+ +dk nod g to obtain

encryption-certificate data a, .t) a qut put the samne

together with the encrysgéﬂsgéflng PKSKEBQO |p

[0137] 10 This certificate can be verified in the
Furtleermare othecencfy Sﬁa&d -dataf ceetittonmeaean201 (04, 114, 144

calculatlng c=HASH(p,q,9,Y,Q,Vi,a), and conflrn1ng

. her or not the foll ow ng relatlonshlp hol ds: g/t
Calcqg% b cl =a nmod p. 15 [0138] The configuration of

t%@ﬁi%ﬁ@i?'@ﬁfzgver Do d mailn: "o That of

the sec nbodi nent. shown_in Fig. 10. 10139] 20
fi g&ﬂaﬁppﬁbog,ﬂﬁe hpﬁ&hpaé el ectronic voting

sy sten1of the present enbodinment will be descri bed.

Ft@s X +3b+%’2~showskgosﬁasdmg-ﬂm- the ydkemod q,
termnals 100, 110, 14 (and processings by the

to obf3iheneF o APHCHS ML, O Anderiifal Phe same

server, e 'processi gs

togethcy mx&ﬁ f’l)sxe SR Tpiel Voliby WA (G VA ° T
[0137]

This certificate can be verified in the encryption-

. certificate verification means 207 by calculating:
- _.'C=HASH(p,qﬁg’Y:Gi)Visa)a

-and confirming whether or not the following relationship holds: -

g"t X Gi*{-c} =a mod p.

[0138]

The configuration of the voter terminals 120, 130, 150,

- voting server 200, and authentication server 300 is similar to

© 20

25_:

‘that of the second em'bodir_nent shown in Fig. 10.

[0139]

Next, operatlon of the anonymous electronlc votmg |

system of the present embodlment will be described. Flgs 25
~ to 27 show processings by the voter terminals 100, 110, 140
(and processings by the voting server, authentication server and
encryption server, relevant to the processings in the voter

terminals). Operation of the voter terminals 120, 130, 150 is |
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61 simlar to that in the second enbodi nent, and thus

is omtted for description6l[0140] Hereinafter,

processi ngs fromaccess to the voting server 5 200 by

the voter termnals 100, 110, 140 to transm ssion of

the voting,data will be described. [0141] The voter
simikas tondhation, theosecomdr emsbiodianenty eandobhusgatis omitted

request to the voting server 200 (step B5 in Figs. 25,

fortiéﬁcﬂiptﬂﬁhh The voting server 200, upon receiving the

conversion data request, inputs the public
[Olﬁnylornation (p, 9, g, Y) into the first conversion
' neans 206, to create the first conversion data (C}
Y;i é first conversionzcertificate datﬁ
( 85 BB atHCT FPFOCESSIngS Eﬁ;m AEGRS Hond @pVthln@ server
Yr, r) and (&, 15 to the voter termnals
200 hgothmmotmote(mnena g 100 Q510,2&4026to teapsniission of the
voter term nals 100, 110, 140 upon receiving (p, d, &

- votin dz(ﬁ witl, be)déﬁérﬂﬁ?éd d) fromthe voting server

O, transmt (p g, Y) and a conversion-data

[014uﬁguest to the encryptlon servers 400-1. 410-1,
respectively, (steps E101-1, E111 20 12 E141-1

@ V@Igfltezlgpéﬁgﬁﬁcib@:na dgtlﬁﬁglﬁ'e@rnvséﬁﬁtfg&iéﬂversmﬂ- '

Y) . and conversion-data request, input (p,

data ngg;esrt) tomthet Ive)tamg)rstrvezpr@@ﬂs(stepeﬁfs i#0Figs. 25, 26,

415-1, 445-1, respectively, to create the secon

27). CPh\eeWtfiﬁgj%%v@,@SQOO( S ig) W?&g{l&%&ogﬁfgign data

conversion-certificate da

reque'%'t%ln‘?puts the public mformatmn (p, 9, g, Y) into the first

~conversion means 206, to create the first conversion data (Gr,

Yr, r) and first conversion-certificate data (Gd, d) (step B6 in

Figs. 25, 26, 27), and returns (p, q, g, Y), (Gr, Yr, r) and (Gd,

d) to the voter terminals 100, 110, 140 (step B7 in Figs. 25, 26,

27). The voter terminals 100, 110, 140, upon receiving (p, 9, 8

| _' Y), (Gr, Yr, 1) and (Gd, d) from the voting server 200, transmit

(p, 4, 8 Y) and a conversion-data request to the encryption

servers 400-1, 410-1, 440-1, respectively, (steps E101-1, E111-

1 E141-1 in Figs. 25, 26, 27). The encryptlon servers 400-1,

410-1, 440- 1, upon recelvmg the public information (ps 9, 8, Y)
-and conversion-data request, input (p, g, g, Y) into the second

conversion means 405-1, 41'5-1, 445-1, respectively, to create

'.-':,-_the second conversion data (Gsl, Ysl, s1) and second

25

| "c'onversion-certi_ficate data (Gul, ul) (steps E101-2, E111-2,
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62 E141-2 in Figs. 25, 26, 27), and return (Gsl, Ysl,

sl) and (&ul, ul) to the w@er termnals 100, 110,

140 (steps E101-3, E111-3, E141-3 in Figs. 25, 26,

27). The voter termnals 100, 110, 140 iterate the

sane progessing for the second encryption 5 servers
E1414Q-in KHigs1,224026, &), faandi retare t (&shoeYsl, s1) and

processing for all the k encryption servers 400-1 to

~ (Gu140618. t81fhelvistet!fetumiansd 400 LP1 640140 {akely E101-3,

obtai'ning k second conversion dafa ( 15
E1LLGEBF-330 PIsEAS 2. DY SIhENotEy diagigas 100,

I | k-3, E14k-3 i Fi . 25, 26, 27). 0142 .
110, M%ﬁipytﬁ@kgaﬁgzpresﬁwa& f)i)GO,Lh@lS)%iCQleﬂi%Gl‘yptlon o

vi input by the voter, first conversion data (G, Yr,

- serverp, #@i(G+1, cahlOrdi ond4débrt, fiaced e deem (Odrate, khe same

second conversion data is (Gsl, Ysl, sl) to (Gsk, Ysk,

-.proceﬁél@)il%ff(d& AEFORE ROBYRISY PfTof YerveAAUDG2) atd @00-k, 410-

, Uk) 1ntot encrypte creation

1 to 0k And 40k 10 P47, ity ARG °k' Reond
conveiHistn Ata fiGsdos Kb, S.0b ter 4GSk X8k oskhoand k second
t he second enbodi nent. [0143] Next, advantages of the

convwsa’mmcerﬁicﬁﬁtaﬁmtdwtal%(Bell,deusl:) itbﬁ‘(Gﬁﬁl4ﬁkg EﬁP to steps
- the present enbodi nent, the voter term nals 100, 110,

E10k-3, E11k-3, E14k-3 in Figs. 25, 26, 27).
[0142]
Subsequently, the voter terminals 100, 110, 140 input vi-

input by the voter, first conversion data (Gr, Yr, r), first
(;onversion-certificate data (Gd, d), k second conversion data
(Gs1, Ysl, s1) to (Gsk, Ysk, sk) and k second conversion-
certificate data (Gul, ul) to (Guk, uk) into the encrypted-data

. creation means 104, 114, 144, to calculate the encrypted voting
| data E(vi) and encryption-certificate data (&, t) (steps E100-4,
‘E110-4, E140-4 in Figs. 25, 26, 27). Subsequent processings

are similar fo those in the second embodiment.
[0143] | |

Next, advantages of the present embodiment will be

-described.

[0144]

In the present em_bodime.nt, the voter ter.minals_ 100, 110,
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63 140 connect to the encryption servers 400-1 to
400-k, encryption servers @10-1 to 410-k, and
encryption servers 440- 1 to 440-k, respectively, and
create the encrypted data E(vi) based on the first
conversion data received fromthe voting 5 server 200

140 asonasetort® caher senorygtionecsiemtefs o4B0-1 to 400-k,
encryption servers, and transmt the encrypted data

encryprion tseiviers 9100 e 4qu%9,0-aan‘L@nck'g:pftiggabbr%?s 440-

voting server and k encryptioh server C

1 to 8‘2‘?93323f?%@%@i?ﬁl&?xwé@@%?ﬂé ?%W%Pé’g faga B(vi)
based T i TSk ROBNSTROTL 58 e ceauaibotioum (ehe neoting

voter termnals 100, 110, 140 each is k herein, the

serverund80 naad nkt secobe seonwersioy dhatdi f feceived nfrom k

addition, 15 sone voter termnals may share sone

-encrypstion SAVYR | ahd 32aYRit 1Bl %eﬂoéﬁ%ilg(g(i)) to the

ther confi duration erern e vot sever

votm@%éﬁ’%ﬁf@g‘"@@@%??ﬁ&ﬁ@t YRS A0 IR Vol $8rver and k.
encry iR orfGTYRE sEeiudonidgeBheni: 41y plahaiextondoting

encryption-certificate data received fromthe k

conteatsr prei oot dhetected | fromi Eiewe), avherebyalee secrecy of

termnals including the voter "termnals 100, 110, 140

the vbtegsean B8l ¥sguyet ﬁﬂoigfﬁfrwggﬁ% request to the .
the voti

voting server 200, and server 200

[0145]

Although the number of the encryption servers connected

“to ‘the voter terminals 100, 110, 140 each is k herein, the-

number need not be the same and may be different. In addition,

some voter terminals may share some second encryption:

servers therebetween.

[0146]

Another configuration wherein the ‘voting sever is not

‘provided with the first conversion means and the encrthed
~voting data E(vi) and encryption-certificate data (@, t) may be

- created using only the second conversion data E(vi) and second

-encry;ption-certificate data received from the k encryption

servers. -In this case, all the voter terminals including the voter
terminals 100, 110, 140 transmit only a voting-information

request to the voting server 200, and the ﬁoting server 200
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64 transmts the public information (p, q, g, Y) and
candidate information to a44 the voter termnals. The
encrypted-data creation neans 104, 114, 144 of the
voter term nal 100, 110, 140 calculate the encrypted
voting data E(vi) and encryption 5 certificate data

transfrits )thespablidc hmfomacbrpogyerq |op d¥ p an@!candidate

Ysl, sl) to (Gsk, Ysk, sk) and seeon eonver3|on

lnforgéi 6i(1c%e z?ﬂt gslf@d'v&tg!r) f&&@@ dk) c;Pﬁef OéhQP’;mteQ ~-data

creata&ﬁ@ﬁ%@}ys q10§3kﬁoﬁg I[?1)4,4 ogd ggf&q@teggmal P100, 110,
+dl +d2 ... dk nod q. [0148] 15 It is possible for

140 ea ubategtherencrypted cuosingb eratae i) amdfensryption-
conversion data and first conversion-certificate data,

cerufthte datar (Yo antg basted henpthle & isdeone iconyersdion data

is distribGted beforehand to the encryption

(@13 %mzm (R, YR BBt RSB G esion-
cortifiRARAathOLAN L A L RSB AL SRR ERL? O 1

voter termnals, voting server, authentication
sEHﬁ@ﬂ eﬁ@hy IDon server and encryption 25
certificate verification server configuring the above

anonymes{Gs1 X Gs2 X ¢ -« X Gsk mod p, viXYsl XYs2
*Ysk mod p);
¢ = Gd1 XGd2X - -Gdk mod p;
c=HASH (p, q, g, Y, Gi, Vi, @);
t=cX(sl+s2+" * *sk)+d1+d2- - -dk mod q.

[0148]

It is possible for the voting server to calculate beforehand

- the first conversion data and first conversion-certificate data,

and similarly, and that the public information (p, q, g, Y) is

- distributed beforehand to the encryption server, to calculate

‘beforehand the second conversion data and second conversion-

certificate data in advance.

. [0149]

Co25

Although preferred embodiments of the present invention

are described as above, each of the voter terminals, voting

~server, authentication server, encryption server and encryption-

certificate verification server configuring the above anonymous
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65 electronic voting system can be inplenented by
installing a conputer progéamfor inplenmenting the
function thereof in a server conputer or persona
conmputer, and by executing the program Such a
conputer programis generally read into a 5 magnetic

electrggd corvanmpsysiem coaputlee impleneented. by installing a

wor ds, each of the constituent elenents in the voter

computer nprograghi fiorsemyste nesnbians i e8¢ i PInIBH thereof in a
encryption server, and encryption-certificate

ServAETGRITRINE B r P er R, R St he
onmput er sSuc

Regally read into a

assistants (PDA), having a relatively |ower
magneicedspey erGhﬂi@Mgdosml computene icemaeywork. In

can be 15 used so long as the conputer has a data

-othemrwaesds noegehabnfi the %én%ti‘ﬁié\ﬁtkeqe?ﬂéﬁ{t'gggﬁ trl?]% voter

capabi lity. APPLI CABLITY TO THE | NDUSTRY

 termBISRErt vOARL! SBbEAPPhLEARAIEANSH USErgkrr pfRryption
' etc. It is alspo a plica&Le to the use of an anonymty
Sereépe@tf%‘imeélC%gwﬁnﬁﬁr 169d€eWGFId16aRQNorICIN@r Can be

. which allows free description as the contents of
implementaRiry sofiwnast ON lBErdvEaDRAW NGS 25 10152]

[0150]

Especially for a computer implementing the voter

“terminal, a computer, such as a cellular phone or a variety of

.:potable data assistants (PDA), having a relatively lower

processing throughput and smaller storage capacity, can be

‘used so long as the computer has a data processing capability
~and a network connection capability.
- APPLICABLITY TO THE INDUSTRY

[0151]

The present invention is applicable to the use of an

anonymous electronic voting system via a the network etc. It is
j_'also appl.icable‘ to the use bf an anonymitny electronic
._“questionnaire system via a network etc. which allows free
~ description as the contents of vote. |

" BRIEF EXPLANATION OF THE DRAWINGS
[0152] | L
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66 [Fig. 1] is a block diagram show ng the

configuration of an anonyno&s el ectronic voting system
according to a first enbodinment. [Fig. 2] is a

flomchart showi ng operation in a default of 5 the

first enbodinent. [Fig. 3] is a flowhart show ng .
ofdfig.i & is a Helvokediagraminshonednign thiee donfiguration of
enbodinment. [Fig. 4] is a flowhart show ng operation

an aoh ' hB tdiesfid st eRntEn 1 £
an anﬂgjﬁ%?ﬁbefelé&fr@ﬂ‘i% %thgn é}estfdﬁﬁ_aé&'@?@!tlﬂig‘vgg erﬁ first

is a flowhart sho g “operation o

' _ Jj 120 in the first enbodinent. [Fig. 6] is a
embé@%@c@'t showi ng operation of the voter termnal 130

;E&‘w‘éﬁgﬁaéﬁ 2 :ﬁ%%gﬁgré %E@Viﬁ]gifﬁgﬁgﬁ&mﬁ Tﬁgta default of

first enbodinent. [Fig. 8] is a flowhart show ng

the firdrenibodaimend. voter terninal 150 in the first

enbodinment. [Fig. 9] is a flowhart show ng operation
IR B 0 a SROCIA, hoRrie SngraaRirear, (i, voter
termial 300G 1B PSP dintBhc®, Y onchart “show g

OLEGB: . 3k SR i omestamF the voter

operation -of the voter .
terminal 110 in the first embodiment.

[Fig. 5] is a flowchart showing operation of the voter

~ terminal 120 in the first embodime_nt.'

[Fig. 6] is a flowchart showing operation of the voter

~ terminal 130 in the first embodiment.

[Fig. 7] is a flowchart showing operation of the voter
terminal 140 in the first embodiment.

[Fig. 8] is a flowchart showing operation of the voter

- terminal 150 in the first embodiment.

[Fig. 9] is a flowchart showing operation of the voting

“server 200 in the first embodiment.

[Fig. 10] is a block diagram showing the configuration of

an anonymous electronic voting system according to a second

 embodiment

[Fig. 11] is a flowchart showing operation of the voter
terminal 100 in the second embodiment.

j[Fi_.g. 12] is a .£I¢WChart showing -operation of the v.dter
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67 termnal 110 in the second enbodinment. [Fig. 13]
is a flowhart showi ng oper&tion of the voter
termnal 140 in the second enbodinent. [Fig. 14] is a
fl omchart showi ng operation of the voter 5 term nal
200 in the second enbodinent. [Fig. 15] is a bl ock

terminaldakt) sivkhegsecondrempodinensf an anonynous

el ectronic voting systemaccording to a third

e;rﬁtig.nrq@]- isFia0 f16%F ch%ira éh@_wﬁﬁg gpevartbRPeTathen voter
of the et

voter lo termnal 100 in t ird embodi ment.

* ermifB14q 108 SO Gy AR o e

[ fl hart show ng,operajion.of the voter
 EFdenal 41105: #° A6 WERSHT caboovibe ORsTRHGN of the voter
a flowchart show ng operation of the encryption
termigeal 20@dm thet seconid e mbodiment. [Fig. 20] is a |
bl ock di agram showi ng the configuration of an
- ahphgnops] eleqt [ i & [ i afi
' apougth Sl?bsggi Eggt@k %ta ig@gllj] |sﬁg$P§mg#§ﬁlguratlon of

- an 2GRN RRGETEILTRoflie: YoUB syRFEM AR, 1§ = third

operation of the voter terminal 110 in the fourth
emboéﬁti@@i%nt. [Fig. 23] is a flowhart showi ng operation

~of _the voter 9 . .
[Fig. 16] is a flowchart showing operation of the voter

terminal 100 in the third embodiment.

[Fig. 17] is a flowchart showing operation of the voter

terminal 110 in the third embodiment.

[Fig. 18] is a flowchart showing operation of the voter
terminal 140 in the third embodiment.

[Fig. 19] is a flowchart showing operation of the

“encryption server 600 in the third embodiment.

[Fig. 20] is a block diagram showing the cdnfiguration of

- an anonymous electronic voting system according to afourth

- embodiment,

[Fig. 21] is a flowchart showing operation of the voter
terminal 100 in the fourth embodiment. |

[Fig. 22] is a flowchart showing operation of the voter

I'terminal 110 in the fourth embodiment.

[Fig. 23} is a flowchart :-show.ing operation of the voter

terminal 140 in the foﬁr_th_ embodiment. =




10

25 termnal 140 in the fourth enbodinent. 68 [Fig.

24] is a block diagram showsthg the configuration of an
anonynous el ectronic voting system according to a

fifth enbodinent. [Fig. 25] is a flowhart show ng
operation of the voter 5 ternminal 100 in the fifth

erftitigy .n@4]. i @i dloady dm%rdtnp\shtawir%mm@mﬁi ration of
of the voter termnal 1 in the fifth enbodi ment.

' i r i at : :
an afdy oLy RIRCU O Y oURE, T R ACCOPUIRE Ho, a fifth
_ ' bl ock di agram of the configuration of a
ernt"i@%@%%?fbnal anonynous el ectronic voting system 69

nous. el ectroni ¢ voting system

NS 1. ano
ccnl{ﬂﬁ@-shﬁfrﬁv& omechiatdl showong wperationoof the voter

receiving a list of conbinations of candi date nane

termimal d@0yin ¢hechifthdereboadimerito transmit said

encrypted candi date nane of a selected 5 candidate

ﬂgigiz%ﬁ/j‘f’fi?ﬁ aatflb%éha‘%'ﬁeaﬁ@frgﬁg %Iéiﬁ%t’ﬁin(écfothe voter

0] recel ving an sai d

*cermBRECPAGFIRE FH ERRolfmie oo gl Lot

sal 0 termnal (100, 110, 140) having , 10
t Tgﬁg\r;w éﬁéd 1§aﬂd%i‘h&‘§6}hﬁ§§ Shﬂde:lﬂ)ge OthnOotfn@he voter
server (200) for receiving said encrypted voting
terminal 140 in the fifth embodiment.
[Fig. 28] is a block diagram of the configuration of a

conventional anonymous electronic voting system.
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data fromsaid voter termnal (100, 110, 140) to
create a list of effective encrypted voting data from
anong said received encry@ed voting data, and
transmtting said created |list of said is effective
encrypted voting data via sai.d network; and a
decryption server (500)CHoAIM®S ypting said Iist of
said effective encrypted voting data received from
said voting server (200), to create and transmt via
said network a list of plaintext candi date nanes

L. LR ARG TR el vaitg s954Em Conifrising:
(S, SERRIGRAELCIDBE! b0z 0Py et Y st of
vote . results based on said |list of said received

combinafiemseofocansheateoname amchpmnesypted: canididate name,

voting system according to claiml1, further

to  troremisi @i@OWIYPted t eamdidlatel 2hadio. )ot;lg;a) selected

i ncluding an encryption neans (124, 134, 154
candﬁi‘ﬂé’%hnﬂ ﬁewlgate name of a selected candidate to
Ccreat

ate 5 an encrypted candi date nane. 3. The

SUEAIEE S5 | BRGrURHOR, B6HEG AR S o 0) gor

.including a storage device for storing a list of

‘receivimgt end ae-encrypiing saidr encrypted candidate name to

included in a voter list, said authentication server

creaté3@icreptedi noothig Qi'@ta/,p,tﬁﬂdvoféﬂﬂrﬂﬁi%alﬂ?% Oencrypted

identification data“fromsaid voter term (
Votlngggcégﬂ%gtgai]%]?dt Vot | fermihd1eNH 00! °4 10! ' 146 Raving
transmitted said encrypted candidate name;

a voting server (200) for receiving said encrypted voting

data from said voter terminal (100, 110, 140) to create a list of

effective encrypted voting data from among said received

encrypted voting data, and transmitting said created list of said

-effective encrypted voting data via said network; and

a decryption server (500) for decrypting said list of said

effective encrypted voting data received from said voting

server (200), to create and transmit via said network a list of
plaintext candidate names rearranged from said list of said
effective encrypted voting data,

wherein said voting server (200) receives said list of said

plaintext candidate names from said decryption server (500); to

tally vote results based on said list of said received candidate
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- 3.

identification data stored in said storage devi ce,
wherein said voting server (200) acknow edges at

| east said encrypted voti ng010 data affixed with
certificate data by said authentication server as
said effective encrypted voting data. 4. The anonynous

- NaMEH.ectronic voting systemaccording to claim1 or 2,

further conprising an authentication server (300).
wherein: said voter termnal (110, 130) includes an
intra- organization-signature creation neans (113,

2. syl Wechodlevlin st et o
clainf P BARHET (I ”éﬂé@%éf”@gﬁsf vl 8tmina (20, 130,

encr d 10 voting data, said intra-organi zation
150){ daeluding | G dBBCTYPAIQAI dmeansa- OF %r;l zhBdgn 154) for
digital signature fromsaid voter termnal (110,

encrypting t® canditdateaimhins rof & spliesiddreanditiate to create

S|gnature based on a public key; and said voting

an “iﬁﬁﬁﬂr gggﬁ s at least said 9 15
encrypte voglng gg@éﬂg$fixed with certificate data by

said authentication server as said effective _
encrypted voting data. 5. The anonynous el ectronic

mﬁ%ﬂgg system according to, any one of clains 1 to 4,
ianoaymaus calectionincy opingnsyséemr accordiag to 1
group of encryption servers (400-1 to 400-k, 410-1 to

or 241G uethe0- bomﬁﬂ@ihgf%ncoaaehletnt\iebxldmltisl@lr@er (300)

including a storage device for storing a list of identification

~data of voters or voter terminals included in a voter list, said

aﬁthentication server (300) receiving said encryptcd voting data
and identification data from said voter terminal (100, 110, 120,
130) to certify said encrypted voting data based on said
identification data stored in said storage device, wherein said

voting server (200) acknowledges at least said encrypted voting

| data affixed with certificate data by said authentication server

as said effective encrypted voting data.

4. The anonymous electronic voting system according to

~claim 1 or 2, further comprising an authentication server (300),

- wherein:

said voter terminal (110, 130) includes an intra-

organization-signature creation means (113, 133) for creating
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5 encrypting said encrypted candi date nanme, and said
voting server (200) receives said encrypted voting
data mul tiple- encrypted byisaid group of said
encryption servers (400-1 to 400-k, 410-1 to 410-k,
440-1 to 440-k). 6. The anonynous electronlc voting
an indyatergandsadiog dagltalamgnairum wsedi on said encrypted.
said conmbinations in said list includes, in addition
VotmEOdsﬁaq fardi-darioe it i B id@lﬁlff@amﬁ?‘ﬁwdaﬁ@! a ptivate
nane, certificate data for certifying that sa
y candidate nane is legitimately encrypted; and sald
> encryptlon server (400, 410, 440) creates, in addition
to s cr voti ng dat tlflcate dat a,f or
Laid: Juthensativac seavSatadil ierél Gs sagdaanerypted
to return the sane to 10 said voter term nal (100,
votingidatasmaidr intna sorggmizateoncidentification dptagrand said
conprising: voter termnals (100, 110, 140) connected
intratox n@zmrdn %hgltél Qignw?h'r@” ﬁ@fmefsz(ﬁpoizotfeg terminal

i nC udlng a first data onver si on neans (206

CU10,51 8 ey PR OGO o gl Sgnarure

nformati nd transmtting said first paraneter to
basedsgqja P&tgﬁctgpﬁﬁ n%ﬂla (100, 110, 140): a second
engﬂyptlon server (400, 410, 440) including a second
convking osereers (206)) 4aeknesylsdgesr eat | dgast said
10 second encryption paraneter, and transn1tt|ng said

| encryﬁg;dﬁdvdmﬁg”ed&tat affexddvokdtht ettifiCatelOBathlOy said

authentication server as said effective encrypted voting data.

5. The anonymous electronic voting system according to
any one of claims 1 to 4, wherein said at least one encryption

~server include a group of encryption servers (400-1 to 400-k,

410-1 to 410-k, 440-1 to 440-k) for consecutively multiple-

- encrypting said encrypted candidate name, and said voting

server (200) receives said encrypted voting data multiple-

encrypted by said group of said encryption servers (400-1 to

400-k, 410-1 to 410-k, 440-1 to 440-k).

6. The anonymous electronic voting system according to

claim 1 or 2, wherein:

~each of said combinations in said list includes, in

‘addition to said candidate name and said encrypted candidate
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a voting server (200) for receiving encrypted voting
data fromsaid voter termnals (100, 110, 140) to
create a list of effectivd2encrypted voting data from
anong said received 15 encrypted voting data, and

transmbti ajd created.)ist of said, ,effectjve .
nameenmﬁlfieaﬁ%@aga L cpriitying dhapsridagandidate name is
) ﬁecry?tion server (500) for decrypting said:list of
legitimadel gremerypdedicangt ed voting data received from
- said voting 73 server (200), to create and transmt
Vsald%ﬂcﬁfg\b@@h gerver @0R0 10 ”44.(93 é???t@?} n addition
of sal effectlve

nanes reartranged fromsatd |ist

o sEESRCEDION offig: die b AEhCAM EE) hertifying

: ., f idd ti 500), t t al
legitifhacy Qldpid sasIypredayating: datagdbireduan, ehe same to

. . candidate _ 25 nanes; and said voter termnals (100,
said veter teomimah (L0 1dd @p 140)r ypti on means (104, 114,
144) for encrypting voting contents based on said
first and second encryption paraneters to create
encrypted voting data, and transmts said encrypted

7. s yibhs ?A??W‘ai‘l?ﬁiﬂéﬁéﬁ%ﬁ%&gmﬁm%ingr:jn
. . : . 200 :
vuobRg teamina foud00pd 0 TS comnsetea tera metwiak;
anonynous el ectronic voting systemaccording to claim
72 ofisst vemceyptioa dseover (@0@)aiacleding1e £t data
create, in addition to

conversion means (206) for creating a first encryption

~parameter for each of said voter terminals (100, 110, 140) from

public information, and transmitting said first parameter to said
voter terminals (100, 110, 140);

 a second encryption server (400, 410, 440) including a
second data conversion means (405, 415, 445) for creating a
second encryption parameter, and transmitting said second
parameter to said voter terminals (100, 110, 140);

a voting server (200) for receiving encrypted voting data

from said voter terminals (100, 110, 140) to create a list of
~effective encrypted voting data from among said received
encrypted voting data, and transmitting said created list of said

-effective encrypted voting data via said network; and

a decryption server (500) for decrypting said list of said

,effec_:tive encrypted voting data received from said voting
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said encrypted voting data, encryption-certificate

data, and 5 transmts the sane to said voting server

(200); said voting server {200), upon conpleting

verification of legitimacy by verifying at | east said

en tion-certificate data, acknow edges ]
Serveaso&é ntongreaid ane fpassmat ivig said aetworkra list of

effective encrypted voting data. 10. The anonynous

plaintexttcanididatie nganyss ercacrangdioth fromarsahe bist of said
claims 7 to 9, further conprising an authentication

. . ¢ , ¢ Cori
effectig EnérpPlel fbiinBidats WERReIR: < or Voter |
t ynal s,.included i t li st i d. . .
by SLTEn SEFVEr (G300 chertigssasdidckisypal said
voting data and identification data from said voter

plaintexhioandidate nanves fromisejdt decsyptionsseaver (500), to
encrypted voting data based on said identification

tally vatedresedtsnbaged oirprsdel li’@l.videsa\iﬁef@tBNéﬂgcandidate

voting server (200) acknow edges at |east 10 sa

-gnanﬁegn%%ﬂ@ted voting data affixed with certificate data by
U SAi

aut henti cation server as said effective

encr ypt ed vot,i ng dat a. Th 0 s el egctr.oni,cC
| \ﬁﬂli(ﬁgvéﬂﬁrerﬁqggépaiﬁg (¢ Oani ﬁe%%ﬁl £ach7 inclgde an
further conprising an authentication server (300), .
encrygieon nmeans vdtld}4; erld 4al sl44)0) fescrenarypdéngn voting
intra- organization- signature creation neans (113)

" contehts bused renasaidnfirstoandisevond ergityptivwnpatameters

30

based on said encrypted voting data,

to crigé BREFFYE POtINE " HahC 2 hA (ah¥mIY Sl ' ¥Akfypted

‘-Voting data to said voting server (200).

8. The anonymous electronic voting system according to

claim 7, wherein said first encryption server (200) and said

- voting server (200) operate on a common server.

9. The anonymous electronic voting system according to

“claim 7 or 8, wherein:

said voter terminals (100, 110, 140) create, in addition to
said encrypted voting data, encryption-certificate data, and
transmits the same to said voting server (200);

said voting server (200), upon completing verification of

legitimacy by verifying at least said encryption-certificate data,

‘acknowledges corresponding said encrypted voting data as said
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sai d authentication server (300) receives said
encrypted 10 voting data, said intra-organi zation-
identification data and sai’d intra-organization
digital signature fromsaid voter termnal 75 5110,
to certlf said i.ntra-organi zation digita
effecil‘é%aqfﬂiﬁéypﬁﬁﬁle Ofpng Q@Kﬂl c key; and said voting
server (200) acknow edges at |east said 15 encrypted
voting data affixed with certificate data by said
aut hentication server as said effective encrypted

10. théga@ﬁiﬁgmé&s Aé‘le%ﬁwsv%it‘i’ﬁg?@ﬁté’ﬁi'?%fc&rding to

nmet hod using a voti ng server a vo erm na

any o GRS coor Y Tl Bpication

f d i ng server (200) a
server; @Mi aﬂ%&lﬁaﬁgorago&(lska%g@?/&tﬂﬂélgmnﬁoana%@nmgp@dlst of

candi date nane obtained by encrypting said candi date

_identiicationsalata cofrvotersi oal «G0r teininads vheladed in a

network; transmtting fromsaid voter term nal (100,

-Voterllﬁst40)safiﬂ AR thesipehefo AANGegoEe - 2@'@0)""”{6{965%1{1% said

paired wth a can nanme sel ect

encryjel eﬂwgé T R T R R Mgvoter

serve 440) create e crypted voting
termipalsg, (Lb Mﬁ, tQtG,nngtsfS) d el fyadaid agcaamtetd) voting
said voter termnal (100, 110, 140) having transn1tted
data baisednony maidl identificatiene;data stored in said storage
device, wherein said voting server (200) acknowledges at least
said encrypted voting data affixed with certificate data by said

authentication server as said effective encrypted voting data.

11. The anonymous electronic voting system according to

any one of claims 7 to 9, further comprising an authentication

‘server (300), wherein:

said voter terminals (110) each include an intra-

organization-signature creation means (113) for creating an

intra-organization digital signature based on said encrypted

| voting data, intra-organization identification data, and a private

key,

said authentication server (300) receives said encrypted

~ voting data, said intra-organization identification data, and said

intra-organization digital signature from said voter terminal
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transmtting fromsaid voter termnal (100, 110, 140)
said encrypted voting data, which is received from

said encryption 76 20 serviéer (400, 410, 44), to said
votlng server (200); receiving said encrypted voting

n said vqQ |ng server (200) to create, and
(1104 ?ﬁ@hn tch GeEat ¥ Saifledfitva-engampization digitad: signature

decrypting said |ist of said encrypted voting data in

basedan a Pubbo ketyoangkrver (500) to create a list of
pl ai nt ext candi date nanes rearranged; and receivVving

AT L b
encr)éﬁt%}n?&tla&cﬁ@&ﬁ. bdCRE LAY tfiat%| By, said

fugther conpr|s|ng@éhe steps of : rece|V|ng f.rom

authedhﬁl@a\tb@arS%Vﬁrrms saasoptfectieacenprptedovioijngdata.
and identification data in an authentication server 9
5 (300) to certify said encrypted voting data based on
|dent|f|cat|on dat a stored in a storage device and

12. 2 nog}lbgig;rﬂm@%' g1eeeiy ggv@ﬁg 1?3%1350 Ndsing a voting

ted. d t af fi t4 ficat
servedad, vGPeh G riaingl fln, volidg, Ercthidua Y Savoter, an
ef fective encrypted voting data. 14. The anonynous |,
encryqidon 6eryalytang sedieargetionseiver, said comprising the
steps of:
transmitting from said voting server (200) a list of

combinations of candidate name and encrypted candidate name

obtained by encrypting said candidate name to said voter

terminal (100, 110, 140) via a network;

transmitting from said voter terminal (100, 110, 40) an

encrypted candidate name, which is paired with a candidate

name selected by a voter, to said encryption server (400, 410,

- 440);

re-encrypting said encrypted candidate name in said
encryption server (400, 410, 440) to create encrypted voting
data, and transmitting said encrypted voting data to said voter

terminal (100, 110, 140) h—aving transmitted said encrypted

~candidate name;

transmitting from said voter terminal (100, 110, 140) said

encrypted voting data, which is received from said encryption
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said vetingysenvereg 20

claim 12, further conprising the steps of: 77

creating in said voter termnal (110) an intra

organi zati on- signature cré@ation neans (113, 133) for
an intra- organization digital signature based on said

t ] dat t t
serverdehiDs 4D, chagaits Said HOIRZaar¥es: (H0RYow edgi ng

in said votlng server (200) at least said encrypted
vrecepvilagasatdli endryipte d arofinig al staldnashydswoding server
aut henti cation server (300) as said effective
r n t -
(200 oreaes whlieradinie @ ikt of VHENNE ¥hicrypted voting
dat wherein said step of re-encrypting said encrypted
ala; candi date nane |s the step of consecutively nultiple-
crypting said ncryp ed .candi date nanme in a group
ogt%@ﬁy pngoﬁadé} 01% se0d1 encrypted vodingt %ata in said
410-k, 440-1to 440 k) 16. The anonynous el ectronic
decryptiong sether E@00Nditogcreate! ai ige ofihslinte acdtandidate

said conmbinations in said list includes, in addition

| namekorée?ft‘h gaﬂ ?@1 nane and said encrypt ed candi dat e

cer e data for certlfylng that said

eﬁf?'d‘ﬁ i ”é‘aadeilﬁtd%ftéé%é EcEE: anditfaiGidemes in

to sald encryp otin data certificate data for )
0\% lyaivp s aiegikds based) omtsaid list
to return the sane to 10 said voter term nal (100,

- of saithlfectdOed tindidate names.

13. The anonymous electronic voting method according to
claim 12, further comprising the steps of:
receiving from said voter terminal (100) said encrypted

voting data and identification data in an authentication server

(300) to certify said encrypted voting data based on

identification data stored in a storage device and transmitting

said encrypted voting data; and

acknowledging in said voting server (200) at least said

encrypted voting data affixed with certificate data by said

authentication server (300) as said effective encrypted voting

‘data.

'14. The anonymous electronic voting method according to

claim 12, further comprising the steps of:
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17. An anonynous el ectronic voting nethod conprising

the steps of: creating in a first encryption server

((200) a first encryption garaneter for each of voter

termnals (100, 110, 5 140) from public information,

and transmtting said first paraneter to said voter

teredting (100, sabd 1awterretermynal a €biO)d an intra-

encryption server (400, 410, 440) a second encryption
orgamﬁzfa%%&ﬁm Aatere) creation \wmend ofM Bal $33)190r &i0.intra-

140) from Said public information, and fransi tting 10

t t .
orgariZiafE UrL A 5P RarhseoHib oL By (SH7H "eheryRed, voting
data, FfitEe-GrBasizaaoTeide BLlisA Bambita g SriEreite Key;

encrypted voting data, ;and transmtting said
eaacknowdedging iat 82id votingtsenyerr(200)1at( beapt said
" creating a |ist of effective encrypted voting data

encrypted vmﬁﬁgsadatae@ﬂfix@@nwm eéer@itﬂwatéatdaaw by said

aid voting~server (200), and transmtting sa

wutheff§EA b, et COLS R FREGHRRAS SRRSO Yoring

(500) said list of said effective encrypted voting
data-data received fromsaid voting server (200), to

create and transmt via said network a |ist of

pl ai nt ext candi date names rearranged fromsaid |ist of

said effective encrypted voting data; and 79 25

15, 'Phe vaferynfend decigosdbyaiolRPe) matHor aekerding to

10

claim 12, wherein said step of re-emcrypting said encrypted

candidate name is the step of consecutively multiple-encrypting

said encrypted candidate name in a group of encryption servers

(400-1 to 400-k, 410-1 to 410-k, 440-1 to 440-k).

16. The anonymous electronic voting method according to
claim 12, wherein: |

each of said combinations in said list includes, in

-addition to said candidate name and said encrypted candidate

name, certificate data for certifying that said candidate name is
legitimately encrypted; and |
said encryption server (400, 410, 440) creates, in addition

- to said encrypted voting data, certificate data for certifying

legitimacy of said encrypted voting data, to re_turn':the same to

said voter terminal (100, 110, 140).
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candi date nanes, to tally voted results based on said
list of said received candi date nanes. 18. The
anonynous el ectronic voti ng8met hod according to
.claim17, wherein said encryption voting data
creating step creates encryption-certificate data
certifying legitimcy of said encrypted voting data,
further conprising the step: 5 after verifying

17. | 2oht amevyioasi eleetionisesti vebhyirisi
at | east said encrypti oﬂjﬁlgemlflg@%%q @b]ﬁl’jrﬁglng the

'@ know edgi ng correspondi ng said encrypted voti ng

data as said effective encrypted voting data. 19. The

anon us el ectronic yoting nethod accordi ng laim _,
1§;,I'e§gﬁlgernéon%ri T8 tﬁg%gﬁfdbg(m: SENE T i &Qﬂﬁa a first
certification server (300) said encrypted voting data
encrypidon dparameter ofonacach oofsaiatent wrmeénaslsal(100, 110,
(100), and 5 certifying said encrypted voting data
140) 3ira@norpu%€liktl fisfy emutieg a Ane e‘irhﬁshﬁ.‘t?ﬁg?e 53661) first

evi ce; ‘and acknow edging iR sal voting serv

steps

| pararfii¢FED} sAR BRCE SeTjials 41 00,107 %A o' 1207 ¢

Th | ect ' oti ng nmet hod accordi ng t
c¢§¢${m "Ha RECRB hcﬁé/rﬁgbtf@nssspye@f 53@8)' 210, 440) a

creating in said voter termnal (110) an

'secon‘chtencmygﬂmnatpmmgjﬁlalfom gachr efbasdd orotes derminals

encrypted voting daga, int(a-_S organi zation _
(100, 8, 140 'f@brﬁ?‘ééldZ?@lﬁh?g%lgfbgg‘if%ﬁoﬁ,e%ﬁid' fiaddmitting

sai d "aut henti cati on server

said second parameter to said voter terminals (100, 110, 140);

encrypting voting contents of a voter in said voter
terminal (100, 110, 140) based on said first and second
encryption parameters to create encrypted voting data, and
transmitting said encrypted voting data to said voting server
(200);
 creating a list of effective encrypted voting data from

among said received encrypted voting data in said voting server

- (200), and transmitting said created list of said effective

encrypted voting data via said network;

decrypting in a decryption server (500) said list of said

-effective encrypted voting data received from said voting
~server (200), to create and transmit via said network a list of
plaintext candidate names rearranged from said list of said

effective encrypted voting data; and
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encrypted voting data, said intra- organization
identification data, and said intra-organization
digital signature fromsai @9 voter termnal (110), to
certify said intra-organization digital 10 signature
‘based,on a public key; and acknow edging in said .
vBECREVEREY el ( 2B)d atvoting sservernd3P0dd said nplaintext
data affixed with certificate data by said
candaiateutaams,oto dal¥grvetedardsalfebdyedeonr ypiddist of said
voti ng dat a.

received candidate names.

18. The anonymous electronic voting method according to

claim 17, wherein said encryption voting data creating step

creates encryption-certificate data certifying legitimacy of said
encrypted voting data, further comprising the step:

after verifying legitimacy in said Votiﬁg server (200) by

verifying at least said encryption-certificate data,

"acknowledging corresponding said encrypted voting data as

said effective encrypted voting data.

19. The anonymous electronic voting method according to

claim 17, further comprising the steps of: receiving in a

‘certification server (300) said encrypted voting data and

identification data from said voter terminal (100), and

certifying said encrypted voting data based on identification

~data stored in a storage device; and acknowledging in said

~voting server (200) at least said encrypted voting data affixed

with said certificate data as said effective voting data.

- 20. The anonymous electronic voting method according to

' claim 17, further comprising the steps of:
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creating in said voter terminal (110) an intra-organization
digital signature based on said encrypted voting data, intra-
organization identification data, and a private key;

receiving in said authentication server (300) said
encrypted voting data, said intra-organization identification

data, and said intra-organization digital signature from said

voter terminal (110), to certify said intra-organization digital

signature based on a public key; and
acknowledging in said voting server (200) at least said
encrypted voting data affixed with certificate data by said

authentication server as said effective encrypted voting data.




