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6 March 2007 DESCRI PTI ON HOVE TERM NAL APPARATUS AND
COVMUNI CATI ON SYSTEM Technical Field 5 The presegtjarch 2007
invention relates to a hone term nal apparatus for

sendi ng and receiving packet data to and froma router
connected to an external network, the hone termnal
apparatus being connected to the router via a hone
network, and a conmmuni cation system using said hone

term nal apparatus. 10 IBESIGRDRTEONt Recently, access

a y tric Digital Subscriber
HE T BT AL R P AR O SN EL R MR ON A THO RS ST EM
broadband capabl e of handling a I arge amount of
comuni cati on 15 data and which are accessible at all

Tﬁr-‘h!ﬂcﬁdvﬁi%kén wi despread at an accelerated rate
the sa tinme,

o T s e f%e REIR relitginte s joruh febmning! ramaratus
forpRidridites 8hdnorEceivifg Opa cRBe! REJ LT fo YR from_a router

st andar di'zati on. Undef these circunstances, it
cliash tihan aextemalf nelreorkhottee 2Romel tanaesa deparatus

C
bdBEEOLFHBSIRE e FHEMIEABTS S St B ana -

 commeonieied syetaieubHEaR | DY AARSTdd % tus.

control information to such heme appliances .
Internet and a hone network. When a connection i s nmade

d h 25 tworks in a
B%@%%ﬁ 'gﬁ;ﬁ"ﬁ:t hgg olms a prﬁr\é\\?lty of hone
i nt eReeenther gteaks m@f@s\ﬁ’chhaé%@s@?ﬂ@ﬁ?ﬁeﬁf@ Digital

onnected, via a hone network, to a rout
S iheedline),aropical Hébenenabwiork(iandt l]he liket exhich are

brSQB%%‘ﬁtoeq:aipf’q/lﬁgaz dfn['a%b?ﬁi =AY #ég‘é%ﬁ?}gggt e rcg,?ﬁ@‘lumcatlon

service

datadrid uwhmmwewaetegé.blécatssn\fdn@r?e@frpa«kg@feér{ Willespread at

assi gns a gl-obal address to the router

anggcsiggpted rade eypnranapgmindisanydoomes. ré;tttldmbs?trte time,
m%'!@fr?dé‘e £ LRBM&2helyoPRE®rEY ctnhgeaH:Sceal?sf/ Cofinecfing home

ress
appliances at home with one another are under standardization.

Under these circumstances, it is expected that a user of these home
appliances will be able to operate them from an outside location by
remotely operating his/her mobile terminal which can be connected

to the Internet and by transmitting control information to such home

appliances via the Internet and a home network.

When a connection is made between external and home
networks in a conventional method: (i) a plurality of home internet
terminals assighed with local addresses are connected, via a home

.network, to a router connected to an internet network; (i') the -
- router is connected to the internet network via an internet service

provider (ISP) using a communication line; and (iii) the internet
service provider (ISP) assigns a global address to the router.
When an external server apparatus makes a control request

-to an internet terminal at home by the use of a global address, the
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1 6 March 2007 follow ng conventional nethods are
used: a router is set to perform static IP 6 March 2007
masquer adi ng (e.g. Japanese Laid-Open Patent _
Application  No.2000-341337) ‘and an internet term nal.
performs polling (e.g. Japanese Laid-Cpen Patent
Application No.08-204704). 5 In static IP .
masquer adi ng, a router, when receiving packet data in

foilowing copearitionpdrhethobler are udestra beditay i3 set to perform
converts the destination

5%&2‘% EE%%'%EWGR%H inggﬂéﬂm RraResgflaid-Omean Ratent Application

hoa r out p a he '
b ERIDRCPA LRI A Y iR R fln bR motting (e.0.
J&iitmneseeLsaideOmJ@m@’ategitsAﬁlpéiﬂ:Tqumflwm&waO@Fo‘Z@b| _eblaz
' d ’ dvance. erefore, it is possi
| otlh PR T pRsAUATRAING  canfras, awheas sEGevng packet
- f - S . | - .

e A & B RT R MRt UBREP R in destination
PQrériembepconverts thre destndtonteddress iy ehe local address

m an interngt termnal, a 15 | ocal
r

of BBk Eipase BEkRIna, Fad; vadn atmavds dbe anficehatata to the
inBatatetPeeAinAR With 5&@%&!@@6?&&’?@& Toral YUGEAS being

the sender's address " ncluded In pacl
reglgisardadar assoaveariséonotabte asl fixedvaddiregsele in advance.

, _ sl fixeduatidreg st

ThRERIB eniC dRIBES inba abEqtinoRguBsaRing tacsmmence a
3 | "byneRguesacing Wncrommer

SO gDt It TRFin Ehe IR Byt 2Rl YR 7% PRl side.

of tHetheunethodhin vemidir an imernetiteeminal gdveforms polling,
s port nunber of the

i inal, and th der’ :
ork e R PR b s vl
locHigsadke&dcP bl §8nPola 'E%rve?ihﬁgt?% it f{é?:;?‘édg?%%lugho?acket

response gl obal packet that _
to athensesver nappasatusr after i ooaveetingerhhmhad;ehd@ﬂst heddress
. : t.h t cifies the ‘
T TN G R P ——
I natl ) . : i _
comesttingt tvn RUH&ESS Pt Wlﬁlﬁ e Pﬁoﬂ{%gﬁ‘gg@g into a

included in the response 3 pac I nt I
porgRpEker yhichecantlee nised énnthalroatdr.t heVbest thiat idone, a

. : f t, t inal wth reference
selP 95t BMERMn . e SHAE ! WA bt Mo oA e ernet

terminal, the global address of the router, the sender’s port number

~of the internet terminal, and the sender’s port number of the router

is to be stored in the conversion table for a specified period of time.
Then, when receiving a response global packet that includes the
details of a control intended for the internet terminal from the server

- apparatus, the router specifies the destination on the locat network
- by converting the destination address and the destination port .

number included in the response global packet into the local address
of the internet terminal and the destination port number of the
internet terminal with reference to the conversion table, and routes

| the packet to the internet terminal.

Fig.13 is a sequence diagram showing the flow of packet data
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the packet to the internet termnal. Fig.13 is a.
sequence di agram showi ng the flow of packet data gpa.Rh 2007
March 2007 to be sent for controlling a term nal

apparatus at home in accordance wth the conventional

pol l'ing method. The conmunication systemis conprised

of a server apparatus 1301 for sending a renote

control request froma user in 5 an outside |ocation

ta ob# tsent nfor ajppartadlisngt éﬂOt@*mméPUthal'ﬁQ@sf%rt home in
bal and [ ocal addresses

aéﬁt‘é'rc"‘%a%‘@F&&&&%‘@S&‘oﬁ%ﬁ‘%aﬂe&qumm@ho@hd hone
net WUTH@ L%k%rﬂﬂmté‘h%rr{‘ets éI[H n?% %&%ér?é%gor%ﬁ na server

controllin one appl |an and t
a@@at‘héu&drﬁOblfOremmﬂ;mg Hordinetentennes| tefmesafrova03 user in
the server apparatus

ar] 38t fe SRS Tora ermiAlet PEREREUS B tahpReener dauter 1302
foremeiingra r&dnvé’&%nt 'b%rtﬁvée?r 3%1‘6%H|r8'n Zgggfég:dr Sses and

t he user of a e term evi ce
r%ﬂf&@a@@@kee@at@mwe@ntdmetenmﬂeandthbmmrﬁ@dwéﬂ@s? and an

it AP R RR RO P 36 0% o Harak babpRse and the ke

adcordingltd ehbecosarIl @ qdsy. sender information,
destlngtlon |nfornat|odﬁsuc as the gl obal address

of tH&er mLﬁQi'meltswrmnaahmMMnd@wlo¢$1lepEn:<etl:?r}‘%):3704 to the
acke

sef & et 130 iEhrlsr TR '»«?rié"awért Begeis any control
reqerstiat nwtl | WheipBheok!isch 2 rt6Pregillet floh &l Bber of a

a connectionl ess UDP (User Datagran1 o ocol”) 'isu
mahilg t:%rrﬁi‘u'ﬂal:ede\dﬁeprth@csﬁrvema@pmmtms 480 brsersd$gto the

e YT 3850 PR o A GBTIL: 05 V55 125 T esponse

er V r
T RIS SLID S o e
cop

sendgr informmationsl destinatmmdnfigrmnatidie saltdves the

9158 Ababbet s volleP T e Bkisdig ol hogbRainternet

temnmaielsm@n—eeént@s g rakpbpdd Wcélp%'ci()é'tn%b'?etﬁé’f%cludes

addr ess
the control request, and a target terminal will be controlled

accordingly. Note that a connectionless UDP (User Datagram

Protocol) is used as a communication protocol.

In a communication using UDP, the router stores a
relatlonsth between local and global addresses for a certain period
of time. Therefore, when the router 1302 receives the response

global packet 1306 that includes the control information at an

interval corresponding to the above period of time,'it is possible to

- send the response local packet 1307 that includes the control -
~request to the internet terminal 1303 by specifying the local address

of a terminal to be controlled, with reference to a corresponding
relationship table. |

Disclosure of Invention
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of a termnal to be controlled, with reference to a :
corresponding 30 relationship table. D sclosure @ffarch 2007
I nvention -3 6 March 2007 However, the use of the

static | P masquerade nethod for the router requires an
ordinary user to nmake a technical setting for the

router such as assigning fixed port nunbers used by

t he term nal apparatuses at hone. Moreover,

al t h%ﬁ%‘ﬂg{"ﬁhgt h@ise ofelie stgtics n@@@ﬁ@quaget@emochfor the
rodRak dl'réﬁ é’r‘n‘%r@ﬁhﬁ’? §’e15€6‘fh%?<e Qrt%‘qh Eai"%‘?—:tﬁmg for the

user e renote C r ol I ances
rotderi suchws assigreireg smeedfp@rmnuimberrbarse@w Cthk@.erouter to

di scl sed on i nternet network, there a pot ent i al
teFiipal » e PpA At HgEs Qéemﬁty MogegVverkonait gwglan&éust and
selc iy POy ?&%@%ﬁglﬂ&tbof& R UeH Rsrridd rcguf’%fét%eéﬁ Wervice |

accesses a ers renote control Tnforfation

prexider @nd measehiwbenvbhke rerhotalcardrioétofi lsoawta;ipiwances is
termnal..to a serve ap ar

ternet
cabfied bitosineg Hpmsific, nGrt RRBERSH O daRcoBisalossd on an
|nf@%@hetﬂo?kntth‘éreaahé'ﬁol%}%?FFP.:‘?@ ésstﬁté?ﬁWﬁesecurity

fact that there i's a polling interv
(ergr Bonke gppdidnce iamnisoperatediidud 2o simakcimus third person

wHE BIcERBSES it kahfhen Replor fouses! intpEmaRany af rample.
a ceMedinwRAEl O HYN th MRl pRIGANFs COSRE' fHidiA an, internet

security and d fhe nenory capality. of the router,
termpinel ta3mseryarap paakéus umm@prassnnptbetpeﬁmgumthod the

impBERla D8 e Pl 0BCPERERL AN chhErST 3 Bara.abptignce is
loﬁe@ééaasé%"ﬂtwé fé@ﬁltﬁ%tt Wfﬁ é%&’éum‘pgjp%té labOTf@ be more

. correspondl ng rel ations di sappear e
Spﬂ@EfHSSﬁlSatSé@Wheln r big. dr3 1302ce oavvaorréspoadmg relat:onshlp

mthe internet fermn
beBRAIGHAFTERY GIBHRT. AkBEsLRE, skatsd"fh, bEF T rBgter 1302
duswpemsofaftéﬂ% fdrtain eﬂéPﬁid toF Eﬁﬁéhf@r W AR éé‘ﬁ&érmng

froma nobile term nal device. A worst-case scenali o
sequrithandhthe onerobry capacity of the router, the router 1302
cannot make a conversion between such local and global addresses
and therefore cannot send the control request if the server
apparatus 1301 sends a control request packet 1308 after the above

corresponding relatioﬁship disappeared. This necessitates the

‘router 1302 to wait for an acknowledgement request from the

internet terminal 1303, causing a pfoblem that it takes a certain
period of time for a request to reach a home appliance from a mobile
terminal device.. A worst-case scenario is that the control

- information disappears in the middle of a polling interval. Also, the

polling method has another problem that an internet terminal fails
to receive a response global packet depending on the type of a
router or an internet connection environment.

Furthermore, under the present circumstances, an internet

- service provider dynamically assigns a different global address to a
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i nformati on di sappears in the mddle of a polling
interval. Also, the polling method has another ¢ ptaeh 2007
a

problemthat an internet termnal fails to receive
response gl obal packet depending on the type of a 30
router or an internet connection environnent.

Furt hernore, under the present circunstances, an

| r el SeL Vi oxj.der i.cal |y i g - )

rolPbFPBien 575 ARPRRSoNL IR ORI ASSLOBRA s, ke 1o

temwheorarilalbvaylse on Eomneleis eraso MDBemndviidr hikeer Sries to
broken. For. this reason, even whe

te rarj | . a user .
aceep Zthteof“‘éd'@@ste_crﬁ'é'ﬂﬂt';té}rn%?“%‘?'_rﬁﬂfglm?%‘f'oé‘oﬁﬂfel'tS mobile
tetiRE M d @Rl KO loutSREE! Bonh&! r@dm@'ﬁﬁh‘?@afibfimcannot be

out side honme, a conmmunication cannot be 5 established
estebliebadt betweeaudemhdemause Hppsatwe appotatusnesnnot

kb SahtaRysaghnd HBbalddiest oM BB orve T
t he Bhongipr ehl eydinasAts ofpry iphe senitoie erfti¢h Nddek to solve
apparatus that enables a control request which a user

the ghgyve Brablems apfnihRrovodgmhodnesfieinakanpasatus that
i t j n ' | ti t :
en BB A R LR T e MR BuCBL S s 8 pfpetbrminal
apwiatrbbus suekas iangoang awptiemge ame] thye kike fusencdnamutside
existi router. The exanpl.e enbodi nepts seek to .
10 3hud B 5rBt ko AtRLII N AT BT LRl UTES B aaEtSigd without
req@RingOa R grERiNgCan & ObyatRENEBsé &3fTh Aadxiskin §ARAIRIYS
romoutside home using its nobile term nal dévice, )
soonT ¢ te¢amirlereribndiinenksmeelete paovidpa Aome terminal

oo RYS RIS RS FIBIAARLEN, BELEISES g Elmin

appabatiis¥nd s saekideohphoriuking ftemaobdlateanhindldevice, soon
apparatus that enabl es information including control

aftext oW FeRASING Shenaoma terming) pRPAERFUS, ¥EFhept needing to
mﬂ@%b%Hﬁca@eH%%%gé'tg éugﬂnﬁogﬁa(?rtg]g r'naqpé’@ﬁéf'é‘ﬁjs and a

even in the case new gl o ess |
roub@rani cal |y assigned to the router. According to a

i rS‘lthe‘;’ls xeacrtnp% etr%%ooéieﬁ%’gmsisneveel?ttioogi‘mtfpc?éea hdme terminal
apparatus that enables information including control information to
be transmitted between a server apparatus, a router, and a home
terminal apparatus even in the case where a new global address is
dynamically assigned to the router.

According to a first aspect of the present invention, there is
provided a terminal apparatus for sending and receiving data to and
from a router that is connected to an external network to which a
server apparatus is connected, said terminal apparatus being
connected to the router via a home network and the router holding

~a corresponding relationship between a global address assigned to

the router and a local address of said terminal apparatus for a

predetermined period of time, said terminal apparatus comprising:
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25 provided a term nal apparatus for sending and

receiving data to and froma router that is connggf.ed 007

to an external network to which a server apparatus IS

connected, said term nal apparatus being connected to

the router via a hone network and the router hol ding

a correspondi ng rel ati onship between a gl obal address

[ e I S '

@ ilEfeddon bliopgiitle BEchd AR ALl Al 15U from

thei serveai @ppeEmatnsl vdppahat usowiemr isgidigan a!i:l]@slt’brielht unit

200 t it ble t d
onkaabls LorPtEels defngnp i Surves Wi Bhadnrgspanding
refact%ﬁéhlﬁﬁg 1Py P fih ‘tﬁ'é”?@&té’i:” EndoPSrsQ?c' 8 ﬁé’rl‘a‘%i 8hbréer than

di ng period during whi 't he correspondi ng
thedualtdlagsnebmcls aﬁeadsemmrrga inberesl, abwhiah $be data is sent;

wifelfl, 578; G Rlaeidr SRL 480 pBEraRls S s BRR" WY data

repeaﬁm@lycabl tore lﬂbuter%mﬂfcﬂhlgetcb aheepdnidiegdaitarval.
repeak’edl y to the router according to the sending

i nt et @I horme Hereina! riapna iy Ay nB§ 1Fe faovftﬁretermmal
nal [ k a

2P SFLG8 10/ PORUANYA Je¥ly R HABKECTLY 19 FROFRLHRATouter

thaitisr nednnechwed k too anhi ektarsal veetwpplr a:bus;vhi;ch a server

co cted, the ho nal apparat us. b in .
apB4RAERS Sl IR, S SRR B, oparatus being
cofABRtéGitidtha rﬁﬁﬂﬂé@{VIaG%nﬁb%é%thFkolé@h@BH%lhg a packet

generate packet data to be sent to the server

genppatignuynit qnﬁf@rbéﬁttm@ﬁner@éeaba@keb Jategbo He eaditntp the
serel W M ERGALAPARE ol 2 5T gES Sending

mtpavbétatdraha:ﬂ sabhgaickern d dita teseat; aaabaradmeuhnicdtien unit
comTuni cati on

routFr, wherei n the g‘ 6 rcg 2007
OPghrkIe dRaSCNAEr e st Rasdatodatal 19 ang from the server
app8pPsai&dl y tq,ighe rougge accor o the
plIE)ntervaI Al sola in the hone te??nﬂg%f appalrz\tﬁﬂési éﬁg\we the
router may include: an assignment unit operable to
assign a unique | ocal address to the
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5 hone term nal apparatus; and a hol ding unit operable

to hold a corresponding rel ati onship between a gl I

address assigned to the router and the | ocal add§§§§0h2007

of the honme term nal apparatus for a predetermn ned

period of tinme, and the hone term nal apparatus

further conprises a detection unit operable to detect

| .0 predet er:m ri of _Li I,Ng,-Whi 1

coRBniriabich UTIE) ZRAELERE, PatkEe; L pYElddicaly and
rephatedly tbeghaidgmtatr anddrdindges thiehaé ntiveg peteodal.

detected by the detectiqn unit or a period shorter |
{ harklsRr ANkl Bam e TeRE D ratUsy ae e minclude:

an®¥&dignnaRt {IMit'dPeRIB I E-sI§8 J BWi§liel DcalBddress to the
connécted to an internet network at all tinmes, It may

hopee prsnina eeparatusnt aod eelppdding curibnopeirakihe to hold a

ot incr TaBnstR paluR el T ol e BB e R ERs 3 ey Mg to the
rogknt ahidothe I9eaV erd dppsy afushd drorheetatrabed| sipdratus for a
Thi s rm{nal low  a real tinme renpte controlling of the

PredetsiBinedr RERQD B thoeusahd boeMBPEMW dierm Hals gPparatus

furtBR addih CtaeddTeQeEﬁ%Hm[ﬁ‘ﬁlit.t%rde%Ieapﬂf" ddtdct said
may further 1nclude : a termnal information storage

pregetespinead peartodt ofe time faltiog nghiioh othet icmrresponding

relgbRiAITIPata brld i e rouER Wi TEM Ehelud A RE BGhiudges
thdthehéepatiod dePeeted ey NaTe detietitd (AHitaPPY pletPod Shorter

gl obal address of the router which is a sender's
thaygaddspednd is §hepsengng iptiabeal-of the router which

. ) n . i it .
one PSR aRy, P TR BV T RIE RS, Ui gouter s

con;mecta@da\mmwntém@ nlaawOaﬁdaE]eadsl anﬂeﬁlﬂ'etl n%iayva\hble possible for
nu er | C correspon tot e term na . n a

a %ﬁ%lreﬁi?%&@s@g%’@oﬁﬂrHPtEt'm?thB%mt'B?fﬁ%_ as a home

apFRaALatAsd WhithiReiflackss diak a h@ﬁ@g@ﬁ’th@ﬁdﬁlr’sib@ to be

second packet generation unit generat contr

~ serjatiem dservdraappachtdes(en dbiet gbobabskiekr chhizoovay allow

cQ nd in accordapce . w th_the control, request, as |1
a rggl Hne tendle coRPald of thie fromet toimigabay the user.
ext Metes Y, thRe server apparatus connected to the home
terminal apparatus may further include : a terminal information

storage unit operable to store the following information included in

the packet data received by the second communication unit as a set

of terminal information: the terminal ID of the home terminal
apparatus; a global address of the router which is a sender’s
address; and a global port number of the router which is a sender’s
port number; and an extraction unit operable to extract, from the

- terminal info;mation storage unit, the global address and the global
- port number which correspond to the terminal ID, when a control

request to control the home terminal apparatus with said terminal
ID occurs, wherein the second packet generation unit generates
control packet data that includes a control
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extraction unit as a destination address and a

destination port nunber, respectively. 5 Accordi Yeh 2007

even when a different global address is dynam ca

assigned to the router due to a tenporary

di sconnection of an always-on connection, it may be

possi bl e for the server apparatus to obtain a nemAy
coﬁﬁ%bgﬁ?qnghggekdéﬂ%re%ﬁt ftﬁgec59 g@%gttagt as the

I'sS I't possible %8 he exanp
gictiealen@abdrwb asna hidne gb:shnahaboappanmmer aexdaeescctrecbedy the
boyv but, al so as a .co ni cat,ion s sten1c Qse

exBRaTaB D1t B naf e A PAIR RS AERESs A0E: P athaation port
nugeﬁggrrggggeggqg and as a communi cation nethod that

includes, as its steps the units of the home

t er rheeerdipgdyat @ emFumhennoa e differesdanglebal address is

o BRI TASOD AL o A BT e 3 PRBR SIS et

of execalwat/beoabevd matiain| ciat invay nBehgrmbssible sfmultthebaserver
al so. under st ood that such program can be distributed

apppLatee dPaP htpifed Bewly P eaignvss siaRatadeins saef e router.
as ‘N@ie ‘:gg??fﬂtséf&ﬁf‘lérﬁ:db@sﬂma T &é@@ﬁ?blﬁ%‘%h‘?ﬂodnments

net wor Accordi'ng to a second aspect
to ;imeesminodradamsi amomfertermmaﬂ)rap/paimtl.es .endaacneb)tecba bove,

L use W er m na parat us r endi ng
bubTalE af v ang ot n G il St P dsed” of cSUch?nome
tereaiichpgararas, @hbermemah\mthetéemmp@as«%rt\agr and as a

apparatus is connected, the term nal Egar at us bei ng

comne&@aonomﬁé\q%ah@t inichudgsa aseitroste padthaeunits of the
re I i_0

noff EEfmifhFBb 36! SEBPO ARG, B3 Aol b e SHAents

arac&isessapableheftlm.mgmmapmeatas dopragpardehaitncaedes a

eri,od of ,t .. Sai conmunj catji on et hod conpr.i sin
coRBIS 13 ShiEdiks Fore GOUEE Lhe Shave A un LA tian Method.

It SWOBIRHES a¥dd Jﬁ@efﬁ%‘ﬂ thaed fed gfrbgq}%gﬁat . Oﬁ‘algﬂ'lbuted

period during which the correspon ipIs
viahgedording hmediat sucha@s B¢ Disngnd §P+ROMeocas ewelhas via
riod 7.6 March 20Q7_.as a g

trahdfoliih R Rfipflch 242 cofamititat i heGioHRD i o

According to a second aspect of the present invention, there
is provided a communication method for use with a terminal
apparatus for sending and receiving data to and from a router that

is connected to an external network to which a server apparatus is

connected, the terminal apparatus being connected to the router via

‘a network and the router holding a corresponding relationship

between a global address assigned to the router and a local address

of the terminal apparatus for a predetermined periocd of time, said

- communication method comprising: sending and receiving data to

and from the server apparatus via the router; and detecting a
holding period during which the corresponding relationship is held

in the router, and setting a period shorter than the holding period
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sendi ng and receiving of the data, the data is sent
repeatedly to the router according to the sendin
interval. According to a third aspect of the presgrwamh2007
invention, there is 5 provided a conputer executable
programfor use with a term nal apparatus for sending
and receiving data to and froma router that 1is
cQn t t e ri
as R eeiitn; DTy RN IR NE BRI e AR I saic
sendnmgcamdi regeivieng ofithe dafa, thaewarils, seamtjrepeatedt\,eto the
hfl di n% a corresgondl ng,rel atgon‘(séw‘litp 10 between a
routehaccagaig 0,5 e dREC er and a | ocal
addrgeéor®ing 86 4 @hl’ﬂd"é%p@@@@ﬂaﬁh@ [fr%rse@ltpirrﬁﬁﬁ‘iﬁbﬁ‘ Bére is
period of tine, said n‘guter execut abl e program
previdrd s i Mpsrtpnt exeeutzblanireg r@rmgfcarmtts@jeVI@bea atgraninal

2SR5 TaF SERdVLY B reEERIReAole, CoRR Brpird o8 that

is exAagichbdetpaegerte ovde neparoH mtvmhttauaes@r\d@t aplparatus is
of ahldhn eri dduriqr}gjmglchthe correspondi ng

COPEFQF‘? P&elr el BRIk BIR @ COTHHRL IS r‘ibedTOLHﬂe" via

a H@E\'N%qikShahHerth%h?ButtQ? A8l dinmyp éjfééﬂ%@r?dln?e']‘@lﬁglonshlp

interval at which the data i1s sen
betwreinng glab@!raeclxhraamgssifg nerda tadthes rontedatal adosaehtaddress

eatedl tothe out cordln 0o the ,sepdin .
of YR Hinal 8pbaTal i gtk ¢ AradeErinliedpaiigaSSEIlRR, said
completdr @xedeifel B ropiravh degnfp EemgNi €aki ity dastutable

conpri Si ng. a server appar at us connected to an

pregianaPdRePMBFRb & te Gatsra sppdiaguenddinraiviag afodata to
anaetf%ﬁt tf?@digr\/%fét%ép@?bwsc@nge%% tl% £ eér'ﬁ"i‘lno(f%@puter

net and Wor K vvhere n-sai d rodt
exacumbl@pongram ceddat opesable tbetavess aadgteadslabnaﬁiﬂgadmlding

assj gned to router and a |.ocal dres . of said .
pe gt Aningowiieh L4 o rreap e iBar RN BB 5 Pelfin the
roed, aﬁ?&l%ét%fr\’%mt R Atdio AYPFH £8%h holding period as a

comuni cati on erable to send and recei

sendinghdnteomsat dvbirlvéheagptadisusent a vebeted0in dineesending

nd an nt, ynit ble to detect .a hol.di
andd2 B At AT IRl o0 BtReS haf 5PRatd1d @ Pe outer
acd@ldinigntéah® sewdeng imRdvhe, set a period shorter than
the hol ding period as a sendlng -7a )

According to a fourth aspect of the presentinvention, thereis
provided a communication system comprising: a server apparatus
connected to an external network; a terminal apparatus connected
to a network; and a router which connects the external network and
the network; wherein said router holds a corresponding relationship
between a global address assigned to said router and a local address

of said terminal apparatus for a predetermined period of time; and

said terminal apparatus comprises: a communication unit operable
" to send and receive data to and from said server apparatus via said

router; and an adjustment unit operable to detect a holding period
during which the corresponding relationship is held in said router,
and to set a period shorter than the holding period as a sending.
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6 March 2007 interval at which the data is sent;
wherein said communication unit 1is operable to %efﬂlg
the data repeatedly to said router according to t rch 2007
sending interval. As described above, in an
environment where a router is 5 connected to an
internet network at all tines, the exarrple

in @Y Wrﬁcﬁlﬂ d%tEQEtgeﬂJlt 808651%8 feation unit
I nter net term nal such as d app {'Shce an e

is blf:ien‘a;madmdsensil deeaid@sepéaﬂedm tol s@ial reute) aczdvreding to
sent |mred| tely froma server apparatus (on the

thg 2ding daje ‘(/%In when the polling method is used.

Accopdi aak¥ribdd b owy, be %Qﬁsérb\lr#ofn%eﬁtuﬁl?{eﬁenaa'?'outer is
outside location to remmtely operate the internet

congeatadl tmsaaemh@rm@mseetwqréca|at|aﬁ tigiasy dheobékample

erl SR EEING KRR e Bk0ERe! B 4B A

suahyas gchonwlaglﬁicamwge\d bhediké Iﬁﬂacég |h@u<tlﬁra house (on the
cordi.n y just getting connected to the router

oGSy o is EGF‘EHQ%@@CLIE% FreiPnse My arpara tégcion the

gIG’l§af M@FE‘V&?WHJ@ tﬁewﬁbﬂhnﬁo%éthwl)@%@%%d‘m%cfoq’fdmgly, it

home [1Te") Station" can re operate h
magp plei mss@lerfomaansenumanaoudisaie bmnaﬂsongtoarantnﬂeéy operate

thd SHERERs BBl a78) e e HouPe < ST L LGRS mobite
temhignadeniéer ent gl obal address is 5 dynamically

assid%ned to the router due to a tenporary
di sdBRrreeviesn sibreatheal Rallingnmeadhdtisonsedi frfethe router,

th@'u%*?—ﬁl |sp|"i‘8{§‘f'5q|.ftr88rt‘ooﬁhg%|é¥ %’E{whmfcra?@r{(%\ﬁlgﬁ’gs ta set the
t erm nal arat us accofr t resen en
rommmh@emnmm@lppdr\,agust gaeﬂbt:agcboaare\cetedap@afrai Lmuter the

e st or ernet tern1na| i nformation,
us&h She pultciaddm Sdas i RO peARRRAT A8 SBY S Keraghi (a
assi gned. global address of the router and to send a
control request fromthe nobile term nal device of the
user. For further |nfornat|on about the technica
background to this
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appl i cation, Japanese Patent Application

No. 2002- 261590 filed 15 Septenmber 6, 2002, iS ¢ March 2007
i ncorporated herein by reference. Brief Description o?
Drawi ngs These and ot her objects, - advantages and

features of the invention will becone apparent from

the follow ng description 20 thereof taken in

DR g ot BB Bt B S eAD oRerpke home
appBabcay friggh aficutside l%c%%ﬂﬂ‘i”i‘k';iﬁgdé 0B EOMha Pl evice.

entire configuration of a conmunication system
ﬂ ! - ;
Thiscaawsyaidyamatic inspremsouent in thie goavesience of such user.

f ) ] ' how 2 :
apparvie 15, Mre, PEYaR, WEKL'S JfFerERt glohal address is
dypparigally assidried tbitke mu?ﬂér?éuél ﬂ@ﬁﬁeﬁg@?g@;\ﬁaisconnection

onnected to the internet termnal. Fig

0Ty, Wg?&%i%?ﬁﬁﬂﬁ_%mmgsm argleh&ltpdqcékeﬁ islaperiodically sent
froff L home Meetiviipl SARBRERDG HPerEpd & nthe present

ingentiurte thesenadd dppheneds Pyrideudt sereer tEFaRRlus then
the first enbodi nent when sendin :

accordin ég ! I W ! 'g a
StoERsy ”’155%!3 termifal dataimpsianditdsl possibjesios the server
I=A-G | a I t re, of 8,0
Ao SOVREAN"S FER Sk g ilBalrEadled; orftfe router
angdetariseald accon tiol g-dquéstefrbim the aidBIETRMmINEl Uévice of the .
a _reference di agram showi ng a correspondi ng
USEH ati onshi p table held by the router according to the

firs ' heh {1 fl I O a -

pr_ocg?jﬂ?lé?; oi I loweg b?/ﬁpﬂegbégir@gle g%&%&?%&%to this
appdcefion r 3apaniese natevheApbticeitiond N6 2@ 9981590 filed
S %Cket f;éngblaﬁér.ou_ter and sendi ng back a response

e§| gHAPep Lok Sh Gapasatedohergirs bys rafefiengem

showi ng an exanple data structure of the response

| obal packet generated by the server apparatus
Briet Desayiption lof Dirawinglsodi ment .

These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the Drawings:

Fig.1 is a schematic diagram showing an entir:e configuration
of a communicatio_n system according to the first embodiment. -

Fig.2 is a functional block diagram showing a server
apparatus, an internet terminal, and a terminal apparatus and the
like such as a home appliance connected to the internet terminal.

Fig.3 is a sequence diagram showing the internet terminal

- according to the first embodiment sending a local packet.

Fig.4 is a flowchart showing an operating procedure to be

followed by the internet terminal according to the first embodiment

when sending a local packet to the router periodically.
Fig.5 is a diagram showing an example data structure of a

-8-
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Fig.9 is a flowhart showing a procedure followed by

the internet termnal according to the first 6 March 2007
enbodi mrent when receiving 15 the response gl obal are
packet. Fig.10 is a diagram showi ng a data structure

of the local packet data which is sent by the

internet termnal in order to obtain a holding period

[ ' the. rquter, hal ds a corresponding )
Lot Eo'@n@%“&é?&%@i\étPSdate%t: Eagminal acgpeding to the first
earkivdignenthen the 20 internet termnal is activated.

Fig.11 is a flowhart showi ng a procedure foll owed by

the Ffigt@rist a erafergneecdiagnamt oshibevitig sk corresponding
duri ng

ﬁﬁ%ﬁi t opt.ak ni.ng ..t he holing period .
ref I'c gtﬁrﬁ@ r%gl}?'reér ﬁ%%s ba}’gc[:.)'?ﬁerrg'@ﬁ’rt a'&fé?" 188 oko t §he first
embloetimenpol ling interval at the tinme of activation.
25 Fi 1; Is a functional block diagram show ng a
port &F9skriver flewshaetvehowingr at ysomed uree folloavedt by the
' [ second enmhodinent. Fjg.13 |
seh SEF IToafIill SetdriinanBurie T St Benswhdnareceiving
thee giebal fpackentfirohh i tige ardfteF BRld %fdﬁ‘iorj{‘%é‘ék he"Eesponse
!i ccordance ,ao with the conventional polling
g ?rﬁf’ﬂt?@.‘:k&ts'io tBgere¥kercarrying Qut the Invention -9 6
Mar cpj i : | anaf | I.S_Qiven of a.c ni cation
syst EI 'gglﬁ:mlcagi@o@agééwgﬂgi ﬁﬁe‘?)ﬁ%mm& qgg%H&E“f@ of the
respoose dlebal prd clepipgealeuat i t gﬁfgﬂ i
i.pveption, rFtﬂaih refgrence ?g%gﬁﬂ%ﬁgéﬁ?\é!‘e gtccordlng
tottﬁé’ 'ﬁ?'éﬁﬁ@yofjémﬁ%l at hone according to the 5
pre t gi ty [ L he characteristigcs, of a
Foutalonth LrpioWlias, SHoiNG, A defiesiuls foudwedt by the

Intesnet derasinalaccording totherfipsPephbodithdheWH! Feceiving
there i s no ee‘j to add a new functionality to a
the gesapnsesglabal pagkedmmuni cat i on usi ng a
tq - . t hol d
Cor RSt s PR ingtat S, Mt o ate toca

correspondi ng (el' ] ! =T :
paciet data abhickuisisesst loylthef pitepnee e hminl if8r@&r toBbtain
i_ e, of sending/receiving packet data, since

_ at, the t .
a hql(flgguﬁl@ﬁm dHEWErWhich the router holds a corresponding

relationship between a local address and a global address, when the
internet terminal is activated.
Fig.11 is a flowchart showing a procedure followed by the

internet terminal according to the first embodiment when obtaining

'the holing period during which the router holds a conversion table,
s0 as to detect a polling ihterval at the time of activation.

Fig.12 is a functional block diagram showing a portal server,
the server apparatus and the internet terminal according to the

second embodiment.

Fig.13 is a sequence diagram showing a flow of packet data to
be sent for controlling a terminal apparatus at home in accordance
with the conventional polling method.

Best Mode for Carrying Out the Invention

-9.
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there will be a response fromthe party on the other

end of the communication or not. In a comuni caki %chOO?
using TCP, on the other hand, a conversion tableh? 0

be also referred to as "corresponding 15 rel ationship
table") is generated when a connection is established

. between parties on the both ends of the

conmuni cation,. and_ a porrespondihg relationship
bet wBéh eXPlaatiandissdivenl ar gd osammuuticasion ssystem that

inéS S0 AL R, eSS RF R S A Br i@l dBBratus
actoveding ao 2eupidsadisinvendbar asitel reféesned ta tifijures.
in t“e Caﬁﬁ of  usi n% ubP.  ( (First Enbodinment) Fig.l
is aNodRe ?Fctﬁﬁalﬂ amekolrgiaal aft ihemeeeidingoto the
présefLIRTRINGR LNz BX THETLASEARLCARLCE BF G ibhE: when UDP,

whithsis earbodhmentiosle2S phetecokrigadséy hbath contmalnication
device 130 in

i nf ti f bile t i nal
P AT SR e TR Gy b G5 & mebs doeiianality to
a oYM gtsél’ Mala &o MEnicHEE CBE%@'%a%bﬂH f:léi%ﬁ?@%s uDP
i s conposed of a server appara{]us e |caFe to
proteadd¢ @i reutenbbide at@mesplo ratidrel3tidrshipbetween a local
aadPBEL AN AP Saiees By lcn S e iogro s at the
i O Tena g LRIV plckBt Bl Sifce RS KRG Ginether

theremwilla beowt enespaindeofrooutthey peatyebnddha bthéetawdnof the
external,.and | o aléﬁgtmorks, and agn internet_term ha

COMPBUNLCAHOBY Of) a CRARENAAtIENOHE I JGeron HRe pther
hardblee cew@r%%ﬁ%mwbg%@ refBfred N %Ist 2@6A5Etéﬁonding

above networks are on"an -on stafe usin
relatiopshipl tabbet) imdeaneratedewhen & lcoamheckonoik estdblished

berlEeh o iet g U e 248 8P S AR AesHSh, and

cortedpbhaIng FaInHBASA) Hefedf? 2 Iesl HHALSY " Bioba

address, istdeleted wthawsuch connection is broken. Thus, the home

internet terminal apparatus according to the present invention

utilizes the characteristics of a router in the case of using UDP.
(First Embodiment) '

Fig.1 is a schematic diagram showing an entire configuration

‘of a communication system according to the first embodiment. The
-communication system according to the first embodiment is

characterized by that control information from a mobile terminat
device 130 in an outside location is transmitted in real time to an

~internet terminal at home.

Such communication system is composed of a server
apparatus 200 dedicated to connecting a mobile terminal and a
terminal apparatus on a home network, an internet network 120, a
mobile terminal device 130 used by a user for sending and receiving

'rem_ote‘control information to and from a terminal apparatus at

-10-




10

15

20

25

30

io is connected to honme appliances such as an air

conditioner 103, a rice cooker 104, and a DVD VigQg8ch 2007

recorder 105 via radio waves from the internet

term nal 110 such as "Kurashi Station", using a

comuni cation protocol such as ECHONET. The router 101

i s capable of routing packet data transmtted 15

bet ween the external and hone networks, converting an
hdmeaoamesm:terdd]shrfcberdutmgrpahﬂm‘eddea ihrsetvaeghodrternal and

lo88E I TES Ak Sachel ains B tERRE EeHRUSAL 1 16 o gock @fauthich are
co‘?ﬁf@éﬂé@ﬁo o@@‘?ﬁ%ttﬁ@rt\ﬂaté‘ec teedil'“ﬁhréE]%‘s‘é"ﬂfcﬁrﬁ'ﬁEnhE‘Etmn line,

nmobi |l e term na 20 device Osuc as a no
Najie tihat iherabase nafsvo desd recomiamblway sromsitate fusmg ADSL,

de_| dth aratus 200
Oﬁi&E%uﬁﬁ%ﬁﬁé%gqiE%f@Fﬁg confrgerﬁ;orﬁgﬁlon sent by the
user 1angl loeafinedwérit a a0 thigt ?f)ﬂ?ér tl@lmrﬁﬁlteé%ﬂéﬁmmg and

home, so as to renotely contro me appl I ance and
OUttB@II‘IQMbaCiQ&Bt dota &0 anddsoshbhe hcws'r‘e tn an nmecgradsedhmanner

and, Wit BT AT he orLBY a aiiare nside nhpme are

cofipdctedLed dathsethet ¥ihNEANedheatiRsd |iker ve Is%oFﬁi@%%ter 101
200, which then specifies the global ad ress

is comnectegh terheme apganeesskch @ ag alrusendutbpmer 103, a

FckELSBRRES PHTREl 2 BOBEGHEAS AR s Mg haves rrom

theppatatnst 1@ mirhlt he1bi kaidlp B8 G‘Wr{a@'h' e@ta%&cﬁ‘l“’b%smg a

packet. added w th the gl obal address, the term ndl
cogHmtigation protoeohsch asoECHBNET nport antly, since

the arl “Eh1' % PShLBIL C3F Foubind R ke Gt T e mitted

i nt el gt e RAl 1 hd BRckef |
betweent the externai pard Hd ﬂbthﬁk&O%ﬁve}Qﬂn %ﬁ'Iﬁaﬁﬁdress

hold a table that shows a corresponding relations

deseripgshin m §Pdreadendresm aafglebah@dctr@satqmlmt address,

he; pp .
and e A PSR A G, DB Rh B s
prm@tmﬁned'ﬁmmmidmv\s control information to be sent
fromthe global side to the
Connected to the external network are the mobile terminal
device 130 such as a mobile phone by which the user can send

control information from an outside location and the server

'7 apparatus 200 dedicated to receiving control information sent by the

user and sending it to the internet terminal 110 at home, so as to
remotely control a home appliance and the like.

Dotted lines shown in Fig.1 indicate the flow of remote control
information. Control information sent by the user of the mobile

. terminal device 130 is sent to the dedicated server apparatus 200,

which then specifies the global address of the router 101 on the
home network, using a user ID, a telephone number, a password and

the like. Next, the server apparatus 200 sends, to the terminal

apparatus 103 and the like to be controlled, a global packet added
with the global address, the terminal ID and others. |

-11-
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| ocal side in real tine in a comunication which

handl es a UDP packet. 10 Note that the home appkidpeg 2007
103 and others on the local network 100 are

wi rel essly connected to the internet termnal 110,

but the present invention is not linmted to this, and
therefore it is also possible that contro

information can be transmtted with the hone

appl iNaoe mﬁ)mrtandrtmersanhel ridpec olowsit golatloet his | pealodlcal!y

trgfstiitiedgram Sndntemed feaiiadl 2353k fomedn' thi present
mg%hﬂéﬁt ;ttlgrgﬁ'wﬁ'b!éjfgr ’cﬁ'é‘llrchﬁ‘l?erI £0! ﬂ?‘blwé@z@%é‘wé th¥le that

i ke such as a honme appliance conn
shiavesi at@rmespm‘rdmgaremmngblmmmaartm@nmSadaﬁess of

oA A SRk S s
horaekfi thet aaseswhiepd B PUSIG st h”@ém Seng Ptrotocol.

information to the control information
This allewsandrol iinfermetiar taibasentdrom the gkmal S|de to the

{ Ce S seryer. ap t Q0 |s conprise
oGt ST il Elplf L D68 ¥R RHeT P e, Wi ddrle®
padkielt, 202, a response interval adjustnment unit 203, a

control request processing unit 204, a term na

i nf oNogei Bhakitdredomeniapplimmcanti03 packethgeseent tha local

el 8o b6 ARANSHALPBBEERY GhtnLheh ot 110,

but nites \Wes@nt\/\/fmﬁéhﬂ@ﬁkﬁi ndtahﬁntédsﬁﬁ‘tthlﬁn%n?cf'ﬂﬁérer@re it is
the tar internet termnal 110, a response gl oba

d?éé?s'gé&\éﬂ’ﬁtteﬁoﬂ‘ym|hmf@§6k®ti0gleﬁénab|eobrammltzt@al with the

ok s i A R GG D Al rwor

direictbessi ng unit 202 decrypts the gl obal packet sent
by the router 101 and encrypts a response gl obal
packleld-2oiheansexample Hencsianal hdeckpdés gemms shapging the

senﬁé%llr ?&déﬂé%u’sszg?:%é”mwmet %e?ﬂﬁh%qtifﬁ, AN the terminal

1 on proc
apparatus 103 and the like such as a home appliance connected to
the internet terminal 110.
The server apparatus 200 is capable of receiving control

information from the mobile terminal device 130, as well as

~constructing packet data resulted by adding destination address

information to the controt information and sending it to the target
internet terminal 110 on the local network. Such server apparatus
200 is comprised of a communication unit 201, an encryption
processing unit 202, a response interval adjustment unit 203, a

. control request processing unit 204, a terminal information storage

unit 205, and a packet generation unit 206.

The communication unit 201 obtains, from the response
interval adjustment unit 203, a response interval at which packet
data is sent, and sends, to the target internet terminal 110, a
response giobal packet generated by the packet generation unit 206

-12-
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The response interval adjustment unit 203 reads out

the polling interval included in the gl obal pack()eltvlar h 2007
sent by the router 101 - so as to deterni ne an i nterval

at which a response gl obal -packet should be sent, and

passes the determ ned response interval to the io

comruni cation unit 201. The term nal information

storage unit 205 holds a table 205a in which a set of
viariftoz iatéoreti netwdirkgl 2 &otbrdinagtd rsmhnﬂéspbns% interval.

SenddNEEnEHNIGE PEREE G Uer02 Goy Aigie lobal packet
semchyqeed ré‘uié\elb‘ic%\@%héjrgg%o@%s Sﬁggt%ﬁﬁﬂil ?}SEEE‘E to be

i nternet term nal et geheration uni
Se@én@ thegcatesshdhse @Eﬁha.’BDE@cAES onthedploeds tisetif®r this

f [ h ket
r&g &h‘%’?a%ﬁﬁ'ﬁﬁzag %’B%‘lqéreg% IPHe :Jlegt [ ﬁgfl gn addr ess
and The régpbhaat 'lﬁﬁeP@éF i uag! 20 Fedls! BEit the

t abl e 205a stored the term nal 1 nfornati
podbngdgde vt lrm:jﬂdmiyng tlh&egdebai palckEDsrm‘ntabyttd'(mmaiter 101

sogB9-tE s Tyl 5N in Lo bl Sokpith o Gespan s dlobaly packet
shatdidnse sda3! oMl pasedf ﬂﬁ&%éﬁ?n@ﬂﬂacﬁ?@?ﬁbnbﬁf HEBWVAo the

to the header part and adding a control’ request
copymiHngatiod umlh@(l]h-e control 25 information to the

ot THE B! BH B neSidtein N5 hfs 3 table 205a
in Rehwdr kSserod th'ﬂ@rm‘ﬁt%ﬂetnélﬁﬁn?gaﬂmel?i&!éﬂﬁ'n OfRdiination is

i nsi de the house are connected e extern net wor k
staned asectegnieal 1ioformatiamt d’@\fat@rmmﬁerIDsotlTee sender’s

adbULEh A e 5518PS AR PR TR sRbeivea

[atrsikpackebisemt by the onterndPt rﬁq ﬁal Imr ed to a
g%tgr of g&ch |ir(1ternet ser vi cg -I March 2007

pr ovi e Racket gea@|ra§me1nntszoﬁe@eaenatasoat hespenss global
packBRE ¥3sABse" Sl e diBBHL “BalkEl-cc WorE LERES ARy, the
packet generation unit 206 specifies the destination address and the
destination port number with reference to the table 205a stored by
the terminal information storage unit 205 using the terminal ID of a
terminal apparatus to be controlled sent by the mobile terminal
device 130, and generates a response global packet by adding

‘destination information and sender information to the header part

and adding a control request command including the control
information to the data part.

| The router 101 is a routing device for routing packet data on
the external and local networks, and the internet terminal 110 and

- others inside the house are connected to the external network via

the router 101 in an integrated manner. o

The router 101 is assigned with a unique global address by
the internet service provider (ISP) 140, and a global packet sent by
the router 101 is delivered to a router of such internet service
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recei ving control information used by the user in. an :
outside location 5 to renotely operate the home g nfarch 2007
appliance 103 and others at home. Exanples of contr&i :
information are "start the rice cooker at six" and -
“record a TV program starting at seven". The nobile
termnal device 130 is al so capabl e of receiving
informati on sent by the internet termnal 110 such as
prowédendi ddwe hecahpacket és thaer seatito fhegeaverdpmEndtus 200

one f herno sensor and a hunan sensor- and
astﬁed‘?ggb.atﬁﬂqcﬁ\éé'f %é? '?‘ﬂéwﬂﬁ%i le term nal device 130

specThieetnbbéle teérminal ARAREALBY §§_§%éﬁ@Fﬂrygending and

operated and sends control request information Y _
regetvinggcestinekirdormatine weeddry fhpansenin Bh 806side iocation

to%&?&u eésﬁ Sﬁw%gﬁ?h%‘g Féﬁt@ii%&‘%{ &h%r %n‘?lf’qur? at home.
Exaen plewbfamral infoanabioh afe “RARELAE ric€ cBBKRr at six” and

appl {ance, 103 and others at home in an integrate )
h ﬁ’!&?f ra ANd RO BERestatting afeseyerndt 1Thevimobil dedminal

h i ke. at j ocol. used on the hpone
degied ofaD) 18, AR RTINS a0 PeLE bR s Ehation Sanf By the
integHaETerminal que 0 eerth IBwssindicati@natht @ torder is

internetcaerni al 110 by the router 101.7 The i nternet

Pre@raininedy18nG Aepsertdrem aa cinaumicc sangor amd a human
j on processing unit 112, a packet
seé%%@ra |§ﬁ y Gnit 113, a polling information storage

uni tTH&4userpoff| tihg hdlsileaterrihdbtdeiceini30 13pecaids the
a control unit 116. The communication unit 111 sends a

terming! FRRaagEnciui ke repatelypapenatgshand i sandsi wcontrol
request BISAORIIEN By | dERMAced FfiBoLalrtd Tha, s8REF diSharatus

ppar at us . _ _
200 cdedidatatd do Ulnétre’lrﬂ]btesoﬁéﬁaﬂdrﬁl‘c)lfzﬁé*rhméIhabp'atratuses at
sends a local packet to the router 101 periodically

hom&or di g to a constant polling interval detected by

oo TR Sl B b Sapdfy 4ot o
mahagahgpddieethome appliance 103 and others at home in an .
integrated manner, and is connected to the router 101 via LAN and
the like. A communication protocol used on the home network is a
secure protocol, an example of which is ECHONET. A unique local

address is assigned to the internet terminal 110 by the router 101.

The internet terminal 110 is comprised of a communication

~ unit 111, an encryption processing unit 112, a packet. generation

unit 113, a polling information storage unit 114, a polling interval
adjustment unit 115, and a control unit 116.
The communication unit 111 sends a local packet generated

by the packét generation unit 113 and receives a response local

packet from server apparatus 200. In the present invention, the
communication unit 111 js characterized by that it sends a local

packet to the router 101 periodically according to a constant poiling

interval detected by the polling interval adjustment unit 115.
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be sent out and decrypts a received response | ocal

packet. Note that the encryption processing uni t61‘34%?ch2007
al so uses DES and the like for encryption, as in

case of the encryption processing unit 202 5 of the

server apparatus 200. The packet generation unit 113
generates a | ocal packet consisting of the header

part added with address information and port nunbers

of bdtite enerypiten pretadséndamitnat2 emcraynatsod lokal packet to

b& 8 BtaBcAl ctkb o itid e haSBrical Packet! Note
trenpEeldrrgRtiodNoraeidding LRIO1TD! A SIKRISEIMAG the like

114 holds the term nal ID™ and the passwor
qro%"r'l@fwahl@l@, asein ther aasetal tha@ncryptiahg mtéssigg unit 202

115 detects a polling
meréglbegdé#\é%gﬁﬂgs Lﬁ&@d packet shall be periodically
sent The tgeckdS geneeatibil,umief 1 't}érﬁéré‘té‘@' 81 I8cal packet

peri od during which the router 101 Hol ds the
C%’lﬁ*ﬁ’é@ﬁoﬁﬁu% e adebRdtpaddedewithdaddnesstinformation and

ot bSEA 1 SEXBlr DS SRR RS A ene o

pat@adddi withalatapeakhtas ac&egbm&m\!aqlatcwmn% response
the user using the 20 nobile term nal

d by
is 383 I@Q’Ei@ﬁ S8RVEH dWPSratls @84 on, and p_erfor s
trpl jnfarnation.
foal ﬁarge'?ﬁ@n@ggélt@ﬂg@%ﬁ:%ﬁggaﬁef houfsdifFkeMinal D
anmuhamhsmhers farciaten tifying thQan@mé@Itmwdl 10.

cl uded | the, |l ocal packet. In Fig.2, ho
Iagpl fﬁﬁc@g dndneryal oaﬂﬂéstfﬁﬁ&tnéﬂit et hﬁn&mtemsla_opoilmg

IntaAc i SBOS bRERE S 0, CAFEERRHEL S co tne

roubeunéetleafefermhg tmiaehobdlngt peﬁbﬂaﬂuiﬁfb Whtdlftlﬁéfr%hter 101
er, these pliances may als

_hoﬁgs 3%@%@&&% il feﬂ@tlgﬂﬁ?‘ﬂléltébé.en@t%rsendﬁ the detected

t h?NC O The hone
poﬁf{)p?llg'r:}%e I ?E‘g?ﬁ}'ﬁgét%% M%%gt ion unit
103a‘fhmatoantrabpjn:anl:iescmttesobswﬁrcbmleﬁb rJh@c;zrflOl the focal
ni or
pagéﬁﬂ“ﬁgﬁ\b‘éﬁ'g%&r qumtmsa I Sgﬁd"é;ﬁ@&?féé‘gﬁ the user using the
mobile terminal device 130 from an outside location, and performs

control processing by sending the control information to a target
home appliance such as the rice cooker 104 and others according to

“the control command included in the local packet.

In Fig.2, home appliances connected to the internet terminal
110 include the air conditioner 103, the rice cooker 104, and the
DVD-video recorder 105, which shall be connected to the internet

- terminal 110 in the first embodiment. However, these home
~appliances may aiso be connected directly to a wireless network, an

electric wire, LAN and other networks. )
- The home appliance 103 and others has a communication unit
103a and an appliance control unit 103b. The communication unit

103a is a processing unit for sending and receiving control
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6 March 2007 information to and fromthe control unit

116 of the internet termnal 110. The appliance

control unit 103b receives a control command froﬁﬁ%ﬁ§h2007

internet termnal 110 and controls the honme appliance

103. An exanple control command is "start the rice

cooker at ten." 5 Next, an explanation is given of the

rocedure followed by the wuser when sending a contro

infargnasion torand foarstide dartiarpi amivilal 6 lof theohiternet terminal

LifF TR Bl itk Wit AL reives £ RoTghl command
fromaties intamntet bermest 120 aﬁal&ﬂtrm@%ﬁé%@&éapgnga%e 103,

generates a frame 2 by 1o | ncorporating a conma _
Arygxanpie godrtredmoremang ishstashdheapiga aookeroat tend’

o asolest, 5 ERRIAnGERITR olVeh b2Be RS cRAb e dBTlowEl By the
usenar bighi Sen QIrng eseo NErol Melg ikt Bo%h e DULsed & N18858LIdN via the

the packet generation unit 206 generat es a response
mfgb@%dilerﬁam&étdeuw 188. 15FicstmimEbetseivemapparatse 200, the

colRREEATRIE BT 201 EREBNS {8 sBEDEhatiest end the
colrolr aegrjvest apresessisr) | oai! Pogkejenardtddea frame 2 by
encryption processing unit 112 decrypts a data part

InGIPaIAting 3 pYmmantoand gadretisegndopcartigdlingethe home

oppfEHCEEng Iokd SOMUSH il SppTHnOTBAS! R s por

_802p ahd gaissemait tBAheoferidry ptésnopseckesig paale202. The .

ends a control command t he hone _appliance 103

d ( to
enaip\ép'is'ﬁé‘ RERECRSINGr RGO SRaTYedst Eoe frameedt, the packet

aeErEaEH) B 206 bERKFHIEL'S YASHINTS SRLATBRCARE, A tne
comdBunieatoves nih@ Gbrgards themgeheranddcoiobal padi@t to the
according to the contents of the

one pliance 103 ( _
-ro'&@ﬁt]‘ﬁﬁ-comnd. Fig.3 is a sequence di agram show ng

pac a ' : | ved t i_ A .
PSRRI YL LSt (EPhEFe 0Y e LhpiRkEIon uni
11 Noeeeives a respenf;érlstaépﬂa@&ie:tﬁlatnld Dhei@ncg%{%)[aolnsprocessing
i ff tl acket , a
uniéﬁ]gﬁé{c?%q&%gg f@ Tt?agpa){'taBSO-fofot e rgsponse local packet, and
sends the resultant to the control unit 116. The control unit 116

obtains the control request command 809 included in the data part

- 802 of the response local packet, and sends a control command to

the home appliance 103 via the home network, when such control

request command 809 is intended for the home appliance 103.
The appliance control unit 103b of the home appliance 103

receives the controi command, and controls the home appliance 103

according to the contents of the control command.

Fig.3 is a sequence diagram showing packet data being sent
and received by the internet terminal 110 according to the first
embodiment. Note that in the first embodiment, packet data is
referred to differently as a local packet 301, a global packet 302, a
response global packet 303 and a response local packet 304,

-16-
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response gl obal packet 303 and a response |ocal packet
304, 16 6 March 2007 dependi ng on which sendlnggg]£h2007
process such packet data is in. The |ocal packet i,-
which is sent fromthe internet termnal 110-to the
router 101, is nmade up of the header part which
i ncludes a destination address, a destination port
nunber, a sender's address, 5 and a sender’s port
depepeingaen whmﬁ&edhdmgoamcmssdua:mqiaml@ data.is in.

acr ote SO BECREE 0L WIBEh IscseniFomiha fefernet terminal
116 taé irouteddress id hhudchpldethliiile! Baff $ilikth Ricludes

t he server apparat us 200. The gl obal pac
a destinatdantaedress,ce destinatiomeporbnsenber, amearda s address,

=k sdnAGER et hyPARERSApRSF HAE RMSErSBieh ineludes data.
Funthege theogteaﬁewsl dddreds 9h@h?dle§0t¢fee$<§céll”Hﬁ“SdP‘PEEF%f the

. router 101. The sender's address includes t
inferngliteramistait Ad Gomned tha deabintammmeasddnassomcludes the

f the 15
013881 IP°aERAT I UE S abBARYIETREL  Pocker 203
i s sdhte fglobauma@keve302ap§a§é\ﬁw$raﬁpt‘h@ trB%nt@PUWl to the

101 according to a response interval. he
SeRMBF aRpamtUse0fsr t Thensender's ﬁéldfesseand@eansender s port

d th
BB HFE R 1 U558 HiAbEP b AEREF 3020 5¢8 MEopyested by the
ropseket 0 B0ihtios agwebaﬂ@ldmew%hmﬁ@rtol%e roeeh 103, The
rece|ved(%_e response gl oba acket, d)éeconvertlng t he

sepgar s addiessinesdas dha ﬂéO pbJR addaesssofittet houter 101
[ €SS
anBothe WSS o A5cE QLS rcQiebrbfe gl ABEGEE of tne

SemWQermﬁ&mﬂmﬁﬁzoo_the corresponding relationship
t abl The internet termnal 110 is characterized by

thatﬁ;‘f3 rgEpPPsec dlppaepacket &3 isasent tfsomethe server

he 1 r n tecting .
apgg%ﬁlf‘sér%)%?att&?“% Yo ?%llh rtﬂ]e écgﬁocﬁfdiﬁb @Q% r88heHdd Interval.
The global address and the port number of the router 101 are
described as the destination address and the destlnatlon port

number.
The response local packet 304 is generated by the router 101,

‘which has received the response global packet, by converting the
destination address from the global address and the port number of

the router 101 into the local address and the port number of the
internet terminal 110 with reference to the corresponding
relationship table. | |
. The internet terminal 110 is characterized by that it
periodically sends a local packet to the router 101 at every polling
interval when detecting an interval during which the router 101
holds the table that lists a relationship between local and global

addresses.
Under UDP, the router 101 stores a communication status

-17-
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30 holds the table that lists a relationsﬂlp bet ween 01

| ocal and gl obal addresses. Under UDP, the route

stores a cgnnunication status . -17 6 March 2007 6 M 2007
bet ween the gl obal and | ocal sides in the _ _
corresponding relationship table for a certain period

of tinme. Usually, a corresponding relationship

bet ween the | ocal address and the gl obal address in a

bémempt&i-‘é(g‘loﬁﬁﬂbn'tpldé‘éﬁ $iele<Cin Q¢ c.‘Hr?@QﬁSﬁﬁﬁmnge%tPonshtp

hol di ng peri od present 1 nven
tagilacdorna m@am pteenltm:lnajf time.sendsuptykea dairaeapondmg

refdfigheR bRl eBL ER 1B B St Ring Shena (b ek aeeiress in 3
lothkphetalt sant tcﬁtl@@@bﬂ@rf@f%ﬁsbgg@a‘f@ﬁtﬁ arsd dlﬂg period.

the correspondi ng rel ationship e rou
Initne megsenthivensiom borwge\oer,u sitceuthegntbinat |tem1nmal 110

- seffS Packt diffa 3 BViRY BRBARSJBReH AN T Sngher dhan the

hotdingefiotl, @c@?ﬁespbﬁldxﬁggﬁél\gfrtﬁfhéﬁ‘ b@HWeriLQrme chal and

receives the | ocal packet th response g

gloRakaddessessis alwaygsestpres hﬁ!rtd]leecprre!s:pmndlrrgglmjatmnship

bR Bk . | A 1 RLIBHRLBEREL uridS which

theemiteat 10D holdisea scomred gdivd i9RF FeRAIbRSh RP b tAELS | Ftbe local

ch are included in the control request packet

admstssl af e globahiaddresgiesa derbain Iwenmfl\mﬁ time starting
O sul t.ant
fro R el Ee ro el T 1 Thpt ey e dPonf Hacigt 361 or the
reﬁmnmlgmbalrmckeheas daebttimia colg! §nﬁﬁﬁuté§)a case -
on connection of” ADSL, optical

i b@‘rccﬁﬁg'ﬂ%‘éfr it gpp&»ib r‘éhewyotme@kléhl g alweays@onvert,

YRR AL 405 PRIES, Sl M AEe bR adress

andsm@rthesa:ndatlber poirt ghahwbepddhRds dre fduded en tH control
Ac 8 ly, there ari ses a problemthat 1t-

req e?ﬁp@é‘iﬂ%é [5 st M6l udeg Gentyolaseqyast fooondhe server
ot I e 1 r,btrhes.t

=pRAMaass ot s Yl °hs! 8, BY6lk Y SARtuARE ] B ihferner

terminal 110 to be controlled.
Meanwhile, under the present circumstances, in a case where
an always-on connection of ADSL, optical fiber and the like is

'_temporariiy broken by the user who has turned off the power of the

router 101, for example, the internet service provider dynamically
assigns a different global address to the router 101 again.
Accordingly, there arises a problem that it is impossible to obtain
such newly assigned global address of the roﬁter 101 even when the

‘user tries to access the internet terminal 110 from the mobile
- terminal device 130 for control information.

In the present invention, however, since the internet terminal
110 periodically sends, to the server apparatus 200, packet data
including the terminal ID, the sender’s address, and the sender’s
port number and the like, it is possible for the terminal information

-18 -
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term nal device 130 for control information. In the

resent invention, however, since the internet

?erninal 30 110 periodically sends, to the serve?Mard12007

apparatus 200, packet data including the term nal 1D

the sender's address, and the sender's port nunber

and the like, it is possible for the term na

information -18 6 March 2007 storage unit 205 of the
steszgerunip20& of @09 seriver app@ra@&s%b whiek etecl@ives such

packet dabe; 13 sEraaaroible 20k ﬁn‘éﬁu{??‘&%se})béfés%ﬂé"ammal ID,
r
deRtthat0n 2985ePs 4Fa Hurinhtich PRTE HhieY aher (e (ge.
t he Therefonglitbis phesﬂbfegfotrlﬁ]e senvealappiralfust ROO to know
enkJBESE o BT b o o T S AR BAS Rerminr
IDMOFi tiget AitE PRt t@?ﬁﬁlﬁ%iolijlbh‘iouﬁ%r ﬁc;erg:rBﬂe%em THist BRables

i nternet term nal control Wt h
conkiepli infiegnalki oms ewhich dmas \been serdpforal ttsetmldigléctermlnal

deb e o B, Uren, 8o heSeRt.Ld shsoinfrmiat Eerminal ohlg: to be
conﬂ@lle@xﬁrtﬁ%moaquiﬂuﬁg thE'@s?r 't§ diyowﬂaétsﬁé‘éw! Whtting

the operating proceduré to the 1'nternet

tagler avaal Whﬁmaadﬁﬁemmiggi@bahedﬂress !semmglnmi]ttovdt’rw router

103500 3 1SHHq B ‘gség"ru%%évéﬁa SEan Al Ssoamppanection.
dat Figt 4 ugt wr ?Idiflcﬁal*to%ﬁow > t%%tfﬁgt @Fo@édh'?é to be

internet termnal 110 accor
folkowedi nent thendngernehg tEnlrrr_ma&t ildi0 saccagdingi tolithe first

emiidiefviee Sendierd: igcaﬁsaa%?%;h&%( Miigerouter 101

pefietetaky, t Figss léfaam%adrarheéﬁbmﬁ?al necﬁ%ﬁ’f @rtﬁété‘%tﬁucture

("} termnal 1D and a password ob
of gl ldaa) packetaGUh generagedubivt thet. irtiegnetsheveiaal 110

ac @AM P kperArdt fpbalFEitles, in the | ocp  packel

dat Fhe2p cﬂﬁhg ﬁ@ﬂ)rmﬂﬁﬂdrﬂ%ftofﬁgefﬁhito‘mﬂg HAU® té8rminal IDs
ané e;;a%g\?flords a?nd the packet generation unit 113 generates a
frame (to be referred to as “frame 1” hereinafter) incorporating a
terminal ID and a password obtained from the polling information-

storage unit 114,

Fig.5 shows an example of the frame 1 included in the local
packet 5060. The frame 1, which is information included in the data
part 502, includes the following data: a terminal ID 507 for
identifying the internet terminal 110; a random value 508 which is a

- random number; a digest value 509 outputted by inputting the
- terminal ID 507, a local port number 510, the password, and the

random value 508 into a specified function; the local port number
510 which the internet terminél 110 can use; and a polling interval
511 at which the internet te‘rminal 110 sends a local packet
periodically. As the above specified function, MD5 which is a hush

- ]9.-



10

15

20

25

30

identifying the internet term nal 110; a random val ue

508 which is a random nunber; a digest val ue 509 arch 2007

out putted by inputting the termnal ID 507, a Ioé&ﬁ :

port nunber 510, the password, and the random val ue

508 into a specified function; the |ocal port nunber

30 510 which the internet termnal 110 can use; and a

polling interval 511 at which ghe :Pterzgttaernhna

h %% odical ly e above
fusﬁfﬁﬁ?ﬁngt@?gn% %”P‘gﬂé is a hush 19 6 March

2007 ¢>&hcth©neaéﬁY|BBOuns@j‘ocraﬁsmgauplne 1N\Exebtaims the local

PR ARG SEr bRk Se fefaPR v £ 5 mmerypts the

frame yipt anid@askesnthd, rexnfdtaassies thléecbﬁﬁw&rﬁﬁht&)ch ttﬂ?lt 111
connunlcatlon unit 111 5 (S401). DES and the |1 ke
(S40 BleanPES and \the bkenis iasd eéaraple Brcrypiioni e tihad here.

O AR o ST 30, VBB Ferhs i e date

paaﬁcﬁ&s,saaeéadea pdest50Bthat m@ma@g@o@és’é%tu@n address 503,
sen er' s. address 505 and a sender's port nunb 506,

G tiation rﬂé)ﬂtoaalmbsfk&(}%@ i RGRE 5] adﬁmeaslsetsos and a
r
Se“??f‘t@% PRIL PimpRe (o606 e P sendis, (et MchbubREket 500

cofb3inimg thesheader qdte50 1cdnthiche elatar paPPIVE 8 39 router

t.he destination port address 504 includes a port
104unber whi ch the server apparatus 200 15 can use, the

?ﬁ?gﬁ]etﬁ ?@?a‘??qé%to'sb g‘ffez H&Sﬁﬁﬁsigﬁ[re#a% includes .

the&oadidrelssdes &hepservan n‘aprpamiaitah I20@auhenl @astihatid® port
art 502 incl udes

d the d

adgfeSsfifd poelidesadart %Embé&ﬁ%h?&gtﬁa@mmef apparatus 200
0

cof DgerSghaCeBAIEL 0 sl sOSo R AT e AR, of e

interva

. mternetdjermmiaétl Bopaind tises@ngessnbort n&lﬂﬁbeBCB(bG Neicludes a

Port R REr BN i AAIVAIGNE fon thadpca@aTt eumaber 510, and
theSA8Rh. phPe ST2TRAIULRY PRe U Erydted $PSMd 18

The communication unit 111 obtains the polling interval from
the polling interval adjustment unit 115, and judges whether the
local packet 500 is actually sent at such polling interval or not
(5402). When the result of the judgment shows that it is such
polling interval (Y in S402), the communication unit 111 sends the
local packet 500 to the router 101 (S403), whereas it obtains a
polling interval when the result of the judgment shows that it is

shorter than such polling interval (N in S402). Note that the
internet terminal 110 performs processing for receiving the
response global packet after sending the local packet 500. A
detailed explanation of this receiving process is given later.

Fig.6 is a reference diagram showing a corresponding
relationship table 600 held by the router 101 according to the first
embodiment. The corresponding relationship table 600 tists, in a
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| ocal packet 500 to the router 101 (S403), whereas it
obtains a 25 polling interval when the result of &Rerch 2007
judgnment shows that it is shorter than such polling
interval (Nin 5402). Note that the internet termna

110 performs processing for receiving the response -

gl obal packet after sending the |ocal packet 500. A
detail ed expl anation of this receiving process is

pagiresh matrener,300Eap. @ddsegségfah@ngﬁ)ﬁkg%mt?é@vaﬂh% local

| at hi p tabl
n¢BUPER Birle ade] ity §lbhale addrass @mdapeeb! numeers of the

' relgtionship table 600 lists, ina -20
eﬁﬁﬁﬁpﬁg%ggkp%lo?éed manner, | ocal addresses and port

nunbekis exXplarationals gheenook cﬁirﬂﬂar@r@nt#ﬁﬁo@t‘taagi?‘ig performed .
ne

b e R R WHAR, g0 0aR G Eheo Inea b PaE kS SO frgm the
lnﬁéhﬁéf 'ﬁEP‘mlﬁa*P%loi(Pfaoﬁn(?H?Wv fnery‘ﬁ?gnn{c?%nbﬁdatpghbaggﬁa so as to

| ocal pack
s&rtdﬂzhemasgﬂtant todhe sépbat apperatus (6. t WhesNfeddi®ing the

lof R B3 cRer ' SabietREoouraE Tal: diermptesne Alobal packet by
co@i\}éﬁin@%ﬁbeéeﬁ&!er%o d@?‘é %Snc?@ﬂnldeﬁ(! in tﬁ%dgqe%iﬁ’a&et 500

included in th oca pac

mtﬁloﬁ’r&sglofbalhaddmssr om:heamdautyercQme[?n?gbylheonvertmg the
the | oca

seBSR1°L prl b e Shsdn e %H%ﬂ%@)@d@ao@at@%acfn&to a port
ndrﬁbb?fwméhV\téH bEeré‘t@\féfd &?‘Eh@gréﬂtéﬁqﬁ%eﬂﬁgﬁ%ﬁe aim of

t he gl obal address, and sen generdte

malsifi@t ano etfﬁe:leetvuseamffarthtausgli’r@m bﬂd‘v@ﬁ?vt@nd tshéhds the
rel ati onship

d
T T I R S
h t t
S ncksobai HEbYouler 0L gty LS ARL EHr%oning

rel@@!lO%%hltFalbable b Q0 icombhiationi of ahid wwcahlatdchﬁw aad the
pparat us 200

seh IBc B0 bk &tk eoes) RS Y obal

addrebslambeketpdFoRutiBer dfitdle FQ&téPﬁoSPBQ' t4b1R%HfoPmation.

Fig.7 is a flowchart showing the procedure followed by. the
server apparatus 200 according to the first embodiment. when
receiving the global packet from the router 101 and sending back a

‘. response global packet to the router 101.

First, the communication unit 201 of the server apparatus 200
receives the global packet from the router 101, and passes it-to the
encryption processing unit 202.

Next, the encryption processing unit 202 decrypts the data

- part 502 included in the -glo-bai packet, and sends the resultant to
~ the terminal information storage unit 205 (§701). Then, the

terminal information storage unit 205 performs autheatication on

“the received global packet. In this authentication processing, the

terminal information storage unit 205: (i ) obtains the terminal ID
507, the random value 508, the digest vaiue 509, and the local port
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response gl obal packet to the router 101. First, the
comruni cation unit 201 of the server apparatus ZQ?HMKhZOUT
receives the global packet fromthe router 101, an
passes it to the 25 encryption processing unit 202.
Next, the encryption processing unit 202 decrypts the
data part 502 included in the global packet, and
sends the resultant to the term nal |nfornat|on

nEMPeys 101 iInd08eST01 heToiita Pfﬁﬁt SQQm searches for a
i nformati on storage unit 205 forns aut |ca

PP VEBINY HOESH; ng 6@a¢h€pézelrmlnallri[) 1567, (m) determines a

VS GE AEE Wb Ao DR A3 by e
padkaetr gmmna\t&bneuﬁ% 11Be méiet%trn’{ﬁ‘id{ell_fao%oﬁnghgh%ca! port

March 2007 nunber 510 incl'u
nutrﬂ ed'aggopaﬂi'eSﬁQSS(’\qu)d:séaldcIﬁbg fandam peskeor508, and (iv)

cofftpaPeethd Batkluliftd Sall iR Ligtih aflft %Y 18%02).

ue by I nput
t he Wi@eﬂsﬁdebaulthentmﬂi@h @Qﬁéda(NOfinU'Sﬁoi)B th‘eh%ermmal
g 507, the local port 5 numbe
in ﬁggeaﬂpe S %ailﬁeurlélhé’&ﬁ \ﬁhis.téoysst;herr@qelved gdm{palr @@cket

wHé}%a%etﬁh@rPeﬂﬁa rﬁhcétpgad '(q%iaclsqtee\é%@) (Y, HQ( EE%E),

When t he authentlca
terraimé hdhforhatieni stosdge agaiturids 2@§ta§1ﬁﬁ§ Pyset riﬁformatlon

wh when t
'“‘%H ﬁéﬁtﬂt%'m%%ﬁ'w gi@é'é@ (,Y'?lgelea%m.’kgpsmgdresswﬂ&, naihd the

T S R LER 30 rdy 88T IRS shel MIOHRIGHRKEY, and

geaesatemartdwstomdibe 1sab1er205égirveﬁﬁ 35493 albif\}el@*tﬁa'nﬁ‘ed set of
l. obal Ptacket enerates and stores the tab

mf% ' REMIAA)TBrMateanses768)- | nf or nat |hon as
: 1 the
& mthenioran % E7Rh GAAIE, Soblfe o 203

obI;ajnlsu agpohirgvitervali: Edllueindluded heéx mhebglloﬂtéﬁehﬁécket and
us

 pailis DB YRE, tosafnne jservab adiustvansunit 003, | From such

poliegpanteriat s¥s) o gmohou sy ISFSERAR, i 203

response sen
determines a response send interval which is an interval at which a

response global packet, which is a response to the global packet,
should be sent back (S704).

Subsequently, the control request processing unit 204 detects
whether or not a control request to control the internet terminal 110
has been received from the mobile terminal device 130 during the
above determined response send interval after the global packet

‘was received (S705).

When judging that there is a control request (Y in S705), the

- control request processing unit 204 stores the contents of the .

control request in a control request command to be incorporated
into the response global packet (S706). Meanwhile, when no

- control request occurs during the response send interval (N in S705),

the control request processing unit 204 stores, in the control
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20 response gl obal packet, which is a response to the
gl obal packet, should be-sent back (5704). 6 March 2007
- Subsequently, the control request processing unit- 204
detects whether or not a control request to control
the internet termnal 110 has been received fromthe
nobil e term nal device 130 during the 25 above
determ ned response send interval after the global .
regAskSt comamaAadsi dag (IRTRAkin t H98FE9st ABLcdiFoT request
is. a control request (Y in S705), the control request
(SQédssopgarmtes2oa Etaones (the benrefesred ghe asb “frame 2"
e .' rool .request conmand, t.o be
BBt Ot i Ce b (Rl S shaR R aIdRa Packet, and
pHSSHIS)t tcb/tthremiriwypmﬁnpﬁ@cewmg{ Anit eqest l\RﬁFeUfrEat, since it
. during the response send interval (Nin S705), the
IS cBREr BECES§@ Yt TProthessagvemiappenatysr 200 ito sead, to the

: h mend ta .

nfeieCterminal G arSiha GBI EARE Rt FRtfaimnp, control

reqeestavaern theaoset tof the nedBllecteiming] de\afE 1230 makes no -
ejnafter) to be incorporated into the response

h%r ) _ .

copitpghregugad: to gantrghaskgme qppl_ﬂagcgpcszﬁ?u m*a\i be skipped
i i - n

onRl ASRSAN Bl el e SeMEHAL e pyontrol

necessar . :
requestristsert from théOmdbifetertriing)idey et 13@.t hat

therg is no copntrol request when the user of the ]
mbigebﬁ&%% YdeN€e a@utrigdk d€quest omrosessgestnit 204

prefofes el e T2 WML RERy ST YR EoPERANEL: imane,

a response ; !
thederminal IO anphébe portsenmbeownijeenedithe ingterhatterminal

11§ e 28RBS, i o0 4L Ssabemtion unit 206
oeBFbILE S U oRLe k4 53EL SR 1970t BB Rhdd? par

the port 'nunpber~ uni q

‘thatl dnichudesc dher ofl éstdn4EH008)andngeltefackeldressesatarmd port

it 206 15 erates a response, gl obal packet
nufifaers g of thRTsEadrt BART inchiies b amerd  Note that
igdg st ekt n nyiess
P8 A RBas e AL SRS RSB oo Bl Epacie.
Alsphapte that information such as “turn the operating state of the
air conditioner 103 to ON” is described in the control command.

The encryption processing unit 202 obtains the response

-.global packet generated by the packet generation unit 206 and

encrypts its data part, and the communication unit 201 sends the
encrypted response global packet to the router 101 and terminates

a series of processing ($709).
Fig.8 is a diagram showing an example data structure of a

-response global packet 800 generated by the server apparatus 200
- according to the first embodiment.

The frame 2, which is prepared by the control request
processing unit 204, is contained in a data part 802, and includes: a
terminal ID 807 of the internet terminal 110 to be controlled; a port
number 808 which includes the local port number 510 included in
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Fig.8 illustrates the data structure of such response

gI obal packet. Also note that information such a6sMarch2007

“turn the operating state of the 20 air conditione

103 to ON' is described in the control commuand. The
encryption processing unit 202 obtains the response

gl obal packet generated by the packet generation unit

206 and encrypts its data part, and the
the:odatmmatll BORNGF 2AG ROHE! thEckencryRged S?%?ggaiserequest

t to.the router 101 and t'erm nate
uma dg%éﬁd&éﬁ“ﬂg@@@gyonh’@ a)mﬁnandjragumted from the

T e e

pac
200 Tdvzbratneg2tis paeséd et tlﬁTWM&"@enEFétlfdrﬁﬁ?l19206 after

|
bR EatTwalERPY the end Yo anTeeesaIng tmik 2825 astlthen the
re@ﬁ@dé@bk‘@ﬁé eetrg‘()‘iﬁlm{:llaﬁgé @ie;:ﬁeeﬂgﬁ%gt{; ngl'o§01 and the

term nal 110 e contr ol
dakai part mmmgamamm port number 510 included in

h 20 the data part 502 of the gl obal
i~ GZHNC leetcoﬂf-'nara é%eéw céffan@asgsest iwch generated

pack
e OB A ket BOMRG CHELBRAG icHbian “yal 2bie which
thepaextpacks, pﬁsomd tﬁ'[E tt&blbnadﬂt?a gﬂﬂej?ﬁ l %rmpg%gégf%matlon
r |
St‘S'Irﬁthé Mt%% At Z@&q{i@%fﬁa n@btgémlaad) 110 to be
art .80
o e o S B oo

lnCéuQIerenertéteeoframepaqseargﬂ obbtaprrkidie 868ridnkheID 807, a

1o then extracts, from

deFRTRT 8BS 03 A ArdamtinABiG Rert aurpEerige4.  Then,
theﬂmdh1ﬁmﬁndhhﬁn§Qhﬂ%nég;'EEHE é&fhr§ﬁfaqy%aji¥ ﬁHPt%gg%Dthe

to be control e term
headert ef nthal respemse iglohalepaokethed rageta, rate such

resQ UOHE! BRI i on port number 804 Them 15 the

Conﬁnnti@@tﬁ@bmé FRbAIPacketBOH AHEHLNRLIHH YUdress
803 mtch?des a terminal address which is the global address of the
router 101, the destination port number 804 includes a terminal port
number, a sender’s address 805 includes the address of the server

apparatus 200, and a sender’s port number 806 includes a port

number which the server apparatus 200 can use.

Next, an explanation is given of the procedure followed by the
router 101 when receiving the response gldbal packet form the
server apparatus 200, converting it into a response local packet, and

sending such response local packet to the internet terminal 110.

First, on the receipt of the response global packet from the
server apparatus 200, the router 101 converts the .destination

-address 803 included in the response global packet into the address
of the internet terminal 110, and converts the destination port

number 804 included in the response global packet into the port
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header of the response gl obal packet so as to generate

such. response gl obal packet. In the response 9'8%&&0h2007

packet 800, the destination address 803 includes

term nal address which is the global address of the

20 router 101, the destination port nunber 804

includes a term nal port nunber, a sender's address

805 includes the address of the server apparatus 200,
nwmber sefiddhes frrnetnbearridtal nthadegith peeferdhd®ero -the

el ihibey Bl GpdeTiaraths prscennss logalaaksl 1 Fhen, the

t e e e b
O ot U, e e S chC L Pat e A reS3BASEC I Bapkst to the
inferneh teegpomdel 1@cal packet, and sending such

s S R BBl ol eldlea Aol A pelkes and the

portonuhieer & VRe iaPEAREE 42 rddth tf%ofgggefh&% Iress and the

converts the destination 30 a ress 'nclu
porkdyadpRnof thebautendit srtoredtllmetladd:roaaaensﬁohft@ble when

thbPE 88 0 SR REkER o SOLE St oo SoBAL DRLLRR o uring

por t
a qEdigh p@h@d BE thaet ﬁéa@mWﬁil‘éﬁ wheh tﬁ‘é‘"%?dvé’ bdiPYoes not

internet termnal 110 with refefence to.-
al"@(ﬂ{f/\é@ﬁﬁh i dhiecConvier iometabls of thespontar 10dalthe response

101 sends such generated
resp tr?&é(q}e%%?“gi%@% 59? internet termnal 110. 5
Not ethhat i he ﬂmtﬁérﬂ-%@'ﬁhﬁbeﬁhé PAbEe@hird rl%il%%@éasﬁy the

the port nunmber of the ifnternet term na

mtfaggegdgeggyn@{dltl% agmding e die t fiest cemndodiddent when
wh there was no
re dggﬁ %Egggﬁg%Fkﬁﬁgepé?gﬁil pasﬂet recei ved during .
a ce'l"hal d:bnﬂﬂmﬂca)ﬁohl 0Pt “@P!EV\WEJI% M%&&@iﬁﬁo‘?‘%‘qs&onse
t 0 ab

exist 1In e -conver si

ir es not 1o alread )
‘*ch? Pﬁé u é'r“'l@lth@hﬁoilleegom@éer\calgl aftdr sackdingsihld local

podBeCTR BBy sy b oncher Show o the

acc Whieng recelVieg thetrepwdsesvicatsacket during the polling
interval (Y in S902), the communication unit 111 passes such
response local packet to the encryption processing unit 112. The
encryption processing unit 112 decrypts the data part 802 of the
response local packet, and passes the resultant to the control unit
116. The control unit 116 then performs authentication by making
a judgment on whether the terminal ID 807 included in the data part
802 matches the terminal ID possessed by the internet terminal 110

and on whether the port number 808 matches the local port number

 510 used when the frame 1 was generated (5903). When the

authentication failed (N in $903), the communication unit 111
returns to the wait state for receiving the response local p.acket.
When the authentication succeeded (Y in 5903), the control
unit 116 obtains and reads out the control request command 809
inciuded in the data part 802. And, when the contents of the
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receiving the response |ocal packet. 15 The

camuni cation unit 111 waits for receiving a r esPONBE 2007

| ocal packet ‘during the polling interval, after :

sending the local packet to the router 101 (S901).

When receiving the response |ocal packet during the

polling interval (Y in S902), the conmmunication unit

111 passes such 20 response |ocal packet to the

i i U F i v I ” .

T acon] oo COMALNAd 805, kidicatas TE MEBD reayget” (N in
S90djorbe fophrolpanidet 1 Gatiarpasatestthe reseiMingt procebs.

t j The ntrgl unit 116 then perfor
st nan i brheranr viReh fhetniends i iaontil request
caramiandl 80D 8Mdicatkydeghiapet he Qatc%rﬁﬁbﬁ?eﬁréﬁgg‘:” and it is
tches the termnal 1D possessed by the interne
ingéﬂﬁﬁﬁlaﬁongonamlm viiee hintarnetpbetminabet 1008+ the home

orPEHEE 1105 45t E3hhs MRk B oHE LS, LS, K onto

was gener

urfitil 26 dontirelS8AB) intdrm etotdrmifal 190 BRitheltdbnnected home
it state for receiving the response

ap %g%éﬁ%:ahne%gﬂw\léket Recandingtocthe eontentsedftheycontrol
releBttmhaRaca0d esonil’, ARCetRhibASAR EARARY request

t'he contr(')-{j request*co

Is Patartgtite dndonditionde atopeeshy’ of the -25 6 March
request command 809 indicates "no

gggt?m%o'{]‘t@éﬁgst‘”h?ﬂ the osgomunicatienntnidll Lhididinet receive
' LV : S t he ot ha
the FeSHEfIs e pEag Y HRg RS RESFon il berval Tn A o), the
pollimigczinéer\?alhea@kjljstra_emnttﬂ@it_ reggegierfapmhd t P'réce@sing for
i nt ended for controlling the internet termnal 110 or
shofiEig sii palliaa dotdnvet K506k oFoLexampis, When the
' i I thol s, the Lnterne .
polithg Miteryhlis o8 48, 20 Mlinftls 28" i Feiaiuta i & poiing

m

-intenval iikemader stiogkaro rhiut@nbgntinate t (e, gonty thnuth, 18

. d 809 (5905). An exanple of "this control *
miniEEsy SRETHe sesnonse lacel concket sndecalvesionAssuming

thd&?ﬁ“gﬂg‘rﬁmmﬁ%tf&? AL G e Mhe fddpShleBcal packet
when the polling interval has been shortened to 10 minutes, the
local packet is sent to the router 101 every 10 minutes from then on,

Note that the polling interval may be shortened to 10 minutes or

shorter, e.g. 9.5 minutes, in such a case

Also note that, in the internet terminal 110 according to the
first embodiment, the polling interval adjustment unit 115 may
check the table holding period of the router 101 which is connected
at the time of activation, instead of shortening the polling interval as

. described abo\}e.

Fig.10 is a diagram showing the data structure of the local
packet data which is sent by the internet terminal 110.in order to-

‘obtain the holding period during which the router 101 holds a

corresponding relationship between a local address and the global

- address, when the internet terminal 110 is activated.
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t he response | ocal packet during the polling interval

(Nin 5802) the polling interval adjustnent un|%1&$§h2007
performns processing for shortening such polling

interval (5906). For exanple, when the 15 pol!lng

interval is set to 20 mnutes as the.default,’ such
polling .interval is nmade shorter mnute by m nute

(e.g. 19 mnutes, 18 mnutes...) until the response

| ocal Foa@oe&m;sler eged \:fﬁi:ke‘tsﬁéﬁb'i‘ tiddadinihe1 the internet

conmun icatl on unit 11 ecel ves t € response FOC&|

teraiael 14 generates fﬁgnlncaf\pﬁckms beanhshavt@@l different
ent .

deSubRaf bere 0 (Bids IABIREAT33HS ko destination port

nunebeolihchededtier uehefayr b%r@hﬁf@ﬁ‘l’éf%gges X‘ :g)%srt‘?{umber

or t m nutes, in such
H cf'fﬁaqq{gt Hﬂ'gﬂﬂetntteévm &k 91 10 mabrotes me 4 onirmetes with a
1f|*n"ﬁht§mﬁggn Ettlr(er%ﬁ? t?@t%ré@ﬁo' ntcﬁbval aJ@lii]tc angﬂitsunrletsponse

inteaval mﬂndmd ih a sslattarmmftt. edriaknt hpd t:B?nﬁfumcatlon unit 111
i nste shortenlng the polling interval

393%‘55 \é@tgk‘?ﬁ%'éﬁ l%@ﬁeac et ad atonce tigtgm smmrr@ppbeatus 200.
NOEe Bhatiid s ¢ifle fﬁteeﬂv%‘fﬁfdidj?)?ﬁ?glaﬁﬁ%gwgéneoﬁ%sé%mples

e internet termna

an%éhmﬂaﬂong theati biule urdsen twiividhtiba T<0WoRT 1i e %08,

rel ati onship between a | ocal address an
f (r)][ar ?ﬁ OE"'negél'-éa‘.'“ 5%%9003519 ralatianshiptbevenallobsd ard local

sauteseel AP For, 0B Rerdd BETe n the

generation unit 113

cogeespandingone!dtisashipatibles 600 o dwve a8d b ithberSintar 101,
& angingo or eg 50005003) as fs ¢

thgeé‘ﬁ'iﬂ téfgﬁd 055: qﬁgb%ﬁh Pnidl abried far ﬁu@@ecepta;‘rm pepiod of
tirdif fRient i§€6ci§*§ c?el%?éttj eﬂ"f@P% égﬁ%ﬁm R &;ﬁ’%n@. Thus,

po of | ling interva 1 nlnu
regpanaet packet datarbayonetummcﬂwhgl pegiod! shap ﬂdtﬁbe sent
sponse interval included in a data part. Then, e
bag fmuni cation unit 111 sends such four | ocal packets

al | t S S t
e dAconaman, e eLtnaRRRCL L, 10RO inermer
teréumﬁﬂ 440 performs the receiving process, but in a case where it
has received response global packets corresponding to local packets

1001, 1002, and 1003, but it has not received a response global

"packet_ corresponding to a local packet 1004, the poiling interval

adjustment unit 115 judges that a corresponding relationship is

cached for ™3 minutes” in the router 101, and sets a polling interval

of local packets to 3 minutes.
Fig.11 is a flowchart showing the procedure followed by the

internet terminal 110 according to the first embodiment when
~ obtaining the holing period during which the router 101 holds the

conversion table, so as to detect a polling interval at the time of |

activation.
First, the packet generation unit 113 of the internet terminal

110 generates a plurality of local packets whose polling interval is
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io and therefore that the present invention is not
I?n1ted to them Since the correspondi ng relat|%qﬁggﬂzoo7
between gl obal and 1ocal addresses is usually cache

for a certain period of tine in the corresponding

rel ationship table 600 possessed by the router 101,

the corresponding relationship is stored for such

certain period of 15 tine, but it is to be deleted

difffesent hErarar ewoh p:ﬁtfh@dsOftHé o Ra:i:ﬁ'% $§§1eg unit 112

d the hol din eri‘od s
eggﬁ{;&%dat ?‘ 2 Onél ﬁgf pcalea p napdt thencomm urditatfon unit

M f e receiving
1%%?:%22@%%“ Egamggéuméer e (%H%oﬁ@s recei ved

r espd¥iext gltbieaicopankenkcatdoneg AN 1Y P th@cg‘llté’r?'@‘teEérmlnai
it has not receive

1#@0\25,@,]@5‘6’98“;%%%01@%3@55 Hackstsntbhd 02, anddeidges whether
revmiese 19041 J0cda! hidl. HRLH KakonAti s FBR! 4111310 when

dges t hat correspon
Heoresporisaidesal ipadkets tra Bk Rbives (R 1P/41193), the

ackets to 3 m nutes.

pdlﬁhﬁéj@hﬁ;\?s %Igun!u%al C diniteddbe qbﬂaiaﬁeoaibya ttmarrespondmg
relatienaelipt ﬁblﬂlﬁh@i gﬁ%ﬁ%fﬁﬁ&%ﬁ%# 3?}}@ f%% lastiand longest

enbodi nent whe

shbledm rbe Bi@g)table, so
p%n@hlnnee"vladumbrchmm et el\?{m;ﬁwetlﬁeof 50

I
i t\&eﬁd?e'ﬁ)ﬁ%t'ﬁ'r &?‘l ebgtgg%%@éegal Packets hageohot been

act i

t aI a _plyral ity of -
T aeal b SELONR the MR R el 148" edmieates this
progegsirgdfferent fromeach other's, the encryption

0 OoRS UGG, MR e s s Sraaorcing to

packeTs

the ffrst amdoditde hBidebm Pﬁ"é{d oglﬂﬁfﬁ%ﬁ&?ﬁ%' r%nraé%@ment

of the internet ter

unp%i&ﬁ ihrkdetects the)holdidg) peijes Metﬁw&%@gﬁ?@%uter 101

recei ved or not
ol theP BERICHSIAN ISR ol G asmn Resti ooy Bokdrvalnat. which
local ket are sent out, and of the communication unit 111 that

sends a local packet periodically and repeatedly to the router 101

according to such poliing interval.
Accordingly, in” an environment where the router 101 is

“connected to an internet network at all times, since the router 101
can always possess a corresponding relationship table that lists a

relationship between global and local addresses and port numbers
even in the polling method, the server apparatus 200 generates a
global packet which includes the global address of the router 101

_ cbrrespondin‘g to its terminal ID and sends it to the router 101, and

consequently the router 101 can convert the gioba! address into a
local address on the local network with reference to the conversion
table which it stores, even when the user in an outside location
sends a - control request via the mobile terminal device 130.
Accordingly, it is possible to remotely control the home appliance
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polling interval adjustnent unit 115 obtains, as a
corresponding relationship holding period of the6Malrch2007
router 101, the last and |longest 10 polling inter -
whi ch has been received (51104). Meanwhile, when the
response | ocal packets have not been received (Nin
51103), the internet terminal 110 terminates this
rocessi ng. As descri bed above, the internet term na

18303akd:dihda hike @t horbeeir id vha®adiviRith isat Y I$RY user’s
ad ustnment unit 115 th at

%‘L‘E'&@F"ég?hl ' n%ﬁ&ﬁh@égglﬁ .rga 8P engortirohinfiermatioersavtL by the
ol d8 A eumener Bid 08 IS 1P 3P gayise 130 to

i nterval at whi ch oca
thent aE@ﬁhﬂntemébmenmmalﬂnmrmihomeds a local packet

| d at dly to the router 101 20
ioe8 S@hﬁgl'?gn&}&r%&e aguylm thedpreserbinvention, isinae there

acco

is #10/ need TR YBR[y b"@ﬁt@r‘i‘g %rjtﬂje Fégtépgg}e@éjﬁgr%q%Pong for

nt er net network at Si nc
hléfaﬁ%!t%ystt p639@§sllmlec<ﬁoreamsdrn@ rr@mbm@mmﬂéﬁa@@ & home

aP néés g lﬁl?)tl‘!:l;gn %&%é’f}iﬂaﬂé’gﬁgeggﬁg} gé-uae internet
i %

esse

r it oIS n
Ry &%Pﬁﬁdﬂﬁéﬁﬁ?h@‘% pEare g mIoR 1 P8, existing
roﬁtﬁr Q1 esPusi idia presenteimventidd isndapabis of rh@king a

h 10 n
draffate IR Eo P mERE in dRE E9nYenitnaeoeh twdsesss on

t he Regalrdmgwnéswvérraﬁé%% 594, ggg‘;%r;ge@géag t8’send a

ble which It stores
restﬁ@gggeg: ébal i packeknts a terminal r@ppasatys aat ffome to be

coRRR) i%‘?e tl'y %{%ﬂe%/ﬁe ﬁ&?@,k ?%O%%Qé@&@ééfmmo&tsrde

posSI

ho e ai5iAQ0The 19D NG téhﬁnh'alf‘?jé\hc'éog%d nlt Bﬁﬁeﬁ%ahry for

satisfies the user's requirenent éen
the jpkernahteninat ddfato ¢nq§are the mﬁvemappalrataﬁ 20% about

thed e SfahieicdepRle’ SBniabirediest, roms awited in a
con\sermtloa,alamwmg to the present invention, since

N?oreover since the polling interval adjustment unit 115 of
the internet terminal 110 detects, at the time of activation, the
holding period during which the router 101 holds the conversion
table, it is possible to avoid a situation in which a user cannot make
a control request from an outside location because of the reason
that the corresponding relationship stored by the router 101
disappeared, as seen in a conventional case.

Furthermore, since even an existing router can hold a
relationship between destination and sender’s addresses in a UDP

‘packet for a certain period of time, there is no need for adding a new

functionality to a router, meaning that the present invention can be
embodied utilizing an existing router.

Also, it is possible for the server apparatus 200 to know the
latest global address of the router 101 by checking the terminal 1D
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is no need for nmaking a setting for the router by

using the polling for the router, it is poss'blﬁiﬁﬂﬁh2007
a user to renotely operate a hone appliance froma

out si de | ocation by connecting the internet ternlne

110 according to the present invention to the existing

io router 101. Thus, the present invention is capable

of making a dramat i c i nprovenent in the conveni ence

offthe hissaret Reyainahg ittheo 158 Fg@grﬁnggﬁégﬁtcggpdlrﬁdIQC%ven in

%A eiveeﬁa}ﬁ?efse% Ofohal 7ddess imnssighed tthewbener 101

ron1 utS|de 15 hone.

daeu’é@rat ﬁghﬁ%%ﬁ?'yt erm nzﬂ%%glﬁjas é{f Vﬁ’ $sORofONNection, the

usi ng
liinfer &1 419l fhal
i o e oo e T A g

1§betaosglg%trp5$ﬂ?%éﬁtggfni%0 510 tedwe ceatrolled without needing to
oy sl S hent U EagE e ! 20 the i hrer 'nQ?

t al adj ust
It gr ;rN\;atle Imjatdétmcakso a:toﬁdﬁvabl@ thbtadie \f@stﬂ ESntrolhng

i e router 101 hm
Hgéghrﬁé_{ﬂ' ege{ér dSBse. ree; aplisinte 1903 laa:tcmdmg to

thenﬁmemtm@ﬁﬁén%qgrsfénw%fh?;ﬁes%?gagrg(},]bﬁéﬂ:ﬁ%t ACdede 130,

tside | ocati on because o
E’S%F‘l%h:@goﬁﬁl ﬁychelmmtrrtslhlr]essubraté DStibder r sethglYr the air

a ,Lonventional case.

co’i\% ﬁﬁi‘%gmgqﬁn %\%ﬁp edi ang nhotowatercsmpply dompletes
o o onen b foetthe L E0FA et I explained

ddr esses |n a UDP pac et , ( _
eﬁ there is no need for adding a new functionality
te. resent I nvention can be

30 anfsgﬁ#oﬁitr 8??“‘4.”51&2&* éﬁ?s'ﬂ ﬁ@%@eéminﬁlsblg.obtmns the
copbissi e guéor cbhﬁnsehuespspﬁ?dlehéﬂ P JpkO gértg;vgt@f 802 of the

| at est gl obal address 0 router
re%ﬁ‘e'-?'g%r Gl parkeo andhcomtPeR7? thef nterndterieginal 110

even I1n a

ackStabE. [ Wntf B3I e careon el b anioner

case

1OBhéor mﬂaenpl@,lthdt@)ﬁfm‘?tst 8IBRE FohtHof FRYRELY 88nfhatl 809
is SElWZalYO _tﬁg é:[ggr:gcntcleogontro! unit 103b of the air conditioner 103,

The appliance control unit 103b of the home appliance 103
controls the home appliance 103 according to the control request,

“and sends data indicating the result of such control to the control
unit 116 of the internet terminal 110,

The control unit 116 of the internet terminal 110 passes, to
the encryption processing unit 112, a frame (to be referred to as
“frame 3” hereinafter) to be sent to the server apparatus 200 by

_ incorporating, into the frame 3, the data sent by the home appliance
- 103 indicating its control resuit or the control resuit of the internet

terminal 110. ' .
The encryption processing unit 112 encrypts the frame 3, and
passes the resultant to the communication unit 111. The

~ communication unit 111 generates a local packet to be sent to the
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user can send control information fromthe nobile

termnal device 5 130 to the internet term nal 11%DA%ch2007
be controlled w thout needing to carry out a specia
setting task. Note that it is also conceivable that

the result of controlling the internet termnal 110

and the hone appliance 103 accordlng to the first

enbodi ment is sent to the user's nobile term na

salr@relrc@pmaoatlls Eamwi asnnisee Rquivaleht esthe éhe explained
"t ner ttln% %he air conditioner from seven

abcoo\f& O erraufiss | GonpiTéius;, sach docal packet
S S AN e -

bel ow. The cont
110 Eﬁbtearnytehelmsconnemt therlesal eadwmyt FBeribed in the

SO ARG WEEN gt ool
coREESH Gh i of reY@ﬁ%n%Hlﬁrt‘é‘HTé'GG@ Qﬁdcgé‘ﬁﬁgnﬂtheedg@%épﬁﬂgket to

air conditioner 1 for exanpl & co
the srmvar apqmstus@aamﬁasme inkesmet rnatvdek ampd) ance

contyol, bl@cgwedbq‘hﬁ 2&(5)”& %%@@ﬁ,ﬁgmgmt 201

appl1Tance

redeivesnthel glot b@@e@%ﬂ@ﬁﬁtﬂ@%’% ?L'r(]}'&gtabcea &J(%eslﬁets it to

control request, and sends ta in

the engiyptiumprecassingdnis02) whichttHes dﬁcwyms the frame 3
nit 116

m 056 SEREVBE G TSR EEREASh R bl b v contron
reqln@slepsoaésgmg iz 2041 r qen ! eh8%d r%’irr%qtbt'i@staﬁrocesmng

erelnafter) to be sent to t

Un'at Qﬁaﬁ&édaoo Hye dat@ormbrcatmgg thencontrsl fesuk 8f thechome
LR T e L T

control

ternsinginal 13%0 soBOaEhetoenwtamorth@ 0&8?1%9 p q}l%md the

e frane 3, an passes the resul

t
_ cor@%?ﬁ%@noﬂmh.2011§ennilsesucbrrmmtcat|rtm;uln|t01ﬂ:ﬂe mobile

terBREN UEFIcR, 13002l H kS, & P Rdhasing 45 teranatest.

theNwote ehat heegolling interval adjustment unit 115 shortens a
polling interval at which a local packet is sent by the minute in the
explanation of the present invention, but a polling interval does not
necessarily have to be shortened by the minute, and therefore that
it may vary depending on fhe Implementation of the internet
terminal 110.

(Second Embodiment)

Referring to Fig.12, an explanation is given of a second
embodiment of the communication system according to the present
invention. *‘

Fig.12 is a functional block diagram showing a portal server
1201, the server apparatus 200 and the internet terminal 110
according to the second embodiment. In the communication
system accordfng to the second embodiment, the portal server 1201
is newly added to the configuration of the communication system
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ove, and sends it to the router 101. Thus, such
?gcal packet includes data indicating the controkyr. 2007
result. The router 101 converts the |ocal address
described in the 5 received |local packet into a
gl obal address, stores themin the corresponding
rel ationship table 600, and sends the gl obal packet to
the server apparatus 200 via the internet network 120.

acnordingeto etha@ppboetudedPibdd qi@“%ﬁb@ﬁﬁh?é{h}{‘ Zp ﬁ-_sLBrflted in

[ th | obal packet sent by ) _
FIEh@ -pnd B SPEons! o boRintank JBi¢harqutertzad ity uhick o control
] t , he.frame 3 in the receive i
rﬁ‘?gﬁgmégﬁe‘?@aﬁ%%%ﬁ@bﬁ%et%@fuﬂ@irﬁewet ASQ dnisent to this
PoElesterpercd2D by andt th4.haiRD. apBRafRRl T003" B She like
Qcessi,n nit 204 reads in the data indicating the
cREELRd, ta e sptemethéaeminppl 1 hAcis matmue?gbvwrae portal
bR [ I f i Nt er net .
o e 1 Ry ABPirhedh 24, Note Baatin Bias 12, the
Same cobstilierdt ¢lements R0thosadAustrivadM b, 3 83K dssigned
e nobile termnal device 130 and a serres o
Wg?‘bc%&’si & RUMPeEs.c@ndodetaiad teﬂﬂﬂﬂoidlt:!@@s thereof are
' | adj ustment unit 115 shortens a polling
O?ﬁﬁ%ﬁ%il gtja;igﬁ a local packet is sent by the mnute

i n t Adis I daplsaryerdR o1 it faes@r@éﬁWhitﬁVﬁﬂhB@%be, RitteRample,

: [ [ ily have to
arb AbA RhiiShydedicaieitia Fomatehemprsating.at homs ppliance at

[ ARl i of the_internet . .
o e SUo Rl 1 CatiBH, FHRLIE FoBn el 7 g dmmunication
ungt gl 404 for eesding icord irecgiiviery Sackee G to and from the
' [ t_of the conmmuni cation system according to )

0“?@%2%&?"“%5% dHoGesging ik 1aﬁﬁl|fonalenkrlrppkmg and

' ' or e server

oL, PR daeBp i & PRlflest Aftet g Tyt 1202, The
regeest aregessingel skcha02eardmds 1A colritrbh?eguest sent from a

m@n%maqméxﬁina?cgg: \O/“ergltzglt _hiessﬁg\(/)\,{ny added to

the Mert) aw akpanatiorfs GHVEHLFhoBrSE8LEMy pidcedure of
the communication system according to the second embodiment._
First, the user sends, to the portal server 1201, a control request for
controiling the internet terminal 110 such as a home appliance

'having a terminal ID unique to the home network, via the internet

network 120 by the use of the mobile terminal device 130. An
example of the control request is “program the DVD-video recorder

to record the news program at ten”, as described above.

Then, the communication unit 1204 of the portal server 1201

.receives the control request from the mobile terminal device 130,
- and sends such control request to the server apparatus 200 via the

internet network 120. .
Subsequently, the contro! request processing unit 204 of the

- server apparatus 200 generates the control request command 809
- to be incorporated into the frame 2 according to the received control
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6 March 2007 according to the above-described first
enbodi nent illustrated in Fig.2. The second 6ﬁdqph2007
enbodi ment is characterized by that a control reques
fromthe user's nobile term nal device 130 is sent to
this portal server 1201, and the home appliance 103
and the Iike 5 connected to the internet termnal 110
is controlled by the portal server 1201 via the
FGQUEBt,aWWHfQIMﬁaﬂ@ﬁCOFBb?aE@@&Pe‘BdﬁkgséaefEE% p??ﬁ?lserver
stituent elenents as those illustrated 1n Fg e
12@51 Yy sught 0RO lsb@@uU RsHa™Mand &@?].al | ed I
I i f mtted, 10 This orhg . )
Sorvartysibse et pBbEentllid S awvalent Gohatdn the first

eambagithenst the cietastt s test ?ﬁakékiyigg;gﬁh% iz%g%@%tes the

si de t1on,

[ h froman ou
fr%p l Irf Eﬁuaﬁna thén Aiteal requeshiconmraand mﬁ?’é‘?ﬂdgk’e aanddress

i i d..f th | .
e PR ST 8T, ThP, o8 e the Pk SaaraBion unit

2Qec aypk theppakkétg araépatiandy ﬁiﬂ@@l@@fﬁné}ra‘%‘é%sdé irE§p§W§e global

: [ it 71202 rea I'n
p%@ﬁ%ﬁ U?Tgf Bﬁ!ﬁag‘—‘%:t rf?é:ﬁé%rﬁ%néﬂénﬁ passesiill ta&hiecencryption
i il ti .S, Q] . e_pracessin
P S FERI202. | e e ALk fh pefetielae Lt 203 encrypts
thenefrastena, enbitireis . thad et . té hehesqioRIIS1040 by the

01, trol request for
C"-%‘?!ﬁ?l?'gfqta%?m?{%ﬁ Fnet _at g?& Lgl _118 such as a hone
DoPwore s (eI EAHOH il f £56F 3het RBteaStkerminal

net work, "via e intern

i Epal ' X I t
1L:QwéeﬁﬁlyiEISetheerespmnsabem?&élmétéﬁléegz‘}rgr@i tg’ig r?ggg{ diel?l’ ?gld the

enp9pbidn BFORESHAG Wilbofad decrets the data pactiz02 of such
' i ' ' Q4.of the porta .
e ee IDSBT pA AR UM DS Ot e alfaEE o g RentFol unit

11febi Theteomtned! udéyik6 18btairmndheessatsic Peagﬁsggggpmand

SRRk e4! U G gtEAND o i compomios tmcah pocket, and
contuteS MEUNIGAO i, LA GF A BEHE Hhtance 103
according to the contents of the control request command 809.
Subsequently, the appliance control unit 103b of the home appliance
103 sends data indicating its control result to the internet terminal
110.

| Next, the control unit 116 of the internet terminal 110 passes,
to the packet generation unit 113, the data indicating the control
result sent by the home appliance 103 or the data indicating the

control result of the internet terminal 110, and then the packet

generation unjt 113 generates.a response local packet consisting of
' the data part and the header part, and sends it to the encryption

processing unit 112. . _
The encryption processing unit 112 encrypts the data part of

such response local packet, and the communication unit 111 sends,

to the router 101, a local packet to be sent to the portal server 1201,

~-33-



10

15

20

25

- 30

-accprdingrke

to be incorporated into the frane 2 according to the
received control 32 6 March 2007 request, and 6 March 2007
further incorporates the address of the portal server
1201 into such control request conmand 809. The
subsequent processing is equivalent to that in the
first enbodinent: the control request processing unit
204 generates the 5 frame 2 including the contro
r equelhe coootd 189D enviveRe addieseceivigefeyt ?yag#et into a
and passes it to the packet generati
gigﬁaﬁ péééetaﬁﬂj hensephciethgepertal sarﬂertlzolﬁ OIand sends the
I et._that.includes
IIRER T e e TRRBOR A s¥Per AL Véﬂctnepmramet hetwork 120.

pr ocddud ngommrﬁeatlo“rhamncrmm@ff"scﬁtéﬁ X lu{;‘%ltver 1201

RS b S5 ekl ban an oot
roUhédC@VWH@ PaLLEP 141 tanhlﬁpggg%hig ﬂf r Er%qﬁfp{{?oﬂ%@essmg

10 recei ves theé response

| un1b112&3m| which ¢éhenygdecoppty ehesgary pﬁ\*ttsrﬂ%c%e@h%@éﬁgacket

hBe2ed, B 44 sRaugstimocasaingl uni tciCZaQZgaCSUtBequently,
théoﬂ‘lﬂ!dilmastJ Foéé&lﬁgt gﬂﬂ?@ ff@g gggé[{?& qrq:equ a?c%tlng the

809 |ncIu dint ta par

okt !
corbic i o Ao sppiaes 103 g rere

te'@f‘ 'ﬁ%‘e ﬂgﬁer‘&cﬂ'@% ggﬁlggﬁnﬂ@t@oparaoae@ms@qmm to the
cotirauaos tivte arieIoh, 4id 1830 Al PicRRT% WAL HE sends

103 sends data in |cai|ng I'ts Co

the ﬁﬁéeh\eedt@mrtnomresmoofmxnertﬂm @rh:egh pg?tpéﬁelﬁo@f or the
0 e

intk et AEFhTTaN 108 thgamal Suegﬂmiﬂﬁ'r%e‘f%@ 330.r o

gen

25 1A Ul sigiely éBS osiTE :‘ﬂ?%e (ﬂq(ﬁéﬁhgﬁg?eggaﬁlt naystem

indj cating the contro fesu
gh@nsemnda&mdstodlgwnt ahtonpohated the porli]al server

Nt espgnse |.oc cket consisting o

ot ?i*’@g?f “g‘r?{? t% @eﬁ lC%ﬁh@ns@fdghEt lrtt@mmt terminal
11Gfor Vemmlypéﬁé?éﬁh@%b'mé aHﬁrances itis possible to employ
the portal server 1201 as a dedicated server of the internet terminal
110.

Moreover, even in a case where an internet terminal for

fprovrdlng a different kind of services is to be provided, it is possible

to use the same server apparatus 200 by appropriately using either
the portal server 1201 or the server apparatus 200 that perlodlca!!y
receives a packet, depending on need.

Note that a mobile phone is used as the mobile terminal

device 130 in explaining the preferred embodiments, but . the
~present invention is not limited to this, and therefore that an

equivalent functionality can be achieved by using another terminal
device/apparatus including a PC and a PDA which can be connected )
to the internet network 120.
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30 The encryption processing unit 112 encrypts the

data part of such response |ocal packet, and the

conmuni cation unit 111 sends, to the router 101,6ghnh2007

| ocal packet to be sent to the portal server 1201.

-33 6 March 2007 The router 101 converts such

recei ved | ocal packet into a gl obal packet to be sent

to the portal server 1201, and sends the gl oba
Ipatustrial Applpeabalitger ver 1201 via the internet

netmo*h 120.  The communi cation unit 1204 of the

por t al N§eri@er Jterrainak eapparabes glacardiegkeb the present

i ' It inf ti ted b
PSS S UL R B UERY bsid EblonT appatatus for sending
apdocessivipg patketZQgtam@bcgnahﬁqnﬁegry@@g%%Q?Hﬁqééted to an

| obal packet and passes

rt in such ¢
e’?@?ﬂé@t NStWE&si Ry BRINg 100nnestedetpientdhy routes via a home
t Bh ing A obt,ai ns the data .
“?ﬁﬁ?@_gf i HS‘E‘?E‘@%’E" % cﬁo%';tﬁfifh??o"@m %h%f _?'éﬁmﬁertemyrmineapparatus
a@cpmdlagcetol(me)rprté&mmtﬁf\i@‘itiohe’i?“hgﬁ'plijcé%léﬁ‘i:budfﬁterminaI

[ conmuni cati o

[n.the data part agnd passes it to
ar{;ﬂ@fa%ﬁgr 5§aw YcoRfiiatisw hemenappliandesedndan Ieegrated

m ' (ther the home appliance
PR EY rEemhepnitable T o arblSnces i tae Tike such as
an @iriceaditienere 130. 1s. As expl ai ned above, since the
comuni cati on system according to the second .
enbodi nent. incorporates the portal server - 1201,
whi ch uses a dedicated application for the internet
termnal 110 for renotely operating hone appliances,
it is possible to enploy the portal server 1201 as a
dedi cated server of the internet termnal 20 110.
Mor eover, even in a case where an internet term na
for providing a different kind of services is to be
provided, it is possible to use the sane server
apparatus 200 by appropriately using either the
portal server 1201 or the server apparatus 200 that
periodically- 25 receives a packet, depending on need.
Note that a nobile phone is used as the nobile
t erm nal
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device 130 in explaining the preferred enbodi nents,

but, the present inventionis not limted to thi

and therefore that an equivalent functionality 52%3§Q2007
achi eved by using another term nal 30 device/appar at us
including a PC and a PDA which can be connected to

the internet network 120. -34 6 March 2007 Industria

Applicability The home t ' I pparatus according to
the present invention |§@&rﬁé§ato be used as a

1.t er mAn&krayiparlat pp Frert L TdiMg e rafit g %Vﬁé@eﬂﬁﬁ@?tdata to

ng%a to and fron1ﬁ router connected ™t o an 5 external
anLdhBm a gewams é&rﬂﬁeépém%t%ddw @duteartering laniedreork to

wfﬁ‘ﬁih"@@er@@ﬂd}% r&fGs! U‘#we biéézgctéeﬁf $§ﬁﬁ%ﬁ§f@lapparatus

appar at us accor I ng
beipg |CmvneCt©dat0ethEnarbutm'panat s Home emetalork and the

roQBRF oMY 1T S 4P aRnG, pr e e holvear & global
addm'elssasasslagm!d atd ©9adrbuees’ an&%ﬁ&’@é?%&@%ss of said

CLAI term nal apparatus for sendin
termippl; appagatuso fosna predetemuired Ipa&rlosl efntintesd said

whi ch a server apparatus is
terf:rgoﬁgcl:t oﬁégglt%gféeqﬁn{ﬂr?a{%?ggpar atus 5 bei ng connected

to eheommenication omit oFE\l@Weatlo‘i stbéI?d sAdt ?élcek:)ve data
etween a

Egﬁf orre ondi n ati onshi
to 558"‘55@1 SIVEJ PRPITARUS Wadthel beufefi@ads of
. S RO A LR SR04 Bt

durgpgmthich the aotiresprending neiastmdsamp isdeeld enddi@router,
the rquter; and

h erver us, v
a”dﬁf’aﬁﬁ RIS of shotker BBpa Jily: g pRsliachg SR sesding
mtelﬁwah@tv\hﬁtﬁ&ht BReCABLESROBEYY rel ationship is held in

the router
wherein said communication unit is operable to send the

data repeatedly to the router according to the sending interval.

2. The terminal apparatus according to Claim 1, wherein:
a mobile terminal device sends a control request to said

terminal apparatus; and
said communication unit is operable to receive the control

request via the router.

3. ‘The terminal apparatus according to Claim 2, further

comprising:
a control unit operable to control said termlnal apparatus

faccordmg to the control’ request

4 -J'The terminal apparatus according to Claim 2, wherein:

a plurality of apparatuses are connected to said termlnal

E -apparatus V|a the home network
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and to set a period shorter than the holding period as

a sending 15 interval at which the data is sent; 6 March 2007
wherei n said conmunication unit is operable to send

the data repeatedly to the router according to the
sending interval. 2. The term nal apparatus according

to Cdaiml, wherein: 20 a nobile term nal devi ce sends
term nal apparatus; and

a_co brol ag_%st to said
Sntif &P&ﬁ%ﬁﬁchén&beﬁ% @M 8 Pidyal bkks wentrol unit

sai d

operdbld tor eaHerd! tha b Lgé |F§é §. The term nal
apparat us_accor ding t 0 e ker  conprising: a

cont £aid Lﬁrﬁ’mfﬁyétlgllteonouamhtlsompeaabléetronsrrﬁhd the control
S fiC he, control request. 3.0 4.
FG$M@EH ea hoof glhg %%E%F'ﬂ?ﬁﬁft%n & aim 2, wherein:

he term na app .
a pl tlnalapyaoétaspaeﬁthéﬁmmteoﬁ%ﬁ@ﬁt@ﬂ th‘e %&lﬁaratu?‘es is

ter ap s via the_ home network
op%@[ﬁleﬁ%c%& i&ﬁeeeeea@wtawtme@:w apparatus according
tOCthérr‘é'cellOegi cGB‘EFB?'I’éc’@ egpntrol the apparatus
is operable to send

itself; said comunicatfon uhit
the control request to each of the apparatuses; and 5

the a roI unj t of each_of the apparatuses :
5.1 o TRELGHnGT ottty *PeCoEdiNge toaaalam 1, further
comqnas&hgs accordi ng

to the received control request.

5. The term nal apparatus according to Claim1,
f ur BhEengi@tioRp Nl apera lgbméoagenerametdapariablbea sent to
gL ol e sent to the server apparatus;
thégv\,%erel nreisagﬁﬁgg%esgatl on unit is operable to generate

thewhiatem Isatsdlgehledes:lah hmﬁt:stcb‘ﬁePab'IéV\td‘ enerate the
n.in a header 5 part | ocal address

datgﬁ@g dn Z\‘Flﬁ§a¢t é%@ﬁtmfaﬂwmaefosmation in a header
part: the local address of said terminal apparatus as a sender’s

addfess; a local port number of said terminal apparatus as a
sender’s port number; an address of the server apparatus as a
destination address; and a port number of the server apparatus
as a destination port number, and that includes at least the
following information in a data part: a unique terminal ID of
said terminal apparatus.

6. The terminal apparatus according to Claim 5, wherein:
‘a mobile terminal device sends a control request to said

terminal apparatus; and ,
said communication unit is operable to receive the control

request via the router.

7. The terminal apparatus accordmg to Cla|m 6, further

-

comprlsmg _
-a-control unit operab!e to control said terminal apparatus

accordmg to the control request

L .87-
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address; a local port nunber of said term nal

apparatus as a sender's port nunber; an address ﬁ&/[a ch 2007
the server apparatus as a destination address; a A

port nunber of the server apparatus as a destination

port nunber, and that includes at |east the 20 '
followng information in a data part: a uni que

terminal ID of said termnal apparatus. 6: The

term nal apparatus according to Caimb5, wherein:

8 mobi Mhe eemmaﬂewﬁrém%&& m%ﬁ'tor eJHER ¢ OYﬁ‘?érdeln

25 term nal, _apparatus; and said ni cat ron udi
oper SPHIEY I FL Qi ap navatimes care coquescted o baid terminal

16 hrial PR ot a us according to Caim
a%@#?&fui yia g@ecﬁ%ﬁg?e!"ﬁﬁmﬁntrol unit operable to

cont EBE aaparaeumemleeacn'panaﬂuaesaeﬁoa?lméet?ﬁ @ntro! unit

p%%{al#@t Lt]é g(g@g'r‘% & Zﬂt%%&%@%ﬁ%& féin: a plurality
of apand &idiﬂ@ﬁu@i‘@a‘f%‘ﬁe&h?@ lﬁooé@tﬁb'iériﬂ} ;%Ze% nd the control

paratus vi a t he hone net € appa

reﬁE‘@ﬁde% W'&ﬁb&ﬁb@s’immwsea; tandperabl e to

o ot A PRPRERARHO LBl 57 sachedt the epmmtatuses is

openabdertar aonses| thedré$veabinas Rk ‘iﬂﬂté ?Ea%‘th so{a ccgrd ing

ratuses 1Is 10 opera contro

h of th
to Egcﬁpsgf??\'/\égﬂggﬁﬁﬁap I gigsrestis accor di ng to the

received control request. 9. The term nal apparatus
according to Claiml, further conprising: 15 a '
9. gena”rfﬁﬂltﬂfmmnaloaﬂ@au%eeneratﬁggam ¢F&I?ﬁ i:?l_emfutrther
e_server apparatus erein sard generation uni
Co'h&%%&%bl e to generate the

a generation unit operable to generate data to be sent to
the server apparatus;

wherein said generation unit is operable to generate the
data that includes at least the following information in a header
part: the local address of said terminal apparatus as a sender’s
address; a local port number of said terminal apparatus as a
sender’s port number; an address of the server apparatus as a
destination address; and a port number of the server apparatus
as a destination port number, and that includes at le-ést the
following information in a data part: a response interval at
_vyhit:h response data is sent as a response from the server
apparatus.

_‘10. . The terminal apparatus according to Claim 9,-

| wherein said adjustment unit is operable to adjust the
sending interval to become shortened when said comniunication
unit has not received the response data from the router W|th|n
the sending mterval ' '
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data that includes at |least the follow ng information

in a header part: th? | ocal addre§s of said tern1@ghﬂd12007
apparatus as a sender's 20 address; a |ocal port

nunber of said term nal apparatus as a sender's port
nunber; an address of the server apparatus as a (r)
destination address; and a port nunber of the server
apparatus as a destination port nunber, and that

i ncludes at least the followng information in a data

1part The tegpoinal appavatustaceSraiigho €IBPAP D ddiferein:

nse fromthe server apparatus. 10.

i . -
The- 6 481 SIABER B4tk ORGP leotarge Rega tare pdumality of

data dvith deffEtintPelpch 9PGhRRIG a9, adi ust the 30

sendi ng .interval to Decome shortenetl when said
comER1 4 [0 B usticathas woit i £ 0P eeah keh €or s panslee daliarality
6

t i1 Al h di int . -38
oNEFER 8PP eRY By Sl bRBe AR bt SatH di ng t o
C ai sald) atpnstmersti@ngiens’ abieda pie ttPi YeaREaithe Hbiding
te.a plyrality of data with different response

pqﬁ&ﬁ:@éﬂ"é’;‘gsw iCéP & rﬁnﬂﬂﬁf@ﬁﬂﬂﬂdhﬂg r%lai@enaﬂhip i® held in
theCrouter fathathls) retbdiite AL SRR the sigsponse

' generation unit;

dag@‘@bﬁ@@ﬁ-the hol di ng period during which the
corresponding relationship is held in the router from
the response interval at which the response io0 data

12is e .tGFraZnal rait 3l c ' 0 i
&?ﬂ'@ﬁ“ 11, wher ei r_r?p_ts)gir?tggj Sg{&%nd?hgﬁit? ?4253%2?% y vhgrein

sa UstMmengednit dspoperahilet to vietest thdomgeshgesponse

' of 1s respon?iety of

B BRI oo o BL WS e 8 4 R

respomseidatafsaiat by ahle @erwrdag?fé?d&ﬁ]asf ?nﬁg?éé‘bkﬁrsel%o the

Th?.ter?inal apparatus according'to
plurality of data sent by said terminal apparatus.

13. The terminal apparatus according to Claim 9,

wherein the server apparatus includes: |

a second communication unit operabie to send and
receive the data;

a response interval adjustment unit operable to obtain
the response interval at which the response data is sent to said
terminal apparatus, the response interval being included in the
data, and to determine a response period during which the
response data should be sent; and

a second generation unit operable to. generate the
r_esp’onse data. to be sent to said terminal apparatus; |

wherein said second communication unit is operable to

~send, to the router, the'response data generated by said second
generation unit according to the response period.

.;39q.
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wherein the server apparatus includes: 20 a second
comruni cation unit operable to send and receiveﬁ%ﬁ%chZOO?-
data; a response interval adjustnment unit operable'to
obtain the response interval at which the response
data is sent to said term nal apparatus, the response
interval being included in the 25 data, and to

response

et er,m a_response period during which the )
14dj'at aAshgﬁpa"Héngcé}i'pnanEnﬁtgeéjonaotjeriﬁ%t iwithinia terminai
amperatl e foe. s@rAtAAL Snd Péce&ﬁ@?@ﬁgg%?cgjaa% k?gof‘ﬁ”é router

tg said term nal apparatus; secon
thabmisifeanessednito ian opstebhal tnet@®rk Yendyhicht heserver

t r ta generated by .said second .
apreneare{ﬂsi oﬂguniftiianggglf% hg %eth ergy sead)eQ‘?]B%guSSQbe'ng

coemeaied®07thédrodtepuanacakitWo FEtdipg for use with a
and receiving data to

t@.r i nal ﬁ ratus for sending. ] .
S PHERT Bi_ﬂf%g a r%rﬁe§mge&ﬂede_ia)tlmsaa(trerhatween a
gl ganedies LIy ActEry tha PORTERLYRY 7 BEHT G ard Bt cne

term nal apparatus be
terminal mpperatusdfonear puedeterindimgdapesiodspsntime, said
address assigned to the

COﬁﬁh%ﬁhegﬁghg'%gﬁiﬁﬁidg? lqgfﬁgﬁe term nal apparatus

router
for sendiedet ahd nedcepFiry afatl "§% #Hd. from the server

connynication nmet hod conpri sing: sendi ng and
appacaiys ndadgthe reukan; fameh the server 0 apparatus via

t he .~ and, det {:ng. a hol di ng periad during. '
whi gﬁqgkg{n%or?aespgﬁéﬁw@%r el &A5'd0&hi p GWIRG o ivﬂgi% the
correspemdiargl redatiowship Aer heddsiprrs roaert enBokekfing a
|€§TIOH aE a endlgg interval at 15 which thp data is
perigd Shopterithamn tha holdiaonpesindras e wendiorg tinderval at
whi¢H ®hel 88tadRl @dt.sent repeatedly to the router
according to t he-séndi ng
| wherein in said sending and receiving of the data, the
data is sent repeatedly to the router according to the sending

interval.

15. The communication method according to Claim 14,
further comprising:
generating data to be sent to the server apparatus;
wherein in said generating, the generated data includes
at least the following information in a header part: the local
address of the terminal apparatus as a sender’s address; a local

-port number of the termina‘t apparatus as a sender's port

num‘ber; an address of the server apparatus as a destination

~ address; and a port number of the server apparatus as a

30
- apparatus.

dlestinat-ion‘ port number, and inéludes at least the following
information in a data part: a unique terminal ID of the terminal
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interval. 20 15. The comuni cati on nethod according to
G aim 14, further conprising: O generating data f@;R8, 2007
sent to the server apparatus; wherein in said
generating, the generated data includes at |east the
following information in a header part: the |local 25
address of the term nal apparatus as a sender's
ddr : I [ . I nunber of the termn nal
16 pardltus ComHTupitR N paREthaghmaccosdTagar ks Glaim 14,
fumhwecampﬁgmgat us as a destination address; and a
destl nation'

port nunber of the server apparatus as a
por t Sfdiy@tingndatacteadee sentdasthensefukroappypratas;

i nf OWWéf*éigﬁ iR Saftpt @?ﬁ&l@m/gb%ha o mt%('j éﬁ?ggf:ncludes

the termn appar
atcheashitba |fomlmtmgd:mt‘n:nntatmgnt m Q@ shender partt:hehe focal
data to be sent to the server

R o e
potet aumeardess theat te?ﬁ’flhag éﬁél‘é’t’\ﬂfﬁga'snfé’r%ﬁd)@r %N port

eader part: the |oca e term nal

nU&BB@ﬂ‘atGB addé%@@irtbeaeemec apparadius @s ta rdmbenatlon
nu

2dBressh, a0 1 At ShiBa, of 108" Fed dicoppiitus as 2

an a
deaumaa{sen grod-ta npanth ey meeid o dl bee?seraterl e@u@ftartﬁté“fo@ﬁ)wmg

|:a gistlnatl on, port nunber, and includes at | east
Infopmaganwhga idebrnRath ia sespansarintarvadpatsevhich

reSﬂ‘éﬁ&éada?é 1%691% arseépPé‘§Eof&feaﬂ@%_gﬁ%eségygfgeﬁﬁgﬁzgtus.

from the server apparat us
program for use with a termnal 15 apparatus for
to and froma router that

sengb and rece| Vin a .
SReRPLsef Xk a‘@alp"rﬁ’eg'ﬁmkf@fu whecwishsar teFminal
ap@@l@@t@é lﬁé)r' Se AATA QCE% r‘é?:%&?ﬁ Hé't U éJr‘gn'u?ggouter

connected to the router via
thatoiigi @@naected to an external network to which a server

apparatus is connected, the terminal apparatus being

‘connected to the router via a network, and the router holding a

corresponding relationship between a global address assigned
to the router and a local address of the terminal apparatus for
a predetermined period of time, said computer executable
program comprising:

computer executable program code operable to cause a
sendlng and receiving of data to and from the server apparatus
via the router; and '

computer executable program code operable to cause a

~ detection of a holding period during wh|ch the corresponding

reiat!onshlp is held in the router, and setting of a period shorter

than the holding period as a sending interval at which the data

-

‘t,s‘sent

wherein in the sending and receiving of the data, the data

';ls sent repeatedly to the router accordmg to the sendmg
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correspondi ng rel ati onshi p between a gl obal address

assigned 20 to the router and a | ocal address Offﬁ?%nhZOUY-

term nal apparatus for 0 a predeterm ned period o

time, said conputer executable O program conprising:

conmput er execut abl e program code operable to cause a

sendi ng and receiving of data to and fromthe server
Inq@Q@PiFus 25 via the router; and conputer executable

m code operable to cause a detection of a

prog
holdlng period during which the corresponding

eIa onship is held in the router, and setting of a
2érer i @& REPGEA Mt AgEONEdNIgotali (ﬁbalmarl Byl faﬂ'taesrendlmgrlsmg

i nt e&&ﬁﬁpa Wﬁ@cmgbqgt ﬁﬁg%%g'lni &5ae Qmeret?lga ;Qngause a

sendi ng ‘and recervin

gefra@eaatuem oftdatado ba eyemt:tmdh@%é:%éﬁ% ﬁﬁa@laees
18. The prggran1accor i ng

d"g'i%ﬁh“sgf?ﬁeb%%{!ﬁmﬁ dedmutBe generabed data
m@IrLQﬂaéﬁthl@%%tOﬂ‘i‘é%l?okﬁngaaﬂ?ﬁ)r"i‘naﬁl%mﬁe?ﬂ%rlgﬁd%{egg?f‘ the

be sent to the server pparat us;

'O‘tﬁe'n@ﬂé’trﬁéﬁ of tde 4erminabagpamt ks ahselmmkﬂs’saaddress
eaaer art

f
a Ipe8t pdrtn UMb Y R ch B RN AL il g s, dnder s port
numbeessan addeesk b@rthéuﬁb?VePfaﬁﬁgrb%U@ adl destipation
aratus as a sender's port 1o nu an adéﬁ P
adaﬁés%r@Bﬂaa?bpapeﬁtu@la@taeﬁe@fl thei sarv@raca:lppasratalsd as a

deStRarioRiBBeS Stk oSy BRRIGAS e theyfollowing

desti nati pOft nu
infpemationgin anflateapact: iz unidaet@pitind H‘ﬁ'éﬂﬂﬁhe terminal
apparatus. 15 19. The

ID of the term na
apéﬁéﬁ%ﬁ.\ according to Caim17, further conpri sing:

19. The program according to Claim 17, further comprising:
computer executable program code operable to cause a
generation of data to be sent to the server apparatus;
wherein in the generation of data, the generated data
includes at least the following information in a header part: the
focal address of the terminal apparatus as a sender’s address;
a local port number of the terminal apparatus as a sender’s port
number; an address of the server apparatus as a destination
address; and a port number of the server apparatus as a
destination port number, and includes at least the following
information in a data part: a response interval at which

response data is sent as a respons’e from the server apparatus.

, 20. A-communication system co"mprising:
- 30

a server_ apparatus connected to an external n‘etwork;
a terminal apparatus connected to a nétw.ork; and _
a router which connects the external network and the
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conmput er execut abl e program code operable to cause a

generation of data to be sent to the server appar3§ ;

wherein in the generation of data, the generated g#%mh2007

20 includes at least the following information in a

header part: the |ocal address of the term na

apparatus as a sender's address; 0 a local port nunber
néﬂN g term nal apparatus as a sender's port nunber;

an addfess of the server apparatus as a destination

addr eeeereind saigorro UteTeiokfs tahetéﬁ*ééeb’o ﬁHPﬁpaPéﬁfaﬁ%nship

25 desti port nunber, and includes a
betq;mée?ﬂl Poﬂr‘i‘aa?@ﬁgfﬁﬁﬁ assiangdidpaspidtrouteespodse local

addﬁeﬁs@/@'f ﬁ|d@é?ﬁ1|ﬁ§ﬁ§$ﬂ§§r§@§ Xojﬁfﬁ}fﬁ@éf%{;ﬁﬁg@é}ﬁnod | |

fromthe server apparatd
of ddmei simd: .30 a server apparatus connected to an

ext a ter nal apparatus connected to a

net \%/oér]@{ tgﬁmahoﬁp@r ‘t':% GURIHI$8SE he exter nal

net vrdo ramnduhiiéatid? &n rgao@l € k

sai outer holds a correspon |ngé rgléa%\ﬁgngﬁ:ﬁr;ge%é]ve data
to phddErm spishseradic enpasstysedat sasditbubarprardd a

|00§et e&?ﬁqjﬁgﬁpen ﬁ. Bg)fe'ptarh?g %gpaei g %gbﬁ{i‘qgng period

pre
duamrwmshcdmmlwﬂ‘egponmgl q@la@mwgmpowﬁ@ha §R said

fromsai d server

en & receive data .to an
rodii}S A Lol St R ne ost Shoied umaaoqnsmmm.nenod as a
serPdDﬁf@bh@ePQaﬂ?tewh ﬁ‘cﬂlﬂé lg', %%nélo during which
I ng |p | insaid O

t he correspon r at1 ons

r ourdrereimdsadd seo mampenicatisoutrdt ishepera®ibotdigend the
at. which the data is

R T T T IN ER 7 NE Y

send the data repeatedly to said router according to

t he sendlng interval. 15
21. The communication system according to Clalm 20,
wherein:

said terminal apparatus further includes a generation unit
operable to generate data to be sent to said server apparatus;
said generation unit is operable to generate the data to
include at least the following information in a header part: the
local address of said terminal apparatus as a sender’s address;

~ a local port number of said terminal apparatus as a sender’s
port number; an address of said server apparatus as a
destination address; and a. port number of said server

apparatus as a destination port number, and to include at least
the followmg information in a data part a umque termlnal ID of
said terminal apparatus; and '

said server apparatus includes:

a second communication unit operable to receivé the data

‘that includes the terminal ID of said terminal apparatus;

a terminal information Storage unit operable to store the
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21. The communi cati on system according to O ai m 20,

wherein: said termnal apparatus further |ncludeq3@mcm2007

generation unit operable to generate data to be sent

to said server apparatus; 20 said generation unit is

operable to generate the data to include at |east the

following information in a header part: the O |oca
apparatus as a sender's

' r of .sai d term nal
foiﬁfﬂw‘éié; MEOTHALiOBo@s nans&t of serminainminprmation: the

teapphial ID 65s8ideRdehifal ;Ib%zgga%ﬂfﬁ’@{ a g‘fb@gpgﬁnggrsé’éség said

sai d server_ apparatus as destihatTon ad
roJitefomhighniser ssinderts satdeess papat atgbobal port number of

St | t:.n ~aand Lo include at | east the

Saﬁgl f%gﬁ%g%p}@ rjrgt#ggghq% dab § b AHMBL R

t er manplackBtofermaxiatioer nin o BleUto ¥BLFHM,dfrom said
30. a second conmuni cati on

el A rac ion cakasenunit: he alebahaddecssand the
gldBam Pt hQn@Be?%HiEﬁT?bglgéé?ggﬁgf ?‘%@E%E%Fﬁ]@éﬁ when a

i nformati on stor age unl
copdreh vapuest otd codngriohf seidt tenmdnad apipafatesnnieh the

L f i Q). e termnal 1D of said term nal
te@%ﬁ@%ﬂ?&%$ﬁ§ ["obal address of said router which is a
sender's address; and a gl obal port nunber of said
router which is a sender's port nunber; and 5 a packet
229enéJH@i6K”Dﬁmﬂn®©@tubme §ysbemai accordingai to Claim 20,
wh haal information storage unit, the global address
and the global port nunber which correspond to the

t er Siand|telriminena p p enetu9fureneeshclwd 68 ¥ n&rbtion unit
termnal I D ocCurs. 10

tergkggl a araius wth the I
OPeRDS chﬁﬁﬂ 2 gtﬁ@ﬁasygtléﬂw%%ﬁbrt@i agid saueemapparatus;
| oarsena; geRLPat R Al 18PBpRABIE S HenkRE B data to
include at least the following information in a header part: the

local address of said terminal apparatus as a sender’s address;

‘a local port number of said terminal apparatus as a sender’s

port number; an address of said server apparatus as a
destination address; and a port number of said server
apparatus as a destination port number, and to include at least
the following information in a data part: a response interval at
which‘ response data is sent as a response from said server
apparatus.

23. The terminal apparatus according to Claim 1,
wherein said terminal apparatus is a home terminal

‘apparatus.

24. The terminal apparatus according to Claim 1,

~ wherein said terminal apparatus is an internet terminal.



operable to generate data to be sent to said server
apparatus; 15 said generation unit is operable t

generate the data to include at |east the foll ow %DAMCh2007
information in a header part: the |ocal address of

said term nal apparatus as a sender's address; a

| ocal port nunber of said term nal apparatus as a

d dd f d
2 Soparnc e R AloAREa ol € G e Foohus o

nunbavhefeisai daiel vepluppleyat g aﬁpﬁaeé’rfea;‘l.'é’@%' OBrBOT thome

oW ng

a:ﬂﬁﬁb and to i nclude at | east
Pﬁ&Flon in a data part: a response interval at

whi ch response data is sent as a response fromsaid
server apparatus. 25 23. The term nal apparatus
according to Caiml, wherein said term nal apparatus
is a. home term nal apparatus. 30 24. The term na
apparatus according to Caiml1, wherein said termna
apparatus is an internet termnal. -44 6 March 2007
25. The termnal apparatus according to Claim4, F
wherei n said pIurallty of apparatuses are hone
appl i ances.
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