1 SYSTEM AND METHOD FOR REMOTE DEVI CE REG STRATION 2 3 4 FIELD OF THE

| NVENTION: 5 6 100011 The present invention relates generally to the

manuf acture of devices having 7 sensitive data therein, and particularly to
remotely controlling and nonitoring the injection of 8 such sensitive data
into such devices. 9 10 DESCRI PTION OF THE PRIOR ART 11 12 100021 A
device that participates in a cryptographically secure comrunication
system- 13 will typically have sone type of unique and i mrutabl e

i nformation thaySwEsM ANDMETHODTOR REMOTH DESYCE REBISTRATION®E Of

manuf aeturing. This information could be a cryptographic key, a shared 15
secret 3or sone other data that may be cryptographically bound to an

i nher eat | YIHUN QUEHEGNHENTIOMNIt e of the device. Such information may be
generalbly referred to as a "key", and the 17 injection of information may

be gener aldody) ef el flerdt hvion Wésrbgﬁerinbeo 6 Yo @achlre ofk8Vcel Bavidlj €Ction”. 19
[ 00031 Th purpose of Injectin keys is to ensure that the device is

accept éd asnsisiFe dan thereinand PEUGHEFY F%ﬁeﬁa’ﬁ catroing apd fenitor R g fRIcERAN%Nn syst em

at somg pQidikedsivi O hdlsihieviadst er the 21 device has been distributed.
However, the producer of the device will often wish to ensure 22 that

devices are manufactured legitimately and thus wi shes to protect the keys

that are inj j gglvi ces. The producer will typically aimto
pr ot 6310 t%}sg@?@%ﬁ%&’@ﬁﬂ%{@i protect future revenue, since
aut hentti cati on of the keys nmay be used to provide conditional 25 access to

the Sel%gl’ Z %ft emd@ﬂge thﬁt?EaI?lag%tgsml %ﬁtogrlﬁ]’@call@ie%te @ka‘ﬂn‘!cahél s@-!téﬁ) i mpor t ant

as it custo user device to avoi d fedious
pr oceddr esvilf @awﬂl“’éwfts@me@@ieﬁf'é\lquﬁﬁ@lwtﬂé@\}?fel@’a“%thftmwlecﬁéﬁﬁé%| ce may be

grant 0 Syehic0 Bl i 8PAknuBkRASS ThR lﬁf&ﬁlaﬁ&s&ﬁ%bas@aogﬂpm@ rasRir@gr aphi c
authentication that the key is trusted. This tc[)ust based on the fact

that i¥ i §ecror ©REEPes Qﬂi’é\‘aﬁ §ray b gryRegraphically hoppdig ap E‘h?rﬁ‘g IYPpiges ed dat a
out si d@ Ofaufitife Jramufedcd lgublﬂﬁfoﬁhﬁfbﬁ&ﬁy be GeherdYsiemred fohsk “HeyOwidike condi ti onal

acces S1 I n(l;l'll_] elajc%gn ofe mfgrmatigr? rtngv beI gtegeraglﬁl referr vl scf 18 Qs %eylng”aﬂgé cPeViceE (pro‘l%e%

18  injection”

19 [0003)  The purpose of injecting the keys is to ensure that the device is accepted as an

20  authentic participant of a secured communication system at some point in the future, after the
21  device has been distributed. However, the producer of the device will often wish to ensure
22 that devices are manufactured legitimately and thus wishes to protect the keys that are

23 injected into the devices. The producer will typically aim to protect the keys in order to

24  protect future revenue, since authentication of the keys may be used to provide conditional
25  access to the secure system and its content etc. The injected key is also important as it

26  enables a customer or user of the device to avoid tedious procedures required to register the

27  device.

28 [0004] The device may be granted such conditional access to the system based on

29  cryptographic authentication that the key is trusted. This trust is based on the fact that it is
30  exceptionally difficult to reproduce the trusted data outside of the manufacturing process.
31  Systems that provide conditional access include, e.g., satellite television and radio. those

32 systems that continuously broadcast information but wish to control access to their content
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32 systens that continuously broadcast information but wish to control
access to their content -1 1 and thus revenue for providing such content.
These systens rely on the manufacturing 2 process and the O gi nal

Equi prent Manufacturer (OEM, in particular, key injection, to 3 provide a
root of trust for the devices, and ultimately for the entire secure

comuni cation 4 system 5 [0005] Keys that are injected into the devices
are sonetines of a standard format and 6 purchased from a governi ng body,
for exanplagd thid :g¥enhiefbt frotidiagsuco einent 'Iﬂléﬁtsﬁmetrixs@éiy @HBEFP)anuszctd('ﬂgs whi ch are

used tq protect our o your
noni t or*  &"4FD ?fbdd lg? ﬁ‘égmil Ef’lﬁ%en %u 6% Jer (ﬁ "E)P)ac’imuf i0e egt(i)%has an interest
i n ensyri pepvideatrod bardsefpsthe @evites trrd ubtnbagely foothe Iwu'd eire eomm@m er are

pr ot ect4ed an not lost. This creates a liability for the 10 producer, thus
i ncr easi né tHhe i nportance for protecting the injected keys. In sone cases,

the | 1 producer can be fined for |osing or copyln keys and jf they
acqui ré a 9WpLt aKexsrhat ge injepted e the dreses R epmaRYIP G AT g“‘i@éfijl@m"’(t A gover ni ng

body ngy h@ghdskEtro®h g&@ﬂﬁfg%o&ﬁﬁn@kﬁp{d HighiDRfinifbn Cdntent ]l’k@te&iﬁylﬂ-mm nt ai ni ng
ortant to the roducer eci allly when 14

this relatlons ten i

the keys &f¥ BQ“”‘IEME PSS et Hyt?@t“ &SRS ¢ Balb (178 XPEL %t@ PE B onpat i bl e

wi t h otgherarrfd@g/d,tﬁ@&mgwm‘gMMng lsrfdyaﬁis BIE hds g intelredt inlehssriggiba theddegshout  bei ng
abl e t tn%%g %chel\flﬁ:g g gr ﬁllﬁce%% %ro{%cteff and no% iost, '?195 crgfl;tesm%ablhtg%r Ct{}g J\[“egged 17

[0006] APrisrng ever-increas
conpl eba t;prraindar th8 irscphnsthe ogbitans for protestmgohtmmnctétiﬁeys rixdsqmmb, tgarts to be

manuf a6t ur,eeh, AR g YA BY1 ALk S RRIEAR 1R ol ize b RbRRiATSETD! v by anot her

manuf act urer N such a sit rtain securlty
i npl i ckX i onglisatre whemhanglingdexsethe gfveming b@@w@éeﬁmctph%mm@ﬁlswbuﬁon@f 21

conmmunjsC atthep&) S Widifhing ﬂﬁﬁ@laﬁ&i&%uﬂﬁ CREEnyBt %Qﬁéﬁr&fucer | dspeeraily wipgar ef ore be
paranmount for a 22 device producer to _ensure the |nte%lr|ty of the

manuf atk urthqﬁjy%%?fearfgan%%forra%téeqd@%i%ﬁ% Aeics 19 by compaivfeath atheb dFviceS) of t he

producgy’ smm@Mhﬁ&tmc%ﬁe [ B@Q5JasdNaaRowt BaEd 4RI th G alparichlaikeg thetdgvied wilthe
manuf acturin roces of particular 25 concern are issues related to the

conf i dkht it ¥ a‘?)‘f‘teg ret information that is used to 26 manufacture the
device, as well as ensuring that the manufacturer cor.rectl% reports the 27
i dent i t7 ed0@9al t Erea modepehusiogss dnhaiscomprisit@eeuinedasing deviee complgxityeand | deal | y,

the prfsducsgéms%fsaﬁomm &ﬁmgo%vfbpﬁdlaﬁwbgts% ¥e muab&@a& ASPURRGES that a

manuf act ur I's not creating and distributi ng{ "bl ack" market
parts W deappleedrer foplatepsssamiiedy aqothermppaastuicer “ﬁ‘ﬁh?s@ﬁ %gtheée 1Y ai n

20  certain security implications when the producer of the device or the owner of the
21  communication system is not the device manufacturer. It can therefore be paramount for a
22 device producer to ensure the integrity of the manufacturing systems that are responsible for

23 the integrity of the producer's device.

24 [0007] When considering the integrity of the manufacturing process, of particular

25  concern are issues related 1o the confidentiality of secret information that is used to

26  manufacture the device, as well as ensuring that the manufacturer correctly reports the

27  identities and the number of units manufactured to the producer. Ideally, the producer of the
28  device should try to obtain assurances that a manufacturer is not creating and distribiting

29 “grey” or “black” market parts or devices. For example, a manufacturer that ships a certain
30  number of keyed products back to the producer, but still has leftover keys, may then

31 manufaciure and sell devices with those extra keys. The producer has thus lost revenue since
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30 nunber of keyed products back to the producer, but still has |eftover
keys, may then 31 nmanufacture and sell devices wth those extra keys. The
producer has thus |ost revenue since -2 | the nmanufacturer is the one who
profits fromthe sale. Qther actions such as cloning or theft 2 of keys
may also arise, which is difficult to detect and control when the keying
process is 3 outsourced. In sone cases, keys could be published on the
Internet to enable users to gain 4 access to a conditional access system
Wi t hout = pay nathfc@lrerSdtEdlom whe pyofiedronbthe GO0 &}thel baidhd sueinalcloying ar efoducer t hat
IS conger d _abou secur#q?.t@g hnf rnathon ﬁ%%njeq%Lon stqge at a

manuf att uPiNG BPREC ARE: VRETS A i e st Con R Y RS T hat a 7
manuf agt usiedouicsd. Ojpabmt taag, kegs euldetrripeblishdiain tig Ivemetdoienablensirde @t i on to t he
producer's device 8.and systemsecurity. Protective nmechanisns are
genera?lymﬁ%FéEFmPﬁu?ﬁé?c %?%ﬁﬁ“ﬁﬁ%gpﬁﬁﬁﬁéﬁﬁ%%a&@}%ypicalIy bul k encrypt ed

and sent to the manufacturer, where, upon arrival, all of the keying 10
i nfor @it i BA8]s derediopalisya grodusaiibat isgeacered abpyhipruiing thedpormgtiethen trust ed not

t o conpr offjesontsige athnalthdturfi sitd¥a0 iRt chdek build iSRG ks fret hod to restri ct
access to keying infornmation is to use an on-line client- 13 server

mechan s SRS GFAReRtingdR R FATSHR AR 5P deeronydreation fodbeproducqrRdeVitRn yf act urer' s
facility anbdyseutcdulle Peasleshatadisthsard hatilliarva figlthidalidg dtRatorguest s f or
keyi ng_infornpti on on a per- 15 device basis, to a.r te key-providing
server 2 untgfa YWEH‘CGB?W’?t%q ‘g‘gf‘e“f Pi’éhep'Pac?Hff&té‘ e %ﬂe{‘f?@‘iﬁ]“v%rozthﬁgé“ﬁ nunber of
probl eos isdrinationd denmpibd stgnae, o hefrenbifacturzgis thes trestedtnotb corfipfomise thes on an

of f-site,, henptely networked server, that provides keying information on
such éli 1%11]1]“3{15]@?@?%{@1 '?rre basis. The forenost problemis that an off-site
server can not guarantee a 19 mninal service |evel or response tinme to the

manuf d8t ulSeRY | | Prs method o gt ageesip ksvenedpfamagion vty Warkerinewigkhed net wor k.
To prayenterRf AdH@Asm Wit fueh Sbubaeh WhlRg thd dient abth€Rhdudicirdrereilityof 21

service in terns of |latenc nd, t hr ough- put i timl. Gven nodem
manut A8t uPPHE Posnpssieg i fborkyfiad woWd BRI Pr D dlerbpO i R Ra o  ur i
sdi ct i1ens dévek Bhsisy @ atrembt Reypir@dditedervesuidbr the2Sngnl af e peddenet wor k

avai lability can be prohibitively expensive. 24 100111 A manufacturing

faci ity Wokds tVpi ' ' LA f 25 the
necesggr ywronha{%]eri aegead%)én&/wgﬁ%r&?ﬁgﬁﬁgﬁ%ﬂﬁgﬁéﬂ%iﬁ%g%& : hset%vih]gg, the risk
t o pr dductdiespn apgifisitg eengpishageswetkad] sarvyetheiguo e keyinamfomaljengy syghst em used by

a manygaclligfime SRAUTE: BRmRA bRl is hkt SWASkHAMeAlhhoOlhahaRl £ servi ce
avai labil1ty and provide a suitable response. This requires 28 | ocal

avai | dBi | muymgsergcs legel prresngass e & the ranylasiring line f b pisae PYHC Bfedr e

conmrengenpitket@vitéhed network. To prevent problems in the manufacturing line, a certain level of
21  service in terms of latency and through-put is optimal. Given modern manufacturing
22 realities, where production lines exist in remoie jurisdictions relative to the producer, such

23 guaranteed network availability can be prohibitively expenstve.

24 [0011] A manufacturing facility will typically not begin a production run without all of
25  the necessary materials on hand, including data materials. Otherwise, the risk to production
26  line delays would be too high. Anv keying system used by a manufacturer, should be able to
27  substantially guarantee service availability and provide a suitable response. This requires
28  local availability of all data resources and keying information before commencement of a

29 production run,



29 production run. -3 1 [00121 G ven that all data resources nust be

| ocally available to a production line, 2 possibly existing on conputer
systens, and nedia that is not under direct control of the 3 producer; the
producer nust consider how to ensure the confidentiality of any secret
keying 4 information. 5 [00131 Enough data should be locally available to
the manufacturer, in order to 6 conmence and conplete a production run. In
the event that the producer discovers 7 unauthorised and contractually

obj ecti on@bi® bebiaanitienll dya tebvarcaamudt beballe nyailtbietopmposiugen i, shoul d al so
consi der how.to .prevent Bl ' fr ing grey or

bl ack 29 PRRTRIG eiming S Somebie (st Q0 e BRI 804 UREE ol TP AEHE 1S 100141
Anot he? pprodicenthe plodicetimesd cankiderinng e enswrs the condenviality pHatyseccad heyirg speci fi ¢
type of & shRQi ng operation, which is of particular concern to producers
of silicon chips. 12 Overproduction can occur when the producer of an

integrated circuit (1C outsources 13 manyfacturing of their IC designs to
one or3 mot¥813h r%lobé‘rqai?sh‘ﬁ‘ﬁﬁ}eg ’?"ﬁgﬁb&dﬂg‘&ﬁ‘?aﬁ AR Of%T Byr pose of

out SOU§ Ci f@nrieRtd il Bodpletah prodmfiod M6l rthd e tiaphe podicer diuees producti on costs
by 15 selectin third ty. that .can offer the hest ice.for performng
a part cu?’??ﬁlglgsﬁ‘ggldicﬂmfaﬁtgg{y Jeﬂh"ﬁ‘ﬁ‘f‘%@i“ﬁ??‘ﬁg)’ i Bnc?%lgaéc.%uri"—’gtﬁm B4R e a fabl ess
desi gng hotheeald @Bo gonsiderfhpw dupreveht svelya migsdmdnofactrér ftompoaeing@ursns Badk

manuf agt “:rnhrﬁ'c&pfr%%j:tl ﬁilﬁte}t%%el‘rﬁ{nzg%hlopagolﬂ{rgc? that they have designed. Such 18
over seas manufacturing tacl 'tIes are often chosen as they are able to

produce el ectronic 19 conponents relatively inexpensively, 20 100151
Howevef, WH4Yourtiothy yeler slasd tp Hepiaagass forpoverneduetipgs 2 sReefiayied| ar

gon} (rj aet Oglo ope%ﬂio@wcllarswy&@aﬂwegw&h;okﬁrlstﬁfcelzﬁbﬁyic&am;l s.be_e]p Cﬁntract ed tocI
uild, _in_order to sup a gre rket. r.ex e, if the contracte
manuf aét uPé?’Praé‘{cgoriﬁnB%Hy‘F’%ﬁ“%ﬁ %‘?ﬂ'zfc%\? ?nLBtF%f?fﬁ‘gcégcmf @g)ooué@“rf?som t he design
provi ded byniffteripg GUbGEC, dedigts talaer mote thinf partymbdiéacpirioglcteinith dhe such 24

over pr.oducti on poccurs. the extra product is.avail abl .0 b old in a grey
mar ket cnitiper obaeoying telastul SRRl ateS s BBl AL BE S (1o B r o
par t y 1fmnsdatiga tbirdparty thaeah iofer thedesigricOBr patfpemnespairdlaesiageiimys at t he

expen o] - d r r i : oner, nanely
Tho i sau bty Pobsk Shr SERRRTK GREURNENES 81 shitekh S P2 Lo
scenar ¥ oscongyiqt eversepramgsniseiucng faciliies towild ehesrthat they hayadesignedh Sugh oduct asi de

from fecepyag SRS QiR aiRbe& Rbseh REMASH b (h Pro@fce tRronic

19 components relatively inexpensively.

20  [0015] However, outsourcing generally increases the risk that a particular contractor fnay
21 overproduce product, that they have been contracted to build, in order to supply a grey

22  market. For example, if the contracted manufacturer acts in bad faith and over produces ICs
23 from the design provided by the producer, but does not inform the producer that such

24 overproduction occurs, the extra product is available to be sold in 2 grey market channel as
25  “counterfeit” or “cloned” ICs. This allows the third party manufacturers to realize extra

26 revenues and earnings at the expense of future product demand and revenues for their

27  customer, namely the producer/designer.

28  |0016] The above may occur because, in such scenarios, oflen the producer does not ever
29 handle the product aside from receiving engineering samples at the beginning of the

30  production phase. Accordingly, at each stage of the manufacturing process, subsequent to

4



30 production phase. Accordingly, at each stage of the manufacturing
process, subsequent to -4 1 design, there is an opportunity to steal parts
and product. In some cases, enployees of a good 2 faith contract

manuf acturer may be thieves. "Yield shrinkage" may occur, where an 3

enpl oyee steals product right off of the manufacturing line. This can be
detrinental to not 4 only the producer and contract nmanufacturer, due to

| ost revenue; but also to the relationship 5 between the producer and the
rrgn uf agt ?He@fgn,ftﬁ)d’re 16 amelpe g td sidalif£rs BRESIrEERSIS In Snle@Esks] ]amblbyeiﬁ§oﬂa£g66c€f ore an

obj ect _of _the present invention, to.gbyjate or, mtigate the above- 7

descri %edfaﬂﬁgﬁ’g’%ﬂ%ﬁ%@mrﬁﬁeﬁlﬂhﬁ? O%Peﬁ—%nﬁﬁ%@é\y vﬁ’@ﬁf@] The present

i nvent 3 onerpl opet steds modsigisighnofBefdhavednifackutitpdine Erhésblae be detrprnantilioent who 10

WS hes4 to nl1|)§ fe ar0§§£§ I tcentr%cqt Iaginafn?rE:r %e t!) thsr%vegue? Qrttaf M. tl?J relta ho%shm?nm acturing
process, 0’ nmoRifor i andnpro?ecf production of “deVi'Ces ¥Tdm a renot e

| ocat i ®n. bl Reeh @@ peliudh endghesenfaciurey éntindnctiak Sdurpbsinedes a nmeans f or
separating the addition of 13 sensitive data to a product between separate
entitigs foai7)i Nhi BidleleRe S @YechBHikeqhesit A biitfon Ab!BbvidR or Whi@uakdqubeguct i on and
yi el d shrinkage. 15 100201 In one aspect, the present invention provides a
nethod7foF“Pgﬁ€9%¥Wmﬁgﬁ%rolIing 16 the injection of sensitive data into a
devi ce during production thereof The nmethod conprises 17 the steps of a
cont r o8| eBUMMARY ORFHEINVENJEINgr aphi cal |y protecting the sensitive data in
a data 18 transm ssion; the controller sending the data transm ssion to a

serverg thpisier Vi phadtk MlerBod ProRi8&W G EHdl et ihaP@abISY I iret@c& Wt 0gr aphi ¢
operations; the secure nodul e extracting the 20 sensitive data fromthe

g
dat a £Pan¥Hhesdp B2 sepaerenity &It lepst HPUUATRE iy MRadWigiPIcess BP0 21

equi pment afdqirotbddpRaictiOofidetices fibm ademéte Rrattoher ein the controller is | ocated
renote fromthe 22 server. 23 100211 In another aspect, the present

i nventi,on Vi g | ; i njection of
sensig?veﬂﬁg@a ?ﬁ%&ﬁgé%géﬁgéﬁaﬂ?éhg p?éﬁﬁ%ﬁ?&%&%ﬁggg%?géﬁﬁngsten1conprises
25 a ddnt peositierdalpdy p prgdust atwepn separaigientities f inbibitmg 253 pragehiredycciug Bt ogr aphi ¢

oper at k ONgyerRofehiohShd ¢bIdsRGRLRd renpte fromthe controller and connected
thereto by a forward cthannel and a back 27 channel, the forward channel

secur & moliPD or e Sbsst Fe P X b een Pep A aran ery Rt sufalm car ty
pr ot eati netditio2d sasitst ddvmtodalage dineg predarich haeaflr Fhamcbddeomptiseact i ng t he
data f1 hO rTlhte Qt%pstorf 3 @c?nrtrrio e:srip(r)er]}éuin%re]lgd carg’]ptographically protecting the sensitive data in a data

18  transmission; the controller sending the data transmission to a server, the server having a

19  secure module for performing cryptographic operations; the secure module extracting the

20  sensitive data from the data transmission; and the server providing the sensitive data to

21  equipment for injection into the device; wherein the controller is located remote from the

22 server.

23 [0021] In another aspect, the present invenlion provides a system for remotely controlling
24 the injection of sensitive data into a device during production thereof. The system comprises
25  acontroller having a first secure module for performing cryptographic operations; a server

26  located remote from the coniroller and connected thereto by a forward channel and a back

27  channel, the forward channel used by the controller for providing a data transmission to a

28 second secure module of the server, the data transmission eryptographically protecting the

29  sensitive data, the second secure module extracting the data from the transmission; and an

.5-



.5 |1 agent operating with equi pnment used for injecting the data upon
extraction fromthe 2 transm ssion, the agent obtaining the data fromthe
second secure nodule. 3 [00221 In yet another aspect, a nodule for
controlling the insertion of sensitive data into a 4 device at a plurality
of stages is provided. The nodul e includes a cryptographic transformb5 that
intercepts and transforns data flow in the device and a cryptographi c key
stored in a 6 nenory, a portion of the sensitive data being added to the

crypt ogr aphinGpkedhgatih@asGpmed age for infectiReth€ ByPEIREY ARG flkayihdei ng used by the
transf rn1for.o§§ration there&}, mﬁerﬁ%n th 8 c%%@bographic transform

corr ect | yrarRispen. fhgaseptoblaming the daia fom fe sprong sgpurp $ion of the 9
sensitive data 10 100231 In yet another aspect, a nethod is provided for
contr ol i W§22lhe Inpgenttheypspeft, 4 maduiedpriontralisngdbet ipseition of wnsfowidate intdfhe net hod

Corfpri@esdévﬁ@aéég;@g,%ﬁgféf%@iy -oﬁgeda'[ﬂpgl%lﬁelinau&éggcwéﬁgg rét@aﬁfome modul e

having a crypto anstormfor Intercepting-ar ansform ng data 13
flow if tihelietegenéeand garsfonaeliatgflay pdederre @ archpgtogeplys kayveredana to a

Crypt ogr apiGry k€pbrith QF Bl sdnbitiveldhtaBRIND Yd dof tottﬂbet_:rf’ﬂ%%iipﬁi@é faghs@ke @ plurality
of stages in production of the device; wherein the 15 cryptographic

t r ansf 6r mihe GRPRETAMC key peipguse BY e frapstorm for gpBenon thepsat 8pefEin fsser ti on of the

16 sensit ivgogdaiha thistGR dofredd26dnt M HAMNI &N ugdnEudbRA ibkstioh 8f h@0241 An

enbodi pent of the invention will now be described by way of exanple only

19 with r ¥PEPEHeHE to the appended drawi ngs wherein: 20 100251 Figure 1 is a

schematic bl ock diagram of a renpte device registration systenm 21 100261

Fi gur ¢02 [082H sdhaetapitber pepostesmerthedis praviddd foreenigellagstibeondertiggef i nterf ace

(GU) 11 224 bili SHala B8 6 ddvibe TSI compristORE didnsdr Hifulinga hdade RGREMLI C

representation of a distribution imge; 24 100281 Figure 4 1s a flow chart

i |1 ustt?at devgedhxmgdulatiasipg p enipiagiaphicdpatemmigr m@&e@ﬂw@? ransfrpiRdsy Fi gure 5

is a fibowngharhe ddhvictiShd MdindQ pBribh OMhSeRiti REaR OSSP Riphid ReldQ30h Figure 6

is a flow chart depi¢ting a credit instruction procedyre; -6 1 [00311

Fi gur é47 Pemgn e Bedule #ipghiong P pesttess astirien ok e ket Bporting 2

mul ti pbe pkpegaihs radsthdDdZbctlyiafers Gie Gath Nbw spdnat@sssANinexiNRE deof a filtered

| og rﬁgort;.and
sensitive data.

17  BRIEF DESCRIPTION OF THE DRAWINGS

18  {0024] An embodiment of the invention will now be described by way of example only

19 with reflerence to the appended drawings wherein:
20 10025] Figure 1 is a schematic block diagram of a remote device registration system;

21 |0026] Figure 2 is a schematic representation of the graphical user interface (GUI)
22 illustrated in Figure 1;

23 10027] Figure 3 is a schematic representation of a distribution image;
24 ]0028] Figure 4 1s a flow chart illustrating a key injection and reporting procedure;
25 |0029] Figure 5 is a flow chart illustrating a provisioning procedure;

26 [0030] Figure 6 is a flow chart depicting a credit instruction procedure;



4 [0033] Figure 9 is a block diagramillustrating another enbodi nent of a
renote device 5 registration system 6 [0034] Figure 10 is a schematic

bl ock di agram of an enbodi ment for key injection using 7 nultiple stages
in a manufacturing process. 8 [0035] Figure 11 is a schematic
representation of a mask incorporating a registration 9 nodule for
separating key injection stages using the enbodi nent of Figure 10. 10

[ 00361 Figure 12 is a schematic representation of a stage shown in the
embodi ReNfee8f] Il JHRGraddld a mhgpib PQBAe b Sher ehibodiserd spportpar t showi ng
steps taken in producing a device using the 13 enbodi nent of Figure 10. 14
[ 0038] 2Fi gultglepprdnds:a schenati c bl ock di agram of an exanpl e product
produced fromthe 15 mask shown in Figure 11. 16 DETAI LED DESCRI PTI ON OF
THE | NVENFiogy 17Fi$008listRefsen eiamgietoda Fligyerd log feporti andnpt e devi ce regi stration
or trusted key injection system 18 is generally denoted by nuneral 10. A
producer Jasfl arifyh £ ik lablnRBirkidg el bR &Fa rbfbis@pag at e enti ty,
in this case an outside manufacturer 14, for the injection of unique and 20
i mrut abl e MSKFHIORETSI®®h i nto the devices 22. The information may be a
cryptographic key, a 21 shared secret, or sone other data that may be
crypt ogr apis4jal | Figlore i atscheamtid ridod degtainyof amémhedimeRXogltey mjdstioreusolz t he devi ce
22 and._w || hereina r to as a "key". The step of injecting
23 the”ke)'/““lmﬁféosgﬁgdrfé%n%(% %Efr%?{ogﬁgr einafter be referred to as "keying" or
"key injection". 24 [100401 The producer 12 utilizes a controller 16, which
is a cénplRds] syEigmlt Haschemanseprasgpaiionod 2 fk INQMIFARs Y8R aci | i ty. The
cont r olgl efyelfie tRGdpHEES: 1Ay RfdcaVRiRe SRR tetehbbBak @f Figfe (¢1SM 11. The HSM | 1
is a protected device used by the controller 16 to perform 27

crypt agraphi.cal | ¥ _seclre ration ol sleclyption and
si gni g‘g Wé’gﬁs 1g1_1r$%'}s %® E%ﬁ%yljeﬁgé ?tgfr?roglgo?a?%%e%g%@ E;%gﬂ,ao p%{;sf)cal |y
di fficlllt Figoredfcess) or nmay be tanper reactive (e.g. 2 erases data if

tanpered with). The controller 16 is responsible for packagi ng and
conveyizng [0037K €Y Bigad 43 QlalTRKvchdnf sHEWRE $t6p3 tdken knpeodituud Rticeisrg tHed as wel | as
for monitoring the distribution 4 and usage of the keys by the ‘

manuf act urBpodment ¢Hlewe fyucer 12 typically obtains bulk 5 quantities of
keys (not shown) from an outside source such as a governing body, e.g. 6
pr oduckr @#03BDCPFiguyd 4 ishreheraiisblogkatiagtaoy afan pxammledaqdyctprodnesd &omdhd ce 15

unt il fshey, &t G ol it¥gure 11.
16 DETAILED DESCRIPTION OF THE INVENTION

17 [0039]  Referring to Figure 1, a remote device registration or trusted key injection system
18 is generally denoted by numeral 10. A producer 12 of a device 22 utilizes the services of a
19  separaie entity, in this case an outside manufacturer 14, for the injection of unique and

20  immutable information into the devices 22. The information may be a cryptographic key, a
21  shared secret, or some other data that may be cryptographically bound to an inherently unique
22 attribute of the device 22 and will hereinaflter be referred 1o as a “key”. The step of injecting

23 the key into a device 22 will hereinafter be referred to as “keying” or “key injection”.

24 [00640]  The producer 12 utilizes a controller 16, which is a computer system that is

.25 remote to the manufacturer’s facility. The controller 16 includes a hardware security module
26 (HSM) 11. The HSM 11 is a protected device used by the controller 16 to perform
27  cryptographically secure operations, such as encryption, decryption and signing. The HSM
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7 distributed to a particular manufacturer 14. The controller 12 and its
operations can be 8 nonitored, nodified and thus controlled by an operator
usi ng a graphical user interface (GJ) 9 13. The GU 13 is typically a
software application that is displayed and interacted with using 10 a
personal conputer (not shown). 11 [0041] The controller 16 is connected to
a server 18 residing at the manufacturer 14 12 through a pipeline 23. The
pi peline 23 includes two forward comuni cation channels, 13 nanely a

contr ot Ch&ﬂ@ﬂie tzﬁﬁ}eﬁf&dstﬁm CH § bh)ishallyi difficalhannets) aﬁnayamahna:ebram:l&vﬂlea. channel

nunber? of “EE R hArPFREMTS Threrdulipics RpHEs ST B BASha inb T B 10
i nstrugti kmsmd‘ﬁtter aiosmatiob tit the mapifeehunes|14 25wéliss uge@mtqsxg@yz dtshé!u@@nt roller 16
to disfrib y hoik4. The back 17
channe% %Qgéy?@hﬂé &%ﬁacﬁfr?gﬁt ?Jﬂpﬁﬁg@?ﬁ%ﬁ?féé\lﬁf&é%# U%G awar e of key
usage 15orq1m8utreepﬂfem mgtsm)éummpn@dpmumwbasargfé'e'@waﬁwm 8824, 25 and 26

rer?‘%/ hte)rG6 ar Pﬂo&%@&%‘ qal ké}@ are ;t%rﬁ haﬁ'ﬂh@i %r@%@e@&q skt tﬁe@@ﬂz‘ thed to be

l'e or secure. Reliability and security over the 20 channel s

24, 257 andisibatedte aprraola sunagyie 4- EBWW’JFF Hreng fts PREEASARSERR “rechani sns and
21 pr ogeszBaloiomedHiiasd thiOfonRNRABY 8n opefatd usBSSAGMHi cSAREr iMWEce td1d) f or war d

h
Goor iy bhe Al 1§ G - sEosRarey R 29 B Bree PRl 555, "B have

t hem Sendafné}@mﬁl&sﬁ@ge(ﬁgmomn) 24 [0042) The manufacturer 14 utilizes one or
nore server 18, which is a conputer system 25 that is local to the

TN 46T UGS ARl ARt SR RO Kkf IR (RRh A daaad et ered 20

t hrou ges sent the controller . The server 18 also reports back
t o t hé2cofirqugh p pipeling 23.1 emlmet%ﬁén%é’@kt“@ﬁ&fﬁ’ﬁ@lw’?@m%ﬁ‘é“ gpRely 18 i ncl udes

an HSWL 28, Lt » iodurdlicHinh@hs Y 4 diQnitiadh cl&ﬁnelis uﬁdduaaaﬂhrcb&mﬁﬂaeza;cqm&rol ler 16.
The HSM 28 stores a protected credit pool whj ch_di %?téﬁez 29 how nmany
d

keys tihe ﬁ‘ﬁ'ﬁ@'f%&"t“ﬁlr%r‘s wad e ereaoliande d’Pe“FI‘F@ R by the
contr gkl efnm%ﬁacufp& 18 Ynatradibl Géndig cﬂsait alsﬂ’n.&:ﬁ&[st E’ﬁh diynadaen genep?s id8sedand addi ng

or subtractin m_t he credit ord| h dit pool 30
is an ébsW’é‘Ef% ﬁ Fdpto @%Tﬁ”éespéﬁg t?ngl‘fc %O llr\}%x}éer II aﬁl‘at may be
decr ypted claynd IzestSMba&xebgftmmmh@ksmevmonﬂlmm oidguesge hnd obtai n nore

2 keys fromthe controller to the
serve§818r88 e é{ﬂéﬁpufprof’ebeﬁ oﬂaehtl:1 gg‘%g?%‘s rﬂagggt he al!gj{rver ﬁxr\?\n || store
t he kdys iclmnmeldamdate ndarequired prbagished eliptdeorisgeurey) RgBabjlity indisecuayivetithted nor e
fully el Q}YXnneg’s 095 2048 RIS Bl Shnbhhic o lebih AfMGarionsMRT € QUT prTENE 20

used t oin
21 processes/procedures For example, if a message sent over the forward channel 26 to the

22 module 18 does not decrypt because it is corrupt, a user may phone an operator of the system

23 controller moduie 16, and have them send the message again.

24  [0042]  The manufacturer 14 utilizes one or more server 18, which is a computer system
25  thatis local to the manufacturer’s facility and whose activities are monitored and metered

26  through messages sent by the controller 16. The server 18 also reports back to the controller
27 16 over the back channel 24. The server 18 includes an HSM 28 that is similar to the HSM
28 11 utilized by the controller 16. The HSM 28 stores a protected credit pool 30 which dictates
29  how many keys the manufacturer 14 may use. Use of the keys is metered by the controller 16
30 by monitoring data reported by the server 18, and adding or subtracting from the credit pool

31 30 accordingly. The credit pool 30 is an abstract concept representing the number of keys
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6 cryptographic keys into the devices 22. Typically keying occurs during a
testing phase of the 7 manufacturing process, and thus the equipnent 20 is
often a testing nachine on an assenbly 8 line. The equi pment 20 includes a
key agent 21 which is typically a software programor 9 toolkit that is

| oaded into the equi pnent 20 used to adm ni ster key injection at the
application 10 side. The key agent 21 comunicates with the server 18 to
request and obtain keys as they 11 are needed. Typically, the server 18

wi | | pr ovihaenayrbe dednypkedps thedTSMh 28 kafyre thg eetver 24 myg rajgest edmbtain mdre di srupt t he
timng,of  L0g R l%%&?o'ﬂ@ﬂsp;rﬂiﬁaiﬁone'{"i’é"&’tﬁﬂutestk $BE Yfer HoWt ik not provi de
an 13 unnecessar eys so as restrict the usage of the keys
until keydistgbatiop leeﬁl 2§,9nd @ﬂsepj‘re@w wiklptosg/the kays iavleqabdataayiorags dgdcenidt er ed
through t e, 658diaiRe HoreIhy kWl 00441 Typical Iy, the key agent 21 will have
threshol d | evel s "t hat |nd| cate when a new 16 batch of keys are needed by
that particul ar equi r¥e BO _as to not di srgg}ﬁ?ﬁroductl on. 17 Since
the cont r B0fYr 1@’%“?“‘[‘%‘?"8%4”&9 1786 079 N OGP RRE N5 with the
servere 18cry15tbgaphio&emﬂﬁa niel dedites 26. MRycatylkaying ocduss qrangaestieg phasoofaimsur e t hat
enough keyi material 1s 9. avai | t hrough the
server’ X‘a\’/bﬁ?cf“ ng ASERS A% T IFB%FQ eﬁo‘tpmte%ozbﬁug% &%Stmg }életoglrglgg; Flé‘%léased by the
server$ 181mebe1‘he)emm1|wet 20omdydes 4 leay 236t 2awhidhis alpmafheysclﬂwagerogepl@rr ts from 21

t he sepve r 00451 The
key agént gof&‘ﬁ ﬂ%fllsma(riééifngg &E)ég&l?’h %?g%gga%% agglg Fe(r:g%%@#m?gﬂgt?%\ém ll%%?inr face (API)
23 thaf reifs Bnkcmmé@mmmca@@wbﬂ@ﬁmré éﬂf%ﬁ@rﬂ@ﬁwwbkew #dhe¥qui prent

i tsel ft Oa{e%géci@ét'r)lﬁﬁédﬁx the &veph§ uﬂrpr@@wabdgn ks 16 fRe REY B4H: OTRI A& foashi on. The
key agent IS used provide a |evel pr ot el({‘tl on for dat a passing

bet wedA tH’éfUE'éPQ/‘é?maﬁf %ﬂoquﬁ%o"éﬁ%ﬁeﬁnﬁqt"e"e‘éﬁﬁ Sﬁ‘ﬁ?’ B psmEReat 26 as a

si mpl ij§i edmﬁae@mmemm&s @Ak rdsBOLthe GRRVE Gk ko ubE kB apbhealSEr ver 1ﬁ aEd
equi prent preci a t ources permitting, the key
agent 131 H‘é‘ﬂ'}‘déﬂ%‘/&h%@mﬁ‘é °f H%Fé‘i‘?ge \fé’ltﬁegm%ﬁ g‘gﬁﬁconnectl on between itself
and the server 18. The key agent 21 is 29 also responsible for generating
r epor tisr eiidndls abypkeals tharkey agsei] Witk bave ghreshaé erelphatindicstepien geswer 30 18
for 1 9RO LA AUAASESe By hard 80k HiEnERN Ol Broiinitplifucomand cont er

for monitorin injection by the manufacturer I n
order 1fo Siver @)Ponkf@l}ﬂif h@lsﬁ‘iﬂé%l?anqtéhﬁﬁ’flw MW‘lOWW@‘werve%lgi@el s used by an

oper ayQr tOwdRR 1k Blay djcht RO An o @RGR tm%hgcﬁeyﬁ]gmaﬂaﬂal iseiqéer 18, and 4
equi pnent 20 that is under the control of the c *;ol ler 16, An exanple GU

13 i s 18howrpilptle toshesaginment 30 thpgh theseryes 1f.vhle WSH%‘EFt g 190 TEPFEY Wi ndow 200,
a contpol hgh iswbindevsy2keaad sabkfore the controlier 16 can obtain key usage reports from

21 the server 18 as will be explained in greater detail below.

22 [0045] The key agent 21 will preferably include an application program interface (API)
23 that runs on the equipment 20 to enable an operator of the equipment itself to request keys,
24  either manually or in an automated fashion. The key agent 21 is used to provide a level of
25  protection for data passing between the server 18 and the equipment, and may be thought of
26  as asimplified secure sockets layer (SSL) connection between the server 18 and equipment
27  20. It will be appreciated that resources permitting, the key agent 21 may also be

28  implemented using an SSL conneciion between itself and the server 18. The key agent 21 is
29  also responsible for generating report records as keys are used, that are sent back to the server

30 18 for reporting purposes.



6 equi pnment wi ndow 202. The server w ndow 200 includes a list of the

manuf acturers 14 and 7 thus the servers 18 that are controlled by the
controller 16. The particular controller 16 is 8 indicated in the
controller window 204. The operator can select a particular manufacturer 9
(e.g. manufacturer A as shown in Figure 2), and the equipnment 20 that is
associated with the 10 manufacturer is displayed in the equi pnent w ndow
202. 11 100471 In the exanple shown in Figure 2, the server at manufacturer
A conpti sgw4e 1Thewbmodiiey 16fif the camgnand towamédr inonitorag arddneigingdewer 1, server 2
and segver.3. rtain ' i it . For

i nst an(E:e, [nﬁagﬁos'ﬁb%&wﬁ:e %%Béﬁgﬁyg?? @5@ C(SSH?P O\éa'?]%% %gﬁqﬁgge}gdtgfo&%ﬁwﬁ)ﬁre(%@ess bar
showi ng t hiisusedbaieh eifsragor 8¢ weniigeandserfteurezechi anbifaetuer Hdsarvenhd amunber of keys

15 avaj| aPcLugmte (2354 b mm%@e&mqf%ﬁmm rdiRY 1/ Pn V&%algﬁ@@m { £8 kiRkm'th ndow al so

g
di splays [og 16 i rmati on, such as dates on I previ ous reports were
pr oces8edFigpedy Thagl 13 iapisidedigio apsprverrvdador 208y asppiarlisr viegqw $04ademt , and data

r egar dig NgediphShinl Q2026 GBS &bver Wifovs I0VENuIM DEPVEhe hihuBlGRrPIQUE de the
operator wth options. 214 and 216 for renotely configuri nﬁe[rand di sabl i ng

19 t he7setyethe 18vars vt A cewiplicddty teg copgollen - 1108 parscud onigir 1o 1S| er 16 has
t he capabindichiyd Bfthd @AMIlIE! Yin€WEi40 Thé Hl@rdd? QarSRled@rpariddlar nlbBcturd] al | ows t he

controller 16 to change key types, add or dele t ypes, and_ contr ol

ot her 82 o reati P Ransshtmn ERSRn 35 L hpbraftl Tk AR SIESD) sendi ng
conf i gur atdanufadiesSadigtayed id Sheah@pgert hendown2o2.0l channel 26, to the server HSM
28. The HSM 28 may eval uate the 24 configuration nessages, whereby sone

confi g‘f”agdogﬂ MeRSRAR I {8hn il RePaNd QHEr RinakdtRnde ABMpa&s aand ot her
confi aura I on nmessages are sent to the server 18. Configuration nessages

26 sent t ¥indpw ofingapforpgtion igeardins 8 baerviidiandsorr 3 Fask ST i¥an hel p to
ensur 3t hadraldRaSeoMBEd Wh it 2For dlsladdeNS 8O ih Gipnat2) idh ket inbigdds@ns that are
trusted and kngwn to. origin te fromthe co {oller 28 16... 29 10049] The
cont r dfl er%@Sﬁ’é?ShP‘é%fhél VAR ??t&‘ﬂgeesl’i‘cr‘?ea"?s}i’ eSTRiE P UPPRSTERF ver | evel or
the 36 egquiilpiefk cdckufileytype Darglkedtipe 2k @ichagped iwindbw alkb disglantdgol | er 16 can

al so fgrce (Fol !.s of thde 31 %?rvers 18 agd can @edsLe%Str th(sa1 intgrdval s for
regul &° pSYTTRECS Fyhickier i MPRLPIERP TIPS BTE PR TP IR [R5t a fi xed

i nt erval , cadd ptdvpuceiil srodune endGtagegardngenissifigdp g wdorgro [The tepveolyindows | nf or mat i on
2 bet wyeen i 1 . : i nterval,

t he c\gﬁt rSJItS(P s M%ﬁ%@ﬁ%ﬁtg%ﬁoﬁg sz a’?@%i%ﬂ%ﬁotﬁg C\gqr’ﬁggg% %ﬁg@%"& i ntraday,
and tHés dwnserfesrlddom teaohtradler Bl | servers to 4 obtain such data. The GU 13
may al so include a controller email option allow ng the

20 [0048] The controlier 16 has the capability of remotely configurning the servers 18. This
21 allows the controller 16 to change key types, add or delete key types and control other

22  configuration options. This is preferably accomplished by sending configuration messages,
23  along the control channel 26, to the server HSM 28. The HSM 28 may evalnate the

24  configuration messages, whereby some configuration messages alter the behaviour of the

25  HSM 28, and other configuration messages are sent to the server 18, Configuration messages
26  sent to the server 18 via the HSM 28, using this method, can help to ensure that the server 18
27  attains configuration instructions that are trusted and known to originate from the controller
28 16.

29 10049] The controller 16 may remotely configure the system 10 at the server level or the
30  equipment level through the key agent 21. The controller 16 can also force polls of the

31  servers 18 and can adjust the intervals for regular polling. Typically, the servers 18 are
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5 controller 16 to automatically contact an adm nistrator in extrene

ci rcunst ances, such as 6 decryption or distribution failure at critical
production runs 7 (0050] Each key that is distributed to the server 18 and
injected by equipnment 20 into 8 device 22 triggers certain |og records at
certain events. The GUI 13 can be used to search, 9 sort, conpile and
anal yze the log records and to view a customor standard report 400 as 10
shown in Figure 8. In this exanple, there are three primary | og records

Ej hat aL el ggﬁ%reaa@dked\.meiéhl KkRYthé QnSEeY €6 ch QG ABRed §ongeaﬁmineﬁmmn ? ke)410i48

i stribute ucer 0 a serve a o]

is genergt eae%vngﬁégﬁ %e%fﬂg '%u‘e ei%‘?pﬁet ‘”\‘/‘i‘léf”éﬁ Jay “?eéYaeééEégm'é?“Rrg&? ey the 13

key agens 2iged dataltcaregortyto hgdaddiduarer ln&@iﬂﬂﬁd\'ﬂuk I:anbﬁc@elﬁwroameﬂrdass @ he key

agent 21 up e t he ke ude any

namber of \ anat e P TeRgpa s st MR Rl hhalEYine Bie ot armpe.

manuf act a@r epomreklcpml@tmmcmeumly tontattee adna@mispyhter in egcerie csdumananced Gudhns Fi gure 8

t he repogt . I 402, key to agent |og 404
P E é&@yph&d d%%ﬁs{rﬁhﬁo% L{%‘%}%}f cﬁt?caﬁagéa{lﬁﬁonr&g y 9 9

and key I njection aving a sequence ID = 001. These

records nay then be used to 18 track the |ife_ cycle of the key having such
a sequenée [8Hunifech kavithays distrhuted dpfheserver Hipnd ugeted Py equinimepteddddte 400 nay

:cnc: gdeF&HYdé%bﬂbEﬁ’:gﬁérs f@(ﬁ@n@sﬁ%g& aﬂ&ytmbevefn}s: tres et Qaciﬁge&gd @@yaﬁ/cglw gabl g 20
ie r exa 0 showi.ng .a i nj ected on May y
oot or 29t Sh TR AR heASR BT 408 FLURF PSPy SPRRIFIORd04Eeor i gl 5,
date fiebd sheni Figeas.i bnhif exangle, tht2 are @O&Idrinfaef 164 fetdids R wrelztneldteguiae 3, the
producer, 16 a bul k .s et 9 cure dat a

WY AP KRG6 8 s‘tsfgerbmtmdw e?a{(ed %% %"hq ythze I%md‘e’ﬁee nat‘r":’rt“(")r Phe server

transmi ssi of US| ng a-
18, 24 pEef ekaib yseodpgtP4engenypied binthe Hld Zt‘,ﬁlast}mpdwtwﬂmm uralazges AQy enbd| es t he

producersto i mul tiple
serverslsi8 %{ég%%%ldggfraﬁ%%yéﬁié%%l@ﬁ%% leeBr% eﬁfﬂ%g%?% k%Gég{Eﬁ%qg({) e to decrypt
and obt df n Bicgdod the key isel log recpidymay insiyde eny|npmigrof identiftipminfopaatioan has 27
been reqgei Vel mgpm%%%mﬂsr@dﬁhmﬁrepe@hﬁrﬁén &k, 1%%\@&&;11&% &PRLEP! channel

26. The i mage is a collection of data records , each record cont ai ns

a type 58, 1“5‘%’53 8 & regor 300 ihgstratat ke tp sepver Ipp d2 key\Wpagert leg04 ambkay; | |

typi cal iy Cﬁj’&ﬁjnﬂogm f&&keﬁﬂév@xg@fsecﬁl@n@ﬂ]bhmbﬁr%e% ré@rdsqkemﬂeﬁ b&gkedy size 30
54. Typ I dentify the key

caia”Pas S b hes G h e K8 1 Ge FRF B arttenist ety & ks sararti Bt ¢ .

HSM s 289 coﬂafs regoirt &40 roay, inchele pnenintasd fyecords tridusdyed filterbd baledwinang figagont r ol
I, : h.
channe 6. ﬁggyﬁmg%gr)era ng@g&)ubgﬁgg?ﬁ%ﬁm}%g &ré@ayir%stes tatl on does not

2 care what a K *POoks ifakds it flexible
and ext @hsi mmfwqummg be eqmpiled ygfilzering atesidgplyf odatefbiand e lockiey fitdpe. The
wr apper should contain a type, size and

22 [00S51] Referring now to Figure 3, the producer 16 may package a bulk set of keys in a

23 secure data transmission using a distribution image 40 that is to be sent to the server 18,

24 preferably using encryption. The distribution image 40 enables the producer to inclhude keys
25  for multiple products destined for multiple servers 18 in one transmission. Each server 18 is
26 then able to decrypt and obtain a certain number of keys, but only after authorization has

27  beenreceived by the HSM 28, from the controller 16 via the control channel 26, The image
28  401s a collection of data records, each record contains a type 58, ID 60, size 54 and data 56
29  field Where data 56 will typically contain the key data of an arbitrary size identified by size
30 54. Type 38 and ID 60 fields are used by the HSM 28 to identify the key data, possibly being

31 usedto filter certain keys, depending on the HSM’s 28 configuration, as previously instrucied
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4 unique ID, the body is abstract. The wapper nmay al so contain elenments to
support nore 5 advanced features |ike |ogging or variable assignnent into
the abstracted image. 6 100521 The inmage 40 is encrypted with an i mage key
42. The image key 42 is used by 7 the server 18 to decrypt the inmage 40
and obtain the keys. The inmage key 42 is itself 8 encrypted for each server
18 and stored as a server header 48. A collection 44 of server 9 headers 48
are stored in a nmain header 46. To decrypt the imge 40 and obtain the

keys, the LOhN@AEREhaAR DS @éﬂ@ﬁ@ﬁbé@éﬁcapbﬂatgﬁuuethmh& 1ﬂaﬂldmbr&atﬁﬁﬁd$é¢ﬁ&t6d by the

HSM 28 to obtain the i The i ma e n used to
decr ypt 2t h&F Hagé k%realggg‘ﬁ‘ﬁég%i &ﬁéarﬁ%t@&f makps if @‘?’“bl %‘8 e‘ﬁf”ﬁ@ T'on i mages
40 may ke u@aﬂmg@reawmaameamﬂemkm epaah@waﬁwmmdlaeﬁmn ampg sﬁbaﬂ to Figure 7
a napplng duc s _and.data bl ock exanple t he

o a1 anBE B i bad PSRl e Rty R s s el Rt ng 1 ter
15 tag &), ah)mh@dlﬁstaiulrés:ﬁkm@ggd%/orzrar(albmasmnfentluntethetaasgatzgd tagk. an acconpanyi ng
configuration block 16 (also having filter tag 2), and al pha utilizing key

1, key 3 ay &s&{:e T%Ha?&'»ﬁo%én@ﬁp@ﬁ QrﬁifanTt}ﬁgexJe 42 anngQ k@@aaa ik pehyde bul k

quant|t| es of 0?/@ ,. and amma and tg 18 products
may be Wes§m§ﬂﬁﬂf@ﬁ?@%ﬁ%ﬁﬁﬁ*ﬁﬁ?1 d8W6H§wﬁFﬁdGE?“mﬁﬁ%ﬁﬁﬁéﬂmﬂ can package a

singl e gl9 chdiRBR Bal deReltiRtAd kibred ashh @rverfehdey 4y F0Polidtiop acsr shivack, whereby a
certain tester nuf.a tur and t hus

ster ssi on
R A T R e P T
productloal m&alersﬁﬁﬂ&l‘hﬁhb@ﬁﬁtsﬁﬂer(l&agilsﬂﬁ&tpﬂaﬂb?)hemmHtobhanﬂ'amfﬁagleﬂxma have 22
perniss o] nuf act and thus obtain fi A 8Y (50) of filter tag | from
the ima i‘g Tﬁma@z“g‘%#‘{ﬁ“?““?“f‘%%c “%réﬂ 1" beta, and fifty (50) of
filter tag 2 to produce product ganma. An 24 i mage 40 may contain all of
the keyi?ng 058k, poadednatiier. fhredisti n@onnﬁpseﬁﬁ@@ax?méecwﬁ sypegrs muigiple 05 produce a

single pr OMBCIPfR@é?ﬁngoﬂst&ﬁ%urEyQ%apﬁné ﬁ%?c%ﬁctlt@@mnﬁfdhtﬁﬁloﬂ@ idsh@wserver 18
the type of 26 product

ﬁro uct nodel, that it F(EI ngjﬁg r anmed.
Thi s molfel FOﬁ?X@Pﬁla¢thm°4U§er§é s thrge Efﬁ@ctszﬂfﬂﬁsm@awﬂtlﬁlg P&}%{Eéd i mage
40, so tshattag\/ﬁ)eﬁtatuhemlrgswy Zfﬁhadﬁgfyattﬁg,l)hﬁidnrm@ﬁlpéigungtc&ﬁiguﬁﬁod@gd\dat a 50, can

R
pr opluceﬂ 12rnmno$ruppmruﬁemmﬁtlepbﬂewmﬂ$empbh @d giegghea amidge 40 whi | st
the prouctlofls FRTHIS: kiRhuilE IR RR Wl ridutd 1680 Alkale LRRHO 201 7 ce
t he i mage 4®ag§alﬁ vsthpp@fqr erwﬁﬁy 6D)sofpatthdﬂdn§k s~heteh:ea t@fglnrt@‘@oﬁedstemré) used to
track g thg ‘?e%] #%rﬁgﬁ%nﬁfméﬁg%@ﬂuﬂﬁgy RBATRthyA50) PRty 8L Phnd M Ch Wi I be

expl ain nore }/ a}/
21  producing fifty of product alpha. Another tester (e.g. tester 2) may at the same time have

22 permission fo manufacture and thus obtain fifty (50) of filter tag 1 from the image 40, to

23 produce fifty of product beta, and fifty (50) of filter tag 2 to produce product gamma. An

24 image 40 may contain all of the keying data, possibly including multiple type of keys, to

25 . produce a single product of any product type. A tester identifies to the server 18 the type of
26 product, or product model, that it is being programmed. This model information is sent to the
27  HSM 28 with the encrypted image 40, so that when the HSM 28 decrypts the image 40, the
28  key data 50, can be filtered and only the key data needed to program the identified product
29  model is ever release by the HSM 28 to the tester. Therefore, the producer 12 can support

30 multiple products with a single image 40 whilst taking steps to ensure that the manufacturer

31 14 can only manufacture the products that they are supposed {0 be manufacturing.
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3 tracking the log records, a producer 16 can attenpt to detect if, e.g., a
manuf acturer 14 4 returns 50 of product ganma instead of 50 of product

al pha (which they have been paid to 5 produce) whereby they could al so
have sol d 50 of product beta on a grey or black nmarket. 6 Such a

di screpancy may or may not be malicious but in any case can be reasonably
identified. 7 100551 A typical life cycle of a key fromits distribution
over distribution channel 25 until 8 the HSM 28 reports to the controller
16 over back [M&hneslnmemge#mmmppoﬁhgmpb pdbduckd) éhe Joghe@hdsiaghseldo bhabcks i n
Figure 4 repre t hose.ste | y.the 10
HSM 11 and the aﬁ@ﬁ}lkﬁémjeﬁzﬁoel pc?%?]rtmp & tg%tg%% ‘Pﬁcrh ‘t%@ @g’%@:ﬂé@%ﬂﬂy%@%ﬁaﬁ? ity of
st andar d Bey sradkingftholog maordyu b piodeces LUpgh agampt fﬁhieteeofnt—' goh maqufg@rer bn passes

the keys t,0 the né?udu&ggmmg.sm;d%fk@p&ﬁoducm Eéy%%e%gmpaws each

bl ock cont ai ni ng asur uantit a certain 't wll be
appreci at éd tprraiticed Wéerkleyheym\jda‘b%bﬁvb@%m of P@ﬁé?‘?ﬁfﬁe’éja ETHIQJ' lJlb'vl*fbe‘,nl%fj,““ﬁ'fhav| ng 14

nor e than ©ongukeydilcYdncy HA oFBRE AP bd eﬁhcﬂe@s b6 CRE 6% teh@sdubikidengky pt ed
keys in the storage 15 device 15 until it receives an order or other

command i g that LStri [ 0056]
When t he gr ojﬁ&céép 16 tgi“\sa'ﬁ’ﬁb ‘gee%foé‘%%%l‘(ts gt m tlonover? SEPpop coaélf’ %gﬁg‘ l“i bul k
encrypt ed 8 18hdHSM RS aapcktspaﬂeemutoherst6bh@¢kcktcbaxmbi€4HSMomm Fifpge HSMel1

decr ypLs 1S DhAB.ARL B ERNR B Bondhhsl 15 BhARKC T, KEYSphe. LRSS On

vvlththelmag encry d for
each server ¥BM d)l prdoikUEeM 28 h&ewnnimﬁmdh@eﬂrsthb@dear bllM@lanﬁfhe@eanﬂméli@ﬁs 48 are

21 stor ed ' n ﬁohl?an%{%HQ s@?hé?f Tféhc%n leplm%seiee ke‘%’g tottﬁ'é ﬁSl@% %d thEhe HSM | |

gener at es a ke%41 ver ror the s 't hat have been
re-encrypted H ibwevat?lwkScPﬁkevrméCh Herksoaipiag %P’Gﬁ‘sé@d qgEgtity ERFIWLat t he

producer 2 fk@f*tyﬂeatlﬁhll%@@dp)‘&laﬁad th-Ehﬁe k& ﬁ-faﬁmycpseaﬁlkmneﬁﬁemtowﬁs Ha$ing hen 24
di stri but ed over istri '@GIC%}%aﬁff{an el e sery 18 25 [0057] The

server 18 4pas"é‘€§th?‘h%"e REPDH 1§ eﬂétﬁ?s %“ﬁg‘t‘] 8‘?“5”pfeﬂ§f35ﬁdfeﬁe Ff%8%he i mage
40 26 t 014 heleti&M s3ftil ibweekited an &0 SthéremmaiCindigitisg thixe tlothgekeddis tollke HSM 28
first sel ects |ts 7 particular header 48 fromthe group 44 and decrypts

t he i mage ékeyj PG o image key 42 is 28 then decrypted to obtain the keys
fromthe image 40. The inmage 40 is then preferably 29 vali dated,

usi ng a sEcurl®3ehshiVign diegeodigen by dinpigtesgrblagk gf ke ltflrsgﬁ'ml@ﬁr@ulkammtiﬁdg t ered.

The 30 HgM %ﬁocﬂ'm%fba&é@?&s bfocR bGhy/MEM l@aﬁb HEN l'l Béﬁypis%hé%@&cﬁ'm‘ﬂﬁ@ chdrp@ the

i mge 40 for storage he 31 server 18 then stores the re-encrypted keys
| ocal |y fb?F |t%&fé?cke§b%§)rfrh@neam il Hie ingge kest 42, The imagq keyp2fisghendisslbci at ed
t hat aut hant i gidptedfor $018sekIROES pffduded the HRIUARE HABRNS OMhdséiReallid 4ULe SYNMELri C

21  stored in the group 44 of the main header 46. At this point, the HSM 11 generates a key 1o
22 server log 402 for the keys that have been re-encrypted for distribution. The log 402 is stored
23 locally at the producer 12 for later analysis. The re-encrypted block of keys is then

24 distributed over the distribution channel 25 to the server 18.

25 [0057] The server 18 passes the encrypted block of keys that are included in the image 40
26 tothe HSM 28, and the HSM 28 then decrypts the image 40. The HSM 28 first selects its

27  particular header 48 from the group 44 and decrvpts the image key 42. The image key 42 15
28  then decrypted to obtain the keys from the image 40. The image 40 is then preferably

29  validated, e.g., using a secure hashing algorithm, MAC, or digital signature, and filtered. The
30  HSM 28 also then re-encrypts each key that is obtained from the image 40 for storage. The

31  server 18 then stores the re-encrypted keys locally for later use by the equipment 20. It will
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2 distribution keys k,1 and k, 2 shared between the controller 16 and server
18. The nessages 3 shared therebetween, can be considered authentic once a
successful integrity check is 4 perforned, e.g. after a sha-2 digest
conpare. 5 [0058]..\Wwen the controller 16 receives a request fromthe

equi pnent 20 for a certain 6 nunber of keys (e.g. N keys), the HSM 28 is
given N keys to decrypt. A key to agent log 7 record 404 is then generated
for each of the N keys that is decrypted by the HSM 28 and the 8 keys are
passed t 01t hee gpubciater rHat Akhefiterity bithettageit ivdssuniei baspbomthe uiqre skygriare "in
the clear” .and. arne thus.re [ Niecti . pment 20
i nj ects e&ch%BV’%P‘%Oé' Ry 7ad %ﬁ%’q%éﬁég%ginqgeg%h{ragi] %ag' %é&%’?z% ﬁnﬁ%‘?g&géfl

i nj ecti on3l ogharelcizrcbe@6, torbesarshieted puthdnhie orics a pyspesdftlagegrThehetiSM 28 wi | |
conti nual Iy in e BV | og records 404 and key injection

| og recorés ﬁ%&o%gﬁddg'g'r%f?%%%gﬁéig%grclca enates 13 these records into a naster
|l og report Rthat is sent back to the controller 16 .over (itlg}e back 14
channel 24. 18958oeWerriia cqnigier o TRgFYes dGRaves Bop e FEPRIBTY 2L 8ht &7 BRat ed i nto
a binary fi | @umbdiatkeysd@p Nike®s heHEM beisdateNikaato ddegpf i A keywasgeprl@duced. The
reports R_are preferably encrypte : M.2 17 W kD ypiLon key Kk,
and ret ur fed r?CSIdé‘H‘?ﬁ%"igﬁlgﬁ%&‘f&reﬁ%ﬁ ﬁbet}ggeyf a ISS(ZerC pEpd ?%Ih? ?ﬁ‘ Eﬁissag%thg 18 over
t he back ghameglaresdassedivehecgnipmelt@ for ifectiary Athlgnpuiieche/ipys arhéntleplat” R and
val i dat e t9he d’LQ 'nsd]ireg‘l raﬂll.ellggs (e.g. 402, 404, 406). Each |log may be
tagged with AWBRESESSTTar Y S8 synchronous nunber. If all the record ID
val ues, put together, are not a_contiguous set, then 21 the operator of
the cont ri@l | 490536 wiThq caRinBAPURA BV steachiof SheRY kemvanitiedegeepiog e ey
Sequegce- 11 22njécQQx]§3ﬂaE reesrda&@fogbdaﬁdeﬁbal&&ame&éue T@@HS]XISB'SH?I‘[ c&ﬁﬁﬁuﬂ% oEﬁiﬁ\He\(l)musl y
stored a nunher o y to server. | og.recor r e S en
they weréel?d ing‘ﬁf fo B‘E‘f“ég’.g reppds i%cﬁ“g ',l"eyt ‘Pl‘écn(?g e %qudgg% aé‘i pfgemebg?pcg gﬁagenﬁ%ls some
time in tihe fikkdneaordsintd @aaiturdod leport R parit sdrt bdalato tixomwptrdleeks dviehd baklecycl e f or
25 each k&eﬂy tgmigﬂgi“cate that the keys that were originally distributed have
been decryp & 26 injected into the correct device, by the correct
server 18. The controller 16 is thus able to 27 evaluate |og reports as
they are ¥roufe8H. TFheindisidual igr e PESTOSCopsHsAteireRingw file ¢ ﬁ'ﬂe fS on 28

shoul d bej¢ akghareShie the &% WA DRIN@RT Tk fbrd RerdREUhRE bithiphd bopRHRM 2 (€. g.
stop distribution), 29 provi di Q% nore keys. The contro Ig[w 16 may al so

. or
require fiirt HED FRIBHGRdeY brin &Epd B0 WPUEEPHUR RPN PP BT 58% of keys.
In this vy, dviiehCst ¢iahdeEz4. e €amroN@@ 6 inaf then Gkic8pt thdieperoR and velidae thnd onl y

provide more KexSul log! 88 MMM ARE) 2kn 1of maf B BldellYich Drnd206hilafl L and has
20  synchronous number. If all the record ID values, put together, are not a contiguous set, then

21  the operator of the controller 16 will know where to track the missing logs in the sequence.

22  [0061]  As explained above, the controller 16 had previously stored a number of key to

23 server log records 402 for the N keys when they were distributed. Therefore, the controller
24 16 expects at some time in the future to receive the report R that completes the fifecycle for
25  each key to indicate that the keys that were originally distributed have been decrypted and

26  injected into the correct device, by the correct server 18. The controller 16 is thus able to

27  evaluate log reports as they are provided. The controller 16 can then determine if any action
28  should be taken, such as intervening in the manufacturing operation (e.g. stop distribution), or
29  providing more keys, The controller 16 may also require further information before

30  distributing a further block of keys. In this way, the controller 16 can meter the distribution
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2 consistently provided accurate |l og reports. 3 [0062] The | og records
(e.g. those shown in Figure 8) enable a producer to spot 4 discontinuities
in the sequence of |ID nunbers. For instance, if a nunber of keys have been
5 distributed but have not reported a key to agent or key to injection |og,
the manufacturer may 6 have lost that key. This could indicate grey or

bl ack market activity. In another scenario, the 7 report R may include a
key to agent |og 404 but not a key injection |log 406 for a particular 8
key. Thi s 1nmaynd onthi getide rhdrakeys Hehepnabfaanneos bgirniag exkoad faithendgas t i cul ar

equi prrent ,regue r than the manufacturer 14 itself.
Tﬂergfore %es%{ﬁp é%‘?‘%flggw%%w%%%b%ﬁso use the 10 log reports R for

audi ting purposes and to identify internal malicious activity so as to 1 |
mai ntai n Pt s [Q06Rlat i Theded fscanist(rstthree Movm irciieura §) engiea profuserdg 1ok of each key

requires @ r@REtinuided ldtﬁ&@a@knaéofea@mmm tHofRbtarkk, a0EnuMber oF késR Qave@yenl S

oper ated aqn. Tg;refore the pro ug 12 ha the, 13 jecessary i nformation
to identify WHEPECEHPEBIERR! TRRAVE sf‘éﬁge&‘r?d pdo JyeEt g iiedprila i PYs 14
correcting omhaelibsiihadiy. NThisdeak ipficalk gsysr bRekabeke bitiyity. t lhendtieg sde@eior hs

i nclude information 15. pe a|n|n to t only a s ne r the
key, but Al séeptoﬁgrﬂag)}"Qf@ﬁ key g @ f%%@%ﬁ&ma iye‘“lteﬁ‘g‘%g" §g§0§ﬁﬂ%ﬂ§n al so
determ negif I\ag} phmrmyoaﬁmtesmt\me@mbbmnrlgmmamadhe ppeculgraqnpmen cequesindsbd a
products y 0 t he

i nformati gﬁ tko)?rbot h }tl%%‘%qﬁ?tlﬁ%f éﬁgse{cf)r Q%géeﬁt) glh%"a ngfa&ggp%ﬁ%vpaﬁsg\ﬁkgﬁe

manuf act uCer ldedepos Rferawdities mneseyandis ideptifyyrigrod maligipys athtégr#Stt%/ of the
exi sting 130 W@ﬁﬂdﬁ%ﬂ%l&éﬂt@ﬂgp;o@@eﬁf %@rlfa\éyd@of%\aehd@pfeam%fsa%m

undeS|rabIe activity. The use of t.angi bl e evi dence 1 n detecting
undesi r abife &PTAA eagh eifticewiasy w@rfpﬁhamydwe&a?dtoa Ehsralerahe Rroflucer 33 has the

manuf act urer nddssdbytinfo BT 10 idbeti Where phBRme hoid 3Rie @it dibkd th)rts idwalscase

where the illicit 23 activity . is occurrin he te te e el (e.g. by an
enpl oyee ¥nd “AGIIREE © @Bﬁﬁﬁﬁﬁg‘ihtpg&? s E’Wﬁ%/a%ly2ﬁi‘ 28 &PT“%

rel ationsisi p pbﬁhxmﬁ@m nbthﬁlyﬁfs@ﬁldﬁ‘cﬁmulilﬂeraﬁﬁhdld@ﬁ bnmmofd&ddeylryees Iihaﬂns BongD064] I n
addition to di st r(#u % % cont.gzﬁlhl er q uses thgS %&Pt rtol channel 26 to
control 1fGt & i C%@%P B PR HRC YRR ST OR S age. A
credit i ngtr bekipedugy ogyddureen grod@é. shown i n Figure 6 The HSM 28 nust
consune credit fromthe credit pool 30 when 28 decrypting a distribution

i mge 40 jgnd laﬁhpl mrmogl%y&ts pfMek tle iBrmatiieoGb@deter RARICuSE Whbthikal actd
di m ni sh and need to be replenished with a credit instruction file sent by

the contr'dl | &¥ “TG“a““faCI‘B'“ll“]aB@)BfS]"dq%méﬂﬁt‘? opleap the gegHiy el 8E58Eigne cont r ol
message Got O rhRefa&eEN e ai8odd toPrdviddRvioses of azy ﬁﬁainfaﬁlle a@ivaf Bl udbor One of the
preferabl y ' eeglglbgeee%dfet!tcle lensde?egt?l}ga&lncrl]eesldrablienac;[mty allow }():,reodl.‘llcgr I% to cont(_jront the

22  manufacturer 14 with something more than a suspicion, which, in a case where the iilicit

23 activity is occurring at the tester level (e.g. by an employee and not the company itself), may

24  salvage an important relationship between the producer 12 and the manufacturer 14.

25 [0064] In addition te distribution, the contreller 16 uses the control channel 26 to control
26  the credit pool 30 and thus meter the key injection stage. A credit instruction procedure is
27  shownin Figure 6. The HSM 28 must consume credit from the credit pool 30 when

28  decrypting a disyribuﬁon image 40 and obtaining keys. Over time, the credit pool 30 will

29  diminish and need to be replenished with a credit instruction file sent by the controller 16.
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3 instruction file. The file can be an encrypted set of data for a specific
server 18 that is 4 decrypted by the HSM 28, to a credit instruction. The
credit instruction contains, e.g., the 5 serial nunber of the HSM 28

and/ or server 18, the server's token ID, a sequence nunber, 6 new credit
anount, and configuration data, that has all been signed by the controller
16. 7 [0066] Upon receiving the control nessage C, the HSM 28 decrypts the
credit instruction 8 data fromthe control nmessage C, and validates the

si gnat ur e] ThmsﬂSM”ﬂﬁcaiMewlalohﬂaErﬂs otieventrd neenagedl tonhersxeer 18nda trokear | D as
its own, % j W_hrm .t hen
perfor rred é’Bﬁ e ?Jnélﬁl?g @lﬂle aM' %%%Pl&?{)%&%%g%tcg&gﬁ N Sa %qﬁélﬁg:eg“
internal | § stnsm@dorl fild. The fthhemlblsm %Wp@\@@omaifdmseﬁhlﬁqsweeﬂgnh@8 wi |l update
its interpal et t P Yat i albioh Resk edl ty,pool 30 to
the cr edlt va %&gﬁﬁﬁgﬁh%ﬁ%?@%@t rsgg%ll%gn C3 [t00671mTh H%M:‘ZB wi |l then
process afy ewafriugberf thsilSHEkamdeos sarver 1 hdheceisdrkenHl ggpmencs gumgber.o updat e
its intergal \GOREd AR 21 cohfilufistedatd BaRAl] Bel HEhes BPHAE BrkBlier 16 t O push 15
configuration data to the server 18, such as updates for filtering rules,
keyi ng i nfornmatjo 16 credit s etc i ned.,abo el ation
{0 the cur 1 P06k vesti et G Srsptied Bh e 19 HRE B BPP 4R PR i S
applicati en duafromtheeontiohmesaye\s andh@lidutes ereaipnttive. Kt ehtlsaxblidaid@eThe HSM
28 | ooks for sonf I qur fiyn p em 19
Conf i gur a%| ot rnasémgmneag‘til itzogﬁn @eﬁ%%?gﬁgép aggﬁcaﬁgv%tvg]gdgé% ‘ﬁ‘l‘)hle(ged,?l glﬁg%e(}:gs

t heret o i6ul thet h%fmnb@i TB@SGG@WEFM@&W@MG%M@@E s@@er&caemmmtemém t

report Cny 'ﬁnh@ﬁsﬁ%vé ceVali §ﬁsﬂ4%%l@91%t%'n@%é?naﬂeﬁﬁgn&Au%&xf érl@Eéton ina
22 control nessage C. e cre i report Cr may contain the serial nunber

and t oker?| Dﬂ@f‘faltl%@ffh%emlﬁToﬂiﬁ'éfe‘éfb‘t‘a#‘ér}ﬂth%éfaﬁié‘ﬁif@cﬁ‘@l ue, the current
val ue of the credit pool 30, nunber of refills 24 to date, and an error
code that13i s [®e?] t OThRGIIM 2§ whiGh@rpgraes aﬁﬁmnﬁgn,edmdmeissngzs o theldontrolmssyagrct | on 25

processi 691. The credit.repo referab ned by the HSM
D ter ng i s € BRRg® ik R usbech R B Sy B GhGOIBE | B0 et For 't he
controll @s 160nﬁgura@ntdaat@ﬁmsamlrﬂ%rsuc$l apunﬂlaiesfoeﬁharlylgmlesri\emsmﬁcematk& The

report. Ol S chBERISERL of Soklies SO0HROULGE A, G0F QiR Byt Bgel 09 T eports

R for the abov ting purposes rror to
di st ri butli’ng inteaged foﬂh@HﬁM@dmp@@Wﬂg@nﬂm@ﬁﬁdﬁm efen the keeagenidbler go a2

provi si onigng TRy Hﬁ@@ﬂﬁ&k& far hd?xhéﬁr@tldn%?es %% Mn%‘%&g roe&f eh. 18. The
provi si oni ng procedure hown 1 n ure 5 SM 28 produces and

sends a d,QO\,,CgpQﬂqraﬁep mwgqan%%aspnp@e or public, and access thereto would then be
20  controlled by the HSM 28,

21  [0068] A credit report Cr is the server’s response to processing a credit instruction in a
22 control message C. The credit report Cr may contain the serial number and token ID of the
23 HSM 28, the current sequence value, the current value of the credit pool 30, number of refills
24  todate, and an error code that is set to zero if no errors occurred during credit instruction

25  processing.

26 |0069]  The credit report Cr is preferably signed by the HSM 28 using its signing key ko
27  The report Cr is then encrypted for the controlier 16 using the controller’s public encryption
28  key ks. The report Cr is then sent to the controller 16 and stored with the log reports R for the

29  above described auditing purposes.
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4 the controller 16. This nessage P preferably contains the serial nunber
of the HSM 28 being 5 used by the server 18. The HSM 28 generates the two
cryptographic key pairs ki, k2 (e.g. 6 RSA key pairs or preferably using
elliptic curve cryptography (ECC)), one (k1) for receiving 7 encrypted
messages and anot her (k2) for signing outgoing nessages. Preferably, the 8
manuf acturer 14 is cryptographically bootstrapped in a physically
controlled environment 9 during this exchange of key pairs k1l and k2. 10
100711 V\he n o] c orfribok ldetribhfngriegethe podiudee! 20mad e snaoufackger g oueg shdekgoam t he

ot eor i y? of PP TROREGE s led PR ERNEREM Rud B FRNE AR BRERE okl . e

ID'. Two keys shopmeri Bglab Iy Thay/hFhd 28 pmdimy@d kends @ prdviRioEng kqipst m@sag@jl?/a)n ced

Encrypti op 5319 1fee§£"51§% %Xa%)e p p%rfe?i &ﬁ{aﬁlts & serﬂ‘x‘ﬁﬁ%enkcﬁ“lfl% HAME 24 Gifpe used

by the 14 con erver protect the distribution’ nmages
40 on thes dlwdbm@se@wr%aﬁﬁaw%gezemm wéwegraplef)bwerﬂldﬂ (¢he backward

channel 24 agggeaty aﬁmqn@amﬁmﬂg@llﬂp@lgme J;tbeogﬂ%h% (klzd))he&(gﬁﬂﬁ&@eleﬁ

provi si oni ng response message for exa 17 contains t

assi gned T ok®KIYPEA msispger é“dI@é%er@Fﬂ f%e@mﬁ%@gﬁﬁwﬁs hrefery ysiﬁm ng key
pairs ks g18maighckifer ﬂ«ﬁﬁ@ﬁﬁolw\éﬁhyauy bhstpsel i Dynyhily asitroackwanthethannel
symetric kegﬂ‘_@ ﬂ‘ cLa% sone k19 i(nl tial configuration data, and a hash
di gest fof TR SFe S kS Py ki Provi sioning request 20 message P, it
is assuned that the provisioning response nessage P° is handled within a 21
physi cal Iy ct9aTiol |'Ekndmdontoniivet reqetregthe provisignikisSIvyssidtoatthe ssmer 182# 100731
The pr OVI]?' 0@&&9&%‘?&;9&9@%4%@@9%5’ chetiRYhe 1&@& l@@f tﬁ@rﬂésséggaﬁdhﬁen%%éﬁ@r 18, and

the 23 serv erforminitialization operations upon receivVing
its firs#2 pr@iﬁr@ﬂl@?ﬁ‘%@ 19 2 kiP5t Twakeys.arsferatlysvamstrictRes koragd ks feghi ng

response lﬂBYAgﬁﬂéeélﬂﬂc@pﬂEB@&ﬁ&ar& bﬁis d8sy, Xr@tg&xeiaﬁbdaThe%ke?Eﬁ@anﬁtes&ItHylﬁiét ure
that contains symetr %&&rdforwar

key
comuni cafi o%’“ﬁ@f%@ﬂs?‘ﬂ%‘ léé‘hﬁff"ﬁw is @UHWHHE%GF\?EP“%A%‘F‘P“@H ar‘m“ﬂe not ed
that these keysdaedog refordiRSdnititiackvard @aale! HINMn2Bidhahdbotdus each server 18),
and are not shared anmpbngst a group of 28 HSMs. Once the provisioning

procedur g.i Syp ?S]pl efh%’HSﬂ/[ ﬁ%nc en&ﬁ?gﬁ%ﬁsi%rbgg%sﬁ ﬁslemégsﬁ b 8 | 40 and

control rress comme n anot er enbodi shown
in Figuré?g, cqnhelssty@sseewqekwd? piblig kaye off the Hay” %%wat@ﬁﬁ%dtﬁl%glgé‘elrmﬁ*bms t hat

have beeRgi rfmd%f?ee-;se%&reﬁfymk m@mmuafaﬁ&wwrd M@gynﬂﬁe@ic%w 0Gnt ke sk@y 3
|nject|on stage I'n th nmbodi nent SOWI”IIn Flgure , eelerrents ar e

gi ven |i R nivist %?P@gm%waﬁeh apthphagh, digesk for iptegrify me%ﬁ%‘veeﬂf%s‘%wu?%}ef urer 14,
may have z8quinRiRitp, € Qasdulhad thad (hRSsioning response message P’ is handled within a

21 physically controlled environment {(e.g. using HSM protection).

22 [0073) The provisioning response message P’ may then be sent 1o the server 18, and the
23 server 18 may then perform initialization operations upon receiving its first provisioning

24 request. The structure of the provisioning response may contain a member that decrypis to a
25  separate structure that contains symmetric keys for the forward and backward channel

26  communications between the controller 16 and server 18. Tt shall be noted that these keys are
27  distinct for each HSM 28 (and thus each server 18), and are not shared amongst a group of
28  HSMs. Once the provisioning procedure is complete, a normal exchange of distribution

29  images 40 and control messages C may commence.
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5 includes a scranbler 74 for converting a string "BCA" to "ABC'. where the
device 22 is 6 wired to accept ABC as the injected key. In this manner, if
the key "BCA" is stolen or 7 misplaced, it will not work for the device
22a because the scranbling has not occurred. 8 These attenpts at protecting
a key, although easy to inplenent, are typically naive and may 9 not
provide a suitable | evel of protection. By accommodating for such
protection, the system 10 10 may then be retrofitted to the equi pnent 20a
wi t Ihout u rn(tjioi 10@4pndax&?mer@ab§&huﬁti, shlﬂwh hettiglhas, therydftenam aadce rb:&ﬁif fed to

i mpl enmented. Accordjn [tional cost to manufacturer 14 for 12

ol ement ng Lt dian R e AP e YRRT B oy T af Bk e

until a capligt@ion &i3ga ddts egbodirsennshiowant Bglre Atlikewlerodmtst arq@venliige sumezatgenent
shown in Fjgur. be used. 14 51 | [ tQ . ?&qg i sting
sol uti ons,‘i t h“éiﬁlst%esstr‘rlgt?% fo %I(’trg}?ag? i]éaa é‘g‘f%ac?%“%?‘é’(r}\%ag%vfﬁgﬁ%%g S ;gtalg?agfhe
server 18,5 whirdilean sranbiom# &c torverting 2 eoumr IRCA e " AB( ewharpthe devies 23&soci at ed

with 16 partj.cul [ : - i gid i on
subsequont® t QTR ieRARR T e ARRe AR IRGH Bl e 8 BAAL D R Ot on.
In this waly, mirlagéyt Wil nglwek e devrecdpherate desranbling bgaoseedirdsol ut i on

W thout the e 15 2QRo1RE8hd Dk Wh Sugh Ay S MEdeR, 47k gPrcaly_Qma et ol

controller 16a would first need access_to the fxecuta e file (exe) 70 that
is used by? t HOt PrOVIde s HAERIEv oLPTRIgCtgR oBY prsopmedaling ot SusyPIesPer: BhSYS e
contr F:ﬂl eL 0 16m M@Ullneﬂ bk E&Bﬁ?&gaﬁ thg bguiEXeat 203 WvithOut bfdoingan sigmng sdh.étgm ﬂﬁh&,‘: gf/le é 1
a would then si t he exe ass the. signed exe t t he a,
and the HSM %ﬁg%entlﬁgﬁmg?@r ?%‘?‘f@m§ gieoas Sﬂ% r&?“fﬁﬂgﬁebﬁ‘efar object 72. In
23 oper at 1Dn, imphennttngyseaui Qe bt avdiiad. rBguasifismay eemplomtodd wnfil keypletet he
server 18a, wl/l validat 24 the. e agal ns exe! i e, that is
stored i n??f here‘:i—@ﬂ' it v edcgt ‘flﬁ%%smee)r&@eearrgﬁ%egl © tassslp"%zlg)?@g% lfsrlhagg)%ﬁég' exe 72, it
will send the exe keys to be scranbled. 26 100761 For exanpl e, _equi pnent
20a requi tes K078y Braderdo pepgmpdntessistpmpiobiionsaths fysga 0 glares 9 et obsignedy t hat

the key ABC igjdcRi7eetiRekeh@r 1¥, ARIYE bre lcfiRtBtion DR BxetiRhIXBas e bR aBofIRed witat
product 28 al pha has a signed object exe A for nodi f¥;&g% key ABC. The

si gned obj®ctPaiculapequipmsiy 20 andmerorm e grisine soluign fybsqgusy HYdfding in
scr anbl edikeyreBishy aKog abLpraor) Ied idj@yoBTAthis3ayl he kdyaialeed o dcoomgedapmiaznt 20a,

and the scranbler 76 nodifi key BCA so that it,ipjects. ke 31 ABC. The
equi pment ?ganX&fBIé%SO Gpn Wg%uft}ge?%n egﬁ%%ﬁ‘g%a‘@& ?Stsﬁéa‘?n IP? ! %%F’\?ed) was
stored by19 - 1&ntroltehBraseuiddirst b8 abqessao preekectbd fifedexg) WshaABQseditytha | | be
appr eci at th t key r.e he. ryv VR, i,h aform
such as Cz(g %ﬁ%pgﬁﬁfﬁg aﬁ)ﬁéoﬁvgcﬁoﬁlc? ?cf( ilt%'})gtsf %n?rgéa@g éﬁ%roy%?g% et g‘%@%ssﬁge %% then be
convert ed2t o 7BCtedISM hjaedhe UHM 1Suwhuld themsien e gxedf iandepagiibnsigned exGAB to

22 the HSM 283, and the HSM 28a may then store the signed exe 70 as a sighed object 72. In

23 operation, when the equipment 20a requests a new batch of keys, the server 18a will vatidate

24  the exe against the exe’s signature, that is stored in the HSM 28a. Once the server 18a has

25 verified the exe 72, it will send the exe keys to be scrambied.

26 [0076] For example, equipment 20a requires a key BCA to feed to scrambler 76 in device
27  22aso that the key ABC is injected to product alpha. The HSM 28a determines that product
28  alpha has a signed object exe A, for modifving key ABC. The signed object exe A is

29  verified, and applied to key ABC resulting in scrambled key BCA. The scrambled key BCA
30  is then sent to equipment 20a, and the scrambler 76 modifies key BCA so that it injects key
31 ABC. The equipment 20a does not realize that the key BCA (that it received) was stored by
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4 is the standard formand nmust be nodified to suit an existing solution
where CAB would not 5 be accepted as the key. Therefore, the signed

objects 72 will contain any programrequired to 6 accommobdate the existing
solution inplenented by equi pnrent 20a, and the exanple 7 provided above is
solely for illustrative purposes. 8 100771 The signed objects 72 al so

inhibit malicious code frombeing | oaded into the 9 server 18a for

nodi fying the keys prior to injection, since the signed executables are
typi cally th&sever 1faieapibetied foen keyBCt b wilkba pheasiedthitchetepsipmd by he prior to
being applied tq a key.., The.system . : I . ncreased

| evel ofi)sesc?ﬂ’rgf %#"s?e%élgg}r%% a icr%’_ ﬁ%e}é%&e&n{&%&g]ﬁ%ﬁ‘élﬁzﬁ;ﬁr@ nfOliZ [ 00781
Ther ef or®, dyambling tozlienge eonverted tecABE Sir gmeco omtSudh 4 @se Mm@ asepukaatkey €ABm t he

server 18, . h hoi PR sk ik Odutloll §hae Al dufbnopf the
manuf act‘ﬁr e‘?a%lﬁan%‘rr\@kgrrg%i{gﬁﬁuér edf@‘%ﬁ“fﬁ‘r‘%ﬁh%ﬁ%%e lIl-tlS_M 28. The ﬁlr‘odoucer 16 is
thus abl® tle ageptedps thikeyi Ahesefpieohe Bgnel ebipgiy’ 215! icpifaR PRATeERMIDIRaYiFE tevi ces
22, in 0of defo.d OmGRR hExIshal solulh FRMABE W QuiphkAntC0k Wffhb ¥alPROTts 16 the
identities and the nunmber of units manufactured for the producer 12. This

enabl es T heprovidgshabengdeiolehfot ijustae P48 Fances that a manufacturer 14 is not
creating and distributing grey or 18 black market products or devices 22.
19 [0079% Wyooirit herhabighe opjects E2lalsoaishibinohalgysis emte FOmibaing loadsd intathpr oducer 12
can noni tor_ 20 uction at, cL ur er. : ing the
credit iénstsr‘g‘tr}"(‘:3 %%‘gn?or?l Fﬁ%%gé%ts?gpr%%ef% égéeg}ée_s o,t{g%ggﬁag%t& g%retl}%ga%foducti on
of devi ¢tes ®2ifibd/foathd keng todre releayes /o thy reaghing prir & heme@brlied o ey Thesestasy t he

manuf act ir efy g e 8rf0[fi99 80dcrldsededel o uﬁﬁﬂc}ﬁﬁﬂ RLRHnddhals oh BEsidY i@ 10 s not

&
limted to one nmanufacturer 14 as 24cs own in Figurel, nor is each
manufacturer 14 ligmted to gne set of equi pnent 20. The 25 system 10 is
2 o0 ot 2t ol i sl by il cente SO SR BRI B e st 28 i s
nmost 263 pr & grodtdely 12 ik aigd 1© chohasrdbedceviiias obthd emifahperdtent meeycredd ues and t he
integri of the.c ' ol .27 30..Mor, er 1 Ng: | tion contained
in the Eﬁ%(sth%‘ﬁﬁhghgginiasggﬁﬁﬁr o, rsl%r%sotthuszag%ﬁeé%vg?gg%/lh{}ggﬁg\%%ﬁggbe keyi ng
i nf or ma# § oninfiymbtionan teldsgees @2.amyrdeide ensetedbihe mehicture d éiicoresstly i2@prts .
conf i deqgi k. fien AC ARG s finl G0l RIRE brosfler ILYHAAMM: el S LYPI Cal

G
of a system W shes to entforce granularity of .Ic}le.vl ce
acti vat i1dn. prod@en1210b@¢ asspincghthat| arregnp@etingel 46 pofrEakngFnd digibpe By @d i n
Fi gur es 1 30- {daangdrdeRahdledeiidds 22, great er detail bel ow, overproduction nay
be inhibited by introducing a separation of duties 3 within the silicon or
device qgnuIO%9§]urI&%h&%%&o%ggfoce-ﬁ};pa!s gnadlsly e:n(f1 l(? {n% alélcggli)rojdgce\r,\ﬁi clzan%l%pu orract out

20  production at a manufacturer 14, The producer 12, using the credit instructions in the control

21  messages C, can meter the production of devices 22 by adding or removing available credit

22 for use by the manufacturer 14.

23 [0080] It will be appreciated that the svstem 10 is not limited to one manufacturer 14 as
24  shown in Figure 1, nor is each manufacturer 14 limited to one set of equipment 20. The

25 system 10 is also not to be limited to the use of a single controller 16. The HSM 28 is most
26  preferably trusted hardware in order to protect key values and the integrity of the credit pool
27 30. Moreover, keying information contained in the distribution image 40 does not

28  necessarily have to be keying information, but can also be any data element that requires

29  confidentiality and authenticity. A requirement for keying data is typical of a system 10

30  which wishes to enforce granularity of device activation.
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4 the various stages of manufacturing to nultiple contractors. In general,
separation of duties 5 involves purposefully separating manufacturing
stages, for silicon chips or other devices, so 6 that the end product nust
have been "touched", by each subcontractor, in order for the end 7 product
to be fully functional. Since grey markets are typically supplied by a
single point of 8 failure, or a single bad-faith contractor in the

manuf acturing chain, forcing a set of 9 contractors to operate in sequence

inmplies that two or npre subcontractors nust coll 10, against the
producer! 120041} oth@ra“F‘Ba‘é"ﬁﬁﬁweﬁe'&reévnqvgﬁgilé‘tﬁ%r?‘h‘g'(r?\f:‘) ﬁ‘-‘dc“?e%ﬁ‘%? ed

Sﬁb- fg”ppn Eafer dailﬂii Moxﬂe}férﬂ@&mﬁ&heayih;mhm‘ i 't@dihzcmlroalnidghsjpsra‘?mbf dgmﬁ)olnen'lt s,
shoul d conpl ete_ al.|l manufacturi . S : : . In
qoner al 3t hthy GRS lsoRar perite i epd Frb S ikt ity o JlBRNRRR,
reduced shete mulotd gpges o ulanfondring ¢t wnlsplaretraersi nadnera, sersrdtiogel duhesor der to

st eal . 4 100821 |n e ' oS bbb SR : {ages
typi cal Ié/l OI%Y:%YE:,S PERET %ug SeeB%rg @%ﬁﬁﬁggdg%n\ﬁ% h%%ig %Pr%}ril%g? &gsle{\)/rzjglgf&eﬁeﬁs?d party
manuf act &ir ethat thefng produst st havetbhent “teveksily by each spficpragipy. fn orden fog the ghd t he

design in a dalp E?ie ru‘ﬂy‘ﬁ{ncﬁﬂﬁlalt. iSRlcE erdtbnark b L@ Sypicaliy RPplle@bes ifde fetas a "net
list". The net f ISt contains description Igp}%%s\;%e_l n the form of

conput er 8 coliburp.or 2 Fipge padclittnrgnisaciey iy the Paufagturin tHedsgflice a mask for
in turn Qroéﬂﬁ%&lﬁs@og@r&tefn RhuesidelimBIRB thaf oSk WoieGlboamrakGrsintisiidiyieckaged and
di stributed. 20 100831 For exanple, in an illgﬁtrati.vel({m _t'J:facotur{thi ng

pr ocess 10t hagaipgdhe Bredrces 4 2.4 ARAeT) SUPDYY EFY PRSI POrIPRIE! SO SP PR
fabricator whiRvibRNUhaGH yiodtettfeitSishi-anponafse siwuldrcompitiel! masiaturin®? The
wafers nmay then he sent to a . wafer testing facil. {ndi vi dual chi ps
are testéd ?@eﬂfoggé‘fsllly “"S’r\o'laﬁelnﬁl%nfrg}“?heéﬁ%oen%%téfg%ﬁslt[}élgl gﬂﬁﬁﬁ}gd so that,
when cuti3 oddagticillyaedunai whien umltiptelsirpsontradors hra reqpisesise eplinfld in otgler th 8feshar ded t o
the packaging facility. The packaging facility will bond and 25 package
the sil !1&0”[1109%0 qn%Ip&dea%@g@acoaw_afeas?@maitsagés fhalf beal, thpaekaged chip.
The finished 26 chips are then typicall sentd tolgn %ﬁ V\/nc§re. he chi ps
are rmounf eddisidedapaes sevgrabihied pary meruiBgwry, ARRRET 1S PELFTES A AP i shed
gevi c ebms od bl‘@it% thaBeighfkea %ﬂti‘ﬁlé hﬁduld}lﬂv ipefipy, ofetleiral ts ani “n“eﬂist”ﬁ 8hé dve

i stributiop channe], and eventua a custonmer., 29.100841 T ove

| Tust raf v nasienp g Sobe e ef rryeE s Y et i AR 50
that ocqer hetwaeriuceshgh fandumntreyciag & eafeod! sgicén. rom vdivhpslGint o devi ces,
nanely fabrication,,. . sting, packaging and installation. It will be
appr eci a\?edp? eggrfdldmgr?bui ese stages may -20 | alternatively occur at a

singl e faci Iit%band that there may al so be many nore stages, g{g to an 2
arbi trary NIWW8Hber Fopxagpleginen ilhstrigiye pagraciurias goesss disnask |ay be sgsfvsi s an

oppor t unit Y gk Qfoducer 12 to a silicon fabricator who manufactures the silicon wafers from the masks.
22  The wafers may then be sent to a wafer testing facility where individual chips are tested
23 directly on the wafer, and electronically marked so that, when cut, only the individual chips
24 that passed will be forwarded to the packaging facility. The packaging facility will bond and
25  package the silicon into a chip package, and again test the final packaged chip. The finished
26  chips are then typically sent to an OEM, where the chips are mounted on a printed circuit
27  board, which is part of a finished device product, and the finished device preduct is sent to

28  the distribution channel, and eventually a customer.

29 [0084]  The above illustrative manufacturing process generally comprises multiple stages
30  that occur between design and integration of silicon chips into devices, namely fabrication,

31  testing, packaging and installation. It will be appreciated that all of these stages may
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3 overproduction or yield shrinkage to occur. 4 [0085] Referring nowto
Figure 10, the producer 12 designs a mask 90- The mask 90 is 5 used for
producing a registered device 22, in this exanple, an IC. The device 22
includes 6 sone formof sensitive or imMmutable information that is to be
included in its design, and 7 preferably cannot operate w thout such
sensitive informati on. The producer 12 contracts, in 8 this exanple, two
or nore third party manufacturing entities that performspecific stages in
9 the overall nuf act ur e of Vi . Fi e 1 h i.rst
manuf ack uPﬁﬂBﬁtg?]éiﬁ‘éc“iﬁG,smﬁle f%gﬁ%@gghnag%ﬁrﬁr?ﬁ? g% B?ll%?\n ng)\tlr\%gt%elﬁ%?) Up to an
arbi trary aMifarnbmufhbatolistigeg Ateadeof 1Bk stagds, ho@864ts Thepppruinbber 12
distributes the nmask 9 ef uct distribution channel 80. 12 The
mask 90 i s Sen "ctll%n?rﬁée??%@fag?rta% acturing stage 100, where a portion of
the 13 manufacturing takes l]_g)_l ace, such as :{)r oduction of a silicon wafer.
Once tife fIPISSt sRalgeingoowics igure 14, dsprodpeer 14 drsizpsasmsk 8t T %6k 4] By fi ni shed
products i %s&ﬁfﬂ?pr&d%cﬁlgﬁ re%ﬁﬁé%@eﬁ&mﬂ iﬁ@ﬁiﬂéﬂaﬁﬁleﬁ&;&@ﬁtfﬂ&deii@@ﬂ ih@udeonpl ete a
secondeé)lortlon of _t he manuf act ”“F%B sughh as teusN&l ng. otf t he fers. This is
16 repeat QM BrmEheRsidie.on A iHaIGIntoRBAtGR Biat P 7 RS PAGES R Eh ul ti mat el y
shi ps & cosngtelle baindt bpérbta edth@malch sehadiesihformedion eTiepeod@@r t Deaatralitssinr i but i on
entity 106,. 18 087] I n order to preyvent an inco t t._or

sub- corfporféiit Eeo‘r’ﬁot?éfnﬁr@fq@fcﬁp Tty %e%masrlgafc/t Prernigér esﬁe(:%gggﬁ% ‘one of the
manuf act urthewiyemh matifegurd 0030422, Figuseleshetd oirstghandfattieg'stags10020 appl i ed.
The separat | j ' YIS amoibackw dng1@nd data

prograﬂmﬁri nsaéoggfn :‘)Jéusf H’%ffggt?éezlgg’hu%%%ﬁafrg{gﬁritng s%agtge{rgéé%ch that all duties
nmust be performed by the intended 22 contractor, in_the intended order,
necesshry PSEonghebrdyserldistyiss e mesk WrPvery pﬁ?ﬁ“&‘cﬁ“&@\%‘?ﬁ"e"&’“"%ol n this
_exfarrplt ezd f’irh‘é%hﬂl24 '@%i{@nfﬁ%tfﬁumﬁ&t&rﬁgsiagﬂ H)pldpr]&!f‘emonm}opﬁlegraphi C dg_ta is
injected in mul tiple stages, each o ich i.s garri out .a distinct
manuf att ur'PARYfaanEne ghes placs; ﬂ’gﬁés' pr‘?@""b‘?“s"{ ?%@?Onr?aaﬁeﬁ'f é%ctetﬁeﬁﬁsgt St%%ealgé ®1n order
to sepi at@mphe, hersilnterthishfigpd plohet jpsadtoaky sedddd 2Bnifaompelaget es a
registrati. modul,e 92 1nto _the.desi f ] I O The nodul e
02 571 ¥ (2EeR e € e anaisr B A Bulihcifnd. 164 o Beidr BVl Tmall8, TG 0V e
22, a iat hepeated Galkach 8tagerupns fhemrbittanoiithistage mbish ukimetelytshipaa cosipipredt s and dat a
flows 1! Nufkable rbddGlbEDbPro oAMEIDuAR Aif908 29 signal, rand i the

mat hemat i cal transtornmati on cannot operate, the device 22 is crippled. The
30 mathematical transformation is prefe ablg a crgl%to?rra%hjc transformation
that mikes!%%H] extArdPrRPigLEt FrngeRy AORPORPOSPE FIRT PERE UV

per f or NANCE alkRABANAS: 1 H0QNERF the RiasuficBuring 2dtitiesl 1 Q0€lD4 & “sepepatioraifemies” ikn or der

for t hg 0 ma?pgl?erg.a%g saélpafgtgo%% fdt?t{egqg' t.aidquliqsi otn%f r%%r?urfz?értu%hg im%d (ia?&l p;oeggaimsn:[lir?é (?ug}es
21 of each manufacturing stage, such that all duties must be performed by the intended
22  contractor in the intended order, necessary to complete production of an un-crippled device.
23 Inthis example, a sensitive task such as the injection of cryptographic data is injected in
24  multiple stages, each of which is carried out by a distinct manufacturing entity, during a
25  distinct manufacturing stage. In order to separate the sensitive task(s), the producer 12
26  incorporates a registration module 92 into the design defined in the mask 90. The module 92
27  is used such that when the mask 90 is compiled to produce the device 22, a mathematical
28  transformation intercepts critical signals and data flows within the silicon chip, such as a boot
29  signal, and if the mathematical transformation cannot operate, the device 22 is crippled. The
30  mathematical transformation is preferably a cryptographic transformation that makes

31  extensive use of Exclusive-OR (XOR) operations, for performance reasons, however this is
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2 through increnental injections or additions of critical data, such as
portions of cryptographic 3 keying data, at each stage of the

manuf acturing process. In this way, if a wafer produced at 4 the first
stage 100, is overproduced and supplied to grey market stages 2 through N
110 as 5 shown in Figure 10, the product 112 is crippled, typically because
it has not received all of 6 the required cryptographic data that is
required to properly operate. 7 100881 Preferably, as shown by way of

exanpl e, ng t'agéﬁru eredit. elh Bﬁgkﬁyxhé Rh&ShiRh n%ﬂs%rﬁlgﬁok% o@ra‘?@ﬁ@srkgﬁge@bove in

Figures 1 e us Istribute ter and solicit reporting of the 9
key i nj &ct ihémlg inergeentgtinieiens %W%?W??é@%é‘&ha%PP‘FW%f%%grapé’\?en if all

entities ak&idgrﬁ Oat@&h kil FihetoQunbiaShridgPedctss 9 mBkis Wﬁ}f Kﬁtwﬂér@ﬁhdﬁ&ed at he
producer 12wl e able to detect this activi E“%/ %%J'E?Hg%‘&el nconpl ete | og
reports? atgfirst St?‘léd@%é%l?‘s?rpir%‘ﬁ?e&a{ld%uﬁg‘e SHF B B‘ﬁgeé? YO&ying data
12 1t wel | stia&n&pngﬁsu@tﬂﬁq;r&daatlmlstcap;nai, ty]zsﬁmy beSayisd ik A8 rémlyedodl afsed at any
nat or any stage at all. For

nunmber of ages and 13 n

exanpl e® tﬁ‘é g‘é’é‘ifrﬁ? é"tgéa@@':%ﬁﬁ%veﬂ't“feﬁ%%mpeﬂOPE%B system 10 but not any
ot her stage. However, since preferably each manufacturing stage 15 w 11
i ncl ude 7s otR8881or nirefkrablysasishrgmpy e @fieempletn Figurp &, deikey wiection sysmibor at e

system 30 H&E%e&@bo%ymlévﬁ%tl' L Gay bmsea% @QMG@LE miefer bRl sroﬁénsrewmﬁ woul d at

| east expect data during the second stage. It |1 al so be appreciated
that th& nbeHiPEctD? sigsy a*@@cft@%f%u%ﬁp F%WCPF@ Pdﬁﬂlé’ ALentiies %8t em 10 and may

rely Oﬁoei'i@muﬁi&mé;&sﬁ%]&i’fel A rdri Prolift, ltHER:lr&lﬂ&‘iﬂlz aalmratﬂemewfc:g mllaecﬂeeyl ng 19
process n any of t S|tu‘$ ons ﬁ‘h%p‘ﬁf“%%tﬁiquﬁ [ |t|tes no one
entity as dt‘%@“’?@‘“ﬂ@& ERSFETHY G T urghgr Reyog d8& sl 1y
suppl y 1gr ey vﬂﬁb.k@tpsecmeﬂ hlam‘l@dlhmtelyos‘ysﬁmbﬁ ni2 be asep araentiBnbe?d s(OB8B] The mask
eg st a1 B ettre e b s bbbl it blmis B SR REE o 10 B
mask 904i s tHelagstem mt@nmgnmﬂmdtageo Horwsezrrmet prafesély eadh mangfagturingistsae or | i nes
of codgset guy m% E@etsome drm d P:stﬂ% I’O’CE(L ﬁrstben&élahla%cgﬁgztaﬁ%fs?engﬁf1'(1!36d in modul e

92 within a pa era is critical device's 26
oper at ilén) Slbiéttqﬁl@@ T&)nemémeﬂ%nﬂ?@fscﬂﬁ@o vordd afeast eemtedalaztyﬂ%@e ggaeidher portion

of the 37 Eédget Q{%ﬁ aéo SQ%reé%%d HRBh&mb AL 92604y Ssdih@nsmeHigs §Anal ong pat h
124 is applieéed rypt ographic transfornLe128 and. Isﬂgﬁ ut to the

porti orl 31223’%%1(?93’16&@1‘1“132‘6‘ ea#ﬁéﬁ%&f‘ﬁu@g stage 19JRlCBIRAC agpTliga P g | |
preferabl y ppibsy BenpsaRdsesitubtidnb @y @ﬁlﬁm{g&%a@mlme& heBSStignhdABe i s 30
successful l'y ap lied to the data i Q‘{) r?EW%{] 124, k'l;he cr%g ?grr hi c
transf dm 1 “ff?‘é‘fag?réﬁ? “HHGP kL feﬁs Y gy Bkt PR BRS84S ang
crypt ognaphbm@pdeens. 134 in order to -22

22 {0089]  The mask 90 is shown in greater detail in Figure 11. As discussed above, the

23 registration module 92 may be incorporated into any mask design, and the mask 90 is then

24  programmed to implement a set of instructions or lines of code etc,, that will, in part, insert

25  the conients defined in module 92 within a path (preferably one that is critical to the device’s

26  operation) between one portion of the customer code 120 and another portion of the

27  customer’s code 122. Data that enters the module 92 along path 124 is applied to a

28  cryptographic transform 128 and is output to the portion 122 along path 126. The output

29  present at path 126 will preferably only be usable if the cryptographic transform 128 is

30  successfully applied to the data input at path 124. The cryptographic transform 128

31  preferably works with a memory 130, processor 132 and cryptographic key 134 in order to
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1 performits operation. The nenory 130, processor 132 and cryptographic
key 134 are 2 configured, preferably using the key injection systens 10
present at each manufacturing 3 stage. The nmenory 130 al so incl udes

anot her cryptographic key 131, which, in general. 4 conprises keying
material that is accunul ated at each stage, preferably through injection 5
using a key injection system 10 as shown in Figure 10. Preferably, the key
134 is used at 6 injection tinme to ensure that the material being

accurul at eg. 4, Hn{t;rsledﬁg a onl‘?lﬂe &Qm&?@@%ﬁ)céstb? 1327ani8%)€'pt%§r11pﬂx§ke@lﬁbﬁ'@t ic. The key

134 may be a be 'needed 8 exanple, the
nodul e B2 wa&vgwslr kreﬁmablﬁ@mg ’{hﬁ éem@yct@easstealﬁ 1? pr&sepict eash Famufm%o of sone

cl assesy st:%ta hd Aot Mt TBYIuREs BB Ner RBH10BEPH ERO 8N twhich, ih B@eRAr ti Cul ar
producer 12." 10 00901 In general, the sensitive d %Eused b nodule 92 is

split it oCoFBFEs byane Teaser) il i acaulaed abﬁ%ﬂﬂ?&dﬁ%fafa %’;ﬁhm %% each stage
of the ganwr@l@muf anjéammrsmsm asEmfwnexaigpﬂeeo PRRabR, thekdynsglsasssatl d Ee to
inject digita I ghat ur e age reco at e sta n the 13
MURAHRE 3 s e S R R AR L S

Si gnat ut e, key ﬂ3ﬂ@laﬁt§ennd.4’r}&(k¢y t:henaxr&lelaq}altledeﬂmgi gl or slagnatbenedgl dFduces a
nessage, t hat b ed in.a eX|st|ng
data in ne?‘?ﬁ’?’ L1”3%rrl ugglbger?arv \)‘é’rka"m(lﬁ:1 roétptﬁ% %aﬂgipe&g@%h@%%ortn%% 6 exanpl e,
woul d be tdwmkltmymwdq@aysuhtatd@wwngt@ é}@hﬂtiqllﬁeprwlm:‘@ pi eces of the
cryptographic 17 key 131 are added to nenory 130 at various manufacturing

st ages o Wi@bodihe 11‘1 bdiafal, #3 semRinvd @8d wkd ROnSduROR 135 iR6 BAiGRPLeiseEn t he
menory 130 contai ns enou%h SV o tha the 19 k %@QOM/technlque can
v r(f‘t’j

be used!t obsus-28dmiviR Ifh t@ﬂ}“gl%‘iceSSZ % %%h exanpl e of
the finst rEAlLacbudbdg uﬁécagguala@nanﬁessmmeﬁmiagmbdvyry&hmmstaga uFthgur e 21 12.

As not abov Lh d t 1
i stri Bt Gy AEPD s ride FBY erar ey HEERe PR A2 when
keyi ngleccs; the vKﬁ!yted digieed tipranire produces amdstagothal c@@ld (bhuspd UWCE dérivgticoccur s at
f [ 3 al 100 24
wat er tlESt Sch&ne gvli{fx I )ggmggﬁiﬁtme%% ?ﬂ»glzt?%eﬁv%%tclly#ﬁgraé\lﬁé[ ﬁeyQ§f’mRAO%‘xer stage

i ncl uded a‘server 1 opera ‘th testing equi pment 20.
The st age @@OpRSvaldls W mﬂl%cke@yshﬂddﬁl@g ieelmquui\’fﬁmlﬂcﬁl@@etcwwéfﬂgmc produce a

silicopswafenay EEJE 44 Eb%&ﬁdgofko a@%@%ﬁﬂﬁ&hnr]g%%lgbks@ﬁhehﬂﬁﬂﬁBSk 90
di stri buted over annel oduce a partia 27 manuf actured Devi ce,

140. Thé smw&cmﬂtlgﬁtaﬁeha&Wswéw | the ingm%éép %Oata%ﬂéﬁ}oé%fé#ﬁaa fbatther st 28

por ti ofy of kSaRRIb 1atBniglatcan §Rkd tb Se-aRipbieakt drndchphid @y @ 22, wher e;
pref erably, the flrst portion of 29 the sensitive data is injected using

the ke%oagﬁlﬁéj ]I y %\ImgPegpgnhrs manufrt%}c'lr?r 8}{009‘%50?1 ICB SHCE m% he Devi ce,

is not “yet ran orm. 28 does
not havé akl. Asi@®d abme the producer 12 preferably utilizes system 10 for d1str1butmg keying

22 data and for monitoring reports generated when keying occurs. Key injection into a silicon
23 chip typically occurs at wafer test, or during a post packaging test. In this example, stage 100
24  includes a server 18 and key agent 21 operating with testing equipment 20. The stage 100

25  also mcludes production equipment 139 to, e.g., produce a silicon wafer. The production

26 equipment 139 uses the mask 90 distributed over chammel 80 to produce a partially

27  manufactured Device; 140. The subscript 1 in this example is used 10 represent the first

28  portion of sensitive data that is applied to the device 22, where, preferably, the first portion of
29 the sensitive data is injected using the key agent 21 of equipment 20. Preferably at this pomt,

30  the Device; is not yet fully operational, for the reason that the transform 128 does not have all
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1 the necessary information to performits operation. The Device, is then
available to be 2 distributed to the second manufacturing stage 102. 3
100921 Figure 13 provides a flow chart show ng an exanpl e manufacturi ng
process that 4 includes two distinct manufacturing stages (i.e. Nonm). At
step 500, the producer 12 5 determ nes the nunber of stages, and thus the
nunber of portions of keying data that will be 6 injected, in this
exanple, N=2. At step 502, the producer 12 preferably establishes a key 7
injection sy stem 10 that.links, each manuf n el f over the
channel s! 24 e?ﬁﬁﬁﬁﬁwan§m§§toﬂgmﬂPg PR a oggwﬁﬁfﬂ$§g$gf§ﬁ€%§to Figure 1,
t he prodycedtstﬁ&témyttﬁs&oﬁimm@btarw&maﬁ@:bl ler 16 to conmunicate with

mul tiple servers 18. In this exanple, the producer 12 10 would distribute,

moni tor and Of)ﬁge' \/E?gulré)ﬂi Jr@&&@gﬁmtllﬁmsﬁmntsﬁfék%ﬂe ﬁ&auf&cﬂunﬂt@%&ks #it step 504,
t he producelr i ncorporates a_registrati on nod 81% into jts design. 12

defined #n mﬁed%ﬁgq(d@@ﬂ mpalagle S%esl(ée MNréh %SEP P?% BRNGE 2he first

manuf act §ir eferdAfied 88 nubibet HRISEHLHY RS (1B haGBerbf Minidnb 6f WERAL BALhurWidge pr ocess
at step 506, and . stage | .is ex Ie t he

a
first mahufigiecteddr thtﬁne?“*lmpb% daéc gt Sée‘)v@g? attle pr%drué%{tlﬁﬁ'gf?eé%ypegtalfhﬁg?s Y conformto
t he mask7 90in;eBlthisigervved @it linBSdach hiifamritd Qb ur iesel§ wiek the thvanelp?40g¥. amd sone

partial 16_keyin teria fqd he sensitive
data is Pns& %‘d;{‘]"‘g’t’srg%tagﬁ"eé’fﬁ' rgﬁfﬂfcnggpf’%{rﬁe tge I‘lpuc réa%a%lu%r!is% %er abl y report
to the pp odmblmtﬁ»&tcemnﬁmzatmnmaguitibiesmmhbﬁnlhsthﬁ eﬂ@@l@mﬂpm‘i@@r &bove.

AI ter na Pvel Xﬁldal%m?\%e mOrIKEé/r Iecgﬁeng%l%rc;r AIQ{W%%EIIV IQf any SenS| t I ve dat a,

and 19 thi§ operati y execute durlng stage 2. 20

[ 00941 Once the first portlon of the keying data.i s ?‘{H‘ gamre to the chip
b dovi db. INEN 2130 b DB M PEHPY B Ry AT FAEE B ot
suffici gnt Eﬁin@@ﬁﬁl@trﬁaspﬁ@pﬂfelmaskﬁl1lmétednstﬁ2utéc&o|tl& fﬁ@maeﬁ’mmredﬂ@gm Devi ce, ,

wherei n _the, sybscr.i resents the f|r n esc d 23
above. The B%‘H"t"i’eéﬂnl‘ 135F 3)8&5%8’3“ BPPPRPTYSH ‘?’ E%Gt gs \ 1 BXBCHSE)
di stributed stte;m(mt Ageexanlé, theXdst staoyfadhdrds, w:ﬂmrodeoeeloqurmaaxtg @tpe fhab 16 The

manuf act rer t st - &%n of key
dat a. Fc} eX anT“ o 81atm as‘t% ié’i%g W#ﬁ@%i%o%%“ﬁ%ﬁﬁ?‘&@%@? 102&?7(%?%&% 6 program
addi ti onal kegngmgatermtmtomrwanli"()ofi’hlﬁragﬂlvteq’fﬂteée@ﬁypﬂ@i@tsétﬁﬁieé akEP NG

I nf or mat;,on andizttz% %?%rgngtgﬁiﬁ tpl'e‘?érabyeﬂépéj?tt) FheDtRNLEH 2l s g?ﬁ% né iHe3Bechitiskig step 510

and new ke stem 10 used at s Thj s deri vation
step couBd beﬂltlﬁdsib@eoﬁltwlﬁ'élglﬁ Staé?15@8%‘?‘6‘P'§ﬂlea‘h%}eé“°“2§a’§/c§ﬁrﬁl“§f d¥aepl key

shadowi Ng t @&dWpets mB BNk excdhte S8Ry #2@2. t he second manuf acturer 102
30 reports back to the producer 12, indicating that the second key portion

was sucg %S st (%694]3/ 8nce the first portion of the keying data is programmed to the chip or device, the
21  product contains only partial keying informatior, not sufficient to operate properly. Figure
22 13 is represented by Device,, wherein the subseript 1 represents the first portion as described
23 above. The partially produced, partially programmed Device; is then distributed to stage 2 at
24 step 514, for execution at step 516. The manufacturer 102, at step 518 will then inject a
25  second portion of key data. For example, at step 518, the second manufacturer 102 may
26  program additional keying information, or may derive cryptographic keying information
27  using partial key data stored in memory 130 during step 510 and new key data from the
28  system 10 used at step 518. This derivation step could be based on a hash, or possibly a more
29  sophisticated key shadowing technique. Preferably, at step 520, the second manufacturer 102

30  reports back to the producer 12, indicating that the second key portion was successfully
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| injected. The producer 12 may now possess two | og records indicating that
the key data has 2 been successfully inserted, and can use this
information to nonitor its records. 3 100951 Once the second portion of the
keying data is inserted, the device 22, in this 4 exanple, is conpletely
produced, and conpletely registered (e.g. tested and packaged 1C), 5 and in
Figure 13 is represented by Devicel2, wherein the subscript 12 represents
the conplete 6 set of key data, namely data portion | and data portion 2.

The Devi cel2 the ontinues to a 7 distripution channel e wher e
e event ubl Lgedrd  RBrApe Fam B nite Skt By RERAREIGSh: RO BREL SE0
9 100961 As whksmcidsdfuibtinsatial andreaisg tineinfodmatioh to homtoeysapplde, t he fi rst

manuf acturer 100, or an 10 enpl oyee thereof, attenpts to distribute grey

mar ket produghosit Sdn%Pth@gerndtJ&hgﬁghmaﬂeya{gtcﬁfa@h@mdl%e@bﬁéerzzhmm@n channel
at step 528 a crippled product would pravi de%l: to the cu ﬁé at step
Kk

12 530, s# nceample IETéWR*ﬁ‘éelY ETH@‘}F%&‘PW&F\H?@VH&@FWF% goi5ited /AP ey data,
and thus §hegjyramshenms rép?sesérze% Hy BRRRE;,, mexfe;hrﬂﬁgyubﬁnaperr@tds@n theTch:&ipEfeor e,

al t hough the testin a et C. 4 ar ne rey market
stage 2, $neschefdey F%%&Emi%%g é‘t]afmii gg%ﬂ) ﬁﬁ@ﬁmeéﬁgentcﬂm UPhe? 15
product 530 distribwtioh Yharwdh wfseep 50 ehibre i enenmalty ativep hiahesduytomergi aWelrkm@, renderi ng

it crippl be appreciated that the nodule 92 is preferably
i npl enent gd %rﬁél}?t%tﬁ@\i’,\%%antl tanpering 17 neans are considered and

i npl enented. 18 100971 Referri n% now to Figure 14, a schematic exanple of a
fini shed Busi8fdr phodngdustraed ip @ufellﬁcléfﬁ@ﬁﬁ%ﬂlﬁé‘eéif%’ﬁﬁﬂf@“@?éo@ §'&hown,

wherei n fRd Uéﬁpl&%@t&éo@aﬁeﬁﬂbQ@hmﬁﬁﬂé ét@}sﬁ]&tkb‘l%dg& at 92@: sebehpthsh Gl@elmakeay 0 Ut
for nDduIe 92 shown in Fig igure 14

: mer als ma
gi ven t hé! sufiftfiRutiogchanpgl atc‘*Feﬁrslz? ?Cnﬂﬂ%‘é‘ pﬁ?‘{b‘mldﬁﬁr"%?‘?d et“l‘f%to'i"?‘f:ﬁ%/sg??e ntation
of modg | 2 92532si . tli} De%a,]zonly&oa@heme Grseiplion df ite key dant mﬁlrthﬂhhegrahsfansf orm |
128a ei. ng enforc 5 o.the product's critica
data pat 1S bel et oy tssoerAuei i° b daaRsEE W Pstgh « he
transformu lzﬁafoszﬁeddn giey tldetctage Z),nlmrddémbmgk@mkﬂﬂta lscamrpwdﬁdemldyhuﬁ thaction. 25
In this a flcat n ,0f
pr oc esso?§ Og‘m %é) > e?" 6 a“ufmgﬂe‘ifﬁe%?/tec\rg?l fé!%th ﬁé}% gggh%‘ggg tcgﬁ%ér?e Itt i me
pr ogr amabl ew(lUﬁlél%)aprlereatrgirtjlat1®Olatodal|ﬁtéf2 arprefergdbly shaphanented pish thabapti48dReringwhi ch i s

an inpl eqent ﬁltebnggm% L&gpedwmgpiéﬁleﬁ)éd Figure 11. The key 134a 28 and menory

130a are injecte sensitive data using, e.g. the procedure outlined in
Figure 29 13. 1t will a reC| ted hat. t he ct 2a|s onl,y. one
i mpl enent'dt i Mgﬂnco]?‘?f‘c‘ﬂ‘&% ﬁ“’H\g 0 éoa ?‘%ﬁ’i‘%‘c B’faB\?Fed)gagﬂ'ffh iVl rfd'%/cé g. as
nodul e 93a), 224 dxc(ﬁrb@hurighencﬂx]aﬂﬂi i@ sieiaywherdin Mbdply Palsk lo@dal ingnifestation of
HTustr at \ Vethp Bym alelayo%p floy module 92 shown in Figure 11. In Figure 14, like numerals may be

21  given the suffix “a” for clarity. The product 22a, using the implementation of module 92

22 (e.g 92a)is able to apply the cryptographic transform 1282, being part of an enforcement

23 block 150, 1o the product’s critical data path between code 120a and 122a. The path is

24 decoded through the transform 128a so that the customer’s logic 122a can properly function.

25  Inthis example, a verification 132a, which is an implementation of processor 132, is

26  performed. The verification }32a uses a one-time programmable (OTP) memory 130a and an

27  identity portion 134a, which is an implementation of the key 134 of Figure 11. The key 134a

28  and memory 130a are injected with sensitive data using, e.g. the procedure outlined in Figure

29  13. I will be appreciated that the product 22a is only one implementation incorporating the

30  logic provided by module 92 (e.g. as module 92a), and that the example shown in Figure 14

31 s for illustrative purposes only.
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-25 1 100981 Although the above has been described with reference to
certain specific 2 enbodi nents, various nodifications thereof will be
apparent to those skilled in the art. -26 Wat is clainmed is: 1. A nethod
for controlling insertion of sensitive data into devices, said nethod
conprising: arranging a server to be comruni cably connectable to a
controller responsible for distributing said sensitive data and equi pnent
responsible for injecting said sensitive data into said devices, said

server being |located renote fromsaid contrgller, and said server

conpri singd al®88lr eAlikpyeh be tﬁ’r"e‘baérsbf’??rqﬁ?cﬁged ‘Eﬁyﬁtg@@‘?eé‘bfﬁ”émébeé Stions; said
server reegei \¢nbgihéSaudmedidaticls iefeof Rilltieipiatgt @ ptosckilley inthedrect ed dat a
transm ssion conprising said sensitive data; said server providing said
data transm ssion to said secure nodul e; said secure nodul e extracting said
sensitive data fromsaid data transm ssion; said server storing a credit
val ue provided by said controller indicative of a nunber of sensitive data
insertions that are permtted before requesting nore of said sensitive
data fromsaid controller; said server receiving a request fromsaid

equi pnment for said sensitive data to inject into one or nore of said

devi ces; said server referencing said credit value and providi ng an anount
of said sensitive data to said equipnment for injection into said one or
nore devices according to said credit value; if said anbunt is |ess than
said credit value, said server updating said credit value according to
sai d anount; said server receiving an equi pnent | og report pertaining to
the insertion of said anmount of sensitive data into respective devices;
and said server sending said equipnent log report to said controller. 2. A
met hod according to claim1 further conprising said secure nodul e preparing
a server log report regarding obtaining said sensitive data from said
controller, and said
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server sending said server log report to said controller. 3. A nethod
according to claim2 wherein said extracting conprises said secure nodule
decrypting a header included in said data transmi ssion to obtain a key, and
using said key to decrypt said transm ssion and extract said sensitive
data th efro 27 4. A nmethod according to claim?2 wherein said data
transm 6ses a plurality of types of sensitive data, said nmethod
further corrprl SI ng said secure nodul e obtaining certain ones of said types
according fo pern.ssjons e3 o) e

accor di ng {'o 5’?%’0 R rﬁﬁlg%l"ﬁs Etgo éfg Sg“’%eap:%rréﬁ J“%oné(i: V'%eséglﬁehg gldcati on
of whi compasiag: said types has been provided by said secure nodule to said

equi pnent. 6. acc ing to c d
server |og reﬁwg'ngraese%errg?/sﬁ "W"'cggh@ognwﬁf%wa ?ﬁﬁt‘rjoeuggtgﬁggﬁs{%eg&
initiated by onedefribatriglssidreeesitiesdataanti equipieol tesponsible /fonmxemm; aeldor d| ng
to claim2 wherein ald equl, e dto
said controller FGF Uﬁtdﬁ erll‘g Sgg ?%ﬁa%ésenm flg\e/fQSﬂQ{étéc\iAﬁéerﬁ%teﬁFo?rYb art her
data transni ssi eontioller, caed \saidl |sfen&a| abrhpwiginge po seaurar modidde ofer atdriorming
additional sensitive data is tr ﬁ%ui red, and said server receives fromsaid
controller, an i ﬁ@PP&EﬁP &?nOQ[GBa I°fRi bit further extraction of said data from

any previous tsraahsaivemrea:emrﬁg m‘nd sla'mlg comtpuiet, sa aryptographicaliyupratsicted gataA

nmet hod according. t Ng a provisioning procedure
executed pri or tga'?sé"&'@?'w ﬁ%{hg%ﬁ'&g %aeﬁgfg'?sl% O%g]’a fromsaid control ler, said
provi si oni ng saﬁ@mcbrrmo%@nglgaldsiada transimissidratoisaid sesiiek medwler and sai d

secure nodul e. ordin lity of
servers, wher esiaﬁj %%”EF @8&@ Ce{'np Wss%ng's?éoﬁét%sf gg%{'a ? élljgJ'g!ra"i\émsl‘é{??'aI ity of
servers. 10. Psaiﬁafsb@/dr atwringda rrgedlb veluai pmmdéailrttyheald ceomprollari mglcsﬁued ob@rver
receiving a credit ruc i 0 onLr.Q i dat e
for said credit \?Hmagr 15fns‘5i ‘?na,? 0?{33 %tn%g %ﬁj r%gﬁl“??édt Eghr%ggﬁl%“ si ng
sai d server recebf/sen@sémsmvesmtajfromcsatdmmlnlrehter an Obj ect for inplenenting an

Gt o 09 %oy SEGP BBl B8 LI 00 Rl g

sai d secure nodulirgect e dns ecmbes oftsdid devitesy | ng sai d si gned Obj ect,

;/gr Es;?/ijngxi :?:%écf'ss%ﬁe??l %Eér%%ctmg O TRl VAiDg SR HrovRit ta'nv‘aamgaﬁlaoﬁ%%far di ng
sensitive data to said equipment for injection into said one or more devices
according to said credit value;

if said amount is less than said credit value, said server updating said credit value
according to said amount;

said server receiving an equipment log report pertaining to the insertion of said
amount of sensitive data into respective devices; and

said server sending said equipment log report to said controller.

2. A method according to claim 1 further comprising said secure module preparing a
server log report regarding obtaining said sensitive data from said controller, and said

server sending said server log report to said controller.
3. A method according to claim 2 wherein said extracting comprises said secure

module decrypting a header included in said data transmission to obtain a key, and using
said key to decrypt said transmission and extract said sensitive data therefrom.
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sai d signed object is verified; and said server sending said nodified data
to said equipnment for injection into said one or nore devices. 28 12. A
nmet hod according to claiml further conprising said server receiving a
configuration nmessage fromsaid controller for use in nodifying settings in

sai d secur dule. 13. A net Xo L (o
sensitive dat g\o wgihgdacg?rgppg@c%?ﬁj I%S@rge?élqgg?jd& ag%ﬁéﬁ%nﬁ%%{gﬁn\m%@? %ﬁ aﬁﬂjcrgll%i ng a
quant i t yf types af dehsitie data) s3id ewbthyd furthec comprisol said cfecursaindddle rbtainingr ; and
said extracting said, data [ncl [ i r aid keys as
i ndi cat & EB?/OP%%? rﬁﬂﬁti"%%ssacﬁﬁ)gd\}'!iij#é}eg@&gé% egtgﬁﬁﬂgpfﬁgrs Qgpcﬁpgﬂe? 14. A net hod
according to claim 13 wherein said secure nodul e decrypts said bl ock of

keys upon recei pt .t hereof .and, indiyi |y T &= t ey .an
wherein ce#tai% m%'ﬁ% ag?orggpdtokgfé!snx{a&rnew&é%?y%}'og%%béf Ié g‘gg{;/“?g%{%d%qupnent
upon a frelipadst ofadhizhbynesal shid eypespmasniveenl providedwblyhssdd secse diodyle to sdidi m 1
wherein said secure nodule contains a symretric key for conmuni cating over
f or war d®3WBM58tkwar d comuni cation channel s between said server and said

controller. 16. A server systemfor controlling insertion of sensitive data

into devicgs, ,sai S m LS DO gofolr 1§l &}gc ble to
a controll®er &@S&ng%?ér Pgﬁgg%imz%r?lﬁﬁgﬁé%ﬁémgena ?is\%ﬁgldbggggan ard

equi pmeptovidespiorsich bentfotier innjespensegtosaipd!! streded by endaafsaid aergersandisaidvi ces,
said ser vlghr,(glbei ng located renote fromsaid controller, said server

conprisFﬂ ®ecure nodul e for perform ng cryptographic operations, said
server conprising conputer executable instructions for configuring a

processor 1o0: yeceiving fro I | J i tected

Gt ot ansin o4t SiFoBaliaprlrRTy S F e cell eqylyfént Bhe SeARF b epddird

transnm peividedt o sid dostedlier ernabtaihieg sslditidnalesamsibivervidta whenein: gciurthgr datad

sensitiye data fromsaid.data tr 1 SSI 20, al4 ; L tesval ;

o1 ovi ded 3By RSRR T BHENGE e I apry, 3t BlouraBielid BadticRaP Vg 4f s

i nserti esgirelatndirsaidoeermert texdivbe ffoome sailgoetdllety anoinstragtiopatodinhibit further
extraction of said data from any previous transmission if said log reports are not favourable.

8. A method according to claim 1, further comprising a provisioning procedure
executed prior to receiving said sensitive data from said controlier, said provisioning

procedure being used to initialize said server and said secure module.

9. A method according to claim 1 comprising a plurality of servers, wherein said said

data transmission is sent to said plurality of servers.

10. A method according to claim 1 further comprising said server receiving a credit

instruction from said controller indicating an update for said credit value.

11. A method according to claim 1 further comprising said server receiving from said
controller, an object for implementing an existing data injection solution, said existing
solution modifying said data; said object having been signed and a signed object is
provided to said secure module; said secure module storing said signed object, verifying
said signed object, and modifying said sensitive data according to said existing solution if
said signed object is verified; and said server sending said modified data to said equipment

for injection info said one or more devices.
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sensitive data fromsaid controller; receiving a request fromsaid

equi pnent for said sensitive data to inject into one or nore of said
devices; 29 referencing said credit value and providing an anount of said
sensitive data to said equipnent for injection into said one or nore
devi ces according to said credit val

id
credit valiZe, Aupertbochgcserdinge i Haimy | ﬁ'@hﬁ &BF‘Bf'ﬂggD%Jag S:'B??V r:%oﬁﬁikﬁanasal

ot | B R e devi cot. and Sendi g Sard
pecti ve devi ces; and sending said

equi prentoditeg report to said controller. 17. A systen1accord|ng to claim16
wherein said second secure nmodule is configured to prepare a server |og
report regarding obtaining said sensitive d

ta fa d ol d
to provi detdaiAlms#odezccptng SpRiaim 1 wherginy Sﬁarﬁ%PB'l {rerenpgtgllg ac&nlla @téf%ys an

accor di ggldtcﬂ\t& 'tréh%%&owh@iﬁsﬁg §@|h§nt&§?b’f/§éldfk@y$ bﬂcrypteumyu aseecwianwdubt or age
devi ce stori ng sald data transm SS|1 0

tr
sensiti \seldcta)lna'O“th@FCbﬁ'@ gxiraging gaid dgia c Q@@B P&FWB ggé'?:ef & }rcrlno Of?%t!cflﬁegr

conf | gULgthdiBlied B Rttidiing pRINGSEIHY saritintolldraipriam obj ect Tor i npl ementi ng
an existing njection solution, said solution nodifying said data,

sai d obj ect having been signed and a signed object being provided to said
secure nodyj e, o YRk & &c%?du@g REGMFE1TMMEleMn baid cenire guodlk Heorymts saidrigodkai d

si gned obj ect verl fy sai d signed object dify S e data
accor di rof kegs si@pw f@ﬁf@tthﬁgd apd i d!qg‘ﬁ‘i’i-'a\"V éﬁna"ygfm %%,gg@? ‘lﬂjséggrc% ?—Ea‘éd and

sendi ng &l obe angi %@Qréjaé (t8d $e¥ &eﬂﬁ}&mqmpmfeﬁf uponj ewqwﬂt mate byasaidl one
or nore devices. em according to claim 17 wherein said data

transm ssjupmentnpri ses a plurality of different types of sensitive data,
and said secure nodul e obtains certain ones of said types according to

perm ssions established by said controller. 21. As claim
20 wher ei n18ai & reethebacqopyng Epgain | H@P[ﬁﬁ‘é?'gﬁ%lﬂrﬁﬂ%@? g%ﬁ%ﬁ gé%&%%ﬁce of
sai d tyRes BRsomAERcRI dvie tbritdrdaidbaRwarEcamauhieation crmindels dgtqsmeald

server and said controller.

16. A server system for controlling insertion of sensitive data into devices, said
system comprising:

a server communicably connectable to a controller responsible for distributing
said sensitive data and equipment responsible for injecting said sensitive data
into said devices, said server being located remote from said controller, said
server comprising a secure module for performing cryptographic operations,
said server comprising computer executable instructions for configuring a
processor to:

receiving from said controller, a cryptographically protected data transmission
comprising said sensitive data;

providing said data transmission to said secure module;

said secure module extracting said sensitive data from said data transmission;

storing a credit value provided by said controller indicative of a number of
sensitive data insertions that are permitted before requesting more of said
sensitive data from said controller;

receiving a request from said equipment for said sensitive data to inject into one

or more of said devices;
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22. A system according to claim17 wherein said equipnent and server | og
reports are provided to said controller in response to a poll initiated by
one of said server and said controller. 30 23. A systemaccording to claim
17 wherein said equi pnment and server log reports are provided to said
control l er for ,obtaining additipnal NSl Ll v ' : dat a
transm ssion ir%ferregglgg\;@gi ?ﬁeggé’?@'elﬁtfﬁr ‘6'8}rntgs£1arg®% J&@ﬁgrazdbggn%}%u%%%ﬁ%i onal
sensitive data isaid eqGpineedior amettisaiinio saidvene pereres devidgsoasosrding trosaid ol | er,
an instruction to inhibit further extraction of said data from any

previ ous transm%r??'g}‘?'ﬁ’?' said log reports are not favourable. 24. A system
according to @ szidamhbunthieless thaasald ardddadie, opdating daidaeradit value abensding
encrypts a data key.using.,an encryption key; said secure nodul e conprises a
decryption key tPo%“ﬁ%E?'&B’ti ng said data key; and wherein said secure

nodul e is confregvies ah Gquibenedtilal repettapdetining talther inpertismiofl seidaarseani Afon f or
extracting said sensitiyve .d@ta th?ref (o %? A system according to claim
16 wherein sai d $sfip dpiaip rrF?%etc'%%ﬂ?légg&re to participate in a

provi si oni ng ReAGiAG YA eauipatent pgrrepet toisail eamitrdlletat a t ransmi ssion, said
provi si oning procedure being used to initialize said server and said secure
nmodul e. 26. A system according to claim 16 conprising a plurality of
servers, Wyer el systah decalding té tlains 6 sdieein baid seaind secyrd mogle iss¢dnfigured

servers. 27. A systemaccording to claim 16 . : i

recei vi MyPEPESRPEVPH rrﬁe?ﬁ?&’rﬁ%“%'P%&L@éﬂ"%? gadzri\;é rg%%r&é%%fgérgg%{ﬁ%gcgﬁlouﬁgdat e
for sai @ng teghovideahidesen?B loghepyrs tesaidicatralieng to claim 16 further
configured for receiving a configuration nmessage fromsaid controller for
use in nodifying settings in said secure nodule. 29. A systemaccording to

clai m 16 Weer e rystaind aserding i teecldiat d7i wherejnl saidl seryerofurthery sompdsgsddatat a
transm ssion includi ng a quant | of i d nodul e
of aai dEeH FEYFeIer SREPaand G RnpTRgtnar JS SRR s S A e

or nor e tidreehd keys as indicated by instructions provided by said
controller apriori. 30. A systemaccording to claim?29 wherein said secure
modul e decrypts said block of keys upon receipt thereof and individually
re- encrypt go.eak heykeyr avocrdibge teidaimen 8 afurtherokesfigufeds &brd réasivinga fremd saidy pt ed

for use by said equi nt._upon a requ . S Al QAMLPEBA soldion A

system &8%*(5?'[?(@ Bﬁlegﬁnfﬂfmge'v&@%i%‘ %%%sﬁg%ﬁgm%gﬁlsg contarns a

synmet r ingodifying said data, said object having been signed and a signed object being provided to
said secure module, wherein said secure module is configured for storing said signed
object, verifying said signed object, modifying said sensitive data according to said existing

solution if said signed object is verified, and sending said modified data to said equipment

for injection into said one or more devices.

20. A system according to claim 17 wherein said data transmission comprises a
plurality of different types of sensitive data, and said secure module obtains certain ones of

said types according to permissions established by said controller.

21. A system according to claim 20 wherein said server log report inciudes an
indication of which one of said types has been provided by said secure module to said

equipment.

22. A system according to claim 17 wherein said equipment and server log reports
are provided to said controller in response to a poll initiated by one of said server and said

controller.
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key for comunicating over forward and backward communi cation channels
bet ween said server and said controller. 31

23. A system according to claim 17 wherein said equipment and server log reports
are provided ‘o said controller for obtaining additional sensitive data wherein, a further data
transmission is received if said log reports are favourable and additional sensitive data is
required, and said server receives from said controller, an instruction to inhibit further

extraction of said data from any previous transmission if said log reports are not favourable.

24. A system according to claim 16 wherein said a header of said data transmission
encrypts a data key using an encryption key; said secure module comprises a decryption
key for decrypting said data key; and wherein said secure module is configured to use said
data key to decrypt said transmission for extracting said sensitive data therefrom.

25. A system according to claim 16 wherein said server is further configured to
participate in a provisioning procedure prior to receiving said data transmission, said

provisioning procedure being used to initialize said server and said secure module.

26. A system according to claim 16 comprising a plurality of servers, wherein said

data transmission is sent to said plurality of servers.

27. A system according to claim 16 further configured for receiving a credit instruction

from said controller indicating an update for said credit value.

28. A system according to claim 16 further configured for receiving a configuration

message from said controller for use in modifying settings in said secure module.

29. A system according to claim 16 wherein said sensitive data is a plurality of keys,
said data transmission including a quantity of said keys encrypted by a secure module of
said controller: and said extracting said data includes decrypting one or more of said keys

as indicated by instructions provided by said controller apriori.

30. A system according to claim 29 wherein said secure module decrypts said block
of keys upon receipt thereof and individually re-encrypts each key; and wherein certain
ones of said keys are decrypted for use by said equipment upon a request made by said

equipment.

31. A system according to claim 16 wherein said secure module contains a symmetric
key for communicating over forward and backward communication channels between said

server and said controller.
31



