; e3eURS@P6T=G 827 February 2004 1 MOBI LE COVMUNI CATI ONS The i nvention
relates to nobile comuni cations. 5 G obal System f or2/Ntapruagy &4muni cat i ons
("GSM') is a technology w dely adopted by nobil e equi pment operators

t hroughout the world. To facilitate GSM autonati c international roam ng
service, a set of guidelines exists so that when two GSM networ k operators
wish to establish a roam ng service, they have to establish a bilatera

roam ng agreenﬁggugi&;zgﬁﬁﬂgagéiglgggﬁtechnlcaI and billing tests. Wth an
automati c roam = s do not need to change the Mbile
Equi prent ("ME') and the Subscriber ldentity Module ("SIM). Mbile users
can make and receive calls in a visited network as if they are in a hone
network by using the roam ng service. 15 Before a nobile user can use a
nobile service in a visited network, the nobile user has to successfully
register with the fobide rasky icBobit dddiniiisitionsl network. The procedure is
cal l ed Location Update. |If the honme network has established a roam ng
service with nore than one nobile operator in a 20 same visited region,
nobi |l e users can either manually sel ect one of the operators in the visited
regi on, or use an aut o-sel ection node to performthe Locati on Update.

According t chn 2 ary 2004
2 Mobile St | o) IOES‘%E e% OéhM ?Hg %¢&§539PQHQW®% )SF.SI\/I'El EEZP{&%Pf ormthe
Location Update jn the follow ng order when the ﬁuto selecthg nPde is
used: 5 1. Regi%tdeberflopiss| bycmolily campmers qgsralers Khiosghsuinpy worlde 19 he | ast
regi stered network as stored in the SIMdlrectory EF~c, (EF6F7E) 2. Hone
PLMN ("HPLMN') faciliptiSM entomiatic dntematioral TRAINNE Seivises o set qfEoddedioys dat a
field in the SIM(in priority order); 10 4. Oher PLMNs with received
signal |evel absygs o thaewhal @onGiMOnerabikeopsears Wightkoiestablish 35ling
specification in randomorder; 5. All other PLMNs in order of descending

signal strengt hyeprige, ttﬁﬁgsh&%qgestagﬁilﬁ’a Bhﬁeraﬂ%ﬁﬁ?'a@féﬁf% t, f6iicRfedlpy Wil |

al low users to enter the preferred roam ng networks. Accor di ng to the

o aer el o RE TOHAERT 4 bifthg s With b Bliobdl FARRE CerdRE, BBFULE UPdated

by nobil e users

users do not need to change the Mobile Equipment (“ME”) and the
Subscriber Identity Module (“SIM™). Mobile users can make and receive
calls in a visited network as if they are in a home network by using the

roaming service.
15

Before a mobile user can use a mobile service in a visited network, the
mobile user has to successfully register with the mobile service in the visited
network. The procedure is called Location Update. If the home network
has established a roaming service with more than one mobile operator in a
20 same visited region, mobile users can either manually select one of the
operators in the visited region, or use an auto-selection mode to perform the

Location Update. According to the GSM Technical Specification 02.11, the



Wth the introduction of Inter-Operator Tariff (10T by the GSM 20

Associ ation, network operators can negotiate with the7rFabsum #§4part ners
for a nore flexible tariff. In addition, there is an increasing demand from
custoners for auto-selecting a better quality roam ng network, and the need
27 February 2004 3 to prevent preferred net wor k fromvvriting onto the

For bi dden PLMN (FPLMN) list as a result ®f transient. s ng.fault,
unsuccessful Lddabileohtatipe £TMSTnwhich s 6%9%1@&(&1\4&4”9@1&% h"’éioP‘HFPmrl' hi s

foll ows that one roam ng network operator is preferred to another, based on
service qual it ythe Loedtiondipdatesierthd fodlowanglordemwhercthalauipeselsiction aodeis However
the existing procedure does not provide network operators with any
flexibility to gemtrol the order of nobile networks in the Location Update
procedure. It is an object of the invention to enable a network operator to
derive a 10 nechanismto ensure a preferred roam ng network is sel ected
with a chosen or flexible priority. According to a first aspect of the

nvention there is nsgyhded pyPRLhe MGHEPRABSR(EHINL-| 9 Ao  cal ly

re-establish rodm ng vrce net wor K erator List"
by nodi fying the Registered Public wbl | e wor “RPLMN') during
Locati on Updat ereglﬁtﬁ? H”‘tfgésﬁ'é’éeddfllf%? B?%@Wﬁ‘@ﬁ (éf rd. According to
a second aspect of the invention, there is provided a nethod of 20

automati cal |y establ.ishi [ i.ng..service for a nobile tel ephone,

i ncl udi ng usi ngzs'a pr%gﬁ?ggmm& ﬁard such that the preferred networks
are selected in preference to others. Subsequently, although the 27

repruary 2004 <4 Loogli i BiRkiq i REPLIAT Lol VEFERIE) 8Lt N ore,

t he networ ks I St bei'ng access I's hodl anismi1s described
as follows: 1. st ered Publ Land Mobile Network ("RPLMN'), i.e. the

| ast regi st ereot ﬁgkm’r%r&’élgf’ﬁiegd inthe SIMdirectory EF~, (EF6F7E). 5 2.
Honme PLMN (" HPLM\I) 3. PLMN contained in a "PLMN Sel ector"” data field

b d h d h
vvratS ﬁ rg(r:]et[v d s%) 822?8‘1*‘8&«[‘5?-&”%%%‘%%6?‘8‘3 éﬂéglnl%ﬁ’% gll(ﬁ’%sif 5 Iengfttﬁr?lrurqur aﬁ(rjoaLNNS

order; and All other PLMNs in grder of escendr ng ﬁi gnal strength. In an
embodi ment of tYie speeified Hhthaﬁ}swgtcérmlﬂnsfta“ O PHbr ef erred roanmi ng
net wor ks set by the hone network operator is created and built into 15 the

o e 2 P AR R T o o

In this order, only the “PLMN Selector” (EF6F30) will allow users to enter
15  the preferred roaming networks. According to the GSM Technical

Specification 11.11, this list is readable and can be updated by mobile users

through ME.

With the introduction of Inter-Operator Tariff (I0T) by the GSM
20  Association, network operators can negotiate with their roaming partners for
a more flexible tariff. In addition, there is an increasing demand from

customers for auto-selecting a better quality roaming network, and the need



operator are as follows: - Over the air: Normal Short Message Services
("SMB") - Over the air: SIM Application Tool kit ("SAR7Febatasy 24nl oad by 20
SM5 Over the air: data downl oad by Unstructured Supplenmentary Service Data
("USSD") 27 February 2004 5 - Over the air: SAT data downl oad by Wrel ess
Application Protocol ("WAP') - Using SIMeditor at services centers/shops -
Maki ng use of Mobile Station Applicati on3E>_<ecuti on Envi ronnment 5N("I\/ExE")

pl at f or m bet ween Bextrpprferadi miwarkd froar wWrding auteye Eprbiddent FIMN downl oad
operator list data by the common circuit switch bearers (e.g. circuit
switch 9. 6kbps (FRLMN@I apackeft sfwdnsienbsignading fodt, gusymedsdtl [ogktiah based
Ceneral Packet Radio Service ("GPRS') data). 10 During Location Update in

aut o- sel ect i on URdes iMteVols rGRIRELE ahiio BRI MMivisItovsh@at’ @reroamaig Li st". | f
the Mobile Country Code ("MCC") of the RPLMN is found in the "Qperator

(
List™, the fir Sﬁet@%%iclpt@ It('ﬁ'l\i/gbl%ff&fcrde[g aﬂ%\é@'bgse\ﬁj(ﬁlmcm& t?.gaglf‘ys, Mctomtd | replace

that in RPLMN sO t e searches and attenpts to ter to this
network. 15 In additioa%:a, t he " erat(ft')r Listr will ﬁ% co*t{i ed toé{he PLMWN

Sel ect or ( EP6FIETVISHAIYCFOMBEERY CBYYsaes HOWErY: M5 THg RIBEE The
copying of "Operator List" over PLWN Sel ector (EFG6F30) can be a direct copy
or replaced by d49¢s naUeEide peevask opergtars with apy fegibility tQ sentrol fhe,rdght er ed 20
preferred networks in PLMN Sel ector (EF6F30), the user-defined networks

wi || be appendead mdbilehetvesrils inthe LocehntUalatetiieceduies free entry avail abl e.
Thus, in auto-selection node, the normal order of selection is unchanged,
but the content of the network list is nodified. As a result, the process

is changed to: 25 1. Registered Public Land Mobile Network ("RPLWMN') with
reference to "Operator List"; 27 February 2004 6 2. Home PLWN ("HPLMN');

3. PLMN as |istrds iafl doftRt 'oPRS fivehtidd &S cnable & hetilrMNopepit@ciooderlveROF30) . The
entries of the "Qperator list" are stored in a specific location on the SIM

e 0. EOD30 & HectitiRl (dhbi1ed Resshed KRk Mol DRl WNnSehipeeP!

(EF6F30) . ese user ine erre ave lower priority than those
PLMNs of the " %)e ator List" in the PLMN Sel ector (EF6F30) as they are
appended after ¢ x“ﬁi)ﬁ?%’t‘téfr List" 5. Other PLMNs with received signal

| evel above a pre 10 determ ned val ue specified in the GSM specification in
random order; and 6. All other PLMNs in order of descending signal

strengt h.

According to a first aspect of the invention there is provided a mobile
telephone arranged to automatically re-establish roaming service with a
15 network based on an “Operator List” by modifying the Registered Public
Land Mobile Network (“RPLMN”) during Location Update, through the use

of a pre-programmed SIM card.

According to a second aspect of the invention, there is provided a method of
20  automatically establishing a roaming service for a mobile telephone,
including using a pre-programmed SIM card such that the preferred

networks are selected in preference to others. Subsequently, although the



Manual sel ection node by the user is not affected. Mbile users can still
override the auto-selection by selecting a particul ar2ifeabiak2dnual y. A
15 new capability can be provided to allow the hone network operator
flexibility to restore partly or wholly the order of Location Update
procedure through data downl oad over the air. A roam ng service for nobile
operators according tot he invention w | # now 20 be. descri bed b3f- way of
exanpl e with rJisaber Ppdae inperirmed imigisage aFdeian gefore, thinmetworks st Fepr vary
2004 7 Figure 1 illustrates a data structure of the "Operator List"; Figure
2 illustrates adigwcetsed isenddified arid thowechanisns isalgecribsd B$ fnllows3 i | | ustrates
an EFLm Update Enhancenent; Figure 4 illustrates the nechanismof Over the
Air ("OTA") data downl oad; and 10 Fiqure 5 illustrates the nechanismto
handi e the OTA bat a RegisieroncPuptic dags WelcaNemork s KRMN Ber 4B0RSLi ot " i s
created and built in the Elementary File ("EF") in a SIM The address of

t he "Qper at or Liegisterddsneswiktas atoyedsindhed®IM diecttny EF 446 (BB6E/E)perator in SIM
production. In this exanple, the address EF6D30 is used. Figure 1 shows the
data structure of this "Operator List". The size, X, of the "Operator List"
can be vari éd. Howevideme PLMNSTHHEMNAE same as a PLMN Sel ect or ( EF6F30).
According to a GSM Techni cal Specification, EF6F30 nust contain at |east 8
network entries in the format of MCC and 20 Mobile Network Code ("MC').
For each network entFiMN gontpined tinae“RIMB Beleeler” daa fisid based; o the ni mum
size of the EF6D30 is 26 bytes including the header bytes F and V. It is
however recomeiedatonLisive a nmaxi num of X | ess than 255 bytes since each
file transfer fromSIMto ME is in steps of 27 February 2004 8 255 bytes
for EF type. The header byte V indicates the nunber of valid network
entries in the 4QperWsesdefines prefemed PR&Mer byte F is a flag with 4 possible
values: If "F' = 0, OTA update is not perforned. (See Figure 4 for further
expl anation). Mask to Mask conparison (See Fi ?ure 2 for further 5

expl anati on) betweerOthepELMNs Withsfoceiveasigmal Iexplyapavens o&-detemringdrerF30) i s
requi red at power on stage. Exanples of other conparison nethods are as
foll ows: - Mhskstteogibts kandompardérsand bet ween the "Operator List" (EF6D30) 10
and the PLWN Sel ector (EF6F30) and the "Operator List" has higher priority
than the user-defined PLMNs. The user-defined PLM\s are then appended at
the end of the AlhstheaPEMNs igtordegioé descoplingmgjsessenmtvN Sel ect or ( EF6F30)
provided that there is available nenory spaces in the PLMN Sel ector
(EF6F30). 15 - Entry to Entry conpari son between the "COperator List"

( EF6D30)

In an embodiment of the invention an “Operator List” with preferred
roaming networks set by the home network operator is created and built into
15 the SIM. This list can be updated by the home network operator by means
of data download over the air. Examples of updating the home network

operator are as follows:-

- Over the air: Normal Short Message Services (“SMS”)

- Over the air: SIM Application Toolkit (“SAT”) data download by
20 SMS

Over the air: data download by Unstructured Supplementary Service Data
(“USSD”)



and the PLWN Sel ector (EF6F30) and the "QOperator Li st"r{p ig(gﬁr priority
than the user-defined PLMNs. In this case, the r edund® S are
elimnated. - Entry to Entry conpari son between the "Qperator List"
(EF6D30) 20 and the PLMN Sel ector (EF6F30). Any redundant entries are
elimnated. The priorities of the entrieg are determ ned by anal yzing the
hi story of individual roam ng behaviour. This is to maxim se the
opportunity for. ME Ovef tieRirUSAY dAB0dovohlbAl by KEireddss ePplivatidnt Brotrale,

assum ng that the nobile equipnment is able to process entries in EF6F30 up
to a certain | (™A ) ength. If "F* = 1, OTA data downl oad has been
performed. AT power on stage, 5 when I\/E performs a Read binary on EF6F30,

no Mask to Mask conpdgihg SIM leaitaves Berefce Chtesyshdps6F30 is required. If "F' =
2, only the EF~, Update Environnent (See Figure 3 for further explanation)

5 PO e arale 50 B SRR AgBRR 5ol SRR 2L o0

Figure 2 lIstt(r‘MM”yhplaﬁeﬂmebet@eam SIM lappltmaabnpewrSmms agewerThe val ue
F in EF6D30 is checked at the power on stage. "F' = 0, a,Mask to Mask
conpari son bet vidPH atiompsiownlgad coperaier ligk dr,tar by %%W“eﬁf%‘e?’mﬁhd t he

first "V' entri 6 r r t d i.e. 15
network entri esﬁelanq)%ﬂggg gﬁ&h 1gf"rﬁeé g%l%ﬁddatéhﬁld k%t i‘ﬁ%h k;afrfrﬁ ari son
are identifi ed.patkétamwitah tasedtGeaembRickot Radio SGyeredtGPRET)xdata)( EF6D30) is

copi ed onto EF6F30, followed by the difference. When searching for
preferred networks, the ME is based on the new preferred networks in EF6F30

and t he opefpat omulciheg iLpestighe Upaitk Sinvinltb-sblectigmaroded MY willr sdmpafd ths ubsequent
update on the PLWN Sel ector (EF6F30) by nobile users through Man Machi ne

nterface (" MM RPLN With i DRRabI e f'ﬁg MhileTdhntry £odEAUEEPY 02004 10

nor mal operation. However, up date on l asts for"the session the M5 is

on. In the next n Mak& ieSQN J rfqs as
descri bed earl |tg$q¥ﬁh~e® i’g H‘d (ﬁ%e%ﬁ{ Lﬁsg)mé fﬁée%nﬁvraﬁ%bqgﬂ&e'{;%en
appended after the " a ect L@GFSO T

PLMN 5 Sel ect orne ts§ \tlfnsarve @%%P e %&’é é‘a%rhiw

foll owed by user defined Iist imedi ater after power on. Exanples of the
triggering net hesdrchescandgblempts tp a¢givion taghis netMower ON- OFF to trigger the LOC

and PLMN enhancenent (the 10 current inplenmentation) - |s  reading attenpt
on Locationd nformati on ("Loca ") after power reset on SIMtriggers the LOCI

enhancenent - ng at n..EF6 SI M
triggers the PL%Na‘icﬁ c@ﬁergpei y"rﬁé %{’r%l “Bﬂl‘g@e‘é%@% change
of MCC of RPL roa ng in other countries d a sequent re-read
of EF6F30 is |s(sE£fé§§@ Heteiehsed BY@EﬁJMér@mng w%@rrgﬂedqtr ﬁlg ¥8 t he EF~cl
Updat e Enhancenent. In accordance with the 20 GSM Techni cal SpeC| fication,

the Regi stered NefQraratoy Rit\veger FMINsTedestar{EEFF3Qcanibs asdizgct igepy P rst in

aut o-sel ection node. After the Mask to Mask conparison, EF~oc, is checked
agai nst the Opereptaoed Ibiystn (ikfexEd Opre-stared fhist. 12 7méleiker usary 1&06)4entered

20  preferred networks in PLMN Selector (EF6F30), the user-defined networks
will be appended at the end, provided that there is free entry available.
Thus, in auto-selection mode, the normal order of selection is unchanged,
but the content of the network list is modified. As a result, the process is

changed to:-

25 1. Registered Public Land Mobile Network (“RPLMN”) with

reference to “Operator List”;



11 current value of EF~~ is already in EF6D30, no nodification on the EF~c,
is required. Ctherwi se, the MCC of EF~~ is checked acifredruanh2i04i n EF6D30.
If there is a match, the MNC of the first matched network in EF6D30
replaces the MNC in EFLO~~. In addition, the value in EFHCCe is 5 reset.
The ME is based on the nodified EF~, to search for the Registered Network
(RPLMN). Figure 4 illustrates the mechanfsm of OTA data downl oad. A hone
net wor k operat or can, update t - Lol st” by nmeans of short nessage
10 data downl oad. Thrbe‘ Iig!{lo%? Brﬁggﬁfﬁ%ﬁ‘gg@lr ators in the format of MCC and
MNC forns a short nessage content. The header bytes "NunOf Entry" and

"Al gorithm indicat th ST 0 i t he
9 ep gaxghgggp_% 111§Eefg iR ‘%éeﬁﬂopﬁfsmmfh@liﬂm&léﬁgr

choice of algorithmto b re are ree possible algorithnms: 15 1.

The operat or-def. pr.ef erred am networ k na . =g e
enhancement is @gﬁ?‘))zﬁ&*?f‘gﬂef ﬁtﬂﬁ%gfatodglggtaéggﬁ egr%%g% %Fﬁ$ 150%%2@1; and 3.
Nei t her the operator-defi nedp%r eferred roam ng network nor the EFLO~~

updat e enhancerfhibe S¥M b EFOD3R.  the original order of Location 20 Update
procedure is recovered. In addition, due to the possible size [imtation of

the short nessage, re than 1.short S y .be_ us I e data

downl oad. ThHus, a byte is Ser"ﬁ‘?ﬁﬁ'élbrﬂﬁggﬁe‘;ggﬁhdﬁ &e@etgﬂwi sfgfcétmi he
session nunber for the data downl oad in the short nessage. To avoid

hacki ng, secur i (BF6F8@)s uFlsese ases-dohined prafersesd PEMNsThayedpwer prigrity than

Protocol -Origi nati ng- Address ("TO- QA") used to send the short nessage nust
be mat ched wi t hthoseePHBINsnefdthie rf‘Qpeeat&@! Mstiuini thg PLNNoSkeledtoro(EE6FaQras | n
addition, the content of the short nessage, excluding the "NumOEntry" byte
and "Al gorithnf'thbyhe a é@]dgalaﬁyfltﬁé eOpdrador Ligetksum A sinpl e approach is to
sum t he Excl usive CR? XOR') results of two bytes pair. O her exanples of
possi bl e security enhancenents include: 10 Content check sum plus checking
of TP-OA - Check sumd.al godihehrRIIMNedwhh Hceitéd sigar rietel kehove harprd- bet ween
the SIMand the network) of the SIMor the International Mbile Subscriber
Identity ("{gVBl jelerRfinddhBlu it LAt GSR1 SECRASCRlABNY bilefahli O

suppl enentary services ("SS") 15 or SM5 by SAT application Figure 5
illustrates the nechanismto handl e the OTA data download in a SIM card.
The short nessage regei vesll vindr PIMNOWoRRdSf Béscaiiissipiig siramgtident scri pt
built in SiIMcard to update the flag to F=1, and the content of 20 EF6D30
is then updated accordingly. An acknow edgenent short nessage will be sent
back to a pre-defined address. Upon the next power up, a step translation
will be performed in EF6F30 to offset the user defined network list to a

correct offset so that the user defined network list is not overwitten
Manual selection mode by the user is not affected. Mobile users can still

override the auto-selection by selecting a particular network manually. A
15  new capability can be provided to allow the home network operator
flexibility to restore partly or wholly the order of Location Update

procedure through data download over the air.

A roaming service for mobile operators according tot he invention will now
20 be described by way of example with reference to the accompanying

drawings in which:-



27 February 2004 13 in the case that the updated "Operator List" is |onger
t han previous one. On the other hand, if the new " Qped7tebruany 2004 i s shorter
than the previous one, the difference is renoved. Then the new content of
EF6D30 is copied to EF6F30 and pl aced before the user defined network Iist.
The flag "F" is 5 then reset to 0. Enbodi nents enabl e automatic sel ection
of the technically and quality-w se best’network available for the user.

The sel ection n al.sqQ be aut natlc | | bh sed! ﬁnable t he cheapest
avai | abl e net %“IP&r‘ﬁB%{Eaﬁest‘s g\’ F{%t(]j‘ @pirﬁtm $s' or nobile services
provi der's specific commerci al arrangenent A services provider is also
able to renptely assist a roam ng custoner by up dates transmtted to alter
data in the SiMcard. Nornally only 8 to 16 entries are available and so a
user - def i ned of pgRRIANRAR! MRM ahekiidipbivepbn Qggatorks can be sent
actively to the User depending upon the nmobile 1 telephone cust oners

geogr aphi cal habits. Enhancenents of the described roam ng service can
include the following: - Network entries which are in the operator list are
removed froma 20 Forbidden list after the triggering "after power OV OFF"
- Qperator [5i stFigasddillostratescatElpciUmateEasemypat;r ecei ved from the foreign
(visited) network from our individual custoners is optimsed to 27
February 2004 14 avoid the nobile equipnment limted ability in handling

| ong PLMN sel ectors (EF6F30). 27 February 2004 15 CLAIMS 1. A nobile

t el ephone arranged to. aut onma |caI t abl i service wWth a

net wor k based gﬁ‘gﬁﬁh&gé?a&?sotﬁ’eﬂ% ﬁ@ﬁ??'g??‘é’{ﬁg&ggﬂgt‘j@w ublic Land
Mobi | e Network ("RPLMN') during Iocatlon 5 updat e procedure, through the
use of a pre-pradgramed Subscriber Identity Mddule ("SIM) card. 2. A
nmobi | e tel ephone according to claim 1 wherein during |ocation update
procedure at power on of the nobile tel ephone a country code of the 10
RPLMN i s conpared wi th networks defined in the "Operator List", the nost

preferred Ef)t Wol‘:“lléuye\:'I § t]lusﬁrates HPmES l%lputsrny tocﬁ)anﬁle (hE lC?lCA r&gtatcib%nmldl\{%a

SIM card.

A new list “Operator List” is created and built in the Elementary File (“EF”)
in a SIM. The address of the “Operator List” is arbitrary and defined by a
15 home operator in SIM production. In this example, the address EF6D30 is
used. Figure 1 shows the data structure of this “Operator List”. The size, X,
of the “Operator List” can be varied. However, it must be the same as a
PLMN Selector (EF6F30). According to a GSM Technical Specification,
EF6F30 must contain at least 8 network entries in the format of MCC and
20  Mobile Network Code (“MNC”). For each network eniry, it will take up 3
bytes. Therefore, the minimum size of the EF6D30 is 26 bytes including the
header bytes F and V. It is however recommended to have a maximum of X

less than 255 bytes since each file transfer from SIM to ME is in steps of



3. A nethod of automatically establishing a roam ng service for a nobile

t el ephone, including using a pre-programed Subscri be?7 febeyary 280415 Modul e
("SIM) card such that a network update procedure is performed in the
followi ng |ogical order: 1. Registered Public Land Mobile Network
("RPLWN'), 2. Hone Public Land Mobile Network ("HPLWN'), 3. Public Land
Mobi | e Networks ("PLMNs") contained in a®20 "PLMWN Sel ect or" dtat !}Il eld
based on an " Op&Yal¥ies fﬂfsﬁF' typg. Thecheader byle Y fndigatss, the npmoR! ; February
2004 16 5. O her PLMNs with received signal |evel above a redet er m ned
strength in rambowokraidnics iarthe 60pesator dist'sr The hewier hytorkiisra Eig déthcdendi ng
signal strength. 5 4. A method according to Caim3 in which the PLMN is
stored in the "gRebRivalucki Bt't £@ @Tvedpdare i3 nbt pefbringd. (See Figure 4 for

i npl ement ati on-dependent nenory |ocation in the Subscriber Identity Mdule.

5. A nethod ac ¥ " 10 data
conpri ses PLI\/I\lsCfa tﬁznél{tqe&)ll @R@@emﬁsgﬁc’a&gﬁk eor\g?érﬁggg?gedF%P\%%%?ﬂhgﬁﬂ%{NN

Sel ector", the " t | st ce d

preferred PI_SM\ISe %ﬁﬂgﬁ @r %n e‘%fwg? ![Cthgl ﬁ%ﬁﬁo? d, m%t géle :Sl(sjt " in the
"PLMN Sel ect or A rret hod of autonmatic st Shl n a roam ng
service for n@lgﬁ%%(%[ 181 MBS OF Eags: n? &X"HEIS edp‘i‘f "8¥bcedur e
Publ i ¢ Land l\/bbl |l e Networks ("PLMNs") contained in a "PLMN Sel ector” data
field based on mpthodyare a8 fallowisst " have preference over ot her User-defined
or Operator-defined preferred PLMNs. 20 7. A Subscriber Identity Mdul e,

for a nobile tel ephone, pre programmed to, at power on of the nobile

t el ephone, automatically re establish roam ng service with a network based

on an "Qperator Listy 7. Februa 1 i f tered
Pubi | 'c Land Nobi e NESRF Nfas'hﬁewr)ls‘%ﬁe tﬁﬁ”?%ﬁf%%“%ﬁéa@ﬁﬁﬁﬁ cdur e,
wherein a country code of the IS COQ)\A}@;} with networks defined in

the "Qperat® L3 the waecmre@@é@ A k Oreratpry List's Bve higbht ry code
replacing the RPLMN. 5 8. A Subscriber Identity Module for a nobile

t el ephone pre pprogityneadthe tusgr-defingd #LMNs. f Thenusertdedinkd BpiE¥eangrtberedure in
the follow ng | ogi cal order:

appended at the end of the “Operator List” when copying onto PLMN

Selector (EF6F30), provided that there is available memory spaces in the

PLMN Selector (EF6F30).

15 - Entry to Entry comparison between the “Operator List” (EF6D30)
and the PLMN Selector (EF6F30) and the “Operator List” has higher
priority than the user-defined PLMNSs. In this case, the redundant entries are

climinated.

- Entry to Entry comparison between the “Operator List” (EF6D30)
20  and the PLMN Selector (EF6F30). Any redundant entries are eliminated.
The priorities of the entries are determined by analyzing the history of

individual roaming behaviour. This is to maximise the opportunity for ME
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15  network entries in EF6F30 that are not mapped in Mask to Mask
comparison are identified. Afterwards, the content of “Operator List”
(EF6D30) is copied onto EF6F30, followed by the difference. When
searching for preferred networks, the ME 1is based on the new preferred

networks in EF6F30 and the operator defined networks will be searched

20  first.

Any subsequent update on the PLMN Selector (EF6F30) by mobile users

through Man Machine Interface (“MMI”) is written on the EF6F30 as in a
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method include the following:-

- Power ON-OFF to trigger the LOCI and PLMN enhancement (the

10 current implementation)

- 1* reading attempt on Location Information (“LOCI”) after power

reset on SIM triggers the LOCI enhancement

- 1% reading attempt on EF6F30 after power reset on SIM triggers the

PLMN enhancement

15 - Any time when the SAT detects a change of MCC of RPLMN (i.e.
roaming in other countries) and a subsequent re-read of EF6F30 is issued to

the mobile equipment.

Figure 3 illustrates the EF;oc; Update Enhancement. In accordance with the
20 GSM Technical Specification, the Registered Network (RPLMN) as listed
in EF\ocr is searched first in auto-selection mode. After the Mask to Mask

comparison, EFoc; is checked against the Operator List (EF6D30). If the
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is required. Otherwise, the MCC of EFiocr is checked against that in
EF6D30. If there is a match, the MNC of the first matched network in
EF6D30 replaces the MNC in EF;oci. In addition, the value in EFpccy is
5 reset. The ME is based on the modified EF oc1 to search for the Registered

Network (RPLMN).

Figure 4 illustrates the mechanism of OTA data download. A home
network operator can update the “Operator List” by means of short message
10 data download. The list of roaming operators in the format of MCC and
MNC forms a short message content. The header bytes “NumOfEntry” and
“Algorithm” indicates the number of preferred network entries and the

choice of algorithm to be used. There are three possible algorithms:-

15 1. The operator-defined preferred roaming networks and the

EFLoc1 update enhancement is used;
2. Only the EF oci update enhancement is used; and

3. Neither the operator-defined preferred roaming network nor
the EF|oc1 update enhancement is used, i.e. the original order of Location

20  Update procedure is recovered.

In addition, due to the possible size limitation of the short message, more

than 1 short message may be used in the data download. Thus, a byte is
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Transfer Layer Protocol-Originating-Address (“TO-OA”) used to send the

short message must be matched with one defined in the SIM during

5 production stage. In addition, the content of the short message, excluding
the “NumOfEntry” byte and “Algorithm” byte are calculated for checksum.
A simple approach is to sum the Exclusive OR (“XOR?”) results of two bytes

pair. Other examples of possible security enhancements include:-

10 Content check sum plus checking of TP-OA

- Check sum algorithm based on Ki (the secret key shared between the
SIM and the network) of the SIM or the International Mobile Subscriber

Identity (“IMSI”) of the SIM

- Interactive authentication via call or supplementary services (“SS”)

15  or SMS by SAT application

Figure 5 illustrates the mechanism to handle the OTA data download in a
SIM card. The short message reccived via OTA download triggers the
resident script built in SIM card to update the flag to F=1, and the content of
20 EF6D30 is then updated accordingly. An acknowledgement short message
will be sent back to a pre-defined address. Upon the next power up, a step
translation will be performed in EF6F30 to offsct the user defined network

list to a correct offset so that the user defined network list is not overwritten
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the difference is removed. Then the new content of EF6D30 is copied to
EF6F30 and placed before the user defined metwork list. The flag “F” is

5 then reset to 0.

Embodiments enable automatic selection of the technically and quality-wise
best network available for the user. The selection can also be automatically
“biased” to enable the cheapest available network for each user according to
10 users’ or mobile services provider’s specific commercial arrangement. A
services provider is also able to remotely assist a roaming customer by up-
dates transmitted to alter data in the SIM card. Normally only 8 to 16
entries are available and so a user-defined or operator defined short list of
networks can be sent actively to the user depending upon the mobile

15  telephone customers geographical habits.

Enhancements of the described roaming service can include the following:-
- Network entries which are in the operator list are removed from a
20  Forbidden list after the triggering “after power ON/OFF”

- Operator list based on Location Update Message received from the

foreign (visited) network from our individual customers is optimised to
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1. A mobile telephone arranged to automatically re-establish roaming

service with a network based on an “Operator List” by modifying the
Registered Public Land Mobile Network (“RPLMN”) during location
5 update procedure, through the use of a pre-programmed Subscriber Identity

Module (“SIM”) card.

2. A mobile telephone according to claim 1 wherein during location
update procedure at power on of the mobile telephone a country code of the
10  RPLMN is compared with networks defined in the “Operator List”, the most

preferred network with the same country code replacing the RPLMN.

3. A method of automatically establishing a roaming service for a
mobile telephone, including using a pre-programmed Subscriber Identity
15 Module (“SIM”) card such that a network update procedure is performed in

the following logical order:-

[

Registered Public Land Mobile Network (“RPLMN™),
2. Home Public Land Mobile Network (“HPLMN?”),

3. Public Land Mobile Networks (“PLMNs”) contained in a

20 “PLMN Selector” data field based on an “Operator List”,

4. User-defined preferred PLMN,
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6. ALL other PLMNs in order of descending signal strength.

5 4. A method according to Claim 3 in which the PLMN is stored in the
“Operator List” reserved in a fixed but implementation-dependent memory

location in the Subscriber Identity Module.

5. A method according to Claim 3 or 4, in which the “PLMN Selector”
10 data comprises PLMNs listed in the “Operator List” copied on to the
“PLMN Selector”, the “Operator List” taking precedence over user-defined
preferred PLMNs which are appended at the end of the “Operator List” in

the “PLMN Selector™.

15 6. A method of automatically establishing a roaming service for a
mobile telephone wherein during a network update procedure Public Land
Mobile Networks (“PLMNs”) contained in a “PLMN Selector” data field
based on an “Operator List” have preference over other User-defined or

Operator-defined preferred PLMNs.

20

7. A Subscriber Identity Module, for a mobile telephone, pre-
programmed to, at power on of the mobile telephone, automatically re-

establish roaming service with a network based on an “Operator List” by
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network with the same country code replacing the RPLMN.

5
8. A Subscriber Identity Module for a mobile telephone pre-
programmed, to, in use, perform network update procedure in the following
logical order:-
1. Registered Public Land Mobile Network (“RPLMN”),
10 2. Home Public Land Mobile Network (“HPLMN")
3. Public Land Mobile Networks (“PLMNs”) contained in a
“PLMN Selector”) data field based on an “Operator List”,
4. User-defined preferred PLMN,
5. Other PLMNs with received signal level above a
15 predetermined strength in random order, and

6. All other PLMNS in order of descending signal strength.

9. A Subscriber Identity Module according to Claim 8 in which the
PLMN is stored in the “Operator List” reserved in a fixed but
20 implementation-dependent memory location in the Subscriber Identity

Module.
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over user-defined preferred PLMNs which are appended at the end of the

5  “Operator List” in the “PLMN Selector”.

11. A Subscriber Identity Module for a mobile telephone pre-
programmed to, in use, perform a network update procedure wherein Public
Land Mobile Networks (“PLMNs”) contained in a “PLMN Selector” data
10 field based on an “Operator List” have preference over other User-defined

or Operator-defined preferred PLMNs.

12. A method of automatically establishing a roaming service for a
mobile telephone as herein described with reference to the accompanying

15  drawings.

13. A Subscriber Identity Module for a mobile telephone pre-
programmed to, in use, perform network update procedure as herein

described with reference to the accompanying drawings.



