
MANAGING INFORMATION ASSOCIATED 
WITH NETWORK RESOURCES 

BACKGROUND 

[0001] Generally described, computing devices and communication networks 

can be utilized to exchange information. In one use, a computing device can request 

information from content providers via a communication network. Content providers can 

be. for example, Web sites such as blog sites, e-commerce sites, search engines, sociai 

network sites and the like. For example, a user of a personal computing device can utilize 

a browser to request content (e.g., a Web page) from a server computing device via the 

Internet, [n such embodiments, the user computing device can be referred 1o as a client 

computing device and the server computing device can be referred to as the content 

provider. 

[0002] To facilitate accessing a history of accessed network resources, 

browsers provide navigation controls that allow users to provide an indication that they 

wish to return to a previously accessed network resource. For example, browsers provide 

a graphical icon or control that corresponds to a user request to access the most recent 

previously accessed network resource, often referred to as a "back button" or "back 

arrow." Upon receipt of such a request, a browser can utilize an access history of the 

network resource identifiers (e.g., URLs) that have been accessed over a defined period 

of time to identify the most recent resource identifier listed in the history and attempt to 

display and/or access the network resource corresponding to the identifier again. 

Multiple selections of such a back button navigation control cause the browser to display 

the network resources in the reverse order of a particular user's access history. A 

"forward button" navigation control further facilitates selection of content from network 

resources in the forward order of the user's access history. 

[0003] Because users can access the same network resources multiple times, 

browsers often attempt to improve performance and/or convenience by maintaining 

information about the network resources (e.g., Web pages} that have been accessed. As 

previously discussed, the information maintained by the browser applications can include 

an access history of the network resource identifiers (e.g., iJRL-s) that have been accessed 

over a defined period of time. The information maintained by the browser application 

can also include user or account identifiers that are exchanged between the browser 

application and the content provider that, allow for die identification of users and 
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customization of content by the content provider. This information may be retained or 

referenced in what is known as "Web cookies," among other possibilities. Additionally, 

the information maintained by the browser application can include information provided 

by a user while accessing a network resource, such as user identifiers/login data, 

password data, form or text entry data and the like. Stil! further, the information 

maintained by the browser can include locally stored (e.g., cached) copies of embedded 

text, images and other content utilized in the rendering of the network resource, such as in 

a tile or memory. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] The foregoing aspects and many of the attendant advantages will 

become more readily appreciated by reference to the following detailed description, when 

taken in conjunction with the accompanying drawings, wherein: 

[0005] FIGS. 1 (a) - ! (c) depict example user interfaces generated by a 

browser for presenting one or more controls corresponding to an integrated command to 

remove information associated with a current network resource and access a previously 

accessed network resource; 

[0006] FIG. 2(a) is a block diagram illustrative of a content delivery 

environment including a number of client computing devices and a content provider; 

[0007] FIGS, 2(b) and 2(c) are block diagrams of the content delivery 

environment of FIG. 2(a) illustrating the accessing of network resources and the 

processing of an integrated command to remove information associated with a current 

network resource and access a previously accessed network resource; 

[0008] FIG, 3(a) is a block diagram illustrative of a content delivery 

environment including a number of client computing devices, a content provider and a 

network accessible computing provider; 

[0009] FIGS. 3(b)-3(d) are block diagrams of the content delivery 

environment of FIG. 2(a) illustrating the accessing of network resources and the 

processing of an integrated command to remove information associated with a current 

network resource and access a previously accessed network resource; 

[0010] FIG. 4 is a flow diagram of an input processing routine implemented 

by a browser for processing integrated commands to remove information associated with 

a current network resource and access a previously accessed network resource; 



[001 i ] FIGS. 5(a)-5(f) arc diagrams illustrative of various user interfaces 

generated by a browser for presenting one or more controls corresponding to an 

integrated command to remove information associated with a current network resource 

and access a previously accessed network resource; 

[0012] FIG. 6 is a flow diagram illustrative of an integrated command 

processing routine implemented by a network resource for processing notifications of the 

selection of an integrated command to remove information associated with a current 

network resource and access a previously accessed network resource; and 

[0013] FIG, 7 is a diagram illustrative of a user interface generated by a 

browser for presenting identifiers indicative of network resources that have been subject 

to the selection of an integrated command to remove information associated with a 

current network resource and access a previously accessed network resource. 

DETAILED DESCRIPTION 
[0014] Generally described, aspects of the present disclosure relate to the 

management of content and information corresponding to the access of content. 

Specifically, aspects of the present disclosure relate to the selective management of 

information collected by a software application such as a browser. The browser obtains 

content by accessing a network resource, such as a Web page, from a content provider 

and collects information associated with the display and interaction of the network 

resource by a user. In one embodiment, the browser presents, among other controls or 

icons, a graphical icon that is representative of an integrated command to remove access 

information collected while accessing the current network resource and to cause the 

browser application to return to display a previously accessed network resource. Thus, 

responsive to a selection of the graphical icon, the browser removes at least a portion of 

the access information associated with Ihe current network resource and also displays the 

previously accessed network resource without any additional interaction from the user, 

Accordingly, the user is able to return to the previously displayed Web page and remove 

the appropriate access information from the computing device such that the computing 

device returns to a state before the Web browser accessed the current network resource, 

all in a single action. 

[0015] For purposes of illustration, a user accesses a series of Web pages 

utilizing a browser on a client computing device, e.g., a tablet computer, a personal 

computer, an e-book reader, etc. As the browser is accessing each Web page under the 



contro! of a user, the browser is configured to collect and maintain access information, 

such as by adding the URL of the current Web page to a history, storing cookies 

transmitted by the content provider and saving password and form information utilized 

while the user accessed the Web page. During the particular browsing session, the user 

utilizes conventional navigation controls to access a previously accessed Web page (e.g., 

a "back button") and return to the Web page (e.g., a "forward button"). At some point, 

however, the user decides that he or she wishes to not only return to the previously 

accessed Web page, but thai at least some or all infon.na.tion associated with the current 

Web page should be .removed by the browser application. In 1 hi s respect, the computing 

device returns to a state before the Web browser accessed the Web page and electronic 

artifacts stored on the computing device are removed. Accordingly, the user selects a 

different navigation control that corresponds to an integrated command to access the 

previously accessed Web page and to remove all the access information the browser 

application had collected when the user accessed the current Web page ("integrated 

command"), From the user perspective, the browser deletes at least' some or all 

information corresponding to the current Web page arid automatically accesses the 

previously accessed Web page by simply selecting the integrated command. 

[0016] In another illustrative example, a user accesses a Web page that 

corresponds to a search provider. Based on a search query, the search provider returns a 

listing of URLs that may be relevant to the search query, Upon acccssmg one of the 

identified URLs, the user determines that this URL was either not appropriate or not 

relevant, By selecting a graphical control that corresponds to the integrated command, 

the user can return to the previously accessed Web page that included the search results 

and cause the removal of at least some or all information from the browser that is 

associated with the URL, that was determined to be not appropriate or not relevant. 

Additionally, in the same or another embodiment, the browser can be configured to 

transmit a notification to the search provider that informs the search provider that the user 

utilized the integrated command. As such, the search provider can utilize the information 

to, among ether possibilities, modify its relevance ranking systems such that the search 

listings for subsequent queries by the users and/or others is modified. In some 

embodiments, the search provider can modify the presentation of the URL to the user to 

be indicative of the user's previous utilization of the integrated command with respect to 

the network resource at that URL,, In some embodiments the search provider can alert. 
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other users that the integrated action of deleting and displaying the previous Web page 

has occurred with one or more other users. 

[0017] According to another example, a user accesses a Web page that 

corresponds to an e-commerce provider. The user is browsing a selection of items for 

consumption (e.g., sale, rental, etc.) presented through a browser interface. The e-

commerce provider uses the browsing activity of the users to later make suggestions to 

the user in which the user may be interested. For example, if the user has browsed 

mystery books in the past, the e-commerce Web site may provide automated 

recommendations for mystery books in the future. While the user is searching for items 

in the catalog the user views a product Web page listing details for an item that does not 

accurately reflect the user's interests and for which the user does not want their 

automated recommendations to present related products. To avoid this issue, the user 

then selects the graphical control that corresponds to the integrated command causing the 

software browsing application to return to displaying the previously accessed Web page 

(e.g., a prior product page, browse page, search result page) and causes the removal of all 

access information from the browser that is associated with the URL associated with the 

product page that lists details for the item that does not accurately reflect the user's 

interests. Additionally, in one embodiment, without any additional action by the user, the 

browser transmits a notification to the e-commerce provider informing it that the user 

utilized the integrated command. As such, the e-commerce provider can utilize the 

information to, among other possibilities, remove the product page from the user's 

browsing history such that its visit does not affect the user's recommendations. In some 

embodiments the e-commerce provider could modify the presentation of the URL to the 

user to be indicative of previous utilization of the integrated command or could alert other 

users that the integrated action of deleting and displaying the previous product page has 

occurred with one or more other users. 

[0018] Although examples are provided in which the browser displays the 

most recently accessed network resource in response to a user selecting the integrated 

command, in other embodiments the integrated command may cause the browser to 

display any of a number of other network resources. For example, the browser 

application may display a predefined network resource, such as a "home page." 

Additionally, in some embodiments the browser application could display a subsequent 

viewed page in a user's access history in response to the integrated command. 



[0019] With reference to the previous illustrative examples, the user can be 

presented with a number of graphical icons that are associated with an integrated 

command. In one approach, a browser can include a first graphical icon that corresponds 

to a traditional "back button" and a second graphical icon that corresponds to the 

integrated command. In this approach, the two graphical icons can be distinguished 

based on size, color or placement on the display screen. In another approach, a browser 

can include a single graphic icon that corresponds to a combination of a conventional 

"back button" and the integrated command. In one example, a graphical icon can include 

a portion for selecting the functionality traditionally associated with a back navigation 

control and a second portion for selecting the integrated command. In another example, 

the control corresponding to the functionality traditionally associated with a back 

navigation control is embodied as a small back button icon that can be at least partially 

superimposed over a larger icon corresponding to the integrated command. 

[0020] In accordance with another illustrative example, a. user accesses one or 

more Web pages utilizing a computing device that, has a touch user interface. As the user 

is accessing a particular Web page, the user decides that he or she wishes to not only 

return to a previously accessed Web page, but that information associated with the current 

Web page should be removed by the browser. In lieu of manipulating any type of 

graphical icon, the user makes some type of gesture on the touch interface (e.g., a swipe 

pattern) or selects a quadrant of the touch interface (e.g., holding a finger down for a 

predetermined time). Based on the gesture, the browser, without any additional 

interaction from the user, deletes ail access information on the computing device 

corresponding to the current Web page and accesses the previously accessed Web page. 

[0021] In accordance with a further illustrative example, a user accesses one 

or more Web pages utilizing a computing device that has audio inpul (e.g., a 

microphone). As the user is accessing a particular Web page, the user decides that he or 

she wishes to not only return to a previously accessed Web page, but that at least some or 

all information associated with the current Web page should be removed by the browser. 

In this example, to initiate the integrated command control, the user utters a 

predetermined phrase, such as "Back and Forget." Based on processing and matching the 

received voice data, the browser, without any additional interaction from the user, deletes 

at least some or all information corresponding to the current Web page and accesses the 

previously accessed Web page. 
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[0022] With reference to yet another illustrative example, a user initiates a 

request for a Web page utilizing a browser. In this example, the request for the Web page 

is transmitted to a network accessible computing provider that initiates a network-based 

virtual machine instance that requests the Web page on behalf of the client computing 

device via a browser executing on the virtual machine instance. The browser executing 

on the virtual machine instance works in conjunction with the browser on the client 

computing device in order to process the content associated with the current Web page. 

During a particular browsing session, the user utilizes traditional navigation controls to 

access one or more Web pages, information of which is maintained as browser access 

information at both the client computing device and the virtual machine instance. At 

some point, the user selects or initiates a control corresponding to the integrated 

command (e.g., the selection of a graphical icon) and the browser, without any additional 

interaction from the user, deletes all access information corresponding to the current Web 

page maintained on the client computing device. Additionally, the browser transmits a 

notification to the virtual machine instance to cause the same processing of the received 

integrated command on the browser executing on the virtual machine instance. 

[0023] As used herein, the information collected or generated by the browser 

or client computing device while accessing network resources will be collectively 

referred to as "browser access information." However, reference to "browser access 

information" does not imply any limitation as to any singular type or specific instance of 

information or any combination of information. Additionally, although various examples 

in the detailed description describe removal of the browser access information, any 

modification of the information that effectively removes any history of the computing 

system accessing the network resource is contemplated. For example, modifications such 

as deletion, encryption or obfuscation of the browser access information is contemplated. 

The browser access information could also be modified by moving it to another location 

(e.g., in a location not accessible by the browser). Additionally, reference to "client 

computing device" will not necessarily be limited to any particular type of device or to 

the illustrative examples of devices described herein. Still further, reference to "browser" 

will not necessarily be limited as to any type of software application and does not prevent 

the incorporation of aspects of the present disclosure into other types of software 

applications or operating system functionality. For example, although a browser 

application is used to describe various embodiments the application could be, among 



others, an application dedicated for the navigation content of a speci fic remote content 

provider such as commonly used on mobile devices, tablets, e-readers and the like. 

Although aspects of the present disclosure \vi 11 be described with regard to an illustrative 

network environments and component interactions, flow diagrams, graphical icons and 

user interfaces, one skilled in the relevant art will appreciate thai the disclosed 

embodiments are illustrative in nature and should not be construed as limiting. 

[0024] FIGS. 1(a) ™ 1(c) depict example user interfaces generated by a 

browser 50 for preserving one or more controls corresponding to an integrated command 

to remove information associated with a current network resource and access a previously 

accessed network resource. With reference to FIG. 1 (a), in one embodiment, a user 

interlace 52 generated by the browser 50 display s a set of selectable controls ( e.g., 

buttons) that are presented to users as they access a network resource. T he set of controls 

can include a first control 54 reflective of a command to access a previously accessed 

network resource without deleting any browser access information (e.g., a conventional 

"back button"). The set of controls also include a second, separate control 56, labeled 

"FORGET," reflective of an integrated command to remove information associated with a 

current, network resource and to access a previously accessed network resource. The user 

interface 52 can also include an additional control 58, such as a conventional forward 

button, for additional navigation control to access a network resource in the forward 

direction of a user's access history. Browser access information 60 represents 

information stored in a client computing device (not shown) relating to the access of a 

particular network resource (e.g., user identification information, account identification 

information, cookies, electronic tokens, cached content and the like). For example, in 

FIG, 1(a), a user has searched for information related to "ORANGE CAT" at the network 

resource www.cats.com and has been delivered the results at 

www.cats.com/seareh resuIts.html. Block 62 represents the electronic artifacts left 

behind in the browser access information from the access of this page. These artifacts 

may include, for example, cached search results as depicted in PIG. 1(a) and a history of 

the access of this network resource. A user then selects, with cursor 64, a hyperlink 

representing the search result for "Tabby Cat", which has an associated network resource 

identifier of www..spam.com/tabbv.htnil. 

[0025] FIG. 1 (b) depicts the resulting Web page delivered by accessing www. 

spain.conVtabbv.html. The Web page includes text and an image represented as 
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content 66. In this illustrated example, the text indicates that the user is the one millionth 

viewer of the network resource and that he or she has won a prize. Content 66, among 

other information about the user's access (i.e., history information, cookie information, 

etc.), may be stored in the browser access information 60 represented by block 68. In this 

example, when the Web page is displayed (he user may realize that he or she is not 

interested in this Web page and may even worry that the Web page includes malicious 

content. As such, the user may select the control 56 labeled "FORGET" to return to the 

search results and remove any electronic artifacts related to the access of at least this Web 

page. As described above, control 56 is reflective of an integrated command to remove 

information associated with a current network resource and to access the previously 

accessed network resource. 

[0026] Accordingly, FIG. 1 (c) depicts a user interface as depicted after the 

user selects the integrated command. Specifically, the search results at the previously 

accessed network resource (www,cats.com'search rcsu!l.s.html) are shown. However, the 

browser access information 60 from block 68 (FIG. 1(b)) has been removed, thereby 

leaving no electronic artifacts, such as content 66 (FIG. 1(b)), based on the access of 

www.spam.com/iabbv.htmi. Thus, the user's selection of the integrated command 

deletes the browser access information 60 related to the network resource from the 

computing device such that it appears as if the user never accessed the 

www.spam.com/tabbv.html Web site. 

[0027] With reference now to FIG. 2(a), a block diagram illustrative of a 

content delivery environment 100 for accessing network resources and managing access 

information associa ted with the access of the network resources will be described. As 

illustrated in FIG, 2(a), the content delivery environment 100 includes a number of client 

computing devices 102 for requesting network resources from content providers 110, In 

an illustrative embodiment, the client computing devices 102 can correspond to a wide 

variety of computing de vices including personal computing devices, laptop computing 

devices, hand-held computing devices, terminal computing devices, mobile devices (e.g., 

mobile phones, tablet computing devices, e-book readers, etc.), wireless devices, various 

electronic devices and appliances and the like. The content delivery environment 100 can 

include any number of and types of client computing devices 102. 

[0028] In an illustrative embodiment, the client computing devices 102 

include necessary hardware and software components for establishing communications 
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over a communication network 116, such as a wide area network or local area network, 

For example, the client computing devices 102 may be equipped with networking 

equipment and browsers that facilitate communications via the internet or an intranet. 

[0029] illustratively, die client computing devices 102 may have varied local 

computing resources such as central processing units and architectures, memory, mass 

storage, graphics processing units, communication network availability and bandwidth, 

etc. Generally, however, each client computing device 102 may include one or more 

processing units, such as one or more CPUs. The client computing device 102 may also 

include system memory, which may correspond to any combination of volatile and/or 

non-volatile storage mechanisms. The system memory may store information that 

provides an operating system component, various program modules, program data or 

other components. The client computing device 102 performs functions by using the 

processing unit(s) to execute instructions provided by the system memory. The client 

computing device 102 may also include one or more input devices (keyboard, mouse 

device, specialized selection keys, touch screen interface, stylus, etc.) and one or more 

output devices (displays, printers, audio output mechanisms, etc.). The client computing 

device 102 may also include one or more types of removable storage and one or more 

types of non-removable storage. Still further, the client computing device 102 can 

include communication components for facilitating communication via wired and 

wireless communication networks, such as the wireless communication network 116. 

[0030] As illustrated in FIG. 2(a), the client computing devices 102 can 

include, among other hardware or software components, a browser 104 for facilitating 

access to network resources, such as Web pages provided by the content provider 110. 

The browser 104 can correspond to a stand-alone software application or be integrated in 

conjunction with other software applications, software components or operating 

environments. Alternatively, the software browser application can be a monolithic 

application, i.e., the software browser application can include data access instructions. In 

this example embodiment., the. .software browser application can run directly on the 

hardware of the computing device 102 and an operating system is not required. 

Illustratively, the browser 104 includes an input interface component 106 for obtaining 

information associated with the selection of various user input and determining whether 

the input corresponds to an integrated command to remove information associated with a 

current network resource and display and/or access a previously accessed network 
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resource. The input interface component 106 is further operable for transmitting 

notifications, to an entity, of the selection of an integrated command to delete information 

associated with a current network resource and display and/or access a previously 

accessed network resource. The entity could be, for example, the content provider of the 

current network resource, an entity thai aggregates information associated with the 

integrated command or a network accessible computing provider that executes at least a 

portion of the browser, among other possibilities. The browser 104 also includes an 

information management component 108 for processing requests to implement an 

integrated command to delete information associated with a current network resource and 

display and/or access a previously accessed network resource. Although the input 

interface component 106 and information management component 108 are illustrated as 

logically included in the browser 104, the components may he implemented in other 

software applications, combined or implemented as separate, stand-alone software 

applications. 

[0031] The content delivery environment. 100 can also include one or more 

content providers 110 in communication with the one or more client computing 

devices 102 or other service providers via the communication .network 116. The content 

provider 110 illustrated in FIG. 2(a) corresponds to a logical association of one or more 

client computing devices. Specifically, in some embodiments, the content provider 110 

can include a Web server 112 corresponding to one or more server computing devices for 

obtaining and processing requests for content (such as Web pages or Web sendee 

information) from the client computing devices 102. One skilled in the relevant art will 

appreciate that the content provider 110 can be associated with various additional 

computing resources, such as additional computing devices for administration of content 

and resources, domain name service (DNS) name servers, application servers, proxy 

servers and the like. For example, although not illustrated in FIG. 2(a), the content 

provider 110 can be associated with one or more DNS name server components that 

would be authoritative to resolve client, computing device DNS queries corresponding to 

a domain of the content provider. Although only a single content provider 110 is 

illustrated in FIG. 2(a), the content delivery environment 100 can include any number of 

content providers, including various grouping of content providers. For example, other 

content providers can correspond to an entity such as a network-based service provider, 
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such as search service providers (e.g., search engines), content management service 

providers, content deliver)'' service providers and the like. 

[0032] With continued reference to FIG, 2(a), the content delivery 

environment 100 can include a number of other entities such as network based service 

providers J 18. Network based service providers 118 can be, for example, other content 

providers (e.g. search sendee providers, e-commerce sites, blogs, etc.), content 

management service providers, content delivery service providers, entities thai aggregate 

information associated with the integrated commands used by users and the like. 

[0033] With reference now to FIGS. 2(b) and 2(c), the interaction between 

various components of the content delivery environment 100 of FIG. 2(a) will be 

illustrated. Specifically, FIG. 2(b) illustrates the interaction between, various components 

of the content delivery environment 100 for the exchange of content between a client 

computing device 102 and a content provider 1 10 via communication network 1 16. 

FIG. 2(c) illustrates the interaction between various components of the content delivery 

environment 100 with regard to the processing of an integrated command to remove 

information associated with a currently accessed network resource and to display a 

previously accessed network resource, For purposes of the example, however, the 

illustration has been simplified such that many of the components utilized to facilitate 

communications are not shown. One skilled in the relevant art will appreciate that such 

components can be utilized and that additional interactions would accordingly occur 

without departing from the spirit and scope of the present disclosure, 

[0034] With reference to FIG, 2(b), illustratively, a client computing 

device 102 initiates a request (1) for content by identification of a desired network 

resource, such as via identification of a specific IJRL. In one example, the browser 104 

receives an input of a specific URL to access. In one example, the URL is input using a 

keyboard associated with the client computing device .102. In another example, a user 

can manipulate a graphical user interface to select an object, such as a selection of an 

embedded hyperlink or selection of an entry in a "Favorites" listing. The manipulation of 

the graphical user interface results in the browser 104 receiving or recalling the 

information (e.g., the URL or network address) used to access the desired network 

resource. As illustrated in FIG. 2(b), the content, request is received by an appropriate 

content provider 110 and processed to provide (2) the requested network resource. 
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[003.5] Upon acccssing the network resource (e.g., a Web page, document, 

video object, audio object, etc.) and receiving any associated content from the content 

provider 130, the client computing device 102, via browser 104, begins collecting (3) 

various information related to the access of the specific network resource. As previously 

described, such information can be generally referred to as browser access information 

(or access information). Illustratively, the browser access information can include the 

URL, or other network resource identifier, that can then be added to a history of URLs 

maintained by the browser 104, The browser access information can also include user 

identification information or account, identification information provided by the content 

provider 110 or generated on behalf of a user/user account associated with the client 

computing device 102. Examples of the user or account identification information can 

include display preferences, content filtering preferences, cookies, electronic tokens and 

the like. The browser access information can further include information associated with 

the presentation of content on the client computing device 102 or with the interaction 

with the network resource, including, but not limited to, form data, password data, 

downloaded images and text, advertisements, video content and the like. 

[0036] With reference to FIG. 2(c), at some point after accessing the network 

resource and collecting the browser access Information, the browser 104 obtains (4) an 

input from a user that is interpreted as a selection of the integrated command to remove 

information associated with a current network resource and display and/or access a 

previously accessed network resource, which, as previously described, will be referred to 

as the integrated command. Responsive to the selection of the integrated command, the 

browser 104 removes (5), or causes to be removed, at least a subset of the browser access 

information collected by the browser and associated with the currently accessed network 

resource. Illustratively, the selection of the information (or type of informal ion) that will 

be removed can be made in accordance with configuration information provided by a user 

or system administrator. The browser 104 can cause the deletion of browser access 

information collected during the most recent access to the current network resource. 

Additionally, the browser 104 can cause the deletion of browser access information 

collected during all previous accesses to the current network resource utilizing a single 

action by the user, 

[0037] In addition to the deletion of selected browser access information, the 

browser 104 can request. (6) a previously accessed network resource, such as the network 
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resource that immediately preceded the current network resource, or some other specified 

network resource, such as one associated with a browser "home" page. The browser .104 

may be able to display and/or access the previously accessed network resource, at least in 

part, with the utilization of cached information and proxy server components. Thus, in 

some embodiments the access of the previously accessed network resource causes the 

browser to retrieve the network resource from the content provider again before 

displaying it. However, in some embodiments the browser retrieves the previously 

accessed network resource from its interna) cache and/or intermediate client computing 

devices rather than accessing the network resource by retrieving it over the network 

(again) from the content provider. For example, suppose that access information for the 

current network resource and access information for the previously accessed network 

resource are stored on the client computing device 102. In this specific example, if the 

integrated command is selected, the browser access information associated with the 

current network resource is deleted and the access information for the previously 

accessed network resource is used to return the browser 104 to the previously accessed 

network resource. 

[0038] As further illustrated in FIG. 2(c), the browser 104 can transmit (7) one 

or more notifications indicative of the receipt and determination of an integrated 

command to one or more specific entities, such as content providers or other network 

based-service providers. In one example, the notification may be transmitted to the 

content provider 110 associated with the current network resource or one or more other 

network based service providers 118, such as a search provider or reporting service. The 

search provider may be a search engine that uses the information to, among other things, 

assist in determining relevant search results for particular keywords. The reporting 

service may collect information about the notifications and provide this information to 

other entities, in some embodiments other entities may subscribe to the reporting service 

to periodically (or in real time) determine which of their own network resources or the 

resources of others have been subject to use of the integrated command by various users. 

The notifications can be sent either in real time (e.g., substantially close to the time when 

the integrated command was selected) or could be sent, at some time substantially after 

the time the integrated command was selected at the client computing device. In 

embodiments in which the notifications are sent at. some time substantially after the time 
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the integrated command was selected the notifications may be sent as a batch (e.g., once 

or a few times per day, among other possibilities). 

[0039] With reference now to FIG. 3(a), a block diagram illustrative of 

another embodiment of a content delivery environment 100 for accessing network 

resources from content providers 110 and managing information associated with the 

access of the network resources will be described. As illustrated in FIG. 3(a), the content 

delivery environment 100 includes a number of client computing devices 102 for 

requesting content from content providers 110. In an illustrative embodiment, the client 

computing devices 102, content providers 110 and network-based service providers 118 

can operate in a manner substantially similar to the functionality discussed with regard to 

FIG. 2(a). 

[0040] With continued reference to FIG. 3(a), the content delivery 

environment 100 can also include a network accessible computing provider 120 in 

communication with the one or more client computing devices 102, the content 

provider 110 and the network based service provider 118 via the communication 
network 116. The network accessible computing provider 120 corresponds to a logical 

association of one or more computing devices 122 associated with a network accessible 
computing provider 120. Specifically, the network accessible computing provider 120 

can include a number of Point of Presence (POP) locations that correspond to nodes on 

the communication network 116. Each POP includes a network computing component 

(NCC) for hosting applications, such as data streaming applications, among others, via a 

number of instances of a virtual machine 124, generally referred to as an instance of an 

NCC. 

[0041] One skilled in the relevant art will appreciate that NCCs utilize 

physical computing device resources and software to provide multiple instances of a 

virtual machine or to dynamically cause the creation of instances of a virtual machine. 

As applied to the present disclosure, the virtual machine instances execute a browser 126 

that is in communication with the browser 104 on the client computing device 102. In 

this embodiment, the browser executed on the virtual machine instance works in 

conjunction with the browser 104 on the client computing device 102 to process content 

retrieved from content provider 110. The NCCs may further include additional software 

or hardware components that, facilitate communications including, but riot limited to, load 

balancing or load sharing software or hardware components for selecting instances of a 
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virtual machine supporting a requested application or providing information to a DNS 

name-server to facilitate request routing. Although embodiments of the- NCC are 

described as using virtual machines to host browsers .126 in communication with, the 

browser 104 011 the client computing device, in some embodiments (he browsers may be 

hosted on physical (non-virtual) machines such as computing device 122, 

[0042] With reference now to FIGS. 3(b)—3(d). the interaction between 

various components of the content delivery environment 100 of FIG. 3(a) will be 

illustrated. Specifically, FIG. 3(b) illustrates the interaction between various components 

of the content, delivery environment 100 for the exchange of content between a client 

computing device 102, the network accessible computing provider 120 and a content 

provider 110 via communication network 116. FIGS. 3(c) and 3(d) illustrate the 

interaction between various components of the content deliver)' environment 100 with 

regard to the processing of an integrated command to remove information associated with 

a currently accessed network resource and to access a previously accessed network 

resource. For purposes of the example, however, the illustration has been simplified such 

that many of the components utilized to facilitate communications are not shown. One 

skilled in the relevant art will appreciate that such components can be utilized and that 

additional interactions would accordingly occur without departing from the spirit and 

scope of the present disclosure. 

10043] With reference to FIG. 3(b), illustratively, a client computing 

device 102 initiates a request for a network resource by identification of the network 

resource, such as via a URL. As previously described, in one example, the browser 104 

receives an input of a specific URL. to access, such via a keyboard associated with the 

client computing device 102, In another example, a user can manipulate a graphical user 

interlace to select a URL from a previously accessed Web page such thai the browser 104 

is provided the information required to access the network resource. In FIG. 3(b), the 

request for the network resource is handled partly through the browser 104 of client 

computing device 102 and partly by the browser 126 residing within network accessible 

computing provider 120, where both operate together, in concert, to retrieve and display 

the network resource on client computing device 102. 

[0044] As illustrated in FIG. 3(b), the network resource request is 

transmitted (i) by client computing device 102 and received by the network accessible 

computing provider 120, which processes (2) the network resource request. In one 
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embodiment, the network accessible computing provider 120 can instantiate a virtual 

machine instance 124 to execute a browser 126 that will work in parallel with the 

browser 104 to render the content associated with the network resource for display. In 

another embodiment, network accessible computing provider 120 may already have an 

instantiated virtual machine instance 124 for processing the network resource request. 

Thereafter, a network resource request is transmitted (3) to an appropriate content 

provider 110 and processed by the content provider to provide the requested network 

resource to the network accessible computing provider 120 and the client computing 

device 102, Illustrative embodiments for accessing content based on browsers executing 

on client computing devices 103 and network accessible computing provider 120 

components are described in co-pending and commonly owned U.S. Patent Application 

No. 13/174,615, entitled "Remote Browsing Session Management," filed on June 30, 

2011, and incorporated by reference in its entirety herein. 

[0045] With reference to FIG. 3(c), the network resource is transmitted (4) 

from content provider 110 to the network accessible computing provider 120, Network 

accessible computing provider 120 processes (5) the network resource by performing 

various operations described in the previously incorporated US, Patent Application 

No. 13/174,615. in some embodiments the browser 126 executing on computing device 

122 of the network accessible computing provider 120 collects and stores some browser 

access information (not shown). The network resource, portions thereof, or an image 

representing the network resource is then transmitted (6) to the client computing 

device 102, Client, computing device 102 collects (7) various browser access information 

related to the access of the network resource. Illustratively, die browser access 

information collected at network accessible computing provider 120 and/or client 

computing device 102 can include the storage of the URL, or other network resource 

identifier, to a history of URLs maintained by the browser 104, The browser access 

information can also include user identification information or account identification 

information provided by content pro vider 110 or generated on behalf of a user/user 

account associated with the client computing device 102 (e.g., preference data, cookies, 

etc.). The browser access information can further include information associated with the 

presentation of content on the client computing device 102 or with the interaction with 

the network resource, including, but not limited to, form data, password data, downloaded 

images and text and the like. 
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[0046] With reference to FIG. 3(d), at some point after accessing the network 
resource and collecting the browser access information, the browser 104 obtains (8) an 

input from a user that is interpreted as a selection of the integrated command to remove 

information associated with a current network resource and access and/or display a 

previously accessed network resource. Responsive to the selection of the integrated 
command, the browser 104 removes (9), or causes to be removed, at least a subset of the 

browser access information collected by the browser and associated with the currently 

accessed net work resource. Illustratively, the selection of the access information (or type 

of access information) that will be deleted can be made in accordance with configuration 

information provided by a user or system administrator. As previously described, the 

browser 104 can cause the removal of browser access information collected during the 

most recent access to the current network resource (i.e., only the access information for 

the most recently visited network resource). Additionally, the browser 104 can cause the 

deletion of browser access information collected during all previous access to the current 

network resource (e.g., including historical accesses to the network resource). In either 

situation, in some embodiments, the removal of the browser access information can make 

it appear as if the user never accessed the current network resource. In such an 

embodiment there are no electronic artifacts from the access of that network resource 

remaining on the client computing device 102, including any malicious software or 

viruses that were transmitted as part of the content associated with the current network 

resource. For example, malicious software could change registry settings and install 

programs. The integrated command can be coupled to a system restore function that 

causes the client computing device to revert to a prior saved known healthy state. 
[0047] In addition lo the deletion of the selected browser access information, 

the browser 104 accesses and/or displays (10) a previously accessed network resource, 

such as the network resource that immediately preceded the currently accessed network 

resource. The browser 104 may be able to access the previously accessed network 

resource, at least in part, with the utilization of cached information and proxy server 

components. As further illustrated in FIG. 3(d), the browser 104 transmits (11) a 

notification to the network accessible computing provider 120, which processes the 

notification to remove (12) the same set of selected browser access information 

maintained at the network accessible computing provider 120 (e.g., within browser 126) 

and requests (13) the previous network resource. In a further embodiment, receipt of the 



notification at the network accessible computing provider 120 can further result in the 

modification of the sharing of processing tasks between the browser 326 executed on the 

network accessible computing provider 120 and the browser 104 on the client computing-

device 102. For example, the browser 104 may assume that the user could have used the 

integrated command because they encountered an untrustworthy network resource. 

Accordingly, the browser 104 may enter into a "safe mode" in which the processing of all 

content is completed at the network accessible computing provider 120 in order to 

prevent any malicious processing affecting the client computing device .102, In such an 

embodiment, while the processing of the network resource occurs at the network 

accessible computing provider 120, only a display of the content may occur at the 

browser 104 (e.g., through a remote desktop protocol, streaming video or the like). 

Additionally, the client computing device 102 or a computing device 122 of the network 

accessible computing provider 120 can transmit (3 4) one or more notifications indicative 

of the receipt of an integrated command for specific network resources. The notification 

may be transmitted to the content provider 110 associated with the current network 

resource and/or one or more other network, based service providers 118, such as a search 

provider or reporting service. The notifications can be sent either in real time (e.g., 

substantially close to the time when the integrated command was selected) or could be 

sent at some time after the time the integrated command was selected at the client 

computing device 102. in some embodiments, the notifications may be sent as a batch 

(e.g., once or a few times per day. among other possibilities). 

[0048] Turning now to FIG. 4, a routine 300 for processing integrated 

commands to remove information associated with a current network resource and access 

a previously accessed network resource will be described. Illustratively, routine 300 will 

be described as being implemented by a browser 104 (FIG. 2(a)) on a client, computing 

device 102 (FIG. 2(a)). However, one skilled in the relevant art will appreciate that 

routine 300, or portions thereof, may be implemented by one or more additional 

components of a content delivery environment 100 (FIG. 2(a)). 

[0049] At block 302, the browser 104 obtains user input or indications of user 

input, such as via information provided to the input interface component 106, In one 

embodiment, the user input can correspond to a selection of a graphical icon or control 

provided by, or otherwise associated with, the browser 104, Example graphical icons and 

controls that are associated with a browser 104 will be described with regard to 
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FIGS. 5(a)~5(e), In another embodiment, the user input can correspond to a rrianipulation 

of various touch screen interfaces. An example user interface related to touch screen 

interfaces will be described with regard to FIG. 5(f). In a further embodiment, the user 

input can correspond to hardware controls, such as a dedicated hardware button or 

customized hardware control. In yet another embodiment, the input can correspond to 

audio commands or video-based commands. One skilled in the relevant art will 

appreciate that additional or alternative inputs may also be implemented. 

[0050] At decision block 304, a test is conducted to determine whether the 

received input corresponds to an integrated command to remove information associated 

with a current network resource and access a previously accessed network resource. In 

one embodiment, if a graphical icon is reflective solely of the integrated command to 

remove information associated with a current network resource and access a previously 

accessed network resource, a selection of the graphical icon will be indicative of selection 

of the integrated command. In another embodiment, if a graphical icon combines 

multiple controls into distinct portions, the input interface component 106 can conduct 

additional, processing to determine whether or not the selection corresponds to a selection 

of an integrated command. For example, if the combined graphical icon includes 

multiple, distinct portions, a selection of the appropriate portion will be indicative of the 

selection of the integrated command. In another example, a length of time in which a 

combined graphical icon is selected through a user interface, such as through a mouse 

interface or touch screen interface, can be indicative of the selection of the integrated 

command. In this example, the input interface component 106 (FIG. 2(a)) may establish 

one or more time and location thresholds that are applied to determine whether the length 

of lime an icon is selected is indicative of a selection of the integrated command, 

[0051] In a further embodiment, the input interface component 106 may 

utilize additional data processing techniques such as voice data processing, pattern 

matching, video matching and the like to determine whether received user input is 

indicative of a selection of the integrated command. For example, the input, interface 

component. 106 can have video pattern processing functionality that can detect user 

movements and attempt to match the detected movements to a predetermined pattern 

indicative of a selection of the integrated command. In yet another embodiment, the 

input interface component 106 may establish one or more timing thresholds or implement 

various pattern matching routines thai process inputs from a touch screen interface. For 

20 



example, the input inlcrfacc component 106 may have a time and location threshold that 

is applied to determine whether a consistent touching of the screen (e.g., holding a stylus 

or finger on the touch screen interface for more than 2 seconds) is indicative of a 

selection of the integrated command. 

[0052] If at decision block 304, die input is not indicative of a selection of an 

integrated command to remove access information associated with a current network 

resource and access a previously accessed network resource, at block 306, the 

browser 104 processes the other input. For example, the input may correspond only to a 

selection of a "back button" in which the browser 104 would access a previously accessed 

network resource without causing the selective deletion of the browser access 

information, One skilled in the relevant art will appreciate that type and processing of 

other input can vary with specific implementations of the browser 104, The routine 300 

then terminates at block 314, 

10053] Alternatively, if at decision block 304, the input is indicative of a 

selection of control or icon corresponding to an integrated command, at block 308, the 

browser 104 obtains configuration information associated with the integrated command. 

Specifically, in one embodiment, the configuration information can include a 

specification of the type of browser access information that should be deleted or 

otherwise removed. For example, a user may configure the browser to delete all collected 

browser access information. In another example, the user may configure the browser to 

delete the entry in the URL history and any stored personal information, but allow cached 

images and text to remain behind. In some embodiments, the browser 104 may be 

configured with default settings, which may or may not be capable of adjustment by a 

user or system administrator. 

[0054] At block .310, !he browser .104, through the information management 

component 108 (FIG. 2(a)), processes the browser access information in accordance with 

the configuration information, In one aspect, the deletion or removal of the browser 

access information can correspond to deletion of one or more URLs in a history of 

accessed network resources, identifiers associated with the network resources (e.g., 

cookies), form data, password data, cached images or data and the like. In another aspect, 

at least a portion of the browser access information may be maintained for information 

that may be associated with muhiple previously accessed network resources (e.g., a 

company logo) or thai otherwise have been selected to avoid deletion, For example, a 



content provider 110 can associate meta-data with select content, such as images, text or 
data that identifies the selected content as content that should persist regardless of a 

received integrated command. As previously described, the information management 

component 108 can cause the deletion of browser access information collected only 

during the most recent access to the current network, resource. Additionally, the 

browser 104 can cause the deletion of browser access information collected during all 

previous accesses to the current network resource or during a particular browsing session. 

[0055] At block. 312, the browser 104, through the interface component 106, 

transmits any optional notifications or notices. As previously described, the client 

computing device 102, either directly or via the network accessiblc computing 

provider 120, can transmit one or more notifications indicative of the receipt of an 

integrated command for specific network resources. The notification may be transmitted 

to the content provider 110 associated with the current network resource or one or more 

network based sendee providers 118 (FIG. 2(a)), such as a search provider, reporting 

sendee or network accessible computing provider 120 (FIG. 3(a)), Additionally, steps 

can be taken at this point in the process, or earlier, to request a previously accessed 

network resource or some other specified network resource (not shown). At block 314, 

the routine 300 terminates. 

[0056] FIGS 5(a)-5(f) are block diagrams illustrative of various user interfaces 

generated by a browser 104 for presenting, among other controls, one or more graphical 

icons or controls corresponding to an integrated command to remove information 

associated with a current network resource and access a previously accessed network 

resource, With reference to FIG, 5(a), in one embodiment, a user interface 400 generated 

by a browser 104 displays a set. of selectable controls (e.g., buttons) that are presented to 

users as they access a network resource. The set of controls can include a first 

control 402 reflective of a command to access a previously accessed network resource 

without deleting any browser access information (e.g., a conventional "back button"). 
The set of controls also include a second, separate control 404, labeled "FORGET," 

reflective of an integrated command to remove information associated with a current 
network resource and to access a previously accessed network resource. The user 

interface 400 can also include an additional control 406, such as a conventional forward 

button, for additional navigation control to access a network resource in the forward 



direction. As illustrated in FIG. 5(a), the controls 402, 404 and 406 include both graphics 

and text to indicate to a user the intended configuration of the respective control. 

[0057] With reference to FIG. 5(b), in another embodiment, the user 

interface 400 generated by a browser ! 04 displays a set of controls thai are presented to 

users as they access a network resource. The set of controls include a first control 408 

reflective of a command to access a previously accessed network resource without 

deleting any browser access information. The controls also include a second control 410 

reflective of an integrated command to remove information associated with a current 

network resource and to access a previously accessed network resource. As illustrated in 

FIG. 5(b), the first and second controls 408, 4.10 are more closely combined and can be 

encompassed into a single, multi-part control. The user interface 400 can also include an 

additional control 412, such as a conventional forward button, for additional navigation 

control to access a network resource in the fonvard direction. As illustrated in FIG. 5(b), 

the controls 408, 410 and 412 include only graphics to indicate to a user the intended 

configuration of the respective control. 

[0058] With reference to FIG. 5(c), in another embodiment, the user 

interface 400 generated by a browser 104 displays a set of controls that are presented to 

users as they access a network resource. The set of controls include a first control 414 

reflective of a command to access a previously accessed network resource without 

deleting any browser access information. The controls also include a second control 416 

reflective of an integrated command to remove information associated with a current 

network resource and to access a previously accessed network resource. Unlike the 

examples in FIGS. 5(a) and 5(b), in this embodiment, the first control 414 is 

superimposed over the second control 416. in this embodiment, the input interlace 

component 106 may determine whether the first control or second control has been 

selected according to the specific location selected by a user. Additionally, or 

alternatively, the input interface component 106 may determine whether the first control 

or second control has been selected according to a time that any portion of the combined 

graphical icon is selected. The user interface 400 can also include an additional 

control 438, such as a fonvard button, for additional navigation control. As illustrated in 

FIG. 5(c), the controls 414, 416 and 418 include only graphics, without associated text, to 

indicate to a user the intended configuration of the respective control. 



[0059] With reference to FIG. 5(d), in a further embodiment, the user 

interface 400 generated by a browser 104 displays a set of controls that are presented to 

users as they access a network resource. The set of controls include a first control 420 

reflective of a command to access a previously accessed network resource without 

deleting any browser access information. The controls also include a second control 422 

reflective of an integrated command to remove information associated with a current 

network resource and to access a previously accessed network resource. Unlike the 

examples in FIGS. 5(a)-5(c), in this embodiment, the second control 422 is located in a 

different location on the user interlace 400. The user interface 400 can also include an 

additional control 424, such as a forward button, for additional navigation control. As 

illustrated in FIG. 5(d), controls 420 and 424 include only graphics, without associated 

text, to indicate to a user the intended configuration of the respective control. 

Control 422 includes both graphics and associated text 

[0060] With reference to FIG. 5(e), in a further embodiment, the user 

interface 400 generated by a browser 104 displays a set of controls that are presented to 

users as they access a network resource. The set of controls include a first control 426 

reflective of a command to access a previously accessed network resource without 

deleting any browser access information and an additional control 428 for additional 

navigation control. The controls also include a third control 430 reflective of an 

integrated command to remove information associated with a current network resource 

and to access a previously accessed network resource. Unlike the examples in 

FIGS. 5(a)-5(e), in this embodiment, the additional control 430 is located in a different 

location on the user interface 400 and associated with particular tabs 432 of the screen 

display. As illustrated in FIG. 5(e), the additional control 430 is displayed on each 

tab 432 that is generated by the browser 104. Additionally, controls 426-430 include only 

graphics to indicate to a user the intended configuration of the respective control. In 

some embodiments the control 430 can be configured to remove access information 

associated with all network resources accessed while the user browsed within the 

associated tab 432 rather than removing the access information associated with only the 

currently accessed network resource. In such an embodiment, responsive to the access 

information being removed, the tab 432 may be closed and the browser then displays the 

network resource of a second tab, or a new tab may be opened and a predetermined 

network resource (e.g., a user's home page) is displayed. Similar to embodiments in 
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which the control 430 removes access information associated with all network resources 

accessed while the user browsed within the associated tab, the browser can be configured 

with an integrated command to close (e.g., exit) the browser application and remove 

access information associated with all network resources accessed while the user browsed 

within any tabs while the browser application was open. Such a command could be 

surfaced to the user within a menu option or a graphical icon in the framework of the 

browser similar to control 430. 

[0061 j With reference to FIG. 5(f), in an embodiment in which some portion 

of the user interface 400 may correspond to a touch interface, the browser 104 may utilize 

physical touch gestures or movements to obtain input indicative of a selection of the 

integrated command. As illustrated in FIG. 5(f), the user interface 400 does not 

necessarily have any graphical icons or controls that are displayed to users as they access 

a network resource, such as the controls illustrated in FIGS. 5(a)-5(e), In alternative 

embodiments, however, one or more controls may be provided or displayed in 

conjunction with this embodiment. For example, a housing of the client computing 

device could include a physical button (not shown) and/or a control could be displayed by 

the touch interface (not shown) to allow the user to initiate the integrated command (e.g., 

activate the integrated command by pushing a button or clicking on an icon). For 

purposes of an illustrative embodiment, the user interface 400 can be divided into a 

number of subarcas 434, 436 and 438 in which input from a touch may correspond to 

different commands. For example, subarea 434 may be configured such that any touch 

lasting over five seconds may correspond to a command to access a previously accessed 

network resource without deleting any browser access information. Subarea 436 may be 

configured such that any touch/input lasting over ten seconds may correspond to an 

integrated command to remove information associated with a current network resource 

and to access a previously accessed network resource, in a further embodiment, 

subarea 438 can also configured to accept user gestures or patterns (as illustrated at 440) 

that can be interpreted by the input interface component 106 as indicative of one or more 

commands, such as the integrated command. 

[0062] In an illustrative embodiment, a network based service provider 118, 

such as search provider or rating service, may monitor the number of times a particular 

network resource has been the subject of an integrated command. Based on the number 

of integrated commands (cumulatively over a number of users) or a severity associated 



with a particular integrated command (assuming some type of metadata or feedback 

mechanism is provided;, the network resources can implement various mitigation or 

notification techniques. Jn one embodiment, the network based service provider 118 can 

define one or more thresholds based on a number of integrated commands for 

determining whether to initiate additional actions or mitigation techniques. In one 

example, the network based service provider 118 can establish a maximum threshold that, 

when exceeded, causes the network based service provider 118 to contact a respective 

content provider 110, In another example, the network based service provider can modify 

the appearance of URLs or oilier network identifiers that allow the network based service 

provider 1 18 to identify network resources that are more commonly subject to an 

integrated command. For example, if a total of twenty-thousand users have viewed a 

particular network resource and ten-thousand of those users used the integrated command 

after accessing it. the network service provider may change the color of the URL to a 

more prominent color (e.g. red, orange, neon, etc.). In still another example, if a 

particular network based service provider 118 has financial dealings with various content 

providers 110, the network based service provider 118 can initiate the modification of 

financial compensation paid to one or more content providers 110 based on the number 

integrated commands or severity associated with one or more integrated commands. 

[0063] Turning now to FIG. 6, an integrated command processing routine 500 

implemented by a network based sendee provider 118 for processing notifications of the 

selection of an integrated command to remove information associated with a current 

network resource and access a previously accessed network resource will be described. 

Routine 500 describes an embodiment in which a network based service provider 118 

implements various thresholds as 1o a number of allowable notifications that can result in 

the modification of how network identifiers are subsequently presented to users. 

[0064] At block 502, the network based service provider 118 obtains a 

notification of the initiation of an integrated command to remove information associated 

with a current network resource and to access a previously accessed network resource, 

The notification may be transmitted by a browser 104 or network accessible computing 

provider 120, as previously described. Illustratively, the notification can include an 

identification of the network resource identifier (e.g., URL) that was subject the 

integrated command. Additionally, the notification can include additional information 
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about the browser application 104 or user, including additional comments or explanations 

provided by the user. 

[0065] At decision block 504, a test is conducted to determine whether 

notification for a particular network resource has exceeded one or more thresholds. In 

one embodiment, the one or more thresholds can correspond to a total number of received 

integrated commands over a defined period of time. In another embodiment, the one or 

more thresholds can correspond to a maximum severity rating that cannot be exceeded. If 

one or more thresholds have riot, been exceeded, the routine 500 returns to block 502 to 

await any potential notifications from a browser. 
[0066] Alternatively, if the one or more thresholds have been exceeded, at 

block 506, the network based service provider 118 processes one or more network 
resource identifiers based on the exceeded threshold, fn one embodiment, the network 

based service provider i 18 can modify the appearance of URLs or other network 

identifiers associated with specific network resources, such as via instructions provided to 

content providers 110 or browsers 104. An illustrative screen display for the 

modification of the appearance of network resource identifiers is described with regard to 

FIG. 7. In other embodiments, the modification of the resource identifiers can correspond 

to the alternation of the appearance of the resource identifier when displayed as part of 

the retrieved network resource, such as font color, size and the like. !n further 

embodiments, the network based service provider can cause a modification of various 

algorithms or criteria that may affect the selection of specific network resources or cause 

or instruct various content providers 110 to do so. For example, the network based 

service provider 118 may cause the selection of the network identifier to present a 

warning message (e.g., "A large number of users have removed access information about 

this network resource from their browsing history, Are you sure you want to select this 

link?"). In still another embodiment, the network based service provider 118 can cause or 

instruct various content providers 1.10 to remove one or more identifiers corresponding to 

specific network resources. The routine 500 returns to block 502 to await any potential 

notifications from browsers. 
[0067] FIG. 7 illustrates a user interface 600 generated by a browser 104 for 

presenting identifiers indicative of network resources that have been subject to the 

selection of an integrated command to remove information associated with a current 

network resource and access a previously accessed network resource. Specifically, the 



user interface 600 corresponds to search results provided by network based service 

provider 118, such as a search provider, that has received a search query from a client 

computing device .102. As illustrated in FIG. 7, the user interface 600 includes a first 

portion 602 that corresponds to the search query submitted to the search provider. 

Additionally, the user interface 600 includes a listing of three network resources 604, 606 

and 608 determined by the search provider to have some relevance to the search query. 

Additionally, search listing 608 is also associated with a graphical icon 610 that provides 

a user with additional information, such as a caution, that the network resource 

corresponding to the network resource identifiers lias been associated with a threshold 

number of integrated commands. In some embodiments this threshold could also reflect a 

percentage of occurrences that users have accessed the network resource without using 

the integrated command with respect to the number of occurrences that users have used 

the integrated command. Graphical icon 610 could also inform the user that he or she had 

previously used the integrated command with respect to that specific network resource, 

although this requires retaining some history information with respect to that user's 

access of that network resource. In an additional or alternative embodiment the caution 

may be presented to the user within the browser itself as opposed to being overlaid in the 

displayed content. For example, the caution may be displayed with a graphical icon 612 

within the browser framework such as the notification tray. When a user hovers over or 

selects the graphical icon 612 a text box 614 can be surfaced to display a warning such as 

"Caution! Many users have choscn to remove this site from their browser history after 

viewing it" or "Caution! You previously removed this site from your browser history 

after viewing it." 

[0068] According 1o another embodiment a search provider can implement 

functionality to completely remove the network resource identifier from the search results 

when a user uses the integrated command. For example, if a user is provider with search 

results shown in FIG. 7 and selects the network identifier 604 ("www, fancvcars.com 

the browser 104 then accesses and displays the network resource located at 

www.fancvcars.com. According to such an embodiment, if the user then selects the 

integrated command, browser 104 notifies the search provider of this action. The search 

provider then interprets this action as an indication by the user that they are not interested 

in the information associated with this network resource subject to the integrated 

command. When the browser 104 accesses the previously displayed search results (as 

http://www.fancvcars.com


part of the integrated command) the search provider removes the network resource 

subject to the integrated command and displays the remaining search results. 

Accordingly, the search results would appear as shown in FIG.7 except that the 

www.fanevcars.com URL is not displayed. Thus, the search provider uses the 

notification of the integrated command to further remove the network resource identifier 

completely from view of the user in any search results or, in some embodiments, for 

search results for the particular keyword used. 

[0069] Various embodiments of the disclosure can be described by at least the 

following clauses: 
Clause 1. A computing device configured to manage information associated 

with Web pages comprising: 

one or more processors; and 

one or more computer-readable media storing computer-executable instructions 

that, when executed, cause one or more processors to perform acts comprising: 

receiving a command to display a previously accessed Web page on the 

computing device and to remove access information associated with a currently 

accessed Web page from the computing device; and 

responsive to receiving the command: 

causing the removal of the access information associated with the 

currently accessed Web page from the computing device such that the 

computing device removes a record that the currently accessed Web page 

was accessed; 

causing the display of the previously accessed Web page; and 

transmitting a notification to at least one other entity reporting an 

indication of the receipt of the command and an identification of the 

currently accessed Web page. 

Clause 2. The computing device as recited in Clause 1, wherein transmitting 

the notification to at least one other entity includes transmitting a notification to at least 

one of: 
an entity associated with the currently accessed network resource; 

an entity associated with a network accessible computing service; 
an entity associated with a reporting service; and 

an entity associated with a search service. 
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Clause 3. The computing device as recited in Clause 1, wherein the one or 
more computer-readable media storing executable instructions that, when executed cause 

the one or more processors to receive a navigation command to cause display of a 
previously accessed Web page without removal of access information associated with die 

currently accessed Web page. 
Clause 4. The computing device as recited in Clause 1, wherein the removal 

of the access information includes the removal of: one or more network resource 

identifiers associated with the currently accessed Web page from a software application 

history, user identification associated with die currently accessed Web page and content 

previously requested in accessing the currently accessed Web page. 

ClauseS. A computer-implemented method for managing information 

associated with network resources comprising: 

under control of one or more processors configured with specific executable 

instructions, 

determining whether a single input corresponds to a command to (i) 

remo ve access information associated with the access of a first network resource 

and (ii) display a second network resource: and 

responsive to determining that the single input corresponds to the 

command to remove the access information and display the second network 
resource: 

causing the display of the second network resource; and 

causing removal of access information indicating that the first 

network resource was accessed. 

Clause 6. The computer-implemented method of Clause 5, wherein the first 

network resource is a currently accessed network resource and the second network 

resource is a network resource that is identified, in a network resource access history, as 

being displayed immediately before the currently accessed network resource. 

Clause 7, The computer-implemented method of Clause 5, further 

comprising: 

determining whether at least one additional input corresponds to a command to 

navigate to the network resource that is identified, in a network resource access history, 

as being displayed immediately before the currently accessed network resource without 

deleting information associated with the currently accessed network resource, 
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Clause 8. The computer-implemcnied method of Clause 5, wherein the first 

network resource is a currently accessed network resource and the second network 

resource is a network resource that is identified, in a network resource access history, as 

being displayed immediately after the currently accessed network resource. 

Clause 9. The computer-implemented method of Clause 8, further 

comprising: 

determining whether at. least one additional input corresponds to a command to 

navigate to the network, resource that is identified, in a network resource access history, 

as being displayed immediately after the currently accessed network resource without 

deleting information associated with the currently accessed network resource. 

Clause 10. The computer-implemented method of Clause % wherein the single 

input corresponds to a single, integrated action to perform both the causing the display of 

the second network resource and causing removal of access information indicating that 

the first network resource was accessed, 

Clause 11. The computer-implemented method of Clause 5, wherein causing 

removal of access information indicating that the first network resource was accessed 

includes causing removal from a software application history of at least one of: 

a network resource identifier of the first network resource; 

account identifiers associated with the first network resource; 

user identifiers associated with the first network resource; and 

content associated with the first network resource identifier. 

Clause 12. The computer-implemented method of Clause 11, wherein die 

content associated with the first network resource identifier includes at least one of form 

mformation, password information, images and text. 

Clause 13. The computer-implemented method of Clause 5, further 

comprising, responsive to determining that the single input corresponds to the command 

to remove the access information and display the second network resource: 

transmitting a notification to at least one network based service provider. 

Clause 14. The computer-implemented method of Clause 13, wherein 

transmitting the notification to the at. least one network resource based service provider 

includes transmitting a notification to at least one of: 

a content provider associated with the first network resource; 

a network accessible computing provider; 
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a network resource associated with a reporting service; and 

a network resource associated with a search service. 

Clause 15. The computer-implemented method of Clause 5, wherein causing 

removal of access information indicating that the first network resource was accessed 

includes: 

obtaining configuration information, the configuration information identifying 

information that will be removed in response to the single input; and 

causing removal of the access information in accordance with the configuration 

information. 

Clause 16. The computer-implemented method of Clause 5, wherein the single 

input corresponds to at least one of a selection of a control button, a selection of a touch 

interface, a selection of a hardware control and a voice command. 

Clause 17. The computer-implemented method of Clause 5, wherein determining 

whether the single input, corresponds to the command to remove access information and 

display a second network resource includes determining an amount of time a touch 

interface has been accessed. 

Clause 18. The computer-implemented method of Clause 5, wherein determining 

whether the single input corresponds to the command to remove access information and 

display a second network resource includes determining whether a pattern associated with 

a touch interface substantially matches a previously determined pattern. 

Clause 19. A computer-readable storage media storing computer-readable 

instructions, that when executed instruct a processor to perform a method comprising: 

rendering, for display on a computing device, a first selectable component for 

displaying a first network resource and modifying information associated with a second 

network resource; and 

responsive to an input corresponding to a selection of the first selectable 

component: 

causing the processing of the display of the first network resource; and 

causing information associated with the second network resource to be 

modified. 

Clause 20. The computer-readable instructions of Clause 19, wherein the first 

selectable component is operative solely to initiate a command to display the first 

network resource and modify information associated with the second network resource. 
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Clause 21. The computer-readable instructions of Clause 19, wherein the first 

selectable component is operative to initiate a command to display the first network 

resource, modify information associated with the second network resource and at least 
one additional command. 

Clause 22. The computer-readable instructions of Clause 19, wherein causing 

information associated with the second network resource to be modified includes 

modification of Che information to remove information indicating that the computing 

device accessed the second network resource. 

Clause 23. The computer-readable instructions of Clause 19, wherein causing 

information associated with the second network resource to be modified includes at least 
one of: 

deleting the information; 

encrypting the information; and 

obfuscating the information. 

Clause 24. The computer-readable instructions of Clause 19, wherein the first 

network resource is a previously accessed network resource arid the second network 
resource is a currently accessed network resource. 

Clause 25. The computer-readable instructions of Clause 19, wherein the first 

network resource is a predefined network resource and the second network resource is a 

currently accessed network resource. 

Clause 26. The computer-readable instructions of Clause 19, further comprising 

instructions for; 

rendering, for display on the computing device, a second selectable component for 

displaying the first network resource without removing the information associated with 

the second network resource; and 

responsive to an input corresponding to a selection of the second selectable 

component, causing the processing of the display of the first network resource without 

deleting the information associated with the second network resource, 

Clause 27. The computer-readable instructions of Clause 19, wherein causing 

information associated with the second network resource to be modified includes causing 

removal of access information from the computing device and a content provider that 

provided the second network resource to the computing device. 



Clause 28. The computer-rcadable instructions of Clause 27, wherein causing 

removal of access information from the content provider includes: 

providing a notification to the content provider responsive to the input 

corresponding to the selection of the first selectable component. 

Clause 29. A computer-implemented method for managing information 
associated with network resources comprising: 

receiving, at a network based service provider, a notification from a computing 

device that a single input corresponding to a command to (i) remove access information 

associated with the access of a first network resource and (ii) display a second network 

resource has been selected, the notification including an identification of the first network 

resource; and 

responsive to receiving the indication, storing a record of the indication along 

with an identification of the first network resource. 

Clause 30. The computer-implemented method of Clause 29, further 

comprising: 

determining whether a quantity of indications received by the network based 

service provider has at least reached a threshold; and 

responsive to the quantity of indications reaching at least a threshold, initiating an 

action by the network based service provider. 

Clause 3.1. The computer-implemented method of Clause 30, wherein initiating an 

action by the network based service provider includes at least one of: 

notifying a content provider of the first network resource that the quantity of 

indications received by the network based service provider has at least reached the 

threshold; and 

causing the display of an indication on the computing device thai the quantity of 

indications received by the network based service provider has reached the threshold. 

Clause 32. The computer-implemented method of Clause 29, further 

comprising: 

causing the removal of access information associated with the access of the first 

network resource from the network based resource provider. 

Clause 33. The computer-implemented method of Clause 29, wherein network 

resource based service provider is at least one of: 

a content provider associated with the first network resource; 

a network accessible computing provider; 
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a network resource associated with a reporting service; and 

a network resource associated with a search service. 

Clause 34. The computer-implemented method of Clause 29, wherein the network 

resource based service provider is a network accessible computing provider that executes 

at least a portion of a browser application in combination with a second browser 

application on the computing device to display the first and second network resources. 

[0070] While illustrative embodiments have been disclosed and discussed, one 

skilled in the relevant art will appreciate that additional or alternative embodiments may 

be implemented within the spirit and scope §f the present disclosure. Additionally, 

although many embodiments have been indicated as illustrative, one skilled in the 

relevant art will appreciate that the illustrative embodiments do not need to be combined 

or implemented together. As such, some illustrative embodiments do not need to be 

utilized or implemented in accordance with the scope of variations to the present 

disclosure. 

[0071] Conditional language, such as, among others, "can," "could," "might," 

or "may," unless specifically stated otherwise, or otherwise understood within the context 

as used, is generally intended to convey that certain embodiments include, while other 

embodiments do not include, certain features, elements or steps. Thus, such conditional 

language is not generally intended to imply that features, elements or steps are in any way 

required for one or more embodiments or that one or more embodiments necessarily 

include logic for deciding, with or without user input or prompting, whether these 

features, elements or steps are included or are to be performed in any particular 

embodiment. Moreover, unless specifically stated otherwise, or otherwise understood 

within the context as used, is generally intended to convey utilization of the conjunction 

"or" in enumerating a list of elements does not limit the selection of only a single element 

and can include the combination of two or more elements. 

[0072] Any process descriptions, elements or blocks in the flow diagrams 

described herein and/or depicted in the attached figures should be understood as 

potentially representing modules, segments, or portions of code which include one or 

more executable instructions for implementing specific logical functions or steps in the 

process. Alternate implementations are included within the scope of the embodiments 

described herein in which elements or functions may be deleted, executed out of order 

from that shown or discussed, including substantially concurrently or in reverse order, 
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depending on the functionality involved, as would be understood by those skilled in the 

art. It will further be appreciated that the data and/or components described above may 

be stored on a computer-readable medium and loaded into memory of the client 

computing device using a drive mechanism associated with a computer-readable medium 

storing the computer executable Components, such as a CD-ROM, DVD-ROM, or 

network interface. Further, the component and/or data can be included in a single device 

or distributed in any manner. Accordingly, general purpose computing devices may be 

configured to implement the processes, algorithms and methodology of the present, 

disclosure with the processing and/or execution of the various data and/or components 

described above. Alternatively, some or all of the methods described herein may 

alternatively be embodied in specialized computer hardware. In addition, the components 

referred to herein may be implemented in hardware, software, firmware or a combination 

thereof 

[0073] It should be emphasized that many variations and modifications may­

be made to the above-described embodiments, the elements of which are to be understood 

as being among other acceptable examples. All such modifications and variations are 

intended to be included herein within the scope of this disclosure and protected by the 

following claims. 
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WHAT IS CLAIMED IS: 

1. A computing device configured to manage information associated with 

Web pages comprising: 

one or more processors; and 

one or more computer-readable media storing computer-executable instructions 

that, when executed, cause the one or more processors to perform acts comprising: 

receiving a command to display a previously accessed Web page on the 

computing device and to remove access information associated with a currently 

accessed Web page from the computing device; and 

responsive to receiving the command: 

causing the removal of the access information associated with the 

currently accessed Web page from the computing device such that the 

computing device removes a record that the currently accessed Web page 

was accessed, wherein only a portion of access information indicating that 

a separate web page was accessed is preserved; 

causing the display of the previously accessed Web page; and 

transmitting a notification to at least one other entity reporting an 

indication of the receipt of the command and an identification of the 

currently accessed Web page. 

2. The computing device as recited in Claim 1, wherein transmitting the 

notification to at least one other entity includes transmitting a notification to at least one 

an entity associated with the currently accessed network resource; 

an entity associated with a network accessible computing service; 

an entity associated with a reporting service; and 

an entity associated with a search service. 

3. The computing device as recited in Claim 1, wherein the one or more 

computer-readable media storing executable instructions that, when executed cause the 

one or more processors to receive a navigation command to cause display of a previously 

accessed Web page without removal of access information associated with the currently 

accessed Web page. 

4. The computing device as recited in Claim 1, wherein the removal of the 

access information includes the removal of: one or more network resource identifiers 

37 



associated with the currently accessed Web page from a software application history, user 

identification associated with the currently accessed Web page and content previously 

requested in accessing the currently accessed Web page. 

5. A computer-implemented method for managing information associated 

with network resources comprising: 

under control of one or more processors configured with specific executable 

instructions, 

determining whether a single input corresponds to a command to (i) 

remove access information associated with the access of a first network resource 

and (ii) display a second network resource; and 

responsive to determining that the single input corresponds to the 

command to remove the access information and display the second network 

resource: 

causing the display of the second network resource; and 

causing removal of access information indicating that the first 

network resource was accessed, wherein only a portion of access 

information indicating that a separate web page was accessed is preserved. 

6. The computer-implemented method of Claim 5, wherein the first network 

resource is a currently accessed network resource and the second network resource is a 

network resource that is identified, in a network resource access history, as being 

displayed immediately before the currently accessed network resource. 

7. The computer-implemented method of Claim 6, further comprising: 

determining whether at least one additional input corresponds to a command to 

navigate to the network resource that is identified, in a network resource access history, as 

being displayed immediately before the currently accessed network resource without 

deleting information associated with the currently accessed network resource. 

8. The computer-implemented method of Claim 5, wherein the first network 

resource is a currently accessed network resource and the second network resource is a 

network resource that is identified, in a network resource access history, as being 

displayed immediately after the currently accessed network resource. 

9. The computer-implemented method of Claim 8, further comprising: 

determining whether at least one additional input corresponds to a command to 

navigate to the network resource that is identified, in a network resource access history, as 
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being displayed immediately after the currently accessed network resource without 

deleting information associated with the currently accessed network resource. 
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10. The computer-implemented method of Claim 5, wherein the single input 

corresponds to a single, integrated action to perform both the causing the display of the 

second network resource and causing removal of access information indicating that the 

first network resource was accessed. 

11. The computer-implemented method of Claim 5, wherein causing removal 

of access information indicating that the first network resource was accessed includes 

causing removal from a software application history of at least one of: 

a network resource identifier of the first network resource; 

account identifiers associated with the first network resource; 

user identifiers associated with the first network resource; and 

content associated with the first network resource identifier. 

12. The computer-implemented method of Claim 5, further comprising, 

responsive to determining that the single input corresponds to the command to remove the 

access information and display the second network resource: 

transmitting a notification to at least one network based service provider. 

13. The computer-implemented method of Claim 5, wherein causing removal 

of access information indicating that the first network resource was accessed includes: 

obtaining configuration information, the configuration information identifying 

information that will be removed in response to the single input; and 

causing removal of the access information in accordance with the configuration 

information. 

14. The computer-implemented method of Claim 5, wherein the single input 

corresponds to at least one of a selection of a control button, a selection of a touch 

interface, a selection of a hardware control and a voice command. 

15. The computer-implemented method of Claim 5, wherein determining 

whether the single input corresponds to the command to remove access information and 

display a second network resource includes determining an amount of time a touch 

interface has been accessed. 

16. The computer-implemented method of Claim 5, wherein determining 

whether the single input corresponds to the command to remove access information and 

display a second network resource includes determining whether a pattern associated with 

a touch interface substantially matches a previously determined pattern. 
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