MANAGING INFORMATION ASSOCIATED
WITH NETWORK RESOURCES

BACKGROUND

[0001] Generally described, computing devices and communication networks
can be utilized to exchange information. In onc use, a computing device can request
information from content providers via a communication network. Content providers can
be, for cxample, Web sites such as blog sites, o-commerce sites, search engines, social
network sites and the ke, For example, a user ol a personal computing dovice can utilize
a browser to request content (e.g., @ Web page) {rom a server compuling device via the
Internet. I such embodiments, the user computing device can be referved 1o as a client
computing device and the server computing device can be relerred to as the conient
provider,

{0G02] To facilitate accessing a history of accessed network resources,
browsers provide navigation controls that allow users to provide an indication that the
wish to return to a previously accessed network resource. For example, browsers provide
a graphical icon or control that cotresponds to 4 user request Lo access the most recent
previously accessed network resource, often referred to as a “back button™ or “back-
arrow.” Upon receipt of such a request, a browser can utilize an aceess history of the
network resource identifiers (¢.g., URLs) that have been accessed over a defined period
of time to identify the most recent resource identifier listed in the history and attempt to
display and/or access the network resource corresponding to the identifier again,

Multiple selections of such a back button navigation conirel cause the browser to display
the network resources in the reverse order of a particular user's access history. A
“forward button” navigation control further facilitates selection of content from network
resources int the forward order of the user’s access history.

[3003] Because users can access the same network resources multiple times,
browsers oflen attempt to improve performance and/or convenicuce by maintaining
information about the network resources (2.g., Web pages) that have been aceessed. As
previously discussed, the information matmtained by the browser applications can include
an access history of the network resource identifiers {c.z., URLs) that have been accessed
over a defined period of ime. The information maintained by the browser application
can also iiclude user or account identifiers that are exchanged between the browser

application and the content provider that allow for the wdentification of users and



customization of content by the content provider. This information may be retained or
referenced 1o what is known as “Web cookies,” among other possibilities. Additionally,
the fnformation maintained by the browser application can include information provide
by a user while accessing a network resource, such as user identifiers/login dala,
password data, form or text eniry data and the like. Stll further, the information
maintained by the browser can include locally stored (e.g., cached) copies of embedded
text, images and other content utilized in the rendering of the network resource, such as in
a file or memory.

BRIEF DESCRIPTION OF THE DRAWINGS

{0004] The forcgoing aspects and many of the attendant advantages will
become more readily appreciated by reference to the following detailed description, when
taken in conjunction with the accompanying drawings, wherein:

[0005] FIGS. 1{(a) — 1{c) depict example uscr interfaces gencrated by 4
browser for presenting one or more controls corresponding to an ategrated comimand to
remove information associated with a current network resource and access a previously
accessed network resource;

[0006] FIG. 2(a) is a block diagram illustrative of a content delivery
environment including a number of client computing devices and a conlent provider;

10007] FIGS. 2(b) and 2(c) are block diagrams of the content delivery
environment of FIG. 2¢a) illustrating the accessing of network resources and the
processing of an integrated command to remove information associated with a current
network resource and access a previously accessed network resource;

10008] FIG. 3(a) is a block diagram tllustrative of a content delivery
environment including a number of client computing devices, a conten! provider and a
network accessible computbing provider;

[0009] FIGS. 3(b)-3(d) arc block diagrams of the content delivery
cnvironment of FIG, 2{a) illustrating the accessing of network resources and the
processing of an integrated command to remove information associated with a current

s

network resocurce and access a previously accessed network resource;
[0019] FIG. 4 is a flow diagram of an input processing routine implemented
by a browser for processing integrated commands to remeove tnformation associated with
P i s &

a current network resource and access a previously accessed network resource;

ba



{0011] FIGS. 5(a)-5(f) are diagrams illustrative of various uscr interfaces
generated by a browser for presenting one or more controls corresponding to an
integrated command to remove information associated with a current network resource
and access a previously accessed network resource;

[0012]  FIG. 61is a flow diagram illustrative of an integrated command
processing routine implemented by a network resource for processing notifications of the
selection of an integrated command to remove information associated with a current
network rescurce and access a previously accessed network resource: and

{0013] FIG. 7 is a diagram illustrative of a user interface generated by a
browscr for presenting identificrs indicative of network resources that have been subject
to the sclection of an integrated command to remove information associated with a
current network resource and access a previously accessed network resource.

DETATLED DESCRIPTION

10014] Generally described, aspects of the present disclosure relate to the
management of content and information corresponding to the access of content.
Specifically, aspects of the present disclosure relate to the selective management of
information collected by a software application such as a browser, The browser obtains
content by accessing a network resource, such as a Web page, from a content provider
and collects information associated with the display and interaction of the network
resource by a user. In one cmbodiment, the browser presents, among other controls or
icons, a graphical icon that is representative of an integrated command to remove access
information collected while accessing the current network resource and to cause the
browser application Lo return to display a previously accessed network resource, Thus,
responsive {0 a selection of the graphical icon, the browser removes at least a portion of
the access information associated with the current network resource and also displays the
previously accessed network resource without any additional interaction from the user.
Accordingly, the user is able to return to the previously displayed Web page and remove
the appropriate access information from the computing device such that the computing
device returns to a state before the Web browser accessed the current network resource,
all 1n a single actlion,

{0015} For purposes of illustration, a user accesses a series of Web pages
utilizing a browser on 4 client cornputing device, e.g., a tablet computer,

a personal
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computer, an e-book reader, cte. As the browser is accessing each Web page under the




control of a uscr, the browsor s configured to collect and maintain ageess information,
such ag by adding the URL of the current Web page to a history, storiug cookies
trapsruiited by the content provider and saving password and form information utilize
while the user accessed the Web page. During the pariicular browsing session, the user
utitizes conventional navigation controls 1o access a previously accessed Web page {e.g.,
a “back button™) and retorn Lo the Web page {¢.g., a “forward button™). At some point,
however, the uscr decides that he or she wishes 1o not enly return to the previously
accessed Web page, bul thal at least some or all information associated with the current
Web page should be removed by the browser application. i this respect, the computing
device roturns 1o a state before the Web browser aceessed the Web page and clectronic
artifacts stored on the computing device are removed, Accordingly, the user selects a
different navigation control that corresponds to an integrated command to access the
previously accessed Web page and to remove all the access information the browser
application had collected when the user accessed the current Web page (Mintegrated
command™). From the user perspective, the browser deletes at least some or ali
information corresponding 1o the current Web page and astomatically accesses the
previcusly accessed Web page by sivoply sclecting the integrated command,

{0016} In another illustrative example, a user accesses a4 Web page that
corresponds to a scarch provider. Based on a search query, the search provider returns a
tisting of URLs that may be relevant to the scarch query. Upon accessing one of the
identified URLs, the user determines that this URL was ctther not appropriate or not
relevant, By selecting a graphical control that corresponds to the wntegrated conumand,
the user can return to the previously accessed Web page that included the search results
and cause the removal of atl least some or all wnformation from the browser that s
associated with the URL that was deternuned o be not appropriate or ot relevaot,
Additiopally, in the same or another embodiment, the browser can be configured to
ransmit a notification to the scarch provider that informs the search provider that the user
utilized the integrated command, As such, the scarch provider can wtilize the information
to, among other possibilitics, modify its relevance ranking sysiems such that the search
listings for subseqguent queries by the users and/or others is modificd. In some
embodiments, the search provider can modify the presentation of the URL 1o the user to
be indicative of the user’s previous atilization of the integrated command with respect to

the network resource at that URL. In some embodiments the search provider can alert
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other users that the integrated action of deleting and displaying the provious Web page
has occurred with one or more other users.

[0017]  According to another example, a user accesses a Web page that
corresponds o an e-commerce provider. The user is browsing a selection of items for
consumption (e.g., sale, rental, etc.) presented through a browser interface. The e-
commerce provider uses the browsing activity of the vsers to later make suggestions to
the user in which the user may be interested, For example, if the user has browsed
nystery books in the past, the e-commerce Web site may provide antomated
recommendations for mystery books in the future. While the user is searching for ttems
in the catalog the user views a product Web page listing details for an item that does not
accurately reflect the user’s interests and for which the user does not want their
automated recommendations to present related products. To avoid this issuc, the user
then selects the graphical control that corresponds to the integrated command causing the
soflware browsing application to return to displaying the previously accessed Web page
(e.g., a prior product page, browse page, search result page) and causcs the removal of all
access information from the browser that is associated with the URL associated with the
product page that lists details for the item that does not accurately reflect the user’s
interests, Additionally, in one embodiment, without any additional action by the user, the
browser transmits a notification to the e-commerce provider informing it that the user
utilized the integrated command. As such, the e-commerce provider can utilize the
information to, among other possibilities, remove the product page from the user’s
browsing history such that its visit does not affect the user’s recommendations. In some
embodiments the e-commerce provider could modify the presentation of the URL to the
user Lo be imdicative of previous utilization of the integrated command or could alert other
users that the integrated action ol deleting and displaying the previous product page has
occurred with one or more other users.

{0018] Although examples are provided in which the browser displays the
most recently accessed network resource in response to a user sclecting the integrated
command, in other embodiments the integrated command may cause the browser to
display any of a number of other network resources, For example, the browser
application may dispiay a predefined network resource, such as a “home page.”
Additionally, in some embodiments the browser application could display a subsequent

viewed page in a user’s access history i response (o the integrated command,



10619 Wiih reference Lo the previous illustrative oxamples, the user can be
presented with a number of graphical icons that are associated with an integrated
command. In one approach, a browser can include a first graphical icon that corresponds
to a traditional “back button” and a second graphical icon that corresponds to the
integrated command. In this approach, the two graphical icons can be distinguished
based on size, color or placement on the display screen. o another approach, a browser
can include a single graphic icon that corresponds to a combination of a conventienal
“back bution” and the integrated command. In one example, 4 graphical icon can include
a portion {or selecting the functionality traditionally associated with a back navigation
control and a sccond portion for sclecting the integrated conumnand. In another example,
the control corresponding to the functionality traditionally associated with a back
navigation control is embodied as a small back button icon that can be at least partially
superimposed over a larger icon corresponding to the integrated command.

10020] In accordance with another illustrative cxample, a user accesses one or
more Web pages utilizing a computing device that has a touch user interface. As the user
is accessing a particular Web page, the uscr decides that he or she wishes to not only
return to a previously accessed Web page, but that information associated with the current
Web page should be removed by the browser. 1n leu of manipulating any type of
graphical icon, the user makes some type of gesture on the touch interface {e.g., a swipe
pattern) or selects a quadrant of the touch interface (c.g., holding a finger down fora
predelermined time). Based on the gesturce, the browser, without any additional
interaction from the user, delctes all access information on the computing device
corresponding to the current Web page and accesses the previously accessed Web page.

[0621] in accordance with a further lustrative example, a user acCesses one
or more Web pages utilizing a computing device that has audio wput (e.g., a
microphone). As the user is accessing a pasticular Web page, the user decides that he or
she wishes to not only return to a proviously accessed Web page, but that at lcast some or
all information associated with the current Web page should be removed by the browser,
{n this example, to intliate the integrated command control, the user utters a
predetermined phrase, such as “Back and Forget.,” Based on processing and matching the
received voice daty, the browser, without any additional interaction from the uscer, deletes
at least some or all information corresponding to the current Web page and accesses the

previously accessed Web page.
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10022] With reference to yet another tustrative example, a user initiates a
request for & Web page utilizing a browser. In this example, the request for the Web page
is transmitted to a network accessible computing provider that initiates a network-basad
virtual machine nstance that requests the Web page on behalf of the clienl computing
device via a browser executing on the virtual machine instance. The browser executing
on the virtual machine istance works in conjunction with the browser on the elient
compuling device in order to process the content associated with the current Web page.
During a particular browsing session, the user utilizes traditional navigation controls to
access one o more Web pages, information of which 1s mainfained as browser access
information at both the client computing device and the virtual machine instance. At
some peoint, the user selects or initiates a control corresponding to the integrated
command {e.2., the selection of a graphical icon) and the browser, without any additional
interaction from the user, deletes all access information corresponding to the current Web
page maintained on the client computing device. Additionally, the browser transmits 2
notification (o the virtual machine instance to cause the same processing of the received
integrated command on the browser executing on the virtual machine instance.

10023] As used herem, the information collected or generated by the browser
or chient compulting device whilc accessing network resources will be collectively
referred to as “browser access information.” However, reference to “browser access
information” does not imply any limitation as to any singular type or specific instance of
information or any combination of information. Additionally, although various examples
in the detailed descripiion describe removal of the browser access information, any
nmedification of the mformation that eltvctively removes any history of the computing
systern accessing the network resource 1s contemplated. For exaruple, modifications such
as defetion, encryption or obluscation ol the browser access information is conlteruplated.
The browser access information could also be medified by moving it to another location
(e.g., in a location not accessible by the browscr). Additionally, reference to “clicnt
computing device” will not necessarily be limited to any particular type of device or to
the itlustrative examples of devices deseribed herein, Still further, reference to “browser”
will not necessarily be limited as to any type of software application and does not prevent
the incorporation of aspects of the present disclosure into other types of software
applications or operating system functionality. For example, although a browser

application is used to describe vartous embodiments the application could be, among



others, an apphication dedicated for the navigation content of a specific remote content
provider such as comumonly used on mobile devices, tablets, c-readers and the like.
Although aspects of the present disclosure will be described with regard to an dlusirative
network envirenments and component inferactions, flow diagrams, graphical icons and
user nterfaces, one skilled in the relevant art will appreciate that the disclosed
embodiments are Hlustrative in nature and should not be construed as Himiling.

{0624} FEGS. H{a) - 1(c) depict example user interfaces generated by a
browser 54 for preseating one or more controls corvesponding 1o an jutegrated command
Lo remove information associated swith a current network resource and access a previously
accessed network resource. With reference to FIG. (a), in one embodiment, a nser
interface 52 generated by the browser 50 displays a set of selectabie controls (c.g..
buttons} that are presented to uscrs as they aceess a netwerk resource. The set of controls

can include a first conirol 34 reflective nfa command 1o access a previously accessed

network resource without deleting any browser access information {e.g., a conventional
“back button”}. The st of conlrols also include a second, separaie conirol 56, labeled
“FORGET,” veflective of an integrated command to remove information associated with a
current network resource and to access a previously accessed network resource. The user
interface 52 can also include an additional control 58, such as a conventional forward
button, for additional navigation control to access a notwork resource in the forward
direction of a user’s access history. Browser access information 60 represents
information stored in a client computing device (not shown) relating to the access of a
particular network resounrce {e.g., user weatification information, account identification
information, cookics, electronic tokens, cached content and the bike). For example, in
FIG, 1{a), a user has searched {or information related 1o “ORANGE CAT” al the network

resource www.cats.com and has been delivered the resulis al

www.cats. comysearch_resulis,htmi. Block 62 represents the electronic antifacts left

behind in the browser access information from the access of this page. These artifacts
may include, for example, cached scarch results as depicted in FIG. 1(a) and a history of
the access of this network resource. A uscr then sclects, with cursor 64, a hyperlink
representing the scarch result for “Tabby Cat”, which has an associated network resource

n.com Gibby himl.

wdentificr of wawaw,

(3251 FiG. 1{b) depicts the resulting Web page delivered by accessing wovay,

. The Web page includes toxt and an image represented as



content 66. 1u this illustrated example, the text indicales that the user is the one umilionth
viewer of the network resource and that he or she has won a prize. Content 66, among
other information about the vser’s access (Le., history information, cookic information,
eic.}, may be stored in the browser access information 60 represented by block 68, In this
exampic, when the Web page is displayed the user may realize that he or she s not
interested in this Web page and may even worry that the Web page includes malicious
content, As such, the user may select the contro] 56 labeled “FORGET” 1o return to the
search results and remove any clectronic artifacts related to the access of al least this Web
page. As deseribed above, control 56 is veflective of an integrated conamand to remove
information associated with a current network resouree and to access the previously
accessed network resouwree.

10026] Accordingly, FIG. 1(c} depicts a user interface as depicted after the
user selects the integrated command. Specifically, the scarch results at the previously

accessed network resource (www cotscumysearch vesulis i) are shown., However, the

browser access information 60 from block 68 (FIG. 1(b)) has been removed, thereby
feaving no clectronic artifacts, such as content 66 (FIG. 1(h)), based on the access of

wyew, spaneonvtabby il Thas, the user’s selection of the integrated command

deletes the browser access information 60 related to the network resource from the
computing device such that it appears as if the uscr never accessed the

wawsw spaiieotriabby luml Web site.

[0027] With reference now to F1G. 2(a), a block diagram illustrative of'a
content delivery environment 100 for sccessing network resources and managing access
mformation associated with the access of the network resources will be described. As
Jlustrated 10 FIG. 2{a), the content delivery environment 100 includes a number of client
compuling devices 102 for requesting network resources (rorn content providers 114, o
an illustrative embodinient, the client computing devices 102 ean corrcspond to a wide
varicty of computing devices including personal computing devices, laptop computing
devices, hand-held computing dovices, terminal computing devices, mobile devices {¢.g.,
mobile phones, tablet computing devices, e-book readers, etc,), wircless devices, various
clectronic devices and appliances and the like. The content delivery environment 100 can
inciude any number of and types of client computing devices 102.

{0028} fn an iHustrative embodinent, the client computing devices 102

wnclude necessary hardware and soflware components for cstablishing communications
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over a communication network 116, sach as a wide arca network or local arca network,
For example, the cliest computing devices 102 may be equipped with networking
equipment and browsers that facilitate cornmunications via the Infernet or an intranct,
[0029] Hustratively, the client computing devices 102 may bave varied local
coimmpuling resources such as central processing unils and architecturcs, memory, mass
storage, graphics processing units, communication network availability and bandwidih,
ete. Generally, however, each client cm“-.‘-.;mi’.in.g device 102 may include one or more
processing units, such as one or more CPUs, The client compuling device 162 may also
inciude systern merory, which may correspond to any combination of volatile and/or
non-volatile storage mechanisms. The system memory may store information that
provides an operating system component, various program modules, program data or
other components. The client computing device 162 performs functions by using the
processing unit{s) Lo execule instructions provided by the system memory. The client
computing device 102 may alse include one or more input devices {keyboard, mouse
device, specialized selection koys, touch screen interface, stylus, ete.) and one or more
output devices {displays, printers, audio ontpel mechanisms, ote.). The client computing
device 102 may also include one or more types of vemovable storage and one or more
types of non-removable storage, Stll further, the client computing deviee 102 can
include communication components for facilitating communication via wired and
wirciess communication networks, such as the wircless communication network 116,
[0030] As tllustrated in F1G. 2(a), the client computing devices 102 can
mclude, among other hardware or software components, a browser 104 for facilitating
access to network resources, such as Web pages provided by the content provider |10,
The browser 104 can correspond to a stand-alone soflware applicalion or be wntegrated in
conjunchion with other software applications, soliware cormponents or operating
environments, Alternatively, the software browser application can be a monolithic
application, i.e., the software browser application can include data access insbructions. In
this example embodiment, the software browser application can run directly on the
hardware of the computing device 102 and an operating system i8 not required.
Mustratively, the browser 104 includes an input interface component 106 for obtaining
information associated with the selection of various user input and determining whether
the fnput corresponcds 10 an integrated command to remove information associated with a

current network resource and display and/or access a previously accessed network



nottflications, 10 an ontity, ot the sclection of an integrated command to delete imformuaticn
associated with a current network resource and display and/or aceess a previously
accessed network resource. The eutity could be, [or exatple, the content provider of the
currentt network resource, an entity that aggregates information associated with the

megrated command o a network accessible cowputing provider that executes at least a

pertian of the brawser, among other possibilities. The biowser 104 alse includes an
information management component 108 [or procossing reguests o implemont an

mtegrated command Lo delete information associated with a corrent vetwork resource and
display and/or access a previously accessed network rosource. Although the inpu
micrface component 6 mud information management component 108 are iHustrated ax
togreally inchuded m the browser 104, the components may be implemented in other
seitware apphications, cambined or implomented as separate. stand-alene software
applications.

[0031] The content delivery environment 100 can also inclade one or more
content providers 110 1o comnunication with the one or more client computing
devices 102 or other service providers via the commmunication network 116, The content
provider 110 ustrated in FIG. 2(a) corresponds to a logical association of one or mose
client computing devices, Specilically, in some embodiments, the content provider {10
can include a Web server 112 corresponding o onc orimore server computing devicss (or
nbtuining and procossing reguests for content (such as Web pages or Web service
iformation) {rom the chient computing devices 102, One skitted i the relevant art wil
appreciate thal the contont provider 10 can be associated with various additional
computing resources, such as additional computing devices (or admiuistration of content
and resources, dorain name service (DINS) nante servers, application servers, proxy

servers and the like, Forexample, although not iHustrated 1w FIG. 2(2), the content

provider 110 can he associated with one or more DNS name scrver compaonents tha
witild be authoriative 1o resolve client computing device 1INS queries corresponding o
& domain of the content provider. Although only 3 single content provider 110 s
lustrated in F1G. 2{a), the content delivery environment 100 can include any numboer of
content providers, including vartous grouping of content providers, For exampie, other

content providers can correspond 1o an entity such as a notwaork-based service provider,



such as scarch scrvice providers {¢.g., scarch engines), contont management service

B
providers, content delivery service providers and the like,

{0032] With continued reference to FI1G. 2(a), the content delivery
environment 100 can include a number of nther entilics such as network based service
providers 118, Network based service providers 118 can be, for example, other conlent
providers {e.g. scarch service providers, c-commerce sites, blogs, etc.), content
management service providers, content delivery service providers, entities that aggregate
mformation associated with the integrated commands used by users and the like.

{0033] With reference now (o FIGE. 2{b) and 2(c}, the interaction between
various components of the content delivery environment 100 of FI(G, 2(a) will be
iltustrated. Specifically, FIG. 2(b) tllustrates the intoraction between varions components
of the content delivery environment 100 for the exchange of content between a client
computing device 102 and a content provider 110 via communication neiwork 116.

FIG. 2{c) illusirates the interaction between varnous components of the content dehivery
environment 100 with regard to the processing of an integrated command to renove
information associated with a currently accessed network resource and to display a
previously accessed network resource, For purposes of the exarple, however, the
illustration has been simplified such that many of the comiponents utilized to facilitate
comununications are not shown. One skilled in the relevant art will appreciate that sach
components can be utilized and that additional interactions would accordingly occur
without departing from the spirit and scope of the present disclosure.

[0034] With reference to FIG. 2(b), illustratively, a client computing
device 102 initiates a request (1) for content by identification of a desired network
resource, such as via ideniification of a specilic URL. In one example, the browser 104
recerves an wput of a specific URL to aceess. fo one example, the URL is inpul using a
keyboard associated with the client computing device 102, In another example, a user
can manipulate a graphical nser interface 1o select an object, such as a selection of an
embedded hyperlink or sclection of an entry in a “Favorites” listing. The manipuiation of
the graphical user interface results in the browser 104 receiving or recalling the
wformation {e.g., the URL or network address) used to access the desired network
resource. As illostrated in FIG. 2(b), the conient request is received by an appropriate

content provider {0 and processed o provide (2} the requested network resource.



[0035] Upon accessing the network resource (e.g., « Web page, document,
video object, audic object, ete.) and receiving any associated content from the content
provider 110, the client computing device 102, via browser 104, begins collecting (3)
vartous information related to the access of the specilic network resource. As previousty
described, such information can be generally referred 1o as browser access information
{or access information). IHlnstratively, the browser access information can include the
URL, or other network resource identificr, that can then be added 10 a history of URLs
maintained by the browser 104, The browser access information can also include user
identification information or account identification information provided by the coutent
provider 110 or generated on bebalf of a user/user account associated with the client
computing device 102. Examples of the user or account identification information can
include display preferences, content filtering preferences, cookies, electronic tokens and
the like. The browser access information can further include information associated with
the preseniation of content on the client computing device 102 or with the interaction
with the network resource, including, but not limited Lo, form data, password data,
downloaded images and text, advertisernents. video content and the like,

{0036] With reference to FIG. 2{c), at some point after accessing the network
resource and collecting the browser access information, the browser 104 obtains (4) an
input from a user that is interpreted as a sclcction of the integrated command to remove
information associatcd with a current network resource and display and/or access a
previgusly accossed network resource, which, as previously described, will be referred to
as the integrated command. Responsive o the selection of the integrated command, the
browser 104 reraoves (5), or causes to be removed, at Ieast a subset of the browser access
information collected by the browser and associated with the currently accessed network
resource, [usiratively, the selection of the information (or type of information) thal will
be removed can be made in accordance with configuration information provided by a user

system administrator, The browser 104 can cause the deletion of browser acees
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information collected during the most recent access to the current nctwork resource.
Additionally, the browser 104 can cause the deletion of browser access information
coliected during ali previous accesses to the current network resource utilizing a single
action by the use

{0037] in addition o the delction of selcctled browser access information, the

browser 104 can request (6) a previously accessed network resource, such as the network



resource that immediately preceded the current network resouree, or some other specified
network resource, such as one associaled with a browser “home” page. The browser 104
ray be able to display and/or access the previously accessed network resource, at least in
part, with the utilization of cached information and proxy server components. Thus, in
some embodiments the access of the previously accessed network resource causes the
browser to retrieve the network rosource from the content provider again before
displaying it. However, in some embodiments the browser retricves the previously
accessed network resounrce from its internal cache and/or intermediate client computing
devices rather than accessing the network resource by retrieving it over the network
(again) (rom the content provider. For example, supposc that access information for the

urrent network resource and access information for the previously accessed network
resource are stored on the client computing device 102. In this specific cxample, if the
integraied command is selected, the browser access information assoctated with the
current network resource 18 deleted and the access information for the previously
accessed network resource is used to return the browser 104 to the previously accessed
network resource.

[0038] As forther illustrated in FIG. 2(c), the browser 104 can transmit (7) one
or morc notifications indicative of the receipt and determination of an integrated
comumand to onc or more specific entities, such as content providers or other network
based-service providers. In one cxample, the notification may be transmitted to the
content provider 110 associated with the current network resource or one or more other
network based service providers 118, such as a search provider or reporting service, The
search provider may be a search engine that uses the information to, among other things,
assist in deternuning relevant search resulls {or pacticular keywords. The reporting
service may collect information about the notifications and provide this inlformation to
other entitics. In some embodiments other entitics may subscribe to the reporting service
to periadically (or in real time) determine which of their own network resousces or the
resources of others have been subject to use of the integrated command by various users.
The netifications can be sent cither in real time (e.g., substantially ciose to the time when
the integrated command was selected) or could be sent at some time substantially after
the time the integrated conunand was selected at the client computing device. In

embodiments in which the notifications are sent at some time substantially after the time



the integrated convmand was selected the notifications may be seut as a baich {c.g., once
or a few times per day, among other possibilities).

{0639] With reference now to FIG. 3(a), a block diagram illustrative of
another embodiment of a content delivery environment 100 for accessing network
resources [rom content providers 1[0 and managing information associated with the
access of the network resources will be described. As iHustrated in FIG. 3(a), the content
delivery environment 100 includes a number of client computing devices 162 for
requesting content from content providers 114, In an illustrative embodiment, the client
computing devices 102, content providers 110 and network-based service providers 118
can operate in a manner substantially similar to the functionality discussed with regard to
FIG. 2(a).

[0040] With continued reference to FIG. 3(a), the content delivery
cnvironment 100 can also include a network accessible computing provider 120 in
communication with the one or more client computing devices 102, the content
provider 110 and the network based service provider 118 via the communication
network 116, The network accessible computing provider 120 corresponds to a logical
association of one or more computing devices 122 associated with a network accessible
computing provider 120. Specifically, the network accessible computing provider 120
can juclude a number of Point of Presence (POP) locations that correspond to nodes on
the communication network 116, Each POP includes a network computing conponent
(NCC) for hosting applications, such as data streaming applications, among others, via a
number of instances of a virtual machine 124, generally referred to as an instance of an
NCC.

[0041] One skilled in the relevant art will appreciate that NCCs utilize
physical computing device resources and soflware to provide multiple instances of a
virtnal machine or to dynamically cause the creation of instances of a virtual machine.
As applied to the present disclosure, the virtual machine instances execute a browser 126
that is in communication with the browser 104 on the client computing device 102, In
this embodiment, the browser executed on the virtual machine instance works in
conjunction with the browser 104 on the client computing device 102 to process content
retrieved [rom content provider 110, The NCCs may further include additional sofiware
or hardware components that factlitate communications inchuding, bot not lirnited to, load

balancing or load sharing software or hardware components for selecting instances of a




virtual machine supporting a requesied application or providing wformation to a NS
namescrver 1o facilitate request vouting, Although embodiments of the NCC are
deseribed as using virtual machines to host browsers 126 in communication with the
browser 104 on the clienl computing device, in some embodiments the browsers may be
hosted on physical (non-virtual) machines such as computing device 122,

[00642] With reference now o FIGS, 3(b)-3(d), the mteraction between
various comiponents of the cortent delivery environment 100 of F1G. 3(ay will be
iltustrated. Specifically, FIG. 3(b) dlustrates the intevaction between various components
of the content delivery environment 100 {or the exchange of content between a chient
computing device 102, the network accessible computing provider 120 and a content
provider [10 via communication network 116. FIGS. 3(c) and 3(d) tllustrate the
interaction between various components of the content delivery environment (00 with
regard to the processing of an integrated command to remove information associated with
a currently accessed network resource and to access a previously accessed network
resource. For purposes of the example, however, the illustration has boen simplified such
that many of the components utilized to facilitate comrunications are not shown. One
skilfed in the relevant art will appreciate that such components can be utilized and that
additional interactions would accordingly occur without departing from the spirit and
scope of the present disclosure.

[0043] With reference to FIG. 3(b), illustratively, a clicnt computing
device 102 initiates a request for a network resource by identification of the network
resource, such as via a URL. As proviously described, in one example, the browser 104
receives an put of a specific URL to access, such via a koyboard associated with the
chient computing device 102, In avotber example, a user can manipulale a graphical user
inter(aee o select a URL (rom a previously accessed Web page such thal the browser 104
is provided the information required to access the network resource. la FIG. 3(b), the
request for the network resource is handled partly through the browser 104 of clicnt
computing device 102 and partly by the browser 126 residing within network accessible
computing provider 120, where both operate together, in concert, 1o retrieve and display
the network resource on client computing device 102,

[0044] As illustrated 1a FIG. 3(b), the network resource request 1s
transroitied (1) by client computing device 102 and received by the network accessible

computing provider 120, which processes (2) the netwaork resource request. In one
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embodiment, the network accessible computing provider 120 can instantiate a virtual
machine instance 124 to exceute a browser 126 that will work in parallel with the
browser 104 to render the content associated with the network resource for display. In
ancther embodiment, network accessible computing provider 120 may alrcady have an
instantated virtual machine instance 124 for processing the network resource request.
Thereatter, a network resource request is transmitted (3) to arn appropriate content
provider 110 and processed by the content provider to provide the requested network
resource 1o the network accessible computing provider 120 and the chient computing
device 102, Mustrative embodiments for accessing content based on browsers executing
on client computing devices 102 and network accossible computing provider 120

componcnts arc described in co-pending and commonly owned U.S. Patent Application

No. 13/174,615, entitled “Remote Browsing Session Management,” filed on June 39,
2011, and incorporated by refercnce in its entirety herein.

[0045] With reference to FIG. 3(c¢), the network resource is transmitted (4}
from content provider 1196 to the network accessible computing provider 120, Network
accessible computing provider 120 processes (5) the network resource by performing
Various operations described in the previously incorporated U.S. Patent Application
No. 13/174,615. In some coobodiments the browser 126 cxocuting on computing device
122 of the network accessible computing provider 120 collects and stores some browser
access imformation (not shown). The network resource, portions thereof, or an image
representing the network resource is then transmitied (6) to the client compulting
device 102, Client computing device 102 collects (7) various browser access information
related to the access of the network resource. Hlustratively, the browser access
information colleeted at network accessible computing provider 120 and/or client
compuling device 102 can include the storage of the URL, or other network resource
identifier, to a history of URLs maintained by the browser 104. The browser access
information can also include user identification information or account identification
information provided by content provider 110 or generated on behalf of a user/user

account associated with the client computing device 102 (c.g., preference data, cookics,

zte.). The browser access information can further include information associated with the
presentation of content on the client computing device 102 or with the interaction with
the network resource, including, but not limited o, form data, password data, downleaded

images and text and the like.



{0046] With reforence to FIG. 3(d), at some point after accessing the network
resource and collecting the browser access information, the browser 104 obtains (8) an
input from a user that is interpreted as a selection of the integrated command to remove
information associated with a current network resource and access and/or display a
previously accessed network resource. Responsive {o the selection of the integrated
command, the browser 104 removes (9), or causes to be removed, at least a subset of the
browser access information collected by the browser and associated with the currently
accessed network resource. IHustratively, the selection of the access information (or type
of access information) that will be deleted can be made in accordance with configuration
information provided by a user or system administrator, As previously described, the
browser 104 can cause the removal of browser access information collected during the
most recent access to the current network resource (i.c., only the access information for
the most recently visited network resource). Additionally, the browser 104 can cause the
deletion of browser access information collected during all previous access to the current
network resource (e.g., including historical accesses to the network resource), In cither
situation, in some embodiments, the removal of the browser access information can make
it appear as if the user never accessed the current network resource. In such an
embodiment there are no electronic artifacts from the access of that network resource
remaining on the client computing device 102, including any malicious software or
viruses that were transmitted as part of the content associated with the current network
resource. For example, malicious software could change registry scitings and install
programs. The integrated command can be coupled to a system restore function that
causes the client computing device to revert to a prior saved known healthy state,

00471 In addition {o the deletion of the selected browser access information,
ihe browser 104 accesses and/or displays (10) a previously accessed network resource,
such as the network resource that immediately preceded the currently accessed network
resource. The browser 104 may be able to access the previously accessed network
resource, at least in part, with the utilization of cached infermation and proxy server
components. As further tlustrated in FIG. 3(d), the browser 104 transmits (11} a
notification to the network accessible computing provider 120, which processes the
notification o remove (12) the same sct of selected browser access information
mainiained at the network accessible computing provider 120 (e.g., within browser 126)

and requests (13) the previous network resource, In a further embodiment, receipt of the
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notification at the nctwork accessible computing provider 120 can further result jo the
modification of the sharing of processing tasks between the browser 126 exceuted ou the
nctwork accessible computing provider 120 and the browser 104 on the client computing
device 102, For example, the browser 104 may assume that the user could have used the
integrated command because they encountered an unirustworthy network resource.
Accordingly, the browser 104 may enter into a “safe mode” it which the processing of all
content is completed at the network accessible coruputing provider 120 in order to
prevent any malicious processing aflecting the client computing device 102, In such au
erubodiment, while the processing of the network resource occurs atl the network
accessible computing provider 120, only a display of the content may oceur at the
browser 104 (e.g., through a remote desktop protocol, streaming video or the like).
Additionally, the client computing device 102 or 2 computing device 122 of the network
accessible computing provider 120 can transmit {(14) onc or more notifications indicative
of the receipt of an infegrated command for specific network resources. The notification
may be transmiited to the content provider 110 associated with the current network
resource and/or one or more other network based service providers 118, such as a search
provider or reporting service, The notifications can be sent either i real time (e.g.,
substantially close to the time when the integrated command was selected) or could be
sent at some tinie after the time the integrated command was selected at the client
computing device 102. In some embodiments, the notifications may be sent as a batch
(c.g., once or a fow times per day, among other possibilitics).

[0048] Tuming now to FIG, 4, a routine 300 for processing integrated
conunands to remove information associated with a current network resource and access
a previously accessed network resource will be described. Hlustratively, routine 300 will
be described as being impleruented by a browser 104 (FIG. 2(a)) ou a clicot computing
device 102 (FIG, 2(2)). However, one skilled in the relevant art will appreciate that
routine 300, or portiens thereof, mway be implemented by one or more additional
components of a content delivery environment 100 (FIG. 2{(a}}.

{0049] At block 302, the browser 104 obtains user input or indications of user
wput, such as via information provided to the input interface component 106. In one
embodiment, the user inpul can correspond o a sclection of 2 graphical icon or control
provided by, or otherwise associated with, the browser 104, Exaraple graphical icons and

controls that are associated with a browser 104 will be described with regard (o
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FIGS, 5(a)-3{c). In another embodiment, the user input can correspond 10 a rwanipulation
of various touch screen interfaces. An cxample user interface related to touch screen
interfaces will be deseribed with regard to FIG, 5(f), In a further embodiment, the user
input can correspond to hardware controls, such as a dedicated hardware bution or
customized hardware control. In yet another embodiment, the input can correspond o
audio commands or video-based commands. One skilled in the relevant art will
appreciate that additional or alternative inputs may alse be tmplemented.

[005¢) At decision block 304, a test is conducted to determine whether the
recetved input corresponds Lo an jntegrated command to remove information associated
with a current network resource and aceess a proviously accessed network resource. I
one coybodiment, if 2 graphical icon is reflective solely of the integrated command (o
remove information associated with a curront network resource and access a previously
accessed network resource, a selection of the graphical icon will be indicative of selection
of the itegraled conumand. In another embodiment, if a graphical icon combines
muliiple controls into distinet portions, the input interface component 106 can conduct
additional processing to determine whether or not the selection corresponds to a selection
of an integraied command. For example, if the combined graphical icon includes
muftiple, distinct portions, a selection of the appropriate portion will be indicative of the
selection of the intograted command. i another example, a length of time 1n which a
combined graphical icon is sclected through a user interface, such as through a mousc
interface or touch screen interface, can be indicative of the sclection of the integrated
command. In this example, the input interface component 106 (FIG. 2(a)) may cstablish
one or more time and location thresholds that are applied to determine whether the length
of time an icon 1s selected i indicative of a selection of the integrated command,

[0051] In a {urther embodiment, the input inter{ace component 106 may
utilize additional data processing techniques such as voice data processing, pattorn
matching, video matching and the like to determine whether received user input is
indicative of a sclection of the intcgrated command. For example, the input interface
component 106 can have video pattern processing functionality that can detect user
movemenis and atterapt to match the detected movements Lo a predetermined paticrn
indicative of a selection of the infegrated command. in yet another embodiment, the
input lterface component 106 may establish one or more timing thresholds or iniplement

various patiern matching routines Lhat process inputs frors a touch sereen interface. For
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example, the tnpul inlerface component 106 may have a tirne and tocation threshold that
ts applicd to determine whether a consistent touching of the screen (o.g., holding a stylus
or finger on the touch screen interface for more than 2 scconds) is indicative of a
sclection of the intograted command.

{0052] i at decision block 304, the input is not indicative of a selection of an
integrated command to remove access information associated with a current network
resource and access o previously accessed network resource, at block 306, the
browser 104 processes the other inpul. For example, the input voay correspond only 1o a
selection of a “back bution™ tn which the browser 104 would aceess a previously accessod
network reseuree without causing the sclective delction of the browser access
information, One skilled in the relovant art will appreciate that type and processing of
other input can vary with specific implomentations of the browser 104, The routine 300
then terminates at block 314,

[0053] Alternatively, if at decision block 304, the input is indicative of a
selection of control or icon corresponding 1o an integrated command, at block 308, the

browser 104 obtains configuration information associated with the tntegrated command.

Specifically, in one embodiment, the configuration wnformation can include a
specification of the type of browser access information that should be deleted or
otherwise removed. For example, a user may configure the browser to delete all collected
browser access information. in another example, the user may configure the browser 1o
delete the entry in the URL history and any stored personal information, but allow cached
images and text to remain behind. In some embodiments, the browser 104 may be
configured with default settings, which may or may not be capable of adjustment by 4
user or system adrnistrator,

[0054] Atblock 310, the browser 104, through the information management
component 108 (FIG. 2(a}), processes the browser access intormation in accordance with
the configuration information, In one aspect, the delstion or removal of the browser
access information can correspond to deletion of one or more URLs in a history of
accessed network resources, identifiers associated with the network resources {e.g.,
cookies), form data, password data, cached images or data and the like, In another aspect,
at least a portion of the browser access information may be matntained for information
that may be associated with multiple previously accessed nelwork resources {e.2., «

company logo) or thal otherwise have been sclected 10 avoid deletion. For exaruple, a
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content provider 110 can agsociate mcta~-data with select content, such as images, text or
data that identifies the selected content as content that should persist regardless of a
received integrated command. As previously described, the information management
component {08 can cause the deletion of browser access information collected onty
during the most recent access to the current network resource. Additionally, the

browser 104 can cause the deletion of browser access information collected during all
previous accesses o the current network resource or during a particular browsing scssion,

[0055] Atblock 312, the browser 104, through the interface component 106,
transmits any opticnal notifications or notices. As previously described, the client
computing device 102, either directly or via the network accessible computing
provider 120, can transmit one or more notifications indicative of the receipt of an
integrated command for specific network resources. The notification may be transmitted
to the content provider 110 associated with the current network resource or one or more
network based service providers 118 (FIG. 2(a)), such as a search provider, reporting
service or network accessible computing provider 120 (FIG. 3(a)). Additionally, steps
can be taken at this point in the process, or earlier, (o request a previously accessed
network resource or some other specified network resource (not shown). At block 314,
the routine 300 terminates,

[0056] FIGS 3(a)-5(f) are block diagrams itlustrative of various user interfaces
generated by a browser 104 for presenting, among other controls, one or more graphical
icons or controls corresponding to an integrated command to remove information
assoctated with g corrent network resource and access a previously accessed network
resource, With reference to FIG. 5(a), in one embodiment, a user interface 400 generated
by a browser 104 displays a set of selectable conirols (e.g., butlons) that are presested to
users as they access a network resource, The set of controls can include a first
control 402 reflective of a comumand 1o access a previously accessed network resource
without deleting any browser access information (e.g., a conventional “back button™).
The set of conirols also include a second, separate control 404, fabeled “FORGET,”
reflective of an integrated command to remove information associated with a current
network resource and to access a previously accessed network resource. The user
tnterface 400 can also include an additional control 406, such as a conventional forward

button, for additional navigation control to access a network resource in the forward




dircction. As illustrated in FIG. 5(a), the controls 402, 404 and 406 include both graphics
and text to indicate to a user the intended configuration of the respective conirol.

{0057 With refercnce to FIG. 5(b), in another embodiment, the user
tterface 400 generated by a browser 104 displays a set ol controls that are presenied to
users as they access a network resource. The set of controls include a first conirol 408
reflective of a command to access a previously accessed network resource without
deleting any browser access information, The controls also include a second control 410
reflective of an integrated command to remove information associated with a current
network resource and to access a previously accessed network resource. As itlustrated in
FIG. 5({b), the first and second controls 408, 410 are more closely combined and can be
encompassed into a single, nnilti-part control. The user interface 400 can also include an
additional contro! 412, such as a conventional forward button, for additional navigation
control to access a nctwork resource in the forward direction. As illustrated in FIG. 5(b),
the controls 408, 410 and 412 include only graphics to indicate to a user the intended
configuration of the respective control.

10058] With reference to FIG. 5(¢), in another embodiment, the user
interface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource. The set of controls include a first control 414
reflective of a command to access a previously accessed network resource without
deleting any browser access mformation. The controls also include a second control 416
reflective of an imtegrated command to remove information assoctated with a current
network resource and to access a previously accessed network resource, Unlike the
examples in FIGS, 5(a) and 5(b), in this embodiment. the first control 414 1s
supenimposed over the second conirol 416, In this embodiment, the input interface
component 106 may determine whether the {irst control or second control has been
selected according to the specific location selected by a user. Additionally, or
alternatively, the input interface component 106 may determine whether the {irst control
or sccond control has been sclected according to a time that any portion of the combined
graphical icon is selected. The user interface 400 can also include an additional
control 418, such as a forward button, {or additional navigation control. As illustrated in
FIG. 5{c), the controls 414, 416 and 418 include only graphics, without associated text, to

indicate 10 a user the intended configuration of the respective control.
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[0059] With reference to FEG, S(d). in 4 further ermabodiment, the user
wterface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource. The set of controls include a first control 420
reflective of a command to access a previously accessed network resource without
deleting any browser access information. The confrols also include a second control 422
reflective of an integraled comumand o remove information associated with a current
network rescurce and to access a previously accessed network resource, Unlike the
examples in FIGS, 5(a)-5(c), in this embodiment, the second control 422 is located ina
different location on the user interface 400, The user interface 400 can also include an
additional control 424, such as a forward button, for additional navigation control. As
tlustrated in FIG. 5(d), controls 420 and 424 include only graphics, without associated
text, to indicate to a user the intended configuration of the respective control.

Controf 422 includes both graphics and associated text.

[0060] With reference to FIG. 5(¢), in a further embodiment, the user
mterface 400 generated by a browser 104 displays a set of controls that are presented to
users as they access a network resource, The set of controls include a first control 426
reflective of a command {0 access a previously accessed network resource without
deleting any browser access information and an additional control 428 for additional
navigation control. The controls also include a third control 430 reflective of an
intcgrated command to remove information associated with a current network resouree
and to access a previously accessed network resource. Unlike the examples in
FIGS. 5{a)-5(c}, in this embodiment, the additional control 430 is located in a different
focation on the user interface 400 and associated with particular tabs 432 of the sereen
display. As tHustrated i FIG. 5(c}, the additional control 430 is displayed on each
tab 432 that is generated by the browser 104, Additionally, controls 426-430 include only
graphics to indicate to a user the intended configuration of the respective control. In
some embodiments the controi 430 can be configured to remove access information
associated with all network resources accessed while the user browsed within the
associated tab 432 rather than removing the access information associated with only the

urrently accessed network resource. In such an embodiment, responsive to the access
mformation being removed, the tab 432 may be closed and the browser then displays the
network resource of a second tab, or a new tab may be opened and a predetermined

network reseurce (¢.g., a user’s home page) ts displayed. Similar to embodiments in
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which the control 430 remwoves access information associated with all network resources
accessed while the user browsed within the associated tab, the browser can be configured
with an integrated command to close {e.g., exit) the browser application and remove
access mformation associated with all network resources accessed while the user browsed
within any tabs while the browser application was open. Such a conumand could be
surfaced to the user within a menu option or a graphical icon in the framework of the
browser similar to control 430.

[0061] With reference to FIG. 3(f), in an eobodiment in which some portion
of the user interface 400 may correspond Lo a touch interface, the browser 104 may utilize
physical touch gestures or movements to obtain input indicative of a selection of the
integrated command. As tllustrated in FIG. 5(f), the user interface 400 does not
necessarily have any graphical icons or controls that are displayed to users as they access
a network resource, such as the controls illustrated in FIGS. 5{(a)-5(e). In altcrnative
cmbodiments, however, one or more controls may be provided or displayed in
conjunction with this embodiment. For example, a housing of the client computing
device could include a physical button (not shown) and/or a control could be displayed by
the touch interface (not shown) to allow the user to initiate the integrated command (¢.g.,
activate the integrated command by pushing a button or clicking on an icon). For
purposes of an illustrative embodiment, the user interface 400 can be divided into a
number of subarcas 434, 436 and 438 in which input from a tonch may correspond to
different commands. For example, subarea 434 may be configured such that any touch
lasting over f{ive seconds may correspond to a comumand o access a previously accessed
network resource without deleting any browser access information. Subarea 436 may be
configured such that any touch/input lasting over {en seconds may correspond to an
integrated command (o remove information associated with a current network resource
and to access a previously accessed network resource. In a further embodiment,
subarea 438 can also configured to accept user gestures or patterns {as tlustrated at 440)
that can be interpreted by the input interface component 106 as indicative of one or more
commands, such as the integrated command.

[0062] in an illustrative embodiment, a network based service provider 118,
such ag search provider or rating service, may monitor the number of times a particular
network resource has been the subject of an integrated command. Based on the number

of inlegrated commands {cumulatively over a number of users) or a severity associated
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with a particular infegrated command (assuming sore type of metadata or fecdback
mechanism is provided), the network resources can nnplement various mitigation or
notification techniques. 1u one ewbodiment, the network based service provider 118 can
define onc or moere thresholds based on a number of integrated comumands for
delermining whether to initiate additional actions or mitigation techniques. In one
example, the network based service provider 18 can establish a maxinwum threshold that,
when exceeded. causes the network based service provider 118 to contact a respective
content provider 110, In anothor example, the network based service provider can modity
the appearance of URLs or other vetwork wdentifiers that allow the network based service
provider TR to identity network resources that are more commonly subject to an
intcgrated command. For example, if a total of twenty-thousand users have viewed a
particular network resource and ten-thousand of those users used the integrated command
after accessing it, the network service provider may change the color of the URL to a
more prominent color (e.g. red, orange, neon, etc.). In still another example, il a
particular network based service provider 118 has financial dealings with various content
providers 110, the network based service provider 118 can inthate the modification of
financial compensation paid to one or more content providers 110 based on the number
integrated commands or severity associated with one or more integrated commands.

{0063} Turning now to FIG, 6, an integrated command processing routine 504
implemented by a nctwork based service provider 118 for processing notifications of the
sclection of an integrated command to remove information associated with a current
network resource and access 4 previously accessed network resource will be described,
Routine 500 describes an cmbodiment in which a network based service provider 118
fruplements varicus thresholds as 1o a number ol alfowable notifications that can result in
the modification of how network jidentifiers are subscquently presented 1o users,

{0064] At block 502, the network based service provider 118 obtains a
notification of the initiation o an integrated command to remove information associated
with a current network resource and to access a previously accessed network resource,
The notification may be transmitted by a browser 104 or neiwork accessibie computing
provider 128, as previously described. Hliustratively, the notification can include an
wdentification of the network resource wdentifier {e.g.,, URL) that was subject the

integrated command. Additionally, the notification can include additional information



about the browser application 104 or user, including additional comments or explanations
provided by the user.

[0065] At decision block 504, a test 1s conducted to determine whether
notification for a particular network resource has exceeded one or more thresholds. In
one embodiment, the onc or more thresholds can correspond to a total number of received
integrated commands over a defined period of time, In another embodiment, the one or
niore thresholds can correspond 1o a maximum severity rating that cannot be exceeded. 1f
one or more thresholds have not been exceeded, the routing 500 returns to block 502 to
await any potential notifications {rom a browser.

10066] Alternatively, if the one or more thresholds have been exceeded, at
block 506, the network based service provider 118 processes one or more network
resource identifiers based on the exceeded threshold. In one embodiment, the network
based service provider 118 can modify the appearance of URLs or other network
identifiers associated with specific network resources, such as via instructions provided to
content providers 110 or browsers 104, An illustrative screen display for the
modification of the appearance of network resource identifiers is described with regard to
FIG. 7. In other embodiments, the modification of the resource identifiers can correspond
to the alternation of the appearance of the resource identifier when displayed as part of
the retrieved network resource, such as font color, size and the like. In further
embodiments, the network based service provider can causc a modification of various
algorithms or criteria that may affect the selection of specific network resources or cause
or instruct various content providers 110 to do s0. For example, the network based
service provider |18 may cause the sclection of the network identifier to present a
warning message (e.g., “A large number of users have removed access information about
this network resource (rom their browsing history, Are you sure you want to select this
link?”). 1n stili another embodiment, the network based service provider 118 can cause or
instruct various content providers 110 to remove one or more identifiers corresponding to
speeific network resources. The routine 500 returns to block 502 to await any potential
notifications from browsers.

[0067] FIG. 7 illustrates a user interface 600 generated by a browser 104 for
presenting identifiers indicative of network resources that have been subject to the
seleclion of an integrated command to rernove information associated with a current

network resource and access a previously accessed network resource, Specifically, the



user interface 600 corresponds 1o scarch results provided by network based serviee
provider 118, such as a search provider, that has received a search query from a client
computing device 102, As illustrated in FIG. 7, the user interface 600 inchudes a first
portion 602 that corresponds 1o the search guery submitled to the search provider.
Additionally, the user interface 600 includes a listing of three network resources 604, 606
and 608 determined by the search provider te have some refevance to the search query.
Additionally, scarch listing 608 is also associated with a graphical icon 610 that provides
a user with additional information, such as a cantion, (hat the network resource
corresponding Lo the network resource identifiers has been associated with a threshold
number of integrated commands. In some embodiments this threshold could also reflect a
percentage of occurrences that users have accessed the network resource without using
the integrated command with respect to the number of occurrences that users have used
the integrated command. Graphical icon 610 could also inform the user that he or she had
previously used the integrated command with respect to that specific network resource,
although this requires retaining some history information with respect to that user’s
access of that network resource, In an additional or alternative ecmbodiment the caution
may be presented 1o the user within the browser itself as opposed to being overlaid in the
displayed content. For example, the caution may be displayed with a graphical icon 612
within the browser framework such as the notification tray. When a user hovers over or
sclects the graphical icon 612 a text box €14 can be surfaced to display a warning such as
*Caution! Many uscrs have chosen to remove this site from their browser history after
viewing it or “Caution! You previously removed this siie from your browser history
after viewing it.”

[0068] According 1o another embodiment a search provider can implerient
functionality to completely remove the network resource identifier from the search results
when a user uses the integrated command. For example, if a user is provider with search

results shown in FIG. 7 and selects the network identifier 604 (“www.lancvears.com”),

the browser 104 then accesses and displays the network resource located at

www. fancycars.com. According to such an embodiment, if the user then selccts the

integrated command, browser 104 notifies the search provider of this action. The search
provider then iterprets this action as an indication by the user that they are not interested
wy the information associated with this network resource subject o the integrated

command. When the browser 104 accesses the previously displayed search results (as



http://www.fancvcars.com

part of the integrated command) the scarch provider removes the network resource

subject to the integrated command and displays the remaining search results.

Accordingly, the scarch results would appear as shown in FIG.7 except that the

www lancyears.com URL is not displayed. Thus, the scarch provider uses the

notification of the integrated command to [urther remove the network resource identifier

completely from view of the user in any search results or, in some embodiments, for

scarch results for the particular keyword used.

[0069] Various embodiments of the disclosure can be described by at least the

following clauscs;

Clause 1. A computing device configured to manage information associated
with Web pages comprising:
one or more processors; and
onc or more computer-readable media storing computer-executable instructions
that, when executed, cause one or more processors to perform acts comprising:
recetving a command to display a previously accessed Web page on the
computing device and to remove access information associated with a currently
accessed Web page from the computing device; and
responsive to receiving the command:
causing the removal of the access information associated with the
currently accessed Web page from the computing device such that the
computing device removes a record that the currently accessed Web page
was accessed;
causing the display of the previously accessed Web page; and
iransmitling a nolification to at least one other entity reporling an
indication of the receipt of the command and an identification of the
currently accessed Web page.

Clause 2. The computing device as recited in Clause 1, wherein transmitting

the notification to at least one other entity includes transmitting a notification to at least

one of’

an entity associated with the currently accessed network resource;
an entily associated with a network accessible computing service;
an entity associated with a reporting service; and

an entity associated with a search service.,
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Clause 3. The computing device as reeiled in Clause I, wherein the one or
nmore computer-readable media storing executable instructions that, when executed cause
the one or more processors to receive a navigation command to cause display of a
previously accessed Web page without removal of access information associated with the
currently accessed Web page.

Clause 4, The computing device as recited in Clause 1, wherein the removal
of the access information includes the removal of: one or mwore network resource
identifiers associated with the currently accessed Web page from a software application
history, user wdentification associated with the currently accessed Web page and content
previously requested in accessing the currently accessed Web page.

Clause 5. A computer-implemented method for managing information
associated with network resources comprising:

under control of one or more processors configured with specific executable
istructions,

determining whether a single input corresponds to a command to (1)
remove access information associated with the access of a first network resource
and (i1} display a second network resource: and

responsive to determining that the single input corresponds to the
comumand to remove the access information and display the second network
resouree:

causing the display of the second network resource: and
causing removal of access information indicating that the first
network resource was accessed.

Clause 6. The computer-implemented method of Clause 5, wherein the [irst
network resource is a currently accessed network resource and the second network
resource is a network resource that is identified, in a network resource access history, as
being displayed immediately before the currently accessed network resource,

Clause 7, The computer-implemented mecthod of Clause 5, further

comprising:

determining whether at least one additional inpul corresponds {0 a command to
navigate to the network resource that is identified, in a network resource access history,
as being displayed immediately before the currently accessed network resource without

deleting information associated with the currently accessed network resource,
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Clause 8. The computer-implemented method of Clanse 5, wherein the {ust
network resource is a currently accessed uctwork resource and the second network
resource is a network resource that is identified, in a network resource access history, as
being displayed immediately after the currently accessed network resource.

Clause 9. The computer-implemented method of Clause 8, further
comyrising:

determining whether at least one additional input corresponds to a conunand 1o
navigate Lo the network resource that is wdentified, in a network resource aceess history,
as being displayced innnediately after the currently accessed network resource withouol
deleting information associated with the currently accessed network resource.

Clause 16, The computer-implemented method of Clause 5, whercin the single
input corrosponds to a single, integrated action to perform both the causing the display of
the sccond network resource and causing removal of access information indicating that
the first network resource was accessed,

Clause 11.  The computer-implemented method of Clause 5, wherein causing
removal of access information indicating that the first network resource was accessed
includes causing removal from a software application history of at least one of:

a network resource identificr of the first network resource;

account identifiers associated with the first network resource:

user identifiers associated with the first network resource: and

content associated with the first network resource identifier.

Clause 12.  The compuler-implemented method of Clause 11, wherein the
content associated with the first network resource identifier includes at least one of form
information, password imformation, images and lext.

Clause 13, The computer-timplemented  method  of  Clause 5, further
comprising, responsive to determining that the single input corresponds to the command
to remove the access information and display the second network resource:

transmitting a notification to at least one network based service provider.

Clausc 14, The computor-implemented method of Clavse 13, wherein
transmilting the notification to the at least one network resource based service provider
mcludes ransmitting a notification to at least onc of;

a content provider associated with the first network resource;

a network accessible computing provider:



a network resource associated with a reporting service; and

a network resource associated with a search service.

Clause 15, The computer-implemented method of Clause 5, whercin causing
removal of access information indicating that the first nelwork resource was accessed
includes:

obtaining corfiguration information, the configuration information identifying
information that will be removed in response to the single input; and

causing removal of the access mformation in accordance with the configuration
information,

Clause 16. The computer-implemented method of Clause 5, wherein the single
input corresponds to at lcast one of a sclection of a control button, a selection of a touch
interface, a selection of a hardware control and a voice command.

Clause 17. The computer-implemented method of Clause 5, wherein determining
whetlier the single tnput corresponds to the command to remove access information and
display a second network resource includes determining an amount of time a touch
interface has been accessed.

Clause 18. The computer-implemented method of Clause 5, whercin determining
whether the single input corresponds to the command to remove access information and
display a second network resousce includes determining whether a pattern associated with
a touch interface substantially matches a previously determined patiern,

Clause 19. A computer-recadable storage media storing compuler-recadable
mstructions, that when cxecuted instruct a processor to perform a method conmprising:

rendering, for display on a computing device, a first seleclable compoenent for
displaying a fust nelwork resource and modifying inlormation associated with a secoud
network resource: and

responsive to an input corresponding to a sclection of the first selectable

component:
causing the processing of the display of the first network resource; and
causing information associated with the sccond network resource to be
modified.

Clause 20. The computer-readable instructions of Clause 19, wherein the [{irst
seleclable component is operative solely to inmbiate a command to display the f{irst

network resource and modify information associated with the second network resource.
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Clause 21, The computer-readable instructions of Clause 19, wherein the first
selectable component is operative to initiate a command to display the first network
resource, modify information associated with the second network resource and at least
one additional comumand.

Clause 22. The computer-readable instructions of Clause 19, wherein causing
information associated with the second network resource to be modified includes
modification of the information to remove information indicating that the computing

device accessed the second network resource.

Clause 23. The computer-readable instructions of Clause 19, wherein causing
information associated with the second network resource o be modified includes at least
one of)

deleting the information;

encrypting the information; and

obfuscating the information.

Clause 24.  The computer-readable instructions of Clause 19, wherein the first
network resource is a previously accessed network resource and the second network
resource is a currently accessed network resource.

Clause 25. The computer-readable instructions of Clause 19, wherein the first
network resource is @ predefined network resource and the second network resource is a
currently accessed network resource.

Clause 26. The computer-readable instructions of Clause 19, further comprising

instructions for:

rendering, for display on the computing device, a second selectable component for
displaying the first network resource without removing the information associated wilh
the second network resource; and

responsive 1o an input corresponding to a selection of the second selectabie
component, causing the processing of the display of the first network resource without
deleting the information associated with the second network resource,

Clause 27. The computer-readable instructions of Clause 19, wherein causing
information associaled with the second network resource to be modified includes causing
removal of access information from the computing device and a content provider that

provided the second network resource lo the computing device,
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Clause 28. The computer-readable instructions of Clanse 27, wherein causing

removal of access information from the content provider includes:

providing a notification to the content provider responsive to the input
corresponding (o the selection of the first selectable component.

Clause 29. A compuler-implemented method for managing information
associated with network resources corprising:
receiving, at a network basced scrvice provider, a nolification from a computing

device that a single input corresponding to a command to (i) remove acecss information
associated with the access of a first network resource and (i) display a second network
resource has been sclected, the notification including an identification of the first network
resource; and

responsive Lo receiving the indicalion, storing a record of the indication along
with an identification of the first network resource,

Clause 36.  The computer-implemented method  of Clause 29, (urther
comprising:

determining whether a quantity of indications received by the network based
service provider has at least reached a threshold; and

responsive to the quantity of indications reaching at least a threshold, mitiating an
action by the network based service provider,

Clause 31, The computer-implemented method of Clause 30, wherein initiating an
action by the network based scrvice provider includes at least one of!

notifying a content provider of the first network resource that the quantity of
indications received by the network based service provider has at least reached the
threshold; and

causing the display of an indication on the computing device that the quantity of
mdications received by the nelwork based service provider has reached the threshold.

Clanse 32, The computer-implemenied method  of Clause 29, further
COMRPNSIng:

causing the removal of access information associated with the access of the first
network resource from the network based resource provider,

Clause 33, The computer-implemented method of Clause 29, wherein network
resource based service provider is at teast one ol

a content provider associated with the first netwerk resource;

a network accessible computing provider;



a network resource associated with a reporting service; and

a network resource associated with a search service,

Clause 34. The computer-implemented method of Clause 29, wherein the network
resource based service provider is a network accessible computing provider that executes
at least a portion of @ browser application in combination with a second browser
application on the computing device to display the first and sccond network resources.

[0070] While iHlustrative emabodiments have been disclosed and discussed, one
skilled in the relevant art will appreciate that additional or alternative embodiments may
be implemented within the spirit and scope of the present disclosure. Additionally,
although many embodiments have been indicated as illustrative, one skilled in the
relevant art will appreciate that the illustrative embodiments do not need to be combined
or implemented together. As such, some illustrative embodiments do not need to be
utilized or implemented in accordance with the scope of variations {o the present
disclosure.

[0071] Conditional language, such as, among others, “can,” “could,” “might,”
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or “may,” unless specifically stated otherwise, or otherwise understood within the context
as used, is generally intended to convey that certain embodiments include, while other
cmbodiments do not include, certain features, elements or steps. Thus, such conditional
fanguage is not generally intended to imply that features, elements or steps arc in any way
required for onc or morc ecmbodiments or that onc or more embodiments necessarily
include logic for deciding, with or without user input or prompting, whether these

,”L\%-at.u res, elements or steps are included or are to be performed in any particular
embodiment. Moreover, unless specifically stated otherwise, or otherwise understood
within the context as used, is generally intended 1o convey utilization of the conjunciion
“or” in enumerating a list of clements does not limit the selection of only a single element
and can include the combination of two or more eleincents,

{0672] Any process descriptions, elements or blocks in the flow diagrams
described herein and/or depicted in the attached figures should be understood as
potentiaily representing modules, segments, or portions of code which include one or
more executable instructions for implementing specific logical functions or steps 1n the
process. Alternate implementations are included within the scope of the embodiments
described herein in which elements or functions may be deleted, executed ouat of order

from that shown or discussed, including substantially concurrently or in reverse order,



depending on the functionality involved, as would be understood by those skilled in the
art. It will further be appreciated that the data and/or components described above may
be stored on a computer-readable medium and loaded into memory of the client
computing device using a drive mechanism associated with a computer-readable medium
storing the computer execulable components, such as a CD-ROM, DYD-ROM, or
network interface. Further, the component and/or data can be included in a single device
or distributed in any manner. Accordingly, general purpose computing devices may be
configured to implement the processes, algorithms and wethodology of the prosent
disclosure with the processing and/or execution of the various data and/or components
described above. Alternatively, some or all of the methods described herein may
alternatively be embodied in specialized computer hardware. In addition, the components
referred to herein may be implemented in hardware, software, firmware or a combination
thereof,

{0073] It should be emphasized that many variations and modifications may
be made to the above-described embodiments, the elements of which are to be understood
as being among other acceplable examples, All such modifications and variations are
intended to be included herein within the scope of this disclosure and protected by the

folfowing claims.
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WHAT IS CLAIMED IS:

1. A computing device configured to manage information associated with

Web pages comprising:

one or more processors; and
one or more computer-readable media storing computer-executable instructions
that, when executed, cause the one or more processors to perform acts comprising:
receiving a command to display a previously accessed Web page on the
computing device and to remove access information associated with a currently
accessed Web page from the computing device; and
responsive to receiving the command:
causing the removal of the access information associated with the
currently accessed Web page from the computing device such that the
computing device removes a record that the currently accessed Web page
was accessed, wherein only a portion of access information indicating that
a separate web page was accessed is preserved,
causing the display of the previously accessed Web page; and
transmitting a notification to at least one other entity reporting an
indication of the receipt of the command and an identification of the
currently accessed Web page.

2. The computing device as recited in Claim 1, wherein transmitting the

notification to at least one other entity includes transmitting a notification to at least one

of’

an entity associated with the currently accessed network resource;
an entity associated with a network accessible computing service;
an entity associated with a reporting service; and

an entity associated with a search service.

3. The computing device as recited in Claim 1, wherein the one or more

computer-readable media storing executable instructions that, when executed cause the

one or more processors to receive a navigation command to cause display of a previously

accessed Web page without removal of access information associated with the currently

accessed Web page.

4. The computing device as recited in Claim 1, wherein the removal of the

access information includes the removal of: one or more network resource identifiers
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associated with the currently accessed Web page from a software application history, user
identification associated with the currently accessed Web page and content previously
requested in accessing the carrently accessed Web page.

5. A computer-implemented method for managing information associated
with network resources comprising:

under control of onc or more processors configured with specific cxccutable
mstructions,

determining whether a single input corresponds to a command to (i)
remove access information associated with the access of a first network resource
and (ii) display a second network resource; and

responsive to determining that the single input corrcsponds to the
command to remove the access information and display the second network
resource:

causing the display of the second network resource; and

causing removal of access information indicating that the first
network resourcc was accessed, wherein only a portion of access
information indicating that a separate web page was accessed is prescrved.

6. The computer-implemented mcthod of Claim 5, wherein the first network
resource is a currently accessed network resource and the second network resource is a
nctwork resource that is identified, in a network resource access history, as being
displayed immediatcly before the currently accessed network resource.

7. The computer-implemented method of Claim 6, further comprising;:

determining whether at lcast one additional input corresponds to a command to
navigate to the network resource that is identified, in a nctwork resource access history, as
being displayed immediately before the currently accessed network resource without
deleting information associated with the currently accessed network resource.

8. The computer-implemented method of Claim 5, wherein the first network
resource is a currently accessed network resource and the second network resource 1s a
nctwork resource that is identified, in a network resource access history, as bcing
displayed immediatcly after the currently accessed network resource.

9. The computer-implemented method of Claim 8, further comprising:

determining whether at least onc additional input corresponds to a command to

navigate to the network resource that is identified, in a network resource access history, as
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being displayed immediately after the currently accessed network resource without

deleting information associated with the currently accessed network resource.
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10. The computer-implemented method of Claim 5, wherein the single input
corresponds to a single, integrated action to perform both the causing the display of the
second network resource and causing removal of access information indicating that the
first network resource was accessed.

11. The computer-implemented method of Claim 5, wherein causing removal
of access information indicating that the first network resource was accessed includes
causing removal from a software application history of at least one of:

a network resource identifier of the first network resource;

account identifiers associated with the first network resource;

user identifiers associated with the first network resource; and

content associated with the first network resource identifier.

12. The computer-implemented method of Claim 5, further comprising,
responsive to determining that the single input corresponds to the command to remove the
access information and display the second network resource:

transmitting a notification to at least one network based service provider.

13.  The computer-implemented method of Claim 5, wherein causing removal
of access information indicating that the first network resource was accessed includes:

obtaining configuration information, the configuration information identifying
information that will be removed in response to the single input; and

causing removal of the access information in accordance with the configuration
information.

14.  The computer-implemented method of Claim 5, wherein the single input
corresponds to at least one of a selection of a control button, a selection of a touch
interface, a selection of a hardware control and a voice command.

15. The computer-implemented method of Claim 5, wherein determining
whether the single input corresponds to the command to remove access information and
display a second network resource includes determining an amount of time a touch
interface has been accessed.

16. The computer-implemented method of Claim 5, wherein determining
whether the single input corresponds to the command to remove access information and
display a second network resource includes determining whether a pattern associated with

a touch interface substantially matches a previously determined pattern.
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