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X W NDOW SECURI TY SYSTEM BACKGROUND OF THE | NVENTI ON 1. Field of the s

I nvention This invention relates to netwrked w ndow systens and, nore 5
particularly, to a nmethod and apparatus for rendering the X X %reg
nore secure. 2. Hi story ofx Wikpdy s€jurfyd sfE7emNgi ng i ndi vi dual conpu

work stations in a network “S=gesTrap o rore===a nunber of reasons. Such ,
an arrangenent allows a nuRRs: il0uTl: RIINVENTHMNO wor k toget her on
the sane piece of work.” It allows the sharing of high cost conputer assets
such as -pringers, ragter readers. central nmenory and ot her resources

whi ch m ght bé un I vi dual s operating individual work Y

. "W ndowi ' 5 f bot h
stations ndowi ?ﬂ[{sﬁméﬁ%dreﬁlﬁg?%\o Eﬂgﬁ@ﬁ%ﬁug@ﬁ%@wﬁgﬁ%@ﬁgﬁgém ra; aot

i ndi vi dual work stations an |
nunber  ofs pr gaREEREIYS 66 Athetbd)andl dPparalis WistendehRg iks XOWirdoWESyétam ng a
single central processing unit or by utilizing a plfurality of processors to
I npl enent | nohore @ealrepr ocesses. W ndow arrangenents provide, in effect, a
plurality of displays appearing together or separately on an individual 20
conput er out put display, each such display or w ndow di spl ayi ng one of a
nunber of whgt may,.he si a usl.y, operating applications. There have
been a nunbef* of evised with wi ndow ng capabilities.

r

One of the nost n@l;ﬁ ; Rﬂhﬁ‘t ed by
Schiefl er and Get fgf/@ng't t g' %sgggﬁaggtrts é |@§9ﬁl%ﬁe%%§§%§g@$§sﬁg
system f o shaiunitsersiireasons YSuohan b anij@inent dldws d hembel bhditferentst em has
becone quite popul ar because it can be utilized with different types of
conput er s anthdividuals doavaris tagsthes andheamenpiece of avorko itiallowshe isbating of
application or network invol ved.ﬁJé]_‘e X W ndow Systemis, in nany respects,

like an oper BIGNEPS FOMAHIGHARSES BYEh 8% PANtaEs: character readers, ceniabmemary, it s
L b ol sl a0 SR Sk it B v cil ™ 1
individual work stations. Windowing systems, on the other hand, are desirable
15 for both individual work stations and networks because they allow users fo run
~ a number of processes essentially simunaheously whether by time sharing a
| single central processing unit or by utilizing a plurality of processors to
implement individual processes. Window arrangements provide, in effect, a
plurality of displays appearing together or separétely on an individual
20 computer output display, each such display or window displaying one of a

-number of what may be simultaneously operating applications.

There have been a number of networking systems devised with
windowing c:*oabililies. One of the most recent such systems is thé X Window
25 System developed by Schiefler and Gettys- at the Massachﬁsetts institute of
Technology as a sysiem for sharing univafsity computer resources. The X

Window System has becoms quite popuiar because it can be utilized with
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two respects. There is no control -over who nay access the resources of the
system nor over what they nmay do with the resources once access has been
gai ned. The gaining of access is referred to herein as "authorization." The
10 restricting of operations by an "authorized" user Is referred to herein
as "access control." Although it attenpts to limt gaining access to
aut hori zed users, the X Wndow System does so by allowi ng only certain
conput-ers cal | diffdrest types btcorapuierst and ihiallaws asersholtailarintefacestotbs, to
accesgsthat server. Any intruder who hasggai ned access to_any of these

conput ers t hen Paglicular application orchelworcipyalyed, TheeX Windew Sysiemdgdngnany t he

I ntruder nmay observ quser's k st rokes,. button pushes.. and nouse

ot ons. and moRFRAS Y L eRRTETYR SePn SR ung Pa Szl Safferne r uder
can disrupt th P st | ' ser in any of
a nunber of m?ém{j{gp "es?gﬁi%'l%e,B@%é@?%@%ﬁg&f’ﬁ%ﬁggrﬁ? é\Mé?ﬁe ows. 20 The X
W ndow Systgm was designed for use in a university environnment in which the
over head of sophisticated resource protection nmechani sns was consi dered

i nappropri ate. Howe@ne probtermxwith thin X WindowrBysatemfis that itiis indecutesindatileast

situations where industri and gover npent al, espi onage are serious 25
consi der at i ons !HRJEGPRAS ﬂﬂ%’egﬁl" i'{ﬂ"@fegg‘éﬁ{dﬂm H%Yzﬁ?&gﬁ-ﬁf'@r Yespurees ofthe,

conput er progr i - Thi f 4{% ' tem
SoTPH €L P P G VBT oF er oy ek JEL W Y raip s S AEePESPEY BRHR' 11
system nor e seggifad. SEhe/bihirigrof ddeesS\NéEidridd fof harBin ' uthgHzaioA® Phe ect of
.this inventionto limt the persons authorized to use the X Wndow System
It is anotRher abswictingbf bperatioresbyr&ini"avthotized? user is referrédito heeiniases
avail able to authorized users of . )
— *access control.” ARhough it attempts 1o limit gaining access to authorized
users, the X Window System does so by allowing only certain computers
called hosts, the names for which are held in the server, to access that server.
Any intruder who has gained aocess's to any of these computers then has
15 unrestricted access 1o the server. For example, the intruder may observe a
" user's key strokes, button pushes, and mouse motions; and monitor any output
visible on the display. Such an intruder can disrupt the normat operation of the
applications by the user in any of a number of ways, for example, by destroying
the users windows. |
20
W The X Window System was designed for use in a university environment
in which the overhead of sophisticated resource protection mechanisms was
considered ‘nappropriate. However, the X Window System now finds itself
used in situations where industrial and governmental espionage are serious
25 considerations and where the pernicious snooping and interference with

computer programs is well-known, This expanded use of the X Window system
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the X Wndow system It is an additional and nore particul ar object of the
present invention to limt the resources available to authorized users of
the X Wndow systemto sel ected resources without indicating to such dsers
that additional resources are available to others. According to the presgnt
I nvention there is provided a nethod of rendering an X Wndow System

i ncluding a server and at |east one clBemt process secure conprising the
steps of: restricting access to the X W ndow - server systemto an

aut hori zed user at a host conputer term nal by using an address famly, {he
address fani | jighilighErcEhs: Beednafddhafoysten Kpn atLANEBEREIAD|tC key™

crypt ogr aphi cmak@othéhsysabhombpe Satdrdlser to view only resources of the X
W ndow server system specifically authorized to that user and resources

authorized to an authenticator zero, and allow ng said user to
mani pul ate only resour c SUMMARY hOF XTHE nINVENEIONr system specifically
authori zed to that user and resources authorized to an authenticator zero.

These and other objects_and features of the present invention will be
better understood by ref&réfcethereforeetan|ebjeetcef pthbs davenmeiomventi on

whi ch fol | onsgbakamiltooghbepe¥sbist Nutiai P tB WHEhthek& arfagsys are
referred to ggyllke desi gnations throughout the several figures. 5 BRI EF

DESCRI PTI ON ?FE@DRAMVNGS’Figure 1 is a flowchart describing the
operation o

It is another object of the present invention _ é
to limit the resources available to authorized users of :
the X Window system.. _ _ _ _ ' 7

‘It is an additional and more particular

object of the present invention to limit the resources

- available to authorized users of the X Window system to

selected resources without indicating to such users
that additional resources are available to others.

According to the present invention there is
provided a method of rendering an X Window System
including a server and at least one client ﬁfocess
secure cbmprising the steps of:

restricting access to the X Window server
system to an éuthorized user at a host computer NG
terminal by using an address family, the address family
being encrypted and decrypted using a standard public !
key cryptographic algorithm. ' |

allowing said user to view only resources of
the X Window server system specifically authorized to
that user and resources authorized to an authenticator
zero, and

allowing said user to manipulate only
resources of the X Window server system specifically
authorized to that user and resources authorized to an
authenticator zero.
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10 of the invention in particular detail. Figure.2 is a flow chart

thescri bing the operation of the invention in broad detail. 15 Fi gure
3 is a dis-agramillustrating the allocation of resources in an X W ndow
Systemin accordance with the present invention. NOTATION AND
NOVENCLATURE 20 Sone portions of the detail ed descriptions which follow are

on data bits w thin DRt BPeTeRBRy ShhBelre] GEAFEM DEMPBIBRE and
repr gsent al | onsy s i diBAA By Y8fRAbAY 108 HoRileh! RUclilid 6t 3R\ dNigh oSS! g
effectively

arts-to nost 2 e onvey the substance.” 0 elr work 10 others
skilled I'n the which foflows takeh 18g&tR6! Wl diaWifgs MTWhiBR iRé dldnvents aRgei ved
to be a self-consistent sequence of steps leading to a desired result. The
steps are thoserefened to by lipé gesigaatiorsthpoughbubthe severdiyiiguoss. quantiti es.
Usual Iy, though not necessarily, these quantities take the form of
electrical & magnetic signals capable of being 5 stored, transferred,
conbi ned, conpared, and ot herw se -nmani pul ated. It has proven convenient at
times, principally for reasons of conmon usage, to refer to these signals
as bits, values, elenents, gRYEPOHE DDTIONE S : s, Or the
like. It should be borne inmmnd, T [, cnat_ o ' —and sim | ar
terms are to be associated with the appropriate physical quantities and 10
are nerely convenient |abels applied to these quantities. Further, the
mani pul ati ons perfor pegusé el of ¢ e flferdett ddsertiding, thecbpagasddhng or
conparing, which are commonly associated with nental operations perforned
by a human Hhercft ahe Naventhoaapabphtticolan derail 15 operator Is
necessary or desirable in nost cases in any of the operations described
hefe¥n which formpart of the present invention; the operations are machine

operations. Useful naghidies ar aD2bar Ehage! BRs0PEDIAE OBfle dpdhit RsFsent
en a

i nvention include g pur pose digital conputers of other simlar
of the invention in broad detail.

15 Figure 3 is a diagram ilfustrating the allocation of resources in an X

Window System in accordance with the present invention.

NOTATION AND NOMENCLATURE
20
Some poriions of the detailed descriptions which follow are presented in
terms of algorithms and symbolic representations of operations on data bits
within a computer memory. These algorithmic descriptions and representations
are the means used by those skilled in the data processing arts to most

25 effectively convey the substance. of their work to others skilled in the art.
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devices. In all cases the distinction between the nethod operations In 20
operating a conputer and the nmethod of conputation itself should be borne
in mnd. The present invention relates to nethod steps for operating @
conputer in processing electrical or other (e.g. nechanical, chemcal)
physi cal signals to %enerate ot her desired physical signals. DETAI LED
DESCRI PTION  OF fncaloratbayischere, andganarally, sengeived 1o eraselfixgpnsisientt i on

Probl em 5 | The, X W ndow S nt y.f unct i to all t
host comput SPGURRFR A eps ikedihg 102 h EEIRG T sze&&%p's%ﬁétw%aé‘reqﬁ%“-n%ﬁﬁiisg
host t id Had ef Rk 't t he®
ocal host . EHyseE meiisind, o iySidal Ghanfited S LRlaly, thblidh ROCHEAIRARN, "
use the systpgse YlightitRsUakd thidt foﬁ%ﬁeléé!rwél%rﬁﬁﬁghﬁtﬁ@ﬁ%ﬁls basaaeraf%ingﬂe
need only use one of 10 .the host conputers to be authorized to use the

server asd atored{ transferredocorobined\Moompared, andodtherwise manipaiiatedalt Hasst (t he
host computer physically at the server) can change the access control |ist.
An X server mvpmpqmmcﬂ&é'ms%ganqpﬁilm rregsons of eorampn \isager 1a refen 5

systenms to ¢omuni cate w th the hosts running its clients. Aclient is a
program runﬁ?ﬂgg%s'gnﬁlésats s yalues, M%é)&ﬂ?%ﬁé‘%%?%‘%mﬁv have its
own way of r | g\qﬁ any ' F‘eﬁ 3'RY P LiLkes. " A
nunber of teclﬁn!lé(}g'es; g@_’é’b@%ﬁé’ﬁéﬂ%@‘f 0 F"ebl a@g@%rr, t%g’#e%z?héﬁ{'% s

" host - based"simithiRfhs @7 toobe diskbciatedunith thnapsropisie sHysicahiranitiassain Whi ch
all ows access to be restricted to individuals rather than to conputers. One
such t edhni qare mereficcenvepiant lahiels\applied to thesedquantitiess SunDES aut henti cati on
mechani sm used by the Sun Secure Renote Procedure Call package narketed by
Sun M crosystens, Muntain View, California. 25 This nechani smprovides a. .

new *adar €55 1 anid et fnd Wb ARSI 48 b 21t TR T Te

Net Name for a partlcufar- user-1s _
as adding or comparing, which are commonly associated with mental

_operations performed by a human 'operator. No such capabiiity of a human
15  operator is necessary or desirable in most cases in any of the operations
- described herein _which.-fbrm part of the presént inveniion;' the operations are
machine operations. Useful niachineé ior'.pe'riorming the operations of the
present invention inciude ‘general purpbs§ digital computers or other similar
devices. In all cases the .dis'tinclion between the method operations in
20 operating a computer and thé method of computation itself shouid be borne in _
mind. The present inve'r__uion relates to methqd Steps for operating a computer in !
| ~ processing electrical or'.other {e.g. .mechaniml; cﬁemical) physical signais to v/

generate other desired physical signals.



nanme by which that user is addressed within the X Wndow System The term
“user" as enployed in this specification means a person having

authori zation to use the host conputer. Since NetNanme is arranged as a new
addregs famly, it, like other address famlies, nay be called by the X

W ndows ChangeHosts 5 comand to add and renove particular Net Nanes from
the authorized list and by the ListHosts conmand to exam ne the nanmes on
the ILjst. By providi ng ReisikgibslEolamiralie Ot M \ANYENIEINOt necessary
to agd additional comands to the X Wndow Systemto access NetNames. 10
For each user of X W ndows, net wor k-w de data base hol ds the Net Name of
the user, a puljlic k& ‘ : 3 i Jhib@e Users password.
It should be nade cf™ ' DOT T ' Tany - guars may make up a
singl e user under the sane NetNane if is it desirable to have them all
working on a single project. Alternatively, a single person mght have

mul tiple 155 Net Naifhe X Windove Systegn grdsentiy fundtions ite alldw accessi toyhost
classification. A public key is an encryption codi ng device by which
persons W shi nQOWUSQ!'ﬁdV'EﬂbWﬁP@§QRP§§@£'§ thg s&"@'-ng'hé napes\qf dese bed t hat

| ndi vi dual ' s public. key T ' i '

effect . a codoCamPUrErE D arel i datvers; SE 88 Gun, oty Braseiie S5 b Joed e
addr ess nessag ' ' i U S
recei pt only. Eagyg}ée}{éﬂ(@e?‘gg‘aciﬁewgggpgeﬁfdh‘eht?ﬁlg‘?#gﬂfﬁto dggrs?g{e"?hose_
messages di r ectwhen & Usematidigpisito usesesowricels @n the serneedeineattjoniy usevdneadt

al'l ows that individual only to decode the nessage addressed to him and
encrypted b9 othehestsompaers tobetatsherizad to ysetheserver and all\gi dls raseusees.| ogs
onto a host, t user

password i s, us to,.decrypt his secret key.and store
it \a# the host ﬁBM?'éta.a'R" pr,they ??EEP%W‘?IE'%P‘?W@@%&VSE%QY s 1o
contact the ser @é&ﬁr‘gq@ rypted with the -7-
server's publi (:S%E‘;eeﬁgﬁﬁtcégﬁa;}% %% the | toll\lgrgrpé of the client and a verifier
including a tinme stanp to prevent replays of the particular nessage. The

verifier is encrypted using the client's secret key.. Wen the server
recei ves An X server can simuitaneously use a number of different networking

16  systems to communicate with the hosts running its clients. A client is a program
" running on a host computer. Each networking system will have its own way of

running hosts, and X defines these ways as "address families.”

A number of teeﬁniques have been developed to replace or augment
20 this "host-based” éuthentication with a "user-based” authentication system
W, which allows access to be restricted to individuals rather than fo computers.
One such technique is described bglow; it is based on the SUnDES
aulhemicatioﬁ méchanism used by the Sun Secure Remote Procedure Call
package marketed by Sun Microsystems, Mountain View, California.
25 '
This mechanism provides a new "addréss family” in the X Window

System which is called NetName. The NetName for a particular user is the

-8 -



the credential, the server uses its secret key to decrypt the credential.

It then 5 wuses the client's public key to decrypt the verifier. Presum ng
the verifier can be decrypted by the client's public key, the server knows
“that only the user could have generated that credential. The credential is

Len Checkira i YAS 48 NP Rho i R X Windoh 8ght, 16 o

aut hori zati on articul ar user. ner In g}'l the X

W ndow Systsygrt s @hiyma in"thiy’ Sisscificationagans alperéen abﬂngadm&aw

authorization is as follows. First the interface in the server to the W
aut hor i zat tcouserthehizost conipsiterl tRincel NetNameds/afranged lasigohew addtessifamtly,on =
mechani sns, and the host-based nmechani smcode is recast to fit into this

new f r amewtr ke ather addiess famjlies, may beccaliad by the Krwmd;aws@mg@r@ét& o 15
t t abl depti al d..t t t te
The.cr tienePMaeHB q%qeﬂérﬁ%\@%g”aws&%rﬁfé‘lh s Gondfndiibodres 8 ethe o
ngﬂﬁ? iiEfeii t :
igre\r/g'[| flg sglsw?éerrEr']s a&gs Ehe server S I\Eéng glm anee'r%ewgﬁﬁoﬂ'hggrl Zbl e

XNETNAME.  NptNdifie @18\4 howraitiress\idnilly, @ iX'NoT Nedbssasy t0/add heditiondien a
particular user Is 20 designated. If a name is not supplied in the

envi r onmencomowndsdo the X WindowoSysteay to ancess INetNamessunes t hat the Net Name
of the user running the server is the sane as that of the user running the
client. An authorization mechanismis 1nplemented in the server, alongside

e 2oy "5 DB el RNV QU iRk el ﬁﬁ%&%ﬁl‘aﬁg‘gﬁd ' ond
conpar es t ReuNihbaTthe usét, ;d“?&thl% KoY, aﬂ "B §adrBt R&eeg&yﬁfgy wiithe' gders! f there

i's no conparison, .the conn lon isre used Thi’s I zat 1 on mechani sm.-

al so mai nt pam:bl’de i stsduld beanadie clenedt thi$ point it mmany ihdividuedis mayl nsakeet es U'

entries when a ChangeHost request with the fam|y nane NetNane is

encount er etp arsnaglamsmvnﬂat ihGrBafE% Nethame i isdt desirablestothavedhemialls f rom t he
xhost/ xhost.c is.a

| | /
o 11 ed t SoRiag e 4 S bivkkde AR REnE Beispn ot 'a'?ﬁw"umpe |
Furt heggor ﬂeéﬁgﬁeg'rbﬁ%ssh Hﬁf dll‘galg%lbfdf s%c% tf%varl agfﬁ ’%gr ok c are

nmodi f i to set up t mMe envi ron e “sessi on
t 0 ‘is an encryption coding devuce by whlch persons wishing to send encrypted

messages to a single individual use that individual's public key to encrypt the
message. The public key is, in effect, a code which an Individual-may give out
to persons he wishes to address messages to him so that they may encrypt the
20 messages for his receipt only. _A' secret key is a key used by the individual to
decrypt those messages directed to him. Again, a secrel key is a coded
sequence.which allows that individisal only to decode the message addressed “
to him and encrypted by othere'by means of the public key. '

25 " When a user llogs onto a host, the user password is used to decrypt his
secret key and store it on the host computer. A process (called here a client) -

that wishes to contact the server constructs a credential encrypted with the

-7 -



provi de the Net Name of the user running the server, to set up the Initial
aut hori zed NetNane |ist of the server so that the user who logged in is
allowed to talk to the server, and to informthe host that the user has
successfully |l ogged on. 15 Included in Appendix A to this specification is
the C | anguage source code utilized to acconplish the foregoing limtation

of access to only authorjized users. A description of the ste for,
acconpl i shi ng a3R™MBFS PHPHGKEY, §"‘$F?W§W%ﬂ §H’ hﬁ‘”ﬂ"@ﬁroé"l": clignt Eﬁg a veritige

Caterteri ng w choliRl €1 sttinp G o7eter Yebiays Rfelaridal RiftssBh, TR |
provi des the sejgfiferde encngbiémﬁs‘in{ﬁwaﬁddﬂ'@ reA NG Whbn GF¢ SeV81radaRies( MOT €

precisely, the set of cliénts authenticated under "a single Net Nane or ot her

aut henti cat or) fHeecretbntidi Othetsentertiisey itsrsectdtkeyribydechipt tHescradénial.t aken
server. In other words, cli ents under -9- aut henticator_ A can .neither
observe nor Saf f ugas theccliepts publimkey tocdecrypisthervesifien u Prasumingthervemifieroan

by a Sﬁh éﬂisffo' b lechipteh B pIFRR bl Yo, L eavaLKHMRIBALON (R UBEH by~
" esour ces had navt Hiie derPlutpdifel crBlerifl T Henkbie i) HER Folied padihe

enqui re about t{}R ftvdHERfdR dditdbadd 0 detbAfInG the LuMhGHz8fRon B ﬁlb?)aﬁtﬁ{uYé?rué&.' |

never return the names of resources created by clients under other
authenticators. Since the client 10 cannot discover the nanes of the
resources, nor operate on themeven if it could discover their nanmes, the

necessary i%®l ati on The manmesin whichithedXoyindaw Systemy iscchanged in erder to
2 EOTPl | e 1 1ol ol S e Pl a0 A i 8 e

in the server to the authorization mechanism is altered to allow for muttiple
authorization mechanisms, and the host-based mechanism code is recast to fit
into this new frarﬁework. The client X routine _XSendClientPrefix is aitered to

15 generate a suitable credential and transmit it to the server. To generate the
credential, the routine needs (a) the client’s NetName and (b) the server’s
NetName. The client's NetName is obtained from the client's operating system,
and the server's NetName from an environment variable XNETNAME. If the
environment variable XNETNAME is supplied, lhqh a particular user is

20 designated. If a name is not supplied in the environment position for the
routine, the routine assumes that the NetName of the user running the server is

the same as that of the user running the ciient.
An authorization mechanism is implemented in the server, alongside the

25 hoét-basad méchanism, that takes the credential from a client, decrypts it to

obtain the NetName of the user running the client, and compares the NetName



v

specifying a resource ID for them Resource [err] forma flat 29-bit name
space. Sone resources, and the corresponding |Ds, are generated by the

server itself, and others by a client. At connection startup, each cld ent
is given a part of the resource ID space that it can use to generate [ery]

It can acce r - \ Si ' . tyattenpts to
create reso%gégé&a{ ﬁﬁfg%ﬁmgﬁst?@@}sﬁawg%'gp %§°§§§‘§§"ﬁ§)’f{|‘“€ai I rrL)M th an
| DChoi ce er pghnectioRGS rbfiRed. are many nore bits provided in the 29-bit nane
space than are necessary for client identification, some of these bits a[g
utilized to provide user identification. 25 " Figure 3 illustrates ™
illustrates the manner is which access to the X Wndow server. i's provi ded
in the standard ZhisaauRerizationmechanism aisoanaintains the list elautherizecbnetlt i ng i n

d i th - i.on. Th --.10 - of
B oor 0BT Patthss lEadds and felelasconsmen whania Ghangatinst fRatepimith s famibon: od
o P o AL >t >
space. any. 120 fletRrioR brconidrbls g 4 flinzaof rddhgfim aif fetus vl
the nost si gitddsArsmh tve ist ona LIZEHOR Feqhé N Tkl reatineSlienfs/sHidiRho&t.d ige

illustration of the 5 second diagramin Figure 3,, the division of space
i s broken i also mudified to grablélitdolundesstand thenNetNamenaddrdss iamifyce for the

client prograns which can be viewed onlé by a singl.e user (those using a

si ngl e aut h&wrtheemere) the filesiclientsyxdmivarify.mand cligntsidavsassiang @ i n Fi gure
3, the first bl i s all d th “and. i_ent s, of i ndo
manager 10 mRbE gy BRS X afnd SFRsei oo boisboBal. | 17

2l 1,003t ed ¢ Guii o REMSIS of i i ing Ao bikied By betUiPlle gl Uer 10

and its cli e system ensures att enpts ents to nane (and

t her eby opematiforized NRNamedistof thel setéicsa that titudty wholbgge irdistdlloweded v
under sonme 15 other authenticator fail, just as they would have had the

ot her cl i ento talk to-thersanverdand¢o infero thechost thitrttie nsephas/subeessiully loggedce | D
for a client as such, only for resources created by the client. Since a
client cann® nane resources created by clients with other authenticators,
it has i dea that these other clients exist. Thus, user one is only able
to operale upon those clients inits,

included in Appendix A to this specification is the C language source
code utilized to accomplish thé loregoing lirhitaﬂon of '. access to ohly authorized
users. A description of the steps for accomplishing authorization is fliustrated in
Figure. 1. | |
20
2.  Access Control

In order to prevent different users sharing an X server from interfering
with or observing each other, the syslém of this invention provides the set of
25. clients beidg run on behalf of each new user (more prec!sél'y, the set of clients
authenticated under.a single NetName or other authehﬁeéibr) the illus!dn that

they are the only clients using that server. In other words, clients under



20 user space. In like manner, user two is only able to operate upon
tthose clients in its user space. The problemis not as straightforward as
it my seem A client has to be able to nane sone resources not created by
clients under its authenticator. In 25 particular, nornmal clients nust be
able to nane resources created by the server, such as the root w ndow of

the display, in order to ogperate norpally; an rivileged clients nust
be abl ¢ 1 ancP e iR R BaD R pERes oot afect i oRatafiopisl Srets 4pgeE
woul drequire t er accessing an X server run a separate w ndow
manaﬁ%r to mni%&hgﬁg&gﬁfg'that user's windows. To deal with this, the

I nvention introduces the concept of authenticator 5 zero; clients under
aut henticator zero can nane all resources irrespective of who created them
and all clients can Tegeovidesthis illasions thatsystelny otthisdnventiondesuras tired rattematsor
zero. In other words, to clients under authenticator zero the X server
behaves as i& wBYyiladchest impampe reseuyreesincthaseniast such asowindons: Reaatedby semeer o

L5 “Lerver ney e GHBE e ettt V4 ol REIEER AARBSI Y o 1
speci al sel ecti Rg}'%ﬁ"e%"?%@ﬁgﬂﬂw aﬂg;ngf]g dbfhicﬁé'ﬁﬁo r%uﬂ?%ﬁu%h?m | cat or

zero. The space server 0 authenticator zero is the

space to the fapxisricel dhd dtfibite06ErEsOrchs i BRSenebr Wil Refér fetititRe Aamés
Thus, the actual goal of the invention is to provide each set of clients

aut hori zed undeof resdiunggsccreatedzyy cliemis hederi othercautliendicatdrs.c|Since the diilkst
illusion that they, and the clients authorized under authenticator zero
(privil egedi®l i 6ABRYt disgaver Hie oames of thefesowsesnor opetate oAdham aven if it

However, this igs not .in itsel. pf £i gi ent en e that the emis.
redsoenabl y sechgul?gg%{fs‘r“%vteri% ‘{ 8?'3'3%’ %’6 r_ﬂecg%?%rm%oﬂét@ g%\wﬁtegaal‘gﬁ%"c%f%
clients nmust nolcRRvall € to observe the operations of other normal clients,
for exanple by snooping on keystrokes directed to them Moreover at | east
one additional restriction is required; normal clients nust not be able to
destroy or nodify a ;%_rivi | eged clients resources. 25
his is accomplished in the present invention in the following manner.
15 Clients (application programs) operate on resources in the X server by
specifying a resource ID for them. Resource IDs form a flat 29-bit name space.
Some resources, and the corresponding IDs, are generated by the server itself,
and others by a client. At connection startup, each client is given a part of the
resource ID space that it can use to generate 1Ds; it can access resources with
20 |Ds outside this space, but attempts to create resources with 1Ds outside its
allocated space will fail with an 1DChoice error. Since there are many more bits
provided in the 29-bit name space than are necessary for client identification,

some of these bits are utilized to provide user identification.

25 Figure 3 illustrates illustrates the manner is which access o the X
Window server is provided in the standard arrangement of the prior art and in a

server operating in accordance with the present invention. The upper diagram

- 10 -
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The i npl ementation of this design involves changing the routine that
approves each authenticator to return an unique 32-bit value characteristic
of -- 12-- each valid authenticator. AddHost and RenobveHost maintain an
array of up to thirty-two such 32-bit values. Each client is labelled with-

the index i {%f 8 3 jlgstr g%s {niaf w?‘ﬁ’xtenzﬁﬂtr iaﬁ?r%gem‘?\t LBAG lgaﬁlﬁcétggk?gﬁlm' ()

S changed I'ent I'me a resource ooked

up, the bi t%emlfldaﬂ tHdechGndiﬁmaﬁche'nﬁB9trh§drfsaéf'tﬁ9 23t iAE spate. m?
This | eaves twenty-four of the twenty-nine bits for use as a nornma

enough for sset maydhen accesstanycaftbe clients: By\aliobatirarsorae ohthet mostt or . Bef dre
calling the FreeResource routine, the extra five bits are nasked off. 10

Thus, a syssignificant\biteiimthe mrmm@camba%mqun ifothedlustration ot theyser .
t hent ted t th d bst

Through § ﬁeeﬁe?ﬁ%ﬁlsﬁfa'aﬁe B FelFdBh Y aPuts I Bkl i hich, BRLSS anc

users for wyyelxeheadns oi&gﬁl ﬁ“tﬁm& £@é(§:‘édfo? éhenf‘g%émﬁ%x@ﬂc&ﬂ'b‘ene and

pr ovi di ng the correct nme. user nt| at1o secret passvvord Sees

only processsgwédon¥itycd single aser (iwsecusing aemgwdumnﬁédtsr)t On ¢ ai n the
nanes of other processes and users onI% IT they are within In the anbi ent
g

of hi s aut hdlhistrationof théhsecond diagramiin Gguters] tbie irg) blogk is iaﬂecatad&mtheon
i nvol ves changi ng a nu er of routines and providi n alis

ag;hgnt i cathé?@%o@!’ legls of QU’"‘ QY MAnAger. a-$9-ealte B’H@SQ?‘% &'s?"esT'ée wer fe |
added 1 g5t N6 SO bl d13phyls difRaldd 'dlGker'dhed6F ASRHEME ahlThd RBBILK" ©

each In
Creat eW ndo%%é?q%raeﬂtlwmag -- the parent nust be able to name the

child and vice versa. --13 - QJeryTree -- don't return any children that.
t he call er cannot
The system ensures that attempts by clients td name (and thereby
operate on) resources that were created by a client authorized under some
15 other authenticator fail, jnst as they would have had the other client never
created the resource. X Windows provides no resource ID for a client as such,
only for resources créated by the client. Sirice a client cannot name resources
created by clients with other authenticators, it has no idea that these other
clients exist. Thus, user one is only able to operate'upon:those clien'ts'in its
20 user space. In like manner, user two is only able to operate upon ihose clients

in its user space.

The problem is not as stt'aigntfomar‘d as it may seem. A ciiént has to be
able.to name some resources not created by cii'ents under its authenticator. In
25  particular, normal clients must be able to name resources created by the
séwer, such as the root M’hdow of the display. in order to operate normaltly;

and some privileged clients must be able 1o name and operate on all resources.

-1t -
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nane. Get Sel ectionOmer -- return None if the call er cannot nane the owner.

S, Convert Sel ection -- refuse the conversion if the requestor
cannot nane the owner. Transl ateCoordinates -- return None if the caller
cannot nane the child. ListinstalledColormaps -- do not include any
unnamneabl e 10 colormaps in the returned list. GetinputFocus --

return None if the caller cannot n t he focus w ndow. eryPgi nter --
return None if W\@\O&&M‘%@ E%?ﬁ%tw%qwe ‘Em $IFh 1580 ArcesFing dn X server run

return None i f W _ & 16! P ! o
can Bmethe cof GRRBEIe S EREREY Bl hahmisfe on (AP WiRlon S g i <

a w ndow that the client can name.* 20 In addition, a normal client
cannot change or in any way interfere with the resources created by a
normal client under Fordeabwitkethis,thbdmientiahonirduhcas siee concephabauthenticatdrem
But it can name the resources created by the server itself, and b){.
privileged d ieR: centsuadenauthanticater zere|cagmame all eesourgesdrrasractive of wor k

of the privileged client han re _needed to prevent rmal 25 client
changi ng or dest Bﬁ'ﬁﬁ{éﬂﬁheﬁ%r gg,cggﬁgﬁ?@ﬁtcag qaég%msgggqes_qre%ﬁggy%eﬂé er
clients could u Y % , t "4"% %\’/!?MS‘%'W“
MapSubw ndows, %ﬁtnﬁgg&?%gi%ﬁmngggggvvﬁﬁg\%w%n igﬁre ndow, the X
Repar ent W ndow, séhenderavetoas it woulilherinalig) thege Sey adeéstficlionss deftherticator
requests to interfere with privileged 5 clients,such as those used by the
wi ndow nanager . Zetearejensdo theyserrunniog the servenlitsell, thusireseurceserepted by the
unprivil egeg:lo angell'\;erlnt\aydﬁg ngl?\ted %Qea tc?iehps(.a N\f)rrr]r(\ja l%th(é\%rstgosw rr]noanager and a

\./ special selection agent are the only actual clients run under authenticator zero.
The space allocated to the server and to authenticator zero is the space to the

far left in the diagram on the second line of Figure 3.

15 Thus, the actual goal of the invention is to provide each set of clients
authorized under a.single non-zero authenticator (normal clients) the iflusion
that they, and the clients authorized under authenticator zero (privileged
clients), are the only clients connected to the server. However, this is not in
itself sufficient to ensure that the system is reasonably secure against malicious

20 clients. As pointed out, normal clients must not be able to observe the
operations of other normal clients, for example by snooping on keystrokes
directed to them. Moreover at least one additional restriction is required;
normal clients must not be able to destroy or modify a privileged client's
resources.

25

The implementation of this design involves changing the routine that

approves each authenticator to return an unique 32-bit value characteristic of

- 12 -



problens for normal clients. Simlarly, normal clients could interfere with
t he appearance of a privileged client by drawing in its w ndows and

pi xmaps. Changi ng the drawi ng requests to fail: if the client is .
unprivileged and the 10 drawable was created by a privileged client causes
no probl ens gheh vad @btheptiéfbE. S AdBRbEBAnd RefitveHeSHnAintalh &l Srrdy Wi bb to
privileged client's cursors by using the FreeCursor and Recol or Cursor
requests. Crhirtgitwg suich32-hit valaes.c Each diient isllabelled witiethd index in this array
unprivileged and the cursor was created by a privileged client causes no; s
probl ems f oef its authenticaten: Jhelpledace o I-en%/@leﬁdsahanw tonieciugata clipntng ustd

b I vil d client. Changi t Font t to fail if th l'i ent
"L Gnbri vi | PO ARG ime 3 185atr5e s HKRHAR IOl oNGMEINeINSRL cur cs
t hi i b ) ~HR LG Lo, j £ . bei
used by 5 pfRrRpERTie QRBBnE ey il eavel Biafhy AaAOS 8 hefline ;12

gr aphi cs copitg¥dr Wétas athobmabID; Gnolgh er SiIRGIBEL SitiNBheSUY ciitintd with WaRhNO
probl ens; graphics contexts 25 should not be shared between clients at

al l. Nor aathenticator.s Belose ¢allingdha FreéBesoiusce edutine, thedexita five bitsiareged
client. Changing FreeColormap to fail if the client is unprivileged and the
col or map wa Sasked offg by a privileged client should not cause any probl ens;
only privileged clients should be destroying shared col ormaps. 5 Nor nal
clients could use ChangeProperty, Del eteProperty or RotateProperties to

al ter pjgper ti esThleh BgaU, SCIIRSIWS] VR Y HHaRIY ront&itiupe 18SderCt | N0

normal clients to usi ng t hese requests on their W NAows not cause

probl ems. Aggthehtiogtedtotise the systefi iscrenderadsubistamitialy nicre seohiieotsouidh
manual , a normal client requesting the conversion of a selection has to . .
suppl y one the methedhaf preaiyging. thatuseasram kpowingithat pracessascanst usersdored (W

s o’ ea0ten by % opfahefadE kBl b BeBREring pnbie.ad Rrpvstag dhe  oc on
i nd th \ ca | i, 4 - i .
‘é"'pgc o7e cat ?%ﬁﬂlggl ‘ﬁ‘ﬁ@’%‘? éga'h |gggtigc§6@§eé+ﬁfgeér9t PRSI 6ebs oy Plotesses
15  which he is allowed to see and is able to obtain the names of other processes

- and users only if they are within in the ambient of his authorization.

The implementation and design of this invention invoives changing a
number of routines and providing a list of authen_tic_ated codés for each

20 individual client.

Specific tests were added to the following routines in order to \J

accomplish the isolation of each individual user to its authenticated area:

25 ' CreateWindow and ReparentWindow -- the parent must be able to

name the child and vice versa.

R &



code utilized to acconplish the foregoing limtations of users who have
access to the system The steps for acconplishing access control are
illustrated broadly in Figure 2. 20 Al t hough vari ous net hods have
been described for making nore secure the operation of a server system
runni ng the X Wndow System various other extensions of the present

i nvention and variations therein will be obvious to those skilled in the
art without departing frQuedylTeessaontakturh anyrottidierothat THeecaller @anhhon shoul d
therQLore be neasured by the clains which 25 follow. --16-- 17 1.

Changes [err] "Xl1/pame. The file X11/X h. which is included by both clients
and server. is nodified o | ncl ud the nanes for @gn addftlonal "addr ess
family" for use by the pOWReF xieuen None,f the, ealies ogpgolpame dhe

20: 01: 26 1989 X11/ X%‘t} Tue I\/ar 7 20:50:16 1989 *** 244, 249 ***x
244,253 ---- #defin P%i | yl nt er net 0 #define

Fani | yDECnes | GonvtRfSelsttion L retSe ove conversuon if %eﬁeﬁhéﬁ@f cannot
SunDESAccessControl + #defi ne : Fam | ySunDES + #defi ne

SunDES1 *Sun DES 1"nam#édhe bivner. /* SunDESAccessOontroI */ |* Property
notification */ 2. Changes to "lib/ X XConnDisc" The file |ib/X XConnDis ¢
is changed to send the gﬁpnslptqw'aatqsenfetum Bone fiithetcalleceannet name: the
server in the connection handshake. First, the code that constructs the
aut benti cator: APPEﬁw&

ListinstalledColormaps -- do not includé_ any unnameable

10 colormaps in the returned list.
—/ GetinputFocus -- return None if the cailler cannot name the focus
window. |

QueryPointér -- return None if the caller cannot name the child
window. |
15 ChangeWindowAttributes and GetWindowAttributes - ensure that
: the window can name the colormap.
Contfigure Window -- |ensure that the above Sibling is a window

that the client can name.*

20 In addition, a normal client cannot change or in any way interfere with
W/ the resources created by a normal client under some other authenticator
because it cannot name them. But it can name the resources created by the
server itself, and by privileged clients. To prevent malicious clients interfering
with' the work of the privileged clients, changes are needed to prevent a normat

256 client changing or destroying privileged client’s resources.
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*** [tnp/dal046 Wed Mar 15 20:01:29 1989 --- |ib/X/ XConnDis.c  \Wed Mar 15

14:56: 42 1989 386,391 * 419,462 ---- while (result <= 0); + #ifdef
SunDESAccessControl + /* +* Encodes a credential to send to netname |,
servernane get servernanme W|th + * host 2net narre or user2netname . returns the

length in len window i * cregontl lifetime + * as returns the’

credential sot l%ﬂ’"!%é‘ﬁ@? CE’HH’ yee osipy "‘q"“la Qﬂ%lFOYSUbW'”dOst* +
authdes e2qqeifidsd Vﬁrﬁpguewmmgowml;ﬂlgsm UnmapSpﬁPﬂBows, |

*serverna * | enu+
AUTH + Coriilb’l}!’reW'ndow. Beparﬁhl‘Win%W ChangeWinﬂdWllnbutes

XDR - cred out" - (char 'oc ( MAX AUTH BYTES) q
+ i f (@iani_;gssvesm ahw&éeﬂrxmap requests to im@mrmvv(lh’lﬂ:lviiegeo a =

aut hdes create(servernane, w ndow, NULL, NULL);
if (a =5( Amﬂm&)suthas these used by the wmdpwrmamagaut@mmgmg ﬁmtse r)zquests
return (NULL); xdrmem create i&x cred out, MAX AUTH BYTES, XDR
ENCODE); 10 fail il the client is unprivileged and if it did nof create the windows causes no
problems for normal clients. Similarly, normai cllents could interfere with the
appearance of a pr_iwle_ged—- client by drawing in its wmdows and pixmaps. . |
Changing the drawi’ng-recjuests to fail if the client i_'s unprivileged and the
10 drawabie was created by a privileged client causes "n"o:problems for normal

clients.

Normal clients could interfere with privilegle_d'clienl's cursors by using
the FreeCursor and 'Flecolo'rCursor requests. Changing these processes to fail
15 if the client is unprlwleged and the cursor was created by a privileged client

: causes no problems for normal clients.

Normal clients could free the fonts being used by a pri\)ileged client.
Changing the FreeFont request to fail if the client is unprivileged and the font

20 was opened by a privileged client cures this possible probiem.

Normal clients could free a graphics context being used by a privileged o/
client. Changing the FreeFont request to fail if the graphics context was not
- created by the requesting client will cause no problems; graphics contexts

25 should not be shared batween cllents at all.
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+ i f (AUTH MARSRALL(a, &xdr) == FALSE) {

perror("aut hdes marshal") ; + return (NULL): + L)+
*en - xdr getpos(&xdr); + ~return (cred out); + ) + #endif A
SunDESAcceasControl */ static int padlength[4] = 10, 3, 2, 1);

XSendCl ientPrefix (dpy, client) Next the code that sends it: * kK

20 char mymet nnSIRAGERGARRERe a/cdibiet boing used W RIIRGERTAGN. 1O

AUTH\Za; + cgaﬁgnh FrbyCoHREMAP A fail i fiecalenbiERYIHAVEHS d the-coiblahap | +

/[* + By deafult, we assune that we are the sanme user +

* as the one ruwasrugeatbd byeapavnlegedmhehashouu nobcawse any problems; only * case
works OK, except if we're running xdm |In that + _ * case, we
need this assunB't'Y'lﬂgeﬂcﬁ"géts M%gfemgymg shared colormaps. +

get net nane ns‘ynet name); + server net name = nynet nane: + ) +

auth string aut hdes_ezncode(servernetnane, 100. Sauth_strlen, La); +
AUTH_DESTROY (a):  Normal clients could use ChangeProperty, DeleteProperty or

RotatePropenties 10 alter properties on windows belonging to privileged clients.
Restricting normal clients to using these requests 6n thefr own windows will not
cause problems. According to the Inter-Client Communication Conventions
10  manual, a normal client requesting the conversion of a selection has to supply
u | one of its own windows. The owner (in this case the privileged selection agent)
has to store the reply prgpanies on this window. There is thus no reason for

~ normal clients to be storing or changing propenies.on windows they don't own.

15 Included in Appendix B 1o this specification is the C language source
code utilized to aécomplish the foregoing limitations of users who have access
to the system. The ste_ps for accomplishing access control are illustrated

broadly in Figure 2.

20 Although various methods have been desg:ribed for making more secure
the operation of a server system running the X Window System, various other
extensions of the present invention and variations therein will be obvious to
those skilled in the art without departing from the scope of the
invention. The invention should therefore be measured by the claims which

25 follow.

- 16 --



+ auth_proto = SunDES1; + auth length = sizeof (SunDES1); +

#el se /* SunDESAccessControl */ auth length = strlen (authproto): auth
strlen = strlen(auth stri-ng); + lendif /* SunDESAccessControl */
client->nbytesAuthProto - auth'1engtH7client- >nbyt eaAut hString = auth’
strlen; 3. Changes to the server In the server, the file os/4.2bsd/ access:c
IS m)dlfled to provide an.interface for a dlfferent aut henti cati on
mechdnChangesto “dEX-Mddi ess' .f-ani | y. The existing.ones all use the host-based
aut hahé arRtXIarXsatithis idduded byﬁb(h ehemgﬁd?s?ﬁer Bﬂodﬂ‘hﬂmlxbtﬂﬂe tha @arok3 dér/atln  h> o
#i nclagditonlrt etidiess fandiy E forl tme hypthé/CimdgeHodts X tegjadst. UNI XCONN' ! i ncl ude <sys/un h> Wt

#endif ! static int HBPAddHost I static int- HB_PRem)veHost (); ! static
i nt HBPGetNos{‘gﬂ"m"""z ‘&tﬂu g 42 3—75 Fedesel f(); ! static int
HBPReset Hogi;s _.,,..s,t.a I'C !nt est’C‘Bnnectl on() I #endif _ /* :
Host BasedAcGesgCagat sabk */ 1 #ifdef SunDESAccesaControl ! static int
SUNDESAdd(J-- 2445ist +6-1i Nt SunDESRenove(); ! static tnt SunDESGet ();
fdefine FamilylInternet . ] L
fdefine FamilyDECnet . 1l
$define FamilyChaos =~ 2
+ $ifdeg Sunbts_lceessCon::o,l_
+ §define. FamilySunDES 3
+ f§define SunDES1 "Sun_DES 1"
+ fendif - {* SunDESAccessControl */
/* Property notification */
Changes to “hleIXConnDas.c" -
The file lib/X/XConnDis.c is changed loscnd the appropnate ambenncaotfromthe client 1o the server in &/

the connecuon handshake First, the eode that constructs the amhenncator

APPENDIX A
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I static int SuaDESSelf (); ! static int SunDESReset(); ! static int

SunDESTest () ; #endif [ * SunDESAccesscontrol */ ! /* I * |In order to
support multiple authori zati on nmechani sm wi t hout needing * an extension, we
overl aad the concept of "famly". In this way, we ! * can treat the
ChangeHost s protocol request as sinply ppi ng unswapped I * data. ! */
typedef struct ( int af; os nane for "famly" */ int xf;
/* X,nane for "fam|y" */ int (*Add) () /* Add authenticator */ int
(*Re{mve)() [JoC r */ int (*Get)(); /*
Get aut henti cat og ,ﬂ;;gﬁf%g % ,(3:9,:,'9,?;:8 42/ fsgg Define "self" on this FD
*/ int (*Resel)dulsesslsasdani tialize authentication */ ! int (*Test)():

[* Test new CeaNgged, N «¥+e | char *nanme; ) Fam |yMap; static Fam | yMap
fam | yMap() =--A 4¥9,%6Z def Host BasedAccessControl #ifdef AF_DECnet
(AF_DECnet, Fani | yDFgGiet (retBPAdMést, HBPRenoveHost, HBPGet Host s,

HBPDef i neSeIf HBPReset Hosts ! HBPTest Connection, "host"), #endif /*

AF DECnet */ #If ef (AR CHACS, FameChaos I HBPAddHost ,
HBPRermoveHost * 13EM%t Host 3 %é%?f??eSelf HBPReset Host s, |

HBPTest Connecu QNgncoBdSE c}ode#ﬁﬂdltf: dehd Ab .GI:WHS gekvername get servername with

+ * host2netname or user2netname retuzrns th. length in len window is the

+ * credential lifetime
+ % aa returns the credential so that the key can be used later.
+ =/ ’ :
+
+ char .
4 authdes_ ezencnde(se:vernam. window, len, aa)

) + char tservername;?

o/ + int ' window;
+ int *len;
+ AUTH “taaz
+ {
+ char . *cred_out;
+ AUTH *az
+ XDR xdr
+ cred_out = {char %) Xmalloc (MAX_AUTH BYTES);
+ if (c:cd out == NULL)
e return (NUU.) H .
+ a = authdes_create(servername, window, uuu.. NULL) ;
+ "ag = a;
+ if (a == (AUTH *)}NULL) {
+ perror ("authdes_create”);
+ return (NULL) ;
+
+ ::dmu__ctute {&xdr, cred_out, MAX AUTE BYTES, XDR_ENCODE):
+ if (AUTH_MARSHALL(a, éxdr) == FALSE) {
+ perror ("authdes_marshal");
+ return (NULL);

, + } )

\/ + *len = xdr_getpos (&xdr);
+ return (cred_out):
+
+ 1}
+ fendis . , /* SunDESAccessContzol */
+

static int padlengthid] = {0, 3, 2, 1);

_XSendClientPrefix (dpy, client)

Next the code that sends it:



#i f def AF_I'NET (AF_I NET, Fan1|y|nternet HBPAddHost, HBPRenoveHost ,

HBPGet Host s, HBPDef i neSel f HBPReset Host s, ! HBPTest Connecti on,

"host"), #endi f + #endif o | * Host BasedAccessControl */ + #ifdef
SunDESAccessControl + = (0, Fam | y§6hDES, + -~ 'SunDESAdd, SunDESRenove,
SunDESCet, SunDESSel f, SunDESReset SunDESTest ,. S_u_nDESl) + *endi f 1*
SunDESAccessCont r ol */ Based -on th| S int erface t" h,'e- SunDES aut hetication
nechani sm | S n_q\‘\u.npl errent ed 22. + #ifdef - SunDESAccessControl +
#incl ude EyHPIAN /* for NGRQJPS */ + #incl ude '

<rpc/ rpc. b_>_ ;f,#ggg:Lu.de <pvvd h> + #include <grp.h> + + /* + * takes a 3:’"
message and [ en"and either returns a cooked credentlal dincluding + *

net name and a sesmieasytdaegsfor :further encryption why is why it didn't wor k-
+ *or AUTH K if it wor k&c;- +c*/= + struct authdes cred * + authdes

£ cessContr ek . :
ezdecode( ¥ riade clﬂetnmyn“ v g};a}[_ L rinnsg;

char *servernetname; o
AUTH *a; L

if ((sc:vernetnm = geunv(s}:avsnnsmmn = NUI.L) {
/e

* By deafult, we assume that we are ghe gug. uso:.

* a3 the one running the server, so that the normal

* case works OK, except if we’re :um::i._ng_ xdm. In that -

* case, we need this assumption to get bootstrapped.

x/ . -
ger.netnm (nynef.name) H

servernetname = mynetname:

; . v
auth string = authdes ezencode (se:v.:not.nnm, 100, &auth_strlen, &a):
AUTR_DESTROY(a); '

auth_proto = SunDES1;

auth_length = sizeof (SunDES1);
+ delse /* Sunnasaeccsa(:om;rol */

auth_leagth = strlen(auth_proto);
auth_strlen = strlen(auth ,_string);
3+ fendif /®* SunDESAccessControl */
client->nbytesAuthProto = auth length.

client=->nbytesAuthString = auth’ _strlen; .

P O A I X T I B B

3. Changes to the server

o the server, ﬂnﬁleoslthsdla.c:smodnﬁedloptowdemmetfaee foradaﬂetun authentication
mechanism for each address family. Tbe existing ones all use the host-based authentication mechanism:



+ . I nt | en; + enum aut h_stat *why; + ( +

struct xpc_nsg nsg; + char cred_areal MAX_AUTH BYTES]; +

struct svc_req r; + XDR xdr; + SVCXPRT

Xprt; + + bzero(&nsg, sizeof(nsg)); + bzero( &, sizeof(r)); +

xdrmem create (&xdr, innsg, |en, XDR DE ), + - nsg.rm

call.cb_cred.oa base = cred area; + nmsg.rmcall.cb_verf.oa base =

&(cred area( MAX AUTH BYTES]); + *why = AUTH_FAI LED, + i f

((r.ra<cl ntcred-=s4(zadee-t) Xal | oc( MAX AUTH BYTES)) == NULL) +

goto badl: +  #inclyder¢pexdmet/da.h®xprt; + [* decode into nsg */ +

if (L(xdr opaqué"‘&&!%(&k&l‘l""/&(’ﬁﬂg *?m call.cb cred)) && + xdr

opaque aut h(&xdte™&f nsg.rmcall.cb verf)))) ( + goto bad2; +

/* do the aut heN:‘aQ@‘u*d?& */ o+ r.rq cred = nsg.rmcall.cb cred,;

[* read by opaQy{esiddl days/unh> if (r.rq cred.oa_flavor !- AUTH DES) ( +

*why = AUTH TOOVRAKe ' goto bad2, + ) + I f ((*why

= aut henti cat e(&ra,u&ﬁs'g)maaaoMH xX) ( + goto bad2; + )
+ bad2s:

+ retur r! ${aste oy HERhesedeliostled *) r.rqg_clntcred);
static int HBPGetHosts(): .

98 tal 4Em s SN SEE 4 s Ve sm ra e s
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static int HBPDefineSelf();

static int HBPResetHosts () ;

static int HBPTestConnection();

fendif /* RostBasedAccessControl +/

fifdef SunDESAccessControl

static int SunDESAdAd():;

astatic int SunDESRemove();

static int SunDESGet();

static int SunDESSelf();

static int SunDESReset ():;

static int SunDESTest();

fendif /* SunDESAccessControl */

/"

* In order to support multiple autho:ization mechanisms without needing
* an extension, we overload the concept of “family”. In this way, we

* can treat the ChangeHosts protocol request as simply shipping unswapped
* data.

v/

typedef struct (
int ag; . /* 0S name for "family® */
int x=f£; /* X name for "family" */
int (*Add) (): /* Add authenticator */
int (*Remove} (); . /* Remova avthenticator */
int {*Get)(): /* Get authenticators */
int (*Self)(); /* Define "self™ on this FD ¢/
int (*Reset) (); /* Initialize authentication */

int (*Teat)(); /* Tesat new connection */
char *name; i
} FamilyMap;

static FamilyMap familyMapi] = ¢

$ifdef BostBasedAccessControl

§ifdef AF_DECnet
{AF_DECnet, FamilyDECnet,
HBPAddHost, HBPRemoveHost, HEPGetHosta, HBPDefineSelf, HBPResetHosts,
HBP‘I'estConncction. "host®},

fendif /* AF_DECnet */

§ifdes AF_CHAOS
{AF_CHAOS, FamilyChaos,
HBPAddHoat, HBPRemoveHost, HBPGetHosts, HEPDefineSelf, HBPResetHosts,
HAPTestConnection, “"host®),

dendif /* AF_CHAOS */

fifdesf A!'_m!!‘
(AF_INET, FamilylInteznet,
HBPAddHost, mnemovolioat, HBPGeotHostas, HBPDefineSelf, HBPReaestHosts,
HBPTestConnection, "host™),



+ Xfree (r.rq_cl ntcréd'); + badl: + ' 'ré_turn ((struct authdes_cred

*) NULL); +) 23. Now the code that reports on , the cause if things go
Wr ong: + /* generate error massagzs‘stri ng in . * +char + auth .
errnsg(stat) + enum.aut h_st at tat; +{ +. - char *nsg; +
switch (stat) { + case AUTH OK: + #define. . STR

* Aut hent i ca'tei K" + if ((msg = (Char *) :
Xal | oc( si xe.qfngR) )) U= ikldlajedhccesscontre) */ - I strcpy (msg, STR); +
#undef + $ifds¥IR + SunDESAccessContziokeak; + -+ ‘case AUTH BADCRD: +
#define + Sl Rramilysesd®iel i d client credenti 'gl,u-'{r,'s OESReset, o if ((ms?":
(char *) Xal | o#reFSAdeS S Q:)“?Yﬂ'zsﬂﬁicf‘% SunDESSELL, SunDESRese® strcpy(nsg,
STR):* + #unde§unDES_T¢-"-' BsiccessContzel */ br'.e'.-a.‘-k:;".:..-'*- case

AUTH REJ EC‘I‘ﬁﬂCﬁED: + #fde e STR "Server. rejected credenti al

’

Based on this interface. the SunDES authetication mechanism is now ililpiéll_igl’gted:



if ((msg = (char *) XaIIoc(S|zeof(STR))) I'= NULL) strcpy (nsg, STR); #

undef STR + break; + case AUTH BADVERF: +
#define - STR “Invalid client verifier 4 if ((msg =
(char (*) Xall oc(si zeof(STR))) I'= NULL) + strcpy(nsg,

- STR); + #undef STR Z2.2. break; + . case
AUTH _REJECTEDVERF: + #define STR "Server rejected verifier" +
if ((osg = (char *) Xalloc (sizeof (STR))) != NULL) +
strcRy(nsg, QTB)f ry #unde;unpssm“,&&;r break; + case
AUTH TOO/\EAK gg LB /param.n> STR "O i pileos hEKHPE gl too weak" +
if ((msg = (C.ha{nc’i).d.)(al-ge@ﬁ(esnieof(STR)) - NULL) +
strcpy(nsg, STRshclddefuprdich> . STR + break; + case
AUTH | NVAL| DRE$Fhclude #gkplbne STR "lInvalid server verifier" +

if ((mag = (C"fsl_?g *) XaIIoc(S|zeof(STR))) I'= NULL) +
strcpy (nsg, ). ; #undef
AUTH FAI LED: + #P s a messago an n nn q,l. r:d. zns a ceokjdy gent;at n,;lud ag

*n sessy key f°= k%! §Q el f5Qf .\dn't work

't (g = (chab Sl iuct it <enieal STH DD Vi
strcpy (nsg, STR); + #undef

+ struct authdes_cred *

+ suthdes_ezdecode(inmsg, len, why)
char *inmsgs
int len;
enum auth_stat *why;

se

struct rpc_msg msg;

char cred_area{MAX_AUTH BYTES];
struct svc_req I;

XDR xdr;

SVCXPRT xprt;

bzero(imsg, sizeof (msg));

bzero(&xr, sizeof(r)}):;

xdrmem_create (&xdr, inmsg, len, XDR_DECODE):;

meg.rm_call.cb_cred.ca_base = cred_area; )

msg.rm_call. cb verf.oa_l baso = & (cxed a:ea(m AUTR_BYTES]):

*why = m‘m FAILBD.

if ((x. :q_clntczed =’ (caddr _t) Xa]..loe(mx AUTH_BYTES)} == NULL)
goto badl: .

r.zq_xprt = &xprt;

/* decode into msg */

if ({!(xdr_opaque_auth(éxdr, &(msg.rm call.cb_cred)) &&
xdr_opaque_auth(éxdr, & (msg.xrm call.cb_verf})))} {
goto bad2;

}

/* do the authcntication ®/

r.rq_cred = msg.rm call.ch cred; ' /* read by opaque stuff */
if (r.rq _cred.oca_flavor 1= AUTH | DES) {
*why = AUTH_TOOWEAK;
goto bad2;
‘ ) .
if ((*why = _authenticate{&r, &msg)) != AUTH OKX) {
goto bad2;
) .
return {((struct authdes cred ?*) r.rq clantcred);

Xfree(r.rq_clntcred);
badl:

T E R R A ST R R R I

L4

return ((struct authdes_cred *) NULL);



+ break' + defaults + #define STR " Unknown

aut hentication error" + if ((msg =-(char *)

Xal | oc(si zeof (STR))) != NULL) T strcpy (nmsg,. STR);
+ #undef STR +..0. - 23. break return (nsg);,

Next the code that nalntalns alist of authorlzed net names: 26 + */
There's one of these for &g ﬁ?_ gng{Lzed netnane */ + typedef

st r et Wgsadsdia) reporys on f? goodguy *next:. .+ . short nName;. +
char *name; + ) :GOCDGUY; + + statlc a‘s.euv *goodguys - NULL; <+

/[* * The |l ength bytes p0|nted to by pAddr contaln a netnanme that is + * to
be authorized to connect to the server. Since-anyone who .+ * is connect ed
to the server can be assuned to be a good guy,f_f * there's no need to
check who's doing this. +.*/ “+ static int + SunDESAdd (client, famly, .

| engt h, pAddr) S



+ CientbPtr client; + - int

famly; +
unsi gned | engt h; [* of bytes in pAddr */ + poi nt er
pAddr; +:( + regi ster GOCDGUY *guy = goodguys; + + while (guy) ( +
if (length == guy->nNane + && strncnp(guy->nanme, (char *)pAddr,
| ength) == 0) ( + ‘ /* Thi s2dyy' s aI ready -aut hori zed */ +
return (Success); + ) + guy = guy->next; + ) + | f

((guy_= ( GOODGAJY *) Xal | oc(si zeof (GOCDGUY)) ++ NULL) + return

(BadAlA oc): + . if ((guy->nane = (char *)

Xal | jgc(l engt fi 4 ‘)"g'y"l\ﬁﬂ{gfs“&e e of Xiree(guy): + return

(BadAl | oc); ia“ G:M(mpy(guy >narne, (char *)pAddr, length); +

guy- >nane[ | eRgt h] ™ Taum auth_stat stguy- >next = goodguys; + goodguys = guy;
+ returns(Buccess); + /* + * The length bytes pointed to by pAddr
contain a newnane tchet *m®i+ * to be renoved fromthe set authorized to
connect to the server. + */ s}atic int * SunDESRenpbve (client, famly,

ength, pAII) L omx:

tdefine STR "puthentication OK"

+ if ((mag = (char *) Xalloc(s;zooﬁs‘tm)) t= NULL)
+ stzepy (msg, STR):

+ $undef STR '

+ break:

+ case AUTH | BADCRED:

+ §define STR "Invalid client credential”
+ if ((msg = (char *) Xalloc{sizeof (STR))) != NULL)
+ stxcpy(msg, STR};

+ fundef STR

+ break;

+ case AUTH_| REJECTEDCRED:

+ fdefine STR "Sexver rejected c:cdential"
3

4

+

4

4-

4

-

4

+

+

+

+

+ +

if ((msg = {char *) Xallecc {sizeof (STR_))) {= NULL)
strepy (msg, STR):
$undef STR
break;
case AUTH BADVERF:
jdefine s'm "Invalid client verifier"™
if ({msg = {(char *) Xalloc{(sizeof (sm)n t= NOLL)
. strepy(msg, STR);
fundef STR
break;
case AUTH_REJECTEDVERF:
4define STR "Server rejected verifier"
+ if ((msg = (char *) Xalloc(sizeof (STR))) != NULL)
+ strepy(mag, STR);
+ #undef STR
+ break;
+ case AUTH TOOWEAK:
+ §define STR "Cli.ent credential too weak”
+ it ((msg = (char *) Xalloc{sizeof(STR))) != NULL)
+ atrcpy (msg, STR): )
+ fundef STR
+ break:
+ case AUTH_INVALIDRESP:
+ §define STR "Invalid server verifier™ '
+ if ((mag = (char *} Xalloc{sizeof(STR))) != NULL)
+ strcpy(msg, STR);
+ $undef STR
+ break;
+ case AUTH FAILED:
+ {define STR " *"fFailed (unspecified errox)*
+ it {(msg = (char *) Xalloc(sizeof (STR)}) (= NULL)
+ . at.rcpy{msq, STR) 2
+ #undef STR
+ break:
+ default:
4+ {define STR *Unknown authentication errorz®
+ if ({msg = (char *) %alloc {sizeof (STR))) != NULL)



+  Cdientbtr (U\_ client; + i nt ' ' famly; +

unsi gned | ength; . /* of byt es. |n pAddr */ + poi nt er
pAddr; + + regi ster GOODGUY *guy goodguys **prev, 27 + for
(prev = &goodguys; (guy = *prev); pr&& &guy- >next) (if (length == .
guy->nNane + && §trncnp(guy >name, {char *) pAddr, Iengt h) .== 0) (
+ [* This: quly is the,one to za o+ prev =
guy- >next* ﬁr guy) + ;Y break; + + /*
I''m assurﬁ ‘Q‘dfﬁat reng),\“,n.g soneone not in the:kist is OK*/ + retur
(Success),, Now gode al |l owi’hg entries in the i to be read. . .28. + .

*pnHost s J S set pde@ed h&qnunber of netnanes in the,_ aut hori zati on ||st + *
and *data hg set to point:to-an xalloc()ed array ‘containing an + *

XxHost Entry struct for each of:‘them each followed.by the netnane + * _

i tSqNeks mé‘aﬁﬂmhlmhwtsaéﬁetof!‘@w#drﬂe'w{ he ‘stat e -ofi‘the AccessEnabled + *
flag (NB - this is msleading, since this rrechanrsmrgnores t he flag) + */
+ static int + SunDESGet (data pnHost s, pEnabI ed) '



*pnHost s;

+ poi nt er *data; + I nt

+°  BOOL *pEnabl ed; +{ + i nt .

*lengths = (int *) NULL; + i nt n=20;, + int nGQuys = 0; +

regi ster poi nter ptr;. + regi.ster GOODGUY *guy - goodguys:

*pEnabl ed = AccessEnabI ed ? Enabl eAccesg(, Disabl eAccess; + whi l e (guy)
+ lengths = (int *) Xrealloc(lengths, (nQuys + 1) * sizeof (int)):

+ = i f (Iengths == NULL) ( + return (0) t ) +

| engt'he” (n@y;++] guy- >nNarre; + n + = (((guy >nNarre + 3) >> 2) <<

2) + sizeof ( StEntr ) + + if (n) ( +

*data = ptr = ( Olﬁﬁgé, zusncarioéh:,sﬁ t‘og eXch ugt%tifze? nlpin ’(lULL) ( +

Xiree(| engt hs S Gl vl st 0D 0 ) ~ nauys = 0; +

guy = goodguys,

+ short andegtly) ( + int len;, + +

| en = | engt hsftnGuyemst] ; + *name; ((xHostEntry *)ptr)->famly =
Fam | ySunDES; ++) GoobGuY; ' ((xHostEntry *)ptr)->length = len;

+

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
*
+
+
+
+
+
+
+
+
+
+
+
+
r's
+
+
+
+
+
+
+
+
+
+
+
+

static GOODGUY *goodguys = NULL;

* The length bytes pointed to by pAddr contain a netname that is

* to be authorized to connect to the server. Since anyone who
*t iz connected tc the sexrver can be asaumed to be a goeod guy,
* there’s no need to check who's doing this. :
=/

szatic int

SunDESAdd (client, family, length, pAddr)

ClientPtr ' client;

int . family; ’

unsigned length; /* of bytes in pAddr ¢/
peinter pAddz;

register GOODGUY *guy = goodguys;

while (guy) {
if {length == guy->nName
&& strnamp{guy->name, (char *)pAddr, length} == 0} (
/* This guy’s already authorized */
:otuzn {Success); . .
}
guy = guy->next;
} - - : :
if ((guy = {GOODGUY *) Xslloc(sizeof (GOODGUY))) == NULL)
return (BadAllec):
guy=->nName = length;
if (({guy->name = (char *) x;lloc(length + 1)) == NULL) {
Xfree(guy):
return (BadAlloc);
} .
strncpy{guy->name, (char *)pAddr, length):
guy=->name[length] = / 7;
guy->next = goodquys;
goodguys = guy;
return (Success):
}

/'

*/
statie int
SunDBSRemove (client, family, length, pAddr}
ClientPtr . client;
int family;
unsigned - length; /* of bytes in pAddr */
pointer . pAddr; :

register GOODGUY *guy = goodguys, *fprev;

* The length bytes pointed teo by pAddr contain a netname that is
t to be xomwod from the set authorized to connect to the server.



+ ptr += S|zeof(xHost Entry); + S bcpy(guy->nane, (char

*Yptr, len); + ptr +—((Ien+3) >> 2) << 2; + guy
-guy->next; + ) - L)+ *pnHosts = .nQuys; + Xfree .
(lengths); + return (n),;' + ) N&W-t he code: Ihat is called when the

handshake arrives on a ne:
new connection on FD "cong’ N
static |I‘|t + o3l I‘I‘QE.S,TES&,;--' W3, y}'Pﬁa,t) duth _proto, nStr, _
auth string) +i¢ (1edg®h G=ChlgibnNane /* FD for: j’.-connectl on */ + u&
* pswappesl; [ * Ccennesichp@uyrses . S(GAPDI hy‘d#' ‘Jengthy eh} &*reason; /* P
fails, put reason hét ghisjhuy is thejone torgap. /- /* length of auth
proto name */ + epEaY *ab‘t'ﬁ"‘ﬁ‘oto [* strin - of auth proto */ +
i nt nStry /"“‘f‘énbﬂ“ﬁ ‘of auth proto dat. char *auth
string;: /* Satﬁ‘?or “auth proto */ + enum aut h_st at V\/ny, +
struct. gut hd ed *thegreéd; + regi-ster GOODGUY  *guy = goodguys;
+ i f (sf.r @q,np{.%ur@E&‘h; BobVipy Obesonm [fop )in! the()ist is OK */ register .
char *nsg; + #defi neuccess)s " STR "Sun_DES 1 aut h0r| zation requi red +

if ((nmsg+=char *) XaIIoc(S|zeof(STR))) 1= NULL)

anectlon + o Authorlze (or refuse) the
] : -+ *[ +

Now code allowing entries in the list t,p,t____sg :eat_i;



strcpy(nsg, ‘STR) ;--'+ | undef STR + return
(0); +) + /* decode credential */ + thecred =

aut hdes_ezdecode(auth_string, nStr, &why); + if (why !' AUTH OK) { +
*reasqQn = auth errnsg(why) ;" + . ;geturn (0); + F while (guy) {
+ I f (strcnmp(guy->nane, -the >adc fullnarre nane) == 0) [ +
[* This guy is authorized */ + - ~free (thecred); +
retur,p_ (1); + N+ guy guy->next; +

' free(tshecred) © + #define SIR "User is not authorized" +
i f ?I reasom = (@isasts*js Mal tcotiespumbeop{ SFR)mes inl\nytl_')"-hr-’t““-““ liat,
Strcpy(*reagen,: SFRpdats isashdef P°““ to ag “l""”'d arna + #ndi f
/* SunDESAccésSTE¥RtEntsY o “""‘ 3 néirg oRER (iﬁtlé’ IEL I’Ihwl ng code
i's added to fesoy ?féf ?E 5 " &1 Li<nt: g,éhggi% ;IQSH:Q, afile of
active authetl- §s |s or-ed |ntot e resource D. aveatotal of

12 bits for t,hgugu gpd I D, but there are just MAXCLI ENT (currently 128)
possi bl e cl i @nénoesce® daka, pnhésgh, bidasled) _

pointer . *data;
int . *pnHosts;
BOOL . *pEnabled;
t .
int *lengths = (int *) NULL;
int n=0; ’ .

int nGuys = 0;
register pointer ptr;
register GOODGUY *guy = goodguys?

*pEnabled = AccessEnabled ? EnableAccess:- : DisableAccess;
while (guy) { '
lengths = (int *) Xrealloc{lengths, (nGuys + 1) * sizeof (int));
if (lengths == NULL) {
return (0);
}
lengths {(nGuys++] = guy->nName;
n += {({(guy->nName + 3) >> 2) << 2) .+ sizeof (xHostEntzy)’
guy = guy->next; ’
} .
if (n) (
*data = ptr = (pointer) x;lloc(nl:
if (ptxr == NULL) {
Xfzee{lengths);
return 0;
)
nGuys = 0;
guy = goodguys;
while {gquy} {
int len;

len = lengths|[nGuys++);
{(xHostEntry *)ptr)->family = FamilySunDES;
((xHostEntry *)ptz)->length = len;
ptr += sizeof(xHoatEntry);
beopy (guy->name, (char *)ptr, len);
ptr += ({len + 3) >> 2} << 2;
guy = guy->next;
}
}
*pnfiosts = nGuys;
Xfxee (lengths);
retuzn (n):

++++++++++++++++++++++++-++++++++++++++++++++

}

Nowtbecodechnisaﬂedwbenlhehmdshakeuﬁvesmlnewconnedion:



* of the resource ID are unused. We use these bits internally: * - Each
client is authorized under some authenticator- ("user ID'). * - Each new
authenticator is entered iinto a table, indexed.*:* by a 5-bit field
(there can thus be 32 dlffferent user I Ds * actn ve). * - Before )
| ooki ng-up a resource | D, Wwe - or thdFndex for: current client's
authenticator into the top:5-bits. In this wa ;cI i ents authorized under
a specific aut hentlcator SEelX a resource space that is independent
fromthat+ éée ﬁyx te"”) @h under anot her..d 'heptl)gg_or * -

speci al casg, ’“’"? SEhdet ESONT ™ B %”ﬂb“l BORES tipS MBS created by a cli enq"“
W th aut hent) €At SN t abl e, i:ndéx 0, the | ooking=Up-client's index is not
or-ed intpsthgel fae * -50 that- all clients sée resources created under
this * + suiptshautt taahopawaﬁed#deisoﬂ.enlﬂm I—hdth@'&)é(:s.l ngnat Jautd_pudih@nt ) - >aut h
i ndex) #defi naekdsErpd:NDEX. SHI'FT /* BIY féxi @bw renmigtién] NDEX MASK

Oxf BOOOOCO 2. iehcfmpgesppeds Zsﬁtﬂ"ﬁ%’it" "Hf"atrt‘m’ﬂ?de&_ field is added to the

c

dient Resburcé’RE‘E:awgfﬁ‘C?"'t ha ﬁé' &pr lfgé?"t'ﬁ"l‘ resent a client. It

stores 1 valdE Pl il 60T LTD T, Pl fpe oo typede

atruct Cuent égnggpe Resgdln bf ,t;,gﬁg,gg Satal WY el ements: int
buckets; int char *autt@&Bindize;.  / data/ for awa{&uokets) */ XID

fakel D; usgi gned auth index: | dient ResourceRec APPENDI X B

+ enum auth_ atat uhy:
stzuct. nuthdeh cred *thecred;
register GOODGUY *guy = goodguys;

if (atxncmp(SunDESl, auth_prote; nPro) !- 0) ;
:egiatc: ehnx' 'msg, : L)

ddefine STR 's\m nzs 1 authorization :equ:.red"
if ((mag = (cha: *) x.uoc(sizoot(s‘rk)n 1= NULL}
atxcpy(msg. STR). .
fundef STR - -
return (0).
}
/% decode c:edentxal '/’ : :
thecred = authdés_ezdecode {(auth st:i.ng, nStr. Swhy);
if (why != AUTH OK) {
*reason = auth cr:msg(why).
return {(0);

+

+

+

+

+

+

FY

+

Y

+

-+

+

+

+

+

+

+

+

+ }
+

+ while (guy) {°

+ if (sttemp(guy->nm, thecred=->ade fullnm.nane) == 0) {
+ /* This guy is authorized */

+ free (thecred);

+ return (1);

+ } ' . T
+ guy = guy->next: T o/
+ } . ’ . L

+ free(thecred); .

+ {define STR "User is not authorigzed"” i

+ if ((*zeason = (char *) Xalloc(s!.zeot(sm))) 1= NWULL)

+ strepy (*zeason, STR):

+ fundef - STR

+ return (0);

+

+

fendif /* SunDESAccessContxol */



When the CientResourceRec for a new client is initialized, the auth index
field is initialized to the (appropriately shifted) index into the table of
active autherxicators. Initdient Resources(client) CientPtr client;
register int i,j; if (client == ser verdient) |astRescurceType =
RT_LASTPREDEF; | ast ResourceCI ass =.RC _LEBSDPREDEF; clientTable(i =
client->index] resources = (ResourcePtr *)xal I oc (I NIl TBUCETS*si zeof
(ResoLﬁ'*cePt r)); clientTabl e[ i ].buckets = | Nl TBUCKETS;

cli entTah) @{,A,t,sql,emm,&ﬁu . clientTable[i] hashsize -1 NIl THASHSI ZE:

clientTa r < ETS

client Tam s t";jeceodp's add% g,ggu%kl ‘F’kfg'g%ﬁ&rwew& % 'i°'+ f“" v"ﬁ e‘§?':
client- >au < 1 NDEX SHI FT; V\hen a client creates a new
resource, thesmlient's auth_index value is or-ed into the resource ID that
the * resour ¢e Heshavdentethal cf 1p/bitisnforitte qldynt the yuesdurces fent each

aut henticator dr MF’GF%‘H ‘F%t%b&r‘&%’e!’%de‘?lessusmee§° Wbl’dh%ﬂ!!(ﬂ’QESour ce(l d,
type, value, fdncef WiEsgndls o ?'I"Tyg?é

val ue; int (* f'UI’IC) ::: nep :Eﬂ:hg'i :::Fieagrg. od m y ’tablcgﬁogtk }"Ze%oﬂlf Cept r

res, next. *hegd; by a 5-bit field (there can thus be 32 different user IDs
. active).

~ Before looking-up a resource ID, we or the index for the
current client’s authenticator into the top 5 bits. In this
way, clients authorized under a specific authenticator see
a resocurce ID space that is independent from that seen by
clients under ancther authenticator.

- As a special case, if the resource ID being locked-up was
created by a client with authentication table index 0,
the locking~up client’s index is not ox-ed into the ID,
so that all clients see resources created under this
authenticator.

»

./
#define AUTH_INDEX(client} ((client) ~>auth_index)
§define AOTB_INDEX_SHIFT ) 27
4define AUTRH_INDEX MASK 0z£8000000

2. Chinges to “‘resource.c™

An auth_index field is added to the ClientResourceRec struct that the server uses 1o represent a client. It
stores the value that will be or-ed into the resource IDs.

typedef atruct _ClientResource {’
ResouxcePtr *resources;
int eiements;
int buckets;
int hashsize; /* log(2) (buckets) ¢/
XIp’ fakelD; :
;o unsigned auth_index:
-/ } ClientResocurceRec;

APPENDIX B



client = CLIENT_I D(| dy; if (! cl'ient Tabl e[ client]. buckets)

ErrorF(" AddResource[ err] client=[err] O, id, type, value, class, client);
Fatal Error("client not in.useQ; if (!func) ( -ErrorF("AddResource [err
client-[err]0, id, type, value, cla®]. client): Fatal Error (No delete
function given to AddResource O) ) /* If thi S an auth index 0 client;

this will have no effect |d | = clientTabl e( C|l nt].auth index; if
( (¢! YRR the gﬁﬁ," gt s mitigized.; e qutfatgdea) 841d isripialisedoreabes) &8
(cl | @ppropsacly s ‘fdi) “"°'i'?%1§‘ g plAstive ayhentigiions) ZE)) regl ster ResourcePtr

ﬁ

*resour Ce§nnc£5ﬁ§ﬂ%&€3(£nc}m : ST
xal l oc(2*cli em.Iab,lge‘{mJ.dgent] bucket sei zeof ( Resour ePt ry); for (] -.0; ] <
client Tabke[client]. bucket 3*2 '] ++) resourceslj 1= Nul | Resource; =

clientTabl e[ cégiever] ittashsi ze++; for (j =0; j €.
clientTabl e(client). buckets; Z: * Must preservé.i'nsertion order so that
Fr eeResource‘ﬂdéé‘rf“f 'fr’éé““‘c éﬁj’b | asses" beforé nmain resources are freed.

Sigh. */ for (re§” %bheg Iablkq.lgs B}rresources T1; res; res_: next) {-
next - res->nex ,,,_E rescriss SOREGR! ¢client, res >i d)] whi l e (*head)
head. = &(*hga d)->next; *head = res res- >next =-Nul | Resource; |

c.licnt'rableli = client->;ndox] Tesocurces = T

(Rcaou:cc?t: *)228110c (INITBUCKETS*sizeof (Resou:co?t:) ):

cliontrablolij buckets =  INITBUCKETS: coe

clientTable[i].elements = 0;

clientTable[i}).hashsize = INITHASHSI2E;

clientTable([i].fakeID - 100:

for (3=0; j<IN1'rBUCKE'1‘S. “jee)

(

cliont‘l‘abl.iil xcpou:ces[j] - Nullncsc\:reo, - ; - }
} :
clientTable([i]. aut.h indo.r: - cl;cnt->anth index << AUTI! INDBX sxurr;



>

clientTabl e[client] .buckets *= 2; xfree(clientTable(client) .resources);
clientable(client] resources.= resources; head - &clientTable[client]

.resources[Hash(client, id)]; res =

(Resout cePtr) xal oc(si zeof (ResourceRec)); res->next - *head; res->d = id:
res->Del eteFunc = func res->type * typeddes->class = class res->value =
value; *head = res ; clientTable[client]el enents++; - - When a resource is

freeds-the client's auth_index value is or-ed into the resource |ID before

it i S n9eala clicht érklies a\bew sesdufte, e cIRnt's RaNindd | Wiuk isQRed BE B rGaRceGD @RI el Under
i ts aut hedirdeCistidaitified By. Cin iscwdye o resautces fod pach kiveRadaoi gt soedin3pane Xidess d; | nt

ski pDel qI;&EunCCI ass; int cid: register . ResourcePtr res; register
ResourcePtr *prev, *head' regi ster int *eltptr; int el enent s;
Bool %(;P‘me = FALSE. i f ( (c# d* CLl JENT ID(id)) < MaxClients) &&

cli ent Tabl [ cifYqeicatyy YR raarr 4 j Gase

unaigned short type, claas:
pointer value;
int (* func)():

int client;
register int Jj;
register ResourcePtr :es, next, *head;

client = CLIENT_ID(id):
if ('clientTable[client].buckets)
{ o )
ErrorF (“AddResource (tx, td, x, 8d), client=td 0,
U id, type, value, class, client):
FatalEzrror("client not in usel);
} .
if (!func)
{ .

ErrorF {"AddRescurce {(1x, td, tx, Vd), client=td O,

id, type, value, class, client);
FatalError("No delete function given to AddRescurce 0);

/* 1f this is an auth index O client, this will have no effect.. */
id |= clientTable([client]).auth_index; o
if ((clientTablefclient].clements >= 4*clientTable{client].buckets) &&
{clientTable[client] .hashaize < MAXHASHSI2E))
{
register ResourcePtr *rescurces = (ResourcePtr *)
xalloc(2*clientTable (client].buckets?*sizeof (ResourcePts});
for (J = 0; 3 < clientTable[client].buckets*2; j++)
resources|j] = NullResource;s
clientTable{client] .hashsize++;
for (j = 0; J < clientTable(client].buckets; j++)
W/ /*
* Must preserve insertion order so that FreeResource doesn’t free
t "subclasses" before main resources are freed. Sigh.
*/
for (res = clientTableiclient].resources|j]}: res; res = next)
{ .
next = res->next;
head = &rescurces|[Bash{client, res->id)):
while (*head)
head. = & (*head)~>next.;
thead = res;
res->next = NullResocurce;
}

}
clientTable [client) .buckets 8= 2;

. xfree{clientTable[client}.rescurces)?
clientTable {client]) .rescurces = resources;

, .

head = &clientTable{client}).rescurces[Hash{client, id));



/* 1f this is an auth index O client, this witl have no effect.. */ id |
= clientTable[cid] .auth index; head = &clientTable[cid] .resources
(Hash(cid id)]; eltptr - &clientTable[cid] .elenents; prev = head; while

(res = *prev) i f (res->id.=="id) BB = res->next; el enents = --*eltptr
if (res->type & CACHEDTYPES) Fl ushd i ent Caches(real id); if
(ski pDel et eFunod ass ! = res- >c|ass) (*res->Del eteFunc) (res->val ue,

realid); xfreesr (&9)°“Ff”‘("”é?’cﬁ?t‘f"’°"é‘f’éﬂé‘ﬁf‘%‘) prev = head: /* prov may no
| onger be vaIfPﬂ'”f*‘gbt ‘b= TRUE;, ) el se prev.= &res->next; ) i
|f(cI|ents[C|x Qe f&LLents[m d] - >l astDrawabI al D)) ( . Y=
clients[cid] ¢ > as \A@E,e = .(Drawabl ePtr) NULL;. '
clients[cid] ,g .a,g a8} D = |NVALID; if (lgotChe) Fat al Error("Freel ng
resource id= %X.-\Mehnh-tsmub»ther e" id); ] 35.\hen the client |ooks up a

resource. autthedadexsfield is ored into the resource IDto ensure that the
sear ch cliont’l‘abh(client] elomnr.s-n, e

)



~

Is made only within the authenticator's adds's space. pointer

-» Lookupl D[id, rType, class, client) XID id: unsigned short rType, class;
ClientPtr- client; int cid; register ResourcePtr res; if (((cid -

CLI EN‘[_ID(ld)) < MaxClients) &&.clientTable[cid].buckets) * If the
resource wasn't created by an AUTH IND% O client, * it may not be visible
to nme. unsigned him= clientTabl e[ cid] GFh index; if (him!- 0. * If I'm
an AUTH INDEX O client, ORin his index to make * sure the resource is

Vi Si Bl.gq LRGEWESE 6 ed@e 18 Phuth MlfeX vilue iPor38 Gud the teboulcd 1Y be¥drP i & freed. W@ Need
to C'earu@u;,h @ h b} fecABburte EcréaRd DREAMIRNmiQlor! €St -above. unsigned me =
client Tabl e[cllent->| ndex].auth index; id!=(me !'=0?nme : hin; res =
clientTabl e[ cvedp . resourcesLHash(md id) ]: for (; res; res = res->next)
if ((res->id Eﬂ'h?)’“&&“("re'é pDe}eteBuncClagslyss)) if (res->type & rType) return
res->val ue; e’F’ge“r'et.Li ter) NULL: ) return (pointer) NULL: )

int skipD neC ass;

{ :
int cid;
register ResourcePtr res;
registes ResourcePtr *prev, *head;
register int Teltptz;
int - elements;
Bool gotOne = FALSE:

if ((({cid = CLIENT_ ID(id)) < MaxClients) && clientTable{cid].buckets)
( . .
int realid = id;
U /% 1f this is an auth index 0 client, this will have no effect.. */
id |= clientTable{cid].auth_index;
head = &clientTable [cid] .zesocurces [Hash(cid, id)];
eltptr = &clientTable(cid].elements;

prev = head;
while (res = *prev)
{ .
if (res->id ==. id)
{
*prev = res->next;
slements = --fgltptr;
if (res=>type & CACHEDTYPES)
FlushClientCaches (realid);
if (skipDeleteFuncClass != res->class)
. {*res~>DeleteFunc) (:oa-)valno. ualid):
xfree (res);
if (*eltptr != elements)
prev = head; /* prev may no longer be valid &/
gotOne = TRUE;
P Yy '
/ slse
prev = Lxes->next;

}
if{clients[cid] && (iQd == clients{cid]->lastDrawablelD))

( .
clients [cid]=>lastDravable = (DrawablePtr) NULL;
clientsi{cid) ->lastDrawablelID = INVALID;

}

)
if (!gotOne) '
FatalBrror("Freeing resource id=%X which isn’t there™, id):



For certain specific tests ('see bel ow) there is a requirenent to establish
that a client (the one that created resource b-) can see a resource a. int
IsVisibleto(a, b) XIDa; XXb-b:-int ida, idb; id.a = CLIENT_ID(a); id b =

CLIENT_ID(b); if (|da<|\/axC1|ents |db<MaxCI|ents) ( unsigned
i ndx_a, indxb: if ((indx_a"= client e(ld al. authlndex) == 0 [err] -
(indx b = clientTable[id bl. auth index) == 0 [err].(indx_b == indx_a)) {

I* * g [ReEicMASOKS GiveRahcd) WuiR et Fidtd i HIRBDIUOIDE tebdditk ID To eRburclth@ e baRRt S had t he
S ane;s Abd-brlyNiinin the duthesticitdsm addresk hter N O, For certain.specific tests (see .-,
bel ow) there is a need to establ ish that a clien “can see a resource evei;
if it doesminteyet exi.st. lsOneO‘OJrs(l d, cli ent) XIDid; CientpPtr ..-f"'
client; ré??]‘t“ﬁ ‘éfﬂ éﬁ\ﬂal&l‘ 'C‘T Hewl - >indx] . auth -ifidex == 0 11 '

cl i ent Tabl e[ Lf nid ,km:ﬁ&?"a&th jndex - cli ent’ Tabl e[ CLIENT_ID(id)] .auth

I ndex); 3. CI&@ Prel Qi ie atch.c" These changes serve as exanpl es of the
gl obal cnges. _

int cid;
register Rescu:e.?tr res;

ir (((eid - CLIBNT Ib(idn < MaxClients) && client'rablo[c;d) buckets)
/. . L.

* If the :ehource ‘wasn’t created by an Aurll mnsx o en.nt,

* it may not be visible to me.

.I

unsigned him = el:.ent'rablo {cid) .auth :.ndex; o

if (him i= 0) (

.« If I'm e an Auru INDEX 0 client, .OR in his index to make

* sure the zesource is visible. Othirwi;so, OR in my index
* to se. if it is visible.

* No neod to cleaxr auth index field bofo:. OR because

* of tesf. above.

unsigned me = eliont‘.rablo (client-)indcx] «auth _index;

id = (me !_- 0 7?7 me : him)s .

Tes. = cliont?able tcid] .resources [Hash (eid, id)):

for (; Tes; Tes. = rc.—>nox:)
if ((res=>id == id} && (:cs->c1-.u - clus))
if (res=->type & rType)
zeturn res->value;
else .
return(pointer)} NULL;
, .
return(pointer) NULL; ‘ . )
| | . o/
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37. When a wndow is created as a child of sone existing parent w ndow, it
IS necessary to ensure that the parent wi ndow can nane the child using
| sVisibleTo(). int ProcCreateWndow (client) register ClientPtr client;
regi ster WndowPtr pParent, pWn; REQUEST (xCreateWndowReq); int result;
int |len; REQUEST_AT_LEAST_ St ZE(xCreate dowReq) LEGAL NEW
RESOURCE(stuff->wid, client); if (!'(p
(W ngowPt r) LookupW ndovv(stuff >par ent, cllent))) ret urn BadW ndow;, |len =

!

stuff'>lenth eW ndowR stuff k) !=
len) ret@r {8 &E‘&ﬂ‘l t'°ﬁ" (ﬁg‘fb‘ “'ZP‘ﬁ'f fra W"d?q%f"f P‘f'i‘%"fﬁ f”‘“>‘h f"(jﬁ by 3R
client- %f"fb , ure €t urn Badval ue; pWn - CreateWndovx,(stuff->vm d,
pPar ent , stuff,n.,>x, stuff >y, stuff->w dth, stuff->height,

st uf f - >bor der ¥avdsivre®itaf b+ >cl ass, stuff->mask, (XID *) &stuff[1],
(int)stuff->dept¥D &iient stuff->visual, &esult); if (pWn) {
AddResource(stuf¥1°>N d, RT WNDQN (poi nter)an Del et eW ndow, RC CORE); *
We need to nmaker gzthgt ~a parent can nane all its children in case it
sets * Substruct it eRedl réct. */

id_a = CLIENT_1D(a}):

id b = CLIENT_ID(b);

if (id_a < MaxClients && id_b <MaxClients). {
unsigned indx s, indx b; :

if ((indx_a = clientTable(id_a).auth_index) == 0 {|
{indx b = clientTable{id_b].auth_ index) == 0 ||
(indx b == indx_a)) {
. /* : .
/ . * Either was created by an AUTH_INDEX 0 client,
* or the clients had the same AUTH_INDEX.
*/
return 1;
}
} -
return 0;

}

For certain specific tests (see below) there is a need 10 establish. maucnem can see a resource even if it
doesn't yet exist.

int

IsOneOfOurs(id, cliont)
XIDb id;
ClientPtr client;

return (clientTable[client->index).auth_index ==.0 [}
clientTable [clisnt->index) .auth_index ==
clientTable [CLIENT ID(id}] .auth_index);

3. Changes to *‘dispatche™
These changes serve as examples of the global changes.



If (!'lIsvisibleTo(stuff->wd, pParent->wid)) { Fr eeResource(st uff->wid, RC
NONE); client->errorValue = stuff->wid; return. (BadVaI ue); if
(client->noC ientExcepti-on-l-..Success) return (elient->noCientException);
el se return(result); acli ent r est s destruction of a window, it is
necessary to make sure that..tthé wi ndow was created-b) a client under the °
sane aut henti cator using ksOweO‘ Qurs(). int ProcbestroyW ndow (client)

r egi 3 Wihdo® ik Blefieddsiacthdd: of s6Hik Sdistisig pAFanCoindRiw, upk/\n‘mgssdi}E@dEﬁG( thiRakeour ceReq);

RE MW@*@I@HhﬂﬂR&ﬂﬂp{)pw n = (w ndothr) LookupW ndow( st uf f - >i; d-
cli It (lpvmn[err] 1.sOneX Qurs(stuff- >i'd;=elient))

return(Baaiandovv) an >parent) FreeResource(stuff >id, RC NCJ\IE) i
return(cl‘lreﬁ‘fm!?ﬂ?ﬂ‘ fﬁ’e%l‘ Ion) when a c¢lient enquires the set of
sub-wi dows oF*%*SH NS FEhE W hidow must be one ‘it can name. If so, it gets
back FESOhrCgeéx%:fﬁrndo#bgpfm&t (philagh i s known t0 have been created under
aut hent i cat Ogggb@émQkczeatdwindodteans of the wi ndow (:el-sewhere it is enforced

t hat chil dr epatCaésvataays name their parent) @ach child window that is
visible to thetsiedii ent (checked usi ng LookupW ndow())

REQUEST. AT_LEAST_: sxzzthrcatewindochq).

LEGAL_NEW RESOBRCE(:tu!t-)wid, client): S :
if ('(p?a:ont = (Hindow?tr:LookupWindov(stu££->pa:ont, client)))
return Badwindew;
len = stuff->length - (si:cof(xC:eateﬁindouReq) >> -2Y:
if (Ones(stu!t-)maak) !- len)
return BadLengthi . S :
if ('stuf:-)vidth || ':tut£->height) Lo -
clicnt->erxo:Value = 0; AR . '
return Badv.luo.
;wtn - C:eataWindew(stuft-)w;d, pParent, atu££->x.
stuff->y, stuff->width, stuff->height,
stuff->borderWidth, stuff->class,
stuff->mask, (XID *) &atuff([l],
; (int) stuff->depth,
' éliont; btu££->visunl, &resuit) s
Win : )
i (gddkls:urc.(stu££->uxd. RT_WINDOW, (pointo:)pwxn, DeleteWindow, RC_CORE}:;
/*
¢+ We need toc make sure that
* a parent can name all its children 1n case 1: sets
* SubstructureRedirect.
*/
if uxsvn'ibu"-ro(atufz-»id, pParent->wid)) { -
FreeResource (stuff->wid, RC_NONE):
client->ertoxValue = stuff->wid; -
return (BadValue);

if (client->no¢11ont£xeeption I= Success)
return(client->noClientException)s
else
return(result);



*

int ProcQueryTree(client) register CientPtr client; xQueryTreeReply reply;
i At nunChi I dren = 0; register WndowPtr pChild, pWn, pHead; W ndow
*childlDs*= (Wndow *)NULL; REQUEST(xResourceReq);
REQUEST_SI ZE ~ MATCH( xResour ceReq); pWn = (W ndowPt r) LookupW ndow( st uf f->i d,
client); if (!pWn) return(BadW ndow) 2@eply. type - X Reply; * Returns a
resource ID for the root. * W know that this was created by the server
client. reply.root = W ndowTabl e[ pW n->dr awabl e. pScr een->nyNuni . wi d;
repl yﬁgememwmrs destwition pf 2 winddgruieis oepssary 1o'make suie that te wislow wag geddd f or t he
par ent . by lafcliewe usderthosamp aythentidator ysing &Q0e¥@wsi-n None, but this should * never
happen (see Reparenthdovv) if (pWn->parent && _
LookupW ndow; '\/\(’su el aud, client)) reply. parent - pWn->parent->w d;
eI se reply.pare 1;: % 1)4 NQhgene pHead - Real Chil dHead(pWn); for (pChild
pW n->| ast ¢h as = pHead; pChild - pChild->prevSib) if
(LookupW ndovx,( pC&udsd.PMrdpunklpam,)) nuntChi | dren++; if . (nunChildren) int
curChild = 0; chedugsDgRescpifeRedsy *) xal | oc(nuntChil dren * sizeof (W ndow));
for (pChild - pWn->lastChild:;: pChild ! = pHead; pChild = pChild->prevSi b)
_ REQUEST_SIZE m-rcalxa..ouzeeaoq)- :
pWin = ‘(WindowPtr)LookupWindow (stuff->id, client);
if ('pWin || !IsOneOfCurs (stuff->id, client))
return (BadWindow);
if (pWin->parent)
FrseResocurce {stuff->id, RC_NONE):
return(client->noClientExceptien);

~

'\/1



* Returns a resource IDfor.the child. * Don't returnit if we can't nane
it. */ 1 f (LOokupW ndow( pChi l d >Wi d, client)) childlDs[curChild++) =
pchil d->wid; reply.nChildrfen: = nunchildren; reply.length = (nunChildren *
si' zeof (Wndow)) >> 2; W i teRepI Client (Cli-ent, sizeof
(xQueryTreeRepl y), &repl y)ii A (nunChil dren) cli ent - >pSwapRepl yFunc =
Swap32Wite; Wi teSwappedDataToCI lent (client, nun:@hl | dren *

Si zvexeb (a\Wientaxpircs the Mbwy-wﬁ?‘v’eéede Hpyjndow musl bc °m it can name. If so, it

r etgess bjck IisomeIBRlOC] | ent Exception) ; CLAI VS 1.- - A net hod of L
r endehd e (RRchs kiowd ahaGy/tiaraied ehdadiuthenticatas eera)er - and at least one client v
proceﬁé &F&mﬁmma&wmem@nﬁkmmmashm s GikidinqRReg tO the X W ndow

server st conputer termnal by
usﬂhg“‘é X’%H% 8?‘5’"?"'?“_ 'L'ﬁgq‘e?g%gs M?}"P‘gel ngﬂencrypt ed and decrypted
using a ghandard public key cryptographic aI gori-thm allow ng said user to
Vi ew onl procqmeyrréesloéntt he' X Wndow server system'specifically authori zed
to that usetgisted qlésmFEé’éimt hori zed to an aut hent i cator zero, and
allowingt said wuser to manl pul ate onl y

xQueryTreeReply zeply. _"

int numChildren = 0;.

register WindowPtr pChild, pWin, pHead:
Window *childIDs = (Window *)NULL;
REQUEST (xResou:ceReq) F

REQUEST_SIZE_MATCH (xkesourcellcq), :
pWin = (Window?t:)Loo&upﬂindeu(stu££->id, client),_
if (!pWin) . . _ -
xetu:n(Badwxndeub. - Lo W/
reply.type = X Reply. S
/*
* Returns a resource. ID for the root. :
* We know that th;s was .created by the server elicnt..
*/
reply.root = H:.ndow’l‘able !prn->drawabJ.c.pScreen->myNum] wid;
) zeply.aoqucnceﬂumbcx = client=>sequence;
L
* Returns a xescuxco_ ID. for the parent. o
= If we cannot name the parent return None, but this should
* pnever happen (acc Reparentﬁindov) . : '
*/
if (pWin->parent &é Loekupwindon(pHin->p.:ent->wi.d, client))
reply.parent = pWin->parent->wid;
else : :
reply.parent = (Window)llono :

pHead = RealChi ldHead (pWin};
for (pChild = pWin->lastChild; pChild != pllead. pChild - pCh:lld->p:cvs:.b) _
if (LookupWindow(pChild->wid, client}) : v
aumChildrent+; . . o :
if (numChildren)

{
int curChild = 0,

childIDs = (Window *) xalloc(numChildren . u.zeof (Window));
for (pChild = p‘hn->lastChild. pChild != pBead. ‘pChild = pChild->prevsib)
/*
* Returns a resource ID for the child.
* Don’t retuxrn it if vwe can’‘t name-it.
*/
it (I.ookupﬂindou {pChild~>wid, client})
childIDs {curChild++]) = pChild->wid;
}

reply.nChildren = numChildren;
reply.length = (numChildren * sizeof(Window)) >> 2;



resources of the X Wndow server systemspecifically authorized to that
user and resources authorized to an authenticator zero. 2. The

nmet hod of- rendering an X Wndow System i ncluding a server and at |east one
client. process secure as clained in claim1 in which the step of allow ng
said user to viewonly resgﬁr ces of tHa&X W ndow Server system specifically
authorized to that the user and resources authorized to an authenticator
zero~includes the steps of: placing a user i dentification in an
identification of each resource crea,te% by the yser for resources that m
be v?&g‘v\ed by t%iﬁ“e&t’?@*%@é?“b?ﬁ'y',“? d‘%f??f’n‘é°§ﬁ’-'a3t‘?é§’ts‘i cator zero d
i denti fication ¥ PREPIFEER i fication of each resource created by the user
that may be vi eWed,;Dynedpswbisk@piyFéhe = swvapszwrit®@ method of rendering an X

W ndow Syst em i nclwitdiQapbeSMatyREL ALl catent agichiomen ¢| diasrt (Hinders ShALERLY as
claimed in cl ai m 2xtirée tshirapsblne st ep of 42 allow ng said user to

mani pul ate only) resources of the X Wndow server system specifically

aut horized to that the user and [esoyr ces aut hori zed to an authenticator
zero includes t¥msunieliegt>refieRkFIREP°0di § yser to nanipulate only
resources !containing resource identifications containing one of
two user identifications, the two user identifications being the user
identification indicating that user and the user identification indicating
sai d aut henticator zero.



4. The net hod of rendering an X VWndom/EWstenrincluding a ser

and at |east one client process secure as claimed.in claim1l in which the
CCess to the systemto .an authorlzed user at a host

step of rest
conputer ter
recogni zabl e
containing a
secret key f
storing the

user in a network-w de server -dat aba

key for the
t he user, an
generatlng a

ri :

m nal st eps. of provrdrng t he address fam
by ‘ﬂﬂ“ﬂ“m ‘server_system ‘the address faml
n

aut hori zed. name, - the public ke% and.’ the secret key for
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the server's secret key be knowm o o, the server,
qdredentlal af® EEHSSt % nBRal éﬁﬁryﬁﬁe §y8femg a

standard pubncduddeg caymengraphandal gor iltelawtandnt he kisnver ‘propelis ¢ key,
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key cryptographic algorithm. 3

allowing said user to'view only resources of
the X Window" server system specifically authorized to
that wuser and resources authorized to an authenticator
zero, and Cor o _

allowing. said user to manipulate only
resources of -the X Window serve:,Syetem specifically
authorized to that user and resources authorized to an
authenticator zero. o

2. The method of rendering an ‘X Window Syétem
including a server and at least one client process
secure as claimed in claim 1 iﬁ"which the step of
allowing said user to view only' resources of the X
Window Server system specifically authorized to that
the user and resources authorized to an authenticator
zero includes.the steps of: .

placing " a user identification in an
identification of each resource created by the user for
resources that may be viewed by the creating user only,

-and placing an authenticator zero identification in the

identification of each resource crea;ed by the user
that may be viewed by any user. '

3. 'The method of rendering an X Window System
including a server and at least one client process
secure as claimed in claim 2 in which the step of

at



al geri thmand the client's public key and obtaining the encrypted address
famly of the user, and granting access to the X Wndow system upon

mat chi ng. of the decrypted address f ‘ dress famly
recogni zable by the X Wndows server “\‘lmuu “Utmmwjng an aut hori sed

name for the user. 5. A net hod of*re‘hdeﬂ Mg *an” X W ndow System
including a server and at |east one client process secure conprom sing the
steps of: restricting access to.the X wn server systemto a client

proc ss executing on behalf of an authorized User at a host conputer
ter al by using an address famly, the address fam |y being encrypted and

decrypted using adlswingdasdifublsee key Mmmﬁﬂgrt%pbin(lyahﬁ@ddﬁtfés Jf wnag

the. client's pr ery ehal f of, r to i re our ces
of the X w ndow &/ 3‘%%9%;)% ‘;f%%c%r}ss:emaﬁ%&ﬁ@@& (ityo ay gr to at
resources aut hothsedseroami xesoburcesaamthozrdized amwd aal Imhgxtidfaa:or

client processerhOinfpies! ghé sﬁ bYofesources of the X Wndow server
system specifical 'y aut hor| zed to the user and resources authorized to an

aut henti cator zero. 6. 1lowjas netsddd of UpeRdertithg BAnKPWLABEW Sh®em

including a serveésaﬁdcah | ea%bn@ﬁ&nﬁ.h ent Wméecurﬁé&ﬂﬁdﬁdeq
claim 5 in Wmcg Ee ste of res |ct|ng acce Oft:lg: stemtoacllent
08 S5 nt(.j{it ,

process executin ab@ﬁﬁ Gt af Ngaonphieertve
term nal conpri seserheideapsfbéations beihg the uder Sdentification

indicating that- user and the wuser identification
indicating said authenticator zero.

/ 4, The method of rendering an X Window System
including a server and at least one client process
secure as claiméd in claim 1 in which the step of

| restricting access to the system to an authorized user
at a host computer terminal comprises' the steps of:
providing the address family recognizable by
the X Window server system, the address 'family
containing an authorized naine for the user,
pi:oviding a public key and a secret key for
the user, the user's secret key being known only the
user, storing the authorized name, the public key, and
the secret key for the user in a network-wide server

O database, '

- providing a public key and a secret key for
the X Window Server System, the server's public key
being known to. the user, and the server's secret key
being known only to the server, :

| generating a credential at a host computer
terminal ené_rypted using a standard public key
cryptographic algorithm and the server's public key,
the credential containing the address family of the
user and a verifier, the verifier comprising a time
stamp to prevent replays of the credential, and being
encrypted using the standard public key cryptographic
algorithm and the user's secret key, decrypting the



providi ng the address f ani ly recogni zable by the X Wndow server

system the address fanm ntai ni ng an aut hori zed nane for t he user,
providing a ey and a secret key for the user, the user's secret key

bei ng known on torlng t he authorlzed nane, the public key
and the secret \‘“m In a net k-wi de ‘server database,
provrdrng a pu ey andsa secret key "t he-X VVndomrServer system the

server's public key being. knomn to the user, and t he server s secret key

bei ng known o h r public cI| t
process, gene?%%d%‘gt g é%ent[ & X %a‘%'r?d’gts t‘ér“?gr %%‘i @
using t he st apubliic PUkRY ¢ dep b gaapigr araﬂrgord.lt@nrr ahdr abtet haaemmm s

public key, tﬁ§c£é€d$Q% @£ 06991&'9ﬁ@9vé9fffgéfess famly of the user and
e veri

a verifier, [:CoNprising a to prevent replays of the .
credential, and being eﬁ%@?ﬁ?één&5|ﬁ@eth%eéiﬁhﬂerdﬁbubth% KBy €300 aphi c

al gorithm andsébeeyseﬁsfngecmé kevanm@ayp;swm& hexéy e éé phye X
VVndom/server S|n %he star dard PUbll keg ﬁ%y togr q¥ |thn1and t he
server's secr® g?ﬁgt B apdtheplignt | §ppbl m@ pta ?$|€Peat t he
)(VVndOM/servencnypugdtheddtamdafdmphbloﬁ kMQ'msegncnu@phy al gorithm and
the public key of the c o] n n t ed address
famly of ‘the user,-andg*gg%%gégggggggsquq?ﬁ%n§ &}H§§W gvéﬁp
mat chi ng of tmetebingpteki dhie esiecrypted waddrens afdmédy fuﬁthy the
recogni zabl e D&dfs@&sxf\yﬂqg*"’srﬁébgﬁizable by the X Windows server
system as containing an authorised name for the user.

5. . A 'metnod of rendering *an' X Window System
including a server and at least one client process
secure compromising the steps of.

restricting access to the X window server
system to a client process. executing on behalf of an
authorized user at a host computer: terminal by using an
address family, the address family being encrypted and.
decrypted using ‘a standard public ‘key cryptographic
algorithm, o : _
ailoéing the. client‘s :oroeess operating on
behalf of a user to view only resources of the X window
System specifically authorized - tos the wuser and
resources authorized to an authencicato: zero, and o
allowing the client process to. manipulate only
resources of the X Window server system specifically
authorized to the  user and. resources authorized to an
authenticator ‘Zer0. '

6. The method of renderin'g‘.‘a‘n X Window System
including a server and at least one client process
secure as claimed in claim 5 in which the step of
restricting access to the system to a client process
executing on behalf of an authorized user at a host
computer terminal comprises the steps of:



system as containing an authorized nane for the user. A et hod
of rendering s network w ndow systemin and at | east one
client process secure conpri sing the stgmmlfmuiml l“m“L access to the
networ-k W ndow system to -an authorized . Cusér - $a *host conputer
term nal by-using an address famly, the address fam |y being encrypted and
decrypted using a standard public key cryptographic algorithm allow ng
sai d-user to view only the resources of the h.éq-v\drked Wi ndow system

specu.,l cally authorized to that user, and resources": authorized to
.an authenticator zero, and all ow ng said_ _user to mani pul ate only

. resources of the networked REMGHSING sthen addeess cheanilnuraopenigabbe t hat

user and resourcegh@lUt Ror WaadowO areekhendyr@nd) - 2P SBddress faHEly
nmet hod of renderi n a networ ked wi “aé}‘dow system i’ncl udin a server and at

| east one client® &edft @uthordized, pame, £ é’lralthﬁgﬁﬁr\nm ch the step
of restricting access ptovidide a ptﬂslﬁd:n keyOandara asddwet zikslys€orat a

Focogn 2abl o by tTH8 eSiy RAE dadro Sedidsr keyobBing, RiokfooBlY FanrhE™ 'Y
cont ai ni ng an autuser zestoming f the t snthorizedhroamel; nthe public key, aadda
secret key for thﬁxéjssﬁcréeek%%rfoﬁ: T SE nyilﬂe'zﬁgngf‘é? Wid’etgetbﬁr

user, storing the authorized hane I ¢ key, and t e secret
the user in a netd@fabad®e server

providing a public key and a secret key for
the. X Window Server system, the server's public key
W being knownl to the user, and the sé_zrver's secret key
being known only to the server, _
providing a public key-_ for  the client
process, ' _
generating a credential at a host computer
terminal encryp'ted using the standard public key
cryptographic algorithm and the server's public key,
the credential . containing the address family of the
user and . a verifier, the verifier . comprising a time
stamp to prevent replays of the . credential, and being
encrypted using the standard publié key cryptographic
algorithm and the user's secret key,,'
decrypting the credential at the X Window

'\_.; server using the standard public key cryptography
' algorithm and the server's secret key to obtain the
~verifier,

decrypting the verifier at the X Window
server using the standard public key cryptography
algorithm and the public key of the client process and
obtaining the encrypted address family of the user,
and granting access to the X Window System wupon
matching ‘of the decrypted address family with the
address family recognizable by the X Windows server
system as containing an authorized name for the user.



dat abase, prOV|d|ng a publlc key and a secret key for t he networked mnndow'
server system key being known to the user, and the
server's secret ke ei ng--known only to the server, providing a public key
for the client mu, Fuugﬂmuml ng a credent]j al at a host conputer )
term nal encrypt ard p C- key.cryptographlc al gorithm
and the server's publlc ke ‘£ he* creden2F§$ cohntaining the address famly
of the user and a verifier; Lhe verifier conpr hg a time stanp to prevent
repl ays of the credenti \d .bei_ng e g he ;standard_public_
key cryptograghlc algor%tﬁﬁigﬂﬂ Pﬁegﬁga §%§eér@Pth§ Hé@ﬁ?ﬁt?ﬁﬁtgﬂ -
credential at J.nlaé.mdem\gordxecbemvmtomandseuu/erlea:slty oge dlhient spandasd

public  key g gg&%gr%n ﬁ kg@eFE nhaggP Fg serveg s secret key to obtain

the verifier, ecr I er hetwor ked wi ndow  server
using the standard re@ﬁﬁﬂpelngkeycceyptogpaphyealgemwphkl whodoire

public key of sbagen i @3 RROCBREHBRY z8A! a'u@b?g lie” ‘inchﬁgﬁzedcomﬁq BESS
wi ndow syst em

famly of-the user rantin ess he
upon mat ching® SFmgﬁéﬁdgﬁg g&d éaEGPaanyi%Vbhtpﬁewgéaﬁé§s famiilyy
recogni zabl e b;ih@eenﬂnyyﬂe&ian@ddecﬁ?pt@d ﬁ#ﬂﬁgnéwsﬁ@ﬁdarﬁlpﬁbamc

aut hori zed na fqr A nethod of renderlng a
networked wn %rY¥Q%SH%%hic algorithm,

allowing said user to view only the resources
of the networked window system specifically ‘authorized
to that user, and resources :authotized to an
authenticator-zero, and ;Qj;:j
allowing said user fdéoj?'manipulate only

resources of the networked - window system spec1f1cally
authorized to that user and resources authorized to an
authenticator zero. '

8. The method of rendering a networked window
system. including a server and. at least one client
process secure as. claimed in claim 7 in which the step
of restricting access to the system to an
authorizeduser -at a host computer terminal comprises
the steps of:.

providing the address family recognizable by
the networked windows server ‘system, the address family \/
containing an authorized name for the user,

providing a public key_and a -secret key for
the user, the user's secret key_being.known only to the
user, storing-the authorized name, the public key, and
the secret key for the user in a network-wide server
database, : '
providing a public key and a secret key for
the networked window server system, the server's public
key being knonn to the user, and the server's secret
key being known only to the server,

providing a public key for the client.



system including a server "and at |east one client process secure
conprising the steps of: restricting acc mmted w ndow system
to a client process executi'ng on behal f mmﬂm{lm ser at a host
computer termnal by using an address fanmity,cthe AddPess fanmily being
encrypted and decrypted using a standard public key cryptographlc
algorithm allowing the <client process ,operating. on behalf of a

user to view only resources of the n&‘mrked wi'ndow syst ens
speérflcally aut horized to the user and resources authorized to an

aut efiti cator zero, and allowing the client process to manipul ate
only resources RTOGERB, net wor ked wi ndow system specifically authorized

to the user and resources gﬁ,ﬁd}g{ﬂﬂ%d 4 0 cHiededtiant i g8t @ ha OcoihQuter
The method of rende{qng net%%d' ked w ndo system |n§I udﬁgg fxgr ver
and at |east OfFBAILneRPOIRRE sHYIN8 osthe ) FEandArd, 4P j"r’n Ych
the step of restanscptm&pinﬂssaﬂ.gothehmysmrﬂm t be a selrivert' sprpuiekisc ekegyti ng

on benal f of an fig NAEEARRcIae" dindh i COMBY SaSE 4" B3hi 9T SEhe! o

steps of: providing the address ognl za t wor k
wi ndow system .Use€heanddch egsriféﬁﬂy%tﬁehiﬁbeancomﬁéip&oﬁ n&#@ef or

the user, provi digmp P&b revlsaz ra.adayrssw %h&earé&énébﬁ Usghd bBeenpser's
secret key bei ng% known o ¥ % Eeuser sto ‘g’]n& ut horlzed na ic t he
publi ¢ key, and THeF EREFLt UREDE  bPet REandar X- fFIetogreR
dat abase, _ algorithm and the user's secret key,
decrypting the credential at the networked
window server | using the standard public key
W cryptography algerithm and the server's secret key to
obtain the verifier, | :
decrypting the verifier at the networked
window server ~ using the standard public key
cryptography algorithm and the public key of the
client process and obtaining the encrypted address
family of -the user, and
granting access to - the networked window
system upon matching of the decrypted address family
with the address family recognizable by the networked
window server system as containing an authorized name
for the user. ' |

- 9. A method of rendering a networked window
system including a server and at least one client
process secure comprising the steps of:

restricting access to the networked window
system to a client process executing on behalf of an
authorized user at a host computer terminal by using an
address family, the address family being encrypted and
decrypted using a standard public key cryptographic
algorithm, :

allowing the: client process operating on
behalf of a user to view only resources of the
networked window systems specifically authorized to the



prOV|d|ng a public key and a secret key for the net wor ked mnndOM/systen]

the server's ﬁﬂh#+e~key_beiﬂg_KDQMh to the user;:and the server's secret

key being known only to the- server, providing - a public key for the
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the server's publié kbey, "thb -¢redenti al
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the user and a verifier, the verlfler conprlsﬁ{g a time stanp to prevenb
the replay of the cr dentla : encr.ypted usin t he ;
standard  puBPEE an eﬁeéPyﬁFSSréHﬁPEréFSGrFPhﬁFaﬁHtPﬁEt&SE 0L SZ@Ee; et
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public key cr
the verifier,

usi ng

public key Ofahhﬂeﬁtiﬁgtoﬂr9ﬁﬁﬁs and obtalnlng the encrypted  address

famly of the user granting access to the: networked w ndow system

t he

asthndazdd sbltihe usery and prespuipies attiorized and ahe

upon matching of the decrypted address famly. mn_h“the address famly

recogni zabl e 1py the neuwermﬁtwu&meﬁfeea&sai
nanme for the user t hod of g det:i- an VVndoYQSystem

secur e, substﬁX?FﬁPlyiﬂglﬂgtﬁgnﬁef5F§VE§SC?P

. process,

ecFFm ast one c¢
process secure as claimed in claim 9. in which the step

of restricting access to the system to a client process
executing on: behalf of an authorized user at a host
computer terminal comprises the steps of:

prov1ding the address family recognizable by
the netvorked - window systenm, .- the address family
containing an authorized name for the .user, :

providing a public key: and a secret key for
the user, the user s secret key being known only to the
user, storing the authorized name,_the public key, and
the secret key for the user in: a network-wide server
database, Sl
proViding-a public keyfand.a secret key for
the networked window system,_the;server's public key
being known to- the user, and the server's secret key
being known only to the server,":: _}'

providing a public key . for the client

gene‘rat-ing a credential at a host computer
terminal encrypted using the “standard public key

~ cryptographic ‘algorithm and the server's public key,

the credential containing the address family of the
user and a verifier, the verifier comprising a time

‘stamp to prevent the replay' of the credential, and

being encrypted wusing the standard public key

cryptographic algorithm and the user's secret key,
decrypting the credentisl at the networked

window wusing the standard public  key cryptography

CQ“trﬁéﬁWdHceﬁf‘ Athdegi zed



reference to the acconpanyi ng dr awi ngs.

A I

us,

algorithm and the server's secret kéy to obtain the
verifier, _

_ décrypting the verifier at the networked
window server using the standard public key
cryptographic algorithm and the  public key of the
client process and obtaining the encrypted address

family of the user, and

granting access to the networked window
system upon matching of the decrypfed address family
wvith the address family recognizable. by the networked
window system as containing an authorized name for the
user.

11. The method of rendering an X Window System
secure, substantially as hereinbefore described with
reference to the accompanying drawings.



