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WHAT IS CLAIMED IS: 

1. A device, comprising: 

at least one processor; and 

a memory comprising program instructions, wherein the program instructio o s are 

5 executable by the at least one processor to implement a gateway proces operable 

to: 

initiate a connection to a remote gateway control process; 

receive an activation key from the remote gateway control proco gs; 

expose the activation key on a port of the device; 

10 receive customer information from the gateway control p ocess in response to said 

exposing the activation key, wherein the cu omer information uniquely 

identifies the gateway process to a remote service provider and associates 

the gateway process with a customer ac ount; 

send a request for security credentials to the :ateway control process; and 

15 receive the requested security credentials 

2. The device as recited in claim 1, 	erein the gateway process is further operable 

to send a public key and metadata describing 	e device to the remote gateway control process, 

wherein the activation key is received fro 	the remote gateway control process in response to 

20 said sending the public key and the meta' a a to the remote gateway control process. 

3. The device as recito I in claim 1, wherein the gateway process is further operable 

to obtain configuration inform. on from the gateway control process after the requested security 

credentials are received. 

25 

4. The de ice as recited in claim 1, wherein the gateway process is further operable 

to, after said ex p •sing the activation key, iteratively check to determine if the customer 

information ha 	een received until determining that the customer information has been received 

or until dete 	fining that the activation key has expired. 

30 

5. The device as recited in claim 4, wherein, to receive an activation key, the 

gat' 	ay process is further operable to send a public key and metadata describing the device to 

e remote gateway control process, wherein the gateway process is further operable to resend a 

public key and the metadata describing the device to the remote gateway control process upon 

5 determining that the activation key has expired. 
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6. The device as recited in claim 1, wherein the gateway process operates as an 

interface between one or more customer processes and the remote service provider to store 

customer data to a remote data store provided by the service provider. 

5 

7. The device as recited in claim 6, wherein the gateway process furthe operates as 

an interface between the one or more customer processes and the service provi • • r to download 

customer data from the remote data store, and wherein the gateway proc•ss locally caches 

frequently accessed customer data. 

10 

8. The device as recited in claim 1, wherein the gatewa, process is further operable 

to provide the security credentials in communications to one or more processes of the remote 

service provider to identify itself to the processes of the remot service provider. 

15 9. A method, comprising: 

20 

receiving, by a gateway control process from a gateway process, a public key and 

metadata describing a device on w 	ch the gateway process is installed; 

sending, by the gateway control proces • to the gateway process, an activation key; 

receiving, by the gateway control o ocess from a customer process, the activation key, 

wherein the customer p ocess obtained the activation key from the gateway 

process; 

sending, by the gateway co trol process to the customer process, at least a portion of the 

metadata desc 1 	ng the device on which the gateway process is installed; 

receiving, by the 	:ateway control process from the customer process, customer 

25 infommt . 	and confirmation that the gateway process is to be registered with a 

remote ervice provider, wherein the customer information uniquely identifies the 

gat- . ay process to the remote service provider and associates the gateway 

o ocess with a customer account; 

send' g, by the gateway control process to the gateway process, at least a portion of the 

30 customer information; 

receiving, by the gateway control process from the gateway process, a request for security 

credentials, wherein the request includes at least a portion of the customer 

information and the activation key; and 

sending, by the gateway control process to the gateway process, the requested security 

5 credentials. 
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10. The method as recited in claim 9, further comprising: 

receiving, by the gateway control process from the customer process, configura on 

information for the gateway process; and 

5 sending, by the gateway control process to the gateway process, the con rguration 

information received from the customer process. 

11. The method as recited in claim 9, wherein said sending information to and 

receiving information from the gateway process are performed over a se ire connection to the 

10 	gateway control process initiated by the gateway process. 

12. The method as recited in claim 9, wherein the 	eway process operates as an 

interface between one or more customer processes and the 	emote service provider to store 

customer data to a remote data store provided by the service 1 ovider. 

15 

13. The method as recited in claim 12, w • rein the gateway process further operates 

as an interface between the one or more customer i ocesses and the storage service to download 

customer data from the remote data store, a' d wherein the storage gateway locally caches 

frequently accessed customer data. 

20 

14. The method as recited 'n claim 9, wherein the process on the customer network 

accesses the customer account to r ovide the activation key, the customer information, and the 

confirmation to the gateway co 	of process. 

25 15. The methot as recited in claim 14, wherein the customer account is accessible by 

one or more processes .n the customer network to manage one or more resources provided to the 

respective customer y one or more services of the remote service provider. 
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What is claimed is: 

1. A method, comprising: 
initiating, by a gateway process implemented on a device on a customer network, a 

connection to a remote gateway control process on another network; 
sending, by the gateway process, a public key and metadata describing the device to the 

remote gateway control process via the connection; 
receiving, by the gateway process from the remote gateway control process, an activation 

key; 
exposing, by the gateway process, the activation key to processes on the customer 

network; 
receiving, by the gateway process, customer information from the remote gateway control 

process, wherein the customer information is obtained by the remote gateway 
control process from a process on the customer network that obtained the 
activation key and provided the activation key to the remote gateway control 
process, wherein the customer information uniquely identifies the gateway process 
to a remote service provider and associates the gateway process with a customer 
account of the customer network; 

sending, by the gateway process to the remote gateway control process, a request for 
security credentials, wherein the request includes at least a portion of the customer 
information and the activation key; 

receiving, by the gateway process, the requested security credentials; and 
obtaining, by the gateway process, configuration information from the remote gateway 

control process after said receiving the security credentials. 

2. The method as recited in claim 1, wherein said sending information to and receiving 
information from the remote gateway control process are performed over a secure connection to 
the remote gateway control process initiated by the gateway process. 

3. The method as recited in claim 1, wherein the gateway process operates as an interface 
between one or more of the processes on the customer network and the remote service provider-
to store customer data to a remote data store provided by the service provider. 

4. The method as recited in claim 3, wherein the gateway process further operates as an 
interface between the one or more customer processes on the customer network and the storage 
service to download customer data from the remote data store, and wherein the storage gateway 
locally caches frequently accessed customer data. 

5. The method as recited in claim 1, wherein obtaining the customer information by the 
remote gateway control process from the process on the customer network comprises: 

the process on the customer network accessing the customer account via a console 
process of the remote service provider to provide the activation key and the 
customer information to the console process; and 

the console process providing the activation key and the customer information to the 
remote gateway control process. 
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6. The method as recited in claim 5, wherein the customer account is accessible by one or 
more of the processes on the customer network to manage one or more resources provided to the 
respective customer by one or more services of the remote service provider. 

7. A device, comprising: 
at least one processor; and 

a memory comprising program instructions, wherein the program instructions are 
executable by the at least one processor to implement a gateway process on a 
network, the gateway process configured to: 
initiate a connection to a remote gateway control process on another network; 
receive an activation key from the remote gateway control process; 
expose the activation key on a port of the device; 
receive customer information from the remote gateway control process in 

response to said exposing the activation key, wherein the customer 
information uniquely identifies the gateway process to a remote service 
provider and associates the gateway process with a customer account; 

send a request for security credentials to the remote gateway control process; and 
receive the requested security credentials. 

8. The device as recited in claim 7, wherein the gateway process is further configured to 
send a public key and metadata describing the device to the remote gateway control process, 
wherein the activation key is received from the remote gateway control process in response to 
said sending the public key and the metadata to the remote gateway control process. 

9. The device as recited in claim 7, wherein the gateway process is further configured to 
obtain configuration information from the remote gateway control process after the requested 
security credentials are received. 

10. The device as recited in claim 7, wherein the gateway process is further configured 
to, after said exposing the activation key, iteratively check to determine if the customer 
information has been received until determining that the customer information has been received 
or until determining that the activation key has expired. 

11. The device as recited in claim 10, wherein, to receive an activation key, the gateway 
process is further configured to send a public key and metadata describing the device to the 
remote gateway control process, wherein the gateway process is further configured to resend a 
public key and the metadata describing the device to the remote gateway control process upon 
determining that the activation key has expired. 

12. The device as recited in claim 7, wherein the gateway process operates as an interface 
between one or more customer processes and the remote service provider to store customer data 
to a remote data store provided by the service provider. 
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13. The device as recited in claim 12, wherein the gateway process further operates as an 
interface between the one or more customer processes and the service provider to download 
customer data from the remote data store, and wherein the gateway process locally caches 
frequently accessed customer data. 

14. The device as recited in claim 7, wherein the gateway process is further configured to 
provide the security credentials in communications to one or more processes of the remote 
service provider to identify itself to the processes of the remote service provider. 

15. A non-transitory computer-accessible storage medium storing program instructions 
computer-executable to implement a gateway process configured to: 

send a public key and metadata describing a device on which the gateway process is 
installed to a remote gateway control process on a remote network; 

receive an activation key from the remote gateway control process; 
provide the activation key to another process on a local network; 
receive customer information from the remote gateway control process, wherein the 

customer information uniquely identifies the gateway process to a remote service 
provider and associates the gateway process with a customer account; 

send a request for security credentials to the remote gateway control process; and 
receive the requested security credentials from the remote gateway control process. 

16. The non-transitory computer-accessible storage medium as recited in claim 15, 
wherein the gateway process is further configured to obtain configuration information from the 
remote gateway control process. 

17. The non-transitory computer-accessible storage medium as recited in claim 15, 
wherein the gateway process is further configured to iteratively check to determine if the 
customer information has been received until determining that the customer information has been 
received or until determining that the activation key has expired. 

18. The non-transitory computer-accessible storage medium as recited in claim 17, 
wherein the gateway process is further configured to resend a public key and the metadata 
describing the device to the remote gateway control process upon determining that the activation 
key has expired. 

19. The non-transitory computer-accessible storage medium as recited in claim 15, 
wherein the gateway process provides an interface between one or more customer processes and 
the remote service provider to upload customer data to a remote data store provided by the 
service provider. 

20. The non-transitory computer-accessible storage medium as recited in claim 19, 
wherein the gateway process further provides an interface between the one or more customer 
processes and the service provider to download customer data from the remote data store, and 
wherein the gateway process locally caches frequently accessed customer data. 
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21. A method, comprising: 
receiving, by a gateway control process on a network from a gateway process on another 

network, a public key and metadata describing a device on the other network on 
which the gateway process is installed; 

sending, by the gateway control process to the gateway process, an activation key; 
receiving, by the gateway control process from a customer process on the other network, 

the activation key, wherein the customer process obtained the activation key from 
the gateway process; 

sending, by the gateway control process to the customer process, at least a portion of the 
metadata describing the device on which the gateway process is installed; 

receiving, by the gateway control process from the customer process, customer 
information and confirmation that the gateway process is to be registered with a 
remote service provider, wherein the customer information uniquely identifies the 
gateway process to the remote service provider and associates the gateway process 
with a customer account; 

sending, by the gateway control process to the gateway process, at least a portion of the 
customer information; 

receiving, by the gateway control process from the gateway process, a request for security 
credentials, wherein the request includes at least a portion of the customer 
information and the activation key; and 

sending, by the gateway control process to the gateway process, the requested security 
credentials. 

22. The method as recited in claim 21, further comprising: 
receiving, by the gateway control process from the customer process, configuration 

information for the gateway process; and 
sending, by the gateway control process to the gateway process, the configuration 

information received from the customer process. 

23. The method as recited in claim 21, wherein said sending information to and receiving 
information from the gateway process are performed over a secure connection to the gateway 
control process initiated by the gateway process. 

24. The method as recited in claim 21, wherein the gateway process operates as an 
interface between one or more customer processes on the other network and the remote service 
provider to store customer data to a remote data store provided by the service provider. 

25. The method as recited in claim 24, wherein the gateway process further operates as 
an interface between the one or more customer processes and the storage service to download 
customer data from the remote data store, and wherein the storage gateway locally caches 
frequently accessed customer data. 

26. The method as recited in claim 21, wherein the customer process on the other 
network accesses the customer account to provide the activation key, the customer information, 
and the confirmation to the gateway control process. 

65 



27. The method as recited in claim 26, wherein the customer account is accessible by one 
or more processes on the other network to manage one or more resources provided to the 
respective customer by one or more services of the remote service provider. 
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