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(57) Abstract: An intrusion detection method wherein a vulnerability determination or vulnerability assessment (3) of one or more
computers or hosts is performed to determine whether and what vulnerability exist on the computers or hosts, accomplished by
using existing vulnerability determination or vulnerability assessment (3) information that can be continually updated (1). Attack
signatures, which can also be continually adapted (1), are identified and correlated with the specific vulnerabilities identified. One
or more designated IP sessions associated with attempted vulnerability exploitation are then inhibited (4) or disconnected.



Title: ADAPTI VE | NTRUSI ON DETECTI ON SYSTEM Abstract: An intrusion
detection nmethod wherein a vulnerability determ nation or vulnerability
assessnment (3) of one or nore conputers or hosts is performed to determ ne
\gfgg; 2;{ and what vul ner abWiQ Y3006 PT WE C¢IIItIElII1IIIl|H|I1||li|||tt|1HIIIIIIIIICIIiﬂIIItI;IIIIIIIIIIIIIII|I|I|||II|||I||II|
shet—by—tsthg—exi-stng—vutnerabiHty—getermnattonro——————
vul nerability assessrrent (3) information that can be continually updated
(1). Aty ’e”eéf" ‘}3 §bb’e i"@’rfefffé‘ﬁheab%‘b be continually adapted (1), are
i dent i f 7 Ofo pish rﬂfz ;é@‘}@z‘gpﬁ”’f’%"é’h Cific vulnerabiiities identified. One
or nore desig 5 sessions associated with attenpted vulnerability
exploitation are then i nhibited (4) or disconnected.



