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100
True Random Number Generator (TRNG) - 110
Re-writable Nonvolatile Memory - 120
Embedded Controller (EC) - 130
Interface - 140
Fig.1
120

MSM 2000 S2SM 2001 S2SM 200n

Mnm 2100 S2nm 2101 Name, S2nm 210n
Mpw 2200 S2pw 2201 Password, S2pw 220n
Mct 2300 S2ct 2301 Counter, S2ct 230n
Mck 2400 S2ck 2401 Crypto Key, S2ck 240n




SMCT 3000

S2MCM
3001

3100
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MS2M 2000 S2SM 2001  S2SM 200n 100
Mnm 2100 S2nm 2101 § S2nm 210n
Mpw 2200 S2pw 2201 | S2pw 220n
Mct 2300 S2¢t 2301 | S2ct 230n
Mck 2400 S2ck 2401 | S2ck 240n
Fig. 3a

3101

User request to generate MSM 2000

3102

3103

SMCM 3001 ask user to input
Mnm 2100 and/or Mpw 2200

TRNG generate Mck 2400
Store Mnm 2100, Mpw 2200, Mct 2300 and
Mck 2400 as S2SM 2000

Fig. 3b
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SMCT 3000 100
MSM 2000 S2SM 2001  S2SM 200n
Mnm 2100 S2nm 2101 j S2nm 210n
3100 Mpw 2200 S2pw 2201 [ S2pw 220n
SMCM Mct 2300 S2ct 2301 | S2ct230n
3001 Mck 2400 S2ck 2401 | S2ck 240n
Fig. 4a
4101 | User request to generate S2SM 2001 I

4102 | SMCM 3001 ask user to input Mpw 2200 (and/or Mnm 2100) |

4103 | SMCM 3001 check password correctness |

Yes Q_ No T !

4105 SMCM 3001 ask user to input 4104
S2nm 2101 and SZ2pw 2201,
TRNG generate S2ck 2401, Operation

Store S2nm 2101, S2pw 2201, S2ct 2301 halted
and S2ck 2401 as S2SM 2001

Fig. 4b
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CP 5000 100
MSM 2000 S2SM 2001  S2SM 200n
APP Mnm 2100 S$2nm 2101 § S2nm 210n
5002 5100 Mpw 2200 S2pw 2201 § S2pw 220n
SMIM Mct 2300 S2ct2301 J S2ct230n
5001 Mck 2400 S2ck 2401 J S2ck 240n
Fig. 5a

5101

Install SMIM 5001 to CP 5000

5102 |

Install APP 5002 to CP 5000

5103 I

Run APP 5002 of CP 5000

5104 I

SMIM 5001 check 100 presence

Yes No

5106 |

5105

SMIM 5001 ask user to input

Mpw 2200 or S2pw 2201/220n Operation aborted

5107 |

SMIM 5001 check password correctness

Yes

5109 |

100 provide MSM 2000 or SM
2001/200n to CP 5000

Operation halted

Fig. 5b
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SMCT 3000 100

MSM 2000 S2SM 2001  S2SM 200n
Mnm 2100 S2nm 2101 J S2nm 210n
3100 Mpw 2200 S2pw 2201 | S2pw 220n

SMCM Mct 2300 S2ct 2301 J S2ct230n

3001 Mck 2400 | S2ck2401 [ S2ck240n

Fig. 6a
6101 I User request to change Name and/or Password

6102 | SMCM 3001 ask user to input current Mpw 2200 or S2pw 2201/220n I

6103 SMCM 3001 check password correctness
Yes No Q
6105 New Mpw or S2pw input to replace to old 6104
Mpw or S2pw Operation halted

Fig. 6b
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SMCT 3000
MSM 2000

100
S2SM 2001 S2SM 200n

Mnm 2100

S2nm 2101 | S2nm 210n

3100 Mpw 2200

S2pw 2201 | S2pw 220n

S2¢t 2301 | S2c¢t230n

SMCM Mct 2300
3001 Mck 2400

S2ck 2401 | S2¢k 240n

7101 I

User request to reset the Password of S2SM 2001

7102 |

SMCM 3001 ask user to input Mpw 2200 (and/or Mnm 2100)

7103 |

SMCM 3001 check password correctness

Yes

7105

Input and store new S2pw or
install Default password

No

7104
Operation halted

Fig. 7b
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SMCT 3000 100
MSM 2000 S2SM 2001  S2SM 200n
Mnm 2100 S2nm 2101 j S2nm 210n
3100 Mpw 2200 S2pw 2201 | S2pw 220n
SMCM Mct 2300 S2ct 2301 | S2ct230n
3001 Mck 2400 S2ck 2401 J S2ck 240n
Fig. 8a
8101 User request to delete S2SM 2001 |
8102 | SMCM 3001 ask user to input Mpw 2200 (and/or Mnm 2100) |
8103 I SMCM 3001 check password correctness |
Yes No
8105 8104

Delete S2SM 2001 Operation halted

Fig. 8b
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SMTT 9000 100
MSM 2000 S2SM 2001  S2SM 200n
Mnm 2100 S2nm 2101 § S2nm 210n
9100 Mpw 2200 S2pw 2201 § SZ2pw 220n
Mct 2300 S2ct 2301 J S2ct230n
Mck 2400 S2¢ck 2401 [ S2ck 240n
SMTM
9001
CP-P 1000
1900 | S2SM 2001 |
| SMIM 1001 |
Fig. 9a
9101 I User request to transfer S2SM 2001 I
9102 I SMTM 9001 ask user to input Mpw 2200 (and/or Mnm 2100) I
9103 I SMTM 9001 check password correctness I
Yes
9105 SMTM 9001 install SMIM 1001 to 9104 |
CP-P 1000 Operation halted
9106 | 100 encrypts S2SM 2001 |
9107 I SMTM 9001 send encrypted S2SM 2001 to CP-P 1000 I
9108 SMIM 1001 decrypt and store S2SM 2001 |

Fig. 9b
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CP-P 1000

S2SM 2001 S2SM 200n
S2nm 2101 SM 210n

S2pw 2201 SMpw 220n
S2ct 2301 SMct 230n
S2ck 2401 SMck 240n

| SMIM 1001 |
Fig.10a

10101|

User request to change S2pw (and/or S2nm)

10102|

SMIM 1001 ask user to input current S2pw (and/or S2nm)

10103|

SMIM 1001 check password correctness

Yes

10105

10104
Operation halted

New S2pw (and/or S2nm) input to replace
to old S2pw (and/or S2nm)

Fig. 10b
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CP 5000 CP-P 1000

S2SM 2001  S2SM 200n

S2nm 2101 j SMnm 210n

1500 S2pw 2201 [ SMpw 220n

. S2ct 2301 | SMct 230n

| aprpso0z | S2ck 2401 | SMck 240n

| smiMs5001 | |  sMiM 1001 |
Fig. 11a

11101 ] Install SMIM 5001 to CP 5000
11102 | Install APP 5002 to CP 5000

11103 | Run APP 5002 of CP 5000

11104 | SMIM 5001 check CP-P 1000 presence

Yes ,v No

11106 SMIM 5001 ask user to input 11105
S2pw 2201 (and/or S2nm 2101) Operation aborted

11107 I SMIM 5001 check password correctness

Yes ‘ _ No

11108
Operation halted

11109 CP-P 1000 provide S2SM 2001
to APP 5002

Fig. 11b
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CP-P 1000
S25M 2001 S2SM 200n
S2nm 2101 SMnm 210n
S2pw 2201 SMpx 220n
S2ct 2301 SMct 230n
S2ck 2401 SMck 240n
| SMIM 1001 |
| APP 1002 |
Fig.12a
12101 | Install APP 1002 to CP-P 1000
12102 | Run APP 1002 in CP-P 1000
12103 SMIM 1001 ask user to input S2pw 2201 (and/or S2nm 2101)
12104 I SMIM 1001 check password correctness

Yes | ‘, No

12105
Operation halted

12106 Provide S2SM 2001 to APP 1002

Fig. 12b
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SMTT 9000 100
MSM 2000  S2SM 2001  S2SM 200n
| Mnm 2100 S$2nm 2101 § SMnm 210n
9100 Mpw 2200 | S2pw 2201 | SMpw 220n
Mct 2300 S2ct 2301 J SMct230n
| Mck2400 | S2ck 2401 | SMck 240n
SMTM
| 9001
CP-P 1000
1900 | S2SM 2001 |
| SMIM 1001 |
Fig. 13a

13101 I User request to reset the Password of S2SM 2001 in CP-P 1000
13102 I SMTM 9001 ask user to input Mpw 2200 (and/or Mnm 2100)
13103 I SMTM 9001 check password correctness
Yes ‘
13105 100 encrypt S2SM 2001 13104
Operation halted
13106 I SMTM 9001 send encrypted S2SM 2001 to CP-P 1000
13107 SMIM 1001 decrypt, check match of S2SM 2001
Yoo No T

13108 Input new S2pw or install Default 7 13109

password Operation aborted

Fig. 13b
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CP-P 1000
S2SM 2001 S2SM 200n
S2nm 2101 SMnm 210n
'S2pw 2201 SMpx 220n
S2ct 2301 SMct 230n
S2ck 2401 SMck 240n
SMIM 1001 |
Fig.14a

14101 I User request to delete S2SM 2001
14102 I SMIM 1001 ask user to input S2pw (and/or 2201 S2nm 2101) I
14103 I SMIM 1001 check password correctness |
Yes No
14105 10104
Delete S2SM 2001 Operation halted




15002

15004

15006

15008

15010
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15000

initializing a first security module on a dedicated security device, the
initialized first security module comprising a first security element such as
a first set of one or more cryptographic keys and a first verification
element such as a first password

generating and storing a second security module on the security device, the
second security module comprising a second security element such as a
second set of one or more cryptographic keys and a second verification
element such as a second password

providing a first IT security application on a first computing product,
wherein the first IT security application requires the first or second security
elements to operate

coupling the security device to the first computing product for enabling
data communication between the first or second security modules and the
first IT security application

providing the first or second security elements to the first IT security
application subject to verifying a user input using the first or second
verification elements respectively

Fig. 15



