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CLAIMS 

 

1.  A device detection appliance comprising a hardware processor and a memory, the 

hardware processor configured to:  

 in response to receiving a set of data from a client device connected to the device 

detection appliance by a local network, select a candidate category from a plurality of pre-

determined device categories, the candidate category characterized by a selected hardware 

device type co-occurring with a selected operating system;  

 determine a first score according to a first subset of the set of data, the first score 

indicative of a first degree to which the client device is representative of the candidate 

category;  

 determine a second score according to a second subset of the set of data, the second 

score indicative of a second degree to which the client device is representative of the 

candidate category;  

 combine the first and second scores to produce an aggregate score computed 

according to σ·w, wherein σ denotes the first score and w denotes a numerical weight 

determined according to the candidate category; and  

 in response to producing the aggregate score, determine whether the client device 

belongs to the candidate category according to the aggregate score.  

2.  The device detection appliance of claim 1, wherein the aggregate score is determined 

according to:  

 w
.
ƒ(σ),  

wherein σ denotes the first score, w denotes a numerical weight determined according to the 

first set of features, and  

wherein f(σ) denotes a modified first score determined by applying an injective function f to 

the first score.  

3.  The device detection appliance of claim 1, wherein the hardware processor is further 

configured to:  

 in response to determining whether the client device belongs to the candidate category, 

when the client device belongs to the candidate category, transmit an indicator of a location 

of an agent installer to the client device, the agent installer selected from a plurality of agent 

installers according to the candidate category, wherein the agent installer is configured to 

install a software agent on the client device, the software agent configured to protect the 

client device against computer security threats. 
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4.  The device detection appliance of claim 1, wherein the hardware processor is further 

configured to:  

in response to determining whether the client device belongs to the candidate category, 

when the client device belongs to the candidate category, identify a computer security 

vulnerability of the client device according to the candidate category. 

5.  The device detection appliance of claim 1, wherein the client device is configured to 

assign network addresses to other client devices connected to the local network, and wherein 

the hardware processor is further configured to:  

 in response to determining whether the client device belongs to the candidate category, 

when the client device belongs to the candidate category, formulate a set of instructions 

according to the candidate category, the set of instructions configured, when executed by the 

client device, to render the client device unable to assign network addresses to the other client 

systems; and  

in response to formulating the set of instructions, transmit the set of instructions to the 

client device.  

6.  A method comprising employing at least one hardware processor of a device detection 

appliance to:  

 in response to receiving a set of data from a client device connected to the device 

detection appliance by a local network, select a candidate category from a plurality of pre-

determined device categories, the candidate category characterized by a selected hardware 

device type co-occurring with a selected operating system;  

 employing the at least one hardware processor to determine a first score according to 

a first subset of the set of data, the first score indicative of a first degree to which the client 

device is representative of the candidate category;  

 employing the at least one hardware processor to determine a second score according 

to a second subset of the set of data, the second score indicative of a second degree to which 

the client device is representative of the candidate category;  

employing the at least one hardware processor to combine the first and second scores 

to produce an aggregate score computed according to σ·w, wherein σ denotes the first score 

and w denotes a numerical weight determined according to the candidate category; and  

in response to producing the aggregate score, employing the at least one hardware 

processor to determine whether the client device belongs to the candidate category according 

to the aggregate score.  

7.  The device detection appliance of claim 1, wherein the aggregate score is determined 

according to:  
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w
.
ƒ(σ),  

wherein σ· denotes the first score, w denotes a numerical weight determined according 

to the first set of features, and wherein ƒ(σ) denotes a modified first score determined by 

applying an injective function ƒ to the first score.  

8.  The method of claim 6, further comprising:  

in response to determining whether the client device belongs to the candidate category, 

when the client device belongs to the candidate category, employing the at least one hardware 

processor to transmit an indicator of a location of an agent installer to the client device, the 

agent installer selected from a plurality of agent installers according to the candidate category 

of devices, wherein the agent installer is configured to install a software agent on the client 

device, the software agent configured to protect the client device against computer security 

threats. 

9.  The method of claim 6 further comprising:  

in response to determining whether the client device belongs to the candidate category, 

when the client device belongs to the candidate category, employing the at least one hardware 

processor to identify a computer security vulnerability of the client device according to the 

candidate category.  

10.  The method of claim 6, wherein the client device is configured to assign network 

addresses to other client devices connected to the local network, the method further 

comprising:  

in response to determining whether the client device belongs to the candidate category, 

when the client device belongs to the candidate category, employing the at least one hardware 

processor to formulate a set of instructions according to the candidate category, the set of 

instructions configured, when executed by the client device, to render the client system 

unable to assign network addresses to the other client systems; and  

in response to formulating the set of instructions, employing the at least one hardware 

processor to transmit the set of instructions to the client device.  

11.  A non-transitory computer-readable medium storing instructions which, when 

executed by at least a hardware processor of a device detection appliance, cause the device 

detection appliance to:  

in response to receiving a set of data from a client device connected to the device 

detection appliance by a local network, select a candidate category from a plurality of pre-

determined device categories, the candidate category characterized by a selected hardware 

device type co-occurring with a selected operating system;  
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determine a first score according to a first subset of the set of data, the first score 

indicative of a first degree to which the client device is representative of the candidate 

category;  

determine a second score according to a second subset of the set of data, the second 

score indicative of a second degree to which the client device is representative of the 

candidate category;  

combine the first and second scores to produce an aggregate score computed 

according to σ·w, wherein σ denotes the first score and w denotes a numerical weight 

determined according to the candidate category; and  

in response to producing the aggregate score, determine whether the client device 

belongs to the candidate category according to the aggregate score. 

12.  The device detection appliance of claim 1, wherein the hardware processor is further 

configured to:  

in response to receiving the set of data, select another candidate category from the 

plurality of pre-determined device categories, the other candidate category characterized by 

the selected hardware device type co-occurring with another operating system;  

determine a third score indicative of a third degree to which the client device is 

representative of the other candidate category; and  

in response, determine whether the client device belongs to the other candidate 

category according to the aggregate score and the third score.  

13.  The method of claim 6, further comprising employing the at least one hardware 

processor to:  

in response to receiving the set of data, select another candidate category from the 

plurality of pre-determined device categories, the other candidate category characterized by 

the selected hardware device type co-occurring with another operating system;  

determine a third score indicative of a third degree to which the client device is 

representative of the other candidate category; and  

in response, determine whether the client device belongs to the other candidate 

category according to the aggregate score and the third score. 

14.  The device detection appliance of claim 1, wherein the selected hardware device type 

is selected from a group consisting of a personal computer, a mobile telephone, a tablet 

computer, a printer, a router, a media player, a television set, a home appliance, and a 

wearable computer.  

15.  The device detection appliance of claim 1, wherein the weight is determined 

according to the selected hardware device type.  
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16.  The device detection appliance of claim 1, wherein the candidate category is further 

characterized by a selected manufacturer co-occurring with the selected hardware device type 

and the selected operating system, and wherein the weight is determined according to the 

selected manufacturer.  

17.  The device detection appliance of claim 16, wherein the weight is determined 

according to a count of distinct device models produced by the selected manufacturer.  

18.  The method of claim 6, wherein the selected hardware device type is selected from a 

group consisting of a personal computer, a mobile telephone, a tablet computer, a printer, a 

router, a media player, a television set, a home appliance, and a wearable computer.  

19.  The method of claim 6, wherein the weight is determined according to the selected 

device type.  

20.  The method of claim 6, wherein the candidate category is further characterized by a 

selected manufacturer co-occurring with the selected hardware device type and the selected 

operating system, and wherein the weight is determined according to the selected 

manufacturer.  

21.  The method of claim 20, wherein the weight is determined according to a count of 

distinct device models produced by the selected manufacturer.  

22.  The device detection appliance of claim 1, wherein the aggregate score is determined 

according to a weighted sum of the first and second scores, wherein both weights multiplying 

the first and second scores, respectively, are determined according to the candidate category.  

23.  The method of claim 6, wherein the aggregate score is determined according to a 

weighted sum of the first and second scores, wherein both weights multiplying the first and 

second scores, respectively, are determined according to the candidate category. 
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