METHOD AND DEVI CE FOR | NTERCEPTI NG JUNK MAIL Field of the Invention

The present invention relates to the field of network communication
technol ogi es, 5and particularly to a method and device for intercepting a
junk mail. Background of the invention In the email field, junk mails
i ncreasingly spread, which not only increases processing tinme of a nornal
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the junk mai|l probl em should be sollMeAIL At present, an interception
techni que based on a string is typically adopted to prevent the junk nai
inthe mail system In the interception technique based on the string, it

i s requi rigid ofekbdivienltio String database. The string in the string
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by using the string in the string database described above, a received mai
is filtergd anner of full-text sequential scanning or
regul ar ex¥ of

&s to determ ne whether the received mail is

a junk mail an mail, and the received mail is intercepted if it
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Constructing the string using the éxisting sin
to a rel ayitume) tjnuseﬂmtmutsngza;bmecspoﬁotbtammgrnatead bﬁ"@z&u&enw@ms@xm&bm&,Sl ngl e
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At present, an interception technique based on a string is typically adopted to
prevent the junk mail in the mail system. In the interception technique based on the
string, it is required to establish a string database. The string in the string database
employs an existing single word or phrase, and a length of the string is relatively fixed.

15  The string database needs to have a certain update cycle and dimension, and the
dimension of scannable sirings in the siring database often reaches a million scale. In
practical applications, by using the siring in the string database described above, a
received mail is filtered in a processing manner of full-text sequential scanning or
regular expression matching so as to determine whether the received mail is a junk mail

20 oranormal mail, and the received mail is intercepted if it is a junk mail.

In implementing the present invention, the inventor finds that there are at least the

following problems in the prior art.

Constructing the string using the existing single word or phrase may lead to a
relatively serious false positive rate because such existing single word or phrase is
25 presented not only in the junk mail, but also sometimes in the normal mail, thus leading

to false determination.

Since a complete string in the string database is used to filter the mail, the

above-described processing manner of full-text sequential scanning or regular



expression matching is inefficient when the dimension of the string _
dat abase is relatively large, and real-tine filtering for the received mai
cannot be inplenmented, which significantly affects usage experience of the
user. Summary of the Invention S5Exanples of the present invention provide
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text data of, a uires filterin proceSS|ng, 10B: determ ning
whet her tHESR dgpitt 8%P§h§§%{ &%§¥%VW6P ? “string contained in a string
dat abase for mail filtering, and if the text data contain the keyword in

the stri ngyeenkay 08¢k TulvRardhy | Ng database for mail filtering, further
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if the mail.. A device for intercepting junk mail includes:
a text SZ?Q“BBFQFﬁ?héoﬁHﬁd?Q configured to obtain text data of a mail
which requires filtering processing;

A method for intercepting junk mail, which includes:

A: obtaining text data of a mail which requires filtering processing;

10 B: determining whether the text data contain a keyword in a string contained in a
string database for mail filtering, and if the text data contain the keyword in the string
contained in the string database for mail filtering, further determining whether the text
data contain a string corresponding to the keyword contained in the string database; and

C: determining whether the mail is a junk mail according to a result of the further

15 determining and according to a predetermined determining policy, and intercepting the

mail if the mail is the junk mail.

A device for intercepting junk mail includes:
a text data obtaining module, configured to obtain text data of a mail which
requires filtering processing;

20 a character determining module, configured to determine whether the text data
contain a keyword in a string contained in a string database for mail filtering, and if the
text data contain the keyword in the string contained in the string database for mail
filtering, further determine whether the text data contain a string corresponding to the
keyword contained in the string database; and

25 a mail processing module, configured to determine, according to a result of further
determining from the character determining module as well as a predetermined
determining policy, whether the mail is the junk mail, and intercept the mail if the mail

is the junk mail.

It can be seen from the above technical solutions provided by the examples of the
30 present invention that in the examples of the present invention, the text data of the mail

are scanned according to the keyword, the text data of the mail are then scanned



20a character determ ning nodule, configured to determ ne whether the text
data contain a keyword in a string contained in a string database for nai
filtering, and if the text data contain the keyword in the string contained
in the string database for mail filtering, further determ ne whet her tﬂe
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It can beligegfiodf romthe above technical solutions provided by the exanples
of the 30present invention that in the exanples of the present invention,
the text data of the mail are scanned according to the keyword, the text
data o6f tlhefdbdscaindiomef the dhwresingsaccording to the string correspondi ng
to the keyword after matching of the keyword, thus a scanning speed and
efficiency canoide ionppbmedhe tactchicagablutiomeinf ddatrgpldsng theprdshie imBinliogcan be

i mpl ement ed eyen mﬂen t he string database has a relatively |arge di nension.
5 Bri ef r}ié%&r BV oS ?CCPW@MD?%M%H%%S i@qph%rﬂaé#wwuwBv:a%ﬁmﬂawé arechni cal
sol uti On%ohcﬂscﬁ’ﬁ‘ﬁm 6SoRf It'ishcff)pB'Lﬁtslﬁ tihd wégx@lﬁ])h@? it %‘?{ feXiescion
acconpanyi ng draw ngs required escrl exa l'es are conci sely
listed béklw aletmpslyappar emmni&mbf thlﬂqua‘IBﬁbn'pfamy@mgmdrfanEmgts oidindrine

d t ent invention, and
for _UhDs R h G Ry oG EontrP S S PRE SRl oteitn R EAAiA RGN ani ngs
can al so ab@nqﬁhginrgel&ia@ﬁg%dh&g e&élcish%%%y%weﬂﬂp@%b nghaLAM ngs wi t hout

exercising any 1 nventive step. Werein, Figure 1 is a flowhart
illustrating a method for intercepting a junk mail in an exanple of the
pr esent invgd€W§ﬂ isgthfowehart illustrgtinguy rcthodsfor inercamsingr aiuni agjr &rmn
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junk mail i n another ‘exanpl e of e present invention. Detail ed Description
of the Invention
Figure 2 is a structural diagram illustrating specific implementation of a device for

15 intercepting a junk mail in another example of the present invention.

Detatled Description of the Invention

In the examples of the present invention, text data of a mail which requires
filtering processing are obtained; it is determined whether the obtained text data of the
mail contain a keyword in a string in a string database for mail filtering, and when the

20 text data obtained contain the keyword, it is further determined whether the text data
contain the string corresponding to the keyword in the siring database. According to a
determining result regarding whether the text data contain the string corresponding to
the keyword in the string database and according (o a predetermined determining policy,
it1s determined whether the mail is a junk mail, and the mail is intercepted if the mail is

25 the junk mail.

Further, afler the mail which requires the fillering processing is received, a title
and main body contents of the mail are obtained; after the title and the main body
contents are stitched to obtain a piece of text data; and the obtained text data are
determined as the text data of the mail which requires the filtering processing.

30 Preferably, the text data may be stored.



In the exanpl es of the present invention, text data of a mail which
requires filtering processing are obtained; it is determ ned whether the
obtained text data of the mail contain a keyword in a string in a string
dat abase for mail filtering, and when the 20 text data obtained contain

t he keywor d, e [ L8 m swhether.. . .C i.n the
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Further, after the mail which requires the filtering processing is
received, a title and main body contents of the mail are obtained; after
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stored i datahéeifiaisl Wheter thalbhsh cIOWIGE candiat BeMen i (IRRS @t Lo fager i bed
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t he hash;chi ahl e i . ) [\WQ hat.,ls.th e _as the preset
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cor r espondi ng s_]tﬂri n.g froml5 théa ,Iteext data, according to the Iength
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string. If the hash chief table does not contain the keyword that is the

same as the preset, 20 nunber of characters, or if .the hash Link table does
not contain Iﬂ%}g%}g%hr %H('gﬂflgfggﬁcso (1t CopRy @}F&%‘f’mﬁd%éﬁ‘ Hl{jf*”&hé? detis%t are t aken
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Further, the hash chief table and the hash link table are established through: taking
out the preset number of characters by starting from the first character in a first string
contained in the string database, taking the characters taken out as a keyword,

determining whether the preset number of characters from the first character unit in
30 another string other than the first string in the string database are the same as the

keyword, and if the same, recording length information of the another string and the



30anot her string other than the first string in the string database are the
sane as the keyword, and if the sane, recording length information of the
anot her string and the keyword in the hash chief table and recording the
conpl ete character construction information of the another string in the
hash |inkt ablein aRdndNeRios tapik 2L, get e m.ni,ng, 2.8 d. string other
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the the preset nunber of characters taken out fromthe first string, until
recording all sections of characters taken out by starting fromthe
respective fruiléléﬂéilﬂ’%]t“érﬁ ﬁ_&h‘i"?‘gﬂwg s PRidngEn FECpiigd dg ?enlijlshé’tnﬁbase and
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t he corr ebpaodi ngikayWiattheandiht Beingldatabgsc Sd @GO dednmmien iHch@rt et data
contain the strj ng corresponding to the keyword in the string database, and
i s then dBthFHedablgmndrseediae aishective comelateelsrasiad cansvivetoninfoinmisnt hat t he

text dataraneqRkdyohY; L N2 as.the recorded information about the
correspondi ngoke ﬁorlaggﬁﬁg% E]ghgtﬁ?b:{sﬁ&k t??‘C'i s determ ned whether the mail is

the junk mail based on the predeterm ned determ ning policy, and the mail
i s i nPer ceptladthicf, thihdetmanihingswvidieerjthn knaftes b juBunthéncluddseolpniatet e m ned

determning policy coptains: the mail is .determ.ned as 20 the junk nail
when the“%ﬁ‘%@rm ﬁ/b“f Pﬂ%@ei ’i?ﬁ‘ttlil? Wé‘%ﬂé‘f’%f‘“‘cﬁé{‘t]&y sgepnifgtaspyeisasdhniesgided | ar ger
than a pr@sghaidden Of cbird®endifg kbfwd a8 ML @R RfredheBihiN@e ks the

| ength of the string hit by scanning, the predeterm ned determ ning policy
i ncl udes datarentgi the seind spespondidg &sthe ey wondkn taisiringbabiabe andindien of  t i mes
that the Bfﬁxﬁedd%cﬁ are hit by scanning is larger than the preset nunber of
times and the ength of the string hit by scanning is larger than 25a
preset | ength. In order to facilitate understandi ng the exanples of the
present i nvewtoding ta thaictdiesd ephaanatinen thasthavee draned maby shanbngsever al
specific eﬁarrp_l es | ré ﬁc;orr‘bi nation with the acqonﬁé/nyi ng draw ngs, and
respect i W&leR Ahpicsardsd pisration aborgdae srasponding keyvwexdapd B sHing Hds pr esent

I nvent i OQetermined whether the mail is the junk mail based on the predetermined determining

policy, and the mail is intercepted if the mail is the junk mail.

Further, the predetermined determining policy contains: the mail is determined as

20 the junk mail when the number of times that the text data are hit by scanning is larger
than a preset number of times; or if information of the string is the length of the string

hit by scanning, the predetermined determining policy includes: the mail is determined

as the junk mail when the number of times that the text data are hit by scanning is larger

than the preset number of times and the length of the string hit by scanning is larger than

25  apreset length.

[n order to facilitate understanding the examples of the present invention, a further
explanation is made hereinafter by several specific examples in combination with the
accompanying drawings, and respective examples are not intended fo limit the

examples of the present invention.



A hash scheme is a storage structure. In the hash schene, a correspondi ng
rel ationship is established between a storage position of data and the
keyword of the data, and a set of the keywords is mapped to a location set
through the corresponding relationship. Setting of the corresponding |
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and the nmethod includés processing Steps as follows: toStep 11: he text
data 6f thelosglidn sdhidebs nelged bewnthe flidwabld ngepridedssh ncheareetypletity ned.

The detail i 8. after the mail which reguires the filtering processing is
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stitching the title and the main body 15contents; anﬂ deternlnlnﬁ t he

obt ai ned text data as the text data of the mail which requires the

filtering pr’%‘@@é‘@i‘%}{f MhOGTC. PIRTOMSFBB proqeduis i armethod e itercapéng he

i nter ceptindiDistsfwh @b F @p’lenlg aﬁ%ﬂ%m%b& h}chﬁi&@%gés%i'n%%{ebgasslka)(ﬂm In Step 13
t enporarily:

bel ow, the text data may firs e stored §tep 12:
According to a | oaded string database, the hash chief table and the hash
201 i nk t abl eSter éledhaldxt shdof the mikndiich rgjuiree theh@ltdrmghprobiseifig taabl e and

t he hash hgnk table are established according to the string database, it
can be c8R€™Mdred that the string database has a corresponding rel ationship
to the hash chief table and the hash link table. It should be explai ned

that the strihegiceonisabN@dht MdiN@hfhrlef@rdahaPidend proeORfy WGt&G 25 by one
or nore character units. Specifically, the character unit may be at |east
one of aHe®AHIG E8 WMl and ebahiingdee Hilagnd thipmin hody peitentErgltismailetter, a

hal f of the; & 9%%6%@%'f Q&hedga‘(&’{h?%&sﬁl (ﬁt"cl kls%imialglt 7%? ‘ilél]:a' Yﬁ”{iih@?{é@?ﬂé{}é’ ation. It

can be seen that “'the string conta ne . . . )hpt be an
exi st ngcaitags eandodeterotiniphinias ebtaibgll taxisdatd RYtBecti @ta bAYieNGaid WHigxi bl e
structure. The string section n%¥ q% at | east one or any conbi nation of

n ep .

requires the filterifig processing i
Herein, in order to facilitate the interception in the following step, which is

specifically shown in Step 13 below, the text data may first be stored temporarily.

Step 12: According to a loaded string database, the hash chief table and the hash

20 link table are established.

Herein, since the hash chief table and the hash link table are established according
to the string database, it can be considered that the string database has a corresponding

relationship to the hash chief table and the hash link table.

{t should be explained that the string contained in the string database is constructed

25 by one or more character units. Specifically, the character unit may be at least one of an
English word, a Chinese single word, a single English lelter, a half of the Chinese single

word or a full-width/half-width punctuation. It can be seen that the string contained in

the string database may not be an existing single word or phrase, but a string section
having a flexible structure. The string section may be at least one or any combination of

30 the English word, the Chinese single word and the punctuation. Typically, in practical

6



30t he English word, the Chinese single word and the punctuation. Typically,
in practical applications, the string mainly exists in a junk mail or a
normal mail. Preferably, a situation that the string contained in the
string database is presented in the junk mail is taken as an exanple. It
shoul d be,,4Q S tu 0 a gtring
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statistic Sifi ctlo or, d/or artificial ntelllgence
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used to perfaewsalpseluretsiiatietcmbhi, w@au@fbosh muscdssxmek@nc@aﬁwmt@ﬁc

Ther ef d
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string datdaibﬁszelonﬁnclﬁ&:ﬁ lsyu,sed ﬂo@cﬂomlskumeqlhzarm&laﬁiﬁngi)fcanlhii’rsséxtsbllitb;ﬁlg ar e

t aken asqﬁ fi.rst-1| evel ? ndeﬁ Yh‘%gscrlptlo Hvenlence IS
supposed RSO if %‘mzbc ﬁ’?ﬁ%hla léP‘C aier WS AR SRS ap é*rf“ﬁélﬂt@i‘drﬁdr\%d as the
keywos d. 1ik0f appridfi ot thO1S k@YW hd SeseapivBiiophi ch represents one Chinese
word formed by two Chi nese characters. Then, wth the keyword as an index,
anot her string other than the first string in the string 25 database
descri bed aﬂagléc pgmpdariaheash sehivenagivseiifend abhee fsiinged@edhadactedingod t he

anot her th ned. | irst 2
char act e?ﬁsc g d%{xﬁ%ﬁa? badt ”ﬁc?l?iﬁl (,hg%l"g mﬁl(ﬂéﬁ@aqggmg#g}l(k(g \XBF‘E{IIJ}]&%[‘&)I ot e

char act eprazosnsbr extitilBhing mﬁcﬂimthleﬂtaal&dmﬁemglﬁd@h ik eb@kia9biRfwst he ant her
string are obtained. Preferably, in this exanple, the | ength information of

all of the strlnSs t hat. t ke t he %*k mord e. "SanLu", as the first 2
Chi nese charjétes %‘WHV“B% dpbpsedlersive ﬁasﬁbéﬁF@Fd§%B%@“Mh(%@Wdﬁ@ure of

t he Q@Shb@;_hhﬁﬁg; T()@Mceau'uﬁ: (?cﬁ;ab%rtomstllyn tlaRlen g:hil?(ﬁétgg £ DL QW in ,h% Fa?[i er, the

respective conpl ete character construction information o
strings ﬁﬁainﬁakef1&@9ﬂ&9yﬁ@rdacemgMUXSamhukm asanmaoﬁﬂﬁsmrﬁq@hahacters is

t or ed A structure of the h t abl
Shown i ntEle B B B e e BB T b S Rt eHE® koywor d

COr r espOrgl fu0 vailéh RpsReilid ﬂl& @Fﬁhés@ wdrB f&hﬂ%d@%@o@hﬁ'ﬁ@ ch'ﬁ hetg. fienonl y one
hash chief table, in which a keywor ds and e length information of

the 5 stPithdghe Mawmﬂacléeaﬂeaéw k@yﬂm giriag otlms thaor @t fsichian@at gresstang st or ed.
Ther s méfaig(? SEHL%IHBE(? CEEO?%}}S %ea&iﬁe& %md vﬁicther lhchl'u Ei?a?z?c?us 0} 1era%(s) 1%19 tive

keywords 1n
string are the same as the keyword is determined. If the first 2 characters of the another

string are the same as the keyword, complete character construction information and

length information of the anther string are obtained.

Preferably, in this example, the length information of all of the strings that take the
30 keyword, e.g. “Sanl.u”, as the first 2 Chinese characters may be stored in the hash chief
table. A structure of the hash chief table is as shown in Table 1 listed below. Thereafter,

the respective complete character construction information of all of the strings that take



Tabl e 1: Hash chief table Keyword Length value SanLu 4 5 10

20

the keyword, e.g. “Sanlu”, as the [irst 2 characters is stored in the hash link table. A
structure of the hash link table is as shown in Table 2 listed below. Therefore, it can be
seen that one keyword corresponds to one hash link table. In the hash scheme, there is
only one hash chief table, in which all of keywords and the length information of the
strings that take cach keyword as the {irst n characters are stored. There may be

multiple hash link tables, which correspond to respective keywords in the hash chief

table,
Table 1: Hash chief table
Keyword Length value
SanlLu 4 5 6
Table 2: Hash link table
Sanl.u milk
SanLu pure milk
SanLu infant milk
After the above processing such as taking out the keyword for the first string and

filling Table 1 and Table 2 according to the keyword, the above processing such as
taking out the keyword and filling Table 1 and Table 2 according to the keyword is then
performed for another string other than the strings recorded in the hash link table shown
in Table 2 in the string database described above, until the length information and the
first n characters of all of the strings in the string database are recorded in the hash chief
table and the respective complete character construction information of all of the strings

is stored in the hash link table.

Thus, through the steps described above, the hash chief table and corresponding

hash link tables may be established with respect to the siring database.

Step 13: The text data of the mail are scanned by using the hash chief table and the

hash link table, whether the mail is the junk mail is determined according to a scanning



Table 2: Hash link table SanLu m |k SanLu pure m |k SanLu infant mlk

After the above processing such as taking out the keyword for the first
string and filling Table 1 and Table 2 according to the keyword, the above
processi ng such as taking out the keyword and fiIIing Table 1 and Table 2
accordin rfor I other

t han thegg%u?ir %Itlg% drfg%ggr?@% d%dchl H“%%%‘HR? ll%tﬁg 195 %19&9 w% ‘q'a]blnllﬁ in the
string ddabapakenaescri bed above, unt i | the Iength |nfornat|on and the first
n characters of all of the strings in the string database are recorded in

t he hash chief table.,and .t t|ve conpl ete.character ¢ ction
i nf ormati on ’Pméitheﬁ‘#H%4§§? Hg '@SEQ%%%5P€W$?H@dH %ﬁ“$?ﬁ%§§ Eﬁ 20Thus,
t hrough tibeths taPead 856k InREOWRIBR YQui k@ e MASAnE Bﬂo‘é@ssﬁ@be Sir rﬁ? dofs@y kg pondi ng
hash link tables nmay be established with respect to ring database.

Step 13: byHbe fieskn chamatest (viligee e speeidicsbahnddr wlmsratmg) isHakehashbehi ef

éggefnsﬂggﬁgﬁtggﬁﬁ%%hp% éﬁggg%%¥Q tuﬁ&msdfdngﬁﬁpﬁﬁﬁrgﬁgbﬁ9ﬁtﬁgﬁwﬂgternln|ng

policy, awidclt hehorairhe hcsrtersuergceme@hu&mtdre fi8ihhsh Shidhable WeKbHIRLY. - If
After the afh chief, tablLle and the hash |ink table descri bed above are
est abl i sKRE! kKpygpord pestpexdinshispathorluerrerissnondingite ther st sebtaned. Thin t eri ng

processi mg, uﬁ*re%fxﬂddﬂgb ﬁﬂﬁ%tmr ’cﬁ@ifn‘?g it ﬁoﬁythgt]&tfdd %o&dﬁ% oat% § bygre n can

specifically be 2 or other va I's taken ou ront e first
char aét ervabt, mMeUBéMBadamamaedhbsun@tﬂ@hechednmheh@ﬁnh&nkewmommuWhiCh i's
t he sane t aken, qut exists i hash chief table

f.
establisﬁ§HQ>??“gdahpgﬂ?ﬂBPﬁigﬁ#é@%suﬁpmﬁqg F%ﬁﬁﬁﬁmﬁhﬁﬁé”@dﬁﬁ%§ﬁ$ndrng to

the stri ngohgatRRtatned {hCTJWl%Spél}Bﬁlgcﬂ %?dpgﬂgliﬁgstﬁﬁ y hp%y tﬁc E(%lﬁﬁﬂ qut from
the text data according to the first [ ength 't 1§ detect ed

whet her tdserdeds ifngch dkemdenstmoesiistt Bo mrfiom‘r?eiohaeh bL |r¢tkndedb1lbc hdsh chmth string

exi sts, rntne that anni n t ext one tine

a1t ordhl S EAELRMAE R Ry FOREFHE b b Bt el 1 G T by e
scanns ng ldngth eteisdedespohdiay ehiststriftrdoascthpt exist, no information will be
recorded. The hash chief table is checked again for a next |ength val ue

corresponding tqQ the string, until all of the 15l ength val ues correspondrng
to the stri rlgth&r’%metdétéltielals the samg ag the skiagided owhiess nosexisien ﬁ@desas t he

string t@i%t@ﬁta%tbt 1dOgsH rfﬁ’ﬁ iggf_ll(}%lt(.cd Bol b€ le@:ﬁ?d SHle h%tttlfi‘:l?téqiodttl he, has h i nk

t abl e need not e check e hen, starting ar act er of the
text dat ehartdte elithe rgt dathhth sty aih ercmnasmtsaﬂseaikcﬁum Antlitiid déiscetet ect ed
\é\{]rer Egr t % ! E\el'l'llbla 31(, h(z:rsm ﬁtflcft ta (,?n(!lii?( (,ls lllt (eciwgrcr vevywﬁrlsd thmlctr%r{] als ?h(,t s?t?n:t%lqgt as the
20 out by starting from the second character of the text data, and the above detection and
determining process with respect to the siring taken out by starting from the first
character is repeated until the string constructed by the last 2 characters of the text data

is detected,

Then, according to the recorded information on the number of times that the

25 scanning hits the text data and the information such as the corresponding keyword and
the string hit by the scanning, whether the mail is the junk mail is determined based on

the predetermined determining policy. The predetermined determining policy is
designed according to the actual situation, and the determining policy may be as
follows: if the number of times that the text data are hit by the scanning is larger than 5,

30 the mail is determined as the junk mail, or if the number of times that the text data are
hit by the scanning is larger than 4 and the length of the string hit by the scanning is

larger than 4, the mail is determined as the junk mail.



20 out by starting fromthe second character of the text data, and the
above detection and determ ning process with respect to the string taken
out by starting fromthe first character is repeated until the string
constructed by the last 2 characters of the text data is detected. Then,
according toyp | r. of .t] the 25
scanni ng hitéﬁ{ gﬁ?@%&g a%%agﬁ@qgﬁgﬂg/ g?%gﬁﬁgﬁﬂgﬁ' uﬁﬁ Eﬁﬁd%gﬁégpondlng
keywor d awdShmddémrmn@ehimnbyamh@uémaﬁmmqgmummembemhkheonaﬂb@usdhhe j unk
mail is deh nkned bas? g pre eterm ned determ ning policy. The

pr edet er i HEdTEFBHR %ﬂmﬂ S}‘gl"b“d%ﬁ‘ GRegiaReaBicEcRyoR b“@c Wéc’aéfté’ual
situatiomprand the determ ning policy may be as follows: if the nunber of
times that the text data are hit by the scanning is larger than 5, 30 the
mail is determned as the junk mail, or if the nunber of times that the
text 8ata arEhg theyiptermicd gannaugis igteresptyer andhhin ndmagh anztbat iengt the of  t he
string hﬁﬁnp%dﬁ9$%§cannlng is larger than 4, the mail is determned as the
junk ma predet erm ned determ ning policy should ensure that an
entire false positive rate should be smaller than an acceptable fal se

posi tive ratle thadexye paogess(foﬂ.%cmah@ o realihe 1é>@tdardc@fptl~kqm1ﬂ atefishoul d be

| arger than an acceptabl e intercepti ?n rate index, g. . 70% 5Then, the
det er m né%?“j“ﬁ RC%(?FE (% therlicdperh pad altgnid 13 f ‘“ﬂ&?‘ﬁé’l‘“ foxt flaty RAghei Baihot t he

j unk mai I n e ,the text
k. T oRRSRS cpuorgl e LAE R00Y APARNLPEAARAAL AN By e
is fé@ndcehamonﬁegud%tkdﬁwadofmﬁh@ﬂmanmgspnﬂamdcﬁhﬁmkgymmbdunmh@xﬁext dat a
of the mail are then scanned accordlng to the strlng 1OCorrespond|ng to the
keyword. Thu scan pee ency nprove Anot her
exanpl e of f%gn%?éé%ﬁﬁco wlﬁ??8ﬁ18W§®OB?%9PHé ‘ﬁdd%vF851F6¥“FH?%&%eptlng a
j unk mai funklthsil. $9edcificCiniplam@n@dhatrL@nrest hiGowngn FiufS) SNRWMR IR okt gure 2.
The devi ce can speC|f|caIIy i ncl ude the foll ow ng: a text data

obt ai ni ngPSrtidle ipiudedbnfallgiingg to obtain text data of a mail which

| Srequires filtering processing; a character determ ning nodule 22,
configured t e th t nt.al e Lh a strlng
cont ai ned | ﬁlqggls%‘% p}bgﬁgg@;@%@g& o? 8%®%}%£ﬁt&1£8 1A ({gﬁl%ﬁ(a Xl\gq q}lurt he

det et nezquires hkberineheoteexitig;dat a contai n the strlng correspondlng to the
keyword contained in the string database; and 20a nail processi ng nodul e

23, configur t urt her det
9 cq}atactu 8@01nunuw%od%fc%g configured 1o cctumlm, \%1@111(1 the text data
contain a keyword in a string contained in a string database for mail filtering, and if yes,
further determine whether the text data contain the string corresponding to the keyword

contained in the string database; and

20 a mail processing module 23, configured to: according to a further determining
result from the character determining module 22 and a predetermined determining
policy, determine whether the mail is a junk mail, and intercept the mail if it is the junk
mail. Herein, the further determining result from the character determining module 22
may specilically be a determining result regarding whether the text data contain the

25 string corresponding to the keyword contained in the string database.
The character determining module 22 may specifically include:

a hash table establishing module 221, configured to establish a hash chief table and
a hash link table which correspond to the string database, wherein the hash chief table

stores the keyword in the string contained in the string database and length information

{0



result fromthe character determ ning nodule 22 and a predeterm ned
determ ning policy, determ ne whether the mail is a junk mail, and
intercept the mail if it is the junk mail. Herein, the further determning
result fromthe character determ ning nodule 22 may specifically be a
det er m nigRGRd 8SHL teofs i , fhe text : tal .t astring
e A

char act erchgte¢ter erinirmgionoaliol reatRi ofdle Speg diaabiding nahakleword; and hash t abl e
establ i shing nodul e 221, configured to establish a hash chief table and a

hash I'ink table which correspond. the sstring database wherein the hash
chi ef tabl e%sf Bresetng“wey lﬁ%gqq(htztaﬁﬁeug}‘fﬁuh“& %o?ﬁ%%’”héd”i“sr‘rt t“H@l%élt P]L ng

dat abase chndctbebgtshurnf @satirarhaebict e Slkd R GRL HESAANRING tHedatihe
keyword, and the hash |ink table stores conplete character construction

i nf or frat BT Pl getagisithekeypurd advdnigitirpams ke Resphovmberaf¢haracters, scanni ng
processir dul e, i 0 | Sy L& pueset \nunber of characters
Dy st art [y TPF o o GO Itk Roh SR, a2 RUER Rt e Grdoe Snet her

t he hash theSkaytviced, hlabbet thordoaicnsontihg keyydioth Wi ekt d:8a bbergiapao ase t he
preset ng%nb?r. 9f. charﬁct ers, and if yes, obtain the Ieng\éh i nformation
(speci fi CREMinfampieRdRtegvhrther ths sele iken Ag sxisttipdhad@yhbipk tabieared out t he
cor r espondicR sl L QML gt ext 1 X -di F 0.t he n :

R e e b G R A R L B L

t abl é) andmbér gleigneddmnetisitnd ddtatret lieby sxtnnoat & aclkahitfolmativhefskeanni ng f or
one timeb and r(fcpgg thg %‘g unber of tinmes that the text data are hit by
scanni ng 45 RBT RSO PRAEY 8% of the correspondi ng keyword and string.

I f the hash chief table does not contain the keyword which is the sane as

the preset nob@kshahicthaladdeehsi coRlait fhelkBewhASMitH RihdaRl8s HR§%e@Ot contain
the string taken out, the preset nunber of characters are taken out from

the text "¢aby drhapcter onif hy hsale knlatodlegloes gt containctha simgdekeumiut. the om t he
first charac f the text dala ‘ .characters, t.aken out after
shifti ngai%g(gtﬁl\%/glrb 1%{yﬁlgnrl‘]t(g{%c %{?g% & a{t]g?iﬁ’q?(f '%Xm??%%glﬁil rsgltft%%%dr(’ggf“ Yof the

t ext 1flat anaclergicoces dech ihe ascOEcane of e tdxt dafl AREEs tRGaRerakhon: f or the
preset nunb.Q[.,of ‘%chlracters taken out. fromthe first character of the text
data, unfiq’ spHiang brekwarddyane stimgeler wiit bemthe st eharasior nEthe dsit defaees ar e

det ect edp o ThGe sk cAUALE NG IRAYLE AR i SRk Ohu RG] YRS racters 2
scanni ngplionf o? mtdi %n obt ali nli é mgdﬁgg&zgq&qglo%g %SJS{%]&M[B%! (g%%gllaﬁtc%e

r ecor dedtakeif opimaibinothealbouthdrhaemuimier cof détiyrestilt thatlagt heescextmtat af are hi t

by scanning, as.well as the recorded information about the correspondi ng
keywor d ‘ag}ilg‘l%‘ti?il}%f‘u‘égg%tflfiiec‘gﬁuf%d'the i nformati on about the nunber of tines
that the text data are hit by scanning, as well as 25the infornmation about

t he porrespandinng greywandmaadicSBrdagiidlyiesoaded when the text

a scanning information obtaining module 231, configured to obtain the recorded
information about the number of times that the text data are hit by scanning, as well as
the recorded information about the corresponding keyword and string. Specifically, the
information about the number of times that the text data are hit by scanning, as well as

25 the information about the corresponding keyword and string is recorded when the text

data contain the string corresponding to the keyword in the string database; and

a determining and intercepting module 232, configured to determine, according to
the information about the number of times that the text data are hit by scanning as well
as according to the information of the corresponding keyword and string, whether the

30 mail is the junk mail based on the predetermined determining policy; and intercept the

mail if the mail is determined as the junk mail.



data contain the string corresponding to the keyword in the string

dat abase; and a determning and intercepting nodul e 232, configured to
determ ne, according to the information about the nunber of tines that the
text data are hit by scanning as well as according to the information of

t he correspording. keyword, e string, whether, the 30mail. is the jounk mail
based on the{rrg!r)sé’g)é fie 'ﬁ%ﬁg‘g‘g‘t@%% hﬁﬁ&l“%shnﬁy}ﬁaﬁal ﬁ’ﬁr{ﬁfﬁl&%?c B i |
the mail ths miehel i nedoampldeddstifedn@iove may be Th@E@ld BAakidoynpsidr! 1 ed in
the art can understand that all or part of the procedure in the method in
the exanpl'@&Bederigwd Kiksve advae i hppersamegabpe staehputaonmusgr am
i nstruct i pghel %%@%rc Redidier®hen e &E‘ﬁgétﬁmsn@%cg@dsrﬁ%r s%ﬁltﬂng ifoput er

d en the pro ed, e p

readabl e st orage ium am s execut Focedure in the
5 exanpl esampicsriespeptiivemeehiodsscdbst ahidvedn@bbw enpayicied. i Spetigo®nt, ed.
Specifically, the storage nedi um nmaybe a magnetic disc, an optical disc, a
Read- Onl 3!“1\/%%?%? 1@??&5\‘)&" ‘gi’ybé REKEBMH AL S & H‘f}t §iserarad-gnky R/Iemol"yl'o sum up,
by usi ng (ROBVIp& 4 RENPEEALRS DRI AN fdiexi bl e structure that is presented
only in the junk mail instead of 'using a single word or phrase, the

exanpl es of 10the present invention can solve the false determ nation

probl emin the spii 8p. By tusingnidie raine scotien dhavirgd thel Boxiblal seicposithdtvie rat e and

| at i ' i . I . 13 ' h h chief .tabl d
The- hash Tk oF SRpa 5 EREhMEONCEL Frupine A R VRIS Rl ™ © "

i nventi onhes pasertt hevingxh clat@vothet fBe MRickmindibe fréddn GF @at pior MLy e t he
scanni ng efficiency and | nprove the scanni ng speed, and can i npl enent

15r eal - t iMRES f F4latarehnlg v flse padt vhaiale adarelptisely tigh igtarsapgoristabase has a
relatively | arge dinension. The foregoing is nerely preferred exanpl es

of the presepy uisiﬂ%f%l?@ hQdh, clﬁ&dtaﬁ)ﬁedn%lgtﬁt@%agﬁ 1hRGRE €5 l-ylliﬁg\égﬂcédlng ﬂ%% ts not

limted thereto. Any variations or ernations easi

depart i ngx&mpies thehd pekami calensaopanahe tidwe doteesetit malentitlooabyrea®® t hose
skilled in the ,@rt .shoul d. be er)c%r.rgajsse within the scope of khe or esent
i nventi on. PHHE M BPRINE TGP & PIEC pietentng AREAL FBheasHBwI e as
defined byuitine ARAERIRA 8 MallBeven when the string database has a relatively large

dimension.

The foregoing is merely preferred examples of the present invention, and the
scope of the present invention is not limited thereto. Any variations or alternations
easily made without departing from the technical scope of the present invention by

20 those skilled in the art should be encompassed within the scope of the present invention.
Therefore, the scope of the present invention should be as defined by the appended

claims.



What is clainmed is: 1 . Anethod for intercepting a junk mail, conprising
steps of: A: obtaining text data of a mail which requires filtering
processing; B: determning whether the text data conprise a keyword in a
string contained in a 5 string database for mail filtering, and if the
text data conprise the keyword in the string contained in the string
database for mail| filtering, further determ ning whether the text data
conprlse\51@ﬂ$ﬂﬁ@uﬁdﬁrespondlng to the keyword contained in the string

dat abase; and C. determning whether the mail is a junk mai

accor di ng t ol.& methudl forafitetdeptifigi frimémalDdeterisihgings @hd according to a

redet erm ne t.er m ni licy nd intercepting the mail if the mail is
Fhe j unk najg gﬁw“mglm“QQQR&$'ﬁyhﬂfﬁgﬂmﬁ@€éfgﬂﬂﬁvFS“@W&Eﬂ]1 wherein the

Step A conprg Sc%%,nn@flﬁ@ﬁvhétﬁ&ethé’ le&gdiﬂ{' @01 15(, dv%%l(f B ALl bﬁﬁ}? I L ¢ er ing
processing, obtaining a title y contents o e nail;

stltcﬁlngﬁﬂmahﬁWﬁﬂébam@IﬁheumamndBouymabmﬂemHBWMEtbﬁﬂammutemhcﬁang and
deternlnln the.o ta ned xt ch
Fequt r es CoamRT Pl AR B PR R RebhE. RS Ag Pg re i 1,

wher ei n tdh@ ®hip 1@@&@@1’1‘1&,&10&@%0‘11@111@“6 ti5d KdyRhrd ohisiat ARAGE sk SpGRkShdCt Ed by
one or nore character units; wherein the character unit corprises at |east

one of aﬁ“@ngllsh word, a Chi nese single word, a single English letter, a

hal f of the (Qlicfb?ﬁlﬁqdﬁ%&ﬂ%ﬁel"‘ﬁéé the rlS g éljrllll{ 1JnisW§9 Vd%qeg.?{oa ICE%LO]D if([; :PLH yation.

hC
4. The net hod accor Hat abase
10 determining and accmdmg to a plcdetm mined determining policy, and intercepting the

mail if the mail is the junk mail.

2. The method according to claim 1, wherein the Step A comprises:
after receiving the mail which requires the filtering processing, obtaining a title
5 and main body contents of the mail; stitching the title and the main body contents to
obtain text data; and determining the obtained text data as the text data of the mail
which requires the filtering processing.
3. The method according to claim 1, wherein the string contained in the string
20 database is constructed by one or more character units; wherein the character unit
comprises at least one of an English word, a Chinese single word, a single English letter,

a half of the Chinese single word or a full-width/half-width punctuation.

4. The method according to any of claims 1-3, wherein the string database
25  corresponds to a hash chief table and a hash link table;
wherein hash chief table stores the keyword in the string contained in the string
database and length information of the string corresponding to the keyword, and the
hash link table stores complete character construction information of the string
corresponding to the keyword,
30 wherein the Step B comprises:
B1: extracting a preset number of characters by starting from a first character of

the text data, detecting whether the hash chief table contains a keyword that is the same



25corresponds to a hash chief table and a hash link table; wher ei n hash
chief table stores the keyword in the string contained in the string
dat abase and length information of the string corresponding to the keyword,
and the hash link table stores conplete character construction information
of the stEiRGER! AGIRIVILNGadiOs LG iEY M‘[ﬁhieﬁgameﬁoﬁh{ﬁ LN v RofPhdds .
conpri ses: 13 1 : extracting a preset nunber o char acters by starting
from a fithstamharadicepresét nhmbtrert cakeaersdetedtingghahebfier infheatiash chi ef
t abl e contains keyword that is the same as the preset nupber of
char act erggl,w%’r‘fﬂglinﬁ%lﬁ% QWJW‘%H%’F% Pt %ilﬂ%ﬁ’t"ﬁ? He tgxtay BICF‘E%&“ ‘ﬁ% the sane
as the preset infeileon ofetiag agk@esihe ARYALN ABlctRBLRNBL fiihPfRLMBLL ON
corresponding to the keyword, taking out a string fromthe text data
accor di ngnd § thhlash dinkyt4bl¢ erfngrineihe oining ddee outl. dejenmetigdhattineierakin drg nk t abl e
cont ai ns t.he string en out: S5 and if the hash link table contains the
string téﬁ%g’s{ b?)%r{n,] &gfg% Eg[lrl((’niilnr%lc’;ggljdt1 ﬁ‘g’[(ﬁlltléh%“’tng&lpuaog?@mgr%dq ﬁ?‘ituﬁ)}ﬁ?d’é% tng for
one ti mebyatdhnireconeiing menalobeo®ihetichBsrd hat tht BRinke¥ircdAhdingk® hit by
scanning as well as information about the keyword and the string
cor r espohdi YO8 #HE keyword; and 132: if the hash chief table does not
contain the keyward., : A8 he. nes6t Dy fihe
characters, or ‘m{"ﬁ dtgﬁ%glgﬁib?@nﬁoc?g]bgfé&ggégﬁ%%%ﬂ%@ﬁﬁ%ﬁﬁb 1Lawe@ls{eral%nué(’taken
out, 16 akiprgeioutmitchef phesetrsnunber ath bhiatabbt dres naf t@tais bid driingtahackwar d by
a character ynit fromthe first Egar‘act.ermo_f‘ t he &gext data, and processing
the char 28t &g AWdRC BLFECl WOMEE 8F eefete i SQI{BP% BESTHG LB BShAEESh for the
preset numheionOhe RATRGLERS of AKXk Qkth, JHiPR LGS U{escrr{i)laﬁlb%gsat?fﬁ offfiy the text
er of C

data in Step Bl, wuntil detecting a |ast ‘preset nu aracters in

t he text aggrdance withsy probessmgtdpoditia dortte pesttowohtai of dharwhes eéilkentooe hash

chief table and the hash link table are gstablished through: BO I‘:_ t aki ng
out the %ro 815@1{“ chﬁﬂr%g%rr‘&(%’fo Wﬁtl%ﬁél?én g{?péﬁaw’]&n‘gwf%%ﬁﬁ ??ép%b%twnémr act er
20 umgt bhclarddidrsin Gk kdxigagont ai ned in the string database, taking the
characters taken out as the keyword, determ ning whether the preset nunber
of characters fromthe first character unit in another string other than

the first stding..d rin e.are the sa S e .k rd, and if
S i nlefholi ARARSR LR LG REFRIAS L IR ’
the sane, recordi ng O?Egcqiglf}%(?gggﬁl% i"ﬁ‘g‘? KIS e @?Wﬁﬁﬁgﬁ 8 Hi“ﬁlé&m@i her
string i mbidwee batsiishbd efodghbl e and recordi ng conpl ete character
constructi on, %‘Si' Ff ormation of the another string in the hash link table;
and B02: B4 Ll Higroul e ¥ e b P e o Sehestete s by staging st theras chageter ng
recosgledjin;,t ahﬁrsb@i?imglcb&lﬁinteél?ﬂl ﬁlﬁ'sﬂ'il{ >'QElta§Jtd§é, ﬂﬁilgﬁ[th@lgﬁé?rﬁctszgqgm ro?z??ss sing the
second string Iin accordance with a processing dperation for the first
string i theStepoi@0dgterunting Whathshihagrtdee npmbee s ichgraoper Abimomef st t he first
string | &cﬁc’ﬁ&g ul%(i-)tlinfag(r)thgl! étl‘igé E)‘ghrc]lg ﬁaag (l)l?et ‘11!st'n s?tgné ?ﬂ %hr(-]:%tri{gréart?e%a(sjea;[u‘%tl)l?ese'
same as the keyword, and if the same, recording the keyword and length information of
the another string in the hash chief table and recording complete character construction
25  information of the another string in the hash link table; and
BO2: further determining a second string other than a string recorded in the hash
link table in the string database, and processing the second string in accordance with a
processing operation for the first string in Step BOI, until finishing the processing
operation for the first string in Step BOT for all strings contained in the string database.
30
6. The method according to claim 4, wherein Step C comprises:
Cl: obtaining the recorded number of times that the text data are hit by scanning,
as well as the recorded information about the keyword and the siring corresponding to

the keyword; and



30 6. The nmethod according to claim4, wherein Step C conpri ses:

Cl: obtaining the recorded nunber of times that the text data are hit by
scanning, as well as the recorded information about the keyword and the
string corresponding to the keyword; and C2: according to the recorded

nunber of tipaes_t ext data ar.e hi 5CE ni. as. wel | t he
recor ded |nfg$nﬁcggﬁn Hﬁﬁ@zgﬁ01 QYWBQ%J(HBUT%eﬁ?f}' ng§?We§bdﬂhﬁ¥g to the
keywor d, sdetngtdranivagl whehhetcotdie MEbimdtdnt fiRu] WK keBidrd basietheofrihpe _
predeterm ned determ ning policy, and |ntercept|n the mail if the mail is
the j unk “Sftgsaending to thy kwwe*%@tﬁbwnatgcwhtdhcﬂg ¢ i Il*dilm wk kEPasth ot he

predet er rfh mﬁ‘éd@l&ﬁﬁh&ﬂ !?T%Eelt?mg?lh tplﬁ)fm)g %{Tﬁ h t@at%g%u@g% Hgl if g ngde?%zg EHUHHSQ as the

junk mail he nu ata are y scanni ng
i s | akgemdihan a preset number of times; or Jo if information about the
string in Step Cl is length of the string hit by scanning, the
predeterm ned determ ning policy in Step C2 conprises: the mail is

determ ned as H'éenk%H J&blldlﬂ@{?ﬁc%nﬁ @W@&émoﬁm Ip':c%ﬁu%h@ﬁ &(,Iﬂ,gmtl ﬁﬁ& data are
hit by scanning is larger than the preset nunb times an e |l ength of

t he stri mglidl eoniyyisss dmminnidisidstanamgd s theamkampit ebet the emgbér.of iGes that 8. A
devi ce f%r |nt rce ext data obtaining

modul e, cOnFFgired" %gqgﬁ%éhwui@}?éﬂépﬁ’gB“ﬁuﬁﬁﬂPcWﬂﬂBW“rEHU|res filtering

processi ng; 1&111%1@[&1@1611@bmﬁ!‘ﬂie%'[xﬁﬂgﬁh OOl EhgtiCOMAd guﬁ%%mbpq&ﬁﬁ[ﬁg%@e whet her
the text data 20 conprise a keyword in a strin ained in a string

dat abase pf@ﬁtcﬁamcdmetrémnmpohamn %fcpt%cmmsc@a?gm@dnq;dciusennehieasubcymr din
the stri E‘gb%qg%?}‘&? ¢ n{-'imtbma dﬁirﬁégﬂﬂdﬂﬁ& ‘E’E@{?ﬁﬁa tal%rhltrﬁ/ scatﬁnmbm ia Ig,g[ th fyrther

determn rrse ng o the
keywor d clangraienedmber dfhﬁ‘ne‘stahld nige htaglaba“slee stangl ha b@&bdnnﬂfgﬂ@ eagdrga®dul e,
configured tq determ ne, according to a result of further 25 determ ning
from t he PEYS'88#Rr det ermining nodul e as wel | as a predet erni ned
detengining policy, whether the nmail is the junk mail, and intercept the
mail if the mail is the junk mail.

8. A device for intercepting a junk mail, comprising;

a text data obtaining module, configured to obtain text data of a mail which
requires filtering processing;
a character determining module, configured to determine whether the text data
20 comprise a keyword in a string contained in a string database for mail filtering, and if
the text data comprise the keyword in the string contained in the string database for mail
filtering, further determine whether the text data comprise a string corresponding to the
keyword contained in the string database; and
a mail processing module, configured to determine, according to a result of further
25 determining from the character determining module as well as a predetermined
determining policy, whether the mail is the junk mail, and intercept the mail if the mail

is the junk mail.

9. The device according to claim 8, wherein the character determining module

30 comprises:
a hash table establishing module, configured to establish a hash chief table and a
hash [ink table which correspond to the string database, wherein the hash chief table
stores the keyword in the string contained in the string database and length information

of the string corresponding to the keyword, and the hash link table stores complete



9. The device according to claim8, wherein the character determ ning
nodul e 30conpri ses: a hash table establishing nodule, configured to
establish a hash chief table and a hash |ink table which correspond to the
string database, wherein the hash chief table stores the keyword in the
string cophk@tRechdstuldif 1§Fcﬁh1ﬁ901¢§1ttg@§i§ﬁw%8 up‘éﬂﬂh@ dﬂE‘R %'donncpf the
string corresponding to the keywor and t has abl e’ stores
conpl ete chasastieg pusasinguotdwe donfigurnditd omadfa frbet smmi)a";gai cmﬁa@&pondl ng to
t he key anni n ._rQ @ssi dul e, o extract a
preset ﬁﬁﬁﬁgvﬁb$“%ﬂﬁ#ﬁ@f@?@k%yggf f?ﬁﬁt¥$%g? °?W%%W“Dﬁﬂ%§&@@?*ﬁ@%t of the
text dat aon@fteed keatden: &R hashs ghippdsel abhiR: 69&&1@1@[’!}?5 taﬁ@ ifEYMRRD that is
the same as the preset nunber of characters, and if the hash 5 chief table
conta?nsCﬁ”ﬁéﬁ%@#@ﬂﬂwawiﬂ§“@Héﬂ@éme“&9ﬁﬁﬁeﬁﬁh@$@%bhmmb@n<dﬂ¢@haﬁamters
obtain t 4 n ng to th ake. out a
string f :E‘)gianf&% %léxg? ng&%tuggé’ Sﬁglpm lﬁ g Llé%%‘ﬁ%ltd %“ﬁf%‘r‘hﬁflp%ﬁfomd@{’ ect
whet her tibe duas hcdordikipttabdhe leqnk anmmtuhm sdetdeh @vifeBleeRh@Whsh &AM thblct he hash
l'ink table contalns the string taken out, determine that the text data are
hit by sEAMAINAYNG SFingdekenigwk, dnérmwcé@éh dnk fieblo, corsains gte string takeeout hat t he
text dat g.R[8i Rk, anpi word and
t he strlna éo?%eé%gﬁzﬁgg €o&?h§%ké %6?@§ﬁanéghﬁﬁthe hasﬁq£% ﬁ§b¥g%le does
not d@nt@mwsﬂ@@ﬂk&vﬂdﬂﬁdhﬁatbySmhhﬁgSﬁWdla&nﬂhma@m&&ﬁMtmaﬁbﬁMMdhnﬁharaCterS

or if the hash nk table does not contajn the string taken out, configured
to take %?W%“BVﬁg%?P %&k%ﬁWOHHéFQHab?@mBFFﬁiwgﬁﬁkP$W@‘BQ@KW@Pd by a
charact efeiRbild thdi Pt Bend ddhl pi%f@ﬁﬁﬁﬂ)@ir 01"&1&%\@1 q??ﬁtthéjl?‘is linRDfble doRs PT OCESS

t he characters taken out after shifting backward by a c aracter unit from

t he firstoctrataetherstoig tahen ewxtondighimditn take oot thapomcinitntbea opclocasss ng
operation unper of charac s taken out, by artlng from

t he f|rsﬁﬂgﬁﬁPég%g?Lﬁﬁ¥%b%ﬁnrﬂéufb%PpﬁgWé‘%ﬁF%fmﬁ%¥% tm@E§‘$ reset
nunbes obrazbardethibcier e si@xleddifing backvhkd bvlﬁcﬂﬁé(ct&euzﬁ@ﬁ&'hq{l@g to
claim9, wherein the mail processing nodul e conprises: a scanni ng

i nf or mat fi6% chyedrnelige #pddia in aerefdages withtacretsssing opdrationeloo ﬂdaeuem nber of
tinmes th r (, n [ ded
|nfornat?gwggbouﬁé&ﬁgﬁwﬁkguﬁémg Q%ﬁéﬁggﬁb%gmé6‘¥% m‘Hllﬁg %X keymord;
and 25 andlefeerctingi tegt @Jmek,tlnﬂhﬁbﬁ@lmhiaft@tc,mduhcetcxS@i’ﬂj igured to determne,
according to the recorded nunber of tine that the text data are hit by
scanning as well as according to the recorded i nfornmati on about the keyword
and the strijng gQrf&seondi henkey t I he junk
mai | based on the ﬁ?e etepﬁgﬂégodétgrnlﬁ?%gmnmﬁgIﬂ%’éﬁggbﬂﬁ lggﬁ‘éthe mai |
if the na@mpm$hthe junk mail. ABSTRACT A nethod and a device for

L oreopting o unl OB Bl oL e oo R b ALY, brchiesi &
det er m nhngbihet fekes tha fextxdakad Sonfiabd RakeyMoldubn & &krikbAgqepnt ai ned
'nast r:nri]‘(?rmatlon about the keyword and the string corresponding to the keyword; and
25 a determining and intercepting module, configured to determine, according to the
recorded number of time that the text data are hit by scanning as well as according to the
recorded information about the keyword and the string corresponding to the keyword,
whether the mail is the junk mail based on the predetermined determining policy, and

intercept the mail if the mail is the junk mail.

6



dat abase for mail filtering, and if the text data contain the keyword in
the string contained in the string database for mail filtering, further

determ ni ng whether the text data conprise a string corresponding to the
keyword contained in the string database; and C. determ ni ng whet her the

mail is a junk mail according toéﬁﬁ%t&gf the further determning and
according to a predeterm ned det licy, and intercepting the nail

et i ci ency andt NG CBE RN FRbVn B4 BB T HROVAL™ BRSI4Lar S FABOe Pt er i ng
for the maithlydariudss: Angitanegtied deven awkewhibke retireni (cdiat phassihaR: a
rel ativeld-Af8s hPBPSIHe Rext data contain a keyword in a string contained in a string
5 database for mail filtering, and if the text data contain the keyword in the siring
contained in the string database for mail filtering, further determining whether the text
data comprise a string corresponding to the keyword contained in the string database;
and C: determining whether the mail is a junk mail according to a result of the further
determining and according to a predetermined determining policy, and intercepting the
10 mail if the mail is the junk mail. By the method and device, the scanning efficiency and
the scanning speed can be improved, and real-time filtering for the mail can be

implemented even when the string database has a relatively large dimension.



