1 Method and Apparatus for Encryption, Method and Apparatus for Decryption, and
Computer-Readable Medium Storing Program 5 Technical Field The present invention relates to an
encrypting apparatus, a decrypting apparatus, and encrypting/decrypting method, in particular, to an
invention which enables to encrypt/decrypt another piece of data while a 10 certain piece of data is .
encrypted/decrypted. Background Art Fig. 43 shows a block diagram of an encryptor performing
encryption of Cipher Block Chaining Mode (hereinafter, referred to as the CBC mode). 15 An
encryption of the CBC mode is performed as follows: first, plaintext block data Mi of 64 bits is input by
block unit; the input data is encrypted by an encrypting module 51 using an encryption key K;
ciphertext block data Ci and plaintext block data Mi, t, subsequent to the data Mi, are XORed; and the
XORed result is supplied to the encrypting module 51, for 20 encryption using the encryption key K, as

a next input for en ting process, Then, this process.is repeatedly chained, and the whole plaintext
data M will b%fee%é%rf)%pﬁéégﬁ%%rg% RS, %glgpéféﬁwf éﬂg\/@ﬁ)a%mfﬁfa}a%w&@@@rypting .
apparatus performing decrypflompiitieReBiahieddedi2 Bhertigcryplingnapparatus shown in Fig. 44 is

an apparatus for 2
b

Technical Field
The present invention relates to an encrypting apparatus, a
- decrypting apparatus, and encrypting/decrypting method, in particular, to an
invention which enables to encrypt/decrypt another piece of data while a

10 certain piece of data is encrypted/decrypted.

Background Art
Fig. 43 shows a block diagram of an encryptor performing encryption
of Cipher Block Chaining Mode (hereinafter, referred to as the CBC mode).
15 An encryption of the CBC mode is i)erformed as follows: first,
plaintext block data M, of 64 bits is input By block unit; the input data is
encrypted by an encrypting module 51 using an encryption keyv K; ciphertext
block data C; and plaintext block data M,,,, subsequent to the data M,, are
XORed; and the XORed result is supplied to the encrypting module 51, for
20 encryption using the encryption key K, as a next input for encrypting process.
Then, this process is repeatedly chained, and the whole plaintext data M will
be encrypted into ciphertext data C.
Fig. 44 shows a block diagram of a decrypting apparatus performing
decryption of the CBC mode.

25 The decrypting apparatus shown in Fig. 44 is an apparatus for



decrypting the ciphertext data encrypted by the encrypting apparatus shown in Fig. 43. The ciphertext
block data C, is input to a decrypting module 71 for decryption using the encryption key K, XORed
with an initial value 1V, and decrypted into plaintext block data M,. When ciphertext block data C, 5 is
input, the block data C, is decrypted by the decrypting module 71 using the encryption key K, XORed
with the ciphertext block data C1, which has been previously input and stored in a register 111, and
decrypted into plaintext block data M,. Here, the register 111 can be provided inside a selector 73. 10

The CBC modecambinteritessplad tu thexfollowingsomressions. whess: alaintext blinck data s, M; (i =
1, 2, ..., n), ciphertext block data C; (i=1, 2, ..., n), the encrypting prc?clztss%gﬁg%he enc(:j%gﬁ@ key K

is defined as Bk Fandihe deceypiirig precelassingathe@narypiing keyaKdscoefins:as Riue 7 EX (M,
EXR IV) 15 C;=Ek(M, EXRC;_,)(i=2,3,....n) M, =Dk (C,) EXR IV M; =Dk (C;) EXRC;_, (i=2,3, ..., n)
Here, EXR refireskyanixORsoperthiorerivt yepienchis ai inRv@lug e he used foraniaitig step of
encrypting and decrypting processes. 20 The same initial value IV is used both in the encryptor and
the decryptor 2R desenvnd amtendapttriidionkidg endfyptidi ot Ouiphit ifeedbaskMeds C,
(hereinafter, referred to as OFB mode). Fig. 46 shows a decryptor performing decryption of the OFB
mode. Fiy. 47 sHWY-athenklgpkof perérmingleprpptidrbot Giphdzcrypting module 71 using

the encryption key K, XORed with the ciphertext block data C,, which has
been previously input and stored in a register 111, and decrypted into
plaintext block data M,.
Here, the register 111 can be provided inside a selector 73.
10 The CBC mode can be represented by the following expressions
where plaintext block datais M, 1= 1, 2, ..., n), ciphertext block data C =1,
2, ..., n), the encrypting process using the encryption key K s defined as E,,
and the decrypting process using the encryption key K is defined a‘s Dy
C,=E; M, EXR IV)
15 Ci=E,(M;EXRC, ) (=23, .. n)
M,=D, (C) EXRIV
M=D (C)EXRC,,(0=2 3, ..., n)
Here, EXR represents an XOR operation. 1V represents an initial
value to be used for an initial step of encrypting and decrypting processes.
20 The same initial value IV is used both in the encryptor and the decryptor.
Fig. 45 shows an encryptor performing encryption of Output
Feedback Mode (hereinafter, referred to as OFB mode).
Fig. 46 shows a decryptor performing decryption of the OFB mode.
Fig. 47 shows an encryptor performing encryption of Cipher

25 Feedback Mode (hereinafter, referred to as CFB mode).



25 Feedback Mode (hereinafter, referred to as CFB mode). 3 Fig. 48 shows a decryptor performing
decryption according to the CFB mode. Here, the register 111 can be provided inside the selector 73.
Fig. 49 is a block diagram showing a procedure for encrypting 5 plaintext data M and plaintext data N
using the encryptor of the CBC mode. Hereinafter, a case in which the plaintext data M including
plaintext block data M" plaintext block data M9, and plaintext data M3, and the plaintext data N
including only plaintext block data N, will be explained. When the encryption of plaintext block data M,

is started, ciphertext 10iploci8 detiaGs is QuspEpand the-GipharextbIgsk daia Gris, ed,for
encrypting process of plaintext block data M2. In this way, ciphgrtextqt()il%ck daté C;Iatlgggélstgaté}oto the
process of enéiydtimgagalaintext block data M;,.,, which forms a chained process. Accordingly, it is not
possible to encrypt the plaintext block data N, unless encrypting process of the plaintext block data

15 M, through the plaifitexe bibekrdgtatht; 3 hhsdednr finishedb Figsshavsthegperypting process of
the CBC mode as well as Fig. 49. In case of Fig. 50, it takes long to prepare each of the plaintext
block data. M" the plaffitextilotk dathlikandaheaptaintextbiockadataohdluze \Whilesth@ grgryption
has been finished before the next plaintext block data M;,, is prepared, which generates an idle time
(time betReerPfitRrsagHat2, M3 bttalghntaxt datisNayegdhi eneidietimefislge0@ ategsdae chain
Hereinafter, a case in which the plaintext data M including plaintext
block data M,, plaintext block data M, and plaintext data M,, and the
piaintextz data N including only plaintext block data N, will be explained.
When the encryption of plaintext block data M, is started, ciphertext
10 block data C, is output, and the ciphertext block data C, 18 also used for
encrypting 'process of plaintext block data M,. In this way, ciphertext block
data C; is fed back to the proéess of encrypting plaintext block data M.,
which forms a chained process. Accordingly, it is not possible to encrypt the
plaintext block data N; unless encrypting process of the plaintext block data
15 M, through thé plaintext block data M, has been finished.
Fig. 50 shows the encrypting process of the CBC mode as well as Fig.
49. | |
In case of Fig. 50, it takes long to prepare each of the plaintext block
data M, the plaintext block data M,, and the plaintext block data M,.
20 While, the encryption has been finished hefore the nexi plaintext block data
M, 1s prepared, which generates an idle time (time between T1 through T2,
T3 through T4). In this way, even if the idle time is generated, the chain
process has to be performed such that the ciphertext block data C; should be
fed back to the encrypting process of the plaintext data M,,;. Therefore, the

25 process for the plaintext block data N, cannot be performed until the



process has to be performed such that the ciphertext block data C; should be fed back to the
encrypting process of the plaintext data M;,,. Therefore, the 25 process for the plaintext block data N,
cannot be performed until the 4 encrypting process of the plaintext block data M3 is finished. Fig. 51
shows a data confidentiality process and a data integrity ensuring process. The plaintext data M is, for
example, encrypted into the ciphertext data C by the encryptor of the OFB mode. A message 5
authentication code (MAC) P is computed by the encryptor of the CBC mode, and is appended to the
last bit of the ciphestexiaia & ol case Ol iesaRiRg gt whichils %@%mg?a%gnd to which the AMC P
is appended, as well as decrypting the ciphertext data C into the plaintext data M by the decryptor of
the ORB mode, the MAGgP isiceinpuied faavatr@ﬁ&aasﬂ%ﬁ%la%%xg@eam dfc(g%gaorig dne,EB
mode. It is possible to confirm the ciphertext data C transmitted has not tampered by com;%rir?fg
obtained MACeR switithep MAGP trRhsmpiltad tard %Mi&i%ﬁg%ggﬁg&{mg farthg, |
confidentiality process and the MAC computing process shown in Fig. 51. 15 The plaintext block data
M, through theciidieréseblobkt daté M8 arghserialyyartonypigd itte taergipherdaxt blogk data G through
the ciphertext block data C3. Subsequent, the MAC P is computed by serially inputting the ciphertext
block dat& C, fHShgH @fstiearereBotd A&t 8 Thaenteyiphor tind dhergeenion bE aag mase shown

in Figs. 42 20 through 48 has a problem as follows: the data obtained by encrypting and
and 15 appended to the last bit of the ciphertext data C. In case of receiving

C
the

data which is encrypted and to which the MAC P is appended, as well as
decrypting the ciphertext data C into the plaintext data M by the decryptor
of the OFB mode, the MAC P is computed from the ciphertext data C by the

10 decryptor of the CBC mode. It is possible to confirm the ciphertext data C
transmitted has not tampered by comparing the obtained MAC P with the
MAC P transmitted and received.

Fig. 52 shows a procedure for the confidentiality process and the
MAC computing process shown in Fig. 51.

15 The plaintext block data M, through the plaintext block data M, are
serially encrypted into the ciphertext block data C, through the ciphertext
block data C,. Subsequent, the MAC P is computed by serially inputting
the ciphertext block data C, through ciphertext block data C,.

The encryptor and the decryptor of each mode shown i Figs. 42

20 through 48 has a problem as follows: the data chtained by encrypting and
decrypting process of the previous block data should be fed back and used for
encrypting and decrypting the next block data; there is a problem that once
the encrypting process or the decrypting process is started, anothef
encrypting process or another decrypting process cannot be started unless

25 the whole steps of the encrypting process or the decrypting process are



decrypting process of the previous block data should be fed back and used for encrypting and
decrypting the next block data; there is a problem that once the encrypting process or the decrypting
process is started, another encrypting process or another decrypting process cannot be started unless
25 the whole steps of the encrypting process or the decrypting process are 5 finished. Accordingly, if

the encrfipikig/deciyiotngi pEdpeds, wibicknis previguidyretaried pries Wikich timepfaeisubsequent

encrypting/decrypting process should wait for a long time. Further, in case of performing the

confidengiglidipregaseancithednieority saBstinePRReSPHiRe HMET I RNSHING PLRGERS shquld be

performed after performing the confidentiality process, which takes a long processing time. It is an
object o%pg p&ﬁ%ej 1%% embodiment of the present invention to obtain an encryptor, a decryptor, an
encrypting methdd, and a decrypting method which can perform encrypting/decrypting process of

ther pi data while th ing/d ti f tain pi fdatai f d.
Furhor, 5 artRU ShfBbCAT i ST DR 8 AL GF I BHG<B ochtits ey

encryption/decryption of the data having a higher priority prior. to other data. Further, it is another
object of BEIHIEFRFRSG BmbSIiRteHI Bf SRS BrEEMOSRYR sTsH S b rertarRe L 8 HFA BTN BB cess and

the integrity ensuring process in parallel at a high speed. Disclosure of the Invention Herein disclosed

is an enBlysongldpparbitysPeneeypting filstalretadsing praecasiy time.

It is an object of the preferred embodiment of the present invention to obtain an
encryptor, a decryptor, an encrypting method, and a decrypting method which can
perform encrypting/decrypting process of another piece of data while the
encrypting/decrypting process of a certain piece of data is performed.

Further, it is another object of the preferred embodiment of the present
invention to perform encryption/decryption of the data having a higher priority prior
to other data.

Further, it is another object of the preferred embodiment of the present
invention to perform the confidentiality process and the integrity ensuring process in

parallel at a high speed.

Disclosure of the Invention

Herein disclosed is an encrypting apparatus encrypting first processing data and
second processing data that includes:

a memory for storing status of encrypting process, and

the encrypting apparatus starts encrypting process of the second processing

data before encrypting process of the first processing data is



second processing data that includes: a memory for storing status of encrypting process, and the
encrypting apparatus starts encrypting process of éhe second processing data before encrypting
process of the first processing data is 6 completed, the encrypting apparatus makes the memory store
the status of encrypting process of the first processing data when the encrypting apparatus starts
encryptipgmipiegess of the second processing data, the encrypting apparatus returns the status of the
encrypting process of the encrypting apparatus to the status of the encrypting process of the first

processing datg, stared e memoRWheN e RECHRNG ARRBFRtSI SSIALS SRCEKRIpG e first

processing data, and thie encrypting apparatus restarts encrypting process of the first processing data.

The encrypti r encrypting. process. of the first processing . data hefore

enory P S B R RAEEES ey T0D v o
encrypting process,of the second pracessing data when the encrypting apparatus restarts encrypting
processpégf)gqésff? tﬂﬂ?osceé:%\ é’ "8855,3% %ﬁgrypting apparatus may return the status of the encrypting

process of the encrypting apparatus to the status of the encrypting process of the second ﬂgéocessing
data stored in the FREFGNINESRRABISCHFBIMG dPpariatts rebiihe eneryptng provess of the second

processing data, and the encrypting apparatus may restart encrypting process of the second
encrypting apparatus to the status of the encrypting process of the first processing data

stored in the memory when the encrypting apparatus restarts encrypting the first
processing data, and

the encrypting apparatus restarts encrypting process of the first processing data.

The encrypting apparatus may restart encrypting process of the first processing
data before encrypting process of the second processing data is completed,

the memory may store the status of encrypting process of the second processing
data when the encrypting apparatus restarts encrypting process of the first processing
data,

the encrypting apparatus may return the status of the encrypting process of the
encrypting apparatus to the status of the encrypting process of the second processing
data stored in the memory when the encrypting apparatus restarts encrypting process
of the second processing data, and

the encrypting apparatus may restart encrypting process of the second
processing data.

The first processing data may be first plaintext data and the second processing
data may be second plaintext data.

The encrypting apparatus may start encrypting process of the second



processing data. The first processing data may be first plaintext data and the second processing data
may be second plaintext data. The encrypting apparatus may start encrypting process of the second 7
processing data by an interrupt. An encrypting apgaratus encrypting plaintext data M may include
plaintext block data M; (i = 1, 2, 3, ...) and plaintext data N including plaintext block data Nj (j =1, 2,

3, ...)- TheRpesRIing:apRatatgdRapinclude: a mechanism for receiving a request to encrypt the
plaintext data N during encrypting process of the plaintext data M; an encrypting unit for encrypting

the plaintext bl 1:10.0 iph ” loo; eding back the

ciphertext bloc%ﬁ(a?aﬂéé%{d{l%u&#@%% 5 %%%ﬁé%ﬁ%%%%%%ﬁ%ﬁ%ﬁn@ éﬁjo({?gﬁgl %eteé%ack line;
a mem royvided in parall ith the feedback line of the feedback loop, for. receiving a request to
encrypt g&p(lalﬁ%éx blgatéi" Ijtl’aﬁcvl:4 to e%ﬁé’%ﬁﬁ%#e‘%%&l&%f e é&lé)&%f?\}@[‘?ﬁtﬁ%t%&n%ext block
data Mi];mifpmt encrypted subsequent to the plaintext block data M; so that the encryption process of

any of the pléintext/blbtk ST BFRAPRAFAGE PXts WGREkrted; and a selector for selecting and

supplying the ciphertext block data C; fed back from the feedback line of the feedback loop to the

feedback loop i B§sBanENthEp REpEERINEgIGER fatesMtorigacsypty e dpdaiseyudataoNndusiagtext block

data M;, and for selecting and supplying the ciphertext block data C; stored in the memory to the
encrypting process of the plaintext data M;

an encrypting unit for encrypting the plaintext block data M; fo output
ciphertext block data C;;

a feedback loop for feeding back the ciphertext block data C; output from the
encrypting unit to the encrypting unit through a feedback line;

a memory, provided in parallel with the feedback line of the feedback loop, for
receiving a request to encrypt the plaintext data N and stores the ciphertext block data
C; fed back when the plaintext block data M;;, is not encrypted subsequent to the
plaintext block data M; so that the encryption process of any of the plaintext block
data of the plaintext data N is started; and

a selector for selecting and supplying the ciphertext block data C; fed back
from the feedback line of the feedback loop to the feedback loop in case that the
plaintext block data M., is encrypted subsequent to the plaintext block data M;, and
for selecting and supplying the ciphertext block data C; stored in the memory to the
feedback loop in case that the plaintext block data M., is not encrypted subsequent to
the plaintext block data M; and the plaintext block data M;., is encrypted after any of
the plaintext block data of the plaintext data N is encrypted.

The memory may include:



feedback loop in case that the plaintext block data M;+1 is not encrypted subsequent to the plaintext
block data Mi and the plaintext block data M;+1 is encrypted after any of the plaintext block data of the
plaintext data N is encrypted. The memory may in%lude: 8 plural registers corresponding to plural
pieces of plaintext data; and a switch for switching the plural registers corresponding to the plaintext

data to be encrypigdeplseAisciasafdsdn erepRiingeetRasipaiuding the stepg of: encrypting
plaintext block data M; (i = 1, 2, 3, ...) of first plaintext data M using ciphertext block data C; (i=1, 2,

3, ...) output fr%ng@nmy@mmﬁg% n@é@ﬁﬁg@%@@%@%ﬁg@ of ﬁ%ﬁ%&f&@&wi”g

plaintext block data M;+, of the first'plai Minam ng or after encrypting process of
the plaigéext block%ata M;; encrypting at least one plaintext block data of second plaintext data N

after storlr?gn%ﬁ%pé?p ertext block data C; to be used for encrypting the plaintext block data M;+l in the

memory; and encrypting the plaintext block data M;+j of the first plaintext data M by inputting the
ciphertext blockgg"ég’ q%%‘ﬁ%@ﬁ%‘ﬁ%ﬁ@%ﬁ’é& H‘é{ﬁg\ﬁgﬁ SiBre?tin the memory and using
the encrypting module after encrypting the at least one plaintext block data of the second plaintext
data N. Hereinc#iecipseg Rlamextilosktappitatus éngy%){ind plafibplasteridlaany viikast one
plaintext block data into ciphertext data using an encrypting unit and generating a message

authenticalienicodel gkkndtad ehisaré, ah htegritytphitfeom an encrypting module;

storing ciphertext block data C; to be used for encrypting plaintext block data
M;y,; of the first plaintext data M in a memory during or after encrypting process of the
plaintext block data M;;

encrypting at least one plaintext block data of second plaintext data N after
storing the ciphertext block data C; to be used for encrypting the plaintext block data
M, in the memory; and

encrypting the plaintext block data M, of the first plaintext data M by
inputting the ciphertext block data C; to be used for the plaintext block data My,
stored in the memory and using the encrypting module after encrypting the at least one
plaintext block data of the second plaintext data N.

Herein disclosed is an encrypting apparatus encrypting plaintext data including
at least one plaintext block data into ciphertext data using an encrypting unit and
generating a message authentication code (MAC) to ensure an integrity of the
ciphertext data, the encrypting apparatus including:

an encrypting unit, having a first feedback loop for feeding back



ciphertext data, the encrypting apparatus including: an encrypting unit, having a first feedback loop for
feeding back 9 ciphertext block data C; output by (Bhe encrypting unit to the encrypting unit when the
plaintext block data is encrypted by the encrypting“unit, for inputting the plaintext data, performing an
encrypting process by feeding back the ciphertext block data Ci through the first feedback loop, and

outputtinghe-iRhBIRX @&@@@@tﬁp@rﬂ@@sﬁﬁg@r@@eﬁ@aﬂmsqﬁ@ %@@%@%H@Mﬂe a

second feedback loop for feeding back a computed intermediate MAC result, Tor inputting the

ciphertexf.hiack dafgwhenever éﬁ%%gﬁgﬁ%@;é@?ggﬂ%%ﬁz oM nAAIgiARlkprocessing

data, feeding back the computed int e ‘secon op, an

generating the MAC to ensure the integrity of the ciphertext data, The.epcrypting, unit and the MAC
R ISR R e SRR h e

generator m’ayepe(r) orm-alterna ncrypting’proces sharing
one encrypting module and. one feedback loop, and the onge feedback loop may include: a memory for
respecti I?Lﬁqu Sﬁhﬁ M&J@%u%%?ﬂ?@“&ﬁl?@fﬁ&&ﬂl]%‘ggﬁﬁﬁﬁaktﬁ@‘ﬁmc generating process;
and a selector for selecting alternately the results of the encrypting process and the MAC generating
process from tieRfSHIGR WkREHRAERPpeedntYhe Eh@speridoprisedagadseromMEedhrsiating

process. Also disclosed is an. encrypting method for encrypting plaintext data including at least one
plaintextdgpcKaatéieitmgipmkext daimpsing amenoryging did&hdesult, for inputting the

ciphertext block data whenever the ciphertext block data is output from the encrypting
unit, processing data, feeding back the computed intermediate MAC result by the
second feedback loop, and generating the MAC to ensure the integrity of the
ciphertext data.

The encrypting unit and the MAC generator may perform alternately the
encrypting process and a MAC generating process by sharing one encrypting module
and one feedback loop,

and the one feedback loop may include:

a memory for respectively storing and outputting results of the encrypting
process and the MAC generating process; and

a selector for selecting alternately the results of the encrypting process and the
MAC generating process from the memory to alternately perform the encrypting
process and the MAC generating process.

Also disclosed is an encrypting method for encrypting plaintext data including
at least one plaintext block data into ciphertext data using an encrypting unit and
generating a message authentication code (MAC) to ensure an integrity of the

ciphertext data, the encrypting method including:



generating a message authentication code (MAC) to ensure an integrity of the ciphertext data, the

encrypting method including: 10 an encrypting st?g, including a first feedback step for feeding back
ciphertext block data C; output from the encrypting unit when the encrypting unit encrypts plaintext
block data, inputting the plaintext block data, performing an encrypting process by feeding back the

ciphertext blockfai@ptheughpa fistigegbadklegee.adiouipyting Ralphenaxkigidata; and a

MAC generating step, including a second feedback step for feeding back a computed intermediate

MAC repifolnauiing Rl arts Rlacklaiptienaikr k. cIRe et biRtiedaa S auloptdrom the

encrypting step, processing data, feeding the computed intermedi C result through the

second k generatin e MAC o re the jntegrity of the ciphertext data. Herein
e%%%gggécﬁf&%{ 3&{%& i ualg'gc%e Hﬁi{’nsef)&%&' C?ajg?at And L8t p?ggégglh%gdata that

disclos ypting apparatus rypting first processing
includes a memory for stori status, of a decrypti rocess, and wheregin the decrypting apparatus
starts tﬁg%‘?ﬁ@&%éﬂ ]&gs%%&t sk B?&c@&rﬁgg%%\t bHIEES ead%fﬂ/ﬁ%ﬁ@%ﬁféi QQMof the first
processing data is completed, the decrypting apparatus makes the memory store the status of the
decryptﬁib% BroBRENS: AfdIctiprobdeskhgaiatashen the decrypting process of the second processing
data is started, and the decrypting apparatus returns the status of the decrypting process of the
decrypting appafgts tgenerstagssoinhaendbotymging ssasoubdasfdbechrstqrdoestindioathaskored in the
memory when the decrypting process of the first processing data is
computed intermediate MAC result, inputting the ciphertext block data whenever the
ciphertext block data is output from the encrypting step, processing data, feeding back
the computed intermediate MAC result through the second feedback step, and
generating the MAC to ensure the integrity of the ciphertext data.
Herein disclosed is a decrypting apparatus decrypting first processing data and
second processing data that includes
a memory for storing a status of a decrypting process, and wherein
the decrypting apparatus starts the decrypting process of the second processing
data before the decrypting process of the first processing data is completed,
the decrypting apparatus makes the memory store the status of the decrypting
process of the first processing data when the decrypting process of the second
processing data is started, and
the decrypting apparatus returns the status of the decrypting process of the
decrypting apparatus to the status of the decrypting process of the first processing data
stored in the memory when the decrypting process of the first processing data is

restarted, and

the decrypting apparatus restarts the decrypting process of the first



restarted, and the decrypting apparatus restarts the decrypting process of the first 11 processing data.
The decrypting apparatus may restart the decrypti}ng progress of the first processing data before the
decrypting process of the second processing data s completed, the memory may store the decrypting
status of the second processing data when the decrypting process of the first processing data is
restarte%fgggsgﬁ%y(pg{@g apparatus may return the decrypting status of the decrypting apparatus to
the decrypting status of the second processing data stored in the memory when the decrypting

process of the ﬁ%ogg{ﬁgbgg(%ir?glgﬁm§ rﬁ%rﬁeeqtzﬁ‘?dtﬂ%e ggéggg)égiﬁgg?gggg&s d‘pa%éemﬁthe

decrypting process processing’data. The first pr may be first ciphertext
data, andr(t)ké%SsSecongaﬁr ce Osien 1%jeatg rgIaﬁ)OBe secoré%s%ipggr 1xt ggéah Ehe degr P&ing (ﬁg{)a}ratus may
start the® decrypltlillgg process Ofa first biocR At & 1i&%eton Eroceggngpcfgfza%y &n mterript. Herein
disclosed is a decrypting apparatus decrypting ciphertext block data C; (i=1, 2, 3, ...) included in
cipherteS®WREE%nd ciphertext block data Dj (j = 1, 2, 3, included in ciphertext data D, the decrypting
apparatus including: a mechanism for receiving a request to decrypt the ciphertext data D at an
arbitrary timinglgtiHHe B Htiorpibecdecor g gipatiext fieawondiptpgstsig L arorbeforming
the decrypting process of the ciphertext block
the decrypting process of the first processing data is restarted,
the decrypting apparatus may return the decrypting status of the decrypting
apparatus to the decrypting status of the second processing data stored in the memory
when the decrypting process of the second processing data is restarted, and
the decrypting apparatus may restart the decrypting process of the second
processing data.
The first processing data may be first ciphertext data, and the second
processing data may be second ciphertext data.
The decrypting apparatus may start the decrypting process of a first block data
of the second processing data by an interrupt.
Herein disclosed is a decrypting apparatus decrypting ciphertext block data C;
(1=1, 2, 3, ...) included in ciphertext data C and ciphertext block data D; (j = 1, 2, 3,
...) included in ciphertext data D, the decrypting apparatus including:
a mechanism for receiving a request to decrypt the ciphertext data D at an
arbitrary timing during a decrypting process of the ciphertext data C;
a decrypting unit for performing the decrypting process of the ciphertext block

data C; to output plaintext block data M;;

a feedback loop for feeding back the ciphertext block data C; to be



data C; to output plaintext block data M;; a feedback loop for feeding back the ciphertext block data C;
to be 12 used for decrypting ciphertext block data&lg:;ﬂ to the decrypting unit through a feedback line;
a memory, provided in parallel with the feedback line of the feedback loop, for receiving the request to
decrypt the ciphertext data D and storing the ciphertext block data C; fed back when the ciphertext

block dajacg; Fisdet gesnpterh BHRsLAURHLLO Hiea ciRherteXihioccdalsmbsq thatthedarrypting
process of any of ciphertext block data of the ciphertext data D is started; and a selector for selecting
and supplying thegiphertext block data Ci fed back from the feedback line of the feedback loop in

case that the ciphertéxt block data C:+t is decrypted subsequent to the ciphertext bock data Ci, and

for selecting and supplying _the ihertextcﬁl ck.data C. stored,in.the memory in case that the
ciphertext block TR e A R s e iRl

ciphertext hlock data Ci+i is decrypted after any of the cipl-gartex block data of the ciphertext data D is
decrypt8&HRE T EMRHERY 'iﬂéilgg e FRjetsst e (ﬁﬂ‘i%r?é%rlﬁtﬁhﬁ piRBeE SHAMRFtext data:
and a switch switching registers corresponding to the ciphertext data to be decrypted. Also disclosed

is a decAititg Fdthaekindsacdeeiphatcsbblpskiptidheniploticaged sybsaguem to shef first

ciphertext data C using a decrypting module;
ciphertext block data C; so that the decrypting process of any of ciphertext block data

of the ciphertext data D is started; and

a selector for selecting and supplying the ciphertext block data C; fed back
from the feedback line of the feedback loop in case that the ciphertext block data Cy.,
is decrypted subsequent to the ciphertext bock data C;, and for selecting and supplying
the ciphertext block data C; stored in the memory in case that the ciphertext block data
Ciry 18 not decrypted subsequent to the ciphertext block data C; and the ciphertext
block data Cjs; is decrypted after any of the ciphertext block data of the ciphertext data
D is decrypted.

The memory may include:

plural registers corresponding to plural pieces of ciphertext data; and

a switch switching registers corresponding to the ciphertext data to be
decrypted.

Also disclosed is a decrypting method includes steps of:

decrypting ciphertext block data C; (i = 1, 2, 3, ...) of first ciphertext data C
using a decrypting module;

storing ciphertext block data C; to be used for decrypting ciphertext block data

Ci+1 1n a memory during or after decrypting the ciphertext block



storing ciphertext block data Ci to be used for decrypting ciphertext block data C;+1 in a memory
during or after decrypting the ciphertext block 13 data C;; decrypting at least one ciphertext block data
of a second ciphertext data D after storing the cu}ﬁertext block data C; to be used for decrypting the
ciphertext block data C;+i; and inputting the ciphertext block data C; to be used for decrypting the
mphertegggupleck data C;+i stored in the memory after decrypting the at least one ciphertext block data
of the ciphertext data D and decrypting the ciphertext block data C;+r of the first ciphertext data C

using the decr&t&%é{}g%%lﬁeg&r Ichkcl 8?1% t'%ﬁ)a‘%%{;}/t%t@ apé)(%ra us qiac%%ta%t%@weﬁext data

including at least hertext b ta Into plaintext data, an ene ating a messa

authentication ¢ AC) fo r|t ertext dat tin aratus
including*A'48 I% [&lle?féi(néaégfﬂ g%g Ff}fg%ﬁf?&&% %ﬁlﬁ% 98&5@?%« data
T; generated at decryptlng data by a decryptlng module, for inputting the ciphertext block data,
decryptiﬁglﬁk?éleiphertext block data using the module output block data T; fed back through the first
feedback loop, and outputting plaintext block data; a MAC generator, including a second feedback
loop for feedingjipating &mmglmfméhh@d@aﬂ@tmﬂctrebmmedﬁ@udmmmﬁgﬂ@m pipbkrtiath identical
to the ciphertext block data input to the decrypting unit, processing the data, outputting the computed

intermeblakMAG (esyltideetinglizaolethergonfiputdetintsrime dismtaMédSt one ciphertext block
data of the ciphertext data D and decrypting the ciphertext block data C;;; of the first
ciphertext data C using the decrypting module.

Herein disclosed is a decrypting apparatus decrypting ciphertext data including
at least one ciphertext block data into plaintext data, and gencrating a message
authentication code (MAC) for ensuring an integrity of ciphertext data, the decrypting
apparatus including:

a decrypting unit, including a first feedback loop for feeding back module
output block data T; generated at decrypting data by a decrypting module, for
inputting the ciphertext block data, decrypting the ciphertext block data using the
module output block data T; fed back through the first feedback loop, and outputting
plaintext block data;

a MAC generator, including a second feedback loop for feeding back a
computed intermediate MAC result, for inputting ciphertext block data identical to the
ciphertext block data input to the decrypting unit, processing the data, outputting the
computed intermediate MAC result, feeding back the computed intermediate MAC
result through the second feedback loop, and generating the MAC for ensuring the
integrity of ciphertext data.

The decrypting unit and the MAC generator may share one decrypting



result through the second feedback loop, and generating the MAC for ensuring the integrity of
ciphertext data. The decrypting unit and the MAClgenerator may share one decrypting 14 module and
one feedback loop and may alternately perform a'decrypting process and a MAC generating process,
and the one feedback loop may include: a memory storing and outputting results of the decrypting

process,apduhe.MAR IRIRTRING IDRSeaS: ARY AIRGIHONTokARINAlelY S IRsHD D HaedgsHig Of the

decrypting process and the MAC generating process to output to the decrypting module for alternately

perform'kpg/lt}q@ o 'm [ecess an the MAC generating process. Herein disclosed is a decrypting
method decryptihg ?:%%Le%gxt data’including at least one ciphertext block data into plaintext data and

generating a message,. authentication code (MAC) for ensuring an integrity of the ciphertext data, the
decrypting metgg mcﬁ?&%g%% &%ylﬁ?ﬁg%%%d%cluding a first feedback step for feeding back module
output block data T; generated at decrypting data by a decrypting module, inputting the ciPhertext

block data, dedyPfiiRPie LRAARDIBLPISAASIHT e RotifedSiiRt BoBERES T8Rdd!Back
through the first feedback loop, and outputting plaintext block data; a MAC generating step including a
second Médbgerainppresanigdrstk a computed intermediate MAC result, inputting ciphertext
block data identical to the ciphertext block data input to the decrypting unit, processing the data,
outputting the a selector for alternately selecting the results of the decrypting process and the

MAC generating process to output to the decrypting module for alternately
performing the decrypting process and the MAC generating process.

Herein disclosed is a decrypting method decrypting ciphertext data including at
least one ciphertext block data into plaintext data and generating a message
authentication code (MAC) for ensuring an integrity of the ciphertext data, the
decrypting method including:

a decrypting step including a first feedback step for feeding back module
output block data T; generated at decrypting data by a decrypting module, inputting
the ciphertext block data, decrypting the ciphertext block data using the module output
block data T; fed back through the first feedback loop, and outputting plaintext block
data;

a MAC generating step including a second feedback step for feeding back a
computed intermediate MAC result, inputting ciphertext block data identical to the
ciphertext block data input to the decrypting unit, processing the data, outputting the
computed intermediate MAC result, feeding back the computed intermediate MAC
result by the second feedback loop, and generating the MAC for ensuring the integrity
of ciphertext data.

Also disclosed is an encrypting apparatus



computed intermediate MAC result, feeding back the computed intermediate MAC result by the
second feedback loop, and generating the MAC for ensuring the integrity of ciphertext data. Also
disclosed is an encrypting apparatus 15 encrypting plattext data M including plaintext block data M:; (i
=1, 2, 3,...) and plaintext data N including plaintext block data N, (j =1, 2, 3, ...), the encrypting
apparatus includes: a mechanism for receiving a request to encrypt the plaintext data N 5 during
encrypting process of the plaintext data M before completion of the encrypting process of the plaintext

data M; an engrypting /i r ' ted data a ule autput block data T;; a
feedback loop for féméjing %%%f%ﬁeg %E%%u 29(1)%%;@%% o 33%51 %;%@8 %?E%Mtﬁé”éﬂ@r%pﬁng-r}]odule
to the encrypting neeiiathoudh.anNegdhagklines a: oty provided in parallel with the feedback
line of the feedbacfznlf) loop, for receiving the ?grqlge%%gt%ﬁg%%y%h %\éfég;%tgét a‘t‘aid,\e:(an sto)oirfélethe

module outputchlogkeinia dpfac-hack whendhe plaintext block data M;+1 15 is not encrypted
subsequent to the plaintext block data M; so that an encrypting process of any plaintext block data of

the plaintext data N is astarieish aficha fseleeten ioh selectifg.apd sunelving dule optput blgck data
T; fed back through the feedback line of the feed back fic}ge[) to the fe%%%agﬁg%‘m%xg Bat Y\){

5  during encrypting process of the plaintext data M before completion of the
encrypting process of the plaintext data M;
an encrypting module for outputting encrypted data as module
output block data T;;
a feedback loop for feeding back the module output block data T,
10 output from the encrypting module to the encrypting module through a
feedback line;
a memory, provided in parallel with the feedback line of the feedback
loop, for receiving the request to encrypt the plaintext data N, and storing
the module output block data T, fed back when the plaintext block data M,,,
156 1s not encrypted subsequent to the plaintext block data M; so that an
encrypting process of any plaintext block data of the plaintext data N is
started; and
a selector for selecting and supplying the module output block data T,
fed back through the feedback line of the feed back loop to the feedback loop
20  1in case that the pla_intexf block data M,,, is encrypted subsequent to the
plaintext block data M, and for selecting and supplying the module output
block data T, stored in the memory to the feedback loop in case that the
plaintext block data M,,, is not encrypted subsequent to the plaintext block
data M, and the plaintext block data M;, is encrypted after any of plaintext

25 block data of the plaintext data N is encrypted.



20 in case that the plaintext block data M;+1 is encrypted subsequent to the plaintext block data M;,
and for selecting and supplying the module output block data T; stored in the memory to the feedback
loop in case that the plaintext block data M;,,1 is Kot encrypted subsequent to the plaintext block data
M; and the plaintext block data M,,.1 is encrypted after any of plaintext 25 block data of the plaintext
data N is encrypfedndfhothednemerydeay include: plural registers corresponding to plural pieces of
plaintext data; and a switch switching registers corresponding to the plaintext data to be encrypted.

Herein disclosegl L incGludi t : ing.plaintext block data M; (i=1, 2,
3, ...) of first p&?&%}g%%%ﬁ%@&g%gg Er%%ﬁ‘lieggﬁ(%'{}'?ﬁosc%% atgqﬁﬁéﬂév%gi&d%@’ .%%(gtput from an
encrypting module;. storing,the module output block data T; o be used for encrypting the plajntext
Dlook data M1 OF U0 R ST ORT s EACRAG MG AR PTG SAERHERE BRSO IaEA i
encrypting at least one _plaintext block data of second plaintext data N after storing the module output
block data T; ti%@eﬁég%f? PSS At e RN AR PRI AR atang 8PS AE inputting the module output
block data T; to be used for encrypting the plaintext block data M;,.1 stored in the memory after
encrypting the @itdexdiienelantivxt lerbctagatdofitie sécdnd plafrtext plaiarrssk @nvhysing the

plaintext block data M1 of the first plaintext data M using the encrypting module. According to a first
aspect ohddeleresgnttiblecitidatah; dnentpiing appanating fiom an encrypting module;

storing the module output block data T; to be used for encrypting the plaintext
block data M, of the fist plaintext data M during or after encrypting the plaintext
block data M;;

encrypting at least one plaintext block data of second plaintext data N after
storing the module output block data T; to be used for encrypting the plaintext block
data M;,,; and

inputting the module output block data T; to be used for encrypting the
plaintext block data M;., stored in the memory after encrypting the at least one
plaintext block data of the second plaintext data N and encrypting the plaintext block
data M; of the first plaintext data M using the encrypting module.

According to a first aspect of the present invention, an encrypting apparatus for
encrypting plaintext data including at least one plaintext block data into ciphertext
data using an encrypting unit and generating a message authentication code (MAC) to
ensure an integrity of the ciphertext data, the encrypting apparatus comprising: an
encrypting unit, having a first feedback loop for feeding back ciphertext block data C;

output by the encrypting unit to the encrypting unit when the plaintext block data is



encrypting plaintext data including at least one plaintext block data into ciphertext data using an
encrypting unit and generating a message authentication code (MAC) to ensure an integrity of the
ciphertext data, the encrypting apparatus comprisirig: an encrypting unit, having a first feedback loop
for feeding back ciphertext block data C; output by the encrypting unit to the encrypting unit when the

plaintexthlackdata,is 492 SRERIRG '%x,rneﬁpqﬂgﬂﬁ&gn&héopaaﬁgméyﬁ Plaintexhfiata, performing

an encrypting process by feeding back the ciphertext block data C; through the first feedback loop,

and outputting .t ' xt. bl ; e ‘ tication code C) geneyatog, having a
LS N R R S R T N
ciphertext bjoc ta whenever the ciphertext block data is output from the encrypting unit, processing
it fo T G B R e RGBSR OB e REH FRLBRLRADIR ki
generating the MAC to ensure the integrity of the ciphertext data. 17 The encrypting unit and the
MAC g fakor HERLEHSYe SANIBECA/ TRRE Mo deie Rk olooradbatieing thasérfarmomantedely the
encrypting process and a MAC generating process, and the one feedback loop may include: a

memoryigtrinsgedeavil storisguahdioutgonigrasiie ofithegastybliogk plote sy hertte MAC
generating process; and a selector for selecting alternately the results of the encrypting process and

the MAGenaratihtppkodetasisromihe fmemtry ¢oaketiatelypepfatedheedaryplinglippobess and the

MAC generating process.
the computed intermediate MAC result by the second feedback loop, and generating

the MAC to ensure the integrity of the ciphertext data.



According to a second aspect of the present invention, an encrypting method for encrypting plaintext
data including at least one plaintext block data into_ciphertext data using an encrypting unit and
generating a message authentication code (MAC)lfo ensure an integrity of the ciphertext data, the
encrypting method comprising: an encrypting step, including a first feedback step for feeding back

ciphertext blociffatan Gy AL DG RGN HETBINh SR ERE VRENG L NS YRSBRRINteX

block data, inputting thé plaintext block data, performing an ericrypting process by feeding back the
cipherteér] I Gl X l%r gé’u fi ‘?lb J:tlé outputting.a. ciphertext block ; and a
MAC gene&r)a%nlégds%é@gﬁan% uﬁ(;éjn 6?0 s&%t(g%%(f ee% ba{l(%:glg {s%il pnt or ?ﬁé%?#gg E%cﬁpgcfé%éﬁté;c? in err?i'ediate
MAC result, in uttini the ciphertext block data whenever the ciphertext block data is output from the
encrypti%%ngtr@gl,nﬁrg %%%?ﬁ’ga ta, feeding back the computed intermediate MAC result through the
second feedback step, and generating the MAC to ensure the integrity of the ciphertext data. 18
Herein disclosé}a‘Cﬁé"éedgéﬂkfﬁﬁﬁl‘é%é%m%M%ting ciphertext data C including ciphertext block data
C;(i1,2,3,..)and ciphertext data D including ciphertext block data Di (j = 1, 2, 3, ...), the decrypting
apparatus inclidifigizomedhaninadi vebeiving agregubstutpugorgpresel tipptrtext elztayDlithgring a
decrypting process of the ciphertext data C; a decrypting module for outputting decrypted data as
module putpesshliodkidatd AT, acfesdhagkiamedearfadding back the module output block data T; output
from the decrypting module to the decrypting module through a feedback line; a memory, provided in
parallel with the feesthackdingctidhieofeedbaslcloanef@isults of the encrypting process and the

MAC generating process from the memory to alternately perform the encrypting

process and the MAC generating process.

According to a second aspect of the present invention, an encrypting method

for encrypting plaintext data including at least one plaintext block data into ciphertext

data using an encrypting unit and generating a message authentication code (MAC) to

ensure an integrity of the ciphertext data, the encrypting method comprising: an

encrypting step, including a first feedback step for feeding back ciphertext block data

C; output from the encrypting unit when the encrypting unit encrypts plaintext block

data, inputting the plaintext block data, performing an encrypting process by feeding

back the ciphertext block data C; through a first feedback loop, and outputting a

ciphertext block data; and a MAC generating step, including a second feedback step

for feeding back a computed intermediate MAC result, inputting the ciphertext block

data whenever the ciphertext block data is output from the encrypting step, processing

data, feeding back the computed intermediate MAC result through the second

feedback step, and generating the MAC to ensure the integrity of the ciphertext data.



receiving a request to decrypt the ciphertext data D and stores the 19 module output block data T; fed
back in case that the ciphertext block data C... is not decrypted subsequent to the ciphertext block
data C; so that the decrypting process of any of th ciphertext block data of the ciphertext data D is
started; and a selector for selecting and supplying the module output block data T; fed back through

the feedback lipr.@h gheifeadbagkipop t@eﬁgﬁﬂ%%gbt%%&?gﬁﬁ eRep fhat heigiherexkhigcicdata Ci+1
OCK data

is decrypted subsequent to the ciphertext ;, and for selecting and supplying the module

output bigck gafa Iﬁgﬁ&%@ﬁ%l@&%ﬁﬂé&%ﬁeﬁtéuwb’ 9 th?fﬁﬁgbéﬁﬁd}g%ﬂnd%@?hﬁﬁ Qi ighe”eXt

block data C1 17s not decrypted s to the ciphertext blo C; and the ciphertéxt block

data C;-rl is decrypte er.any. of thg cipheytext block data of the ciphertext.data D is decrypted.
The meﬁ%}é))rf/3 Ir?%{it/ %r?g&%ggﬁﬁaﬁregiétﬁe%’c‘ '?ﬁe%gﬁon%ﬁ%%n art %i%ﬁﬁér{%ﬁu&é%’and a switch for
switching the pluraléﬁgisters corresponding to the ciphﬁgext data tqQ be decryé)ted. Also disclosed is a

decrypting methSFHUIHRY e oY A pamiceiie ReSERbaked rigxt dag B durpsiag
ciphertext data C using module output block data T; (i = 1, 2, 3, ...) output from a decrypting module;
storing HSAURLIBEPIR ISR e rphs Hextskedarér decrypting ciphertext block data C1+1 of the first
ciphertext data C in a memory during or after a decrypting process of the ciphertext block data C;;
decrypting at |eadt@npteigherteid b fsokopa binse dondg/piptetteata@0nodule output block data

T;

a feedback loop for feeding back the module output block data T; output from
the decrypting module to the decrypting module through a feedback line;

a memory, provided in parallel with the feedback line of the feedback loop, for

receiving a request to decrypt the ciphertext data D and stores the



data D after storing the module output block data T; to be used for decrypting the ciphertext block
data C;+l in the memory; and decrypting the ciphertext block data C;+j of the first ciphertext data C
using the decrypting module by inputting the modde output block data T; to be used for the ciphertext
block data C;+i stored in the memory after decrypting the at least one ciphertext block data of the

second giphigitextgataiRocaqrding ﬁ@d%ﬁukdia%%%t%m@@gﬁeﬁwe&m &%%x‘p%%ppafatus

decrypting ciphertext data including at least one ciphertext block data into plaintext data, and

generatfg. A EssaaR AUIDRAHEHON SASR (VARMET UG anJniRaTIN L ciploti daty the

decrypting apparatus comprising: a decrypting unit, including a fir 5ck60 eeding back
module output block data T; generated af. decrypting data by a decrypti dule, for inputting the
cipherte@?%@@aﬂgﬁﬁ%ﬁgfﬂﬁﬁﬁg% 8?&5%%%%@85% ’a*a‘?a&taﬁbs {8 éé%fgé%utput block data T fed
back through the first feedback loop, and outputting plaintext block data; a MAC generator, including
a second feedBaXHA6I ¢ Redarii B a0d S Wrhpe ﬁt%ﬁ’é@?a?élmﬂ@l%l‘uﬂ?%mn%ﬂn@ﬁlﬁphertext
block data identical to the ciphertext block data input to the decrypting unit, processing the data,

outputtifgf e e shipitedhnesrhindiatethealcedbaals, eeplitn thackettadminup dintesn ciatthmAC

result through the second feedback loop, and generating the MAC for ensuring the integrity of
ciphertesipdiatée T Hd adc danting.ynit dack tipeckll Adbgeneratao ey Sbhheetexetdeckydtitg1ambdule and

one feedback loop to perform alternately the decrypting process and a MAC generating process, and
the one figesilackheopaaypptluge:the module output block data T; stored in the memory to
supply to the feedback loop in case that the ciphertext block data C;;; is not decrypted
subsequent to the ciphertext block data C; and the ciphertext block data Ci;, is
decrypted after any of the ciphertext block data of the ciphertext data D is decrypted.
The memory may include:
plural registers corresponding to plural ciphertext data; and
a switch for switching the plural registers corresponding to the ciphertext data
to be decrypted.
Also disclosed is a decrypting method including steps of:
decrypting ciphertext block data C; (i = 1, 2, 3, ...} of first ciphertext data C
using module output block data T; (i= 1, 2, 3, ...) output from a decrypting module;
storing module output block data T; to be used for decrypting ciphertext block
data C,; of the first ciphertext data C in a memory during or after a decrypting

process of the ciphertext block data C;;

decrypting at least one ciphertext block data of second ciphertext



a memory for respectively storing and outputting results of the decrypting process and the MAC
generating process; and a selector for selecting rnately the results of the decrypting process and
the MAC generating process from the memory to alternately perform the decrypting process and the
MAC generating process. According to a fourth aspect of the present invention, a decrypting method

decryptitg£ipharextsdatm inchiding alleasitpae bipbrriaskbiock dataintd Blaintextydata:ang
generating a message authentication code (MAC) for ensuring an integrity of the ciphertext data, the

decryptig sRathad LURRAESING; 2 SEAYRERG SI$P4Rgluding a first feedback step for feeding back
module output block data T; generated at dectypting data by a decrypting module, inputting the

coferer eck et S PR nlEres ok doiay AL ROl i g e o

back through oop, and outputing'plaintext generﬁlng step
including a second feedhack step for. feeding back a com intermegdiate MAC result, inputting
ciohert AR a1 6 PHBLB oD R LD WPl p U giar olbRsing the
data, outputting the computed intermediate MAC result, feeding back the computed intermediate MAC
result b§ TR RIPske 8 oo ptarfgih dhstimPtREM AESBr &3URRE ShEh g lepBf eshertext
data. The encrypting process may be performed using block cipher algorithm. The decrypting process
may bepeheigedlatigibteck diphescagddipheriextThéanbmory may store an intermediate encrypting

result of the first processing data and an encryption key may be used for encrypting the first
processing datdasttimg to a third aspect of the present invention, a decrypting apparatus

decrypting ciphertext data including at least one ciphertext block data into plaintext
data, and generating a message authentication code (MAC) for ensuring an integrity of
ciphertext data, the decrypting apparatus comprising: a decrypting unit, including a
first feedback loop for feeding back module output block data T; generated at
decrypting data by a decrypting module, for inputting the ciphertext block data,
decrypting the ciphertext block data using the module output block data T; fed back
through the first feedback loop, and outputting plaintext block data; a MAC generator,
including a second feedback loop for feeding back a computed intermediate MAC
result, for inputting ciphertext block data identical to the ciphertext block data input to
the decrypting unit, processing the data, outputting the computed intermediate MAC
result, feeding back the computed intermediate MAC result through the second
feedback loop, and generating the MAC for ensuring the integrity of ciphertext data.

The decrypting unit and the MAC generator may share one decrypting



status of the encrypting process. The memory may store an intermediate decrypting result of the
second processing data and an encryption key may be used for decrypting the second processing
data as the status of the decrypting process. According to a fifth aspect of the present invention, an
encrypting apparatus encrypting plaintext data including at least one plaintext block data and

generatingdulBraagagr-abeniicR R s ade e farensieng ar ialkgyptatcipbedextdata, the
encrypting apparatus comprising: an encrypting unit, having a first feedback loop for feeding back

modulem;@yé%ggtg?é%%c%gp%gom the encrypting module to the encrypting module when the
plaintext block data is eticrypted by the encrypting unit, for inputting the plaintext data, performing

encrypting progess by feeding hack the module output block data T; through the first feedback loop,
30y feeing) 5
rtex A

and outputting the Cip & Ié)cqpcfg@f g ‘generator, having a second feedback loop for feeding

back a computed intermediate MAC result, for inputting the ciphertext block data whenever the
ciphertext block PP BUPLEFTATTHESHCHDRAG G OPsLERY detd! treRlifly biRK YRE®Bmputed

intermediate MAC result through the second feedback loop, and generating the MAC to ensure the
integritPHP¢REs GpAdhe X ddtas MesaraPIeE SixBNdspect of the present invention, an encrypting
method for encrypting plaintext data including at least one plaintext block data into ciphertext data
using an encryptilgeinit tndsgmetingindermedsade acshintichtion donevrQrimesnsund due integrity
of the ciphertext data comprising: an encrypting step, having a first feedback step for feeding back

moduleMuifutdainelatata froeetpuiifoom e enerping:d 24 tenosisls Whefoihe phaindexiBieelgdata is
encrypted, for inputting the plaintext block
process and the MAC generating process.

According to a fourth aspect of the present invention, a decrypting method
decrypting ciphertext data including at least one ciphertext block data into plaintext
data and generating a message authentication code (MAC) for ensuring an integrity of
the ciphertext data, the decrypting method comprising: a decrypting step including a
first feedback step for feeding back module output block data T, generated at
decrypting data by a decrypting module, inputting the ciphertext block data,
decrypting the ciphertext block data using the module output block data T; fed back
through the first feedback loop, and outputting plaintext block data; a MAC
generating step including a second feedback step for feeding back a computed
intermediate MAC result, inputting ciphertext block data identical to the ciphertext
block data mput to the decrypting unit, processing the data, outputting the computed
intermediate MAC result, feeding back the computed intermediate MAC result by the
second feedback loop, and generating the MAC for ensuring the integrity of ciphertext
data.

The encrypting process may be performed using block cipher algorithm,

The decrypting process may be performed using block cipher algorithm.



data, performing an encrypting process by feeding back the module output block data T; through a
first feedback loop, and outputting ciphertext block data; and a MAC generating step, having a second
feedback step for feeding back a computed intermediate MAC result, for inputting the ciphertext block
data whenever the ciphertext block data is output from the encrypting step, processing data, feeding

back the compuiediniesmediaieMAGHaswhedugh theseeand ferdbacksiersapehaspriating the

MAC to ensure the integrity of the ciphertext data. According to a seventh aspect of the present

inventiofyd dRATYRUNG APRIRIUS, IBEQ%MEEHQ&%%E%%HQ%E‘EW IBELELISAT A6 GlbhgItext block

data into ciphertext data using a’decrypting module and generating a message authentication code

(MAC) tsocaefﬂs?'“éﬁet@% %%gg@/?gg%p%gghertext data, the decrypting apparatus comprising: a decrypting

unit, having a first r feeding back ciphertext block data C; output from the decrypting
unit to the decrypting unit when the_ciphertext block data is,decrypted by the decrypting unit, for
inputting the crgﬁ rt’g@r’gga,%ﬁo?ﬁ?ﬁ%g %é&‘?ﬁb‘ﬁ’ﬁﬁ%&&?&@%&i quc hé\ﬁ%o 2 tput
block data T, through the first feedback loop, and outputting the ciphertext block data; a message

authentRIREEREH ey eHbraRsT Ry KesedBRY fRedBaek 160 flicraeiing Bheksecesmputed
intermediate MAC result, for inputting the ciphertext block data identical to the ciphertext block data

input toftrRearsengodalg anithprisbissiidtntectspting pariesthe computed intennediate MAC result
through the second feedback loop, and generating the MAC to ensure the integrity of the ciphertext
data. According¢ocadiajglithasfddctasptiee pletenpirgentiony endiecry ptingnmetitbafapgeatypting
ciphertext data including at least one ciphertext block data into plaintext 22b
encrypting plaintext data including at least one plaintext block data and generating a
message authentication code (MAC) for ensuring an integrity of ciphertext data, the
encrypting apparatus comprising: an encrypting unit, having a first feedback loop for
feeding back module output block data T, output from the encrypting module to the
encrypting module when the plaintext block data is encrypted by the encrypting unit,
for inputting the plaintext data, performing encrypting process by feeding back the
module output block data T; through the first feedback loop, and outputting the
ciphertext block data; a MAC generator, having a second feedback loop for feeding
back a computed intermediate MAC result, for inputting the ciphertext block data
whenever the ciphertext block data is output from the encrypting unit, processing data,
feeding back the computed intermediate MAC result through the second feedback
loop, and generating the MAC to ensure the integrity of the ciphertext data.
According to a sixth aspect of the present invention, an encrypting method for
encrypting plaintext data including at least one plaintext block data into ciphertext
data using an encrypting unit and generating a message authentication code (MAC) to

ensure an integrity of the ciphertext data comprising: an encrypting step, having a first

feedback step for feeding back module output block data T; output from an encrypting



data using a decrypting unit and generating a message authentication code (MAC) to ensure an
integrity of the ciphertext data, the decrypting me DtOd comprising: a decrypting step, having a first
a

feedback step for feeding back ciphertext block '%1 C;, for inputting the ciphertext block data,

performing a decrypting process of the ciphertext block data C; fed back through the first feedback
loop, angetpetiimanpipingexthlockifaty and asMAe-geRarafingisiapiRaving plagaerd tesgdback step

for feeding back a computed intermediate MAC result, for inputting the ciphertext block data identical

to the ciphartextintsdala (R4t fRilhe ECAR0 RIER-BrBSRRYIAD ARt S theckomeyted

intermediaté MAC resuft, feeding back the computed intérmediate MAC result through the second

feedback 3 Lé%g;dag?f}g{ af‘é@&l}ﬁ‘&'\’f@cg% tgnecﬂ%lélrtgntit ?ﬂgf%%ﬁ&?&?%%@ﬁeé%t %"f‘]ttc?'aAﬁrfEE‘“g oa

ninth aspec resent inVention, an ericrypting apparatus' comprising: an encérypting unit for
inputting data to encrypt and outputting encrypted data; and a message aythentication code, (MAC)
senera IS NG inc B o oo S b IR HETor yp ris L1, SRS odher S ERIAC for
ensuring an integrity of the encrypted data, and wherein the MAC generator starts generating the

MAC bErsERsHibetdHGf disshibtidginepaiing the erehptiay uhledo datecorame tsta fnth aspect

of the present invention, a decrypting apparatus comprising: a decrypting unit for inputting data to
decrypt@npbastaputtlagkdéaty prav tputdramithensassapfengusteintivaticastog d¢M AL diegebachr for
inputting the decrypted data output from the decrypting unit and generating a MAC for ensuring an
integritythef enatppted datermodixtbeMin CheddlC gdmetatbr giartsegendratingliekMA¢ beiate
completion of decrypting the data by the decrypting unit.
generating the MAC to ensure the integrity of the ciphertext data.
According to a seventh aspect of the present invention, a decrypting apparatus
for decrypting ciphertext data including at least one ciphertext block data into
ciphertext data using a decrypting module and generating a message authentication
code (MAC) to ensure an mtegrity of the ciphertext data, the decrypting apparatus
comprising: a decrypting unit, having a first feedback loop for feeding back ciphertext
block data C; output from the decrypting unit to the decrypting unit when the
ciphertext block data is decrypted by the decrypting unit, for inputting the ciphertext
data, performing a decrypting process by feeding back the module output block data T;
through the first feedback loop, and outputting the ciphertext block data; a message
authentication code (MAC) generator having a second feedback loop for feeding back
a computed intermediate MAC result, for inputting the ciphertext block data identical
to the ciphertext block data input to the decrypting unit, processing data, feeding back
the computed intermediate MAC result through the second feedback loop, and
generating the MAC to ensure the integrity of the ciphertext data.

According to an eighth aspect of the present invention, a decrypting method for

decrypting ciphertext data including at least one ciphertext block data into plaintext



According to an eleventh aspect of the present invention, an encrypting method comprising: an
encrypting step for inputting data to encrypt and qutputting encrypted data; and a MAC generating
step for inputting the encrypted data output from N encrypting step and generating a MAC for
ensuring an integrity of the encrypted data, and wherein the MAC generating step starts generating

the MAGQ gfatecomaleliop: afz aNAIAING dne daiaby the enssyRting tieR:ida &%D{WP@ twelfth

aspect of the present invention, a decrypting method comprising: a decrypting step for inputting data to

decrypt aind, QHRHUING SRV BIEqn daltp AR M osRE g AR IOLIBRIINadhe Asgipiad cata

output from the decrypting step and generating a MAC for ensuring=an integrity of the encrypted data,

and wheyein the MAC generating step,stayts generating the, MAC before, completion of, dectypting the
it by R O LT e e Sl S SCL B B R SR O S cer
readable storage medium storing a program for having a computer execute steps for the encrypting
method @Es&PBed e B &dBR e@g.ofgadﬁ@coﬁﬂ%@%i‘ﬁ)lﬁtéj&?ré@ﬁgﬁ drgREstefbrtifvention,
a computer readable storage medium storing a program for having a computer execute steps for the
decryptitig MeeRidd tleskride@ ik thiedo baekadhent i the phasede fiol gy cardingpipat fifgen

aspect of the present invention, a computer readable storage medium storing a program for having a
computplarecdtdkiepsliva;thadendviptihgeethbdgetyjded/ inghe sixtmdsfredbatihetgpetent
invention. According to a sixteen aspect of the present invention, a computer readable

feeding back a computed intermediate MAC result, for inputting the ciphertext block

data identical to the ciphertext block data input to the decrypting step, processing data

to output the computed intermediate MAC result, feeding back the computed

intermediate MAC result through the second feedback step, and generating the MAC

to ensure the integrity of the ciphertext data.

According to a ninth aspect the present invention, an encrypting apparatus
comprising: an encrypting unit for inputting data to encrypt and outputting encrypted
data; and a message authentication code (MAC) generator for inputting the encrypted
data output from the encrypting unit and generating a MAC for ensuring an integrity

of the encrypted data, and wherein the MAC generator starts generating the MAC

before completion of encrypting the data by the encrypting unit.



storage medium storing a program for having a computer execute steps for the encrypting method
described in the eighth aspect of the present inv téon. According to a seventeen aspect of the present
invention, a computer readable storage medium storing a program for having a computer execute
steps for the decrypting method described in the eleventh aspect of the present invention. According
to an eighteen aspeatiobtie presant iRyeotior, hegnpider Ieadaile, siofRee/MeURDSIRRRG a
program for having a computer execute steps for the decrypting method described in twelfth aspect of
the presehipigRBoR: ASGiing QA bEieen@sReahel TaeRIGSHRIRYENIR AP IIRYIGTLgadable
storage medium storing a program for having a computer execute steps for the encrypting method
described,i sent tieq. rdi .a twentieth aspect of the
preser S e P e e
present%in%/enti%r\l}lt d supstantially as heretin described with rﬁé %e to the accompanying drawings.
Accordi %?ooéil enty2 it Sspet Pl’ﬁ% 'ﬁ%s%?i iﬁ\%ﬁﬁgﬁ}%ﬁ Pg?p R{ge?ﬁléfﬁb%%ﬁé% ce with
the second, sixth or eleventh aspect of the present 23b invention and substantially as herein
describ@f Wtk Ykreia 18RS HpARy MG dSERRGEO RSB FIRE R & thee HE -blé&n@%@a@ct of the
present invention, a decrypting apparatus in accordance with the third, seventh or tenth aspect of the
presentipwangBanaridlsongrangaihe o tadhwithgetratypti ngithimdference to the accompanying drawings.
According to a twenty-third aspect of the present invention, a decrypting method in accordance with
the fourth, eightbantuelfto aspeevehthespeseof ihegmiisant invention, an encrypting method

comprising: an encrypting step for inputting data to encrypt and outputting encrypted
data; and a MAC generating step for inputting the encrypted data output from the
encrypting step and generating a MAC for ensuring an integrity of the encrypted data,
and wherein the MAC generating step starts generating the MAC before completion of

encrypting the data by the encrypting step.



and substantially as herein described with reference to the accompanying drawings. There may be
provided a program for having a computer execute,processes of the encrypting apparatus and steps
for the encrypting method. There may be provided a computer readable storage medium storing the
program. There may be provided a program for having a computer execute processes of the

decrypting appaaisisiandtstans orihesgecryating preteadidnerednay be-prpvidedhaieqmputer
readable storage medium storing the program. Brief Description of the Drawings Fig. 1 shows an

encrypt%ﬂi‘?ﬂ@i@% H&?ﬁpﬁlﬁ@ﬁg&g%? s St eME QARG 2519 oﬁ?ﬂ%% on

procedure of the eéncryptor of the CBC mode. Fig. 3 is a flowchart showing peration of the

encryptor. of t ' i lowchart shqwing an ration O(ﬂ?? lector 54. Fig. 5is a
fIowcha?%ra:g%‘fo%vﬁl)%gg %ﬁé@gﬁ p‘)gtﬁhftg{gﬁ%éég:‘gggf\{épsuﬁ ch é’?e glgfér qs%?o%gaa%% %%r%gglr%%fj’e of a memory
55. Fig. 7 is a flowchart shpwing an interrupti rocess of the. memory 55. Fig. 8 shows another
campl ST THEAIOR, B8 EET S o A s BV BE G RSGTTD Shiec AHEHE iy
processing. Fig. 11 shows another priority processing. _

and wherein the MAC generating step starts generating the MAC before completion of

decrypting the data by the decrypting step.
According to a thirteenth aspect of the present invention, a computer readable
storage medium storing a program for having a computer execute steps for the

encrypting method described in the second aspect.



15 Fig. 12 shows a case in which the memory 55 is provided in parallel with a feedback line 66. Fig.
1.3 shows an operation procedure of the encryptgy, of Fig. 12. Fig. 14 shows a case in which the
memory 55 is provided in parallel with a feedbac Cfine 67. 20 Fig. 15 shows an operation procedure of
the encryptor of Fig. 14. Fig. 16 shows an encryptor of the OFB mode. Fig. 17 shows an operation

procedure of thecenedyRsorPhHiguAbenigpd& F10S PRRBAIYROERAT She £EBnpeda: Rigddfishows an
operation procedure of the encryptor of Fig. 18. 25 Fig. 20 shows a decryptor of the CBC mode. 25

Fig. 21 shausReRssicnginsedURalig deerypion el Fit o o 22sfiausagleoupigeof the

OFB mode. Fig. 23 shows an operation procedure of the decryptor of Fig. 22. Fig. 24 shows a

decryplof oL 08 GRRRORENS Fib 25 SRR ANSReralen ARCRUS ot e degppror of Fig. 24. Fig

26 shows a or of the mode storing a OWS an opera{%ion procedure of the

tor of the CBC,.mode. Fig..28 shows a decyyptor of the, CBC mode storing a key. ig. 29
Chons an oS BB D NGy o T TN 1 GUET A b CHBL B Bt

procedure of an encryptor having an )
storage medium storing a program for having a computer execute steps for the

encrypting method described in the sixth aspect of the present invention,

According to a sixteen aspect of the present invention, a computer readable
storage medium storing a program for having a computer execute steps for the
encrypting method described in the eighth aspect of the present invention.

According to a seventeen aspect of the present invention, a computer readable
storage medium storing a program for having a computer execute steps for the
decrypting method described in the eleventh aspect of the present invention.

According to an eighteen aspect of the present invention, a computer readable
storage medium storing a program for having a computer execute steps for the
decrypting method described in twelfth aspect of the present invention.

According to a nineteen aspect of the present invention, a computer readable
storage medium storing a program for having a computer execute steps for the
encrypting method described in the seventh aspect of the present invention.

According to a twentieth aspect of the present invention, an encrypting
apparatus in accordance with the first, fifth or ninth aspect of the present invention
and substantially as herein described with reference to the accompanying drawings.

According to a twenty-first aspect of the present invention, an encrypting

method in accordance with the second, sixth or eleventh aspect of the present



encrypting unit 100 and a MAC generator 200. Fig. 31 shows a flowchart of an encryptor having an
encrypting unit 15 100 and a MAC generator 209 glg 32 shows an encryptor in which an encrypting
unit 100 and a MAC generator 200 are united as one unit. Fig. 33 shows an operation procedure of
the encryptor in which an encrypting unit 100 and a MAC generator 200 are united as one unit. 20 Fig.
34 showsacddorypind bavingaidécrypting¢initd306rand aMAGe ggeatatos 460. fogo3pshaws a
decryptor in which a decrypting unit 300 and a MAC generator 400 are united as one unit. Fig. 36
shows aé[f.&pﬁ{ggi_on procedure of the decryptor in which a 25 decrypting unit 300 and a MAC
generator 400 are united as one unit. 26 Fig. 37 shows an encryptor having an encrypting unit 100

and a MAC generatar; 200 aceqrding gﬁos&s&& dempogimentEig- 38 sheus a desrpighpaving a

decrypting unit 300 anda MAC gen rator 400. Flg 39 shows a model configuration of an&ncrypting

module 51 usj n an encryption ke Fl show an i ment io f.a hardware of an
1 accoﬁ he t%l %h {n 8 ﬁ { IF: t%% gr §\7\%},el%¥%nt cixb

encryptopgnéla decryptor. Ceﬁ OWSTHR |’mp Slementation ex asr%pcfe 0
encryptor gggl?sgl%(t:{gﬂ}tzoas herein described with reference to the accompanying drawings.
According to a twenty-third aspect of the present invention, a decrypting
method in accordance with the fourth, eighth or twelfth aspect of the present invention
and substantially as herein described with reference to the accompanying drawings.
There may be provided a program for having a computer execute processes of
the encrypting apparatus and steps for the encrypting method. There may be provided
a computer readable storage medium storing the program.
There may be provided a program for having a computer execute processes of

the decrypting apparatus and steps for the decrypting method. There may be provided

a computer readable storage medium storing the program.

Brief Description of the Drawings

Fig. 1 shows an encryptor of the CBC mode according to the first



Fig. 42 shows a case in which an cipher program 47 is called by an application program 46. Fig. 43
shows a conventional encryptor of the CBC mode. Fig. 44 shows a conventional decryptor of the CBC
mode. 15 Fig. 45 shows a conventional encryptor of tB¢ OFB mode. Fig. 46 shows a conventional
decryptor of the OFB mode. Fig. 47 shows a conventional encryptor of the CFB mode. Fig. 48 shows
a conventional decryptor of the CFB mode. Fig. 49 shows a conventional encrypting procedure. 20
Fig. 50 shows a conventional encrypting procedure. Fig. 51 explains a confidentiality process and an
integrity ensurér}gbg‘;rﬁc%snst Fig. 52 shows an operation procedure of a conventional confidentiality
process and a. conventional integrity ensuring process. 25 27 Best Mode for Carrying out the
Invention Embodimenlgv Fég. 1%rgshgwéc,lan encryptor of the, CBC mode according to the present
embodiment. 5 The encx:%'ptor"o the prosShE EABBYIRISKERESnfigUrRE By arseleeiar! heaf ROR
circuit 58, an gpgpypting module 51 using an encryption key K, and a memory 55. An encrypting unit
52 includes the XOR circuit 58 and the encrypting module 51 using the encryption key K. The selector

54 and Fig. 3 is a flowchart showing an operation of the encryptor of the
5 CBC mode.
Fig. 4 is a flowchart showing an operation of a selectox; 54.
Fig. 51s a flowchart showing an interrupting process of a switch 57,
Fig. 6 shows another example of a memory 55. |

Fig. 7 is a flowchart showing an interrupting process of the memory

10 55,
Fig. 8 shows another example of the memory 55.
Fig. 9 shows a priority processing.
Fig. 10 shows another priority processing.
Fig. 11 shows another priority processing.
15 Fig. 12 shows a case in which the memory 55 is provided in parallel

With a feedback line 66.
Fig. 13 shows an operation procedure of the encryptor of Fig. 12.
Fig. 14 shows a case in which the memory 55 is provided in parallel
with a feedback line 67.
20 Fig. 15 shows an operation procedure of the encryptor of Fig. 14.
Fig. 16 shows an encryptor of the OFB mode.
Fig. 17 shows an operation procedure of the encryptor of Fig. 16.
Fig. 18 shows an encryptor of the CFB mode. |
Fig. 19 shows an operation procedure of the encryptor of Tig. 18.

25 Fig. 20 shows a decryptor of the CBC mode.



the encrypting module 51 using the encryption key K form a feedback loop 10 with feedback lines 65,
66, and 67. Ciphertext block data Ci encrypted by the encrypting module 51 using the encryption key
K is input to the XOR circuit 58 again through the feediack loop, and module input data Si is
generated at the XOR circuit 58. Then, the module input data Si generated is supplied to the
encrypting module 51 using the encryption key K. 15 The memory 55 is provided in parallel with the
feedback line 65. The memory 55 includes a register 56 and a switch 57. The switch 57 switches
inputting to the register 56 or ignoring an output of the encrypting module 51 using the encryption key
K. This switching is peffointed B for aaxanssrtian Eﬁ@?ﬂfbﬁ?.%dﬁ@mé@mpf Rigs g@nerated, the
switch 20 57 is connected to E, ,and when the interrypt is resolved, the switch 57 is connected to F.
The register 56 inputs afd PO %iﬁﬁ@ﬁ@?&%%ﬁ}&‘ét@F@ pified through E. The ciphertext block

data C; is output to thesel 04,24 The selectar 54 is prqovided with three inputs A, B and C and
selects one out of three “THis SefectsHiSIHEEHTR A SRatBLR @M fecrritiy 2ERews28n operation

procedure of the encrypior hown in Fig, 1. 28, Fig..3.is ;@Cha t showing an operation of the
encryptor shown in Fig.%’ﬁ' g\‘[\l{r?&st %ﬁﬁ%@gﬁg&%}@%& t3"AWhen the electric power is supplied

to the engyyptor, and tipeswitchy 57 s connected to E. Further hen plaintext data N is requested to
encrypt, an interrupt IT isg'S generated. Thg{%ntegr?r%(ﬁgI?Qgggg%ﬁ%%eesa%rﬁéaﬁé’ t1&Perdrypt the

plaintext data Fig. 26 shows an encryptor of the CBC mode storing a key.
Fig. 27 shows an operation procedure of the encryptor of the CBC
mode.
Fig. 28 shows a decryptor of the CBC mode storing a key.
10 Fig. 29 shows an operation procedure of the decryptor of the CB(C
mode.
Fig. 30 shows an opération procedure of an encryptor having an
encrypting unit 100 and a MAC generator 200,
Fig. 31 shows a flowchart of an encryptor having an encrypting unit
15 100 and a MAC generator 200.
Fig. 32 shows an encryptor in which an encrypting unit 100 and a
MAC generator 200 are united as one unit.
Fig. 33 shows an operation procedure of the encryptor in which an
encrypting unit 100 and a MAC generator 200 are united as one unit.
20 Fig. 34 shows a decryptor having a decrypting unit 300 and a MAC
generator 400.
Fig. 35 shows a decryptor in which a decrypting unit 300 and a MAC
generator 400 are united as one unit.
Fig. 36 shows an operation procedure of the decryptor in which a

25  decrypting unit 300 and a MAC generator 400 are united as one unit.



N is resolved. Further, the plaintext data M is encrypted using the key K1i and the plaintext data N is
encrypted using the key K,. When the interrupt IT is generated or the interrupt IT is resolved, the key
K1 or the key K2 is 10 supplied again to the encryptinggmodule. At the time of TO, the key K1 is
supplied, and the encrypting process of the plaintext data M, is started. When the encrypting process
of the plaintext data M1 is started at the time of TO, the input of the selector 54 is switched to B after
the initial value IT is once input from the input A of the 15 selector 54. Further, at the time of X during

the plaintext data M1 ii,bein% e%cé:%pted using the key K1, it is assumed an interrupt IT for requesting
to encrypt the plaintext Block'dStYNT Riy&Meramiptrhe viprefexebpcdaa Olibdddinesdo be

stored in the wgr 655@9 ttgeé' e of Ti. Then, af the time of T, the key K, is supplied to the
encrypting module 51 dua 16 thé 20 YeREMAREH S feShtend b liffat the selector 54 sets the

0r1re ted to Fat the time of Ti. After the time of Ti, the

input to A at the time &f. T1. switch 57 is co ,
plaintext block data Ni?jf i ére}lc-:é:;%;1;1'[(()3‘&'Sug’lr%3 ?ﬁgrk{:—:-y AX e SSEREEE BIdek ddthdstoldpt. At the

time of Y, itis umedihg encryption of the plaintext block data N1 is finished, and the interrupt IT is
25 resolved. Due to the resolution of the interrupt IT, at the time of T2, the key 29 K, is supplied to the

encrypting module 51,phe input.pfihe §e|ﬁﬁ}8515‘&§gfgﬁ<ﬁ%{?g ntoog,aarp%) }1:1?% ﬁsél%(’:egn%% connected to
|

E. By switching the selector 54 to C, the ciphertext ata C, store Gs %put for
encrypting theupiaiataxt Sipek gatsMeitte plaintext block data M,

Fig. 40 shows an implementation example of a hardware of an
encryptor and a decryptor.
Fig. 41 shows an implementation example of a hardware of an
10 encryptor and a decryptor.
Fig. 42 shows a case in which an cipher program 47 is called by an
application program 46.
Fig. 43 shows a conventional encryptor of the CBC mode.
Fig. 44 shows a conventional decryptor of the CBC mode.
15 Fig. 45 shows a conventional encryptor of the OFB mode.
Fig. 46 shows a conventional decryptor of the OFB mode.
Fig. 47 shows a conventional encryptor of the CFB mode.
Fig. 48 shows a conventional decryptor of the CFB mode.l
Fig. 49 shows a conventional encrypting procedure.
20 Fig. 50 shows a conventional encrypting procedure.
Fig. 51 explains a confidentiality process and an integrity ensuring
process.
Fig. 52 shows an operation procedure of a conventional

confidentiality process and a conventional integrity ENSUring process.

Lo
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5 is encrypted by the encrypting module using the key K" and the ciphertext block data C, is output.
Before the time of T3, the input of the selector 54 is switched to B. In case of encrypting the plaintext
block data M3, the ciphertext block data C, is fed backifrom a feedback line 65 of a feedback loop
and input, the plaintext block data M3 is encrypted by the encrypting module 10 using the key K" and
the ciphertext block data C3 is output. When the same keys are used for encrypting the plaintext data
M and the plaintext data N (K, = K,), it is sufficient to supply the key only once at the starting time of

the encrypting,process. hole operation WiJil}b explained referring to the flowchart of Fig. 15 3. At
step Si, the en?r%/sb%?nﬁggﬁéo&%é’ %1"{) lenﬁlgiWief Y i %arted and continued. When the final block

data is finishe%&g@g&q;ﬁggﬁfd, the encrypting process terminates. At step S2, an interrupt IT
generated at an arbitrary timing is observed. When the interrupt IT is generated while the 20 plaintext

block data M; is procesplegd_,lagﬁ{gg S3, ipherte Ioc% a C;_which is being processed is stored
in the register 56 of the memory 55. At é}?écg Zt,oﬁwg)%ﬁé{?y %% BIOE <o EAESIdmidie @aesentwhich
is requested tQ RBRAGkRIEd by the interrupt IT, is performed. This encrypting process of step S4 is

continuously performed until the interrupt IT is released as shown 25 in step S5. When the interrupt IT

s s a sl S iy 56y e .5 AR Y0 I ek e ©
54, an XOR circuit 58, an encrypting module 51 using an encryption key K,
and a memory 55. An encrypting unit 52 includes the XOR circuit 58 and
the encrypting module 51 using the encryption key K. The selector 54 and
the encrypting module 51 using the encryption key K form a feedback loop

16 with feedback lines 65, 66, and 67. Ciphertext block data C; encrypted by
the encrypting module 51 using the encryption key K is input to the XOR
circuit 58 again through the feedback loop, and module input data S, 1s
generated at the XOR circuit 58. Then, the module mput data S, generated
1s supplied to the encrypting module 51 using the encryption key K.

15 The memory 55 is provided in parallel with the feedback line 65,
The memory 55 includes a register 56 and a switch 57. The switch 57
switches inputting to the register 56 or ignoring an output of the encrypting
module 51 using the encryption key K. This switching is performed by, for
example, an interrupt IT. When the interrupt IT is generated, the switch

20 B7 1s connected to E, and when the interrupt is resolved, the switch 57 is
connected to F. The register 56 inputs and stores the ciphertext block data
C; supplied through E.  The ciphertext block data C,is output to the selector
54.  The selector 54 is provided with three inputs A, B and C and selects one

out of three. This selection is dependent on the interrupt IT.

25 Fig.2 shows an operation procedure of the encryptor shown in Fig. 1.



and the encrypting process will be continued. Fig. 4 shows an operation of the selector 54. 5 When the
electric power is turned ON, the input is set to A as shown at step 511. When the encrypting process
starts at step 512, the input is set to B at step S13. Nafhely, the ciphertext block data C; fed back from
the feedback line 65 of the feedback loop is used. At step 514, if it is detected the block data which is
being processed is the final data, the process returns 10 to step S11 in which the status is the same as
the electric power is turned ON. At step 515, if it is detected the interrupt IT is generated, the input is

setto A atstep 516, and if#he e é Ctglgbﬁ)rggess is started, the input is set to B at step S18. Unitil
S

the interrupt IT is resolveéd, 118 fhp OBV TRAAE PRI EPAR b gucaE @ 386 wackfrom

the feedback i of the 15 feedback loop is used. At step 519, if it is detected the interrupt IT is
resolved, the input’is set to C at step 520. By setting the input to C, the ciphertext block data C; stored

in the memory 55 is i t crypti rocess using the input from C, the process returns to
e R Ao s g Kl hetf o e e based on

step S13 and the input is set'to B. 20 As described above, th

2t an arbirary Arbe bases o e S Afon o (e TSPt 1 P S I el riot et
processing the idarplpiRyethed 2B sWitehaduddted to encrypt, an interrupt IT is generated.
The interrupt IT keeps ON unless the request to encrypt the plaintext data
N is resolved. Further, the plaintext data M is encrypted using the key K|,
and the plaintext data N is encrypted using the key K,. When the interrupt
IT is generated or the interrupt IT is resolved, the key K, or the key K, is
10 supplied again to the encrypting module.

At the time of TO, the key K, is supplied, and the encrypting process
of the plaintext data M, is started. When the encrypting process of the
plaintext data M, is started at the time of TO, the input of the selector 54 is
switched to B after the initial value IT is once input from the input A of the

15 selector 54. Further, at the time of X during the plaintext data M, is being
encrypted using the key K, it is assumed an interrupt IT for requesting to
encrypt the plaintext block data N, is generated. The ciphertext block data
C; becomes to be stored in the memory 55 by the time of T1. Then, at the
time of T1, the key K, is supplied to the encrypting module 51 due to the

20 generation of the interrupt IT. Further, the selector 54 sets the input to A at
the time of T1. The switch 57 is connected to .F at the time of T1. After the
time of T1, the plaintext block data N, is encrypted using the key K,, and the
ciphertext block data D, is output. At the time of Y, it is assumed the

encryption of the plaintext block data N, is finished, and the interrupt IT is

25 resolved. Due to the resolution of the interrupt IT, at the time of T2, the key



When the electric power is turned ON and in case of the encrypting process of the first plaintext
thereafter, the switch 57 is connected to E. When the interrupt IT is generated at step S31, the switch
57 is switched from E to F. Then, at step S33, it is detected the interrupt IT is resolved, 5 the switch
57 is switched from F to E. In this way, the switch 57 ignores the ciphertext block data C; from the
generation to the resolution of the interrupt. Accordingly, the register 56 of the memory 55 holds the
ciphertext block data C;, which was generated at generating time of the interrupt IT. As described
above, the operations of ihe encryptor illustrated in 10 Figs. 1 through 5 show the interrupt processing
mechanism Wﬁeﬁsre%a?\? L He Bt s Bt ing plaiftxtbatim befofd nempletion afthe

encryption of t%i CI in#ext dgta M?éip tt%e encryptor for encrypting the plaintext block data M; (i = 1, 2,
3, ...) included M the Plairttext dARE M AR HE D afhtekt HioaresieANNe (5= 1, By 3switindugledhin the

51 for encrypiing AT Ex! DAL LA R o AL ISRk oGS fondback
loop 65 and 6§ tfg&dé’g e.ciphertext;block datg C: output from the encrypting module 51 back to
the encrypting uflr?‘i!;[ 52 via ?ﬁgﬂ%gg%géﬁ %8‘@%?5%@1%‘3‘#@%%%%}@@6%9@ %%?di@l&% the
feedbackgine 85.0f.the fegdhack logp..for .keceiving the encryption request of the plaintext data N by
the interrupt, and stggzrqlang tgée}iipherteﬁt%oc %zég%fp?eg%g t?f’?h%ﬁﬁé%reﬁf‘ﬁ?&&@d‘é@ﬁﬁﬁfﬁ not

Slr;cirr])t/g)t(tta% lztéiﬂ(?agtlﬁl\%t@ thaPiaipird blaskdala il Oy 3taging the, ASTYPURG,process, of any of the
switched to B. In case of encrypting the plaintext block data M,, the
ciphertext block data C, is fed back from a feedback line 65 of 4 feedback loop
and input, the plaintext block data M, is encrypted by the encrypting module

10 using the key K,, and the ciphertext block data C, 18 output.

‘Whén the same keys are used for encrypting the plaintext data M
and the plaintext data N (K, = K,), it is sufficient to supply the key only once
at the starting time of the encrypting process.

A whole operation will be explained referring to the flowchart of Fig.

15 3.

At step S1, the encrypting process of the plaintext data M is started
and continued. When the final block data is finished to be processed, the
encrypting process terminates. At step S2, an interrupt IT generated at an
arbitrary timing is observed. When the mterrupt IT is generated while the

20 plaintext block data M, is processed, at step S3, the ciphertext block data G,
which 1s being processed is stored in the register 56 of the memory 55. At
step S4, the encrypting process of the plaintext data N , which is requested to

r

be encrypted by the interrupt IT, is performed. This encrypting process of
step 54 1s continuously performed until the mterrupt IT is released as shown

- 256 in step S5, When the interrupt IT is released, at step S6, the plaintext



25 Further, the encryptor shown in Figs. 1 through 5 includes the 32 selector 54 for selecting the
ciphertext block data Ci, fed back by the feedback line 65 of the feedback loop, and supplying the
ciphertext block data Ci through the feedback loop wkén the plaintext block data M i, is encrypted
subsequent to the plaintext block data Mi, and for selecting the ciphertext 5 block data Ci stored in the
memory 55 and supplying to the encrypting unit 52 through the feedback loop when the plaintext
block data Mi" is not encrypted next to the plaintext block data M" and the any piece of the plaintext
data N. The memory 55 stores the status of the encryptor in case of the 10 interrupt IT is generated.
By storing thg%sdgf@%biiﬁé‘ﬁ&é%@,W%’@c@h?e%@é@é”ﬁﬂétt@}@@@?miﬁmh@m@m statilseof
encrypting a certain pi f grata even if the encryption of another piece of data is performed during
the certain pidc& ot dat ,302,? YotEd REmar, b?ﬁ@ﬁﬁatﬁ@sd%esﬁl@&ﬁﬁi thémembnstte Status of
the encryptor gan i tgrennt% th istatus which Iﬁoﬂg coﬁnﬁ?leteg identical to the status at the time when
the encryption’is in e'rrupctey , Which enabied 1o C6tmtetH #nterrupted encrypting process. Fig. 6
shows another configysatio le of the memory. 55. The memory 55 includes an interrupt control
unit 52, an input switc %’6?3%@1%83? s%?gﬁrg na#cf }S?u?g ?8?‘?& % (REG 1, 2, 3). By providing 20
the pluralsregisters in {gig Wy, | - ible, to recej Iyral. interrupts. Fig. 7 shows
processirl?g the interru|Kolr\}[;|ﬁ|cnérforrgégtlzlﬁe %3%@&2‘3?}?0% %‘%m%%ﬂ‘.‘fﬁ?%he iDL 18564 194 a5 Shown
at step 511. When the encrypting process starts at step S12, the input is set

to B at step S13. Namely, the ciphertext block data C; fed back from the
feedback line 65 of the feedback loop is used. At step S14, if it is detected
the block data which is being processed is the final data, the process returns
10 to step 511 in which the status is the same as the electric power is turned ON.
At step 815, if it is detected the interrupt IT is generated, the input is set to
A at step S16, and if the encrypting process is started, the input is set to B at
step 518.  Until the interrupt IT is resolved, the mput is kept to B.  That is,
the ciphertext block data C, fed back from the feedback line 65 of the
15 feedback loop is used. At step S19, if it is detected the 1nterrupt IT is
resolved, the input is set to C at step S20. By setting the input to C, the
ciphertext block data C; stored in the memory 55 is imput. When the
encrypting process using the input from C, the process returne to step S13
and the input 1s set to B.
20 As described above, the selector 54 can be switched based on the
generation of the interrupt I'T
The encrypting process of the plaintext data M can be also started at
an arbitrary time based on the generation of the interrupt IT.
Fig. § is a flowchart which shows processing the interrupt by the

25 switch 57,



When the interrupt IT is generated, at step S41, the number k, which is the number of the register k
being currently used, is stored. At step S42, 25 the input switch 96 and the output switch 97 are
connected to the register 1, 33 which is one of the registers except the register k. At this status, the
encrypting process of the plaintext data N is performed. Further, it is observed if another interrupt is
generated during the plaintext data N is encrypted. When it is detected another interrupt IT is
generated at step 5 S43, the step S40, which is the process for processing the interrupt, is called
again. In this way, whenever the interrupt IT is generated, the step S40 is recursively called.
Consequently, plural hiSrAFBHiBS BEEEISEORE Do beasied HYinterdript care e peefemed, Ahstep
S44, itis checked if the interrupt is resolved. When the interrupt is resolved, the input switch 96 10
and the outputp§\%?f%‘<f*rq99/tl a'i‘%es tehal ianhele fhaspadinting ire sivtier ¥ sworedhiretiiednamBry. In
case of Fig. 6, el 8?5125 includes three registers, so that 3 layer hierarchical processes for

processing the' INt&rrup BE P dB G 8 teRb s Hisethes bokiguratibtheX@nplenct thednemory
ister of first-in last-out (FILO). When

55.15 The m in¢ludes a stack 64. The stack 64 is a re
%?gyeﬁgtr%tgd d%?}ﬁa ’aagttasgﬁplérg Pﬂ!s’é;dl,stﬁéi?act‘é? bR it apick Il is nesedferded to a

the interrupt |
e, e e e S e Lt b
Fig. 8 shows agase-te-Whi# Byel teyehisd! generation to the resolution of the interrupt.
Accordingly, the register 56 of the memory 55 holds the ciphertext block data
C,, which was generated at generating time of the mterrupt [T
As described above, the operations of the encryptor illustrated in

10 Figs. 1 through 5 show the interrupt processing mechanism which receives
the request to encrypt the plaintext data N before completion. of the
encryption of the plaintext data M in the encryptor for encrypting the
plaintext block data M; i =1, 2, 3, ...) included in the plaintext data M and
the plaintext block data N, (j =1, 2, 3, ...} included in the plaintext data N.

15 Further, the encryptor shown in Figs. 1 through 5 includes the
encrypting module 51 for encrypting the plaintext block data M, and
outputting the ciphertext block data C, the feedback loop 65 and 66 for
feeding the ciphertext block data C,; output from the encrypting module 51
back to the encrypting unit 52 via the feedback line 69, and the memory 55,

26 provided in parallel with the feedback line 65 of the feedback Ioop, for
receiving the encryption request of the plaintext data N by the interrupt, and
storing the ciphertext block data C, fed back if the plaintext block data M, is
not encrypted subsequent to the plaintext block data M, by starting the

encrypting process of any of the plaintext block data N.

25 Further, the encryptor shown in Figs. 1 through 5 includes the



processes for processing the interrupt can be performed. As shown in Fig. 6, when it is possible to
perform plural hierarchical processes for processing the interrupt, a priority can be assigned to each
of the interrupts. For example, a priority 1 is assigned’® the interrupt IT1, 25 and a priority 2, which
means a lower priority than the priority 1, is assigned 34 to the interrupt IT2. By assigning the priority
in this way, it is possible to postpone the process for the priority 2 when the interrupt ITI having the
priority 1 is generated. Fig. 9 shows a case in which the encrypting process having the 5 priority 1 is

Peving the prisiy 1 Aiaked Trar L. 10 SO bt bh AR Dot Srckghuit oseadbariowe the

having the priority 1 is finished first. Fi shows a'case’In

same prioritieg; Whes the @uiortiegiueithg sgme,, gach. of the plaintext bjock datg of 10 the both
encrypting processes is encrypted alternatgg.’ Ifslé18 1%} o:l ¥ %@% i %ﬁe&ﬁé{’%’ﬁ n%aﬁ?e Eﬁiority 1
and data. having$gRrigiyiZeareRcrypied R a3sioping. s prgrity tg each interrupt as shown in
Figs. 9 through 11, it is possible to perfg)trgm the encry%ﬂting g%?‘c%ié%“’v%@ﬁ% Métﬂaﬁleeri@jf&tﬂﬁ}e user.

performed by asaigning a higher Aronty o such Aot a4 Sroue &k B WL R ony 55
placed injpardileick data C; stored in the memory 55 and supplying to the encrypting unit
' 52 through the feedback loop when the plaintext block data M,,, is not
encrypted next to the plaintext block data M,, and the any piece of the
plaintext data N. |
The memory 55 stores the status of the encryptor in case of the
10 interrupt IT is generated. By storing the status of encrypting process, it
becomes possible to return to the original status of encrypting a certain piece
of data even if the encryption of another piece of data is performed during
the certain piece of data is encrypted. Namely, by using the data stored in
the memory, the status of the encryptor can return to the status which is
15 completely identical to the status at the time when the encryption is
interrupted, which enables to continue the interrupted encrypting process.
Fig. 6 shows another configuration example of the memory 55.
The memory 55 includes an interrupt control unit 52, an mput switch
96, an output switch 97, and plural registers (REG 1, 2, 3). By providing
20  the plural registers in this way, it becomes possible to receive plural
interrupts.
Fig. 7 shows processing the interrupt performed by the memory 55.
When the interrupt IT is generated, at step S41, the number k, which
1s the number of the register k heing currently used, is stored. At step S42,

25 the input switch 96 and the output switch 97 are connected to the register 1



with the feedback line 66. 20 The XOR circuit 58 and the encrypting module 51 using the encryption
key K constitute the encrypting unit 52. Fig. 13 shows an operation procedure of the encryptor of Fig.
12, When the following connections are selected by the first selector 61 and the second selector 62,
which enables these selectors to operate in the 25 same manner as the selector 54 of Fig. 1. 35 the
first selector 61 + the second selector 62 = the selector 54 A+D=A B+D=B A+C=C5B+C=
C In Fig. 13, when the second selector 62 selects D, the selection (A or B) of the first selector 61

becomes effectjve, and when the second selector 62 selects C, the contents of the memory 55 is

output. NamelyHt B JScORS ShidborieRshotid erept Cirahscedtentd of the iHemonabsss tesired to

be 10 used (when th(g.encér}/rprﬂtin%ﬁproice Sis [etur_ned from the plaintext data N to the plaintext data M
due to the resoNitisR SPthe & apliTI Rig TR <8 tash inswRisHare plemdfysBis, pidced in

parallel with the feedhack line 67. Fig, 15 shows an operation.procedure of the encryptor of Fig. 14.
15 If the time \“?v‘?wléfr?al'ngfkiﬁt%?ﬁ?l&r I+%geégﬂgpaf5d%‘§rb%fﬁ$ O 158 htoR BiHE K ORtIrLIESS, the

memory 55 S%Oﬁ‘éﬁlﬂﬁeﬁ‘.‘)d%g}{’% Cllqa taetected another interrupt IT is generated at step

5 8543, the step S40, Whiéh 18 the process for processing the interrupt, is called
again. In this way, whenever the interrupt IT is generated, the step 5S40 is
recursively called. Consequently, plu’ral hierarchical processes for
processing the interrupt can be performed. At step S44, it is checked if the
mterrupt is resolved. When the interrupt is resolved, the input switch 96

10 and the output switch 97 are switched to the register k using the number k
stored in the memory. In case of Fig. 6, the memory 55 includes three
registers, so that 3 layer hierarchical processes for processing the interrupt
can be performed.

Fig. 8 shows another configuration example of the memory 55.

15 | The memory 55 includes a stack 64. The stack 64 18 a register of
first-in last-out (FILO). When the interrupt IT is generated during a stack
1 1s used, the data stored in the stack 1 is transferred to a stack 2, and the
data thereafter is stacked in the stack 1. When the mnterrupt I'T is resolved,
the stacked data in the stack 1 is output, and the data stored in the stack 2 is

20 returned to the stack 1. Fig. 8 shows a case in which 4 layer hierarchical
processes for processing the interrupt can be performed.

As shown in Fig. 6, when it is possible to perform plural hierarchical
processes for processing the interrupt, a priority can be assigned to each of
the interrupts. For example, a priority 1 is assigned to the interrupt IT1,

25 and a priority 2, which means a lower priority than the priority I, 1s assigned



Si XORed by the XOR circuit 58. Then, the plaintext block data N, is encrypted. Subsequent, the
second selector 62 is made to select and input the module input data Si to the encrypting module 51
using the encryption 20 key K, and encrypted to outpukithe ciphertext block data C,. As shown in Figs.
1, 12, and 14, the memory 55 can be placed in parallel with any one of the feedback line 65, the
feedback line 66 and the feedback line 67. The memory 55 stores the status which is just before the
encryptor starts encrypting another piece of data during encrypting a certain 25 piece of data. The

memory 55 ¢ laced at any-hlace-as long as the 36 encryptor can return to the original status
using the dat:%t%?rle%litrllgﬁ%u ate?lr{giry 5 X/\/%%ﬂ%ﬁ‘é%é%fb‘?ﬂ?“ﬁghéé} &hépy iy thésomsseddeato
Further, the %@&%&5% € provided at plural locatjons, As described above, the encryptor
according to {E)e present 5 eﬁﬁ%ﬁ%gg{ p@r‘f};Prﬁls(,)lelr%gr%ﬂ%eﬁot&élbtﬁ%ﬁfsgg‘r%&%‘ﬁﬁé dhea

(plaintext M) irﬂﬁlﬂﬁjﬁg %H'@g@h@%@t?ck data M; (i=1, 2, 3, ..., m) and the second processing data
(plaintext N) including at least one block data N, (j= 1, 2, 3, ..., n) and the encryptor includes the

Gt 10 of the second poseasi ot ot Sheopugh Aof HE DOLR ReR GA BFnelst
Socond pracocsing dae. e Stae of 1he e ot I HaE preases e s 2.
ciphertext blodk dhtia @is shered dnyihenRemons S5hWHER R §RSHIRIOTESAS. G Ypling the
Fig. 10 shows a case in which both encrypting processes have the
same priorities.
When the priorities arve the same, each of the plaintext block data of
10 the both encrypting processes is encrypted alternately.
Fig. 11 shows a case in which data having the priority 1 and data
having the priority 2 are encrypted.
By assigning the priority to each interrupt as shown in Figs. 9
through 11, it is possible to perform the encrypting process which is desirable
156 for the user. In case of processing data of an urgent matter or data with a
short length, effective processing can be performed by assigning a higher
priority to such data.
Fig. 12 shows a case in which the memory 55 is placed in parallel
with the feedback line 66.
20 The XOR circuit 58 and the encrypting module 51 using the
encryption key K constitute the encrypting unit 52.
Fig. 13 shows an operation procedure of the encryptor of Fig. 12,
When the following connections are selected by the first selector 61

and the second selector 62, which enables these selectors to operate in the

25 same manner as the selector 54 of Fig. 1.



15 first processing data, the status of the encryption of the encryptor is returned to the. stored status
of the encryption of the first processing data, and then the encryptor restarts processing encryption of
the first processing data. Further, the encryptor restaf8 encrypting the first processing data before
completing the encryption of data of all blocks (N1-Na) of the second 20 processing data, and
simultaneously the memory 55 stores the status of the encryption of the second processing data (for
example, ciphertext block data D) when the encryptor restarts encrypting the first processing data.

When the encryptor restarts encrypting the second processing data, the status of the encryption of
the encryptor is returr@ﬁ%ﬂr}%tes&% §isBus tgfetﬁ’&céglg 8h Bf tid ke sshechrsdesing data, and

then the encryptor restarts Berncrypting the second [ﬁocessing data. Fig. 16 shows a configuration of

the encryptor of the OFB mode. The figureﬁs characterized by additionally inclu%ing the memory 55.

The memory 55 stores modulgoutput data_T1 supplieglfrom the encrypting 5 module 51. Fig. 16
shows an encryptor for encrypting plaintext block data M; (i = 1, 2, 3, ...) included in the plaintext data
M and plaintext block data N; =1, 2, 3, .,;) included@ the plaintext data N. The encryptor includes a
processing mechanism of the interrupt that receives the request to encrypt 10 the plaintext data N
during thg encryption of the plgintext data M before thg: completion of encrypting the plaintext data M
and the encrypting module 51 for outputting encrypted data as the module output block data T;. The

In Fig. 13, when the second selector 62 selects D, the selection (A or
B) of the first selector 61 becomes effective, and when the second selector 62
selects C, the contents of the memory 55 is output. Namely, the second
selector 62 should seleqt Cif the contents of the memory 55 is desired to be

10 used (when the encrypting process is returned from the plaintext data N to
the plaintext data M due to the resolution of the interrupt IT).

Fig. 14 shows a case in which the memory 55 is placed in parallel
with the feedback line 67. |

Fig. 15 shows an operation procedure of the encryptor of Fig. 14.

15 If the time X when the interrupt IT is generated is before XOR
operation by the XOR circuit 58, the memory 55 stores the module input data
S; XORed by the XOR circuit 58. Then, the plaintext block data N, is
encrypted. Subsequent, the second selector 62 is made to select and input
the module input data S; to the encrypting module 51 using the encryption
20 key K, and encrypted to output the ciphertext block data C,.

As shown in Figs. 1, 12, and 14, the memory 55 can be placed in
parallel with any one of the feedback line 65, the feedback line 66 and the
feedback line 67. The memory 55 stores the status which is just before the
encryptor starts encrypting another piece of data during encrypting a certain

25 piece of data. The memory 55 can be placed at any place as Iong as the



encryptor further includes feedback loops 65 and 66 for feeding back the module output block data T;
supplied from the encrypting module 51 to the 15 encrypting module through the feedback line 65, and
the memory 55 provided in parallel with the feedbackdine 65 of the feedback loop and for receiving a
request to encrypt the plaintext data N and storing the module output block data T, fed back when the
plaintext block data M,_,1 is not encrypted subsequent to the plaintext block data M; because the
encryptor 20 starts encrypting any plaintext block data of the plaintext data N. Yet further the
encryptor includes the selector 54 which selects the module output block data T; fed back by the
feedback line 65GFIHE febdBatkilobp (& sbpphrisitm eremyptingsmaed tle5d dhroughrtde feedhack
loop when the plaintext block data M; is encrypted subsequent to the plaintext block data 25 M;, and
selects the mBER Sl Bibek dhacnaiberitmeber rorypsinmthsopbiy date erfdaypling
module 51 through the feedya ck lopp when the plaintext block data M;,i is not encrypted subsequent
to the plaintex%é oK Bt g&%’aﬁ‘érpé(ﬁyl i erklagadionthe plaintext data N. Fig. 17 explains

j[he encryptor of the OEB.m(Peqe S %(VSYE "}%{El‘g 16.5 In Fig. 17t’ t[]e operation of the CBC mode of Fig. 2
is changed to the opetition Of th B'hibde, ANG tHenGHRaY SperatieMsitng the sdme tatesare of
watitionally ingeE 0 s Mo S T Ao S5 Lhare b REn i boER AR SFoutBL fom
(plaintext M) including at least one block data M;i=1,2 3, .., m) and the
second processing data (plaintext N) including at least one block data N (=
1, 2,3, ..., nj and the encryptor includes the memory 55 for storing the status
of encrypting process. The encryptor starts encrypting the first block data
10 of the second processing data before encrypting all of the block data (M,-M,)
of the first processing data. And at the time when the encryptor starts
encrypting the first block data N, of the second processing data, the state of
the encryptiqn of the first processing data (for example, ciphertext block data
C) 1s stored in the memory 55. When the encryptor restarts encrypting the
15 first processing data, the status of the encryption of the encryptor is returned
to the stored status of the encryption of the first processing data, and then
the encryptor restarts processing encryption of the first processing data.
Further, the encryptor restarts encrypting the first processing data
before completing the encryption of data of all blocks (N -N,) of the second
20 processing data, and simultaneously the memory 55 stores the status of the
encryption of the second processing data (for example, ciphertext block data
Dy when the encryptor restarts encrypting the first processing data. When
the encryptor restarts encrypting the second processing data, the status of

the encryption of the encryptor is returned to the stored status of the

25  encryption of the second processing data, and then the encryptor restarts



the XOR circuit 58. Further, en encryption unit 52 is configured by the XOR circuit 58 and the
encrypting module 51. using the encryption key K. Fig. 18 shows an encryptor for encrypting plaintext
block data Mi (i= 151, 2, 3, ...) included in the plaintext data M and plaintext block data N; (j =1, 2,
3, ...) included in the plaintext data N. The encryptor includes a processing mechanism of the interrupt
that receives the request to encrypt the plaintext data N during the encryption of the plaintext data M
before the completion of encrypting the plaintext data M and the encrypting unit 52 for 20 encrypting
the plaintext block data Mi and outputting the ciphertext block data Ci. The encryptor further includes
feedback looS&65 BHAE6 Rér TeeemigP prrassaibitdle output block data Ti supplied from the
encrypting module 51 to the encrypting module through the feedback line 65, and the memory 55
provided in parallel with#hé fedtfiyaz e e B8 Wrahe reatibaeie applor 28 tbeehinG awetriest to
encrypt the plaintext dﬁtla %and storing the module 39 output block data T; fed back when the
plaintext block data M. s RERIEHE-THRR Sttt Aslthd pratkednsisek vethm nevarsethe
encryptor st a_certain plaintext block g%a of the plaintext data N, Yet further, the encryptor
includes the se e‘ac%rggﬁowﬁigén é%?éé?s%% %dﬁ%‘%ﬂfp%ﬂﬁo ik SHRREA 189 Bathoymesibatack line
65 of the feettg%glﬁig to supply to the encrypting module 51 through the feedback loop when the
plaintextsbloc ata'Mi'is encrypted subsequent to the plaintext block data Mi, and selects the module

output block data Ti Siﬁlrgf%dl@éﬂgﬂeﬁo%%&&uﬁg%%)&%ting plaintext block data M, (i =
1, 2, 3, ...) included in the plaintext data M and plaintext block data N.G=1,

2, 3, ...) included in the plaintext data N. The encryptor includes a
processing mechanism of the interrupt that receives the request to encrypt

10 the plaintext data N during the encryption of the plaintext data M before the
completion of encrypting the plaintext data M and the encrypting module 51

for outputting encrypted data as the module output block data T.. The
encryptor further includes feedback loops 65 and 66 for feeding back the
module output block data T, supplied from the encrypting module 51 to the

15 encrypting module through the feedback line 65, and the memory 55
provided in parallel with the feedback line 65 of the feedback loop and for
recelving a request to encrypt the plaintext data N and storing the module
output block data T, fed back when the plaintext block data M,,, i1s not
encrypted subsequent to the plaintext block data M, because the encryptor

20 starts encrypting any plaintext block data of the plaintext data N. Yet
further the encryptor includes the selector 54 which selects the module
output block data I fed back by the feedback line 65 of the feedback loop to
supply to the encrypting module 51 through the feedback loop when the
plaintext block data M, is encrypted subsequent to the plaintext block data

25 M;, and selects the module output block data T, stored in the memory 55 to



encrypting module 51 through the feedback loop when the plaintext block 10 data M;+1 is not
encrypted subsequent to the plaintext block data Mi but after a certain plaintext block data of the
plaintext data N. Fig. 19 explains the encryptor of thef@FB mode shown in Fig. 18. In Fig. 19, the
operation of the CBC mode of Fig. 2 is changed to the operation of the OFB mode, and the other
operations are the same to the one 15 of Fig. 2. Fig. 20 shows a decryptor of the CBC mode.
Compared with Fig. 44, the decryptor of Fig. 20 additionally includes the memory 75. The memory 75
includes a register 76 and a switch 77. 20 Further, a decrypting unit 72 is configured by an XOR circuit
78 and a dectypidy fbdtife vauEmgIRe Ry Ik eA Fégidreguah ¢ha Beatovideddnpideleseldator 74.
The decryptorjh_own in.Fig. 23, which decrypts the ciphertext block data Ci (i=1, 2, 3, ...) included in
the ciphertexPd&tR EIRE dpifidx B5KIbanaRTR 1N Frbseanent ty iHetunbeiiene biphkrtext
data D and includes.a,40 ppocessing mechani f the interrupt that receives a request to decrypt the
ciphertext dat%g%a rl?élﬁgg?%ﬁ’ﬁjd’ &'@6&?&%‘%&?&&&& tad Euptrtedagie Necryptor shown in
Fig. 20 further includes.th ﬁecr ting module 71éor outputtj ]gecry ted data of the ciphertext block
5 data C; as module ililt%?t ﬁ)%lﬁ(%gfgq tlr‘{l‘l,efgélgﬁge %85&8'895,81% ,rgﬁ,‘fﬁr?&l%’%’bmegtﬂn thack the
ciphertex{ block data ¢ rleléhel9?%@5'8&919{5%20@{83%0 mode of Fig. 2 is changed to the
operation of the OFB mode, and the other operations are the same to the one
of Fig. 2.
Fig. 18 shows an encryptor of the CFB mode.
Compared with Fig. 47, the encryptor of Fig. 18 additionally includes
10 the memory 55. The memory 55 stores ciphertext block data C; output from
the XOR circuit H8.
Further, en encryption unit 52 is configured by the XOR circuit 58
and the encrypting module 51 using the encryption key K.
Fig. 18 shows an encryptor for encrypting plaintext block data M G=
15 1, 2, 3, ...) included in the plaintext data M and plaintext block data N, G=1,
2, 3, ...) included in the plaintext data N. The encryptor includes a
processing mechanism of the interrupt that receives the request to encrypt
the plaintext data N during the encryption of the plaintext data M before the
completion of encrypting the plaintext data M and the encrypting unit 52 for
20 encrypting the plaintext block data M; and outputting the ciphertext block
data C. The encryptor further includes feedback loops 65 and 66 for feeding
back the module output block data T, supplied from the encrypting module
51 to the encrypting module through the feedback line 65, and the nemory
55 provided in parallel with the feedback line 65 of the feedback loop, for

25 receiving a request to encrypt the plaintext data N and storing the module



the feedback lines 85, 111, and 82 for decrypting ciphertext block data C,,,. The decryptor further
includes the memory 71 provided in parallel with the feedback line 85, 111, 82, and 86 of the
feedback loop and for receiving a 10 request for decrypting the ciphertext data D and storing the block
data fed back when the ciphertext block data C,,, is not decrypted subsequent to the ciphertext block
data C; because the decryptor starts decrypting any of ciphertext block data of the ciphertext data D.
Further, the decryptor shown in Fig. 20 includes the selector 74 15 which selects the ciphertext block

data C; fed back by the feedback lines 85, 111, 82 of the feedback loop to supply to the encrypting
unit 72 througr?ltﬁ%'gyuftez)é%g%k%g% mggah Apharieh BibekrigiRexts bleslptatsubeqiemads the
ciphertext blocek d(f_lta géidagn gele&ts %he Ci he?%ext blockﬁat C; stored in the memory to supply to the
encryption unit 72 thtough the feedbac 0|(§§6 Whkihe' tiphdtés: Mlobeerisectheie netarenypted

subsequent to [ t blgck data C; byt after apy, of ciphertext block data of the ciphertext data
D. "Feedback Islt‘%}tgr%b %eéétgéjcql%fg%%ﬁu%leocflfl{n%ﬁgaa%o%éeegﬁﬂlgﬁ% BFaFll\g 20 REthasdhe
"feedback" Whéq{b"s';}fitgdtls fatp.outpyi fromiitself. Here,, 25 "feedback”, means tq supply ciphertext
block data C; agairn or decrypting th%élgg %:‘%Eﬁél;telgg t‘)%léléf}ba %P%ﬁ?lsaﬁté‘?‘ dgea)at?n(j’%@‘&ph]éﬁgxt
block datg C:. diga 2fl shows ANIAPERIRI BRACRINIE QfANG SREYRIGL AR, Fig: 20, When the
interrupt IT is generated during g%pcrypting the ciphertext CRENRELSIR LD b upply to the

' encrypting module 51 through the feedback loop when the plaintext block

data M; is encrypted subsequent to the plaintext block data M, and selects
the module output block data T, stored in the memory 55 to supply to the
encrypting module 51 through the feedback loop when the plaintext block
10 data My, is not encrypted subsequent to the plaintext block data M, but after
a certain plaintext block data of the plaintext data N.
Fig. 19 explains the encryptor of the OFB mode shown in Fig. 18.
In Fig. 19, the operation of the CBC mode of Fig. 2 is changed to the
operation of the OFB mode, and the other operations are the same to the one
15 of Fig. 2.
Fig. 20 shows a decryptor of the CBC mode.
Compared with Fig. 44, the decryptor of Fig. 20 additionally includes
the memory 75.
The memory 75 includes a register 76 and a switch 77.
20 Further, a decrypting unit 72 is configured by an XOR circuit 78 and
a decrypting module 71 using the key K.
Aregister 111 can be provided inside a selector 74.
The decryptor shown in Fig. 20, which decrypts the ciphertext block
data C, (i=1, 2, 3, ...) included in the ciphertext data C and the ciphertext

25 block data N; (=1, 2, 3, ...) included in the ciphertext data D and includes a



5 block data Ci using the encryption key (also called decryption key) K1, the ciphertext block data C;
is stored in the register 76 of the memory 75. Thereafter, the ciphertext block data Di is decrypted
using the encryption key (also called decryption key) &Z into the plaintext block data N,. Then, the
ciphertext block data Ci stored in the register 76 of the memory 75 is 10 read, the ciphertext block data
C, is decrypted into the plaintext block data M,. The operation of the selector 74 is the same as one
shown in Fig. 4. Further, the operation of the switch 77 is the same as one shown in Fig. 5. Fig. 22
shows the decr gtor of the OFB mode. The decryptor shown in Fig. 22, which decrypts the ciphertext
block 15 data}%,((?ési?%,%??]%ﬂb?&a@ iHena GpRRPkkhaatEeceaTRE the eiptisitést dblooip tateD; (| =

1,23, ..) inclc‘t{dgld iQ thte [ hﬁﬂt%{d datad:), includes a processing mechanism of the interrupt that
receives a requBSt1or éecr@%ﬁ g SHE R A& BRGIB SR HERR prp e dighidadst data. C at an

arbitrary timing point. hletﬂgcry or férther iﬁ:lud%s the decrypting module 71 for 20 outputting
TAPT 1 RABE L 1Hdpd' 85, 8B rdrrthamgpaaiiate fhsdule

decrypted data as mo ute outrput .ﬁ)c , _
e LT T TR g
e T T B D AR e

C; because theedentypinistats dpwuting BIY-R'&RReTEX HiRgksdal shiihe CohereX ough

the feedback lines 85, 111, and 82 for decrypting ciphertext block data Ciy-

The decryptor further includes the memory 71 provided in parallel with the

feedback line 85, 111, 82, and 86 of the feedback loqp and for receiving a

10 request for decrypting the ciphertext data D and storing thé block data fed

back when the ciphertext block data C,., is not decrypted subsequent to the

ciphertext block data C, because the ~decryptor starts decrypting any of

ciphertext block data of the ciphertext data D.
Further, the decryptor shown in Fig. 20 includes the selector 74 _

15 which selects the ciphertext block data C, fed back by the feedback Hnes 85,

111, 82 of the feedback loop to supply to the encrypting unit 72 through the

feedback loop when the ciphertext block data C, is encrypted subsequent to

the ciphertext block data C, and selects the ciphertext block data C, stored in

the memory to supply to the encryption,unit 72 through the feedback loop

20 when the ciphertext block data C,, is not encrypted subsequent to the

~ciphertext block data C; but after any of ciphertext block data of the

ciphertext data D.
“Feedback line” and “feedback loop” used in the above explanation of

Fig. 20 do not mean “feedback” which “inputs data cutput from itself’. Here,

256 “feedback” means to supply ciphertext block data C; again for decrypting the



data D. Further, the decryptor shown in Fig. 20 includes the selector 74 which selects the module
output block data T; fed back by the feedback line 5 85 of the feedback loop to supply to the
decrypting module 71 through the feedback loop whehithe ciphertext block data Ci is encrypted
subsequent to the ciphertext block data C;, and selects the module output block data T; stored in the
memory 75 to supply to the decrypting module 71 through the feedback loop when the ciphertext
block data Ci+1 is not encrypted 10 subsequent to the ciphertext block data C, but after any of

ciphertext block data of t iphertext data D. Fig. 23 explains the operation of the encryptor of the
OFB mode shown fr?eﬁg Bg(ﬁ&ga%tgggﬁat?ﬁ%fqﬁ%?%@?%ﬁ@aﬁé\ﬂﬁ?ﬁ@%dﬁﬁé Encryptor of 15
the CBC mode shownkig. £ ept that the gperation is performed in OFB mode instead of the CBC
mode. Fig. 24 shows a t%cr}ptggfrgg‘g the' C?E%rr#ggg.%%ecr%ﬁnof%ﬁ gﬁ‘igyéﬁt?ﬁgﬂ?%’%y‘ﬁwgixOR

circuit 78 and4g, decrypting module 71. 20 Here, the register 111 can be provided inside the selector
74. The decryptor shown in Fig. 24, which decrypts the ciphertext block data C, (i=1, 2, 3, ...)

Ic:r:glr:Je(j r(tegxltndi]tz %p ?ﬁgmﬁtﬁégo%gggﬂgp%%ﬁﬁ%%gfﬁg ?%%e%%t_ %gt% r'pe%?;heil%)et glggﬁg%{gte%edecrypt

the 25 ciphertectiatiRdatingidleceyition dhgpeipherteyt data CALaD ALIANAD key) K., the
ciphertext block data C; is stored in the register 76 of the memory 75.
Thereafter, the ciphertext block data D, is decrypted using the encryption
key (also called decryption key) K, into the plaintext block data N,. Then,
the ciphertext block data C, stored in the register 76 of the memory 75 is
10 read, the ciphertext block data C, is decrypted into the plaintext block data
M,. The operation of the selector 74 is the same as one shown in Fig. 4.

Further, the operation of the switch 77 i the same as one shown in Fig. 5.

Fig. 22 shows the decryptor of the OFB mode.

The decryptor shown in Fig. 22, which decrypts the ciphertext block
15 data C, (=1, 2, 3, ...) included in the ciphertext data C and the ciphertext
block data D, G = 1, 2, 3, ..) included in the ciphertext data D, includes a
processing mechanism of the interrupt that receives a request for decrypting
the ciphertext data D during decrypting the ciphertext data C at an arbitrary
timing point. The decryptor further includes the decrypting module 71 for
20 outputting decrypted data as module output block data T, feedback loops 85,
86 for feeding back the module output block data T, to the decrypting module
71 through the feedback lines 85. The decryptor further includes the
-memory 75 provided in parallel with the feedback line 85, of the feedback
loop, and for receiving a request to decrypt the ciphertext data D and storing

26 the module output block data T, fed back when the ciphertext block data C.

i+1



timing point. The decryptor further includes the decrypting module 71 for outputting decrypted data as
module output block data Ti, feedback loops 85, 111, 82, 86 for feeding back the module output block
data T; to the decrypting module 71 through the feeddfack lines 85, 111, 82. The decryptor further 5
includes the memory 75 provided in parallel with the feedback line 85, 111, 82 of the feedback loop
and for receiving a request to decrypt the ciphertext data D and storing the module output block data
T, fed back when the ciphertext block data C;+1 is not decrypted subsequent to the ciphertext block

data C; becauge mgdwypmgét%r&%g@gﬁm{ng a@){é)f&' ' ck,data 10 of the ciphertext data
D. Further, the decryptor shown in Fig. 24 inclué)es the gg?fé%%?%@%ﬁ‘éhi%‘i ct@it g(fﬂBa?Jlélb%tput

block data T; féecbagkdrydhe-tfeadbagkdine 83,0f Hrefeedhack ly to the decrypting module
71 through the feedback loop when th% cighertgxt bI8§< da?g%;@%%%%yﬁd Ots{:)uttgseeﬁﬁ%c‘?ﬁ‘f%geme

ciphertext blockadatdC;, Bogthelecth dheanaahile-asiputd 3.0legk daga T, mgg' he memory, 75 to
supply to the decrypting module 71 through the feedback loop %Vhen %hécip er@)%t BFOE%ﬁPéétﬁ +1is

not encryptedvsuissegelent tottremipdeltext:bieakisatx Gaut Bfterapy of ﬂpﬂ%t?@%&é%f%%gﬁta of the
0

ciphertext data D. "Feedback line" and "feedback loop" used in the above explanation E% 24 do
not mean®*feetiBavkthehieh sl omwatoutpwpirprivitsl dderep iieedaadiil Meanio SURRIY .
ciphertext block data C; again for decrypting the ciphertext block data C;+1 after decrypting the
ciphertext blodR&HACIFitp oP5 EhoRmiRscaripberatinn lobitle éntryfiak ofibeyE R maBE GhoMin Fig.

24. .
the ciphertext block data C, and selects the module output block data T.

stored in the memory 75 to supply to the decrypting module 71 through the

feedback loop when the ciphertext block data Ciy 18 not encrypted

10 subsequent to the ciphertext block data C; but after any of ciphertext block
data of the ciphertext data D.

Fig. 23 explains the operation of the encryptor of the OFB mode

shown in Fig. 22.

The operation of Fig. 23 is the same with the one of the encryptor of
15 the CBC mode shown Fig. 21 except that the operation is performed in OFB

mode instead of the CBC mode.
Fig. 24 shows a decryptor of the CFB mode.

A decrypting unit 72 is configured by the XOR circuit 78 and a

decrypting module 71.
20 Here, the register 111 can be provided inside the selector 74.

The decryptor siaown in Fig. 24, which decrypts the ciphertext block
data C, 1= 1, 2, 3, ...) included in the ciphertext data C and the ciphertext
block data D, G=1, 2, 8, ) included in the ciphertext data D, includes a
processing mechanism of the interrupt that receives a request to decrypt the

25 ciphertext data D during decrypting the ciphertext data C at an arbitrary



25 In Fig. 25, the operation in the CBC mode shown in Fig. 21 is 44 replaced with the operation in the
CFB mode, and the other operations are the same as gnes shown in Fig. 21. Fig. 26 shows an
improvement example of the encryptor of the CBC m&de shown in Fig. 1. 5 A selector 154 and a
memory 155 are added to the encryptor of Fig. 26. Fig. 1 shows a case in which the key K, is supplied
from the outside if the interrupt IT is resolved, while the K, supplied from the outside is stored and
used again here. The memory 155 includes a register 156 and a switch 157. The 10 switch 157

switches ignoting.agipputing theenerypiienkaythi the11eaistef 456, Lhis switching is performed by,
for example, the interrupt IT. When the interrupt IT is generated, the(%v(\:/llﬁ c%ti%g} %%%Ee%eég% E, and

when the interrufgi iTtis: pedobegeh tthb dwitcls 1B dds kopnestadiin.f. Jhe, r@giisetg(ri%Sgii puLs. the key K
supplied through E and stores it. The key K 15 stored in the register 156 is outpu 16 the ddiettor 154.

The selector 184 1% $fidingatsiolAlant Chouielwibichthaspiecionlp4 seleds g Lhis, selection
depends on the interrupt IT, which will be described later. Fig. 27 shows an Operation prg etife of the

encryptor shdwhdilrig. 126hzowhéhahealbetric iowersH,the eneryptoris syapl the,ippyis to the
selector 54 and the selector 154 are set to A, and the switch 57 and the switch 157 are connected to

E. Furthet, Wm@lgc}ga@é@t teenegpitherovided in parallel with the feedback line 85, 111,
82 of the feedback loop and for recelving a request to decrjrpt the ciphertext
data D and storing the module output block data T, fed back when the
ciphertext block data C,,, is not decrypted subsequent to the ciphertext block
data C, because the decryptor starts decrypting any of ciphertext block data

10 of the ciphertext data D. Furt:her, the decryptor shown in Fig 24 includes
the selector 74 which selects the module output block data T; fed back by the
feedback line 85 of the feedback loop to supply to the decrypting module 71
through the feedback loop when the ciphertext block.data C; is encrypted
Subseq'uent to the ciphertext block data C., and selects the module output

15 block data T, stored in the memory 75 to supply to the decrypting module 71
through the feedback loop when the ciphertext block data C., is not
encrypted subsequent to the ciphertext block data C, but after any of
Ciphertexf block data of the ciphertext data D.

“Feedback line” and “feedback loop” used in the above explanation of

20 Fig. 24 do not mean “feedback” which “Inputs data output from itself”. Here,
“feedback” means to supply ciphertext block data C; again for decrypting the
ciphertext block data C,,, after decrypting the ciphertext block data.

Iig. 25 explains an operation of the encryptor of the CFB mode

shown in Fig. 24.

25 In Fig. 25, the operation in the CBC mode shown in Fig. 21 is



plaintext data N exists, the interrupt IT is generated and kept ON until the request to encrypt the
plaintext data N is resolved. Further, the plaintext 25 data M is to be encrypted using the key K1, and
the plaintext data N is to be 45 encrypted using the ke%f}K,. The keys K1 and K, are supplied to the
encrypting module 51. At time TO, the key K1 is supplied from the outside as the key KI. As the switch
157 is connected to E, the key K1 is stored in the register 156. Then, the encrypting process for the
plaintext block data M1 is started. When the plaintext block data M1 is started at time TO, the selector

54 inputs an initjslacaldiedNhee e fv-aaskinendhe sgieciar 24 is switched to B. At time X during the
encrypting process of the plaintext block data M1 using th(}aﬁ ?(%%/% ,\(é:lt%%sostf Hffﬁﬁ??ﬁéni‘?n%‘fﬁjpt IT

for requesting th@&&mptéb@r@@i@ﬁ@wﬁlmlﬁlg@Nl. Until time Ti, the ciphertext block data C1
becomes stored in the memory 55. Then, the key K2 is supplied to the encrypting module 51 from the

outside as the key Kl diigmB6T s Hoe soathe ngeraraiosmefdbe dpetrypiit Allime T, the inputtq the
selector 54 is set to A. And at time T1, the switch 57 and th(IeHsBWitch 157 arég&g} ntr?gc?gtf}fg Ié%8
Accordingly, thades f@vemot stared.in the register 156. After time Ti, the encryption of the plaintext

block data N1 is performed using the key K2, and the ciphertext block data D1 is output. At time Y, the

encryptiofi of the plairfteséisrder dérd Nadsafinisedraris Shernteddan %i@}[@%}%@%)%eotpﬂhis
resolution of the interrupt IT, at time T2, the input to the selector 54 is switched to C, and the Siwitch

57 is connectédto @1@0}]%@9%@ kaywhich the key K, is supplied from the outside if
the interrupt IT is resolved, while the K, supplied from the outside is stored
and used again here.

The memory 155 includes a register 156 and a switch 157. The

10 switch 157 switches ignoring or inputting the encryption key K to the
register 156. This switching is performed by, for example, the interrupt IT.
When the mterrupt IT is generated, the switch 157 is connected to E, and |
when the i.nﬁerrupt IT 1s resolved, the switch 157 is connected to ¥ The
register 156 inputs the key K supplied through E an& stores 1t. The key K

15 stored in the register 156 is output to the selector 154, The selector 154 has
two iputs of A and C, out of which the selector 154 selects one. This
selection depends on the mterrupt IT, which will be described later.

Fig. 27 shows an operation procedure of the encryptor shown in Fig.
26.

20 When the electric power of the encryptor 1s supplied, the inputs to
the selector 54 and the selector 154 are set to A, and the switch 57 and the
switch 157 are connected to B, Further, while a request to encrypt the
plaintext data N exists, the interrupt IT is generated and kept ON until the
request to encrypt the plaintext data N is resolved. Further, the plaintext

25 data M is to be encrypted using the key K,, and the plaintext data N is to be



K1 is output to the selector 154 from the register 156 as the key KL and the key K1 is supplied to the
encrypting module 51 from the selector 154 as the key K1. Further, as the selector 54 is switched to
C, the ciphertext block data C1 stored in the memory pb is input for encrypting the plaintext block
data M2, the plaintext block data M2 is encrypted by the encrypting module 46 51 using the key K"
and the ciphertext block data C, is output. Before time T3, the input to the selector 54 is switched to B,
and when the plaintext block data M3 is encrypted, the ciphertext block data C, fed back from the
feedback line 65 of the feedback loop is input, the plaintext block data M3 is encrypted 5 by the
encrypting mo%‘fiﬁéyﬁ%ih’@]ﬂhé képKhesnéihe Hihhehey@b}éplgtﬂﬁaﬁﬁﬁénggﬂblf ther, tl})lefore
time T3, the input to the selector 154 is switched to A. An operation of the selector 1§§ will 5&°

described. 10 r?fh‘ége?éi%f}r}bl%o’\f}er is turned ON, the input to the selector 154 is set to A. Further,
interrupt IT is detected, the input is kept setting to A. Until the

also when the generagion of thgplé? .
interrupt IT is resolved tH&"8Iddort i kepdiates strsedingdts ithut dadidihes the rg@yl%'}]on of the
tor 154 sets the input to C. Due to setting 15 the input to C, the key K,

interrupt IT is detgcted, the s
Agag FEd fgﬁr%ic 1§ (e BRER iy Emduke 5 Kasi thet keydkinthen tha@psryption using

stored in the mémory
the key input #igm, C is _started. the selector sets the input to A. As described above, the selector 154
ﬂﬁde E%ﬁgptﬁmg process }(S)r the plaintext block data M, 1s started.

can be switched based on
When the plaintext block data M, is started at time T0, the selector 54 inputs
an inttial value [V through A, and then the selector 54 1s Switched to B. At
time X during the encrypting process of the plaintext block data M, using the
key K, it is assumed that the interrupt IT for requesting to encrypt the
plaintext block data N - Until time T1, the ciphertext block data C,
becomes stored in the memory 55. Then, the key K, is supplied to the
encrypting module 51 from the outside as the key KI at time T1 due to the
generation of the interrupt I'T. At time T1, the input to the selector 54 18 set,
to A, And at time T1, the switch 57 and the switch 157 are connected to |
Accordingly, the key K, is not stored in the register 156. After time T1, the
encryption of the plaintext block data N, ié performed using the key K,, and
the ciphertext block data D, is output. At time Y, the encryption of the
plaintext block data N, is finished, and the interrupt IT is resolved. Due to
this resolution of the interrupt IT at time T2, the input to the selector 54 ig
switched to C, and the switch 57 is connected to E. Consequently, the key
K, is output to the selector 154 from the register 156 as the key E’;L and the
key K, is supplied to the encrypting module 51 from the selector 154 as the
key K,. Further, as the sclector 54 ig switched to C, the ciphertext block

data C, stored in the memory 55 is input for encrypting the plaintext block

data M,, the plaintext block data M, is encrypted by the encrypting module



generation of the interrupt IT. 20 Next, an operation of processing the interrupt of the switch 157 will
be explained. When the electric power is turned ON, and at the first encrypting process of the
plaintext data M, the switch 157 is connected to E, and@he key K, for the plaintext M is stored in the
register 156. And when the interrupt 25 IT is generated at time X, the switch 157 is connected to F
from E at time T" 47 and the key K2 for the plaintext N is ignored. Further, when the resolution of the
interrupt IT is detected at time Y, the switch 157 is connected to E from F at time T2. In this way, the

switch 157 igngres.the k 2 fqrthe plajntext data N fro e, generation until the resolution of the
interrupt IT. 5%20%3}&%5% tlE%ylge%y’P&%@ﬁﬁ%oﬁ%%ﬁﬁggﬁ%é{ﬁ%pﬁéﬁﬁ&ﬁﬁ‘tﬁe reglater tig6: of the

nemeny 155 4 42 SI0YE A GHRIER ol e drmpei s e Zuren Dtk

stored to be reused. Fig. ows acase in w a'selec

the decryptor gAFia 26 TRE.QRRIAIANS oL e AReEl,AL4 04 oy maprL o are the same as the

ones of the selector 154 and the memory 155 shown in
are examplesjgidhgsroemanrdensterngthestatus.ot fhe aueryptgrwhen the interrupt IT is generated.
In 15 this way, the status of the encryptirt% procBeJ]gg’ is stcg)reg %Btﬁqé%%grlﬁo&r)a/% hifthB %ﬁ]’y 155,
which enablebshehenaiypiqrii £k i0:38 $aihg ®he key K, and the ciphertext block data

(, 1s output.

Further, before time T3, the input to the selector 154 is switched to

An operation of the selector 154 will be described.

10‘ When the electric power is turned ON, the input to the selector 154 is
set to A.  Further, also when the generation of the interrupt IT is detected,
the input is kept setting to A.  Until the interrupt IT is resolved, the selector
154 operates with setting its input to A. When the resolution of the
mterrupt IT is detected, the selector 154 sets the'input to C. Due to setfing

15 the input to C, the key K| stored in the memory 55 is mput to the encrypting
modu]e 51 as the key K. When the encryption using the key input from C is
started, the selector sets the input to A.

As described above, the selector 154 can be switched based on the
generation of the interrupt IT.

20 Next, an operation of processing the mterrupt of the switch 157 will
be explained.

When the electric power is turned ON, and ét the first encrypting
process of the plaintext data M, the switch 157 is connected to E, and the key
K, for the plaintext M is stored in the register 156. And when the interrupt

256 ITis generated at time X, the switch 157 is connected to F from T at time T,



encrypting a certain data even when the encryption of another data is performed during the certain
data is encrypted. Namely, using the data stored in the memory 55 and the key K stored in the
memory 155, the status 20 of the encryptor can be retéifned to the identical status when encryption is
interrupted, and the interrupted encrypting process can be continued. The memory 155 and the
memory 175 can be configured as identically to the memory 55 shown in Figs. 6 and 8. Or, the key K,
can be stored by adding the configuration such as ones shown in Figs. 26 and 28 to 25 Figs. 16, 18,

22,and 24. 4 her, sin e memories 55 and 155 shown in Fig. 26 operate the same, these
memories (:arflzé1 Efe&li%t}tlggllggi&ég{e i’n}tlgc))lonee3 rﬁ%%%?‘?ﬁ%?h]ﬁslggghegsc&s‘é’gaﬁﬁé“ﬁét‘?yﬁ!@rﬁﬁ&féla&ion to the
present embogiment pe ption of the first progessing data (ciphertext data 5 C) including
at least one block data é;%ﬂi}%l? gxc%( &e %%gré:datﬁé%%%go%r?d%}%@&g% fé?a’&iﬁ%ﬂ%&‘ﬁﬂ’afa )
including at leggtQne Qlogk dataD; (3= 1) Jhe decryptor includes the memory 75 storing
the status of decrypting process. 'Thléndte}(l:,ﬁ/%tvtz;%y étgﬁfgs %g&@ﬁt%éep%gggggs&%ﬁ%% biektésta D, of

the second prppessing: date-brfere thero %ﬁgﬁ%tﬁﬁﬁpﬁ%c%gﬁge%ﬁg G %(éfﬁ%%é?@gﬁﬁ% (igi’tial

through C.) of the first processing data. When the decryptor starts ecryp

block daga D AaféhelseenndREotessing data e dasiwpRtan mpkes meigb%%tm%g}%y sfore the
decrypting status of the first processing data, and when the decryptor restarts dgecrypﬁnénth rst
processing dategihiestbiGsodfiihe memory 155.
Fig. 28 shows a configuration of the decryptor shown in F ig. 20 when
the key K, is stored to be reused. |
Fig. 28 shows a case in which a selector 174 and a memory 175 are
10 ‘added to the -decryi)tor of Fig. 20. The operations of the selector 174 and the
memory 175 are the same as the ones of the selector 154 and the memory 155
shown in Fig. 26.
The memory 55 and the memory 155 are examples of the memory for
storing the status of the encryptor when the interrupt IT is generated. In
15  this way, the status of the encrypting process is stored in the memory 55 and
the memory 155, which enabies the encryptor to return to the status of
encrypting a certain data even when the encryption of another data 18
performed during the certain data is encrypted. Namely, using the data
stored in the memory 55 and the key K stored in the memory 155, the status
20 of the encryptor can be returned to the identical status when encryption is
interrupted, and the interrupted encrypting process can be continued.
The memory 155 and the memory 175 can he configured as
1dentically to the memory 55 shown in Figs. 6 and 8. O, the key K, can be
stored by adding the configuration such as ones shown in Figs. 26 and 28 to

25  Figs. 16, 18, 22 and 24.



15 decryptor is returned to the decrypting status of the decryptor stored in the memory 75 and the
decryptor restarts the decrypting process of the first processing data. Further, the decryptor restarts
the decrypting process of the first processing data befdre the completion of all block data (D, through
D.) of the 20 second processing data, and the memory 74 stores the decrypting status of the second
processing data when the decryptor restarts the decrypting process of the first processing data. When
the decryptor restarts the decrypting process of the second processing data, the status of the

decryptor s etumed o o decryping sl ol Ihe sscond praceseind datp slored n 25 heymemory

and the decryptor restarts ecrypting process of the 'secon

of the encrypgggf}%(qqf‘e%%iﬁlg%&)ig@@‘lﬁ @wgﬁ%%‘%cﬁegf%g n(l%rgg Ot{Je key K) in case of the CBC

mode shown in Fig. 1, 5 Module output data T; ( in case of the OFB mode shown in

Fig. 16, and Encrypted blogldgia.£: (aadtaskex i) iLease:ofthg %Fa)meﬁetéh N 18,18 The

decrypting status is, for example, Encrypted block data C, {and the key K) in case o mode

;g s;:;vn in Fight201iMedylp ot data dland teckewit)in caseef{pa1QFR mors, ¢aeunin Fig.

’ 5 ©) including at least one block data C, (i = 1, 2, 3, ..., m) and the second
processing data (ciphertext data D) including at least one block data D, J=1,

2, 3, ..., n). The decryptor includes the memory 75 storing the status of
decrypting process. The decryptor starts decrypting process of an initial

block data D, of the second processing data before the completion of the

10 decrypting process of all block data (C, through C,) of the first processing
data. When the decryptor starts the decrypting process of the initial block

. data D, of the second processing data, the decryptor makes the above
memory store the decrypting status of the first processing data, and when

the decryptor restarts decrypting the first processing data, the status of the

15 decryptor is returned to the decrypting status of the decryptor stored in the
memory 75 and the decryptor restarts the decrypting process of the first

processing data.

Further, the decryptor restarts the decrypting process of the first

processing data before the completion of all block data (D, through D,) of the

20 second processing data, and the memory 74 stores the decrypting status of

the second processing data when the decryptor restarts the decrypting

process of the first processing data. When the decryptor restarts the
decrypting process of the second processing data; the status of the decryptor

is returned to the decrypting status of the second processing data stored in

25 the memory and the decryptor restarts the decrypting process of the second



Encrypted block data C; (and the key K) in case of the CFB mode shown in Fig. 24. 15 In the above
description, the encryptor and the decryptor have been explained in cases of three modes,
respectively. The three modes are only examples, thé'present embodiment can be applied to the
encryptor and the decryptor in other mode such as improved mode or transformed mode. In
particular, the characteristics of the embodiment is that in the 20 encrypting/decrypting method, in
which the block data C;, M;, or T, generated at the encrypting/decrypting time of the previous data are
used for the eq.%rcygostg@g/d crtyapting process of the next block data M,a., or C;,, as the feedback data,
the memory 5518 prowo% for storing the status of the encrypting/decrypting process, so that the

status of the encrypto&[p&%ry ar 8%5 can t%et‘ returned hack to the o %n?I status using the block data C;,

M" or T. 50 after encrypting/ ecrygﬁﬁé Broggs%ngf SRGthErPiee 5 data REEGHISyly, which

encrypting/decrypting i p(g%, Msad isout of question. Hers, instead.of the interrupt IT, the request for
encryption using other mecf%nism such gs p(ﬁfnzggygstg}ﬁegrel%lg 6Btacl‘ﬁ'ﬁe?ﬁ§ gt(bﬁ aipdes
received, andap,Heiachy; _q@rallel processing of at least two encrypting/decrypting processes can

be performed. Further, in the above embodiment, the encryption key K is used for
encrypting/decrypting pregess diayavel.te emhadimart £y be prplieddo theeneiypng/decrypting

process without using the encryption key. 10
shown in Fig. 16, and
Encrypted block data C; (and the key K,) in case of the CFB mode
shown in Fig. 18. The decrypting status ié, for example,
Encrypted block data C; (and the key K,) in case of the CBC mode

10 shown in Fig. 20, |

Module output data T, (and the key K,) in case of the OFB mode
shown in Fig. 22, and

Encrypted block data C, (and the key K)) in case of the CFB mode
shown in Fig. 24,

15 In the above description, the encryptor and the decryptor have been
explained in cases of three modes, respectively. The three modes are only
examples, the present embodiment can be applied to the encryptor and the
decryptor in other mode such as improved mode or transformed mode. In
particular, the characteristics of the embodiment is that in the

20 encrypting/decrypting method, in which the block data Cy, M, or T, generated
at the encrypting/decrypting time of the previous data are used for the
encrypting/decrypting process of the next block data M., or C,, as the
feedback data, the memory 55 is provided for storing the status of the

encrypting/decrypting process, so that the status of the encryptor/decryptor

25 can be returned back to the original status using the block data Cy, M, or T,



Embodiment 2. In the following embodiment, another case will be explained, in which the encryptor
performs a confidentiality process and a data integrity ensuring process. 15 The data confidentiality
process means to encrypt data in order to make the #&ta meaningless even when the data is
wiretapped or stolen. Further, the data integrity ensuring process means to ensure that the data is not
replaced by anybody. In case of transferring data, the integrity of data sometimes needs to be
ensured as well as performing the confidentiality 20 process of data. The data confidentiality process
is performed CEMRIJ% . inteqrity: ensyring process js performed by appending a
MAC (Messaga(}af %Sthentlca%i{oﬁrg @géqeﬁg%geﬁga?ét%ﬁ 0 h%nd);%t%egn%lgﬁ%cﬁn e MATHE dREE the

tempering. Fig, R%-ghaws dawhj SRgypting upit 100 ofthe OFB 25 mode performs the
confidentiality process, ar%) a MAC ggr%?é%gr 200 of the 51kSC(f3u(E %I(%eﬁgr%lrates the MAC. Fig. 29

shows the encryptor viiigh enesypisithe %n;ﬁgég%t ipeluging at Je e plaintext.block data using
the encrypting module and generates the MAC for ensuring the int ggr%%nlfh%n&r Xtr’t%%t 43S The 5

encryptor inclodis:americiyting $ih190 faing & firstiesdhagk logp: 8o, whigh %%EI&E ack the
module output block data T; supplied from the encrypting module 51 at encrypting the plalﬁtef(at block
data by the eneryptint maddle 5 toithe encriveting Mathele 53rJREEASYHNT YOIt 100  wo
encrypting/decrypting processes can be performed.
Further, in the above embodiment, the encryption key K is used for

encrypting/decrypting process, however, the embodiment can be applied to

the encrypting/decrypting process without using the encryption key.

10
Embodiment 2.

In the following embodiment, another case will he explained, in
which the encryptor performs a confidentiality process and a data integrity
€NSUring process.

15 The data confidentiality process means to encrypt data in order to

make the data meaningless even when the data is wiretapped or stolen.
Further, the data integrity ensuring process meang to ensure that the data is
not replaced by anybody. In case of transferring data, the integrity of data
sometimes needs to be ensured as well as performing the confidentiality
20 process of data. The data confidentiality process is performed by encrypting
the data. The data integrity ensuring process is performed by appending a
MAC (Message Authentication Code) to the last bit of the data and checking

the MAC to detect the tempering.
Fig. 29 shows a case in which an encrypting unit 100 of the OFB

25 mode performs the confidentiality process, and a MAC generator 200 of the



inputs the plaintext block data, feeds back module output block data T; using 10 the first feedback loop
65 to perform the encrypting process to output ciphertext block data C. The encryptor includes a AMC
generator 200 having a second feedback loop 66 whith feeds back a computed intermediate MAC
result T;. The MAC generator 200 inputs the ciphertext block data C; at every output of the ciphertext
block data C; from the encrypting unit 100, 15 computes the MAC, makes the computed intermediate
MAC result T; feedback using the second feedback loop 66, and generates a MAC P to ensure the

integrity of thqﬁ% rtext data. Fig. 3%3% n operation procedure of the encryptor shown in Fig.
29. 20 The plalntex?%(%ékgggt%rﬁ/ﬁfsls i enscg%/pted into the ciphertext block data C,. Next, the

plaintext block data Mgwiig‘irwt g@l(p‘gsentcﬂﬁ)teerg ér;i)(i%p%}; i@%ﬁ%{g@fﬁg%ﬂ aﬁgé{ gﬁgggnggtlgsly to

the encryption of the plaintext block data M1, t

computation ok MAC 4t RatednBemernumeiTiand, ime I3 t@ﬁe25n%'}%g§g%9x?%%¢8 L

plaintext block data M. and the computation of the 5 ased ontheC

performed. Betwean Hne HE2and fine Eﬁs{h%f‘g‘%W@t{ﬂge%fﬂ?f%%%@%gﬂé‘%%%?'g%‘ga‘?'ati M3 and
I ime

the computation of the MAC based on the ciphertext block data C, are performed. , the

computaon efribeyMAE hasedan dhedipbeparbiesk data 1G3iisPeriormed.antl e MOS Bs's
output. The configuration of Fig. 29 is characterized by that the ciphertext
which feeds back the module output block data T; supplied from the
encrypting module 51 at encrypting the plaintext block data by the
encrypting module 51 to the encrypting module 51. The encrypting unit 100
inputs the plaintext block data, feeds back module output block data T; using

10 the first feedback loop 65 to perform the encrypting process to output
ciphertext block data C. The encryptor includes a MAC generator 200
having a second feedback loop 66 which feeds back a computed intermediate
MAC result T.. The MAC generator 200 inputs the ciphertext block data C,
at every output of the ciphertext block data C, from the encrypting unit 100,

15  computes the MAC, makes the computed intermediate MAC result T,
feedback using the second feedback loop 66, and generates a MAC P to
ensure the integrity of the ciphertext data.

Fig. 30 shows an operation procedure of the encryptor shown in Fig.
29,

20 The plaintext block data M, is first encrypted into the ciphertext
block data C,. Next, the plaintext block data M, is input to be encrypted
into the ciphertext block data C,. Simultaneously to the encryption of the
plaintext block data M,, the ciphertext block data C, is iput and the

computation of the MAC is started. Between time T1 and time T2, the

25 encrypting process of the plaintext block data M, and the computation of the



block data C; output from the XOR circuit 58 is input to the XOR circuit 59 by a feed line 69. The feed
line 69 combines the encrypting processes of the OFB mode and the CBC mode, so that the
confidentiality process and the 10 integrity ensuring pretess are performed by pipeline processing. In
case of Fig. 52, the process at time T6 requires much processing time, however, in case of Fig. 30,
the processing is finished at time T4, which shows a high speed processing has been done. Fig. 31 is

a flow diagram showing the operation of the encryptor 15 shown in Fig. 29. At 551, a block data
he encrypting unit 100. The encrypting unit

counter i is ini&iﬂlgg@ t0 1,552 shows the  operation of t
100 inputs the plalnott&?ebqo% 8%%3\1/?{‘&%8?5 t %@p?gﬁﬁ?e 102t8 PettesmReipRerere blbok data G,

o s e SERBRBRBACH 01 1 5 Shovs U P plaloncl [ MAC acprae 20, T

MAC generator 200 inputs and encrypts the
checks f the blaglsdaimenunterd icaigadie asbloskdain., When e counter docent, e lock

data counter i is incremented at 555, and the operation is reéturne

Namely, the pﬁ%@ﬁﬁ%ﬂ@,thﬁe%ﬁ%@fﬁ%%%%%%%ﬁ%ﬂﬂgMé%rg%H%rgfohﬁg%%eb@gjgaggﬁgﬁ%n

itis 53 detected at S54 that the process of the last block data Is complétéd,

at S53 bexomes ihg inalMAL aardt e INaEMAG s ighpended to the last bit of the ciphertext block
data C; at S56. As shown in Fig. 31, at every generation of the ciphertext block data C; by the

encrypting The configuration of Fig. 29 is characterized by that the ciphertext
block data C; output from the XOR circuit 58 is input to the XOR circuit 59
by a feed line 69. The feed line 69 combines the encrypting processes of the
OFB mode and the CBC mode, so that the confidentiality process and the
10 integrity ensuring process are performed by pipeline processing. In case of
Fig. 52, the process at time T6 requires much processing time, however, in
case of Fig. 30, the processing is finished at time T4, which shows a high
speed processing has been done.
Fig. 31 is a flow diagram showing the operation of the encryptor
15  shown in Fig. 29.

At 551, a block data counter i is initialized to 1. 859 shows the
operation of the encrypting unit 100. The encrypting unit 100 inputs the
plaintext block data M,, encrypts the plaintext data M, into the ciphertext
block data C;, and outputs the ciphertext block data C;. Sb3 shows the

20 operation of the MAC generator 200. The MAC generator 200 inputs and
encrypts the ciphertext block data C; and computes the MAC. S54 checks if
the block data counter i indicates the last block data n. When the counter
doesn’t, the block data counter i is incremented at 555, and the operation is
returned back to the process of S53. Namely, the processes of the

25 encrypting unit 100 and the MAC generator 200 are repeated. When it is



5 unit 100, the MAC generator 200 inputs the ciphertext block data C, to compute the MAC, which
enables the pipeline processing at a high speed. Fig. 32 shows a configuration combining the
encrypting unit 100 and the MAC generator 200 showt¥in Fig. 29. That is, the encrypting module 51 is
shared by the encrypting unit 100 and the MAC generator 200, and the 10 XOR circuit is used as the
XOR circuit 58 of the encrypting unit 100 and the XOR circuit 59 of the MAC generator 200. Further,
the feedback line is used as both the feedback line 65 of the encrypting unit 100 and the feedback

ine 6 f e A GATSIA0L 200, Al lecr i celecogn Dl a saing e of 1

15 confidenti process. A second selector selects fie

integrity ensuﬂm@r%ﬁﬁu@éwi@ts?ggtocge?%n%tserpﬁéel}/i Islehe ts t Cz?rgglit()j %a %mand the
I i et t

integrity ensuring process. The confidentiality process can be pertorme 13f the

third selector 4o, Esthes the 1aiagbiy Ansuing IBES 670.bey 49 Rerfraed by %gg%”%%cvﬁggl%qgut of

the third selector to F. A memory 93 stores the module output data T; output from

module 51 uspg g eRcHRL] . ' input switch,96, an output switch
ing igndemeka e SremOR A8, an dary %Vgﬂg:ﬂt%ﬁ e ALY

97, a first register 98, and a second register 99. The input switch 96 and

synchrorized a5 witliswitkbing e iscbsalestor8.iApaveryimwitshing ofithe, third selegter 54, 63,
both the input switch 96 and the output switch 97 are switched. Fig. 33 shows an operation’procedure
of the encryptenshowntheMAC, which enables the pipeline processing at a high speed.
Fig. 32 shows a configuration combining the encrypting unit 100 and
the MAC generator 200 shown in Fig. 29. That is, the encrypting module 51
is shared by the encrypting unit 100 and the MAC generator 200, and the
16 XOR circuit 1s used as the XOR circuit 58 of the encrypting unit 100 and the
XOR circuit 59 of the MAC generator 200. Further, the feedback line 18
used as both the feedback line 65 of the encrypting unit 100 and the feedback
line 66 of the MAC generator 200.
A first selector 61 selects an initial -value IV at starting time of the
15 confidentiality process. A second selector selects the initial value IV at the
starting time of the integrity ensuring process. A third selector 63
alternately selects the confidentiality process and the integrity ensuring
process. The confidentiality process can be performed by setting the input
of the third selector to E. Further, the integrity ensuring process can be
20  performed by setting the input of the third selector to F
A memory 93 stores the module output data T, output from the
encrypting module 51 using the encryption key K. The memory 93 includes
an input switch 96, an output switch 97, a first register 98, and a second

register 99. The input switch 96 and the output switch 97 are synchronized

256 with switching the third selector 63. At every switching of the third selector



32. Between time TO and time Ti, the confidentiality process of the 5 plaintext block data M, is
performed. The module output data generated during the confidentiality process is stored in the first
register 98. Between time T1 and time T2, the MAC i§€omputed based on the ciphertext block data
C. The computed intermediate MAC result generated by the integrity ensuring process is stored in the
second register 99. Next, between time T2 10 and time T3, the confidentiality process of the plaintext
block data M, is performed based on the module output data stored in the first register 98 and the

plaintext block.data M,..Then, between.time T3 and time T4, the computed intermediate MAC result
stored in the lséegc’oEr)10 re%lfs%é?gg%a%vé%h e &%%@P&&%&C rgﬁ)rfﬁtﬁ’t sHE e MAC is computed.

a

e ‘cipher

By repeating 15 thesegperai e confidentiality process and the integrity ensuring process are
completed and the ciphegr'te% %gl?g‘;e?n%%h@m&g%ﬁeggﬁ(@p‘ﬁ? fi é %@8?%18?%%,8#%%?%&%%5

finished at timg,T6 and the processing time is not reduced. However, as shown in Fig. 32, the
encrypting module 51 using the encryption key K, the XOR circuit 58, and the feedback line 67, 68 20

(feedback loop) are stpyed dynthegacnptingLnitbapdige MAC.generator, so that the circuit scale can
be reduced. Fig. 34 shows a decryptor including a decrypting u%git ?%%?ﬂ%%?%ﬁﬁor‘%%éeoﬁ & MAC

generatos 40G, b ifeeCBEI soRdea tha Y AC GanerAlaR A0 isccondignred Ip SpmMS @S IS MAC 25
generator 200. 55 ’
during the confidentiality process is stored in the first register 98. Between

time T1 and time T2, the MAC is computed based on the cif)hertext block
data C,. The computed intermediate MAC result generated by the integrity
ensuring prdcess 1s stored in the second register 99. Next, between time T2
10 and time T3, the confidentiality process of the plaintext block data M, is
performed based on the module output data stored in the first register 98
and the plaintext block data M,. Then, between time T3 and time T4, the
computed intermediate MAC result stored in the second register 99 and the
ciphertext block data C, are input and the MAC is computed. By repeating
15  these operations, the confidentiality process and the integrity ensuring
process are completed and the ciphertext data and the MAC P are output.
In case of Fig. 33, the process is finished at time T6 and the processing time
1s not reduced. However, as shown in F 1g. 32, the encrypting modul.e 51
using the encryption key K, the XOR circuit 58, and the feedback line 67, 68
20 {feedback loop) are shared by the encrypting unit and the MAC generator, so
that the circuit scale can be reduced.
Fig. 34 shows a decryptor including a decrypting unit 300 of the OFB
mode and a MAC generator 400 of the CBC mode.
The MAC generator 400 is configured the same as the MAC

25 generator 200.



Fig. 34 shows the decryptor which decrypts the ciphertext data including at least one ciphertext block
data into the plaintext data and generates the MAC for ensuring the integrity of the ciphertext data.
The decryptor includes a decrypting unit 300 having afirst feedback loop 65 5 which feeds back the
module output block data T; generated at decrypting process of the ciphertext block data C; using the
decrypting module 71. The decrypting unit 300 inputs the ciphertext block data C; makes the module
output block data T; feedback by the first feedback loop 65 to decrypt and outputs the plaintext block

data M. The decryptorfurther ingludes a MAC 10 generator 400,having a second feedback loop 66
which feeds back the Péléhgﬂe g}ﬁy‘ef?m%‘eh |at(§3 MA F(r)(gs?ﬁt hr ﬁigﬁ\?lﬁéége%@afb? v sHbut e same

e A SR L T

MAC computation to output the compute result, make k loop

66 feedback Yeyl5 sOMRYIECiDiErMECiale MAG: SUIL T, ATALOBPSIAISs e MAG O for enguring the

integrity of the ciphertext data. The ciphertext block data put to the circul

decrypting L399, 806 atdhessame ey e, ciphESGIORk 32 G. 5 HPHLIDAMAG eperator

400 by the feed line 69. By this configuration, 20 the processes of the decrypting un he

MAC gengeratert6R ﬁé@d@%ﬁﬁﬂiﬂGH@@UHQ[@@M@W\J’@QJIB@Rtﬂﬁi%r@-eééﬁ&é@&@da@a&bg%%ﬁ{?eésed'
Fig. 35 shows a configuration to which the decrypting unit 300 and the MAC generator 400 of the

decryptor shovredndsigf 3harerhtageatedlofkgd 3bastiowsi agcase Hrwhighi the degryRting magile 71
and the decrypting unit 300 inputs the ciphertext block data C; makes the module
output block data T, feedback by the first feedback loop 65 to decrypt and
outputs the plaintext block data M;. The decryptor further includes a MAC
10 generator 400 having a second feedback loop 66 which feeds back the
computed intermediate MAC result T, The MAC generator 400 inputs the
same ciphertext block data with the ciphertext block data C, input to the
decrypting unit 300, performs the MAC computation to output the computed
intermediate MAC result, makes the second feedback loop 66 feedback the
15 computed intermediate MAC result T, and generates the MAC Q for
ensuring the integrity of the ciphertext data.
The ciphertext block data C, is input to the XOR circuit 78 of the
decrypting unit 300, and at the same time, the ciphertext block data C s
input to the MAC generator 400 by the feed line 69. By this configuration,
20 the processes of the decrypting unit 300 and the MAC generator 400 are
performed simultaneously, so that the processing speed can be increased.
Fig. 35 shows a configuration to which the decrypting unit 300 and
the MAC generator 400 of the decryptor shown in Fig. 34 are mtegrated.

Fig. 35 shows a case in which the decrypting module 71 and the

25  feedback lines 87, 88 (feedback loop) are shared.



25 feedback lines 87, 88 (feedback loop) are shared. 56 A first selector 81 selects the initial value 1V
at starting time of the decrypting process. A second selector 82 selects the initial value IV at starting
time of the integrity ensuring process. A third selector®3 alternately selects the decrypting process
and the integrity ensuring process. 5 The decryption can be performed by setting the input of the third
selector 83 to E. Further, the integrity ensuring process can be performed by setting the input of the

third selector 83 to F. The memory 93 stores the module output data T; output from the encrypting
es, 10 an input switch 96, an output

module 51 using the epcryption key K. The memory 93 includ [ ‘

switch 97, a first regis*fg(rilgg,E eigr?éé é’xsoéc‘%nc? ?l%%?e%.lﬁ*ﬁ@?nﬁﬁ{‘éﬂ?vi]ﬁyh%géﬁﬁtﬁé bunsubwliteh 97

are synchronized.,.19.wifc iﬂ%g the third selector.83. At gvery switching of the third selector 83, the
input switch 96 ar{lggthe %u put sév&ft'ch}g g%g%ﬁ‘gg %lv%?t%%re§\é:ig?%€@n5@% ARibigdraadRepéediire of

the decryptor ghawn in Fig, 1985 7hed r ts the ciphertext data and the MAC P. Between
time TO and time Ti, #e cipehertext block %%%Rg iér%l%elglr?ﬁtegl%é}r?g the ciﬁ%ﬁea?éydi bi§dRHata 83is

i 1he 20 rogsier 9. Botwcon e T ek £ e MAC Aum U B KA AL B @ Rt

in the 20 register 98. Between time Ti and time the MAC Is compu
block data C, Blasetkinypeitegistarid peTloemempyted: inermediate MAG fesHlt generated during the
integrity ensuring process is
to K. Further, the integrity ensuring process can be performed by setting
the input of the third selector 83 to F.
The memory 93 stores the module output data T; output from the
encrypting module 51 using the encryption key K. The memory 93 includes
10 an input switch 96, an output switch 97, a first register 98, and a second
register 99. The input switch 96 and the output switch 97 are synchronized
to switching of the third selector 83. At every switching of the third selector

83, the input switch 96 and the output switch 97 are also switched.

Fig. 36 shows an operation procedure of the decryptor shown in Fig.

The decryptor inputs the ciphertext data and the MAC P.

Between time TO and time T1, the ciphertext block data C; is
decrypted and the ciphertext block data C, is stored in the register 111. The
module output data generated during the decrypting process is stored in the

20  register 98. Between time T1 and time T2, the MAC is computed based on
the ciphertext block data C, stored in the registef 111.  The computed
imtermediate MAC result generated during the integrity ensuring process is
stored in the second register 99. Next, between time T2 and time T3, the
ciphertext biock data C, is stored in the register 111, the decrypting process

25 of the plaintext block data M, is performed based on the module output data



stored in the second register 99. Next, between time T2 and time T3, the ciphertext block data C, is
stored in the register 111, the decrypting process 25 of the plaintext block data M, is performed based
on the module output data 57 stored in the first registet 98 and the ciphertext block data C2. Then,
between time T3 and time T4, the computed intermediate MAC result stored in the second register 99
and the ciphertext block data C2 stored in the register 111 are input and the MAC is computed. By
repeating these operations, the plaintext data and the MAC Q are output. The MAC Q is compared
with the MAC P. If the MAC P_matches the MAC Q, the integrity of the data can be ensured. Thus, the
decrypting pré¢8Eehit tHeeirfiagtitye ardaring hrooeks hee compheted. FlgcB7dshows'a copfigyration in
which the enﬁ%Pting unjt 10Q of the CBC mode is used instead of the encrypting unit 100 of the OFB

mode shown 1h'Fi§E B BR I372akblismd dnbhypesimnichd ietypisafiaplaMiert datalinglding at
using the encrypting module and generates the MAC for ensuring the

least one plaintex%block daéta I’Eti )
BRBrEESP Bt CRHE CBneRy S F- it fudaR ey @xdnypimly uhit400,havingd fistfeedback

integrity of thé&'ti
loop 65 Whicpefele?srb?lflf the ctifhertext b ocliﬁcgjeata C, output from the encrypting module 51 at
encrypting time-or the plamtat BIORR &8 byt M@rgpﬂﬁgcwpgﬁ?d?he Bricryptireginnit 186siputs

55 0 poror b SRR SR e e AC
compared with the MAC P.  If the MAC P matches the MAC Q, the integrity
of the data can be ensured. Thus, the decrypting process and the integrity
ensuring process are completed.

Fig. 37 shows a configuration in which the encrypting unit 100 of the
CBC mode is used instead of the encrypting unit 100 of the OFB mode shown
in Fig. 29.

Fig. 37 shows the encryptor which encrypts the plaintext data
including at least one plaintext block data using the encrypting module and
generates the MAC for ensuring the integrity of the ciphertext data. The
encryptor includes an encrypting unit 100 having a first feedback loop 65
which feeds back the ciphertext block data C; output from the encrypting
module 51 at encrypting time of the plaintext block data by the encrypting
unit 52. The encrypting unit 100 mputs the plaintext block data M,, makes
the ciphertext block data C, feedback using the first feedback loop 65 to
perform the encrypting process, and outputs the ciplertext block data C..
The encryptor further includes a MAC generatog 200 having a second
feedback loop 66 which feeds back a computed intermediate MAC result T,
The MAC generator 200 inputs the ciphertext block data C, at every output

of the ciphertext block data C, from the encrypting unit 100, computes the

MAC, makes the computed intermediate MAC result T, feedback using the



The encryptor further includes a MAC generator 200 having a second feedback loop 66 which feeds
back a computed intermediate MAC result T;. The MAC generator 200 inputs the ciphertext block data
C, at every output of the ciphertext block data C; fron? the encrypting unit 100, computes the MAC,
makes the computed intermediate MAC result T, feedback using the 58 second feedback loop 66, and
generates a MAC P to ensure the integrity of the ciphertext data. Fig. 38 shows a configuration in
which the decrypting unit 300 of the CBC mode is provided instead of the decrypting unit 300 of the

OFB mode 5 showi ift i34 8y 38cshaws he degryptp ' crypts the ciphertext data
including at least one ciphertext block data intc?%he pla%tex?\)gﬁggggo gxe?lnsel‘}%ffe %éW*fBr‘é{hsuring
the integrity ot thectithatext data. The decryptor includes a decrypting unit 300 having a first

feedback loops 85, 82 10 for feeding back the ciphertext block data C;, and the decrypting unit 300

inputs the ciphertext bitigk SiatshGiand soakas shaciphartext dlogk.daa S {ﬁ?gg%% ydhs E %)
feedback loops 85, 82 to decrypt, and outputs the plaintext block data M;. The decryptor furthér

includes a MACEémesdton s406hadiny ia seeahd feadhask 10oR.66 fo1ifeading Pagk @?E%H%&'éed 15
intermediate MAC result Ti, and the MAC generator 400 inputs the ciphertext block data C; being

identical fo theleipterextigiost.data C; input to the decrypting unit 300, computes the MAC, outputs
the computed intermediate MAC result Ti, makes the computed intermediate MAC result
Fig. 38 shows the decryptor which decrypts the ciphertext data
including at least one ciphertext block data into the plaintext data and
generates the MAC for ensuring the integrity of the ciphertext data. The
decryptor includes a decrypting unit 300 having a first feedback loops 85, 82
10 for feeding back the ciphertext block data C,, and the decrypting unit 300
inputs the ciphertext block data C, and makes the ciphertext block data G,
feedback by the first feedback loops 85, 82 to decrypt, and outputs the .
plaintext block data M,. The decryptor further includes a MAC generator
400 having a second feedback loop 66 for feeding back the computed
15  intermediate MAC result T, and the MAC generator 400 inputs the
ciphertext block data C, being identical to the ciphertext block data C, input
to the decrypting unit 300, computes the MAC, outputs the computed
intermediate MAC result T, makes the computed intermediate MAC result
T; feedback by the second feedback loop, and generates the MAC for ensuring
20 the integrity of the ciphertext data.
As described above, Figs. 29 and 387 show the encryptors, each of
which includes the encrypting unit inputting data to encrypt and outputting
the data and the MAC generator inputting the encrypted data output from

the encrypting unit and generating the MAC for ensuring the integrity of the

25  ciphertext data, wherein the MAC generator starts generating the MAC



T; feedback by the second feedback loop, and generates the MAC for ensuring 20 the integrity of the
ciphertext data. As described above, Figs. 29 and 37 show the encryptors, each of which includes the
encrypting unit inputting data to encrypt and outputtiné‘gthe data and the MAC generator inputting the
encrypted data output from the encrypting unit and generating the AMC for ensuring the integrity of
the 25 ciphertext data, wherein the MAC generator starts generating the MAC 59 before the
encryption of the data is completed by the encrypting unit. Further, Figs. 34 and 38 show the

decryptors, eaglygfonvichingludes the gecrypiing unit inputting the, data to decrypt and outputting the
data and the MAC generator ?r?putting the data;gllnps)'ut b%%%%%ﬂ [?Hﬁgeﬁlﬁﬁ%%& dél?férating the MAC

for ensuring the integrity,efiibg giphertextoaiaygwheteinihe erator starts generating the AMC
before the decryption of the data iIs completed by the delcryptin %@Tﬁ%cén%fy%%%% Uit or the

decrypting unif30aafithe: OpBuRRde: pubich21@ 0ot shown in the floures. edn the apove
10 encryptor/decryptor. The MAC generator 200 of the OFB modgeﬂor the C(:)F r%?)tgg,gv%%hﬁﬁ% not

the encrypling module 51 o the decrypling medcie 11, 15 The oacRine ods 25 WUCAY & key
scheduled 51 kendradata thaddiditerbi2ehbakey schlediﬂeé@ﬂﬁyinﬁuﬁgl@n%im{%gtg%@te n
wherein the MAC generator starts generating thé MAC before the
decryption of the data is completed by the decrypting unit.
The encrypting unit 100 or the decrypting unit 300 of the OFR mode,
which are not shown in the figures, can be used in the above
10 encryptor/decryptor.
The MAC generator 200 of the OFB mode or the CFR mode, which
are not shown in the figures, can be used in the above encryptor/decryptor.
Fig. 39 shows a configuration of the encrypting module 51 or the
decrypting module 71. |
15 The encrypting module 51 includes a key scheduler 511 and a data
randomizer 512. The key scheduler 511 inputs one key K to generate n
number of extended keys ExtK, through ExtK_. The data randomizer 512
generates a random number using a function F and an XOR circuit. The
function ¥ inputs the extended key and performs non-linear transformation
20 of the data. |
In the encrypting module 51 of the above encryptor, the block cipher
algorithm such as:
(1) DES (Data Encryption Standard),
(2) MISTY, the block cipher algorithm discloged by the International Patent

25 Publication No. W0O97/9705 (US Patent application No. 08/83640),



number of extended keys ExtK, through ExtK,,. The data randomizer 512 generates a random number
using a function F and an XOR circuit. The function F inputs the extended key and performs
non-linear transformation 20 of the data. In the encryﬁﬁng module 51 of the above encryptor, the
block cipher algorithm such as: (1) DES (Data Encryption Standard), (2) MISTY, the block cipher
algorithm disclosed by the International Patent 25 Publication No. W097/9705 (US Patent application
No. 08/83640), 60 (3) KASUMI, 64-bit block cipher developed based on the block cipher algorithm

MISTY, whichgrselaminecii apelied i e niavelignal sipnded sbher fpfpext geperaton

cellular phone (IMT2000) (more in detail, please visit http: gpp.org/lAb(}ﬁt pthtm), or

5 (4) Camelligy|thg-kinek FRkaralgasiimeisclesed in;the;d e tent lication No.
2000-64614 (filgc?on March 9, 2’000).hFurther, in thef%g{c%p%%%m%gﬂ%%gt%g%g%%p 161?1,atﬁgnr%ck
cipher algorithmstishdas BIES. (HSIY: ge&ﬁymoarc@ﬁm@wq@ﬁeﬂéoewﬂseoj &0 Sho(g}: a

e

implementation form of the encryptor or the 10 decryptor. Fig. 40 shows a case’'In Which eeaéncryptor

and the decryploaareriiistaligstinrRGATIE.00 LB o NamelvItNE-abayaHNEstioned encryptor and
decryptor can be implemented by the hardware. Further, the encryptor and the decryptor can be
implemented @y dJwmtdtizirchit hdacl, wpichrisabgdrithm disclosed in the J apanese patent
application No. 2000-64614 (filed on March 9, 2000).
Further, in the decrypting module of the decryptor, the block cipher
algorithm such as DES, MISlTY, KASUMI, or Camellia can be applied.
Fig. 40 shows an implementation form of the encryptor or the
10 decryptor.

Fig. 40 shows a case in which the encryptor and the decryptor are
insi_;alled in FPGA, IC, or LSI. Namely, the above-mentioned encryptor and
decryptor can be implemented by the hardware. F urther, the encryptor and
the decryptor can be implemented by a printed circuit board, which is not

15  shown in the figure.

Fig. 41 shows a case in which the encryptor and the decryptor are
implemented by the software.

The above encryptor can be implemented by a cipher program 47.
The cipher program 47 is stored in ROM (Read Only Memory) 42 (an

20  example of the stbrage)‘ The cipher program 47 can be stored in other kind
of storage such as RAM (Random Access Memory), a flexible disk, or a fixed
disk. Further, the cipher program 47 can be downloaded from a server
computer. The cipher program 47 operates as a sub-routine. The cipher

program 47 is called from an application program 46 stored in the RAM 45

25 by a sub-routine call and the cipher program 47 is executed. Oz, the cipher



15 shown in the figure. Fig. 41. shows a case in which the encryptor and the decryptor are
implemented by the software. The above encryptor can be implemented by a cipher program 47. The
cipher program 47 is stored in ROM (Read Only Memé#y) 42 (an 20 example of the storage). The
cipher program 47 can be stored in other kind of storage such as RAM (Random Access Memory), a
flexible disk, or a fixed disk. Further, the cipher program 47 can be downloaded from a server
computer. The cipher program 47 operates as a sub-routine. The cipher program 47 is called from an

application pr red jn AM.45 25 by a sub-routine call and the cipher program 47 is
%%?%:? 8?1%?%91 ggﬁgg g%%y%g%ab%éyaé%ﬁ%&wﬁ‘g BPadBhesT HR{tesripe iiegbﬁi\ﬁé‘@ by the

executed. Or,

interrupt contrgh unit dde THERMEMAIY: Spcamie. a part of the.RAM 45. The application program 46
and the cipher progr§§t47 are programs executed by the GBI S Fi. ﬂzpﬁgm?i éhﬁegpﬁé}‘%sﬁ@by
which the appiigationRraesarm:¢ Is,the giphgr, pragram.4¢. The application program 46 calls the
cipher program 47 using the keSpK, the initial value 1V, thrglg)éf}ntte%aoé%aam, fi{kd & dpRéfERtdata C
as parametersxdhegipbertprogpy 47 inputs the key K, the initial value IV, 10 and the plaintext data
M and returns the ciphertext data C. When the cipher program 47 and the decipher program are the

same, thé cipher prodram isxalledwsingaberieyiKmtheinitiel 4alied Va i CRNSIX 918, C g
calls the cipher program 47.

The application program 46 calls the cipher program 47 -using the
key K, the initial value IV, the plaintext data M, and the ciphertext data C as
parameters. The cipher program 47 inputs the key K, the initial value IV,

10 and the plaintext data M and returns the ciphertext data C. When the
cipher program 47 and the decipher program are the same, the cipher
program 1s called using the key K, the initial value IV, the ciphertext data C,
and the plaintext data M as parameters. |

The cipher program 47 can be implémented by a digital signal

15 processor and a program which is read and executed by the digital signal
processor. Namely, the cipher program 47 can be mmplemented by the
combination of the hardware and the software.

Figs. 40, 41, and 42 mainly explain cases for the encryptor, however,
the decryptor can be implemented in the same manner.

20 The encryptor and the decryptor shown in Figs. 40 and 41 can be
installed in an electronic device. For example, the encryptor and the
decryptor can be installed in all kinds of the electronic devices such as a
personal computer, a facsimile machine, a cellular phone, a video camera, a
digital camera, a TV camera. In particular, the characteristics of the

25  present embodiment can be effectively drawn in  case of



and the plaintext data M as parameters. The cipher program 47 can be implemented by a digital signal
15 processor and a program which is read and executed by the digital signal processor. Namely, the
cipher program 47 can be implemented by the combifidtion of the hardware and the software. Figs.
40, 41, and 42 mainly explain cases for the encryptor, however, the decryptor can be implemented in
the same manner. 20 The encryptor and the decryptor shown in Figs. 40 and 41 can be installed in an
electronic device. For example, the encryptor and the decryptor can be installed in all kinds of the

electronic dev&@&ﬁyﬁmgﬁi@cﬂ%%ﬂ?%ﬁ@rﬁa%ef“r&ﬂaﬁﬂg%ﬁ Aasing. a ﬁ%ﬁt@rﬁg}%ﬂi@\gge&

camera, a digital camera, a TV camera. In particular,t aracteristics o

embodiment camn b@ﬁmm@bytdz@vmmﬁ@ae@héﬁegﬂ%xmtB&/%VéIP&%’&Q.&hsr%a%%dééﬁ?%Ji"?ra'

channels. Or the application of the embodiment is effective when plural pieces of data are t&t8ived

from plural ugdrartd b@@i&cmﬂb%dd&ﬂ%?ﬁﬂ@w,@m@?%ﬂ@fﬂ%ﬁﬁ@sgﬁr@é%egxféog?éngw%éi‘?%%ft-

random and the data should be encrypted in real time. 5 Namely, the encryptor and the decryptor of

the embodimeritiasd reatlys effeativedwien the tumbiertafl the deyiges Eq{&%%qiqg/q%%ry%i%is small
compared with the number of pieces of data to be encrypted/decrypted. For example, the encryptor

and the o‘écryﬂt@madef,v_éhﬁef&factiygﬁmr thedserber dramppter wifiothteGuirBSdmEMPPOrtnaay) slient
computers, a base station or 10 a line controller which requires to collect data from lots of cellular
phones. effective when the number of the devices for encrypting/decrypting is small
compared with the number of pieces of data to be encrypted/decrypted. For
example, the encryptor and the decryptor are very effective for the server
computer which requires to support many client computers, a base station or
10 a line controller which requires to collect data from lots of cellular phones.
Instead of parallel processing of encrypting processes and decrypting
processes, the encrypting process and the decrypting process can be
performed in parallel.
Further, the above explanation shows a case of the combination of
15 the encrypting unit (or the decrypting unit) of the OF B mode and the MAC
'generator of the CBC mode, however, any combination of modes can be used
such as the OFB mode, the CBC mode, the CFB mode, improved mode of
these modes, and so on.
Further, the above explanation shows a case in which the MAC
20 generator performs encryption using the encryption key K, however, the
MAC generator can perform the data scrambling, the data calculation, or

other data processing.

Industrial applicability

25 As has been described, according to the preferred emhbodiment of the



Instead of parallel processing of encrypting processes and decrypting processes, the encrypting
process and the decrypting process can be performed in parallel. Further, the above explanation
shows a case of the combination of 15 the encryptingﬁﬁnit (or the decrypting unit) of the OFB mode
and the MAC generator of the CBC mode, however, any combination of modes can be used such as
the OFB mode, the CBC mode, the CFB mode, improved mode of these modes, and so on. Further,
the above explanation shows a case in which the MAC 20 generator performs encryption using the

encryption key, ¥sshaweueb 1o VA e mﬁ?{g%ﬂ?&@%‘&p%geast}félls%g{anx Iir%g?,&tﬁ]h ata calculation,
ili e , acc

or other data processing. Industrial applica s has been ribe ot Breeferred

embodiment gitthediBdpieseriinvantiontthe eRemingrRincessiofhg plajntert data N.can e started
during the encrypting process of the plaintext data M. Further?)thé d%%@p#ﬁg?\gfofggg etf’fe{%ﬁohertext

data D can belstantediduripgdhesdegrypiing pypeeassef tha giphertgxt %%tasg%f'% é:d,ll’ﬁ’ler acc%{ging to

the preferred embodiment of the present invention, priorities can be assigned to the 35%%%0

encrypted/declyptettacighspeed phecesdirgean Bawetformed based on the priorities of the data.
Yet further, according to the preferred embodiment of the present invention, the confidentiality

process &nd the integhityréhsurirgprobess ¢anthe preferred embodiment of the present
Invention, priorities can be assigned to the data to be encrypted/decrypted, a
high speed processing can be performed based on the priorities of the data.
Yet further, according to the preferred embodiment of the present
mvention, the confidentiality process and the integrity ensuring process can
10 be performed in parallel, which enables a high speed processing. Further,
the confidentiality process and the integrity ensuring process can be

performed by one integrated hardware.



10 be performed in parallel, which enables a high speed processing. Further, the confidentiality
process and the integrity ensuring process can be performed by one integrated hardware. 64 Claims
1. An encrypting apparatus for encrypting plaintext data including at least one plaintext block data into
ciphertext data using an encrypting unit and generating a message authentication code (MAC) to
ensure an integrity 5 of the ciphertext data, the encrypting apparatus comprising: an encrypting unit,
having a first feedback loop for feeding back ciphertext block data C; output by the encrypting unit to
the encrypting unit when the plaintext block datagigenerypted by the encrypting unit, for inputting the
plaintext data, performing an encrypting process by feeding 10 back the ciphertext block data C;
through the first feéddback-foopiranhdrrapatting fihe ciphertxtdlpobkidetat almessaghiditigeatication
code (MAC) generator, having a second feedback loop for feeding back a computed intermediate

MAC result, f6r> irfStiting hEFElp R CBigtAas WHEREHRr IRéTcipfigtte R oK YRl 9surs butput
second foeCRAUChS S Senaratis e DA o et i e ot T i erlEACBH, 2. The
encryping %?Hﬂ@ﬁlﬁﬂé&@@cﬂat‘élﬁ%%iQEQWQBBM%Q%%%QG”GWW perform 20
alternately the encrypting process and a MACT generating process by sharing

an encrypting unit, having a first feedback loop for feeding back
ciphertext block data C; output by the encrypting unit to the encrypting
unit when the plaintext block data is encrypted by the encrypting unit, for
inputting the plaintext data, performing an encrypting process by feeding

10  back the ciphertext block data C; through the first feedback loop, and
outputting the ciphertext block data;

a message authentication code (MAC) generator, having a second
feedback loop for feeding back a computed intermediate MAC result, for
inputting the ciphertext block data whenever the ciphertext block data is

15 output from the encrypfing unit, processing data, feeding back the
computed intermediate MAC result by the second feedback loop, and
generating the MAC to ensure the integrity of the ciphertext data.

2. The encrypting apparatus of claim 1,
wherein the encrypting unit and the MAC generator perform

20  alternately the encrypting process and a MAC generating process by sharing

one encrypting module and one feedback loop, and

wherein the one feedback loop includes:

a memory for respectively storing and outputting results of the
encrypting process and the MAC generating process; and

25 a selector for selecting alternately the results of the encrypting

process and the MAC generating process from the memory to alternately



one encrypting module and one feedback loop, and wherein the one feedback loop includes: a
memory for respectively storing and outputting results of the encrypting process and the MAC
generating process; and 25 a selector for selecting alternately the results of the encrypting process
and the MAC generating process from the memory to alternately 65 perform the encrypting process
and the MAC generating process. 3. An encrypting method for encrypting plaintext data including at
least one plaintext block data into ciphertext data using an encrypting unit and generating a message

authenticatigegoee (MAGHtaRsHEeABHRQHRIOhE Ma Cipherkextaiatha-encrypting method
comprising: an encrypting step, including a first feedback step for feeding back ciphertext block data

C; output fréim the &nceypsting timit wivehaHeleneryptingingitdricrigpts pidtintextibiditkedatdeimgutting the
plaintext block data,, performin% an encrypting gocess by feeding back the ciphertext block data 10 C;
through a firdP feBUHAR ORISR PGB IREA S PABHEHEAHIB R R 2 AR VIR genBIhiHY step,

including a second feedback step for feeding. back a comp intermediate MAC result, inputting the
Ciphertoxt bIOCKC KA WA S TG TSR TR S G o Gy et
processing gata.fsRragBRackihecompuiediniermediaie MAGLFesulL15 through the second feedback
step, and generating the MAC to ensure the integrity of the ciphertext data. 66

an encrypting step, including a first feedback step for feeding back
ciphertext block data C; output from the encrypting unit when the encrypting
unit encrypts plaintext block data, inputting the plaintext block data,
performing an encrypting process by feeding back the ciphertext block data

10 C; through a first feedback loop, and outputting a ciphertext block data; and
a MAC generating step, including a second feedback step for feeding
back a computed intermediate MAC result, inputting the ciphertext block
data whenever the ciphertext block data is output from the encrypting step,
processing data, feeding back the computed intermediate MAC result
15  through the second feedback step, and generating the MAC to ensure the

integrity of the ciphertext data.



4. A decrypting apparatus decrypting ciphertext data including at least one ciphertext block data into
plaintext data, and generating a message authentigation code (MAC) for ensuring an integrity of
ciphertext data, the decrypting apparatus comprising: 5 a decrypting unit, including a first feedback
loop for feeding back module output block data T; generated at decrypting data by a decrypting
module, for inputting the ciphertext block data, decrypting the ciphertext block data using the module
output block data Ti fed back through the first feedback loop, and outputting plaintext block data; 10 a
MAC generator, ingludéngya segoagfeedbaskileoafy folrfgedipp dacktadatacompidedd niereestiate MAC
result, for inputting ciphertext block data identical to the ciphertext block data input to the decrypting
unit, proces¥ieg ¢Hehgataxburpeatingate copplednimaimbtliateavid Zresuiatifeedinglbaskabe
computed intermediate MAC result throu%g the second 5 feedback loop, and generating the MAC for

ensuring th&HBGRECEHeprEatextNa) B0 RBHEERBIHY HYS&ARCor RS HHE
decrypting lépei%@ﬁtfﬁgg@%&%ﬁgr%%épgﬁa%ne decrypting module and one feedback loop and
orm a

alternately per crypting process and a MAC generating process, and wherein the one
feedbagk loop inclydeg:aypamery sieringandiagiputing:rgsulis of khedechpting-aragess.cand the
MAC generating process; and
module output block data T; generated at decrypting data by a decrypting
module, for inputting the ciphertext block data, decrypting the ciphertext
block data using the module output block data T; fed back through the first
feedback loop, and outputting plaintext block data;

10 a MAC generator, including a second feedback loop for feeding back a



a selector for alternately selecting the results of the decrypting 15 process and the MAC generating
process to output to the decrypting module for alterglzfltely performing the decrypting process and the
MAC generating process. 6. A decrypting method decrypting ciphertext data including at least one
ciphertext block data into plaintext data and generating a message 20 authentication code (MAC) for
ensuring an integrity of the ciphertext data, the decrypting method comprising: a decrypting step
including a first feedback step for feeding back module output block data Ti generated at decrypting

data by a degsypiing-aeduerivnutinginecciphertaxt Rlock-gata decrypiing the cipheitexthlock 25
data using the module output block data Ti fed back through the first feedback loop, and outputting
plaintext blocledataab8ta MAC ggrterating stdpdiclutditg dispuonddeatibackeztepitngeadinig back a
computed intermediate MAC result, inputting ciphertext block data identical to the ciphertext block
data input taP#RCERRBtiHCU AR S rocEesiE Hite Htacotputtivg thdcongslitdd iMérmadisetMAC
result, 5 feeding .back thzﬁcg&r%puted intermediate MAC result bgy the secand feedback loop, and

generating tHEMRE RS NGRS rit) SF ERSITASAAt. B ARERELIRG a55amis

s S LR R A L R T
g an integrity of ci.phertext data, tiieé encryptin ap}foaratus
ciphertext data.
5. The decrypting apparatus of claim 4,
wherein the decrypting unit and the MAC generator share one
decrypting module and one feedback loop and alternately perform a
10 decrypting process and a MAC generating process, and
wherein the one feedback loop includes:
a memory storing and outputting results of the decrypting process
and the MAC generating process; and
a selector for alternately selecting the results of the decrypting
15 process and the MAC generating process to output to the decrypting module
for alternately performing the decrypting process and the MAC generating
process.
6. A decrypting method decrypting ciphertext data including at least one
ciphertext block data into plaintext data and generating a message
20  authentication code (MAC) for ensuring an integrity of the ciphertext data,
the decrypting method comprising:

a decrypting step including a first feedback step for feeding back
module output block data T; generated at decrypting data by a decrypting
module, inputting the ciphertext block data, decrypting the ciphertext block

25 data using the module output block data Ti fed back through the first

feedback loop, and outputting plaintext block data;



comprising: 5 an encrypting unit, having a first feedback loop for feeding back module output block
data T; output from the encrypting module to the engrypting module when the plaintext block data is
encrypted by the encrypting unit, for inputting the plaintext data, performing encrypting process by
feeding back the module output block data Ti through the first 10 feedback loop, and outputting the
ciphertext block data; a MAC generator, having a second feedback loop for feeding back a computed
intermediate MAC result, for inputting the ciphertext block data whenever the ciphertext block data is
output from the encrypting Upi..R2GeSSIRg dalduieeding Q@@Mﬁ%@&%ﬁ@ﬁ%@&g%?%&wc result
15 through the second feedback loop, and generating the MAC to ensure the integrity of the ciphertext
data. 8. Thetendryptingrgpparatiistefeladiais Wheteir thatenaiyptingdoibanredhe MACIgeResator
share one encrypting module and one feedback loop to perform alternately the 20 encrypting process
and a MAC ksieligtihg forotess, cnbavirsteirblioslond déedbapkifoo indhedede erymsmery dorit,
respectively storing and outputting results of the encrypting process and the MAC generating process;

and a selecfor9or S8R&tiHY alfitatdly tRE R8I 1Mt (heBReHfing BEproats ARatha WAl
generaing RLacRRs KATIIR MU0 AR AL ATHEN LG SRS YRE QL RIRE R ARA e MAC

generating proces
loop, and generating the MAC for ensuring the integrity of ciphertext data.



9. An encrypting method for encrypting plaintext data including at least one plaintext block data into
ciphertext data using an encrypting unit and 5 gen%rgting a message authentication code (MAC) to
ensure an integrity of the ciphertext data comprising: an encrypting step, having a first feedback step
for feeding back module output block data Ti output from an encrypting module when the plaintext
block data is encrypted, for inputting the plaintext block data, 10 performing an encrypting process by
feeding back the module output block data Ti through a first feedback loop, and outputting ciphertext

block data; and a MAG geReatng.$isR-NaMNg= S896Rd fsedhackstenRdoniaeding, bagkagomputed

intermediate MAC result, for inputting the C|phertext 15 block data whenever the ciphertext block data
is output froomthepbmcryptindpkiekp, proeessidg gaiarfeading backsHigeompiiedtinteime diatecMAC
result through the second feedback step, and generating the MAC to ensure the integrity of the
ciphertext dg\/é“@i o sngespting Hpsaratuiorinbenisthglaishaiiexe dersniticlgdimparalesst one
ciphertext block data into ciphertext data using a decrypting module and generating a message
authentlcatlgﬂr%’aést%@ to ensure an integrity of the ciphertext data, the decrypting apparatus

Compr: 2 AR 00 SOt oo g Bl e g
the decryptinghdiife fQfutput block data Ti output from the encrypting module to the
encrypting module when the plaintext block data is encrypted by the
encrypting unit, for inputting the plaintext data, performing encrypting
process by feeding back the module output block data T: through the first
10 feedback loop, and outputting the ciphertext block data;

a MAC generator, having a second feedback loop for feeding back a
computed intermediate MAC result, for inputting the ciphertext block data
whenever the ciphertext block data is output from the encrypting unit,
processing data, feeding back the computed intermediate MAC result

15  through the second feedback loop, and generating the MAC to ensure the
integrity of the ciphertext data.
8. The encrypting apparatus of claim 7,
wherein the encrypting unit and the MAC generator share one
encrypting module and one feedback loop to perform alternately the
20  encrypting process and a MAC generating process, and
wherein the one feedback loop includes:
a memory for respectively storing and outputting results of the
encrypting process and the MAC generating process; and

a selector for selecting alternately the results of the encrypting

25 process and the MAC generating process from the memory to alternately



inputting the ciphertext data, performing a decrypting process by feeding back the module output
block data T; through the first feedback loop, and 10, outputting the ciphertext block data; a message
authentication code (MAC) generator having a second feedback loop for feeding back a computed
intermediate MAC result, for inputting the ciphertext block data identical to the ciphertext block data
input to the decrypting unit, processing data, feeding back the computed 15 intermediate MAC result
through the second feedback loop, and generating 72 the MAC to ensure the integrity of the ciphertext
data. 11. The decrypting apparatus of claim 10, wherein the decrypting unit and the MAC generator
share one decrypting module and one feedback loop to perform alternately the 5 decrypting process
and a MAC gemératngherooess pamd \wiieceks the dnbddddiiagk foop tinguces:assnemory for
respectively storin%and outputting results of the decrypting process and the MAC generating process;

and a sc_alec%r for BIEERTYRIBM ISP ER ?&Gﬁ@%ﬁﬁ@%é&%ﬁﬁ@@éé@@%ﬂiﬁ@ KA asy
geneaing RS0 el e e decnptng propess and e o
il ot i gt R TR R s
comprising:the ciphertext data comprising:
an encrypting step, having a first feedback step for feeding back
module output block data T; output from an encrypting module when the
plaintext block data is encrypted, for inputting the plaintext block data,
10  performing an encrypting process by feeding back the module output block
data T; through a first feedback loop, and outputting ciphertext block data;
and
a MAC generating step, having a second feedback step for feeding
back a computed intermediate MAC result, for inputting the ciphertext
15 block data whenever the ciphertext block data is output from the encrypting
step, processing data, feeding back the computed intermediate MAC result

through the second feedback step, and generating the MAC to ensure the

integrity of the ciphertext data.



a decrypting step, having a first feedback step for feeding back ciphertext block data C;, for inputting
the ciphertext block data, performing a decrypting process of the ciphertext block data Ci fed back
through the first feedback loop, and outputting plaintext block data; and 20 a MAC generating step,
having a second feedback step for feeding back a computed intermediate MAC result, for inputting the
ciphertext block data identical to the ciphertext block data input to the decrypting step, processing
data to output the computed intermediate MAC result, feeding back the computed intermediate MAC
result through the second feedback 25 step, and generating the MAC to ensure the integrity of the

ciphertext dafa. 73A18ednyphoypiingaajpparatios ciropyisingg arigheryptinglatit focinplitimgadata to
encrypt and outputting encrypted data; and 5 a message authentication code (MAC) generator for
inputting thé€aatrReddabs gaiutTiors tsethdiyitinfgRiME e gdnktalitie MACEsFYBR&WIng an
integrity of the %%%y%eéi data, and wherein the MACﬁenerator start %gn the MAC before
completion ot e cryptin ﬁ%ﬁ%%é‘%% t%ené%sc%%ﬁnaguﬁ 4R 88%?%2% p aFéfﬁgibeoﬁfbrising: a
decrypting Untder inutng daindadepnmtantovyantecnmied daioandamessade
authentication code (MAC) generator for inputting the “decrypted data output from thie decrypting unit
and gegerating a MA@defypting unit, having a first feedback loop for feeding back
ciphertext block data Ci output from the decrypting unit to the decrypting
unit when the ciphertext block data is decrypted by the decrypting unit, for
mmputting the ciphertext data, performing a decrypting process by feeding
back the module output block data Ti through the first feedback loop, and
10 outputting the ciphertext block data;

a message authentication code (MAC) generator having a second
feedback loop for feeding back a computed intermediate MAC result, for
inputting the ciphertext block data identical to the ciphertext block data
input to the decrypting unit, processing data, feeding back the computed

15  intermediate MAC result through the second feedback loop, and generating



15 ensuring an integrity of encrypted data, and wherein the MAC generator starts generating the MAC
before completion of decrypting the data by the dec;é/pting unit. 15. An encrypting method comprising:
an encrypting step for inputting data to encrypt and outputting 20 encrypted data; and 74 a MAC
generating step for inputting the encrypted data output from the encrypting step and generating a MAC
for ensuring an integrity of the encrypted data, and 5 wherein the MAC generating step starts
generating the MAC before completion of encrypting the data by the encrypting step. 16. A decrypting
method comprising: a decrypting step for inputting data to decrypt and outputting decrypted data; and

10 a MAC gé&nesith(g siepforniapbitingttheite oy phedediaite cetput fram  the decrypting step and
generating a MAC for ensuring an integrity of the encrypted data, and wherein the MAC generating
step starts gbheratihgctle NtiBEfaRP EGHpletbRlaEet/pting the data by the decrypting step. 15

LT comutr e Srafe MESUD SEIng A P [o 2 copueciceue sops o
program for havipg &, SoOmpEIEXGRH e iePsden g decpiplingmatheg Aesariped IR slAim, 8
S decrypting process and a MAC generating process, and

wherein the one feedback loop includes:

a memory for respectively storing and outputting results of the
decrypting process and the MAC generating process; and a selector for
selecting alternately the results of the decrypting process and the MAC

10 generating process from the memory to alternately perform the decrypting
process and the MAC generating process.
12. A decrypting method for decrypting ciphertext data including at least
one ciphertext block data into plaintext data using a decrypting unit and
generating a message authentication code (MAC) to ensure an integrity of

15  the ciphertext data, the decrypting method comprising:

a decrypting step, having a first feedback step for feeding back

ciphertext block data C;, for inputting the ciphertext block data, performing
a decrypting process of the ciphertext block data C; fed back through the
first feedback loop, and outputting plaintext block data; and

20 a MAC generating step, having a second feedback step for feeding
back a computed intermediate MAC result, for inputting the ciphertext block
data identical to the ciphertext block data input to the decrypting step,
processing data to output the computed intermediate MAC result, feeding
back the computed intermediate MAC result through the second feedback

25  step, and generating the MAC to ensure the integrity of the ciphertext data.



19. A computer readable storage medium storing a program for having a 20 computer execute steps
for the encrypting method described in claim 9. 20. A.computer readable storage medium storing a
program for having a computer execute steps for thé encrypting method described in claim 12. 21. A
computer readable storage medium storing a program for having a computer execute steps for the
decrypting method described in claim 15. 75 22. A computer readable storage medium storing a
program for having a computer execute steps for the decrypting method described in claim 16. 23. A
computer readable storage medium storing a program for having a computer execute steps for the
encrypting method described in claim. 10. 5 24. An encrypting apparatus as claimed in any one of
claims 1, 7 or 13 and substantially as herein described with reference to the accompanying drawings.
25. An encryting rBtRBErAS dlagheddP it alSoPBPBIRIRE 3, 9 or 15 and substantially as herein
described with reference to the accompanying 10 drawings, 26. A decrypting apparatus as claimed in

any one of claims A1 FBF P SUbdtalMallPBY HE8in“ G EcriBe S Wit ParéBHC S TR N

accompanyi&ga%}givg@gé%tgj. ééjecrypting method as claimed in any one of claims 6, 12 or 16 and 15
substantially as herein esc’ri%e with reference to the accompanying drawings.

S a message authentication code (MAC) generator for inputting the
encrypted data output from the encrypting unit and generating a MAC for
ensuring an integrity of the encrypted data, and

wherein the MAC generator starts generating the MAC before
completion of encrypting the data by the encrypting unit.
10 14. A decrypting apparatus comprising:
a decrypting unit for inputting data to decrypt and outputting
decrypted data; and
a message authentication code {MAC) generator for inputting the
decrypted data output from the decrypting unit and generating a MAC for
15 ensuring an integrity of encrypted data, and
wherein the MAC generator starts generating the MAC before
completion of decrypting the data by the decrypting unit.
15. An encrypting method comprising:
an encrypting step for inputting data to encrypt and outputting

20  encrypted data; and
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a MAC generating step for inputting the encrypted data output from
the encrypting step and generating a MAC for ensuring an integrity of the
encrypted data, and

wherein the MAC generating step starts generating the MAC before
completion of encrypting the data by the encrypting step.
16. A decrypting method comprising:

a decrypting step for inputting data to decrypt and outputting
decrypted data; and

a MAC generating step for inputting the decrypted data output from
the decrypting step and generating a MAC for ensuring an integrity of the
encrypted data, and

wherein the MAC generating step starts generating the MAC before
completion of decrypting the data by the decrypting step.
17. A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in claim 3.
18. A computer readable storage medium storing a program for having a
computer execute steps for the decrypting method described in claim 6.
19. A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in claim 9.
20. A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in claim 12.
21. A computer readable storage medium storing a program for having a

computer execute steps for the decrypting method described in claim 15.
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22, A computer readable storage medium storing a program for having a
computer execute steps for the decrypting method described in claim 16.

23. A computer readable storage medium storing a program for having a
computer execute steps for the encrypting method described in claim 10.

24.  An encrypting apparatus as claimed in any one of claims 1, 7 or 13
and substantially as herein described with reference to the accompanying
drawings.

25. An encrypting method as claimed in any one of claims 3, 9 or 15 and
substantially as herein described with reference to the accompanying
drawings.

26. A decrypting apparatus as claimed in any one of claims 4, 10 or 14
and substantially as herein described with reference to the accompanying
drawings.

27. A decrypting method as claimed in any one of claims 6, 12 or 16 and
substantially as herein described with reference to the accompanying

drawings.



